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Foreword

This version of the Common Criteria for Information Technology Security Evaluation (CC
v3.1) is the first major revision since being published as CC v2.3 in 2005.

CC V3.1 aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CC terminology to reduce
misunderstanding; restructure and refocus the evaluation actitotisose areas where
security assurance is gained; and add new CC requirements if needed.

CC version3.1 consists of the following parts:

- Part 1: Introduction and general model

- Part 2: Security functional compents

- Part 3: Security assurance components

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corporation in the United States
and other countries

Page2 of 232 Version3.1 September 2007



Legal Noice:

The governmental organisations listed below contributed to the development of this version
of the Common Criteria for Information Technology Security Evaluation. As the joint
holders of the copyright in the Common Criteria for Information TechnoBggurity
Evaluation, version3.1 Part s 1 t hr oug3o )3 (tchaelyl ehde-riethG
exclusive license to ISO/IEC to use @Cin the continued development/maintenance of the
ISO/IEC 15408 international standard. However, these governmental organisations retain
the right to use, copy, distribute, translate or modify £Cas theysee fit.

Australia/New Zealand:

Canada:
France:
Germany
Japan:
Netherlands:
Spain:

United Kingdom:
United States:

September 2007

The Defence Signals Directorate and the

Government Communications Security Bureau respectively;
Communications Security Establishment;

Direction Centrale de la Sécurité des Systemes d'Information;
Bundesamt fur Sicherheit in der Informationstechnik;
Information Technology Promotion Agency

Netherlands National Communications Security Agency;
Ministerio de Administraciones Publicas and

Centro Criptolégico Nacional;

CommunicationgElectronics Security Group;

The National Security Agency and the

National Institute of Standards and Technology.

Version3.1 Page3 of 232



Table of contents

Table of Contents

1 INTRODUCTION. ...ttt e e e e et e e e e e aa e eeaas 10
2 S COPE e 11
3 NORMATIVE REFERENCES ... e 12
4 TERMS AND DEFINITIONS, SYMBOLS AND ABBREVIATED TERMS ...... 13
5  OVERVIEW ... e 14
51 Organisation Of CC PAIT ...t e e nneee 14
6 ASSURANCE PARADIGM. ...t 15
6.1 LG O o] o] [01=To] o] 1 /28 15
6.2 P N1 = L [T =TT o] o] {0 T T o 1S 15
6.2.1 Significance of VUINErabilities..............uuuuiiiii e ee e e 15
6.2.2  Cause Of VUINEIabIilItieS.........cooi i e e e 16
I B O O =10 - T o [o = PP OTTRN 16
6.2.4  Assurance through eValUatiOn..............cooeiiiiiiiiniiiie e 17
6.3 The CC evaluation aSSUIANCE SCAIE..........uuiiii ettt ieeet ettt ee et e e s aeebeas 17
7 SECURITY ASSURANCE COMPONENTS. ... 18
7.1 Security assurance classes, families and components StruCtUL..........ccoveveeeeeiiieeeieeeeeeeeeeeans 18
7.1.1  ASSUIANCEIASS SITUCTUIR.......eiiiiiiiiieei ettt me e e e 18
7.1.2  Assurance family SHUCIULE..........uuuiiii i cceeee et e e e e e e e e e e e eeeesenneeeeeenes 19
7.1.3  AsSSUrance COMPONENT STIUCTULE.........ccoiiiiiiiii e e e e e ee e e e eeaes 20
7.1.4  ASSUIANCE ElEMENES.....ce it it e i eeee e e e e et eee s st ae e e e e e e e e eaanssseesennseeeeeeees 23
7.1.5  COMPONENE tAXONOMY....cceiiiiiiiis it eeee e e e s e e s s e e e s s e ree e see e e e e e e seeessrnnresnneneeees 23
7.2 EAL SITUCTUIE ..ottt ee e e ettt e e ettt e e e e et bt e e et et b e e et ee b s e e e enens 23
0 R N I - o 1SS 24
A A O o111 1)Y= F PP PP TP PR 24
G T A o o Tox= 1o 1 [0 ] £ 24
7.2.4  ASSUIANCE COMPONEINES . utuuiiiiittiieet ettt ieeesseesestta e e teetaeseeeetnameetaaeeeetsaaeeeestnnsaaaaeeseessnnaeaees 25
7.2.5 Relationship between assurances and assurance.levels............c.eeueriiiciiiiiiiieeieeeeeens 25
7.3 CAP SITUCTUIE ...ttt ettt e oottt s et e s oo e e e e e e e et ee bt bemneeeeee bbbt e e e e e eaeeeanes 26
A T R OF Y e 0 F- 1 1 (= U P PP P TP TP PPPTN 27
RS T A O o1 T=Tod 11T TP PP PTUPP PP P PR 27
R B T Y o] o[ Tor= 1T I (0] (== TP SRRP 27
7.3.4  ASSUIANCE COMPONEINTS ....eeiiiiiiiieieeeeiee i iaat ettt e e e e e e e e e et e st meee e e e s s e s e s s e bbb s e e e s s nnnnrnes 27
7.3.5 Relationship between assurances and assurance.levels..........cccccvveeciiiiiee e 28
8 EVALUATION ASSURANCE LEVELS ... 30
8.1 Evaluation assurance level (EAL) OVEIVIEW..........c.uuuuuiiiiiiiiieaaiiiititieeeeeeeeeee e e e e eeereeseeeeeeeeees 30

Paged of 232 Version3.1 September 2007



Table of contents

8.2
8.3
8.4
8.5
8.6
8.7
8.8

8.9

9

9.1
9.2
9.3
9.4

9.5

10

10.1
10.2
10.3
10.4
10.5

10.6

11

111
11.2
11.3
11.4
11.5
11.6

11.7

Evaluation assurance level detailS............ooviiiiiiiiiiene e 31
Evaluation assurance level 1 (EAL1} functionally tested.............cccccvivviiiiiieees e 32
Evaluation assurance level 2 (EAL2} structurally tested.............ccccoiviiiiiiieees e 34
Evaluation assurance level 3 (EAL3} methodically tested and checked..................ccvnereeee. 36
Evaluation assurance level 4 (EAL4) methodically designed, tested, and reviewed.............. 38
Evaluation assurance level 5 (EAL5) semiformally designed and tested.............cccccceeiivnnne 40
Evaluation assurance level 6 (EAL6G) semiformally verified design and tested...................... 42
Evaluation assurance level 7 (EAL7} formally verified design and tested..............ccveeeeene 44
COMPOSED ASSURANCE PACKAGES ... 46
Composed assurance package (CAP) OVEIVIEW........ciiiiieeeeeieeeeeieeee e et eeenn e 46
Composed assurance package detailS...........cooiureeiiiiiie e A7
Composition assurance level A (CARA) - Structurally COMpPOSEd.........occvvveeeeeiiiiiiiieeneeeeeees 48
Composition assurance level B (CAB) - Methodically composed.........ccccccvvvveeeiiiiicccenennnn. 50
Composition assurance level C (CARK) - Methodically composed, tested and reviewed......52
CLASS APE: PROTECTION PROFILE EVALUATION.......cccoovviiiiiiiiee, 54
g e T a Vi oo [ Tox io T g I (AN d =S 1N SN 55
Conformance Claims (APE_CCL).....coviiiiiiiiiie e eeees et s e e e e e e e e e e aeaeees 56
Security problem definition (APE_SPD).........uuutiiiiiiiiiiiee ettt smee e 58
Security ODJECtIVES (APE_OBUJ)......oiiiiiiiiiiiee ettt et naneee 59
Extended components definition (APE_ECD)..........ocuuiiiiiaiiiiiiieeeieee et eeeseeeee e 61
Security requirements (APE_REQ)........uuiiiiiiiiiiiiie ettt 62
CLASS ASE: SECURITY TARGET EVALUATION.......cociiiviiiiiiiieccieee, 64
ST INrOdUCHON (ASE_INT) ettt ettt e e e e 65
Conformance ClaimS (ASE CCL) ..ociiiiiiiiiee ittt e e e ebae e e e 66
Security problem definition (ASE_SPD).......cuuutiiiiiiiiiiiee ettt samee e ee e 68
Security ObJECtIVES (ASE_OBUJ)....cci ittt ee e r e e e e e s eneest e e e ereeeeeeeeeeeeenneees 69
Extended components definition (ASE_ECD)..........ccuuiiiiaiiiiiiieeeieee e riiieee e eeeeeeee e 71
Security requirements (ASE_REQ)......c.uuiiiieiiiiiiiiie et svieeee e srmee e svneeeee e snnneeee e ee d 2
TOE summary SpecifiCation (ASE_TSS)......ciiiuuiiiiiaiiiiieiieeeeieee sttt eseee e e e e snneeeeee s 74

September 2007 Version3.1 Pageb of 232



Table of contents

12 CLASS ADV: DEVELOPMENT ..outiii et 76
12.1  Security ArchiteCture (ADV_ARC) ...ttt an 84
12.2  Functional specification (ADV_FSP) ...ttt 86

12.21 Detail about the INTErfACES...........uuiiiie e 88

12.2.2 Components Of thisS FamMIily........ccccuuiiiiiiiiieeeeee et e e e e e e e e e s s emme e 89
12.3  Implementation representation (ADV_IMP) .......uuuuiiiiiiiiiiiiee et ernnnn e 96
12.4  TSFINternals (ADV _INT) .o rees s s e e s eeeesss e e e e s e e e e e eeeeeeeeanseeeeeeees 100
12.5  Security policy modelling (ADV_SPM).....cuuiiiiiiiiieeeee et eeee e 104
12.6  TOE dESIGN (ADV_TDS) .. e eieeeeeeeeeeeeeeeeeeeseees e e eeeeeeeee e e eees s eess e eeeeeeeeeeeeeeee e e s reeas e aeeeeeeen 107

12.6.1 Detail about the Subsystems and MOUIES...........ccccciiiiiieeen e e 108
13 CLASS AGD: GUIDANCE DOCUMENTS ... 116
13.1  Operational user guidance (AGD_OPE).........ccoiiiiiiiiiiiii i s e e e e e e e e eeee e s e e eeeraennnanns 117
13.2  Preparative procedures (AGD_PRE).........ouuuiiiiiiii e eeeeeis et e e e e e aaeaeees 120
14 CLASS ALC: LIFE-CYCLE SUPPORT ... 122
141 CM capabilitieS (ALC_CMOC) ....ciiiiiiiiiiiiie ittt eeet e e s et e e s e enebbeeerneas 124
142 CM SCOPE (ALC_CMS)...eiiiiiiiiiiiiie ettt ettt e st e e e e e et et eeer e e e e e e enanneas 133
14.3  DeliVEry (ALC_DEL) ...ueiiiiiiiiiiiiie ettt e e e e e e et e e e e e 138
14.4  Development SECUMLY (ALC DV S) .. ciiiiiiiiiiiieiiiiit ettt e s 140
14.5  Flaw remediation (ALC _FLR) ....ccoiiiiiiieiii st e e e e e e e e e eeene s 142
14.6  Life-cyde definition (ALC _LCD) ....iiiiiiii i e e e e e e e e e e e eeeee e e e e eeeeaan e e e e e e ean 147
14.7  Tools and teChNIQUES (ALC _TAT ) eiiiiieiiiii i i ettt eeee et e e e eeeeis s e e e e e e e e e e e e eeaaeenenna 150
15 CLASS ATE: TESTS .o 153
15.1  COVErAgE (ATE_COV). . ittt ettt e et e et bt e e e e s st b et e e e e s s reeesanbbaeeeeeeane 154
(T 0= o1 (N I = 0] = 1 VOO 157
15.3  Functional teStS (ATE_FUN).....ciiiiiiiieiiee et ee et ettt et e e e e e e e e e e e e e eeameeeees 161
15.4  Independent teSting (ATE_IND)......cccouuiiiiiiiiiie ettt e e e e e e e e e e e e e e e e e e s e 164
16 CLASS AVA: VULNERABILITY ASSESSMENT ..o, 168
16.1  Vulnerability analysisS (AVA_VAN) ...ttt snaereeee s 169
17 CLASS ACO: COMPOSITION.....uiiiiiiiiie e 174

Page6 of 232 Version3.1 September 2007



Table of contents

17.1  Composition rationale (ACO_COR).......ceeiieeeiieiii e e s eeee s e e 178
17.2  Development evidence (ACO _DEV).....coiii it e e s 179
17.3  Reliance of dependent component (ACO_REL)......ccuvviiiiieiiiiiii i eeeeee e 183
17.4 Composed TOE teSHNG (ACO _CTT).uuuiiiieiiiiiiiiee e e iiitireeiee e e e st e e e s st eesbbe e e e e s s nbneeeeaeea 185
17.5  Composition vulnerability analysis (ACO_VUL) .......ccuuiiiiiiiiiiiiiii e 188
A DEVELOPMENT (ADV) ..ottt a e 191
Al ADV_ARC: Supplementary material on security architeCturesS..........c.ccccoeevviviiiviceeee e, 191
A.1.1  Security arChiteCture ProPEItIES........ccccccuiiiirierieees s see ettt eeeeseeeeaenrrerrarrerrererreeeeeanans 191
A.1.2  Security architeCture deSCriPLIONS.........ccccuuuriiiiiirieeei it rrere e eeeerseseerenrrrerrerrrrrreasaaeeaen 192
A.2 ADV_FSP: Supplementary material on TSFIS..........cccooiiiiiiiiiiiieeee e 196
A2.1  DeterminiNg the TSEL.......eeii e 196
A.2.2  Example: A cOmPIleX DBMS........ooo ittt smnee 199
A.2.3  Example Functional SPeCifiCation.............oouuiiiiiiiieeiiiiiee e 201
A.3 ADV_INT: Supplementary material on TSF internals...........ccccoviiiiiiiiice e 203
A.3.1 Structure of procedural SOfTWANE............ooiuiiiiiii i 203
A.3.2 Complexity of procedural SOftWAIE............ccooiiiiiiiiieerie e 206
A4 ADV_TDS: Subsystems and MOUUIES...........uiiiiiiii e e e e e e eeenanes 206
N I T U 153 Y1 (=T 313 PSP 207
ALB.2 MOAUIES. ...ttt e e ee ettt ettt et e e e e e e e e e e e e e s st et e e e e e e e e e e e e e s s e s s nnanneeeeas 208
AN G T I =AV/= 1 0 To 2N o] o] g Y- T o USSP PPPN: 211
A.5 Supplementary material on formal Methods..............oooeiiiiiiiiicc e 213
B  COMPOSITION (ACO) ittt e e et e e e e e e eeaaans 215
B.1 Necessity for composed TOE evaluations...............uuuuuiiiiieeciiiiiieie e eeeceeeeeveeeee e 215
B.2 Performing Security Target evaluation for a composed TOE..........ccccoeveiieiiiiiieeene e, 217
B.3 Interactions between composed IT eNtitIES........ccoiiiiiiiiiiii e eeeee e 218

C CROSS REFERENCE OF ASSURANCE COMPONENT DEPENDENCIES 225

D CROSS REFERENCE OF PPS AND ASSURANCE COMPONENTS......... 230
E CROSS REFERENCE OF EALS AND ASSURANCE COMPONENTS....... 231
F CROSS REFERENCE OF CAPS AND ASSURANCE COMPONENTS ...... 232

September 2007 Version3.1 Page7 of 232



List of figures

List of figures

Figure 1- Assurance class/family/component/element hierarchy............ccc.ovvvieeee.... 19
Figure 2- Assurance COMPONENTt STIUCTULE .........eviiiiiiiiiii ettt mmme e 21
Figure 3- Sample class decomposition diagram...............coevvvviimmmreeeereeeeeiiieee e 23
FIQUIE 4- EAL SEIUCKUI.. ..o eeeeeeeeeeeee ettt st e e e e e e e e emnnnes 24
Figure 5- Assurancend assurance level association...............covvvvvieeeeeeeeeevveeeeeeiinnn, 26
FIQUIE 6- CAP SHIUCTUIE......coi i iieeeeeeeeeeeeee ettt s e e e e e e e e emnnees 27
Figure 7- Assurance and composed assurance package association..................... 29
Figure 8- APE: Protection Profile evaluation class decomposition...................cocceee. 54
Figure 9- ASE: Security Target evaluation class decosm@ ................cccevvvvvrvviennennn. 64
Figure 10- Relationships of ADV constructs to one another and to other families....78
Figure 11- ADV: Development clasdecomposSItion.............ccceevvviiiiiiieene e e, 83
Figure 12- AGD: Guidance documents class decompositian..............cccovvvvccceeeennnn. 116
Figure 13- ALC: Life-cycle support class deCOMRIEN...........ccceeeeeeeriiiiiiieeneeeeeeeee, 123
Figure 14- ATE: Tests class deCOMPOSIION.........uuuuuiiiiiiiiiiieeeiiiiiiee e e e e e e e 153
Figure 15 AVA: Vulnerability assessment class decomposition....................ooeee... 168
Figure 16- Relationship between ACO families and interactions between compan&nis
Figure 17- Relationship between ACO familis............cccovviiiiiiieee e, 176
Figure 18- ACO: Composition class deCOMPOSItION...........cceveeeeiiiiiiccceeeeeeeeeeeeees 177
FIQUIELO - WIAPPEIS. ...cciiieeeeeeeetiii sttt s e e e e e e e e e emmmas s e e e e e e e e e e e eeeeeannnneeeeas 198
Figure20- Interfaces in @ DBMS SYSteM........ccooviiiiiiiiiiiieee e 200
Figure21 - Subsystems and MoOdUIES...........ccooeeiiiiiiiiceciiic e 207
Figure22 - Base componentagtraction............ccuuuuuiiiiiiiieeeiiiiiiiiiie e 219
Figure23 - Dependent component abstraCtion.............ccoovviviiieeeee e ee e 220
Figure24 - Composed TOE abStraction...........c.uuuuuviiimiimmmiiiiiiiiiiiiieeeeeee e e e eeeeeeeeeees 221
Figure25- Composed component iNnterfaces.............uuuiiiiiiicecveviiiiiiee e 221

Page8 of 232 Version3.1 September 2007



List of tables

List of tables

Tablel - Evaluation assurance level SUMMALY...........ccoovvviviiiimemeeeeeeeeeeeeeeee e 31
TADIE2 - EALL ... e e e e e et e eeeea e e s e e e e e e e e e e e e e et e ettt b nn——eaeeeeeeeeaarne 33
TADIE3 - EALZ ...ttt ettt 35
TADIEA - EALS ... e e e e et ————————————— 37
TADIES - EALA ...ttt 39
TADIEE - EALSD ...t e et ————————————— 41
TADIET - EALB ...ttt ettt 43
TADIE8 - EALT ..o e e et e e e et ——————————————— 45
Table9 - Composition assurance level SUMMaALY.............uuueeiiiiccmeerenriiane e e eeeeeeas 47
TADIE L0 - CAP-A et et e e e e e e e et ————— e aaannd 49
TADIELL - CAP-B ... 51
JLIE= Lo [ B O S SRP 53
Tablel13 Description Detail LERIING ...........uuiiiiiiiii e eeeeeeeeeeeeee e 212
Table14 Dependency table for Class ACO: COMPOSILON.........uviiiieiieeeecceeiiineeennn. 225
Table15 Dependency table for Class ADV: Development.................vvvvveeeeeeeennnns 226
Table16 Dependency table for Class AGD: Guidance documents..............ccceeeeee. 226
Table1l7 Dependency table for Class ALC: Lifiycle support..........cccoovvvvvvvvviivieeee..n. 227
Table18 Dependency table for Class APE: Protection Profile evaluatian............... 227
Table19 Dependency table for Class ASE: Security Taayaiuation........................ 228
Table20 Dependency table for Class ATE: TeSIS.......ccoovvviiiiiiiiieeee e 228
Table21 Dependency table for Class AVA: Vulnerability assesst........................... 229
Table22 PP assurance level SUMMALY...........oooiiiiiiimmnn e e 230
Table23 Evaluation assurance level summary............ccooovvvvviimemeeieeeeeceeeie e 231
Table24 Composition assurance level SUMMALY..........cccccuveieivimmmnneiieeeeieeeeeeee 232

September 2007 Version3.1 Page9 of 232



1

Introduction

Introduction

Security assurance components, as defined in this CC Part 3, are the basis for
the security assurance requirements expressadPnotection Profile (PP) or
a Security Target (ST).

These requirements establish a standard way of expressing the assurance
requirements for TOEs. This CC Part 3 catalogues the set of assurance
components, families and classes. This CC Part 3 also slegivaduation
criteria for PPs and STs and presents evaluation assurance levels that define
the predefined CC scale for rating assurance for TOEs, which is called the
Evaluation Assurance Levels (EALS).

The audience for this CC Part 3 includes consumerselaleers, and
evaluators of secure IT products. CC Part 1 Chaptarovides additional
information on the target audience of the CC, and on the use of the CC by the
groups that comprise the target audience. These groups maysupartiof

the CC as follows:

a) Consumers, who use this CC Part 3 when selecting components to
express assurance requirements to satisfy the security objectives
expressed in a PP or ST, determining required levels of security
assurance of the TOE.

b) Developes, who respond to actual or perceived consumer security
requirements in constructing a TOE, reference this CC Part 3 when
interpreting statements of assurance requirements and determining
assurance approaches of TOEs.

C) Evaluators, who use the assuranapinreements defined in this part of
the CC as mandatory statement of evaluation criteria when
determining the assurance of TOEs and when evaluating PPs and
STs.
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Scope

2 Scope

4 This CC Part 3 defines the assurance requirements of the CC. It includes the
evaluation asurance levels (EALs) that define a scale for measuring
assurance for component TOEs, the composed assurance packages (CAPs)
that define a scale for measuring assurance for composed TOEs, the
individual assurance components from which the assurance lavels
packages are composed, and the criteria for evaluation of PPs and STs.
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Normative references

Normative references

The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies. For
undated rkerences, the latest edition of the referenced document (including
any amendments) applies.

Common Criteria for Information Technology Security Evaluation, Version
3.1, revision 2SeptembeR007. Part 1: Introduction and general model.

Common GQiteria for Information Technology Security Evaluatidrersion
3.1, revision 2, Septemb2007. Part 2: Functional security components.
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Terms anddefinitions, symbols and abbreviated terms

4 Terms and definitions, symbols and
abbreviated terms

6 For the purposes of this document, the terms, definitions, sgmdnud
abbreviated terms given in CC Part 1 apply.
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5.1

10

11

12

13

14

15

16

17

Overview

Overview

Organisation of CC Part 3

Chapter6 describes the paradigm used in the security assurance requirements
of CC Part 3.

Chapter 7 describes the presentation structure of the assurance classes,
families, components, evaluation assurance levels along with their
relationships, and the structure of the composed assurance packages. It also
characterises the assurawctzsses and families found in Chapt&@ghrough

17.

Chapter8 provides detailed definitions of the EALS.
Chapter9 provides detailed definitions of the CAPs.

Chapters10 through 17 provide the detailed definitions of the CC Part 3
assurance classes.

Annex A provides further explanations and examples of the concepts behind
the Development class.

Annex B provides an explanation of the concepts behind composed TOE
evaluations and the Composition class.

Annex C provides a summary of the dependencies between the assurance
components.

Annex D provides a cross reference between PPs and the families and
components of thAPE class.

Annex E provides a cross reference between the EALs and the assurance
components.

Annex F provides a cross reference between the CAPs and the assurance
components.
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Assurance paradigm

6

18

6.1

19

20

6.2

21

22

6.2.1

23

24

Assurance paradigm

The purpose of this Chapter is to document the philosophy that underpins the
CC approach to assurance. An understanding of this Chapter will permit the
reader to uderstand the rationale behind the CC Part 3 assurance

requirements.

CC philosophy

The CC philosophy is that the threats to security and organisational security
policy commitments should be clearly articulated and the proposed security
measures be demondiha sufficient for their intended purpose.

Furthermore, measures should be adopted that reduce the likelihood of
vulnerabilities, the ability to exercise (i.e. intentionally exploit or
unintentionally trigger) a vulnerability, and the extent of the danihge
could occur from a vulnerability being exercised. Additionally, measures
should be adopted that facilitate the subsequent identification of
vulnerabilities and the elimination, mitigation, and/or notification that a
vulnerability has been exploited wiggered.

Assurance approach

The CC philosophy is to provide assurance based upon an evaluation (active
investigation) of the IT product that is to be trusted. Evaluation has been the
traditional means of providing assurance and is the basis for pehragion
criteria documents. In aligning the existing approaches, the CC adopts the
same philosophy. The CC proposes measuring the validity of the
documentation and of the resulting IT product by expert evaluators with
increasing emphasis on scope, deptid rigour.

The CC does not exclude, nor does it comment upon, the relative merits of
other means of gaining assurance. Research continues with respect to
alternative ways of gaining assurance. As mature alternative approaches
emerge from these researchidtes, they will be considered for inclusion

in the CC, which is so structured as to allow their future introduction.

Significance of vulnerabilities

It is assumed that there are threat agents that will actively seek to exploit
opportunities to violatesecurity policies both for illicit gains and for well
intentioned, but nonetheless insecure actions. Threat agents may also
accidentally trigger security vulnerabilities, causing harm to the organisation.
Due to the need to process sensitive informatiahthe lack of availability

of sufficiently trusted products, there is significant risk due to failures of IT.

It is, therefore, likely that IT security breaches could lead to significant loss.

IT security breaches arise through the intentional exploitatonthe
unintentional triggering of vulnerabilities in the application of IT within
business concerns.
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25

6.2.2

26

6.2.3

27

Assurance paradigm

Steps should be taken to prevent vulnerabilities arising in IT products. To the
extent feasible, vulnerabilities should be:

a)

b)

eliminated -- that is, actie steps should be taken to expose, and
remove or neutralise, all exercisable vulnerabilities;

minimised -- that is, active steps should be taken to reduce, to an
acceptable residual level, the potential impact of any exercise of a
vulnerability;

monitoral -- that is, active steps should be taken to ensure that any
attempt to exercise a residual vulnerability will be detected so that
steps can be taken to limit the damage.

Cause of vulnerabilities

Vulnerabilities can arise through failures in:

a)

b)

requiremets -- that is, an IT product may possess all the functions
and features required of it and still contain vulnerabilities that render
it unsuitable or ineffective with respect to security;

development- that is, an IT product does not meet its specifceti
and/or vulnerabilities have been introduced as a result of poor
development standards or incorrect design choices;

operation-- that is, an IT product has been constructed correctly to a
correct specification but vulnerabilities have been introduced a
result of inadequate controls upon the operation.

CC assurance

Assurance is grounds for confidence that an IT product meets its security
objectives. Assurance can be derived from reference to sources such as
unsubstantiated assertions, prior relevaxgerience, or specific experience.
However, the CC provides assurance through active investigation. Active
investigation is an evaluation of the IT product in order to determine its
security properties.

Pagel6 of 232
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Assurance paradigm

6.2.4 Assurance through evaluation
28 Evaluation has been ghtraditional means of gaining assurance, and is the
basis of the CC approach. Evaluation techniques can include, but are not
limited to:
a) analysis and checking of process(es) and procedure(s);
b) checking that process(es) and procedure(s) are being applied;
C) analysis of the correspondence between TOE design representations;
d) analysis of the TOE design representation against the requirements;
e) verification of proofs;
f) analysis of guidance documents;
0) analysis of functional tests developed and the resultsdaoy
h) independent functional testing;
) analysis for vulnerabilities (including flaw hypothesis);
)] penetration testing.
6.3 The CC evaluation assurance scale
29 The CC philosophy asserts that greater assurance results from the application

of greater evaluationffert, and that the goal is to apply the minimum effort
required to provide the necessary level of assurance. The increasing level of
effort is based upon:

a)

b)

September 2007

scope-- that is, the effort is greater because a larger portion of the IT
product is included;

depth -- that is, the effort is greater because it is deployed to a finer
level of design and implementation detail;

rigour -- that is, the effort is greater because it is applied in a more
structured, formal manner.
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Security assurance components

7 Security assurance components

7.1 Security assurance classes, families and components
structure

30 The following Sections describe the constructs used in representing the

assurance classes, families, and components.

31 Figure 1 illustrates the SARs defined in this CC PartNote that the most
abstract collection of SARs is referred to as a class. Each class contains
assurance families, which then contain assurance components, which in turn
contain assurance elements. Classes and families are used to provide a
taxonomy forclassifying SARs, while components are used to specify SARs

in a PP/ST.
7.1.1 Assurance class structure
32 Figurelillustrates the assurance class structure.
7.1.1.1 Class name
33 Each assurance class is assigned a unique name. The nacatesdhe

topics covered by the assurance class.

34 A unique short form of the assurance class name is also provided. This is the
primary means for referencing the assurance class. The convention adopted
is an AAO0 foll owed byndmeo | etters rela
7.1.1.2 Class introduction
35 Each assurance class has an introductory Section that describes the
composition of the class and contains supportive text covering the intent of
the class.
7.1.1.3 Assurance families
36 Each assurance class contains at least one assurarilge Téx@ structure of

the assurance families is described in the following Section.
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7.1.2

37

7.1.2.1

38

39

Common criteria assurance requirements

Assurance class -

Class name
[

Class introduction
[

Assurance family

Family name
I
Objectives
[
Component levelling
[

Application notes
[
Assurance componem
[ Component identification
I

|

[ Objectives |
T

| Application notes |
T

[ Dependencies |
;

Assurance element
[
[

Figure 1 - Assurance class/family/component/element hierarchy

Assurance family structure
Figurelillustrates tle assurance family structure.
Family name

Every assurance family is assigned a unique name. The name provides
descriptive information about the topics covered by the assurance family.
Each assurance family is placed within the assurance class that cotitams
families with the same intent.

A unique short form of the assurance family name is also provided. This is
the primary means used to reference the assurance family. The convention
adopted is that the short form of the class name is used, followedh by
underscore, and then three letters related to the family name.
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41

7.1.2.3

42

43

7.1.2.4

44

7.1.2.5

45

7.1.3

46

Security assurance components

Objectives

The objectives Section of the assurance family presents the intent of the
assurance family.

This Section describes the objectives, particularly those related to the CC
assurance gradigm, that the family is intended to address. The description
for the assurance family is kept at a general level. Any specific details
required for objectives are incorporated in the particular assurance
component.

Component levelling

Each assurance rfaly contains one or more assurance components. This
Section of the assurance family describes the components available and
explains the distinctions between them. Its main purpose is to differentiate
between the assurance components once it has beemidetérthat the
assurance family is a necessary or useful part of the SARs for a PP/ST.

Assurance families containing more than one component are levelled and
rationale is provided as to how the components are levelled. This rationale is
in terms of scopeajepth, and/or rigour.

Application notes

The application notes Section of the assurance family, if present, contains
additional information for the assurance family. This information should be
of particular interest to users of the assurance family (e.gnBFST authors,
designers of TOEs, evaluators). The presentation is informal and covers, for
example, warnings about limitations of use and areas where specific attention
may be required.

Assurance components

Each assurance family has at least one asseireomponent. The structure
of the assurance components is provided in the following Section.

Assurance component structure

Figure2 illustrates the assurance component structure.
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47

7.1.3.1

48

49

50

7.1.3.2

51

7.1.3.3

52

Assurance | j
component | | | Component
identification
Objectives
Application

notes

Dependencies

Assurance
— elements

Figure 2 - Assurance component structure

The relationship between components within a family is highlighted using a
bolding convention. Those parts of the requirements that are new, enhanced
or modified beyond the requirements of the previous component within a
hierarchy are bolded.

Component identification

The component identification Section provides descriptive information
necessary to identify, categorise, register, and reference a component.

Every assurance component is assigned a uniqgue name. The namesprovid
descriptive information about the topics covered by the assurance
component. Each assurance component is placed within the assurance family
that shares its security objective.

A unique short form of the assurance component name is also provided. This
is the primary means used to reference the assurance component. The
convention used is that the short form of the family name is used, followed
by a period, and then a numeric character. The numeric characters for the
components within each family are assigrsequentially, starting from 1.

Objectives

The objectives Section of the assurance component, if present, contains
specific objectives for the particular assurance component. For those
assurance components that have this Section, it presents the speifiof

the component and a more detailed explanation of the objectives.

Application notes

The application notes Section of an assurance component, if present,
contains additional information to facilitate the use of the component.
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54

55

56

7.1.3.5

57

58
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Dependencies

Dependenies among assurance components arise when a component is not
selfsufficient, and relies upon the presence of another component.

Each assurance component provides a complete list of dependencies to other
assurance component s. Sadmegpendmpecn estos
indicate that no dependencies have been identified. The components
depended upon may have dependencies on other components.

The dependency list identifies the minimum set of assurance components
which are relied upon. Components which faerarchical to a component in
the dependency list may also be used to satisfy the dependency.

In specific situations the indicated dependencies might not be applicable. The
PP/ST author, by providing rationale for why a given dependency is not
applicable may elect not to satisfy that dependency.

Assurance elements

A set of assurance elements is provided for each assurance component. An
assurance element is a security requirement which, if further divided, would
not yield a meaningful evaluation resultt is the smallest security
requirement recognised in the CC.

Each assurance element is identified as belonging to one of the three sets of
assurance elements:

a) Developer action elements: the activities that shall be performed by
the developer. This set aictions is further qualified by evidential
material referenced in the following set of elements. Requirements
for developer actions are identifie
element number.

b) Content and presentation of evidence elements: the eéden
required, what the evidence shall demonstrate, and what information
the evidence shall convey. Requirements for content and presentation
of evidence are identified by apper
number.

C) Evaluator action elements: the adi®s that shall be performed by
the evaluator. This set of actions explicitly includes confirmation that
the requirements prescribed in the content and presentation of
evidence elements have been met. It also includes explicit actions and
analysis that shiabe performed in addition to that already performed
by the developer. Implicit evaluator actions are also to be performed
as a result of developer action elements which are not covered by
content and presentation of evidence requirements. Requirements fo
evaluator actions are identified b
element number.
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60

61

7.1.4

62

7.1.5

63

64

7.2

65

The developer actions and content and presentation of evidence define the
assurance requirements that are used to represent a developer's
responsibilities in demonstrag assurance in the TOE meeting the SFRs of

a PP or ST.

The evaluator actions define the evaluator's responsibilities in the two
aspects of evaluation. The first aspect is validation of the PP/ST, in
accordance with the class@$®E and ASE in ChaptersAPE: Protection
Profile evaluatiorandASE: Security Target evaluatioThe second aspect is
verification of the TOE's conformance with its SFRs and SARs. By
demonstrating thahe PP/ST is valid and that the requirements are met by
the TOE, the evaluator can provide a basis for confidence that the TOE in its
operational environment solves the defined security problem.

The developer action elements, content and presentationvidénee
elements, and explicit evaluator action elements, identify the evaluator effort
that shall be expended in verifying the security claims made in the ST of the
TOE.

Assurance elements

Each element represents a requirement to be met. These stat@hents
requirements are intended to be clear, concise, and unambiguous. Therefore,
there are no compound sentences: each separable requirement is stated as an
individual element.

Component taxonomy

This CC Part 3 contains classes of families and componentaréhgrouped
on the basis of related assurance. At the start of each class is a diagram that
indicates the families in the class and the components in each family.

Family 1 1 2 3

Figure 3 - Sample class decomposition diagram

In Figure3, above, the class as shown contains a single family. The family

contains three components that are linearly hierarchical (i.e. component 2
requires more than component 1, in terms of specific actions, specific
evidence, or rigouof the actions or evidence). The assurance families in this

CC Part 3 are all linearly hierarchical, although linearity is not a mandatory
criterion for assurance families that may be added in the future.

EAL structure

Figure4 illustrates the EALs and associated structure defined in this CC Part
3. Note that while the figure shows the contents of the assurance
components, it is intended that this information would be included in an EAL
by reference to the actual components deffimethe CC.
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Part 3 Assurance levels

Evaluation assurance level

EAL name
|

Objectives
[

Application notes

I
Assurance component
[C@Pﬂle% identification;

1,

_ _Objectives _

— — O — = — 3

Application notes |
_ calion notes

=

-

=

Dependencies
- = Ja /= /=

_—

Assurance element

r— ararar"a

-
I

Figure 4 - EAL structure

EAL name

Each EAL is assigned a unique name. The name provides descriptive
information about the intent of the EAL.

A unique short form of the EAL name is also provided. This is the primary
means used to reference the EAL.

Objectives
The objectives Section of the EAL presents the intent of the EAL.
Application notes

The application notes Section of the EAL, if present, contains information of
particular interest to users of the EAL (e.g. PE &1 authors, designers of
TOEs targeting this EAL, evaluators). The presentation is informal and
covers, for example, warnings about limitations of use and areas where
specific attention may be required.
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70

71

7.2.5

72

Assurance components
A set of assurance componehts/e been chosen for each EAL.

A higher level of assurance than that provided by a given EAL can be
achieved by:

a) including additional assurance components from other assurance
families; or
b) replacing an assurance component with a higher level assurance

component from the same assurance family.
Relationship between assurances and assurance levels

Figure 5 illustrates the relationship between the SARs and the assurance

levels defined in the CC. While assurance components fudixasmpose

into assurance elements, assurance elements cannot be individually

referenced by assurance levels. Note that the arrow in the figure represents a
reference from an EAL to an assurance component within the class where it

is defined.
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Part 3 Assurance requireme“ts Part 3 Assurance levels

Assurance class =

‘ Class name ‘
I

‘ Class introduction ‘
I Evaluation assurance level [

Assurance family

EAL name
Family name |

l Objectives

Objectives I

[ Application notes

Component levelling ‘
| Assurance component

Application notes

e . oy |
(Component identification,

_ Z)h'ccti\ cs

Assurance component _ Dependencies
_= = T/ =

r A
L -
BV TR ———"y Bl
I L _Application notes
! canon not
r A
L a
r !
|

[Component identification] | 1T
‘ Ohiul‘cli\-‘cr. ‘ /,_/ Assurance element I |—|
£ | T
T | |
Teati N 1 L - — — — _— _ 1
\ Appllt.grtmn notes | K v — — — — — — — |

\ Dependencies |

[
Assurance element —’—‘
T 1

Figure 5 - Assurance and assurance level association

7.3 CAP structure

73 The structure of the CAPs is similar to that of the EALs. The main difference
between these two types of package is the type of TOE they apply to; the
EALs applying to compomd TOEs and the CAPs applying to composed
TOEs.

74 Figureé illustrates the CAPs and associated structure defined in this CC Part
3. Note that while the figure shows the contents of the assurance
components, it is intended that tim$ormation would be included in a CAP
by reference to the actual components defined in the CC.
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7.3.1

75

76

7.3.2
77
7.3.3

78

7.3.4

79

Part 3 Assurance Packages

Composed Assurance Package

CAP name

Objectives

Application Notes

Assurance Component =

=

1
| Component Identification }
. | -
| Component Identification

1
|
|
i . . ]
i Component Identification |
1
|
|

[
| Component Identification

| Component Identification I_‘h

= :

Figure 6 - CAP structure
CAP name

Each CAP is assigned a unique name. The name provides descriptive
information about the intent ¢iie CAP.

A unique short form of the CAP name is also provided. This is the primary
means used to reference the CAP.

Objectives
The objectives Section of the CAP presents the intent of the CAP.
Application notes

The application notes Section of the CARynésent, contains information of
particular interest to users of the CAP (e.g. PP and ST authors, integrators of
composed TOEs targeting this CAP, evaluators). The presentation is
informal and covers, for example, warnings about limitations of use and
area where specific attention may be required.

Assurance components

A set of assurance components have been chosen for each CAP.
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Some dependencies identify the activities performed during the evaluation of
the dependent component on which the composed TQHactlies. Where

it is not explicitly identified that the dependency is on a dependent

component activity, the dependency is to another evaluation activity of the
composed TOE.

A higher level of assurance than that provided by a given CAP can be
achievel by:

a) including additional assurance components from other assurance
families; or
b) replacing an assurance component with a higher level assurance

component from the same assurance family.

The ACO: Composition components included in the CARssurance
packages should not be used as augmentations for component TOE
evaluations, as this would provide no meaningful assurance for the
component.

Relationship between assurances and assurance levels

Figure 7 illustrates be relationship between the SARs and the composed
assurance packages defined in the CC. While assurance components further
decompose into assurance elements, assurance elements cannot be
individually referenced by assurance packages. Note that the arrthe in
figure represents a reference from a CAP to an assurance component within
the class where it is defined.
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Part 3 Assurance requirements

Assurance class

‘ Class name

‘ Class introduction

Assurance family

Family name

Objectives

Component levelling

Application notes

Assurance component

Component identification

[ Objectives

\ Dependencies

Assurance element —H

|
[ Applicgrtion notes | ]
|
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Part 3 Assurance Packages

Composed Assurance Packages Is

CAP name

Objectives

Application notes

-

(re . oy |
Component identification,

=
L
r
L
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=
|

Assurance component
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;A@li%tiog |1§cs
Dependencies
=

Assurance element

Figure 7 - Assurance and composed assurance package association
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Evaluation assurance levels

The Evaluation Assurance \els (EALs) provide an increasing scale that
balances the level of assurance obtained with the cost and feasibility of
acquiring that degree of assurance. The CC approach identifies the separate
concepts of assurance in a TOE at the end of the evaluaimh,of
maintenance of that assurance during the operational use of the TOE.

It is important to note that not all families and components from CC Part 3
are included in the EALs. This is not to say that these do not provide
meaningful and desirable assurasc Instead, it is expected that these
families and components will be considered for augmentation of an EAL in
those PPs and STs for which they provide utility.

Evaluation assurance level (EAL) overview

Table 1 represents a summary dfie EALs. The columns represent a
hierarchically ordered set of EALs, while the rows represent assurance
families. Each number in the resulting matrix identifies a specific assurance
component where applicable.

As outlined in the next Section, seven hiehacally ordered evaluation
assurance levels are defined in the CC for the rating of a TOE's assurance.
They are hierarchically ordered inasmuch as each EAL represents more
assurance than all lower EALs. The increase in assurance from EAL to EAL
is accompshed by substitution of a hierarchically higher assurance
component from the same assurance family (i.e. increasing rigour, scope,
and/or depth) and from the addition of assurance components from other
assurance families (i.e. adding new requirements).

These EALs consist of an appropriate combination of assurance components
as described in Chaptér of this CC Part 3. More precisely, each EAL
includes no more than one component of each assurance family and all
assurance dependencies of every component are addressed.

While the EALs are defined in the CC, it is possible to represent other

combinations of assurance. Specificall

the addition of assurance components (from asseréamilies not already
included in the EAL) or the substitution of assurance components (with
another hierarchically higher assurance component in the same assurance
family) to an EAL. Of the assurance constructs defined in the CC, only EALs
may be augmet e d . The notion of an AEAL
componento is not recognised by the
carries with it the obligation on the part of the claimant to justify the utility
and added value of the added assurameeponent to the EAL. An EAL

may also be augmented with extended assurance requirements.
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