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Foreword

This version of the Common Methodolofyy Information Technology Security Evaluation
(CEM v3.]) is the first major revision since being published as CEM v2.3 in 2005.

CEM v3.1aims to: eliminate redundaavaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CEM terminology to reduce
misunderstanding; restructure and refocus the evaluation activities to those areas where
security assurance gained; and add new CEM requirements if needed.

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corporation in the United States
and other countries
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Introduction

1 Introduction

1 The target audience for the Common Methodology for Information
Technology Security Evaluation (CEM) isiparily evaluators applying the
CC and certifiers confirming evaluator actions; evaluation sponsors,
developers, PP/ST authors and other parties interested in IT security may be
a secondary audience.

2 The CEM recognises that not all questions concerning IT security evaluation
will be answered herein and that further interpretations will be needed.
Individual schemes will determine how to handle such interpretations,
although these may be subject to nadittecognition agreements. A list of
methodologyrelated activities that may be handled by individual schemes
can be found in Anne&.
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Scope

2 Scope

3 The Common Methodologyf Information Technology Security Evaluation
(CEM) is a companion document to the Common Criteria for Information
Technology Security Evaluation (CC). The CENefinesleseribesthe |
minimum actions to be performed by an evaluator in order to conduct a CC
evaluation, using the criteria and evaluation evidence defined in the CC.

components, where there is as yet no generally agreed guidance.

4 The CEM does not define evaluator actions for certain high assurancr CC
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Normative references

3 Normative references

| 45 The following referenced @oments are indispensable for the application of
this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including
any amendments) applies.

CC Common Criteria for Informadn Technology Security Evaluation, Version
3.1, revision2 4; SeptembeR0072006.
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Terms and definitions
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1819

Terms and definitions

For the purposes of this document, the following terms and definitions anIy.

Terms which are presented in bdéted type are themselves definedhis t
Section.

action ¥z evaluator action element of the CC Part 3. These actions are éither
explicitly stated as evaluator actions or implicitly derived from developer
actions (implied evaluator actions) within the CC Part 3 assurance
components.

activity %2 the application of an assurance class of the CC Part 3.

check¥2 to generate &erdict by a simple comparison. Evaluator expertise
is not required. The statement that uses this verb describes what is mapped.

evaluation deliverable ¥2 any resource requirefom the sponsor o
developer by the evaluator evaluation authoritgerseeto perform one or
more evaluation or evaluation oversight activities.

evaluation evidencé/z a tangiblesvaluation deliverable

evaluation technical report¥2 a report that documents tlogerall verdict
and its justification, produced by the evaluator and submitted to an
evaluation authoritgverseer.

examine¥2 to generate aerdict by analysis using evaluator expertise. The
statement that uses this verb identifies what is analysed and the properties for
which it is analysed.

interpretation ¥ a clarification or amplification of a CC, CEM scheme |
requirement.

methodology¥2 the systen of principles, procedures and processes app||ied
to IT security evaluations.

observation report ¥2 a report written by the evaluator requesting| a
clarification or identifying a problem during the evaluation.

overall verdict % a pass or fail statement issuk by an evaluator with|
respect to the result of an evaluation.

oversight verdict ¥2 a statement issued by amaluation authorimtepseer|
confirming or rejecting awverall verdictbased on the results of evaluation
oversight activities.

record %2 to retaina written description of procedures, events, observatibns,
insights and results in sufficient detail to enable the work performed during
the evaluation to be reconstructed at a later time.
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Terms and definitions

report ¥ to include evaluation results and supporting material h@ t
Evaluation Technical Reportor anObservation Report

schemel2 set of rules, established by an evaluation authority, defining the
evaluation environment, including criteria amdethodology required to
conduct IT security evaluations.

sub-activity ¥ the application of an assurance component of the CC Part 3.

Assurance families are not explicitty addressed in the CEM because

evaluations are conducted on a single assurance component from an
assurance family.

tracing ¥ a simple directional relation heéen two sets of entities, which
shows which entities in the first set correspond to which entities in the
second.

verdict ¥ apass, fail or inconclusivetatement issued by an evaluator with
respect to a CC evaluator action element, assurance compon@s®
Also seeoverall verdict.

work unit ¥ the most granular level of evaluation work. Each CEM action
comprises one or more work units, which are grouped within the CEM action
by CC content and presentation of evidence or developer action element. The
work units are presented in the CEM in the same order as the CC elements
from which they are derived. Work units are identified in the left margin by a
symbol such asALC TAT.1-2. In this symbol, the strincALC TAT.1
indicates the CC component (i.e. the CEM-aghvity), and the final digit

(2) indicates that this is the second work unit in theC TAT.1 sub
activity.
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5 Symbols and abbreviated terms
CEM Common Methodology for Information Technology
Security Evaluation
ETR Evaluation Technical Report
OR Observation Report
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Overview

Overview

Organisation of the CEM
Chapter7 defines the conventions used in the CEM.

Chapter8 describes general evatign tasks with no verdicts associated with
them as they do not map to CC evaluator action elements.

Chapter9 addresses the work necessary for reaching an evaluation result on
a PP.

Chaptersl0 to 16 define the ealuation activities, organised by Assurance
Classes.

Annex A covers the basic evaluation techniques used to provide technical
evidence of evaluation results.

Annex B provides an explanation of the Vulnerability Analysis criteria and
examples of their application
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Document Conventions

Terminology

Unlike the CC, where each elemenaintains the last digit of its identifying
symbol for all components within the family, the CEM may introduce new
work units when a CC evaluator action element changes froractivity to
subactivity; as a result, the last digit of the work unit's tdfging symbol
may change although the work unit remains unchanged.

Any methodologyspecific evaluation work required that is not derived
directly from CC requirements is termigkor subtask

Verb usage

All work unit and suktask verbs are preceded by the auxiliary \&ralland |

by presenting both the verb and tkkall in bold italic type face. The
auxiliary verbshall is used only when the provided text is mandatory and
therefore only within the worknits and subiasks. The work units and sub
tasks contain mandatory activities that the evaluator must perform in order to
assign verdicts.

Guidance text accompanying work units and -ggks gives further]
explanation on how to apply the CC words in an ea@bn. The verb usage

is in accordance with ISO definitions for these verbs. The auxiliary verb
shouldis used when the described method is strongly preferred. All other
auxiliary verbs, includingnay, are used where the described method(s) is
allowed butis neither recommended nor strongly preferred; it is merely
explanation.

The verbscheck examinereportandrecordare used with a precise meanifg
within this part of the CEM and the Chapteshould be referenced for their
definitions.

General evaluation guidance

Material that has applicability to more than one-agbvity is collected in|
one place. Guidance whose applicability is widespread (across astaviiie
EALs) has been collected into Ann@x Guidance that pertains to multiple
sub-activities within a single activity has been provided in the introduction to
thatactivity. If guidance pertains to only a single sdiivity, it is presented
within that subactivity.

Relationship between CC and CEM structures

There are direct relationships between the CC structure (i.e. class, family,
component and element) and tsteucture of the CEM. Figurt illustrates

the correspondence between the CC constructs of class, family and evaluator
action elements and CEM activiiesubactivities and actions. However,
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several CEM work units may result from the requirements noted in CC
developer action and content and presentation elements.

Figure 1 - Mapping of the CC and CEM structures
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