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Foreword

This version of the Common Methodology for Information Technology Security Evaluation
(CEM V3.1 is the first major revision since being published as CEM v2.3 in 2005.

CEM v3.1aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CEM terminology to reduce
misunderstanding; restructure and refocus the evaluatidvitiast to those areas where
security assurance is gained; and add new CEM requirements if needed.

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corpomain the United States
and other countries

Page2 of 430 Version3.1 September 2007



Legal Notice:

The governmental organisations listed below contributed to the development of this version

of the Common Methodology for Information Technology Security Evaluation. As the joint
holders of thecopyright in the Common Methodology for Information Technology Security
Evaluation, versior8.1 (cal | e 10N CEM hey h eexdusiye liagnsato t no
ISO/IEC b use CEM3.1in the continued development/maintenance of the ISO/IEC 18045
international standard. However, these governmental organisations retain the right to use,
copy, distribute, translate or modify CEBl1as they see fit.

Australia/New Zealand: =~ The Defence Signals Directorate and the
Government Communications Security Bureau respectively;

Canada: Communications Security Establishment;
France: Direction Centralede la Sécurité des Systemes d'Information;
Germany: Bundesamt fur Sicherheit in der Informationstechnik;
Japan: Information Technology Promotion Agency
Netherlands: Netherlands National Communications Security Agency;
Spain: Ministerio de AdministracioneBublicas and
Centro Criptolégico Nacional;
United Kingdom: CommunicationgElectronics Security Group;
United States: The National Security Agency and the

National Institute of Standards and Technology.

September 2007 Version3.1 Page3 of 430



Table of contents

Table of Contents

1 INTRODUCTION. ...ttt e e e e et e e e e e aa e eeaas 12
2 S COPE e 13
3  NORMATIVE REFERENCES ...ttt 14
4 TERMS AND DEFINITIONS ... e 15
5 SYMBOLS AND ABBREVIATED TERMS ..., 17
B  OVERVIEW ...t e e e e e e e e eees 18
6.1 Organisation Of the CEM.........ccciii i eree s e et as 18
7 DOCUMENT CONVENTIONS ..o 19
7.1 LI £001Ta10] o o | PO PP PPP PR 19
7.2 VEID USAGE. ..ottt ettt e sttt e e s e b bbb ee b et e e e e e e e e e bbb eeer e e e s 19
7.3 General evaluation QUIdANCE. ...........oiiiiiiiiie et rmee et e s smmee e 19
7.4 Relationship betwe@ CC and CEM SIUCIUMES. ........ouuviiiiiiiiiiieceeeee et 19
8 EVALUATION PROCESS AND RELATED TASKS.....cooieee e, 21
8.1 ] (o [F Tt i o] o E PP ETP P PPPRP 21
8.2 EValUuation PrOCESS OVEIVIEW. .....ciieiiiiiiiiieeiiiiieeeiit et e e ettt e e s eeea bt e e s et e e e e e e asieeeneeneas 21
S R O o] 1)Y= F PP TPPPRPP 21
8.2.2 Responsibilities Of the FOIES.........cooiuiiiii e 21
8.2.3  RelationShip Of FOIES........coiiiiii e 22
8.2.4  General evaluation MOTEL.........oooiiiiiiii e 22
8.2.5  EVAIUALOT VEITICTS ...eiiiiiiiiiiee ettt e e eeer e e e e e re e e 23
8.3 EValuation iNPUL TASK .........cooiiiiiie e e e reee e e e et e e e e e e emaes s e s e e eaeaaaeaeanes 25
ST 700 R O o =T o 1Y/ ST 25
8.3.2  APPIICALION NOLES....ceiiiiiiiiii et e e 25
8.3.3 Management of evaluation evidence SaBK..............coouriiiiiiiiicce e 26
8.4 EVvaluation SUB-ACHVITIES........iuiiiiiie ittt e s 27
8.5 Evaluation OULPUL tASK.......oiiiiiiiiiie ettt et e e e e 27
ST R O o 1T =T 1)Y= F PRSPPI 27
8.5.2 Management Of VaBlioN OULPULS ......ciiiiiiiiiiiiie i iiieeeiiii ettt e et e s ee e e e 28
TG T Y o] o] [Tor= 1T o I (0] (== S PP PRRP 28
8.5.4  WIQte OR SUBLASK. ... ettt et e rmee st e e 28
8.5.5  WINE ETR SUBLASK......cci ittt ettt e et e e e e nennee e s 29
9 CLASS APE: PROTECTION PROFILE EVALUATION ...cooiiiiieeiieeeeeeeeee, 37

Paged of 430 Version3.1 September 2007



Table of contents

9.1 1Yo [ Tox o R OO PPRRTR 37
9.2 FaY 0] 0] [To%= 4o o 1 0 (= P 37
9.2.1 Reusing the evaluation results of certified PPS...........cccccoviiimmme i eeeseeenenenes 37
9.3 PP introduction (APE_INT) ..eeiiiiiiiiiiie ittt e et e e e e eneee e e e 38
9.3.1 Evaluation of SUEBCHIVItY (APE_INT.L)......uuiiiiiiiiiiiiie e ieemee e ee e 38
9.4 Conformance ClaimS (APE_CCL)......iiiiiiiieeiiiiiii ettt e 40
9.4.1 Evaluation of SUERCHIVILY (APE_CCL.1)...cciiiiiiiiiiiiiiiiiiii et 40
9.5 Security problem definition (APE_SPD)..........uutiiiiiiiiiiiie ettt smee et e e 46
9.5.1 Evaluation of SUERCLIVILY (APE_SPD.1)......cciiiiiiiiiiiiiiiii et 46
9.6 Security 0bJeCtiVES (APE_OBUJ).....ciii i ciiiiiiiieeeeee e e e e e e e s seesss s raeeeeeereeeaeaaeeeeennreees 48
9.6.1 Evaluation of SURRCLIVItY (APE_OBJ.1)....cccviiiiiiiiiee et meee e 48
9.6.2 Evaluation of sukRCtiVity (APE_OBUJ.2).......uuiiiiiiie oo 48
9.7 Extended components definition (APE_ECD).........ccooiiiiiiiiiii i ee e eveeee e e e e e 52
9.7.1 Evaluation of sukRCtiVity (APE_ECD.1)......ccoiiiiiiiiieiiie st e e e e eesveeneeee e eaaa s 52
9.8 Security requirements (APE_REQ) .. ... i eeeeeee et s e e e e e anees s e s e e e e e e eeeeeaaanann e 57
9.8.1 Evaluation of sukactivity (APE_REQ.L)......coiiiuiiiiieiiiiiii ettt 57
9.8.2 Evaluation of sukactivity (APE_REQ.2)........oiiuuiiiiiiiiiiiiiieeeie et eeere e 61
10 CLASS ASE: SECURITY TARGET EVALUATION.......cooiiiiiiiieieeieeeeeeenn 67
(020 R 1 1 o o [T { o o PO P PP PR 67
O 7 AN o o] [ o%= U1 o g N o (=S 6.7
10.2.1 Re-using the evaluation results of certified PPS.............oovviiiiiccciiiiii e 67
10.3 ST INtroduction (ASE_INT) .oiiiiiiiiiiiie ettt rmeee bbb e s smmee s 68
10.3.1 Evaluation of SUBRCHIVILY (ASE_INT.L)....uctiiiiiiiiiiiee ittt 68
10.4  Conformance ClaiMS (ASE_CCL)....uttiiiiiiiiiiieeiiiiie ettt eeeete e e e e sbba e e e e e sabbeenns 71
10.4.1 Evaluation of SUBRCEIVILY (ASE_CCL.L)..cccoiiiiiiiiiiiiiiiiie et 71
10.5  Security problem definition (ASE_SPD).......cciiuuiiiiiiiiiiiii et 79
10.5.1 Evaluation of SUBRCEIVILY (ASE_SPD.L)....cccoiiiiiiiiiieiiiiiiiieiie ettt 79
10.6  Security 0bjectives (ASE_OBUJ)........oouuiiiiiiii i eceeeie e 81
10.6.1 Evaluation of SUKRCLIVItY (ASE_OBJ.L)......uuuiiiiiii et 81
10.6.2 Evaluation of SUKRCLIVItY (ASE_OBUJ.2).....uuueiiiii ettt eeren e 81
10.7  Extended components definition (ASE_ECD)........ccooiiiiiiiiiiiieee e e e 85
10.7.1 Evaluation of sukactivity (ASE_ECD.1)......cooiiiiiiiiiiiiiiee et 85
10.8  Security requIrements (ASE_REQ) ... ..uuuutiiiiiiiiiiiiiaae ettt a e e e e e e e e e e e e e e e e e e 90
10.8.1 Evaluation of sulactivity (ASE_REQ.L).....coiiuiiiiiiiiiiiiie ettt 90
10.8.2 Evaluation of sulactivity (ASE_REQ.2).....ccoiuuiiiiiiiiiiiii ettt 94
10.9  TOE summary specification (ASE_TSS).....ciiiiiiiiiieiiiietieeeeiee et 100
10.9.1 Evaluation of SUBRAIVILY (ASE_TSS.1)..uuiiiiiiiiiiiiieee ettt sbeee i e e 100
10.9.2 Evaluation of SUBRCHIVILY (ASE_TSS.2)....cuiiiiiiiiiiieee ittt tee i e 101
11 CLASS ADV: DEVELOPMENT ...t 103

September 2007 Version3.1 Page5 of 430



Table of contents

IS 0 [ o T [ o4 o o PSP PP PP 103
5 2N o o [ =Y o g 0] =1 P EESERURRR 103
11.3  Security Architecture (ADV_ARC) ...ooiiiiiiie ettt e e e s ee s 105
1131 Evaluation of SUBRCLIVIY (ADV_ARC.L).....coiiiiiiiiiiieiiiiiiiieeeieeee ettt eeenee e 105
11.4  Functional specification (ADV_FSP).......cuuiiiiiiiiiiie et 111
1141 Evaluation of SUBRCEIVIY (ADV_FSP.1).......ouiiiiiiiiiiiieeiieeen et eees s 111
11.4.2 Evaluation of SUBRCLIVIY (ADV_FSP.2).......ooiiiiiiiiiiiiee ettt eees s 115
11.4.3 Evaluation of SUBRCHIVIY (ADV_FSP.3)......uiiiiiiiiiiiiiiee et eees s 121
11.4.4 Evaluation of SUBRCHIVILY (ADV_FSP.4)........ooiiiiiiiiiieetee ittt eees s 128
11.45 Evaluation of SUBRCLIVItY (ADV_FSP.5).....uuiiiiiiiiiiiiiieiie ettt a e e 134
11.4.6 Evaluation of SUBRCLIVItY (ADV_FSP.6B).......uuiiiiiiiiiiiieiice et e e a e e e 142
11.5 Implementation representation (ADV _IMP) .........uuiiiiiiiiiiiiiiie et a e 143
11.5.1 Evaluation of SUkRCLIVity (ADV_IMP.L).......ccooiiiiiiieiic s e e e e e veene e e eeeanees 143
11.5.2 Evaluation of SUERCLIVitY (ADV_IMP.2).......ccooiiiiieeeie st e e e e eeeeene e eeeeeanees 146
11.6  TSFINterNals (ADV _INT) .oiiiiiiiiiiir st e e e e e e e e et re e e e e e e e e e e e e s e e e e e e ananssaaeeeas 147
11.6.1 Evaluation of SUBRCEIVILY (ADV_INT. L) ...oiuiiiiiiiiiiiiiii e reeen e nee e 147
11.6.2 Evaludion of subactivity (ADV_INT.2) ....cuueiiiiiiiiiiiie e eee s 150
11.6.3 Evaluation of SUBRCLIVILY (ADV_INT.3) ...oiuiiiiiiiiiiiiiiie e eeeer et e e 153
11.7  Security policy modelling (ADV_SPM)........cutiiiiiiiiiieeieeeiiiiee et me e 154
11.71 Evaluation of SUBRCLIVIY (ADV_SPM.L1)....ccoiiiiiiiiiiiiiiiiiiieeeeeee et 154
11.8  TOE deSign (ADV_TDS).. ..o iueieeeieeeeeeeeeteveeee e eeee e et ees et veen e eeeanaen 155
11.8.1 Evaluation of SUERCLIVILY (ADV_TDS.1)....uuuiiiiiii e iiiiieieeeteeee et ernn e e 155
11.8.2 Evaluation of SUERCLIVILY (ADV_TDS.2).....uuiiiiiii ettt eann e e 160
11.8.3 Evaluation of subactivity (ADV_TDS.3).....uuiiiiiie e ieieieeeeiteeee ettt e e rnnen e e e 167
11.8.4 Evaluation of SUERCLIVILY (ADV_TDS.4).....uuiiiiiii ettt rnaen e 179
11.8.5 Evaluation of SUERCLIVItY (ADV_TDS.5)...uuuuiiiiiii it ree e 192
11.8.6 Evaluation of SUBRCEIVILY (ADV_TDS.6)....cccciiiiiiiiiieiiiiiiiieeeieee et e et eresre e e e 192
12 CLASS AGD: GUIDANCE DOCUMENTS ... 193
D R 1 1 o o ¥ o (o o OO PP P PP PRTP P PPPR 193
2 AN o o [ o%= U1 o] o N o) (=AU 193
12.3  Operational user guidance (AGD_OPE).........ccoiiiiiiiiii v e e eeee e e e e e aneaannns 194
12.3.1 Evaluation of SUERCLIVItY (AGD_OPE.L)......ciiiiiiiei ettt ree e 194
12.4  Preparative procedures (AGD_PRE).........ouuuiiiiiiii i eceeeie et eeeaaaaeens 198
12.4.1 Evaluation of SUBRCLIVItY (AGD_PRE.L)....cccoiiiiiiiiiiiiiiiiieeeieeee et 198
13 CLASS ALC: LIFE-CYCLE SUPPORT ... 201
R 0 A 1 11 o 1 [ o £ o o T PRPPPPPPPPPPTS 201
13.2  CM capabilitieS (ALC_CMOEC) ..coiiiiieiiiiiii it e ettt e e et b e s e eeeeeeeeeanareees 202
13.21 Evaluation of SUERCLIVItY (ALC_CMC. 1) .uuuiiiiiiiiiiiiiiee e 202
13.2.2 Evaluation of SUERCLIVItY (ALC_CMC.2)...uuiiiiiiiiiiiieiee e 203
13.2.3 Evaluation of SUERCLIVItY (ALC_CMC.3)uuuiiiiiiiiiiiiieiee et 205
13.2.4 Evaluation of SUBRCLIVILY (ALC_CMC.A)....ciiiiiiiiiiiee ettt ee e 210
13.25 Evaluation of SUBRCLIVILY (ALC_CMC.5)...iiiiiiiiiiiiiiee ittt 217

Page6 of 430 Version3.1 September 2007



Table of contents

13.3 CM SCOPE (ALC _CIMS) it iiiiii i i it i e et eeee e s s e s s e ettt e e e s s et a et s e e e e e e e e s amnnsnnsennennnnees 226
13.3.1 Evaluation of SUBRCLIVItY (ALC _CMS.1)......uiiiiiiiiiieiieiesseeeerenieeeeeeeeeeesesaeeaeessnnseeeeeeees 226
13.3.2 Evaluation of SURRCLIVItY (ALC _CMS.2).......uuiiiiiiiiiiieeieeiesseeetesineereeeeeeeeeseeeaeesennneeeeeeeeees 226
13.3.3 Evaluation of SUBRCLIVIY (ALC_CMS.3)......uuiiiiieiiiiiiiie e irmeee et emme e 227
13.3.4 Evaluation of SUBRCLIVIY (ALC_CMS.4)........uuiiiiiiiiiiiiie et emmee s 228
13.35 Evaluation of SUBRCLIVItY (ALC_CMS.5)......uuuiiiiiiiiiiiiiee oo rmmee e 230

13.4  DElIVErY (ALC_DEL) .iiiiiiiiiiiiti ettt ieeee ettt ekttt eeaab e e sttt e e s bbe e e st beeemeesnbee e s snbeeaans 232
13.4.1 Evaluation of sulRCtivity (ALC_DEL.L).....cooiuiiiiiiiiiiiie e 232

13.5 Development SECUMLY (ALC_DVS).....uiiiiiiiiiiiiiee e iiiieeeii ettt ie et e e snrne e e e e e 234
13.5.1 Evaluation of sukBCtivity (ALC _DVS.1)..cciiiiiiiiii i iicceree s e e e 234
13.5.2 Evaluation of sukBCtivity (ALC _DVS.2)....ccoi it ccteeee s eee e 237

13.6  Flaw remediation (ALC _FLR) ..cooiiiiiiiiii it e e e s s s ee e e e e ennnnnns 242
136.1 Evaluation of sukactivity (ALC_FLR.1)......ccooiiiiiiiiiiieeee s eee e 242
13.6.2 Evaluation of sukactivity (ALC_FLR.2).......oooeiiiiii e 244
13.6.3 Evaluation of sukactivity (ALC_FLR.3)....cooviiiiiiiiie e 249

13.7  Life-cycle definition (ALC_LCD) .......uuiiiiiiiiiiiieee s ieeee ettt ree et e e e e e e 256
13.7.1 Evaluation of SUBRCEIVILY (ALC_LCD.L1)..cccciiiiiiiiieiiiiiiiie et 256
13.7.2 Evaluation of SUBRCEIVILY (ALC_LCD.2).....cciiuiiiieeiiiiiiite et 257

13.8  ToO0Is and teChNIQUES (ALC _TAT )it iiiiiiiiiiie ettt eete ettt eame e et e e e nnneeeee s 261
13.8.1 Evaluation of SUBRCHIVILY (ALC_TAT.L)..cccoiiiiiiiiieiiiiiiie et 261
13.8.2 Evaluation of SUBRCHIVILY (ALC_TAT.2)..cciiiiiiiiiiee ettt 263
13.8.3 Evaluation ofsub-activity (ALC_TAT.3)...cii i eeeeis e e e ee e e e 266

14 CLASS ATE: TESTS .o e 270

I R 1 o i o o [T { o o PP PRPRRPRRN 270

142 APPHCALION NOLES.....eiiiiiiiiiiiiie ettt e e sttt e e e e s a bt e et be e e e e e e aabbeeeeeeeaa 270
14.2.1 Understanding the expected behaviour of the TOE..........ccccooiiiiiiicie 271
14.2.2 Testing vs. alternatepproaches to verify the expected behaviour of functionality......... 272
14.2.3 Verifying the adequacy Of tESES........oovviiiii e 272

e S 101 V=T = Vo [= I 2N I =T O Y PSSP 274
14.3.1 Evaluation of sukRCtivity (ATE_COV.1)....ccoiiiiiieiee et 274
14.3.2 Evaluation of SUERCLIVItY (ATE_COV.2)....ccciiiiieeeieiie et 275
14.3.3 Evaluation of SUkRCLIVitY (ATE_COV.3)....ccciiiiieeiieiiiie e ee e 276

144 DEPN (AT E D PT) ittt ettt reet ettt ekt e ea bt s s et e st b e e s be e s eameesabe e e e anbe e e e snneeas 277
14.4.1 Evduation of subactivity (ATE_DPT. L)oottt 277
14.4.2 Evaluation of SUBRCHIVILY (ATE_DPT.2). ..ottt 279
14.4.3 Evaluation of SUBRCLIVILY (ATE _DPT.3)..cccciiiiiiiieiiiiiie et 282
14.4.4 Evaluation of SUBRCEIVILY (ATE_DPT.4). ..ottt 285

14.5  Functional testS (ATE_FUN).....coiiiiiiiiiiiiei ittt e et e e e e beeenneeas 286
1451 Evaluation of sulRCtiVity (ATE_FUN.L)....cooiiiiiiiiiiiiiiiee e 286
14.5.2 Evaluation of sukactivity (ATE_FUN.2).....cooiiiii e eee e 289

14.6  Independent testing (ATE_IND)....ccouiiiiiiiiiiii e 290
14.6.1 Evaluation of SUERCEIVIY (ATE_IND.L)......uiiiiiiiiiiiiiaeeeeee e 290
14.6.2 Evaluation of SUERCLIVILY (ATE_IND.2)......ueiiiiiiiiiiiiiee et 296
14.6.3 Evaluation of SUERCLIVIY (ATE_IND.3).....cuiiiiiiiiiiiiiaeeeee e 302

15 CLASS AVA: VULNERABILITY ASSESSMENT .....cooviiiiiiiiiieeieieeeee 303

September 2007 Version3.1 Pager of 430



Table of contents

L0 A [ o T [ X o o PSP PP PP 303
15.2  Vulnerability analysis (AVA VAN) ....oooiiiiii et e e e s e e 304
15.2.1 Evaluationof subactivity (AVA_VAN.L) ....ccooriiiiiiiiiiiceees s e e e snnees 304
15.2.2 Evaluation of SUBRCLIVIY (AVA_VAN.2) ..o 311
15.2.3 Evaluation of sulBRCtivity (AVA_VAN.3) ..o 319
15.2.4 Evaluation of SUBRCLIVIY (AVA_VAN.A) ..o 330
15.25 Evaluation of sulBctivity (AVA_VAN.D) ..o 340
16 CLASS ACO: COMPOSITION....ceiiiiieeie e 341
ST R o T [ X o o PSP PP PP 341
G072 AN o] o [ o= i o] 1 o] =1 TP EERERRRRR 341
16.3  Composition rationale (ACO_COR).......cciiiiiiiiiieeiiiiiieeeiee ettt e et e et e e e e s seebaeeeeeesaae 343
16.3.1 Evaluation of SUBRCLIVIYY (ACO_COR.L)....cciiiiiiiiiiieiiiiiiiieeeieee ettt eeere e 343
16.4  Development evidence (ACO_DEWV) ...ttt iiiiieeeiiiee ettt et e e e e 351
16.4.1 Evaluation of SUBRCLIVItY (ACO_DEV.1)....cccoiiiiiiiiiiiiiiiiiieeeeeee et 351
16.4.2 Evaluation ofsub-activity (ACO_DEV.2)....ccccoiiiiiiiiiiiiiiiieeeeeee e 352
16.4.3 Evaluation of sURCLIVItY (ACO_DEV.3)....ciiiiiiiiiiiiiiiiie et 355
16.5 Reliance of dependent component (ACO_REL).......cccooiiiiiiiiiiiiceeees e eeeee e 359
16.5.1 Evaluation of sukactivity (ACO_REL.L)......ciiiiiiii it vreen e 359
16.5.2 Evaluation of sukactivity (ACO_REL.2).......cciiiiiiii et reeen e 362
16.6 Composed TOE teStiNg (ACO _CTT ) uuuuuiuiiiieiieeeeeeeeeeteeee e e et s s s e e e e e smaesaseeeeaaeeeeeasennnanas 366
16.6.1 Evaluation of SUERCLIVILY (ACO _CTT. 1) eieeeeeeeteeee e ree e 366
16.6.2 Evaluation of SUBRCEIVILY (ACO_CTT.2)...uuiii ittt ieeeee ettt eeenre e 369
16.7  Composition vulnerability analysis (ACO_VUL) .......coooiiiiiiiiiiiiiiieniicee e 374
16.7.1 Evaluation of sh-activity (ACO_VUL.L).....ccooiiiiiiiiiiiiiiiiiieeeieee e 374
16.7.2 Evaluation of SUBRCLIVIY (ACO_VUL.2).....ccooiiiiiiiiiiiiiiiiiieeeeeee ettt 378
16.7.3 Evaluation of SUBRCLIVIY (ACO_VUL.3)....coiiiiiiiiiiiiiiiiie et 383
A GENERAL EVALUATION GUIDANCE .......oo e 388
A.l L@ o= o3 11 SR 388
A.2 ST 1001 o] [T oo O TP PP OPPPPTRPPPP: 388
A.3 (D=7 oT=T a0 (=Yg ot =2 ST UPPP PP 391
A.3.1 Dependencies Detween aCtiVItIES..........euii i 391
A.3.2 Dependencies betWeen SHBLIVILIES. ..........ccuuiiiiiiiiiii e 391
A.3.3 Dependencies DEtWEEN ACHIONS..........uuuririiiiiieiererertierree e eere e e e e s eeeerereeererrrrrreeeaeeeeeessannes 392
A4 S (] (T PP PPPR SR 392
F N o R [ o1 1 o T [0 Tox 1T TP PP P PP RPPP TP 392
A4.2  GENEIAl APPIOACKL. ... .eeieiiiieii et 393
A.4.3 Orientation Guide for therBparation of the Check LiSt...............uuvuiiiiiiieiniiiiiiiiiieeeeeeee 394
A.4.4  Example of @ CheCKIIST.........oooi i e e 396
A5 Scheme ReSPONSIDIIILIES........oi i ee e e 399
B  VULNERABILITY ASSESSMENT (AVA) ...uuiiiiieeeeeeeeiine e 401

Pages of 430 Version3.1 September 2007



Table of contents

B.1 What is VUINerability ANAIYSIS ........uuuuriiiiiiiiiiiie et e e s s e e e e e e e e s e e s aneeee s 401
B.2 Evaluator congruction of a Vulnerability ANalySIS ........cccoooiiiiiiiiiiiiiieee e 402
B.2.1 Generic vulnerability QUIBANCE...........uuuiiiiiiiiiieceeeiiiiiieee e e e e e e e e e e e e e e e e e e e e e e e e e e e e s s emmns 402
B.2.2 Identification of Potential Vulnerabil#s.................ccccooiiiiiccciiiiiveeeeee . 413
B.3 When attack potential IS USE..........eviiiiiiiiiiii e 417
B.3.1  DBVEIOPEL ... ittt ee ettt ettt e e eee e e e e b e e e e e b e e 417
SR T V- 1D - (o PP PP UU P PP SRRRI 417
B.4 Calculating attack potential.............cooociiiiiieiiicmiiiee e reeee e eeee e 410
B.4.1 Application of attack potential.............ccooiiiiiiiieeei e 419
B.4.2 Characterising attack potential..............coooiiiiieeee e e e 420
B.5 Example calculation for direCt @ttacCk..........ouvviiiieieiiiii i 429

September 2007 Version3.1 Page9d of 430



List of figures

List of figures

Figure 1- Mapping of the CC and CEM StruCtures............ccoovvvvvvvimeeeeeeeeeeeeeeeeeiiiinnans 20
Figure 2- Generic evaluation Mmodel...........ooooiiiiiiiiiici e 23
Figure 3- Example of the verdict assignment rule.................oovvviicciiieieeeveviic, 24
Figure 4- ETR information content for a PP evaluation...............cccoovvieeeei e 30
Figure 5- ETR information content for a TOE evaluatian..............ccccoevvvveeeeeeeeeeeeee, 33

Pagel0of 430 Version3.1 September 2007



List of tables

List of tables

Tablel Example of a checklist at EAL 4 (EXTract)............cuvvvvvreiiiccmeeeneniiniieeeeenn 397
Table2 Vulnerability testing and attack potential................cooovviieeeee e, 418
Table3 Calculation of attack potential............ccccceeeeiiiieeeeiii e 426
Table4 Rating of vulnerabilities and TOE resistance.............cooovvviiceeiiieeeeeevinieenn, 428

September 2007 Version3.1 Pagellof 430



Introduction

1 Introduction

1 The target audience for the Common Methodology for Information
Technology Security Evaluation (CEM) is primarily evaluators applying the
CC and certifiers confming evaluator actions; evaluation sponsors,
developers, PP/ST authors and other parties interested in IT security may be
a secondary audience.

2 The CEM recognises that not all questions concerning IT security evaluation
will be answered herein and thatrther interpretations will be needed.
Individual schemes will determine how to handle such interpretations,
although these may be subject to mutual recognition agreements. A list of
methodologyrelated activities that may be handled by individual schemes
can be found in AnneA.
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Scope

2 Scope

3 The Common Methodology for Information Technology Security Evaluation
(CEM) is a companion document to the Common Criteria for Information
Technology Security Evaluation (CC). The CEM defines thaimmum
actions to be performed by an evaluator in order to conduct a CC evaluation,
using the criteria and evaluation evidence defined in the CC.

4 The CEM does not define evaluator actions for certain high assurance CC
components, where there is as yet noegally agreed guidance.
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Normative references

3 Normative references

5 The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referencedngoty(including
any amendments) applies.

CC Common Criteria for Information Technology Security Evaluation, Version
3.1, revision 2SeptembeR007.
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Terms and definitions
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20

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

Termswhich are presented in befdced type are themselves defined in this
Section.

action ¥z evaluator action element of the CC Part 3. These actions are either
explicitly stated as evaluator actions or implicitly derived from developer
actions (implied evaluat actions) within the CC Part 3 assurance
components.

activity %2 the application of an assurance class of the CC Part 3.

check¥z to generate &erdict by a simple comparison. Evaluator expertise
is not required. The statement that uses this verb desasibat is mapped.

evaluation deliverable 2 any resource required from the sponsor or
developer by the evaluator or evaluation authority to perform one or more
evaluation or evaluation oversight activities.

evaluation evidencés a tangibleevaluation deliverable.

evaluation technical report% a report that documents toeerall verdict
and its justification, produced by the evaluator and submitted to an
evaluation authority.

examine¥z to generate aerdict by analysis using evaluator expertise. The
statementhat uses this verb identifies what is analysed and the properties for
which it is analysed.

interpretation %2 a clarification or amplification of a CC, CEM scheme
requirement.

methodology¥2 the system of principles, procedures and processes applied
to IT security evaluations.

observation report %2 a report written by the evaluator requesting a
clarification or identifying a problem during the evaluation.

overall verdict ¥2 a pass or fail statement issued by an evaluator with
respect to the result of amaduation.

oversight verdict % a statement issued by an evaluation authority
confirming or rejecting amverall verdictbased on the results of evaluation
oversight activities.

record %2 to retain a written description of procedures, events, observations,
insights and results in sufficient detail to enable the work performed during
the evaluation to be reconstructed at a later time.
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Terms and definitions

report ¥ to include evaluation results and supporting material in the
Evaluation Technical Reportor anObservation Report

scheme2 set of rules, established by an evaluation authority, defining the
evaluation environment, including criteria amaethodology required to
conduct IT security evaluations.

sub-activity ¥ the application of an assurance component of the CC Part 3.
Assuance families are not explicitly addressed in the CEM because
evaluations are conducted on a single assurance component from an
assurance family.

tracing %2 a simple directional relation between two sets of entities, which
shows which entities in the firsset correspond to which entities in the
second.

verdict % apass, fail or inconclusivetatement issued by an evaluator with
respect to a CC evaluator action element, assurance component, or class.
Also seeoverall verdict.

work unit % the most granuldevel of evaluation work. Each CEM action
comprises one or more work units, which are grouped within the CEM action
by CC content and presentation of evidence or developer action element. The
work units are presented in the CEM in the same order as thae@@nts

from which they are derived. Work units are identified in the left margin by a
symbol such asALC TAT.1-2. In this symbol, the strincALC TAT.1
indicates the CC component (i.e. the CEM-adivity), and the final digit

(2) indicates that this is the second work unit in HeC _TAT.1 sub
activity.
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Symbols and abbreviated terms

5 Symbols and abbreviated terms
CEM Common Methodology for Information Technology
Security Evaluation
ETR Evaluation Technical Report
OR Observation Report
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Overview

Overview

Organisation of the CEM
Chapter7 defines the conventions used in the CEM.

Chapter8 describes general evaluation tasks with no vesdissociated with
them as they do not map to CC evaluator action elements.

Chapter9 addresses the work necessary for reaching an evaluation result on
a PP.

Chaptersl0 to 16 define the evaluation activities, orgsed by Assurance
Classes.

Annex A covers the basic evaluation techniques used to provide technical
evidence of evaluation results.

Annex B provides an explanation of the Vulnerability Analysis craeand
examples of their application
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Document Conventions

Terminology

Unlike the CC, where each element maintains the last digit of its identifying
symbol for all components within the family, the CEM may introduce new
work units when a CC evaluator actielement changes from sialgtivity to
sub-activity; as a result, the last digit of the work unit's identifying symbol
may change although the work unit remains unchanged.

Any methodologyspecific evaluation work required that is not derived
directly from QC requirements is termedskor subtask

Verb usage

All work unit and suktask verbs are preceded by the auxiliary \s#réll and

by presenting both the verb and tkkall in bold italic type face. The
auxiliary verbshall is used only when the provideext is mandatory and
therefore only within the work units and stasks. The work units and sub
tasks contain mandatory activities that the evaluator must perform in order to
assign verdicts.

Guidance text accompanying work units and -tagks gives furthr
explanation on how to apply the CC words in an evaluation. The verb usage
is in accordance with ISO definitions for these verbs. The auxiliary verb
shouldis used when the described method is strongly preferred. All other
auxiliary verbs, includingnay, are used where the described method(s) is
allowed but is neither recommended nor strongly preferred; it is merely
explanation.

The verbscheck examinereportandrecordare used with a precise meaning
within this part of the CEM and the Chapteshould be referenced for their
definitions.

General evaluation guidance

Material that has applicability to more than one-aabvity is collected in

one place. Guidance whose applicability is widespread (across activities and
EALSs) has been collected into Annéx Guidance that pertains to multiple
subactivities within a single activity has been provided in the introduction to
that activity. If guidance pertains to only a single-aghvity, it is presated

within that subactivity.

Relationship between CC and CEM structures

There are direct relationships between the CC structure (i.e. class, family,
component and element) and the structure of the CEM. Figuigstrates

the correspondence between the CC constructs of class, family and evaluator
action elements and CEM activities, saddivities and actions. However,
several CEM work units may result from the requirements noted in CC
developer action and content and preation elements.
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Figure 1 - Mapping of the CC and CEM structures
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