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Foreword

This version of the Common Methodology for Information Technology Security Evaluation
(CEM V3.1 is the first major revision since being published as CEM v2.3 in 2005.

CEM v3.1aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CEM terminology to reduce
misunderstanding; restructure and refocus the evaluatidvitiast to those areas where
security assurance is gained; and add new CEM requirements if needed.

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corpomain the United States
and other countries
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Introduction

1 Introduction

1 The target audience for the Common Methodology for Information
Technology Security Evaluation (CEM) is primarily evaluators applying the
CC and certifiers confirmingevaluator actions; evaluation sponsors,
developers, PP/ST authors and other parties interested in IT security may be
a secondary audience.

2 The CEM recognises that not all questions concerning IT security evaluation
will be answered herein and that furtheterpretations will be needed.
Individual schemes will determine how to handle such interpretations,
although these may be subject to mutual recognition agreements. A list of
methodologyrelated activities that may be handled by individual schemes
can befound in AnnexA.
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Scope

The Common Methodology for Information Technology Security Evaluation
(CEM) is a companion document to the Common Criteria for Information
Technology Security Evaluation (CC). The CEM defines the minimum
actions to be performed by an evaluator in order to conduct a CC evaluation,
using the criteria and evaluation evidence defined in the CC.

The CEM does not define evaluator actions for certain high assurance CC
components, where there is as yet no geneagiteed guidance.
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Normative references

3 Normative references

5 The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced docunwtudifig
any amendments) applies.

[CC] Common Criteria for Information Technology
Security Evaluation, Version 3.1, revision 3, July
20009.
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Terms and definitions

For the purposes of this document, the following terms and definitions apply.

Terms which arg@resented in bolfiaced type are themselves defined in this
Section.

action %2 evaluator action element of the CC Part 3

These actions are either explicitly stated as evaluator actions or implicitly
derived from developer actions (implied evaluator asfionithin the CC
Part 3 assurance components.

activity %2 application of an assurance class of the CC Part 3

check?2 generate &erdict by a simple comparison

Evaluator expertise is not required. The statement that uses this verb
describes what is mapped

evaluation deliverable %2 any resource required from the sponsor or
developer by the evaluator or evaluation authority to perform one or more
evaluation or evaluation oversight activities

evaluation evidencész tangibleevaluation deliverable

evaluation technical report %2 report that documents thaeverall verdict

and its justification, produced by the evaluator and submitted to an
evaluation authority

examine¥2z generate &erdict by analysis using evaluator expertise

The statement that uses this verbniifees what is analysed and the
properties for which it is analysed.

interpretation %2 clarification or amplification of a CC, CEM mcheme
requirement

methodology ¥ system of principles, procedures and processes applied to
IT security evaluations

obsewation report ¥ report written by the evaluator requesting a
clarification or identifying a problem during the evaluation

overall verdict % pass or failstatement issued by an evaluator with respect
to the result of an evaluation

oversight verdict %2 staement issued by an evaluation authority confirming

or rejecting anoverall verdictbased on the results of evaluation oversight
activities
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Terms and definitions

record ¥ retain a written description of procedures, events, observations,
insights and results in sufficient dettol enable the work performed during
the evaluation to be reconstructed at a later time

report % include evaluation results and supporting material in the
Evaluation Technical Reportor anObservation Report

schemeYz set of rules, established by an evélma authority, defining the
evaluation environment, including criteria amaethodology required to
conduct IT security evaluations

sub-activity % application of an assurance component of the CC Part 3

Assurance families are not explicitly addressed e {CEM because
evaluations are conducted on a single assurance component from an
assurance family.

tracing % simple directional relation between two sets of entities, which
shows which entities in the first set correspond to which entities in the
second

verdict % pass, fail or inconclusivetatement issued by an evaluator with
respect to a CC evaluator action element, assurance component, or class

Also seeoverall verdict.
work unit ¥ most granular level of evaluation work

Each CEM action comprises ome more work units, which are grouped
within the CEM action by CC content and presentation of evidence or
developer action element. The work units are presented in the CEM in the
same order as the CC elements from which they are derived. Work units are
identified in the left margin by a symbol such AsC_TAT.1-2. In this
symbol, the strindALC_TAT.lindicates the CC component (i.e. the CEM
sub-activity), and the final digit4) indicates that this e second work unit

in theALC_TAT.1 subactivity.
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5 Symbols and abbreviated terms
CEM Common Methodology for Information Technology
Security Evaluation
ETR Evaluation Technical Report
OR Observation Report
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Overview

Overview

Organisation of the CEM
Chapter7 defines the conventions used in the CEM.

Chapter8 describes general evaluation tasks with no verdicts associated with
them as they do not map to CC evatuaitction elements.

Chapter9 addresses the work necessary for reaching an evaluation result on
a PP.

Chaptersl0 to 16 define the evaluation activities, organised by Assurance
Classes.

Annex A covers the basic evaluation techniques used to provide technical
evidence of evaluation results.

Annex B provides an explanation of the Vulnerability Analysis criteria and
examples of their application
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Document Conventions

Terminology

Unlike the CC, where each element maintains the last digit of its identifying
symbol for all components within the family, the CEM may introduce new
work units when a CC evaluator action element changes froractivity to
subactivity; asa result, the last digit of the work unit's identifying symbol
may change although the work unit remains unchanged.

Any methodologyspecific evaluation work required that is not derived
directly from CC requirements is termeskor subtask

Verb usage

All work unit and suktask verbs are preceded by the auxiliary \&#réll and

by presenting both the verb and tkkall in bold italic type face. The
auxiliary verbshall is used only when the provided text is mandatory and
therefore only within the work uts and suktasks. The work units and sub
tasks contain mandatory activities that the evaluator must perform in order to
assign verdicts.

Guidance text accompanying work units and -tagks gives further
explanation on how to apply the CC words in an eatédm. The verb usage

is in accordance with ISO definitions for these verbs. The auxiliary verb
shouldis used when the described method is strongly preferred. All other
auxiliary verbs, includingnay, are used where the described method(s) is
allowed butis neither recommended nor strongly preferred; it is merely
explanation.

The verbscheck examinereportandrecordare used with a precise meaning
within this part of the CEM and the Chapteshould be referenced for their
definitions.

General evaluation guidance

Material that has applicability to more than one-aabvity is collected in

one place. Guidance whose applicability is widespread (across activities and
EALS) has been collected into Annéx Guidance that pertains to multiple
subactivities within a single activity has been provided in the introduction to
that activity. If guidance pertains to only a single-sghivity, it is presented
within that subactivity.
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Relationship between CC and CEM structures

There are direct relationships between the CC structure (i.e. class, family,
component and element) and the structure of the CEM. Figilhgstrates

the correspondence between the CC constructs ¥, damily and evaluator
action elements and CEM activities, saddivities and actions. However,

several CEM work units may result from the requirements noted in CC
developer action and content and presentation elements.

Common Criteria Common Evaluation Methodology

(s ) )
Assurance Component Sub-activity
Evaluator Action Acti
ction
Element
Developer Action  }. N
Element \
Work unit ]
Content & Presentation
of Evidence Element

Figure 1 - Mapping of the CC and CEM structures
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Evaluation process and related tasks

Introduction

This chapter provides an overview of the evaluation process and defines the
tasks an evaluator is intended to perform when conducting an evaluation.

Each evaluationwhether of a PP or TOE (including ST), follows the same
process, and has four evaluator tasks in common: the input task, the output
task, the evaluation stdxtivities, and the demonstration of the technical
competence to the evaluation authority task.

The input task and the output tasks, which are related to management of
evaluation evidence and to report generation, are entirely described in this
chapter. Each task has associatedtasks that apply to, and are normative
for all CC evaluations (evaluati of a PP or a TOE).

The evaluation subctivities are only introduced in this chapter, and fully
described in the following chapters.

In contrast to the evaluation saltivities, input and output tasks have no
verdicts associated with them as they do map to CC evaluator action
elements; they are performed in order to ensure conformance with the
universal principles and to comply with the CEM.

The demonstration of the technical competence to the evaluation authority
task may be fulfilled by the evaltian authority analysis of the output tasks
results, or may include the demonstration by the evaluators of their
understanding of the inputs for the evaluation-aativities. This task has no
associated evaluator verdict, but has an evaluator authonitiiciveThe
detailed criteria to pass this task are left to the discretion of the evaluation
authority, as noted in AnneXx.5.

Evaluation process overview
Objectives
This section presents the general model of the metbgd and identifies:

a) roles and responsibilities of the parties involved in the evaluation
process;

b) the general evaluation model.
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Responsibilities of the roles

The general model defines the following roles: sponsor, developer, evaluator
and evaluatiomuthority.

The sponsor is responsible for requesting and supporting an evaluation. This
means that the sponsor establishes the different agreements for the evaluation
(e.g. commissioning the evaluation). Moreover, the sponsor is responsible
for ensuring hat the evaluator is provided with the evaluation evidence.

The developer produces the TOE and is responsible for providing the
evidence required for the evaluation (e.g. training, design information), on
behalf of the sponsor.

The evaluator performs thesauation tasks required in the context of an
evaluation: the evaluator receives the evaluation evidence from the developer
on behalf of the sponsor or directly from the sponsor, performs the
evaluation sulactivities and provides the results of the eviium
assessment to the evaluation authority.

The evaluation authority establishes and maintains the scheme, monitors the
evaluation conducted by the evaluator, and issues certification/validation
reports as well as certificates based on the evaluatiohsrgsavided by the
evaluator.

Relationship of roles

To prevent undue influence from improperly affecting an evaluation, some
separation of roles is required. This implies that the roles described above are
fulfilled by different entities, except that tmeles of developer and sponsor
may be satisfied by a single entity.

Moreover, some evaluations (e.g. EAL1 evaluation) may not require the
developer to be involved in the project. In this case, it is the sponsor who
provides the TOE to the evaluator and whbenerates the evaluation
evidence.

General evaluation model

The evaluation process consists of the evaluator performing the evaluation
input task, the evaluation output task and the evaluatiomastiNities. Figure

2 provides anoverview of the relationship between these tasks and sub
activities.
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Evaluation
Evidence

Ewvaluation Input Task ’ \

Evaluation sub-activities

| Ewvaluation Output Tagk ’

u Demonstration of the Technical Competence Task ’

Figure 2 - Generic evaluation model

Evaluation
Outputs

The evaluation process may be preceded by a preparation phase where initial
contact is made between the sponsor and thkiaea. The work that is
performed and the involvement of the different roles during this phase may
vary. It is typically during this step that the evaluator performs a feasibility
analysis to assess the likelihood of a successful evaluation.

Evaluator verdicts

The evaluator assigns verdicts to the requirements of the CC and not to those
of the CEM. The most granular CC structure to which a verdict is assigned is
the evaluator action element (explicit or implied). A verdict is assigned to an
applicable CC waluator action element as a result of performing the
corresponding CEM action and its constituent work units. Finally, an
evaluation result is assigned, as described in CC Part 1, ChHpter
Evaluation results
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Evaluation Result
& n
Assurance Class T~
Assurance Component M

Evaluator Action Element

Evaluator Action Element

Evaluator Action Element

Figure 3 - Example of the verdict assignment rule

57 The CEM recognises three mutually exclusive verdict states:

a) Conditions for gpassverdict are defined as an evaluator completion
of the CC evaluator action element and determination that the
requirements for the PP, ST or TOE under evaluation are met. The
conditions for passing the element are defined as:

1) the constituent work units of the related CEM action, and;

2) all evaluation evidence required for performing these work
units is coherent,hat is it can be fully and completely
understood by the evaluator, and

3) all evaluation evidence required for performing these work
units does not have any obvious internal inconsistencies or
inconsistencies with other evaluation evidence. Note that
obvious means here that the evaluator discovers this
inconsistency while performing the work units: the evaluator
should not undertake a full consistency analysis across the
entire evaluation evidence every time a work unit is
performed.
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b) Conditions for dail verdict are defined as an evaluator completion of
the CC evaluator action element and determination that the
requirements for the PP, ST, or TOE under evaluation are not met, or
that the evidence is incoherent, or an obvious inconsistency in the
evaluationevidence has been found;

C) All verdicts are initiallyinconclusiveand remain so until eitherpass
or fail verdict is assigned.

The overall verdict ipassif and only if all the constituent verdicts are also
pass In the example illustrated in Figuge if the verdict for one evaluator
action element idail then the verdicts for the corresponding assurance
component, assurance class, and overall verdict aréadlso

Evaluation input task
Objectives

The objective of this task i® ensure that the evaluator has available the
correct version of the evaluation evidence necessary for the evaluation and
that it is adequately protected. Otherwise, the technical accuracy of the
evaluation cannot be assured, nor can it be assured thav#buation is
being conducted in a way to provide repeatable and reproducible results.

Application notes

The responsibility to provide all the required evaluation evidence lies with
the sponsor. However, most of the evaluation evidence is likely to be
produced and supplied by the developer, on behalf of the sponsor.

Since the assurance requirements apply to the entire TOE, all evaluation
evidence pertaining to all parts of the TOE is to be made available to the
evaluator. The scope and required contenswfh evaluation evidence is
independent of the level of control that the developer has over each of the
parts of the TOE. For example, if design is required, therT@E design
(ADV_TDS) requirements will apply to all subsystems thed¢ part of the

TSF. In addition, assurance requirements that call for procedures to be in
place (for example, CM capabilities (ALC_CMC) and Delivery
(ALC_DEL)) will also apply to the entire TOE (including any part proed

by another developer).

It is recommended that the evaluator, in conjunction with the sponsor,
produce an index to required evaluation evidence. This index may be a set of
references to the documentation. This index should contain enough
information (eg. a brief summary of each document, or at least an explicit
title, indication of the sections of interest) to help the evaluator to find easily
the required evidence.
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It is the information contained in the evaluation evidence that is required, not
any particular document structure. Evaluation evidence for aastility

may be provided by separate documents, or a single document may satisfy
several of the input requirements of a-auivity.

The evaluator requires stable and formadlsued versions oévaluation
evidence. However, draft evaluation evidence may be provided during an
evaluation, for example, to help an evaluator make an early, informal
assessment, but is not used as the basis for verdicts. It may be helpful for the
evaluator to see dra¥ersions of particular appropriate evaluation evidence,
such as:

a) test documentation, to allow the evaluator to make an early
assessment of tests and test procedures;

b) design documents, to provide the evaluator with background for
understanding the TOE dgs;

C) source code or hardware drawings, to allow the evaluator to assess
the application of the developer's standards.

Draft evaluation evidence is more likely to be encountered where the
evaluation of a TOE is performed concurrently with its development.
However, it may also be encountered during the evaluation of an already
developed TOE where the developer has had to perform additional work to
address a problem identified by the evaluator (e.g. to correct an error in
design or implementation) or to plide evaluation evidence of security that

is not provided in the existing documentation (e.g. in the case of a TOE not
originally developed to meet the requirements of the CC).

Management of evaluation evidence sub-task
Configuration control

The evaluatorshall perform configuration control of the evaluation
evidence.

The CC implies that the evaluator is able to identify and locate each item of
evaluation evidence after it has been received and is able to determine
whether a specific version of a documenhighe evaluator's possession.

The evaluatosshall protectthe evaluation evidence from alteration or loss
while it is in the evaluator's possession.
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Disposal

Schemes may wish to control the disposal of evaluation evidence at the
conclusion of an evaluanh. The disposal of the evaluation evidence should
be achieved by one or more of:

a) returning the evaluation evidence;
b) archiving the evaluation evidence;
C) destroying the evaluation evidence.

Confidentiality

An evaluator may have access to sponsor anckloeer commercially
sensitive information (e.g. TOE design information, specialist tools), and
may have access to nationadlgnsitive information during the course of an
evaluation. Schemes may wish to impose requirements for the evaluator to
maintain theconfidentiality of the evaluation evidence. The sponsor and
evaluator may mutually agree to additional requirements as long as these are
consistent with the scheme.

Confidentiality requirements affect many aspects of evaluation work,
including the receipthandling, storage and disposal of evaluation evidence.

Evaluation sub-activities

The evaluation subctivities vary depending whether it is a PP or a TOE
evaluation. Moreover, in the case of a TOE evaluation, theasiNities
depend upon the selectessarance requirements.

Evaluation output task
Objectives

The objective of this Section is to describe the Observation Report (OR) and
the Evaluation Technical Report (ETR). Schemes may require additional
evaluator reports such as reports on individualsumitwork, or may require
additional information to be contained in the OR and the ETR. The CEM
does not preclude the addition of information into these reports as the CEM
specifies only the minimum information content.

Consistent reporting of evaluatioasults facilitates the achievement of the
universal principle of repeatability and reproducibility of results. The
consistency covers the type and the amount of information reported in the
ETR and OR. ETR and OR consistency among different evaluatiohs is t
responsibility of the evaluation authority.

The evaluator performs the two following stasks in order to achieve the
CEM requirements for the information content of reports:

a) write OR subtask (if needed in the context of the evaluation);
b) write ETR sib-task.
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Management of evaluation outputs

The evaluator delivers the ETR to the evaluation authority, as well as any
ORs as they become available. Requirements for controls on handling the
ETR and ORs are established by the scheme which may includerglétive

the sponsor or developer. The ETR and ORs may include sensitive or
proprietary information and may need to be sanitised before they are given to
the sponsor.

Application notes

In this version of the CEM, the requirements for the provision of evaluato
evidence to support +evaluation and reise have not been explicitly stated.
Where information for revaluation or rause is required by the sponsor, the
scheme under which the evaluation is being performed should be consulted.

Write OR sub-task

ORs povide the evaluator with a mechanism to request a clarification (e.g.
from the evaluation authority on the application of a requirement) or to
identify a problem with an aspect of the evaluation.

In the case of a fail verdict, the evaluastvall providean OR to reflect the
evaluation result. Otherwise, the evaluator may use ORs as one way of
expressing clarification needs.

For each OR, the evaluatshall reportthe following:
a) the identifier of the PP or TOE evaluated;

b) the evaluation task/sudictivity during which the observation was
generated,;

C) the observation;

d) the assessment of its severity (e.g. implies a fail verdict, holds up
progress on the evaluation, requires a resolution prior to evaluation
being completed);

e) the identification of the organisah responsible for resolving the
issue;

f) the recommended timetable for resolution;

0) the assessment of the impact on the evaluation of failure to resolve
the observation.

The intended audience of an OR and procedures for handling the report
depend on thaature of the report's content and on the scheme. Schemes may
distinguish different types of ORs or define additional types, with associated
differences in required information and distribution (e.g. evaluation ORs to
evaluation authorities and sponsors).
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Write ETR sub-task
Objectives

The evaluatoshall providean ETR to present technical justification of the
verdicts.

The CEM defines the ETR's minimum content requirement; however,
schemes may specify additional content and specific presentational and
structural requirements. For instance, schemes may require that certain
introductory material (e.g. disclaimers and copyright Chapters) be reported in
the ETR.

The reader of the ETR is assumed to be familiar with general concepts of
information security, the C, the CEM, evaluation approaches and IT.

The ETR supports the evaluation authority to confirm that the evaluation was
done to the required standard, but it is anticipated that the documented results
may not provide all of the necessary information, satiacl information
specifically requested by the scheme may be necessary. This aspect is
outside the scope of the CEM.

ETR for a PP Evaluation

This Section describes the minimum content of the ETR for a PP evaluation.
The contents of the ETR are portrayedrigure4; this figure may be used as
a guide when constructing the structural outline of the ETR document.
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Evaluation Technical Report

Introduction

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 4 - ETR information content for a PP evaluation

Introduction
The evaluatoshall reportevaluation scheme identifiers.

Evaluation scheme identifiers (e.g. logos) are the information required to
unambiguously identify the scheme responsible for the evaluation oversight.

The evaluatoshall reportETR configuration control identifiers.

The ETR onfiguration control identifiers contain information that identifies
the ETR (e.g. name, date and version number).

The evaluatoshall reportPP configuration control identifiers.

PP configuration control identifiers (e.g. name, date and version numéer) ar
required to identify what is being evaluated in order for the evaluation
authority to verify that the verdicts have been assigned correctly by the
evaluator.

The evaluatoshall reportthe identity of the developer.

The identity of the PP developer igjuered to identify the party responsible
for producing the PP.
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The evaluatoshall reportthe identity of the sponsor.

The identity of the sponsor is required to identify the party responsible for
providing evaluation evidence to the evaluator.

The evaluair shall reportthe identity of the evaluator.

The identity of the evaluator is required to identify the party performing the
evaluation and responsible for the evaluation verdicts.

Evaluation

The evaluatorshall report the evaluation methods, techniquésols and
standards used.

The evaluator references the evaluation criteria, methodology and
interpretations used to evaluate the PP.

The evaluatoshall reportany constraints on the evaluation, constraints on
the handling of evaluation results and assuomgst made during the
evaluation that have an impact on the evaluation results.

The evaluator may include information in relation to legal or statutory
aspects, organisation, confidentiality, etc.

Results of the evaluation

The evaluatorshall report a verdct and a supporting rationale for each
assurance component that constitutes APE activity, as a result of
performing the corresponding CEM action and its constituent work units.

The rationale justifies the verdict using the @& CEM, any interpretations

and the evaluation evidence examined and shows how the evaluation
evidence does or does not meet each aspect of the criteria. It contains a
description of the work performed, the method used, and any derivation of
results. Theationale may provide detail to the level of a CEM work unit.

Conclusions and recommendations

The evaluatoshall reportthe conclusions of the evaluation, in particular the
overall verdict as defined in CC Part 1 Chaft8r Evaluation resultsand
determined by application of the verdict assignment describ2@ ia

The evaluator provides recommendations that may be useful for the
evaluation authority. These recommendations may includdgcsimangs of

the PP discovered during the evaluation or mention of features which are
particularly useful.
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List of evaluation evidence

The evaluatoshall reportfor each item of evaluation evidence the following
information:

- the issuing body (e.g. theddoper, the sponsor);

- the title;

- the unique reference (e.g. issue date and version number).

List of acronyms/Glossary of terms

The evaluatoshall reportany acronyms or abbreviations used in the ETR.

Glossary definitions already defined by the CC &MCneed not be repeated
in the ETR.

Observation reports

The evaluatoshall reporta complete list that uniquely identifies the ORs
raised during the evaluation and their status.

For each OR, the list should contain its identifier as well as its titlebaeh
summary of its content.

ETR for a TOE Evaluation

This Section describes the minimum content of the ETR for a TOE
evaluation. The contents of the ETR are portrayed in Figuthis figure
may be used as a guide when constngcthe structural outline of the ETR
document.
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Evaluation Technical Report

Introduction

Architectural description of the TOE

Evaluation

Results of the evaluation

Conclusions and recommendations

List of evaluation evidence

List of acronyms/Glossary of terms

Observation reports

Figure 5 - ETR information content for a TOE evaluation

85531 Introduction

113 The evaluatoshall reportevaluation scheme identifiers.

114 Evaluation scheme identifiers (e.g. logos) are therin&dion required to
unambiguously identify the scheme responsible for the evaluation oversight.

115 The evaluatoshall reportETR configuration control identifiers.

116 The ETR configuration control identifiers contain information that identifies

the ETR (e.g. mae, date and version number).
117 The evaluatoshall reportST and TOE configuration control identifiers.

118 ST and TOE configuration control identifiers identify what is being
evaluated in order for the evaluation authority to verify that the verdicts have
beenassigned correctly by the evaluator.

119 If the ST claims that the TOE conforms to the requirements of one or more
PPs, the ETR shall report the reference of the corresponding PPs.
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120 The PPs reference contains information that uniquely identifies the PPs (e.qg.
title, date, and version number).

121 The evaluatoshall reportthe identity of the developer.

122 The identity of the TOE developer is required to identify the party
responsible for producing the TOE.

123 The evaluatoshall reportthe identity of the sponsor.

124 The dentity of the sponsor is required to identify the party responsible for
providing evaluation evidence to the evaluator.

125 The evaluatoshall reportthe identity of the evaluator.

126 The identity of the evaluator is required to identify the party performiag th

evaluation and responsible for the evaluation verdicts.
8.5.5.3.2 Architectural description of the TOE

127 The evaluatoshall reporta high level description of the TOE and its major
components based on the evaluation evidence described in the CC assurance
family enitled TOE design (ADV_TDS)where applicable.

128 The intent of this Section is to characterise the degree of architectural
separation of the major components. If there iF@& design (ADV_TDS)
requirement in the ST, this not applicable and is considered to be satisfied.

85533 Evaluation

129 The evaluatorshall report the evaluation methods, techniques, tools and
standards used.

130 The evaluator may reference the evaluation criteria, methodology and
interpretations used to evaluatee TOE or the devices used to perform the
tests.

131 The evaluatoshall reportany constraints on the evaluation, constraints on

the distribution of evaluation results and assumptions made during the
evaluation that have an impact on the evaluation results.

132 The evaluator may include information in relation to legal or statutory
aspects, organisation, confidentiality, etc.

Results of the evaluation
133 For each activity on which the TOE is evaluated, the evalsatdl report
- the title of the activity consided;
- a verdict and a supporting rationale for each assurance component

that constitutes this activity, as a result of performing the
corresponding CEM action and its constituent work units.
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The rationale justifies the verdict using the CC, the CEM, atgypretations

and the evaluation evidence examined and shows how the evaluation

evidence does or does not meet each aspect of the criteria. It contains a
description of the work performed, the method used, and any derivation of

results. The rationale mayqvide detail to the level of a CEM work unit.

The evaluatorshall report all information specifically required by a work
unit.

For theAVA andATE activities, work units that identify information to be
reported in the ETR have been defined.

Conclusions and recommendations

The evaluatorshall report the conclusions of the evaluation, which will
relate to whether the TOE has satisfied its associated ST, in particular the
overall verdict as defined in CCaR 1 ChaptedO, Evaluation resultsand
determined by application of the verdict assignment describ2@ ia

The evaluator provides recommendations that may be useful for the
evaluation athority. These recommendations may include shortcomings of
the IT product discovered during the evaluation or mention of features which
are particularly useful.

List of evaluation evidence

The evaluatoshall reportfor each item of evaluation evidence foowing
information:

- the issuing body (e.g. the developer, the sponsor);

- the title;

- the unique reference (e.g. issue date and version number).

List of acronyms/Glossary of terms

The evaluatoshall reportany acronyms or abbreviations used in th&RET

Glossary definitions already defined by the CC or CEM need not be repeated
in the ETR.

Observation reports

The evaluatosshall reporta complete list that uniquely identifies the ORs
raised during the evaluation and their status.

For each OR, the lishsuld contain its identifier as well as its title or a brief
summary of its content.
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Class APE: Protection Profile evaluation

Introduction

This Chapter describes the evaluation of a PP. The requirements and
methodology for PP evaluation are identical faacle PP evaluation,
regardless of the EAL (or other set of assurance requirements) that is claimed
in the PP. The evaluation methodology in this Chapter is based on the
requirements on the PP as specified in CC Part 3 AREs

This Chapter should be used in conjunction with AnneXe$8 and C,
Guidance for Operatioria CC Part 1, as these Annexearifly the concepts
here and provide many examples.

Application notes
Re-using the evaluation results of certified PPs

While evaluating a PP that is based on one or more certified PPs, it may be
possible to rause the fact that these PPs were certified. gdiential for re

use of the result of a certified PP is greater if the PP under evaluation does
not add threats, OSPs, security objectives and/or security requirements to
those of the PP that conformance is being claimed to. If the PP under
evaluation cotains much more than the certified PPsus2 may not be
useful at all.

The evaluator is allowed to-ese the PP evaluation results by doing certain
analyses only partially or not at all if these analyses or parts thereof were
already done as part of tlRP evaluation. While doing this, the evaluator
should assume that the analyses in the PP were performed correctly.

An example would be where the PP that conformance is being claimed to
contains a set of security requirements, and these were determined to b
internally consistent during its evaluation. If the PP under evaluation uses the
exact same requirements, the consistency analysis does not have to be
repeated during the PP evaluation. If the PP under evaluation adds one or
more requirements, or perfosmoperations on these requirements, the
analysis will have to be repeated. However, it may be possible to save work
in this consistency analysis by using the fact that the original requirements
are internally consistent. If the original requirements areermally
consistent, the evaluator only has to determine that:

a) the set of all new and/or changed requirements is internally
consistent, and

b) the set of all new and/or changed requirements is consistent with the
original requirements.

The evaluator notem the ETR each case where analyses are not done or
only partially done for this reason.
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PP introduction (APE_INT)
Evaluation of sub-activity (APE_INT.1)
Objectives

The objective of this subctivity is to determine whether the PP is correctly
identified, and whether the PP reference and TOE overview are consistent
with each other.

Input

The evaluation evidence for this sabtivity is:

a) the PP.

Action APE_INT.1.1E

The PP introduction shall contain a PP reference and a TOE overview.

The evaluatoshall checkthat the PP introduction contains a PP reference
and a TOE overview.

The PP reference shall uniquely identify the PP.

The evaluatoshall examinethe PP reference to determine that it uniquely
identifies the PP.

The evaluatodetermines that the PP reference identifies the PP itself, so that
it may be easily distinguished from other PPs, and that it also uniquely

identifies each version of the PP, e.g. by including a version number and/or a
date of publication.

The PP should & some referencing system that is capable of supporting
unique references (e.g. use of numbers, letters or dates).

The TOE overview shall summarise the usage and major security features
of the TOE.

The evaluatoshall examinethe TOE overview to determine that it describes
the usage and major security features of the TOE.

The TOE overview should briefly (i.e. several paragraphs) descehgstge

and major security features expected of the TOE. The TOE overview should
enable consumers and potential TOE developers to quickly determine
whether the PP is of interest to them.

The evaluator determines that the overview is clear enough for TOE
developers and consumers, and sufficient to give them a general
understanding of the intended usage and major security features of the TOE.
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The TOE overview shall identify the TOE type.
The evaluatoshall checkthat the TOE overview identifies the TOE type.

The TOE overview shall identify any nemOE
hardware/software/firmware avadble to the TOE.

The evaluatoshall examinethe TOE overview to determine that it identifies
any nonTOE hardware/software/firmware available to the TOE.

While some TOEs may run staatbne, other DEs (notably software
TOESs) need additional hardware, software or firmware to operate. In this
section of the PP, the PP author lists all hardware, software, and/or firmware
that will be available for the TOE to run on.

This identification should be detad enough for potential consumers and
TOE developers to determine whether their TOE may operate with the listed
hardware, software and firmware.
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Conformance claims (APE_CCL)
Evaluation of sub-activity (APE_CCL.1)
Objectives

The objective of this subctivity is to determine the validity of various
conformance claims. These describe how the PP conforms to the CC, other
PPs and packages.

Input

The evaluation evidence for this sabtivity is:

a) the PP;

b) the PP(s) that the PP claims conformance to;

C) the packag(s) that the PP claims conformance to.
Action APE_CCL.1.1E

The conformance claim shall contain a CC conformance claim that
identifies the version tthe CC to which the PP claims conformance.

The evaluatorshall check that the conformance claim contains a CC
conformance claim that identifies the version of the CC to which the PP
claims conformace.

The evaluator determines that the CC conformance claim identifies the
version of the CC that was used to develop this PP. This should include the
version number of the CC and, unless the International English version of the
CC was used, the languadetine version of the CC that was used.

The CC conformance claim shall describe the conformance of the PP to
CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.

The evaluatoshall checkthat the CC conformance claim states a claim of
either CC Part 2 conformant or CC Part 2 extended for the PP.

The CC conformance clainshall describe the conformance of the PP to
CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.

The evaluatoshall checkthat the CC conformance claim states a claim of
either CC Part 8onformant or CC Part 3 extended for the PP.

The CC conformance claim shall be consistent with the extended
components definition.

The evduator shall examinethe CC conformance claim for CC Part 2 to
determine that it is consistent with the extended components definition.
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If the CC conformance claim contains CC Part 2 conformant, the evaluator
determines that the extended components deimitdoes not define
functional components.

If the CC conformance claim contains CC Part 2 extended, the evaluator
determines that the extended components definition defines at least one
extended functional component.

The evaluatorshall examinethe CC conformance claim for CC Part 3 to
determine that it is consistent with the extended components definition.

If the CC conformance claim contains CC Part 3 conformant, the evaluator
determines that the extided components definition does not define
assurance components.

If the CC conformance claim contains CC Part 3 extended, the evaluator
determines that the extended components definition defines at least one
extended assurance component.

The conformance claim shall identify all PPs and security requirement
packages to which the PP claims conformance.

The evaluatoshall checkthat the confomance claim contains a PP claim
that identifies all PPs for which the PP claims conformance.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that angferenced PPs are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that PP).

The evaluator is reminded that claims of partial conformance to a PP are not
permitted.

The evaluatorshall checkthat the conformance claim contains a package
claim that identifies all packages to which the PP claims conformance.

If the PP does not claim conformance to a package, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that any referenced packages are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that package).

The evaluator is reinded that claims of partial conformance to a package
are not permitted.
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The conformance claim shall describe any conformance of the PP to a
package as either packagmnformant or packageaugmeried.

The evaluatoshall checkthat, for each identified package, the conformance
claim states a claim of either packameme conformant or packagame
augmented.

If the PP does not claim conformanto a package, this work unit is not
applicable and therefore considered to be satisfied.

If the package conformance claim contains packagee conformant, the
evaluator determines that:

a) If the package is an assurance package, then the PP contailRsll S
included in the package, but no additional SARSs.

b) If the package is a functional package, then the PP contains all SFRs
included in the package, but no additional SFRs.

If the package conformance claim contains packayee augmented, the
evaluator deermines that:

a) If the package is an assurance package, then the PP contains all SARs
included in the package, and at least one additional SAR or at least
one SAR that is hierarchical to a SAR in the package.

b) If the package is a functional package, them PP contains all SFRs
included in the package, and at least one additional SFR or at least
one SFR that is hierarchical to a SFR in the package.

The conformance claim rationale shall demonsteathat the TOE type is
consistent with the TOE type in the PPs for which conformance is being
claimed.

The evaluatoshall examinethe conformance claim rationale to determine
that the TOE type ohe TOE is consistent with all TOE types of the PPs.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

The relation between the types may be simple: a firewall PP claiming

conformance to another firewall PP, or more complex: a smart card PP

claiming conformance to a number of other PPs at the same time: a PP for
the integrated circuit, a PP for the smart card OS, and two PPs for two
applications on the smart card.

The conformance claim rationale shall demonstrate that the statement of
the security problem definition is consistent with the statement of the
security problem definition in the PPs for which conformance is being
claimed.

The evaluatoshall examinethe conformance claim rationale to determine
that it demonstrates that the statement of security problem definition is
consistent, as defined by the confonoa statement of the PP, with the
statements of security problem definition stated in the PPs to which
conformance is being claimed.

If the PP under evaluation does not claim conformance with another PP, this
work unit is not applicable and therefore colesed to be satisfied.
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If the PP to which conformance is being claimed does not have a statement
of security problem definition, this work unit is not applicable and therefore
considered to be satisfied.

If strict conformance is required by the PP to whitimformance is being
claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether

a) the threats in the PP under evaluation are a superset of or identical to
the threats in the PP to which conformance is being claimed,;

b) the OSPs in the PP under evaluation are a superset of or identical to
the OSPs in the PP to which conformance is being claimed;

C) the assumptions in the PP under evaluation are identical to the
assumptions in the PP to which conformance is being claimed;

If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security problem
definition of the PP under evaluation isuaglent or more restrictive than

the statement of security problem definition in the PP to which conformance
is being claimed.

For guidance on fAequi val enAnnesrD, PMor e
conformance

The conformance claim rationale shall demonstrate that the statement of
security objectives is consistent with the statement of security objectives in
the PPs for which conformance is being claimed.

The evaluatoshall examinethe conformance claim rationale to determine
that the statement of security objectives is consistent, as defined by the
conformance statement of the PPs, with the stateofesecurity objectives

in the PPs.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed, no confanance claim rationale is required. Instead, the evaluator
determines whether:

- The PP under evaluation contains all security objectives for the TOE
of the PP to which conformance is being claimed. Note that it is
allowed for the PP under evaluation to haagditional security
objectives for the TOE;

- The PP under evaluation contains exactly all security objectives for
the operational environment (with one exception in the next bullet).
Note that it is not allowed for the PP under evaluation to have
additiona security objectives for the operational environment;
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- The PP under evaluation may specify that certain objectives for the
operational environment in the PP that conformance is being claimed
to are security objectives for the TOE in the PP under evaluation
This is a valid exception to the previous bullet.

If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement ofigeobjectives of the

PP under evaluation is equivalent or more restrictive than the statement of
security objectives in the PP to which conformance is being claimed.

For guidance on fAnequi val enAnnepD, Pmor e
conformance

The conformance claim rationale shall demonstrate that the statement of
security requirements is consistent with the statement of security
requirements in theéPPs for which conformance is being claimed.

The evaluatorshall examinethe PP to determine that it is consistent, as
defined by the conformance statement of the PP, with all security
requiremets in the PPs for which conformance is being claimed.

If the PP does not claim conformance to another PP, this work unit is not
applicable and therefore considered to be satisfied.

If strict conformance is required by the PP to which conformance is being
claimed, no conformance claim rationale is required. Instead, the evaluator
determines whether the statement of security requirements in the PP under
evaluation is a superset of or identical to the statement of security
requirements in the PP to which comf@nce is being claimed (for strict
conformance).

If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of secemuirements of

the PP under evaluation is equivalent or more restrictive than the statement
of security requirements in the PP to which conformance is being claimed.

For guidance on fiequi val enAnnerD, PPnor e
conformance

The conformance statement shall describe the conformance required of
any PPs/STs to the PP as streP or demonstrabld’P conformance.

The evaluatoshall checkthat the PP conformance statement states a claim
of strictkPP or demonstrableP conformance.
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Security problem definition (APE_SPD)
Evaluation of sub-activity (APE_SPD.1)
Objectives

The obgctive of this sulactivity is to determine that the security problem
intended to be addressed by the TOE and its operational environment is
clearly defined.

Input

The evaluation evidence for this sabtivity is:

a) the PP.

Action APE_SPD.1.1E

The security problem definition shall describe the threats.

The evaluatoshall checkthat the securityproblem definition describes the
threats.

If all security objectives are derived from assumptions and/or OSPs only, the
statement of threats need not be present in the PP. In this case, this work unit
is not applicable and therefore considered to be matisf

The evaluator determines that the security problem definition describes the
threats that must be countered by the TOE and/or its operational
environment.

All threats shall be described in teas of a threat agent, an asset, and an
adverse action.

The evaluatorshall examinethe security problem definition to determine
that all threats are described in terms of a threat agent, an asbeina
adverse action.

If all security objectives are derived from assumptions and OSPs only, the
statement of threats need not be present in the PP. In this case, this work unit
is not applicable and therefore considered to be satisfied.

Threat agents maye further described by aspects such as expertise,
resource, opportunity, and motivation.
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The security problem definition shall describe the OSPs.

The evaluatoshall examinethat the security problem definition describes
the OSPs.

If all security objectives are derived from assumptions and/or threats only,
OSPs need not be present in the PP. In this case, this work unit is not
applicable ad therefore considered to be satisfied.

The evaluator determines that OSP statements are made in terms of rules or
guidelines that must be followed by the TOE and/or its operational
environment.

The evaluator determines that each OSP is explained antigporeted in
sufficient detail to make it clearly understandable; a clear presentation of
policy statements is necessary to permit tracing security objectives to them.

The security problem defition shall describe the assumptions about the
operational environment of the TOE.

The evaluatorshall examinethe security problem definition to determine
that it describes the assumptions aboutdperational environment of the
TOE.

If there are no assumptions, this work unit is not applicable and is therefore
considered to be satisfied.

The evaluator determines that each assumption about the operational
environment of the TOE is explained in sukict detail to enable consumers

to determine that their operational environment matches the assumption. If
the assumptions are not clearly understood, the end result may be that the
TOE is used in an operational environment in which it will not functioa in
secure manner.
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Security objectives (APE_OBJ)
Evaluation of sub-activity (APE_OBJ.1)
Objectives

The objective of this subctivity is to determine whether the security
objectives for the operational environment are clearly defined.

Input

The evaluatiorevidence for this suhctivity is:
a) the PP.

Action APE_OBJ.1.1E

The statement of security objectives shall describe the security objectives
for the operational environment.

The evaluatoishall checkthat the statement of security objectives defines
the security objectives for the operational environment.

The evaluator checks that the securityjecbves for the operational
environment are identified.

Evaluation of sub-activity (APE_OBJ.2)
Objectives

The objective of this subctivity is to determine whether the security
objectives adequately and completely address the security problem definition
and that the division of this problem between the TOE and its operational
environment is clearly defined.

Input

The evaluation evidence for this sabtivity is:
a) the PP.

Action APE_OBJ.2.1E

The statement of security objectives shall describe the security objectives
for the TOE and the security objectives for the operational environment.

The evéuator shall checkthat the statement of security objectives defines
the security objectives for the TOE and the security objectives for the
operational environment.

The evaluator checks that both categories of security objectives are clearly
identified aml separated from the other category.
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The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs
enforced by tlt security objective.

The evaluatorshall checkthat the security objectives rationale traces all
security objectives for the TOE back to threats countered by the objectives
and/or OSPs enforced liye objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a
combination of threats and OSPs, but it must trace back to at least one threat
or OSP.

Failure to trace implies that either the security objectives rationale is
incomplete, the security problem definition is incomplete, or the security
objective for the TOE has no useful purpose.

The security objectives rationale shall trace each security objective for the
operational environment back to threats countered by that security

objective, OSPs enforced by that security objective, and assumptions
upheld by that security objective.

The evaluatorshall checkthat the security objectives rationale traces the
security objectives for the operational environment back to threats countered
by that security objective, to OSPs enforced by that security objective, and to
assumptions upheld by that security objective.

Ead security objective for the operational environment may trace back to
threats, OSPs, assumptions, or a combination of threats, OSPs and/or
assumptions, but it must trace back to at least one threat, OSP or assumption.

Failure to trace implies that eithéhe security objectives rationale is
incomplete, the security problem definition is incomplete, or the security
objective for the operational environment has no useful purpose.

The security objetives rationale shall demonstrate that the security
objectives counter all threats.

The evaluatosshall examinethe security objectives rationale to determine
that it justifies for each threat thatet security objectives are suitable to
counter that threat.

If no security objectives trace back to the threat, the evaluator action related
to this work unit is assigned a fail verdict.

The evaluator determines that the justification for a threat showtheithe
threat is removed, diminished or mitigated.

The evaluator determines that the justification for a threat demonstrates that
the security objectives are sufficient: if all security objectives that trace back
to the threat are achieved, the threatamoved, sufficiently diminished, or

the effects of the threat are sufficiently mitigated.
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213 Note that the tracings from security objectives to threats provided in the
security objectives rationale may be part of a justification, but do not
constitute a jstification by themselves. Even in the case that a security
objective is merely a statement reflecting the intent to prevent a particular
threat from being realised, a justification is required, but this justification
may be as mini maveaX d@diSeecrliyycObnpeet s

214 The evaluator also determines that each security objective that traces back to
a threat is necessary: when the security objective is achieved it actually
contributes to the removal, diminishing or mitigation of that threat

APE_OBJ.25C  The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.

APE_OBJ.25 The evaluatosshall examinethe secuty objectives rationale to determine
that for each OSP it justifies that the security objectives are suitable to
enforce that OSP.

215 If no security objectives trace back to the OSP, the evaluator action related to
this work unit is assigned a fail verdict.

216 The evaluator determines that the justification for an OSP demonstrates that
the security objectives are sufficient: if all security objectives that trace back
to that OSP are achieved, the OSP is enforced.

217 The evaluator also determines that each secobiggctive that traces back to
an OSP is necessary: when the security objective is achieved it actually
contributes to the enforcement of the OSP.

218 Note that the tracings from security objectives to OSPs provided in the
security objectives rationale may berp of a justification, but do not
constitute a justification by themselves. In the case that a security objective is
merely a statement reflecting the intent to enforce a particular OSP, a
justification is required, but this justification may be as mihiimaas f Secur i
Objective X directly enforces OSP Yo.

APE_OBJ.26C  The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

APE_OBJ.26 The evaluatosshall examinethe security objectives rationale to determine
that for each assumption for the operational environment it contains an
appropriate justification that the security objectives the operational
environment are suitable to uphold that assumption.

219 If no security objectives for the operational environment trace back to the
assumption, the evaluator action related to this work unit is assigned a fail
verdict.
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The evaluator determ@s that the justification for an assumption about the
operational environment of the TOE demonstrates that the security objectives
are sufficient: if all security objectives for the operational environment that
trace back to that assumption are achievld, dperational environment
upholds the assumption.

The evaluator also determines that each security objective for the operational
environment that traces back to an assumption about the operational
environment of the TOE is necessary: when the securitgctbg is
achieved it actually contributes to the operational environment upholding the
assumption.

Note that the tracings from security objectives for the operational
environment to assumptions provided in the security objectives rationale may
be a part ba justification, but do not constitute a justification by themselves.
Even in the case that a security objective of the operational environment is
merely a restatement of an assumption, a justification is required, but this

justification may be as minimha as ASecurity Objective

Assumption YOo.
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Extended components definition (APE_ECD)
Evaluation of sub-activity (APE_ECD.1)
Objectives

The objective of this subctivity is to determine whether extended
components have been clearly and ubigmously defined, and whether they

are necessary, i.e. they may not be clearly expressed using existing CC Part 2
or CC Part 3 components.

Input

The evaluation evidence for this sabtivity is:
a) the PP.

Action APE_ECD.1.1E

The statement of security requirements shall identify all extended security
requirements.

The evaluatoshall checkthat dl security requirements in the statement of
security requirements that are not identified as extended requirements are
present in CC Part 2 or in CC Part 3.

The extended components definition alh define an extended component
for each extended security requirement.

The evaluatoshall checkthat the extended components definition defines
an extended component for each extended securiyreegent.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

A single extended component may be used to define multiple iterations of an
extended security requirement, itnist necessary to repeat this definition for
each iteration.

The extended components definition shall describe how each extended
component is related to the existing CC components, families, dasises.

The evaluatorshall examine the extended components definition to
determine that it describes how each extended component fits into the
existing CC components, families, and classes.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.
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The evaluator determines that each extended component is either:
a) a member of an existing CC Part 2 or CC Part 3 family, or
b) a member of a new family defined in the PP.

If the extended component is a member of an existing CC Part 2 or CC Part 3
family, the evaluator determines that the extended components definition
adequately describes why the extended component should be a m@mbe
that family and how it relates to other components of that family.

If the extended component is a member of a new family defined in the PP,
the evaluator confirms that the extended component is not appropriate for an
existing family.

If the PP definesew families, the evaluator determines that each new family
is either:

a) a member of an existing CC Part 2 or CC Part 3 class, or
b) a member of a new class defined in the PP.

If the family is a member of an existing CC Part 2 or CC Part 3 class, the

evaludor determines that the extended components definition adequately
describes why the family should be a member of that class and how it relates
to other families in that class.

If the family is a member of a new class defined in the PP, the evaluator
confirms that the family is not appropriate for an existing class.

The evaluatorshall examine the extended components definition to
determine that each definition of an extended component identifies all
applicable dependencies of that component.

If the PP does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator confirms that no applicable dependencies have been
overlooked by te PP author.

The extended components definition shall use the existing CC components,
families, classes, and methodology as a model for presentation.

The evaluatorshall examine the extended components definition to
determine that each extended functional component uses the existing CC Part
2 components as a model for presentation.

If the PP does not contain extended SFRs, this work umibtiapplicable
and therefore considered to be satisfied.

The evaluator determines that the extended functional component is
consistent with CC Part 2 Secti@rl.3, Component structure
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If the extended functional component eas operations, the evaluator
determines that the extended functional component is consistent with CC
Part 1 SectioB®.1, Operations

If the extended functional component is hierarchical to an existing functional
componentthe evaluator determines that the extended functional component
is consistent with CC Part 2 Sectiér2.1, Component changes highlighting

The evaluatorshal examine the extended components definition to
determine that each definition of a new functional family uses the existing
CC functional families as a model for presentation.

If the PP does not define new functional families, this work unit is not
applicdble and therefore considered to be satisfied.

The evaluator determines that all new functional families are defined
consistent with CC Part 2 Secti@ri.2, Family structute

The evaluatorshall examine the extended components definition to
determine that each definition of a new functional class uses the existing CC
functional classes as a model for presentation.

If the PP does not define new functional classes, this waik isi not
applicable and therefore considered to be satisfied.

The evaluator determines that all new functional classes are defined
consistent with CC Part 2 Secti@ri.1, Class structure

The evaluatorshall examine the extended components definition to
determine that each definition of an extended assurance component uses the
existing CC Part 3 components as a model for presentation.

If the PP does not contain extended SARs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that the extended assurance component definition
is consistent with CC Part 3 Sectiéri.3, Assurance component structure

If the extended assurance component uses operations, the evaluator
determines that the extended assurance component is consistent with CC Part
1 Sectior8.1, Operations

If the exended assurance component is hierarchical to an existing assurance
component, the evaluator determines that the extended assurance component
is consistent with CC Part 3 Sectiéri.3, Assurance component structure

The evaluatorshall examine the extended components definition to
determine that, for each defined extended assurance component, applicable
methodology has been provided.

If the PP does not containtended SARSs, this work unit is not applicable
and therefore considered to be satisfied.
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The evaluator determines that, for each evaluator action element of each
extended SAR, one or more work units are provided and that successfully
performing all work unis for a given evaluator action element will
demonstrate that the element has been achieved.

The evaluatorshall examine the extended components definition to
determine that each definition ofreew assurance family uses the existing
CC assurance families as a model for presentation.

If the PP does not define new assurance families, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new umasce families are defined
consistent with CC Part 3 Secti@ril2, Assurance family structure

The evaluatorshall examine the extended components definitioto
determine that each definition of a new assurance class uses the existing CC
assurance classes as a model for presentation.

If the PP does not define new assurance classes, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new assurance classes are defined
consistent with CC Part 3 Secti@rl.1, Assurance class structure

The extended componentshall consist of measurable and objective
elements such that conformance or nonconformance to these elements can
be demonstrated.

The evaluatorshall examine the extended components definition to
determine that each element in each extended component is measurable and
states objective evaluation requirements, such that conformance or
nonconformance can be demonstrated.

If the PP does not contain extended security requirements, this work unit is
notapplicable and therefore considered to be satisfied.

The evaluator determines that elements of extended functional components
are stated in such a way that they are testable, and traceable through the
appropriate TSF representations.

The evaluator also termines that elements of extended assurance
components avoid the need for subjective evaluator judgement.

The evaluator is reminded that whilst being measurable and objective is
appropriate for all evaluation criteria, it is acknowledged that no formal
method exists to prove such properties. Therefore the existing CC functional
and assurance components are to be used as a model for determining what
constitutes conformance to this requirement.
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Action APE_ECD.1.2E

The evaluatorshall examine the extended components definition to
determine that each extended component may not be clearly expressed using
existing components.

If the PP does not contain exteadsecurity requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator should take components from CC Part 2 and CC Part 3, other
extended components that have been defined in the PP, combinations of
these compaents, and possible operations on these components into account
when making this determination.

The evaluator is reminded that the role of this work unit is to preclude
unnecessary duplication of components, that is, components that may be
clearly expressedy using other components. The evaluator should not
undertake an exhaustive search of all possible combinations of components
including operations in an attempt to find a way to express the extended
component by using existing components.
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Security requirements (APE_REQ)
Evaluation of sub-activity (APE_REQ.1)
Objectives

The objective of this subctivity is to determine whether the SFRs and
SARs are clear, unambiguous and vekdfined and whether they are
internally consistent.

Input

The evaluation evideecfor this sulactivity is:
a) the PP.

Action APE_REQ.1.1E

The statement of security requirements shall describe the SFRs and the
SARs.

The evaluatorshall check that the statement of security requirements
describes the SFRs.

The evaluator determines that each SFR is identified by one of the following
means:

a) by reference to an individual componém CC Part 2;

b) by reference to an extended component in the extended components
definition of the PP;

C) by reference to a PP that the PP claims to be conformant with;

d) by reference to a security requirements package that the PP claims to
be conformant wit;

e) by reproduction in the PP.
It is not required to use the same means of identification for all SFRs.

The evaluatorshall check that the statement of security requirements
describes the SARs.

The ewaluator determines that each SAR is identified by one of the following
means:

a) by reference to an individual component in CC Part 3;

b) by reference to an extended component in the extended components
definition of the PP;

C) by reference to a PP that the P&iras to be conformant with;
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d) by reference to a security requirements package that the PP claims to
be conformant with;

e) by reproduction in the PP.
It is not required to use the same means of identification for all SARSs.

All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The evaluatoshall examire the PP to determine that all subjects, objects,
operations, security attributes, external entities and other terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the PP defines all:
- (types of) subjects and objects that used in the SFRs;

- (types of) security attributes of subjects, users, objects, information,
sessions and/or resources, possible values that these attributes may
take and any relations between these values (e.g. top_secret is
Ahi ghero than secret);

- (types of) operations that are used in the SFRs, including the effects
of these operations;

- (types of) external entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, if these terms are not immediately clear, or
are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFRs and SARs are well
defined and that no misunderstanding may occur due to the introduction of
vague terms. This work unit should not be taken into extremefprcing

the PP writer to define every single word. The general audience of a set of
security requirements should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above may be presented in groups, classes, tgfess or other
groupings or characterisations that allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be
part of the statement of security requirements, but may be placed (in part or
in whole) in different sctions. This may be especially applicable if the same
terms are used in the rest of the PP.

The statement of security requirements shall identify all operations on the
security requirements.

The evaluatorshall check that the statement of security requirements
identifies all operations on the security requirements.
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The evaluator determines that all operations are identified in each SFR or
SAR where such an operation is used. This includes both completed
operations and uncompleted operations. Identification may be achieved by
typographical distinctions, or by explicit identification in the surrounding
text, or by any other distinctive means.

All operations shall be performed correctly.

The evaluatorshall examine the statement of security requirements to
determine that all agghment operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaliator shall examine the statement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all selection operations are performed correctly.

Guidance on the correct performance of openatmay be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all refineemt operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluatorshall examine the statement ofecurity requirements to
determine that each dependency of the security requirements is either
satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relegantponent (or one

that is hierarchical to it) within the statement of security requirements. The
component used to satisfy the dependency should, if necessary, be modified
by operations to ensure that it actually satisfies that dependency.
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277 A justificationthat a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or

b) that the dependency has been addressed by the operational
environment of the TOE, in which case thestjfication should
describe how the security objectives for the operational environment
address this dependency.

APE_REQ.1.6C  The statement of security requirements shall be internally consistent.

APE_REQ1-10  The evaluatorshall examine the statement of security requirements to
determine that it is internally consistent.

278 The evaluator determines that the combined set of all SFRs and SARS is
internally consistet.

279 The evaluator determines that on all occasions where different security
requirements apply to the same types of developer evidence, events,
operations, dat a, tests to be perfor me

etc., that these requirements bt conflict.
280 Some possible conflicts are:

a) an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, and another extended
SAR specifying an open source review;

b) FAU_GEN.1 Audit data generati@pecifying that subject identity is
to be loggedFDP_ACC.1 Subset access conspkcifying who has
access to these logs, afPR_UNO.1 Unobservabilitgpecifying
that some actions of subjects should be ueolable to other
subjects. If the subject that should not be able to see an activity may
access logs of this activity, these SFRs conflict;

C) FDP_RIP.1 Subset residual information protecti@pecifying
deletion of information no longeneeded, and~DP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for the rollback to the previous state has
been deleted, these requirements conflict;

d) Multiple iterations of FDP_ACC.1 Subset access contegpecially
where some iterations cover the same subjects, objects, or operations.
If one access control SFR allows a subject to perform an operation on
an object, while another access control SFR doeallow this, these
requirements conflict.
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Evaluation of sub-activity (APE_REQ.2)
Objectives

The objective of this subctivity is to determine whether the SFRs and
SARs are clear, unambiguous and vekdfined, whether they are internally
consistent, anwhether the SFRs meet the security objectives of the TOE.

Input

The evaluation evidence for this sabtivity is:
a) the PP.

Action APE_REQ.2.1E

The datement of security requirements shall describe the SFRs and the
SARs.

The evaluatorshall check that the statement of security requirements
describes the SFRs.

The evaluator determines that eacliRS§ identified by one of the following
means:

a) by reference to an individual component in CC Part 2;

b) by reference to an extended component in the extended components
definition of the PP;

C) by reference to an individual component in a PP that the PPsctaim
be conformant with;

d) by reference to an individual component in a security requirements
package that the PP claims to be conformant with;

e) by reproduction in the PP.
It is not required to use the same means of identification for all SFRs.

The evaluatorshall check that the statement of security requirements
describes the SARs.

The evaluator determines that each SAR is identified by one of the following
means:

a) by reference to an individual comparién CC Part 3;

b) by reference to an extended component in the extended components
definition of the PP;

C) by reference to an individual component in a PP that the PP claims to
be conformant with;
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d) by reference to an individual component in a security reqents
package that the PP claims to be conformant with;

e) by reproduction in the PP.
It is not required to use the same means of identification for all SARSs.

All subjects, objects, operationseaurity attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The evaluatoshall examinethe PP to determine that all subjects, objects,
operationssecurity attributes, external entities and other terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the PP defines all:
- (types of) subjects and objects that are used in the SFRs;

- (types of) security attributes of subfe, users, objects, information,
sessions and/or resources, possible values that these attributes may
take and any relations between these values (e.g. top_secret is
Ahi ghero than secret);

- (types of) operations that are used in the SFRs, including tbeteff
of these operations;

- (types of) external entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, if these terms are not immediately clear, or
are used outside their dictionary definition.

The goal of thé work unit is to ensure that the SFRs and SARs are well
defined and that no misunderstanding may occur due to the introduction of
vague terms. This work unit should not be taken into extremes, by forcing
the PP writer to define every single word. The gehaudience of a set of
security requirements should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above may be presented in groups, classes, roles, types or other
groupings or characterisations that allow easgerstanding.

The evaluator is reminded that these lists and definitions do not have to be
part of the statement of security requirements, but may be placed (in part or
in whole) in different sections. This may be especially applicable if the same
terms @e used in the rest of the PP.

The statement of security requirements shall identify all operations on the
security requirements.

The evalator shall check that the statement of security requirements
identifies all operations on the security requirements.
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The evaluator determines that all operations are identified in each SFR or
SAR where such an operation is used. This includes both cauplet
operations and uncompleted operations. Identification may be achieved by
typographical distinctions, or by explicit identification in the surrounding
text, or by any other distinctive means.

All operations shall be performed correctly.

The evaluatorshall examine the statement of security requirements to
determine that all assignment operations are performed correctly.

Guidance on the coect performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all selection operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all refinement operations are performed correctly.

Guidance on the correperformance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

Each dependency of the security requirements shall either be satisfor
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluatorshall examine the statement of security requirements to
determine that each dependency o€ tbecurity requirements is either
satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one
that is hierarchical to it) within the statent of security requirements. The
component used to satisfy the dependency should, if necessary, be modified
by operations to ensure that it actually satisfies that dependency.
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A justification that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or

b) that the dependency has been addressed by the operational
environment of the TOE, in which case the justification should
describe how the security objectives fbe toperational environment
address this dependency.

The security requirements rationale shall trace each SFR back to the
security objectives for the TOE.

The evaluatoshall checkthat the security requirements rationale traces each
SFR back to the security objectives for the TOE.

The evaluator determines that each SFR is traced back to at least one security
objective for the TOE.

Failure to trace implies that either the security requirements rationale is
incomplete, the security objectives for the TOE are incomplete, or the SFR
has no useful purpose.

The security requirementsationale shall demonstrate that the SFRs meet
all security objectives for the TOE.

The evaluatoshall examinethe security requirements rationale to determine
that for each security objectiverfthe TOE it justifies that the SFRs are
suitable to meet that security objective for the TOE.

If no SFRs trace back to the security objective for the TOE, the evaluator
action related to this work unit is assigned a fail verdict.

The evaluator determingisat the justification for a security objective for the
TOE demonstrates that the SFRs are sufficient: if all SFRs that trace back to
the objective are satisfied, the security objective for the TOE is achieved.

If the SFRs that trace back to a securityeotive for the TOE have any
uncompleted assignments, or uncompleted or restricted selections, the
evaluator determines that for every conceivable completion or combination
of completions of these operations, the security objective is still met.

The evalutor also determines that each SFR that traces back to a security
objective for the TOE is necessary: when the SFR is satisfied, it actually
contributes to achieving the security objective.

Note that the tracings from SFRs to security objectives for the rG#ded
in the security requirements rationale may be a part of the justification, but
do not constitute a justification by themselves.
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APE_REQ.2.8C The security requirements rationale shall explain whyethSARs were
chosen.

APE_REQ212  The evaluatoshall checkthat the security requirements rationale explains
why the SARs were chosen.

305 The evaluator is reminded that any explanation is correct, as longsas it
coherent and neither the SARs nor the explanation have obvious
inconsistencies with the remainder of the PP.

306 An example of an obvious inconsistency between the SARs and the
remainder of the PP would be to have threat agents that are very capable, but
anAVA_VAN SAR that does not protect against these threat agents.

APE_REQ.29C  The statement of security requirements shall be internally consistent.

APE_REQ.213  The evaluatorshall examine the statement of security requirements to
determine that it is internally consistent.

307 The evaluator determines that the combined set of all SFRs and SARS is
internally consistent.

308 The evaluator dermines that on all occasions where different security
requirements apply to the same types of developer evidence, events,
operations, dat a, tests to be perforn

etc., that these requirements do not conflict.
309 Somepossible conflicts are:

a) an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, and another extended
SAR specifying an open source review;

b) FAU_GEN.1 Audit data generati@pecifying thasubject identity is
to be loggedFDP_ACC.1 Subset access conspecifying who has
access to these logs, aR®PR_UNO.1 Unobservabilitgpecifying
that some actions of subjects should be unobservable to other
suhects. If the subject that should not be able to see an activity may
access logs of this activity, these SFRs conflict;

C) FDP_RIP.1 Subset residual information protecti@pecifying
deletion of information no longer needed, aRdP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for the rollback to the previous state has
been deleted, these requirements conflict;

d) Multiple iterations ofFDP_ACC.1 Subset access contespecially
where some iterations cover the same subjects, objects, or operations.
If one access control SFR allows a subject to perform an operation on
an object, while another access control SFR does not allow this, these
requirements conflict.
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Class ASE: Security Target evaluation

Introduction

This Chapter describes the evaluation of an ST. The ST evaluation should be
started prior to any TOE evaluation sattivities since the ST provides the
basis and context to performthese sulactivities. The evaluation
methodology in this section is based on the requirements on the ST as
specified in CC Part 3 clagsSE.

This Chapter should be used in conjunction with AnneXe$8 and C,
Guidance for Operatioria CC Part 1, as these Annexes clarify the concepts
here and provide many examples.

Application notes
Re-using the evaluation results of certified PPs

While evaluating an ST that is based on one or more certified PPs, it may be
possible to rause the fact that these PPs were certified. The potential-for re
use of the result of a certified PP is greater if the ST doesddbthaeats,
OSPs, assumptions, security objectives and/or security requirements to those
of the PP. If the ST contains much more than the certified RiBerenay not

be useful at all.

The evaluator is allowed to-tese the PP evaluation results by doiegain
analyses only partially or not at all if these analyses or parts thereof were
already done as part of the PP evaluation. While doing this, the evaluator
should assume that the analyses in the PP were performed correctly.

An example would be wheredPP contains a set of security requirements,
and these were determined to be internally consistent during the PP
evaluation. If the ST uses the exact same requirements, the consistency
analysis does not have to be repeated during the ST evaluation. SiTthe
adds one or more requirements, or performs operations on these
requirements, the analysis will have to be repeated. However, it may be
possible to save work in this consistency analysis by using the fact that the
original requirements are internally ristent. If the original requirements

are internally consistent, the evaluator only has to determine that:

a) the set of all new and/or changed requirements is internally
consistent, and

b) the set of all new and/or changed requirements is consistent with the
original requirements.

The evaluator notes in the ETR each case where analyses are not done or
only partially done for this reason.
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ST introduction (ASE_INT)
Evaluation of sub-activity (ASE_INT.1)
Objectives

The objective of this subctivity is to detamine whether the ST and the
TOE are correctly identified, whether the TOE is correctly described in a
narrative way at three levels of abstraction (TOE reference, TOE overview
and TOE description), and whether these three descriptions are consistent
with each other.

Input

The evaluation evidence for this sabtivity is:
a) the ST.

Action ASE_INT.1.1E

The ST introduction shall contain an ST reference, BOE reference, a
TOE overview and a TOE description.

The evaluatoshall checkthat the ST introduction contains an ST reference,
a TOE reference, a TOE overview and a TOE description.

The ST reference shall uniquely identify the ST.

The evaluatoshall examinethe ST reference to determine that it uniquely
identifies the ST.

The evaliator determines that the ST reference identifies the ST itself, so that
it may be easily distinguished from other STs, and that it also uniquely

identifies each version of the ST, e.g. by including a version number and/or a
date of publication.

In evaluatons where a CM system is provided, the evaluator may validate
the uniqueness of the reference by checking the configuration list. In the
other cases, the ST should have some referencing system that is capable of
supporting unique references (e.g. useurhbers, letters or dates).

The TOE reference shall identify the TOE.

The evaluatoshall examinethe TOE reference to determine that antifies
the TOE.

The evaluator determines that the TOE reference identifies the TOE, so that
it is clear to which TOE the ST refers, and that it also identifies the version

of the TOE, e.g. by including a version/release/build number, or a date of

release
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The evaluatoishall examinethe TOE reference to determine that it is not
misleading.

If the TOE is related to one or more wkilown products, it is allowed to
reflect this in the TOE reference. tever, this should not be used to
mislead consumers: situations where only a small part of a product is
evaluated, yet the TOE reference does not reflect this, are not allowed.

The TOE overview Igall summarise the usage and major security features
of the TOE.

The evaluatoshall examinethe TOE overview to determine that it describes
the usage and major security features of the TOE.

The TOEoverview should briefly (i.e. several paragraphs) describe the usage
and major security features of the TOE. The TOE overview should enable
potential consumers to quickly determine whether the TOE may be suitable
for their security needs.

The TOE overviewn an ST for a composed TOE should describe the usage
and major security feature of the composed TOE, rather than those of the
individual component TOEs.

The evaluator determines that the overview is clear enough for consumers,
and sufficient to give thema general understanding of the intended usage and
major security features of the TOE.

The TOE overview shall identify the TOE type.
The ewaluatorshall checkthat the TOE overview identifies the TOE type.

The evaluatoshall examinethe TOE overview to determine that the TOE
type is not misleading.

There are situations where the genetahsumer would expect certain
functionality of the TOE because of its TOE type. If this functionality is
absent in the TOE, the evaluator determines that the TOE overview
adequately discusses this absence.

There are also TOEs where the general consumeldvexpect that the TOE
should be able to operate in a certain operational environment because of its
TOE type. If the TOE is unable to operate in such an operational
environment, the evaluator determines that the TOE overview adequately
discusses this.

The TOE overview shall identify any nemOE
hardware/software/firmware required by the TOE.

The evaluatoshall examinethe TOE overview taetermine that it identifies
any nonTOE hardware/software/firmware required by the TOE.
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327

328

ASE_INT.1.7C

ASE_INT.19

329

330

ASE_INT.1.8C

ASE_INT.1-10

331

332

333

10.3.14

ASE_INT.1-11

July 2009

While some TOEs are able to run staidne, other TOEs (notably software
TOESs) need additional hardware, software or firmware to operate. If the TOE
does not requirany hardware, software or firmware, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that the TOE overview identifies any additional
hardware, software and firmware needed by the TOE to operate. This
identfication does not have to be exhaustive, but detailed enough for
potential consumers of the TOE to determine whether their current hardware,
software and firmware support use of the TOE, and, if this is not the case,
which additional hardware, softwareddor firmware is needed.

The TOE description shall describe the physical scope of the TOE.

The evaluatorshall examine the TOE descriptionto determine that it
describes the physical scope of the TOE.

The evaluator determines that the TOE description lists the hardware,
firmware, software and guidance parts that constitute the TOE and describes
them at a level of detail that is sufficient give the reader a general
understanding of those parts.

The evaluator also determines that there is no possible misunderstanding as
to whether any hardware, firmware, software or guidance part is part of the
TOE or not.

The TOE description shall describe the logical scope of the TOE.

The evaluatorshall examine the TOE description to determine that it
describes the logical scope of theE.

The evaluator determines that the TOE description discusses the logical
security features offered by the TOE at a level of detail that is sufficient to
give the reader a general understanding of those features.

The evaluator also determines that thisreo possible misunderstanding as
to whether any logical security feature is offered by the TOE or not.

An ST for a composed TOE may refer out to the description of the logical
scope of the component TOEs, provided in the component TOE STs to
provide themajority of this description for the composed TOE. However, the
evaluator determines that the composed TOE ST clearly discusses which
features of the individual components are not within the composed TOE, and
therefore not a feature of the composed TOE.

Action ASE_INT.1.2E

The evaluatorshall examinethe TOE reference, TOE overview and TOE
description to determine that they are consistent with eaein. oth
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10.4.1.2

335

10.4.1.3

ASE_CCL.1.1C

ASE_CCL.11

336

337

338

Class ASE: Security Target evaluation

Conformance claims (ASE_CCL)
Evaluation of sub-activity (ASE_CCL.1)
Objectives

The objective of this subctivity is to determine the validity of various
conformance claims. These describe how the ST and the TOE conform to the
CC and how the ST confmis to PPs and packages.

Input

The evaluation evidence for this sabtivity is:

a) the ST;

b) the PP(s) that the ST claims conformance to;

C) the package(s) that the ST claims conformance to.
Action ASE_CCL.1.1E

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the ST and the TOE claim
conformance.

The evaluatorshall check that the conformance claim contains a CC
conformance claim that identifies the version of the CC to which the ST and
the TOE claim conformance.

The evaluator determines that the CC conformance claim identifies the
version of tle CC that was used to develop this ST. This should include the
version number of the CC and, unless the International English version of the
CC was used, the language of the version of the CC that was used.

For a composed TOE, the evaluator will considey differences between

the version of the CC claimed for a component and the version of the CC
claimed for the composed TOE. If the versions differ the evaluator will
assess whether the differences between the versions will lead to conflicting
claims.

For instances where the CC conformance claims for the base TOE and
dependent TOE are for different major releases of the CC (e.g. one
component TOE conformance claim is CC v2.x and the other component
TOE conformance claim is CC v3.x), the conformance claim tfe
composed TOE will be the earlier release of the CC, as the CC is developed
with an aim to provide backwards compatibility (although this may not be
achieved in the strictest sense, it is understood to be achieved in principle).
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ASE_CCL.1.2C

ASE_CCL.22

339

340

ASE_CCL.1.3C

ASE_CCL.13

ASE_CCL.1.4C

ASE_CCL.}4

341

342

ASE_CCL.15

343

344

July 2009

The CC conformance claim shall describe the conformance of the ST to
CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.

The evaluatoshall checkthat the CC conformance claim states a claim of
either CC Part 2 conformant or CC Part 2 extended for the ST.

For a composed TOE, the evaluator will consider whether this claim is
consistent not only with the CC Part 2, but also with the claims of
conformance to CC Part 2 by each of the component TOEs. l.e. if one or
more component TOEs claims to be CC Part 2 extended, then the composed
TOE should also claim to be CC Part 2 extended.

The CC conformance claim for the composed TOE may be CC Part 2
extended, een though the component TOEs are Part 2 conformant, in the
event that additional SFRs are claimed for the base TOE (see composed TOE
guidance foASE_CCL.1.6GQ

The CC coriormance claim shall describe the conformance of the ST to
CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.

The evaluatoshall checkthat the CC conformance claim states a claim of
either CC Part 3 conformant or CC Part 3 extended for the ST.

The CC conformance claim shall be consistent with the extended
components definition.

The evaluatorshall examinethe CC conformance claim for CC Part 2 to
determine that it is consistent with the extended components definition.

If the CC conformance claim contains CC Part 2 conformant, the evaluator
determines that the extended gmnents definition does not define
functional components.

If the CC conformance claim contains CC Part 2 extended, the evaluator
determines that the extended components definition defines at least one
extended functional component.

The evaluatorshall examinethe CC conformance claim for CC Part 3 to
determine that it is consistent with the extended components definition.

If the CC conformance claim contains CC Part 3 conformant, the evaluator
determires that the extended components definition does not define
assurance components.

If the CC conformance claim contains CC Part 3 extended, the evaluator
determines that the extended components definition defines at least one
extended assurance component.
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ase_ccL1sc  The conformance claim shall identify all PPs and security requirement
packages to which the ST claims conformance.

ASE_CCL.16 The evaluatoshall ched that the conformance claim contains a PP claim
that identifies all PPs for which the ST claims conformance.

345 If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

346 The evaluator determinethat any referenced PPs are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that PP).

347 The evaluator is reminded that claims of partial conformance to a PP are not
permitted. Therefore, edormance to a PP requiring a composite solution
may be claimed in an ST for a composed TOE. Conformance to such a PP
would not have been possible during the evaluation of the component TOEsS,
as these components would not have satisfied the composedrsolttis is
only possible in the instances where
composition evaluation approach (useA@fO components).

348 The ST for a composed TOE will identify the STs of the component TOEs
from which the composed ST is comprised. The composed TOE is
essentially claiming conformance to the STs of the component TOEs.

ASE_CCL.17 The evaluatorshall checkthat the conformance claim contains a package
claim that idefifies all packages to which the ST claims conformance.

349 If the ST does not claim conformance to a package, this work unit is not
applicable and therefore considered to be satisfied.

350 The evaluator determines that any referenced packages are unambiguously
identified (e.g. by title and version number, or by the identification included
in the introduction of that package).

351 The evaluator determines that the component TOE STs from which the
composed TOE is derived are also unambiguously identified.

352 The evaluatoiis reminded that claims of partial conformance to a package
are not permitted.

Ase_ccLi1.6c  The conformance claim shall describe any conformance of the ST to a
package as either packagmnformant or packageaugmented.

ASE_CCL.18 The evaluatoshall checkthat, for each identified package, the conformance
claim states a claim of either packaggme conformant or packagame
augmented.

353 If the ST does not claim camfmance to a package, this work unit is not
applicable and therefore considered to be satisfied.
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355

ASE_CCL.1.7C

ASE_CCL.19

356

357

358
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If the package conformance claim contains packsgee conformant, the
evaluator determines that:

a) If the package is an assurance package, then the ST calt8ARS
included in the package, but no additional SARSs.

b) If the package is a functional package, then the ST contains all SFRs
included in the package, but no additional SFRs.

If the package conformance claim contains packayee augmented, the
evaludor determines that:

a) If the package is an assurance package then the ST contains all SARs
included in the package, and at least one additional SAR or at least
one SAR that is hierarchical to a SAR in the package.

b) If the package is a functional packadeert the ST contains all SFRs
included in the package, and at least one additional SFR or at least
one SFR that is hierarchical to a SFR in the package.

The conformance claim rationale shall demetrate that the TOE type is
consistent with the TOE type in the PPs for which conformance is being
claimed.

The evaluatoshall examinethe conformance claim rationale to determine
that the TOE typef the TOE is consistent with all TOE types of the PPs.

If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

The relation between the types may be simple: a firewall ST claiming
conformarce to a firewall PP, or more complex: a smart card ST claiming
conformance to a number of PPs at the same time (a PP for the integrated
circuit, a PP for the smart card OS, and two PPs for two applications on the
smart card).

For a composed TOE, the evalawill determine whether the conformance
claim rationale demonstrates that the TOE types of the component TOEs are
consistent with the composed TOE type. This does not mean that both the
component and the composed TOE types have to be the same, huthiatthe

the component TOEs are suitable for integration to provide the composed
TOE. It should be made clear in the composed TOE ST which SFRs are only
included as a result of composition, and were not examined as SFRs in the
base and dependent TOE (e.g.LEEpevaluation.
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ase_ccLisc  The conformance claim rationale shall demonstrate that the statement of
the security problem definition is consistent with the statement of the
security problem definition in thePPs for which conformance is being
claimed.

ase_ccLtio  The evaluatoshall examinethe conformance claim rationale to determine
that it demonstrates that the statement of security problem definition is
corsistent, as defined by the conformance statement of the PP, with the
statements of security problem definition stated in the PPs to which
conformance is being claimed.

359 If the ST does not claim conformance with a PP, this work unit is not
applicable and tirefore considered to be satisfied.

360 If the PP does not have a statement of security problem definition, this work
unit is not applicable and therefore considered to be satisfied.

361 If strict conformance is required by the PP to which conformance is being
claimed no conformance claim rationale is required. Instead, the evaluator
determines whether:

a) the threats in the ST are a superset of or identical to the threats in the
PP to which conformance is being claimed,;

b) the OSPs in the ST are a superset of or idehto the OSPs in the PP
to which conformance is being claimed;

C) the assumptions in the ST are identical to the assumptions in the PP
to which conformance is being claimed;

362 If demonstrable conformance is required by the PP, the evaluator examines
the conbrmance claim rationale to determine that it demonstrates that the
statement of security problem definition of the ST is equivalent or more
restrictive than the statement of security problem definition in the PP to
which conformance is being claimed.

363 Forgui dance on fAequivalent oAnnexiyPR restr
conformance
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364

ASE_CCL.1.9C

ASE_CCL.311

365

366
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For a composed TOE, the evaluator will consider whether the security
problem definition of the composed TOE is consistent with that speaifie

the STs for the component TOEs. This is determined in terms of
demonstrable conformance. In particular, the evaluator examines the
conformance claim rationale to determine that:

a) Threat statements and OSPs in the composed TOE ST do not
contradict thos from the component STs.

b) Any assumptions made in the component STs are upheld in the
composed TOE ST. That is, either the assumption should also be
present in the composed ST, or the assumption should be positively
addressed in the composed ST. The assompnay be positively
addressed through specification of requirements in the composed
TOE to provide functionality fulfilling the concern captured in the
assumption.

The conformance claim ratioale shall demonstrate that the statement of
security objectives is consistent with the statement of security objectives in
the PPs for which conformance is being claimed.

The evaluatoshall examne the conformance claim rationale to determine
that the statement of security objectives is consistent, as defined by the
conformance statement of the PP, with the statement of security objectives in
the PPs to which conformance is being claimed.

If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

If strict conformance is required by the PP, no conformance claim rationale
is required. Instead, the evaluator determines whether:

- The ST catains all security objectives for the TOE of the PP to
which conformance is being claimed. Note that it is allowed for the
ST under evaluation to have additional security objectives for the
TOE;

- The ST contains exactly all security objectives for the atpmral
environment (with one exception in the next bullet). Note that it is
not allowed for the ST under evaluation to have additional security
objectives for the operational environment;

- The ST may specify that certain objectives for the operational

environment in the PP that conformance is being claimed to are
security objectives for the TOE in the ST. This is a valid exception to
the previous bullet.
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367 If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluatexamines the conformance claim rationale to
determine that it demonstrates that the statement of security objectives of the
ST is equivalent or more restrictive than the statement of security objectives
in the PP to which conformance is being claimed.

368 Forgui dance on fiequival ent AmexmoPPe r est
conformance
369 For a composed TOE, the evaluator will consider whether the security

objectives of the composed TOE are consistent with that specifiad BTts

for the component TOEs. This is determined in terms of demonstrable
conformance. In particular, the evaluator examines the conformance claim
rationale to determine that:

a) The statement of security objectives in the dependent TOE ST
relevant to anyT in the operational environment are consistent with
the statement of security objectives for the TOE in the base TOE ST.
It is not expected that the statement of security objectives for the
environment within in the dependent TOE ST will cover all aspects
of the statement of security objectives for the TOE in the base TOE
ST.

b) The statement of security objectives in the composed ST is consistent
with the statements of security objectives in the STs for the
component TOEs.

370 If demonstrable conformance is rega by the PP, the evaluator examines
the conformance claim rationale to determine that it demonstrates that the
statement of security objectives of the ST is at least equivalent to the
statement of security objectives in the PP, or component TOE S€& cate
of a composed TOE ST.

ase_ccL.1.1oc  The conformance claim rationale shall demonstrate that the statement of
security requirements is consistent with the statement of security
requirements in the PP#or which conformance is being claimed.

Ase_ccLi12  The evaluatorshall examinethe ST to determine that it is consistent, as
defined by the conformance statement of the PP, with all security
requirementsn the PPs for which conformance is being claimed.

371 If the ST does not claim conformance to a PP, this work unit is not
applicable and therefore considered to be satisfied.

372 If strict conformance is required by the PP to which conformance is being
claimed, noconformance claim rationale is required. Instead, the evaluator
determines whether the statement of security requirements in the ST is a
superset of or identical to the statement of security requirements in the PP to
which conformance is being claimedr(&irict conformance).
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373

374

375

376
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If demonstrable conformance is required by the PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security requirements of
the ST & equivalent or more restrictive than the statement of security
requirements in the PP to which conformance is being claimed.

For guidance on fAequi val enAnnesD, PmMor e
conformance

For a compsed TOE, the evaluator will consider whether the security
requirements of the composed TOE are consistent with that specified in the
STs for the component TOEs. This is determined in terms of demonstrable
conformance. In particular, the evaluator examirtbe conformance
rationale to determine that:

a) The statement of security requirements in the dependent TOE ST
relevant to any IT in the operational environment is consistent with
the statement of security requirements for the TOE in the base TOE
ST. It isnot expected that the statement of security requirements for
the environment within in the dependent TOE ST will cover all
aspects of the statement of security requirements for the TOE in the
base TOE ST, as some SFRs may need to be added to the statement
of security requirements in the composed TOE ST. However, the
statement of security requirements in the base should support the
operation of the dependent component.

b) The statement of security objectives in the dependent TOE ST
relevant to any IT in the op&tional environment is consistent with
the statement of security requirements for the TOE in the base TOE
ST. It is not expected that the statement of security objectives for the
environment within in the dependent TOE ST will cover all aspects
of the stéement of security requirements for the TOE in the base
TOE ST.

C) The statement of security requirements in the composed is consistent
with the statements of security requirements in the STs for the
component TOEs.

If demonstrable conformance is requiredtbg PP to which conformance is
being claimed, the evaluator examines the conformance claim rationale to
determine that it demonstrates that the statement of security requirements of
the ST is at least equivalent to the statement of security requiremehés in
PP, or component TOE ST in the case of a composed TOE ST.
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379

380

ASE_SPD.1.2C

ASE_SPD.12

381

382

ASE_SPDL.3C

ASE_SPD.13

383

Class ASE: Security Target evaluation

Security problem definition (ASE_SPD)
Evaluation of sub-activity (ASE_SPD.1)
Objectives

The objective of this subctivity is to determine that the security problem
intended to be addressed the TOE and its operational environment is
clearly defined.

Input

The evaluation evidence for this sabtivity is:

a) the ST.

Action ASE_SPD.1.1E

The security problem definition shall describe the threats.

The evaluatoshall checkthat the security problem definition describes the
threats.

If all security objectives are derived from assumptiand/or OSPs only, the
statement of threats need not be present in the ST. In this case, this work unit
is not applicable and therefore considered to be satisfied.

The evaluator determines that the security problem definition describes the
threats that mase countered by the TOE and/or operational environment.

All threats shall be described in terms of a threat agent, an asset, and an
adverse action.

The evaluatorshall examinethe security problem definition to determine
that all threats are described in terms of a threat agent, an asset, and an
adverse action.

If all security objectives are derived from assumptions and/or OSPs only, the
statement of threats need not be present in the ST. In this case, this work unit
is not applicable and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise,
resource, opportunity, and motivation.

The security problem definition shall describe the OSPs.

The evaluatoshall examinethat the security problem definition describes
the OSPs.

If all security objectives are derived from assumptions and threats only,
OSPs need not be present in the ST. In this case, this work unit is not
applicable and therefore considered to be satisfied.
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384

385

ASE_SPD.1.4C

ASE_SPD.#4

386

387

July 2009

The evaluator determines that OSP statements are made shderaoles or
guidelines that must be followed by the TOE and/or its operational
environment.

The evaluator determines that each OSP is explained and/or interpreted in
sufficient detail to make it clearly understandable; a clear presentation of
policy staements is hecessary to permit tracing security objectives to them.

The security problem definition shall describe the assumptions about the
operational environment of the TOE.

The evaluatorshall examinethe security problem definition to determine
that it describes the assumptions about the operational environment of the
TOE.

If there are no assumptions, this work unit is not applicableisatiterefore
considered to be satisfied.

The evaluator determines that each assumption about the operational
environment of the TOE is explained in sufficient detail to enable consumers
to determine that their operational environment matches the assaniptio

the assumptions are not clearly understood, the end result may be that the
TOE is used in an operational environment in which it will not function in a
secure manner.
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393
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Security objectives (ASE_OBJ)
Evaluation of sub-activity (ASE_OBJ.1)
Objectives

The objective of this subctivity is to determine whether the security
objectives for the operational environment are clearly defined.

Input

The evaluation evidence for this sabtivity is:
a) the ST.

Action ASE_OBJ.1.1E

The statement of security objectives shall describe the security objectives
for the operational environment.

The evaluatorshall checkthat the statement of security objectives defines
the security objectives for the operational environment.

The evaluator checks that the security objectives for the operational
environment are identified.

Evaluation of sub-activity (ASE_OBJ.2)
Objectives

The objective of this subctivity is to determine whether the security
objectives adequately and completely address the security problem definition
and that the division of this problem between the TOE and its operational
environment is clearly defed.

Input

The evaluation evidence for this sabtivity is:
a) the ST.

Action ASE_OBJ.2.1E

The statement of security objectives shall describe thmuss objectives
for the TOE and the security objectives for the operational environment.

The evaluatorshall checkthat the statement of security objectives defines
the security objectives for th€ OE and the security objectives for the
operational environment.

The evaluator checks that both categories of security objectives are clearly
identified and separated from the other category.
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The security objectives rationale shall trace each security objective for the
TOE back to threats countered by that security objective and OSPs
enforced by that security objective.

The evaluatorshall check that the security objectives rationale traces all
security objectives for the TOE back to threats countered by the objectives
and/or OSPs enforced by the objectives.

Each security objective for the TOE may trace back to threats or OSPs, or a
combinaton of threats and OSPs, but it must trace back to at least one threat
or OSP.

Failure to trace implies that either the security objectives rationale is
incomplete, the security problem definition is incomplete, or the security
objective for the TOE has ngseful purpose.

The security objectives rationale shall trace each security objective for the
operational environment back to threats countered by that security
objective, OSPs enforced by thaecarity objective, and assumptions
upheld by that security objective.

The evaluatorshall checkthat the security objectives rationale traces the
security objectives for the operational environmeattkoto threats countered

by that security objective, to OSPs enforced by that security objective, and to
assumptions upheld by that security objective.

Each security objective for the operational environment may trace back to
threats, OSPs, assumptions, @r combination of threats, OSPs and/or
assumptions, but it must trace back to at least one threat, OSP or assumption.

Failure to trace implies that either the security objectives rationale is
incomplete, the security problem definition is incomplete, @ sbcurity
objective for the operational environment has no useful purpose.

The security objectives rationale shall demonstrate that the security
objectives counter all threats.

The evaluatosshall examinethe security objectives rationale to determine
that it justifies for each threat that the security objectives are suitable to
counter that threat.

If no security objectives trace back teetthreat, the evaluator action related
to this work unit is assigned a fail verdict.

The evaluator determines that the justification for a threat shows whether the
threat is removed, diminished or mitigated.

The evaluator determines that the justificationa threat demonstrates that
the security objectives are sufficient: if all security objectives that trace back
to the threat are achieved, the threat is removed, sufficiently diminished, or
the effects of the threat are sufficiently mitigated.
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401 Note tha the tracings from security objectives to threats provided in the
security objectives rationale may be part of a justification, but do not
constitute a justification by themselves. Even in the case that a security
objective is merely a statement reflegtithe intent to prevent a particular
threat from being realised, a justification is required, but this justification
may be as mini mal as ASecurity Objecti

402 The evaluator also determines that each security objective tbas track to
a threat is necessary: when the security objective is achieved it actually
contributes to the removal, diminishing or mitigation of that threat.

ASE_OBJ25C  The security objectives rationale shademonstrate that the security
objectives enforce all OSPs.

ASE_OBJ.25 The evaluatosshall examinethe security objectives rationale to determine
that for each OSP it justifies that the security objectivessar@ble to
enforce that OSP.

403 If no security objectives trace back to the OSP, the evaluator action related to
this work unit is assigned a fail verdict.

404 The evaluator determines that the justification for an OSP demonstrates that
the security objectiveare sufficient: if all security objectives that trace back
to that OSP are achieved, the OSP is enforced.

405 The evaluator also determines that each security objective that traces back to
an OSP is necessary: when the security objective is achieved it yactuall
contributes to the enforcement of the OSP.

406 Note that the tracings from security objectives to OSPs provided in the
security objectives rationale may be part of a justification, but do not
constitute a justification by themselves. In the case that aitseabjective is
merely a statement reflecting the intent to enforce a particular OSP, a
justification is required, but this ju
Objective X directly enforces OSP Yo.

ASE_oBJ.2.6C  The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

ASE_OBJ.26 The evaluatosshall examinethe security objectes rationale to determine
that for each assumption for the operational environment it contains an
appropriate justification that the security objectives for the operational
environment are suitable to uphold that assumption.

407 If no security objectives forhe operational environment trace back to the
assumption, the evaluator action related to this work unit is assigned a fail
verdict.

408 The evaluator determines that the justification for an assumption about the

operational environment of the TOE demonstr#tasthe security objectives

are sufficient: if all security objectives for the operational environment that
trace back to that assumption are achieved, the operational environment
upholds the assumption.

PageB0 of 425 Version3.1 July 2009



ClassASE: Security Target evaluation

409

410

July 2009

The evaluator also determines that each securjgcte for the operational
environment that traces back to an assumption about the operational
environment of the TOE is necessary: when the security objective is
achieved it actually contributes to the operational environment upholding the
assumption.

Note that the tracings from security objectives for the operational
environment to assumptions provided in the security objectives rationale may
be a part of a justification, but do not constitute a justification by themselves.
Even in the case that a setyrmbjective of the operational environment is
merely a restatement of an assumption, a justification is required, but this
justification may be as mini mal as
Assumption YOo.
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Extended components definition (ASE_ECD)
Evaluation of sub-activity (ASE_ECD.1)
Objectives

The objective of this subctivity is to determine whether extended
components have been clearly and unambiguously defined, and whether they
are necessary, i.e. they may not be clearly expressed usinggexi§iPart 2

or CC Part 3 components.

Input

The evaluation evidence for this sabtivity is:
a) the ST.

Action ASE_ECD.1.1E

The statement of securitsequirements shall identify all extended security
requirements.

The evaluatoshall checkthat all security requirements in the statement of
security requirements that are not identified as extemdgdirements are
present in CC Part 2 or in CC Part 3.

The extended components definition shall define an extended component
for each extended security requirement.

The evaluatoshall checkthat the extended components definition defines
an extended component for each extended security requirement.

If the ST does not contain extended security requirements, this work unit is
not applicableand therefore considered to be satisfied.

A single extended component may be used to define multiple iterations of an
extended security requirement, it is not necessary to repeat this definition for
each iteration.

The extended components definition shall describe how each extended
component is related to the existing CC components, families, and classes.

The evaluatorshall examine the extemded components definition to
determine that it describes how each extended component fits into the
existing CC components, families, and classes.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore stered to be satisfied.
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The evaluator determines that each extended component is either:
a) a member of an existing CC Part 2 or CC Part 3 family, or
b) a member of a new family defined in the ST.

If the extended component is a member of an existing CC Pai€Z Part 3
family, the evaluator determines that the extended components definition
adequately describes why the extended component should be a member of
that family and how it relates to other components of that family.

If the extended component is e&mber of a new family defined in the ST,
the evaluator confirms that the extended component is not appropriate for an
existing family.

If the ST defines new families, the evaluator determines that each new family
is either:

a) a member of an existing CC Paror CC Part 3 class, or
b) a member of a new class defined in the ST.

If the family is a member of an existing CC Part 2 or CC Part 3 class, the
evaluator determines that the extended components definition adequately
describes why the family should be a nimof that class and how it relates

to other families in that class.

If the family is a member of a new class defined in the ST, the evaluator
confirms that the family is not appropriate for an existing class.

The evaluatorshall examine the extended components definition to
determine that each definition of an extended component identifies all
applicable dependencies of that component.

If the ST does not contain extended security requirements, trls umit is
not applicable and therefore considered to be satisfied.

The evaluator confirms that no applicable dependencies have been
overlooked by the ST author.

The extended components defimh shall use the existing CC components,
families, classes, and methodology as a model for presentation.

The evaluatorshall examine the extended components definition to
determine that each extendedctional component uses the existing CC Part
2 components as a model for presentation.

If the ST does not contain extended SFRs, this work unit is not applicable
and therefore considered to be satisfied.

The evaluator determines that the extended fanati component is
consistent with CC Part 2 Secti@rl.3, Component structure
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If the extended functional component uses operations, the evaluator
determines that the extended functional component is consistent with CC
Partl Sectior8.1, Operations

If the extended functional component is hierarchical to an existing functional
component, the evaluator determines that the extended functional component
is consistent with CC Part 2 Sectiér2.1, Component changes highlighting

The evaluatorshall examine the extended components definition to
determine that each definition of a new functional faraibes the existing
CC functional families as a model for presentation.

If the ST does not define new functional families, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new functional families defined
consistent with CC Part 2 Secti@ri.2, Family structute

The evaluatorshall examine the extended components definition to
determine that each definition of aw functional class uses the existing CC
functional classes as a model for presentation.

If the ST does not define new functional classes, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new fiimetal classes are defined
consistent with CC Part 2 Secti@ri.1, Class structure

The evaluatorshall examine the extended components ddéfon to
determine that each definition of an extended assurance component uses the
existing CC Part 3 components as a model for presentation.

If the ST does not contain extended SARs, this work unit is not applicable
and therefore considered to be satidfi

The evaluator determines that the extended assurance component definition
is consistent with CC Part 3 Sectiéri.3, Assurance component structure

If the extended assurance component uses operations, theatewalu
determines that the extended assurance component is consistent with CC Part
1 Sectior8.1, Operations

If the extended assurance component is hierarchical to an existing assurance
component, the evaluator determinest tthe extended assurance component
is consistent with CC Part 3 Sectiéri.3, Assurance component structure

The evaluatorshall examine the extended componts definition to
determine that, for each defined extended assurance component, applicable
methodology has been provided.

If the ST does not contain extended SARs, this work unit is not applicable
and therefore considered to be satisfied.
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The evaluator dermines that, for each evaluator action element of each
extended SAR, one or more work units are provided and that successfully
performing all work units for a given evaluator action element will
demonstrate that the element has been achieved.

The evaluatorshall examine the extended components definition to
determine that each definition of a new assurance family uses the existing
CC assurance families as a model for presentation.

If the ST doesnot define new assurance families, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new assurance families are defined
consistent with CC Part 3 Secti@ril2, Assurance family structure

The evaluatorshall examine the extended components definition to
determine that each definition of a new assurance class uses the existing CC
assurance classes asmadel for presentation.

If the ST does not define new assurance classes, this work unit is not
applicable and therefore considered to be satisfied.

The evaluator determines that all new assurance classes are defined
consistent with CC Part 3 Secti@rl.1, Assurance class structure

The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elésnesn
be demonstrated.

The evaluatorshall examine the extended components definition to
determine that each element in each extended component is measurable and
states objective evaluation regments, such that conformance or
nonconformance can be demonstrated.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator determines that elements of extemgectional components
are stated in such a way that they are testable, and traceable through the
appropriate TSF representations.

The evaluator also determines that elements of extended assurance
components avoid the need for subjective evaluator judgement

The evaluator is reminded that whilst being measurable and objective is
appropriate for all evaluation criteria, it is acknowledged that no formal
method exists to prove such properties. Therefore the existing CC functional
and assurance components arédoé used as a model for determining what
constitutes conformance with this requirement.
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Action ASE_ECD.1.2E

The evaluatorshall examine the extendedcomponents definition to
determine that each extended component can not be clearly expressed using
existing components.

If the ST does not contain extended security requirements, this work unit is
not applicable and therefore considered to be satisfied.

The evaluator should take components from CC Part 2 and CC Part 3, other
extended components that have been defined in the ST, combinations of
these components, and possible operations on these components into account
when making this determination.

The evaliator is reminded that the role of this work unit is to preclude
unnecessary duplication of components, that is, components that may be
clearly expressed by using other components. The evaluator should not
undertake an exhaustive search of all possiblebawations of components
including operations in an attempt to find a way to express the extended
component by using existing components.
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Security requirements (ASE_REQ)
Evaluation of sub-activity (ASE_REQ.1)
Objectives

The objective of this subctivity is to determine whether the SFRs and
SARs are clear, unambiguous and vekdfined and whether they are
internally consistent.

Input

The evaluation evidence for this sabtivity is:
a) the ST.

Action ASE_REQ.1.1E

The statement of security requirements shall describe the SFRs and the
SARs.

The evaluatorshall check that the statement of security t@egments
describes the SFRs.

The evaluator determines that each SFR is identified by one of the following
means:

a) by reference to an individual component in CC Part 2;

b) by reference to an extended component in the extended components
definition of the ST,;

C) by reference to a PP that the ST claims to be conformant with;

d) by reference to a security requirements package that the ST claims to
be conformant with;

e) by reproduction in the ST.
It is not required to use the same means of identification for all SFRs.

The evaluatorshall check that the statement of security requirements
describes the SARs.

The evaluator determines that each SAR is identified by one of the following
means:

a) by reference to an indidual component in CC Part 3;

b) by reference to an extended component in the extended components
definition of the ST,;

C) by reference to a PP that the ST claims to be conformant with;
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d) by reference to a security requirements package that the ST claims to
beconformant with;

e) by reproduction in the ST.
It is not required to use the same means of identification for all SARSs.

All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The evaluatoshall examinethe ST to determine that all subjects, objects,
operations, security attributes, external entities atfier terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the ST defines all:
- (types of) subjects and objects that are used in the SFRs;

- (types of) security attributes of subjects, users, objects, information,
sessios and/or resources, possible values that these attributes may
take and any relations between these values (e.g. top_secret is
Ahi ghero than secret);

- (types of) operations that are used in the SFRs, including the effects
of these operations;

- (types of) extenal entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, if these terms are not immediately clear, or
are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFR$ @ARs are well
defined and that no misunderstanding may occur due to the introduction of
vague terms. This work unit should not be taken into extremes, by forcing
the ST writer to define every single word. The general audience of a set of
security requireents should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above may be presented in groups, classes, roles, types or other
groupings or characterisations that allow easy understanding.

The evaluator is reminddtiat these lists and definitions do not have to be
part of the statement of security requirements, but may be placed (in part or
in whole) in different sections. This may be especially applicable if the same
terms are used in the rest of the ST.
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The statement of security requirements shall identify all operations on the
security requirements.

The evaluatorshall check that the statement o$ecurity requirements
identifies all operations on the security requirements.

The evaluator determines that all operations are identified in each SFR or
SAR where such an operation is used. Identification may be achieved by
typographical distinctions, orybexplicit identification in the surrounding
text, or by any other distinctive means.

All operations shall be performed correctly.

The evéuator shall examine the statement of security requirements to
determine that all assignment operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of agjens may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all seléon operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evalutor shall examine the statement of security requirements to
determine that all refinement operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

Each dependency of the security requirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluatorshall examine the statement of security requirements to
determine that each dependency of the security requirements is either
satisfied, or that a security requirements rationale is provided whitfiejsis

the dependency not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one
that is hierarchical to it) within the statement of security requirements. The
component used to satisfy the dependency should, if segede modified

by operations to ensure that it actually satisfies that dependency.
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465 A justification that a dependency is not met should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or

b) that the dependency has been addressed by the operational
environment of the TOE, in which case the justification should
describe how the security objectives for the operational environment
address this dependency.

ASE_REQ.1.6C  The statement of security requirements shall be internally consistent.

AsE_REQ.110  The evaluatorshall examine the statement of security requirements to
determine that it is internallgonsistent.

466 The evaluator determines that the combined set of all SFRs and SARS is
internally consistent.

467 The evaluator determines that on all occasions where different security
requirements apply to the same types of developer evidence, events,
operations dat a, tests to be performed etc
etc., that these requirements do not conflict.

468 Some possible conflicts are:

a) an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, andtlzr extended
SAR specifying an open source review;

b) FAU_GEN.1 Audit data generati@pecifying that subject identity is
to be loggedFDP_ACC.1 Subset access conspkcifying who has
access to these logs, afPR_UNO.1 Unobservabilitgpecifying
that some actions of subjects should be unobservable to other
subjects. If the subject that should not be able to see an activity may
access logs of this activity, these SFRs conflict;

C) FDP_RIP.1 Subset residual information protecti@pecifying
deletion of information no longer needed, aRDP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for thellback to the previous state has
been deleted, these requirements conflict;

d) Multiple iterations of FDP_ACC.1 Subset access contegpecially
where some iterations cover the same subjects, objects, or operations.
If one access cortdl SFR allows a subject to perform an operation on
an object, while another access control SFR does not allow this, these
requirements conflict.
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10.8.2 Evaluation of sub-activity (ASE_REQ.2)
10.8.2.1 Objectives

469 The objective of this subctivity is to determine whethehé SFRs and
SARs are clear, unambiguous and vekdfined, whether they are internally
consistent, and whether the SFRs meet the security objectives of the TOE.

10.8.2.2 Input

470 The evaluation evidence for this sabtivity is:
a) the ST.

10.8.2.3 Action ASE_REQ.2.1E

Ase_REQ.2.1c  The statement of security requirements shall describe the SFRs and the
SARs.

ASE_REQ.21 The evaluatorshall check that the statement of security requirements
describes the SFRs.

471 The evaluator determines that each SFRs is identified by one of the
following means:

a) by reference to an individual component in CC Part 2;

b) by reference to an extended component in the drtticomponents
definition of the ST,;

C) by reference to an individual component in a PP that the ST claims to
be conformant with;

d) by reference to an individual component in a security requirements
package that the ST claims to be conformant with;

e) by reprodiction in the ST.
472 It is not required to use the same means of identification for all SFRs.

ASE_REQ.22 The evaluatorshall check that the statement of security requirements
describes the SARs.

473 The evaluator deterines that all SARs are identified by one of the following
means:

a) by reference to an individual component in CC Part 3;

b) by reference to an extended component in the extended components
definition of the ST;

C) by reference to an individual component inRtRat the ST claims to
be conformant with;
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d) by reference to an individual component in a security requirements
package that the ST claims to be conformant with;

e) by reproduction in the ST.
It is not required to use the same means of identification f&AdRs.

All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The evaluatoshall examinethe ST to determine that all subjects, objects,
operations, security attributes, external entities and other terms that are used
in the SFRs and the SARs are defined.

The evaluator determines that the ST defalks
- (types of) subjects and objects that are used in the SFRs;

- (types of) security attributes of subjects, users, objects, information,
sessions and/or resources, possible values that these attributes may
take and any relations between these values (em.secret is
Ahi ghero than secret);

- (types of) operations that are used in the SFRs, including the effects
of these operations;

- (types of) external entities in the SFRs;

- other terms that are introduced in the SFRs and/or SARs by
completing operations, ithese terms are not immediately clear, or
are used outside their dictionary definition.

The goal of this work unit is to ensure that the SFRs and SARs are well
defined and that no misunderstanding may occur due to the introduction of
vague terms. This whrunit should not be taken into extremes, by forcing

the ST writer to define every single word. The general audience of a set of
security requirements should be assumed to have a reasonable knowledge of
IT, security and Common Criteria.

All of the above mwg be presented in groups, classes, roles, types or other
groupings or characterisations that allow easy understanding.

The evaluator is reminded that these lists and definitions do not have to be
part of the statement of security requirements, but maydaweg (in part or

in whole) in different sections. This may be especially applicable if the same
terms are used in the rest of the ST.

The statement of security requirements shall identify alleogtions on the
security requirements.

The evaluatorshall check that the statement of security requirements
identifies all operations on the security requirements.
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The evaluator determines that afperations are identified in each SFR or
SAR where such an operation is used. Identification may be achieved by
typographical distinctions, or by explicit identification in the surrounding
text, or by any other distinctive means.

All operations shall be performed correctly.

The evaluatorshall examine the statement of security requirements to
determine that all assignment operations areopaed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the satement of security requirements to
determine that all iteration operations are performed correctly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all selection operations are performed correctly.

Guidance on the correct performance of operations may be found inr€C Pa
1 AnnexC, Guidance for Operations

The evaluatorshall examine the statement of security requirements to
determine that all refinement operations are peréarcorrectly.

Guidance on the correct performance of operations may be found in CC Part
1 AnnexC, Guidance for Operations

Each dependency of the securitgquirements shall either be satisfied, or
the security requirements rationale shall justify the dependency not being
satisfied.

The evaluatorshall examine the statement of security requirements to
determine that each dependency of the security requirements is either
satisfied, or that the security requirements rationale justifies the dependency
not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one
that ishierarchical to it) within the statement of security requirements. The
component used to satisfy the dependency should, if necessary, be modified
by operations to ensure that it actually satisfies that dependency.
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A justification that a dependency is moet should address either:

a) why the dependency is not necessary or useful, in which case no
further information is required; or

b) that the dependency has been addressed by the operational
environment of the TOE, in which case the justification should
descrbe how the security objectives for the operational environment
address this dependency.

The security requirements rationale shall trace each SFR back to the
security objectives for the TOE.

The evaluatoshall checkthat the security requirements rationale traces each
SFR back to the security objectives for the TOE.

The evaluator determines that each SFR is traced back to at leastong/s
objective for the TOE.

Failure to trace implies that either the security requirements rationale is
incomplete, the security objectives for the TOE are incomplete, or the SFR
has no useful purpose.

The security requirements rationale shall demonstrate that the SFRs meet
all security objectives for the TOE.

The evaluatoshall examinethe security requirements rationale to deteemin
that for each security objective for the TOE it demonstrates that the SFRs are
suitable to meet that security objective for the TOE.

If no SFRs trace back to the security objective for the TOE, the evaluator
action related to this work unit is assignef@iaverdict.

The evaluator determines that the justification for a security objective for the
TOE demonstrates that the SFRs are sufficient: if all SFRs that trace back to
the objective are satisfied, the security objective for the TOE is achieved.

The evaluator also determines that each SFR that traces back to a security
objective for the TOE is necessary: when the SFR is satisfied, it actually
contributes to achieving the security objective.

Note that the tracings from SFRs to security objectives ®TAE provided
in the security requirements rationale may be a part of the justification, but
do not constitute a justification by themselves.
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ASE_REQ2.8C The security requirements rationale shall explainhy the SARs were
chosen.

Ase_REQ212  The evaluatoshall checkthat the security requirements rationale explains
why the SARs were chosen.

492 The evaluator is reminded that any explanation is correct, as biigia
coherent and neither the SARs nor the explanation have obvious
inconsistencies with the remainder of the ST.

493 An example of an obvious inconsistency between the SARs and the
remainder of the ST would be to have threat agents that are very cap#ble, b
anAVA_VAN SAR that does not protect against these threat agents.

ASE_REQ.29Cc  The statement of security requirements shall be internally consistent.

AsE_REQ.213  The evaluatorshall examine the statement of security requirements to
determine that it is internally consistent.

494 The evaluator determines that the combined set of all SFRs and SARS is
internally consistent.

495 The evaluair determines that on all occasions where different security
requirements apply to the same types of developer evidence, events,
operations, dat a, tests to be perforn
etc., that these requirements do not conflict.

496 Some possible conflicts are:

a) an extended SAR specifying that the design of a certain
cryptographic algorithm is to be kept secret, and another extended
assurance requirement specifying an open source review;

b) FAU_GEN.1 Audit data generati@pecifying that subject identity is
to be loggedFDP_ACC.1 Subset access conspecifying who has
access to these logs, aR®PR_UNO.1 Unobservabilitgpecifying
that some actions of subjects should beohservable to other
subjects. If the subject that should not be able to see an activity may
access logs of this activity, these SFRs conflict;

C) FDP_RIP.1 Subset residual information protecti@pecifying
deletion of information no loreg needed, anéFDP_ROL.1 Basic
rollback specifying that a TOE may return to a previous state. If the
information that is needed for the rollback to the previous state has
been deleted, these requirements conflict;

d) Multiple iterationsof FDP_ACC.1 Subset access contespecially
where some iterations cover the same subjects, objects, or operations.
If one access control SFR allows a subject to perform an operation on
an object, while another access control SFR doésillow this, these
requirements conflict.
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TOE summary specification (ASE_TSS)
Evaluation of sub-activity (ASE_TSS.1)
Objectives

The objective of this subctivity is to determine whether the TOE summary
specification addresses all SFRs, and whethee TOE summary
specification is consistent with other narrative descriptions of the TOE.

Input

The evaluation evidence for this sabtivity is:
a) the ST.

Action ASE_TSS.1.1E

The TOE summary specification shall describe how the TOE meets each
SFR.

The evaluatosshall examinethe TOE summary specification to determine
that it describes how the TOfeets each SFR.

The evaluator determines that the TOE summary specification provides, for
each SFR from the statement of security requirements, a description on how
that SFR is met.

The evaluator is reminded that the objective of each description ism@r
potential consumers of the TOE with a highel view of how the developer
intends to satisfy each SFR and that the descriptions therefore should not be
overly detailed. Often several SFRs will be implemented in one context; for
instance a passwordit@entication mechanism may implemé&mf_UAU.1,
FIA_SOS.landFIA_UID.1. Therefore usually the TSS will not consist of a
long list with texts for each singISFR, but complete groups of SFRs may be
covered by one text passage.

For a composed TOE, the evaluator also determines that it is clear which
component provides each SFR or how the components combine to meet each
SFR.

Action ASE_TSS.1.2E

The evaluatoishall examinethe TOE summary specification to determine
that it is consistent with the TOE overview and the TOE description.

The TOE overview, TOE descriph, and TOE summary specification
describe the TOE in a narrative form at increasing levels of detail. These
descriptions therefore need to be consistent.
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Evaluation of sub-activity (ASE_TSS.2)
Objectives

The objective of this subctivity is to determinavhether the TOE summary
specification addresses all SFRs, whether the TOE summary specification
addresses interference, logical tampering and bypass, and whether the TOE
summary specification is consistent with other narrative descriptions of the
TOE.

Input

The evaluation evidence for this sabtivity is:
a) the ST.

Action ASE_TSS.2.1E

The TOE summary specification shall describe how the TOE meet$ eac
SFR.

The evaluatosshall examinethe TOE summary specification to determine
that it describes how the TOE meets each SFR.

The evaluator determines that the TOE summary specification provides, for
each SFR from the statement of security requirements, a description on how
that SFR is met.

The evaluator is reminded that the objective of each description is to provide
potential consumers of the TOE with a highel view of how the developer
intends tosatisfy each SFR and that the descriptions therefore should not be
overly detailed. Often several SFRs will be implemented in one context; for
instance a password authentication mechanism may impldrent/AU.1,
FIA_SOS.landFIA_UID.1. Therefore usually the TSS will not consist of a
long list with texts for each single SFR, but complete groups of SFRs may be
covered by one text passage.

For a composed TOEhée evaluator also determines that it is clear which
component provides each SFR or how the components combine to meet each
SFR.

The TOE summary specification shall describe how the TOE protestslfi
against interference and logical tampering.

The evaluatosshall examinethe TOE summary specification to determine
that it describes how the TOE protects itself against interference and logical
tampering.

The evaluator is reminded that the objective of each description is to provide
potential consumers of the TOE with a higliel view of how the developer
intends to provide protection against interference and logical tampering and
that the degtptions therefore should not be overly detailed.
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ASE_TSS.24

512

Class ASE: Security Target evaluation

For a composed TOE, the evaluator also determines that it is clear which
component provides the protection or how the components combine to
provide protection.

The TOE summary specification shall describe how the TOE protects itself
against bypass.

The evaluatosshall examinethe TOE summary specification to determine
that it describes how ¢hTOE protects itself against bypass.

The evaluator is reminded that the objective of each description is to provide
potential consumers of the TOE with a higliel view of how the developer
intends to provide protection against bypass and that the plestsi
therefore should not be overly detailed.

For a composed TOE, the evaluator also determines that it is clear which
component provides the protection or how the components combine to
provide protection.

Action ASE_TSS.2.2E

The evaluatosshall examinethe TOE summary specification to determine
that it is consistent with the TOE overview and the TOE description.

The TOE overview, TOE description, and TGiEmmary specification
describe the TOE in a narrative form at increasing levels of detail. These
descriptions therefore need to be consistent.
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Class ADV:. Development

Introduction

The purpose of the development activity is to assess the design
documentatio in terms of its adequacy to understand how the TSF meets the
SFRs and how the implementation of these SFRs cannot be tampered with or
bypassed. This understanding is achieved through examination of
increasingly refined descriptions of the TSF design dwmtation. Design
documentation consists of a functional specification (which describes the
interfaces of the TSF), a TOE design description (which describes the
architecture of the TSF in terms of how it works in order to perform the
functions related tothe SFRs being claimed), and an implementation
description (a source code level description). In addition, there is a security
architecture description (which describes the architectural properties of the
TSF to explain how its security enforcement canbetcompromised or
bypassed), an internals description (which describes how the TSF was
constructed in a manner that encourages understandability), and a security
policy model (which formally describes the security policies enforced by the
TSF).

Application notes

The CC requirements for design documentation are levelled by the amount,
and detail of information provided, and the degree of formality of the
presentation of the information. At lower levels, the most secaritigal
portions of the TSF are de#zed with the most detail, while less security
critical portions of the TSF are merely summarised; added assurance is
gained by increasing the amount of information about the most security
critical portions of the TSF, and increasing the details aboués#isesecurity
critical portions. The most assurance is achieved when thorough details and
information of all portions are provided.

The CC considers a document's degree of formality (that is, whether it is
informal or semiformal) to be hierarchical. Arfonmal document is one that

is expressed in a natural language. The methodology does not dictate the
specific language that must be used; that issue is left for the scheme. The
following paragraphs differentiate the contents of the different informal
docunents.
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516 A functional specification provides a description of the purpose and method
of-use of interfaces to the TSF. For example, if an operating system presents
the user with a means of sélentification, of creating files, of modifying or
deleting files of setting permissions defining what other users may access
files, and of communicating with remote machines, its functional
specification would contain descriptions of each of these and how they are
realised through interactions with the externallsible interfaces to the TSF.

If there is also audit functionality that detects and record the occurrences of
such events, descriptions of this audit functionality would also be expected to
be part of the functional specification; while this functionalityeishnically

not directly invoked by the user at the external interface, it certainly is
affected by what occurs at the user's external interface.

517 A design description is expressed in terms of logical divisions (subsystems
or modules) that each provide angarehensible service or function. For
example, a firewall might be composed of subsystems that deal with packet
filtering, with remote administration, with auditing, and with conneetion
level filtering. The design description of the firewall would desctibe
actions that are taken, in terms of what actions each subsystem takes when an
incoming packet arrives at the firewall.
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Security Architecture (ADV_ARC)
Evaluation of sub-activity (ADV_ARC.1)
Objectives

The objective of this subctivity is to determia whether the TSF is
structured such that it cannot be tampered with or bypassed, and whether
TSFs that provide security domains isolate those domains from each other.

Input

The evaluation evidence for this sabtivity is:

a) the ST;

b) the functional specidiation;

C) the TOE design;

d) the security architecture description;

e) the implementation representation (if available);
f) the operational user guidance;

Application notes

The notions of selprotection, domain separation, and fixypassability are
distinct fran security functionality expressed in Part 2 SFRs because self
protection and notypassability largely have no directly observable
interface at the TSF. Rather, they are properties of the TSF that are achieved
through the design of the TOE, and enforcgdt®e correct implementation

of that design. Also, the evaluation of these properties is less stiaiglaird

than the evaluation of mechanisms; it is more difficult to check for the
absence of functionality than for its presence. However, the deteromnati
that these properties are being satisfied is just as critical as the determination
that the mechanisms are properly implemented.

The overall approach used is that the developer provides a TSF that meets
the abovementioned properties, and provides ewmcke (in the form of
documentation) that can be analysed to show that the properties are indeed
met. The evaluator has the responsibility for looking at the evidence and,
coupled with other evidence delivered for the TOE, determining that the
properties areachieved. The work units can be characterised as those
detailing with what information has to be provided, and those dealing with
the actual analysis the evaluator performs.
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The security architecture description describes how domains are defined and
how the TSF keeps them separate. It describes what prevents untrusted
processes from getting to the TSF and modifying it. It describes what ensures
that all resources under the TSF's control are adequately protected and that
all actions related to the SFRs anediated by the TSF. It explains any role

the environment plays in any of these (e.g. presuming it gets correctly
invoked by its underlying environment, how is its security functionality
invoked?). In short, it explains how the TOE is considered to béading

any kind ofsecurityservice.

The analyses the evaluator performs must be done in the context of all of the
development evidence provided for the TOE, at the level of detail the
evidence is provided. At lower assurance levels there should not be the
expectation that, for example, TSF saibtection is completely analysed,
because only higlevel design representations will be available. The
evaluator also needs to be sure to use information gleaned from other
portions of their analysis (e.g., anatysf the TOE design) in making their
assessments for the properties being examined in the following work units.

Action ADV_ARC.1.1E

The security arbitecture description shall be at a level of detail
commensurate with the description of the SkdRforcing abstractions
described in the TOE design document.

The evaluatorshall examine the security architecture description to
determine that the information provided in the evidence is presented at a
level of detail commensurate with the descriptions of the -&mRgrcing
abstractions contained in the functional specification and TOE design
document.

With respect to the functional specification, the evaluator should ensure that
the selfprotection functionality described cover those effects that are evident
at the TSFI. Such a description might include protection placed upon the
executable images of tHESF, and protection placed on objects (e.g., files
used by the TSF). The evaluator ensures that the functionality that might be
invoked through the TSFI is described.

If Evaluation of sukactivity (ADV_TDS.1) or Evaluation of sukactivity
(ADV_TDS.2) is included, the evaluator ensures the security architecture
description contains information on how any subsystems that contribute to
TSF domain separation work.

If Evaluation of sukactivity (ADV_TDS.3) or higher is available, the
evaluator ensures that the security architecture description also contains
implementatiordependent information. For example, such a description
might contain information pertaining to coding conventions for parameter
checking that would prevent TSF compromises (e.g. buffer overflows), and
information on stack management for call and return operations. The
evaluator checks the descriptions of the mechanisms to ensure that the level
of detail is such that there is little &rguity between the description in the
security architecture description and the implementation representation.
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The evaluator action related to this work unit is assigned a fail verdict if the

security architecture description mentions any module, sulbsysts

interface that is not described in the functional specification or TOE design

document.

The security architecture description shall describe the security domains
maintained by the TSF constently with the SFRs.

The evaluatorshall examine the security architecture description to
determine that it describes the security domains maintained by the TSF.

Security domains refer to environnie supplied by the TSF for use by

potentiallyharmful entities; for example, a typical secure operating system

supplies a set of resources (address spaceprpeess environment

variables) for use by processes with limited access rights and security
properties. The evaluator determines that the developer's description of the

security domains takes into account all of the SFRs claimed by the TOE.

For some TOEs such domains do not exist because all of the interactions

available to users are severely conegd by the TSF. A packdilter
firewall is an example of such a TOE. Users on the LAN or WAN do not

interact with the TOE, so there need be no security domains; there are only
data structures maintained by the TSF to keep the users' packets separated.
The evaluator ensures that any claim that there are no domains is supported

by the evidence and that no such domains are, in fact, available.

The security architecture description shall describe vhothe TSF

initialisation process is secure.

The evaluatorshall examine the security architecture description to
determine that the initialisation process preserves security.

The information providedh the security architecture description relating to

TSF initialisation is directed at the TOE components that are involved in
bringing the TSF into an initial secure state (i.e. when all parts of the TSF are

operational) when powan or a reset is appll. This discussion in the
list the system initialisation

security architecture description should

components and
state to the initial secure state.

t he

processing

t hat

It is often the case that the components thefopm this initialisation

function are not accessible after the secure state is achieved; if this is the case
then the security architecture description identifies the components and

explains how they are not reachable by untrusted entities after th@asSF

been established. In this respect, the property that needs to be preserved is
that these components either 1) cannot be accessed by untrusted entities after
the secure state is achieved, or 2) if they provide interfaces to untrusted

entities, these TSEannot be used to tamper with the TSF.
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532 The TOE components related to TSF initialisation, then, are treated
themselves as part of the TSF, and analysed from that perspective. It should
be noted that even though these are treated as part of the T3kelyighat
a justification (as allowed bySF internals (ADV_INT) can be made that
they do not have to meet the internal structuring requiremeAS\sf INT .

ADV_ARC.1.4c  The security architecture description shall demonstrate that the TSF
protects itself from tampering.

ADV_ARC.1-4  The evaluatorshall examine the security architecture description to
determine thiit contains information sufficient to support a determination
that the TSF is able to protect itself from tampering by untrusted active
entities.

533 OSelrfotectiono refers to the ability
manipulation from external entigethat may result in changes to the TSF.
For TOEs that have dependencies on other IT entities, it is often the case that
the TOE uses services supplied by the other IT entities in order to perform its
functions. In such cases, the TSF alone does not prisetf because it
depends on the other IT entities to provide some of the protection. For the
purposes of the security architecture description, the notiealfrotection
applies only to the services provided by the TSF through its TSFI, and not to
services provided by underlying IT entities that it uses.

534 Selfprotection is typically achieved by a variety of means, ranging from
physical and logical restrictions on access to the TOE; to hardvase
means (e.g. fexecuti on rfincignality); tand mem

softwarebased means (e.g. boundary checking of inputs on a trusted server).
The evaluator determines that all such mechanisms are described.

535 The evaluator determines that the design description covers how user input is
handled by the $F in such a way that the TSF does not subject itself to
being corrupted by that user input. For example, the TSF might implement
the notion of privilege and protect itself by using privilegedde routines to
handle user input. The TSF might make use rotg@ssoibased separation
mechanisms such as privilege levels or rings. The TSF might implement
software protection constructs or coding conventions that contribute to
implementing separation of software domains, perhaps by delineating user
address spacedm system address space. And the TSF might have reliance
its environment to provide some support to the protection of the TSF.

536 All of the mechanisms contributing to the domain separation functions are
described. The evaluator should use knowledge ganoed dther evidence
(functional specification, TOE design, TSF internals description, other parts
of the security architecture description, or implementation representation, as
included in the assurance package for the TOE) in determining if any
functionalty contributing to selprotection was described that is not present
in the security architecture description.
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Accuracy of the description of the sglfotection mechanisms is the property
that the description faithfully describes what is implemented. eMaduator
should use other evidence (functional specification, TOE design, TSF
Internals documentation, other parts of the security architecture description,
implementation representation, as included in the ST for the TOE) in
determining whether thereediscrepancies in any descriptions of the-self
protection mechanisms. limplementationrepresentation (ADV_IMP)s
included in the assurance package for the TOE, the evaluator will choose a
sample of the implementation representatitme evaluator should also
ensure that the descriptions are accurate for the sample chosen. If an
evaluator cannot understand how a certainm@lfection mechanism works

or could work in the system architecture, it may be the case that the
description inot accurate.

The security architecture description shall demonstrate that the TSF
prevents bypass of the SF&hforcing functionality.

The evaluator shall examine the security architecture description to
determine that it presents an analysis that adequately describes how the SFR
enforcing mechanisms cannot be bypassed.

Non-bypassability is a property that the security functionality of t8& Tas
specified by the SFRs) is always invoked. For example, if access control to
files is specified as a capability of the TSF via an SFR, there must be no
interfaces through which files can be accessed without invoking the TSF's
access control mechanisfauch as an interface through which a raw disk
access takes place).

Describing how the TSF mechanisms cannot be bypassed generally requires
a systematic argument based on the TSF and the TSFIs. The description of
how the TSF works (contained in the desagtomposition evidence, such

as the functional specification, TOE design documentati@ing with the
information in the TSS provides the background necessary for the evaluator
to understand what resources are being protected and what securityrfsincti
are being provided. The functional specification provides descriptions of the
TSFls through which the resources/functions are accessed.

The evaluator assesses the description provided (and other information
provided by the developer, such as the fumal specification) to ensure that

no available interface can be used to bypass the TSF. This means that every
available interface must be either unrelated to the SFRs that are claimed in
the ST (and does not interact with anything that is used to s&#4Rg) or

else uses the security functionality that is described in other development
evidence in the manner described. For example, a game would likely be
unrelated to the SFRs, so there must be an explanation of how it cannot
affect security. Access to eisdata, however, is likely to be related to access
control SFRs, so the explanation would describe how the security
functionality works when invoked through the datxess interfaces. Such a
description is needed for every available interface.
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541 An example of a description follows. Suppose the TSF provides file
protection. Further suppose that althc
for open, read, and write invoke the file protection mechanism described in
the TOE design, there exists a TSFI thatvedl@ccess to a batch job facility
(creating batch jobs, deleting jobs, modifying unprocessed jobs). The
evaluator should be able to determine from the vepdarided description
that this TSFI invokes the same protection mechanisms as do the
At r ad iinteifaces.a hisocould be done, for example, by referencing the
appropriate sections of the TOE design that dishagghe batch job facility
TSFI achieves its security objectives.

542 Using this same example, suppose there is a TSFI whose sole purpose is to
display the time of day. The evaluator should determine that the description
adequately argues that this TSFI is not capable of manipulating any protected
resources and should not invoke any security functionality.

543 Another example of bypass is when theFT$ supposed to maintain
confidentiality of a cryptographic key (one is allowed to use it for
cryptographic operations, but is not allowed to read/write it). If an attacker
has direct physical access to the device, he might be able to examine side
channed such as the power usage of the device, the exact timing of the
device, or even any electromagnetic emanations of the device and, from this,
infer the key.

544 If such sidechannels may be present, the demonstration should address the
mechanisms that prevetiese sidehannels from occurring, such as random
internal clocks, dudine technology etc. Verification of these mechanisms
would be verified by a combination of purely deslggsed arguments and
testing.

545 For a final example using security functionalitgther than a protected
resource, consider an ST that contaFSO_NRO.2 Enforced proof of
origin, which requires that the TSF provides evidence of origination for
information types specified iynpetshbe ST.
included all information that is sent by the TOE wimail. In this case the
evaluator should examine the description to ensure that all TSFI that can be
invoked to send -ena i | perform the fAevidence of
function are detailedThe description might point to user guidance to show
all places where-eail can originate (e.g.-mail program, notification from
scripts/batch jobs) and then how each of these places invokes the evidence
generation function.

546 The evaluator should also e that the description is comprehensive, in
that each interface is analysed with respect to the entire set of claimed SFRs.
This may require the evaluator to examine supporting information
(functional specification, TOE design, other parts of the sgcarchitecture
description, operational user guidance, and perhaps even the implementation
representation, as provided for the TOE) to determine that the description has
correctly capture all aspects of an interface. The evaluator should consider
what SFR each TSFI might affect (from the description of the TSFI and its
implementation in the supporting documentation), and then examine the
description to determine whether it covers those aspects.
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Functional specification (ADV_FSP)
Evaluation of sub-activity (ADV_FSP.1)
Objectives

The objective of this subctivity is to determine whether the developer has
provided a higHevel description of at least the SfeRforcing and SFR
supporting TSFIs, in terms of descriptions of their parameters. There is no
otherrequired evidence that can be expected to be available to measure the
accuracy of these descriptions; the evaluator merely ensures the descriptions
seem plausible.

Input

The evaluation evidence for this sabtivity is:
a) the ST;

b) the functional specificatin;

C) the operational user guidance;
Action ADV_FSP.1.1E

The functional specification shall describe the purpose and method of use
for each SFRenforcing and SFRsupporting TSFI.

The evaluatoshall examinethe functional specification to determine that it
states the purpose of each Ssipporting and SFenforcing TSFI.

The purpose of a TSFI & general statement summarising the functionality
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interfes intended to be used for.

The evaluator should not only determine that the purpose exists, but also that
it accurately reflects the TSFI by taking into account other information about
the interface, such as the description of the parameters; thisecdone in
association with other work units for this component.

If an action available through an interface plays a role in enforcing any
security policy on the TOE (that is, if one of the actions of the interface can
be traced to one of the SFRs leviadthe TSF), then that interfaceS&R
enforcing Such policies are not limited to the access control policies, but
also refer to any functionality specified by one of the SFRs contained in the
ST. Note that it is possible that an interface may have \a@ations and
results, some of which may be SleRforcing and some of which may not.

Interfaces to (or actions available through an interface relating to) actions
that SFRenforcing functionality depends on, but need only to function
correctly in order forthe security policies of the TOE to be preserved, are
termed SFR supporting Interfaces to actions on which SfeRforcing
functionality has no dependence are terf8E® nornterfering
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552 It should be noted that in order for an interface to be SFR suppontiSFR
nortinterfering it must havao SFRenforcing actions or results. In contrast,
an SFRenforcing interface may have SFRpporting actions (for example,
the ability to set the system clock may be an ®RRrcing action of an
interface, but if thasame interface is used to display the system date that
action may only be SFR supporting). An example of a purely -SFR
supporting interface is a system call interface that is used both by untrusted
users and by a portion of the TSF that is running in meete.

553 At this level, it is unlikely that a developer will have expended effort to label
interfaces as SFRnforcing and SFRupporting. In the case that this has
been done, the evaluator should verify to the extent that supporting
documentation (e.g., opronal user guidance) allows that this identification
is correct. Note that this identification activity is necessary for several work
units for this component.

554 In the more likely case that the developer has not labelled the interfaces, the
evaluator musperform their own identification of the interfaces first, and
then determine whether the required information (for this work unit, the
purpose) is present. Again, because of the lack of supporting evidence this
identification will be difficult and have i@ assurance that all appropriate
interfaces have been correctly identified, but nonetheless the evaluator
examines other evidence available for the TOE to ensure as complete
coverage as is possible.

ADV_FSP.12 The evaluatoshall examinethe functional specification to determine that
the method of use for each SBRpporting and SFenforcing TSFI is
given.

555 See work unitADV_FSP.11 for a discussion on the identification of SFR
supporting ad SFRenforcing TSFI.

556 The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, for instance,
and then identify eachterface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have very different methods of use this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.

557 For administrative interfaces whose functionality is documented as being
inaccessible a untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.
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apv_rsp.12c  The functional specification shall identify all parameters associated with
each SFRenforcing and SFRsupporting TSFI.

ADV_FSP.13 The evaluatoshall examinethe gesentation of the TSFI to determine that it
identifies all parameters associated with each -8fiarcing and SFR
supporting TSFI.

558 See work unitADV_FSP.11 for a discussion on the identification of SFR
supporting and SFRenforcing TSFI.

559 The evaluator examines the functional specification to ensure that all of the
parameters are described for identified TSFI. Parameters are explicit inputs
or outputs to an interface that control the behaviour of that interface. For
examples, parameterare the arguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

560 While difficult to obtain much assurance that all pararsetfor the
applicable TSFI have been identified, the evaluator should also check other
evidence provided for the evaluation (e.g., operational user guidance) to see
if behaviour or additional parameters are described there but not in the
functional specitation.

apbv_rsp.1.3c  The functional specification shall provide rationale for the implicit
categorisation of interfaces as SFRon-interfering.

ADV_FSP.14 The ewluatorshall examinethe rationale provided by the developer for the
implicit categorisation of interfaces as SRBrrinterfering to determine that
it is accurate.

561 In the case where the developer has provided adequate documentation to
perform the analysicalled for by the rest of the work units for this
component without explicitly identifying SFBnforcing and SFRupporting
interfaces, this work unit should be considered satisfied.

562 This work unit is intended to apply to cases where the developer has not
described a portion of the TSFI, claiming that it is SkR-interfering and
therefore not subject to other requirements of this component. In such a case,
the developer provides a rationale for this characterisation in sufficient detail
such that the ewaator understands the rationale, the characteristics of the
interfaces affected (e.g., their hitgvel function with respect to the TOE,
such as Acol our palette manipul-ationo
norrinterfering is supported. Given thevel of assurance the evaluator
should not expect more detail than is provided for the -8f8rcing or
SFRsupporting interfaces, and in fact the detail should be much less. In
most cases, individual interfaces should not need to be addressed in the
deweloperprovided rationale section.
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The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evalutor shall check that the tracing links the SFRs to the
corresponding TSFIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFls. This tracing can be as simple as a table; it is used
as input to the evaluatdor use in the following work units, in which the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.1.2E

The evaluatoshall examinethe functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon the developer's
tracing (seeADV_FSP.15 a map between the TOE security functional
requirements and the TSFI). Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operationss@gnments, refinements, selections) performed on
the functional requirement by the ST author.

For example, theFDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules iRQke ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to @ _ACC.1to TSFI A, B, and

C and claim they had completed twerk unit. Instead, the evaluator would
mapFDP_ACC.1(rule 1) to TSFI A;FDP_ACC.1(rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., lOCTL)
in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (efeQP_RP) it is not expected that
they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also importamtnote that since

the parameters associated with TSFIs must be fully specified, the evaluator
should be able to determine if all aspects of an SFR appear to be
implemented at the interface level.

The evaluatoshall examinethe functional specification to determine that it
is an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFtHat requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requirement specify functionality for tityke
protection bitsthen the functional specification is not accurate with respect
to the requirements.
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The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (eEDP_RIB it is not expead that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.2)
Objectives

The objective of this subctivity is to determine whether the developer has
provided a description of the TSFIs in terms of their purpose, method of use,
and parameters. In addition, the SE&Rorcing actions, results and error
messagesf each TSFI that is SFBnforcing are also described.

Input

The evaluation evidence for this sabtivity that is required by the work
units is:

a) the ST;

b) the functional specification;

C) the TOE design.

The evaluation evidence for this sabtivity that 5 used if included in the
ST for the TOE is:

a) the security architecture description;
b) the operational user guidance;

Action ADV_FSP.2.1E
The functional specification shall completely represent the TSF.

The evaluatoishall examinethe functional specification to determine that
the TSF is fully represented.

The identification of the TSFI is a nesary prerequisite to all other
activities in this sufactivity. The TSF must be identified (done as part of the
TOE design (ADV_TDS)work units) in order to identify the TSFI. This
activity can be done at a high level to ensure thatlange groups of
interfaces have been missed (network protocols, hardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator determartealith
portions of the TSF are addressed in terms of the interfaces listed in the
functional specification. All portions of the TSF should have a corresponding
interface description, or if there are no corresponding interfaces for a portion
of the TSF, thevaluator determines that that is acceptable.
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The functional specification shall describe the purpose and method of use
for all TSFI.

The evaluatorshall examinethe functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statefribiet
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accuratelyreflects the TSFI by taking into account other information about
the interface, such as the description of actions and error messages.

The evaluatoishall examinethe functional specification to deteine that
the method of use for each TSFl is given.

The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, froadirey this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, fances

and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have vg different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.

For administrative interfaces whose functionality is doeated as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.

The evaluator should not only determine that the set of method of use
descriptions exist, but also that they accurately cover each TSFI.

The functional specification shall identff and describe all parameters
associated with each TSFI.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely identifies all parameters associated with every TSFI.

The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that control the behaviour of that interface. For
examples, parameters are tagguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.
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In order to determine that all of the parameters are present Stk the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the description. The evaluator should also check other evidence provided
for the evéduation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

Once all of the parameters have been identified, the evaluator needsite e

that they are accurately described, and that the description of the parameters

is complete. A parameter description tells what the parameter is in some
meaningful way. For instance, the interfafo®(i) could be described as
having fApar &arertegar”; this ismbt ancabceptable parameter
description. A description such as fp
number of wusers currently |l ogged in t

In order to determine that the descriptiontlod parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evahatdd

also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

For each SFRenforcing TSFI, the functional specification shall describe
the SFRenforcing actions associated with the TSFI.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes the ®RRrcing actions associated
with the SFRenforcing TSFIs.

If an action available through an interface can be traced to one of the SFRs
levied on the TSFhen that interface iISFRenforcing Such policies are not
limited to the access control policies, but also refer to any functionality
specified by one of the SFRs contained in the ST. Note that it is possible that
an interface may have various actions aesults, some of which may be
SFRenforcing and some of which may not.
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The developer I's not r e q tenforaeng, ando Al ab
likewise is not required to identify actions available through an interface as
SFRenforcing. It is the evahtor's responsibility to examine the evidence

provided by the developer and determine that the required information is
present. In the case where the developer has identified theeigBRing

TSFI and SFRenforcing actions available through those TSH, elraluator

must judge completeness and accuracy based on other information supplied

for the evaluation (e.g., TOE design, security architecture description,
operational user guidance), and on the other information presented for the
interfaces (parameteamd parameter descriptions, error messages, etc.).

In this case (where the developer has provided only the-eéafdRcing
information for SFRenforcing TSFI) the evaluator also ensures that no
interfaces have been mistegorised. This is done by examiniother
information supplied for the evaluation (e.g., TOE design, security
architecture description, operational user guidance), and the other
information presented for the interfaces (parameters and parameter
descriptions, for example) not labelled as S#fRorcing.

In the case where the developer has provided the same level of information
on all interfaces, the evaluator performs the same type of analysis mentioned
in the previous paragraphs. The evaluator should determine which interfaces
are SFRenforcirg and which are not, and subsequently ensure that the SFR
enforcing aspects of the SFRforcing actions are appropriately described.

The SFRenforcing actions are those that are visible at any external interface
and that provide for the enforcement of tB&Rs being claimed. For
example, if audit requirements are included in the ST, then-gaiditd
actions would be SFHenforcing and therefore must be described, even if the
result of that action is generally not visible through the invoked interface (as
is often the case with audit, where a user action at one interface would
produce an audit record visible at another interface).

The level of description that is required is that sufficient for the reader to
understand what role the TSFI actions play wibpect to the SFR. The
evaluator should keep in mind that the description should be detailed enough
to support the generation (and assessment) of test cases against that interface.
If the description is unclear or lacking detail such that meaningful gestin
cannot be conducted against the TSFI, it is likely that the description is
inadequate.
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For each SFRenforcing TSFI, the functional specification shall describe
direct error messages resultinigom processing associated with the SFR
enforcing actions.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes error messages that sidy frem
SFRenforcing actions associated with each SfRorcing TSFI.

This work unit should be performed in conjunction with, or after, work unit
ADV_FSP.26 in order to ensure the set of SfeRforcing TSFI and SFR
enforcing actios is correctly identified. The developer may provide more
information than is required (for example, all error messages associated with
each interface), in which the case the evaluator should restrict their
assessment of completeness and accuracy totloode that they determine

to be associated with SFéhforcing actions of SFRnforcing TSFI.

Errors can take many forms, depending on the interface being described. For
an API, the interface itself may return an error code, set a global error
condition, orset a certain parameter with an error code. For a configuration
file, an incorrectly configured parameter may cause an error message to be
written to a log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an egtien condition to the CPU.

Errors (and the associated error messages) come about through the
invocation of an interface. The processing that occurs in response to the
interface invocation may encounter error conditions, which trigger (through
an implemerdtion-specific mechanism) an error message to be generated. In
some instances this may be a return value from the interface itself; in other
instances a global value may be set and checked after the invocation of an
interface. It is likely that a TOE wilhave a number of lowevel error
messages that may result from fundamental resource conditions, such as

ndi sk full o or iresource | ockedo. Wh i

large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
produces a Adisk fulld message, but
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine asthevidence Security Architecture
(ADV_ARC), TOE design (ADV_TDS) related that TSFI to determine if

the description is accurate.

In order to determine that the description of the error messages of a TSFI is
accurateand complete, the evaluator measures the interface description
against the other evidence provided for the evaluation (e.g., TOE design,
security architecture description, operational user guidance), as well as other
evidence available for that TSFI (paraters, analysis from work unit
ADV_FSP.26).
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The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFls. This tracing can be as sim@dase; it is used

as input to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.2.2E

The evaluatoshall examinethe functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator lmdld upon the developer's
tracing (seeADV_FSP.28 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to be at a level of
detail below the component or even element levethe requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, theFDP_ACC.1 component contains an element with
assignments. If the S@ontained, for instance, ten rules in tHeP_ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to rR&#®_ACC.1to TSFI A B, and

C and claim they had completed the work unit. Instead, the evaluator would
mapFDP_ACC.1(rule 1) to TSFI A;FDP_ACC.1(rule 2) to TSFI B; etc. It
might also be the case that theenfiace is a wrapper interface (e.g., IOCTL),

in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boungae.g.,FDP_RIB it is not expected that

they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters, actions, and error messages associated with TSFIs must be
fully specified, the evaluator should be able to determine if all aspects of an
SFR appear to be implemented at theriiace level.
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The evaluatoshall examinethe functional specification to determine that it
is an accurate instantiation of the SFRs.

For each functional requirement in the ST that resultsfectsfvisible at the

TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI thatmap to that requirement specify functionality for Ustyle
protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at # TSF boundary (e.g=DP_RIB it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.3)
Objectives

The objective of this subctivity is to determine whether the developer has
provided a description of the TSFIs in terms of their purpose, method of use,
and @rameters. In addition, the actions, results and error messages of each
TSFI are also described sufficiently that it can be determined whether they
are SFRenforcing, with the SFFRnforcing TSFI being described in more
detail than other TSFIs.

Input

The ewluation evidence for this stdztivity that is required by the work
units is:

a) the ST;
b) the functional specification;
C) the TOE design.

The evaluation evidence for this sabtivity that is used if included in the
ST for the TOE is:

a) the security architeare description;
b) the implementation representation;
C) the TSF internals description;

d) the operational user guidance;
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Action ADV_FSP.3.1E
The functional specification shall completely represent the TSF.

The evaluatoishall examinethe functional specification to determine that
the TSF is fully represented.

The identification of the TSFI is a nessary prerequisite to all other
activities in this sufactivity. The TSF must be identified (done as part of the
TOE design (ADV_TDS)work units) in order to identify the TSFI. This
activity can be done at a high level to ensure thatlange groups of
interfaces have been missed (network protocols, hardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator deterrhateslit
portions of the TSF are addressed in terms of the interfaces listed in the
functional specification. All portions of the TSF should have a corresponding
interface description, or if there are no corresponding interfaces for a portion
of the TSF, tk evaluator determines that that is acceptable.

The functional specification shall describe the purpose and method of use
for all TSFI.

The evaluatoshall examinethe functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statefrthiet
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accuratey reflects the TSFI by taking into account other information about
the interface, such as the description of actions and error messages.

The evaluatoishall examinethe functional specification to d&tnine that
the method of use for each TSFl is given.

The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, freading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked stanae,

and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all haveery different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the functional specification.
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For administrative interfaces whose functionality is wioented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.

The evaluator should not only determine that the set of method of use
descriptions exist, but also that they accurately cover each TSFI.

The functional specification shall identy and describe all parameters
associated with each TSFI.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely identifies all parameters associated with every.TSFI

The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that control the behaviour of that interface. For
examples, parameters are tagguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are preseng i3RI, the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the description. The evaluator should also check other evidence provided
for the ewaluation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

Once all of the parameters have been identified, the evaluator nesdsite

that they are accurately described, and that the description of the parameters
is complete. A parameter description tells what the parameter is in some
meaningful way. For instance, the interfafo®(i) could be described as
having fAparmamet eam ii nwtiger o; this is
description. A description such as
number of wusers currently |l ogged in

In order to determine that the descriptiontlod parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evaibatdd

also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.
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apv_rsp3ac  For each SFRenforcing TSFI, the functional specification shall describe
the SFRenforcing actions associated with the TSFI.

ADV_FSP.36 The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes the ®RRrcing actions associated
with the SFRenforcing TSFIs.

611 If an action available through an interface plays a role in enforcing any
security policy on th@ OE (that is, if one of the actions of the interface can
be traced to one of the SFRs levied on the TSF), then that interf8&&is
enforcing Such policies are not limited to the access control policies, but
also refer to any functionality specified bpe of the SFRs contained in the
ST. Note that it is possible that an interface may have various actions and
results, some of which may be SfeRforcing and some of which may not.

612 The devel oper iI's not r e q tenforatng, ando Al ab
likewise is not required to identify actions available through an interface as
SFRenforcing. It is the evaluator's responsibility to examine the evidence
provided by the developer and determine that the required information is
present. In the case where ttleveloper has identified the SfeRforcing
TSFI and SFRenforcing actions available through those TSFI, the evaluator
must judge completeness and accuracy based on other information supplied
for the evaluation (e.g., TOE design, security architecture rigéeq,
operational user guidance), and on the other information presented for the
interfaces (parameters and parameter descriptions, error messages, etc.).

613 In this case (developer has provided only the 8Rf®rcing information for
SFRenforcing TSFI) tk evaluator also ensures that no interfaces have been
mis-categorised. This is done by examining other information supplied for
the evaluation (e.g., TOE design, security architecture description,
operational user guidance), and the other information piegefor the
interfaces (parameters and parameter descriptions, for example) not labelled
as SFRenforcing. The analysis done for work un®dV_FSP.37 and
ADV_FSP.38 are also used imaking this determination.

614 In the case where the developer has provided the same level of information
on all interfaces, the evaluator performs the same type of analysis mentioned
in the previous paragraphs. The evaluator should determine which interfaces
are SFRenforcing and which are not, and subsequently ensure that the SFR
enforcing aspects of the Skforcing actions are appropriately described.
Note that in this case, the evaluator should be able to perform the bulk of the
work associated with worknit ADV_FSP.38 in the course of performing
this SFRenforcing analysis.

615 The SFRenforcing actions are those that are visible at any external interface
and that provide for the enforcement of the SFRs being claimed. For
example, ifaudit requirements are included in the ST, then aethted
actions would be SFenforcing and therefore must be described, even if the
result of that action is generally not visible through the invoked interface (as
is often the case with audit, whereuaer action at one interface would
produce an audit record visible at another interface).
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616 The level of description that is required is that sufficient for the reader to
understand what role the TSFI actions play with respect to the SFR. The
evaluator shdd keep in mind that the description should be detailed enough
to support the generation (and assessment) of test cases against that interface.
If the description is unclear or lacking detail such that meaningful testing
cannot be conducted against the TSFis likely that the description is
inadequate.

ADv_Fsp.3sc  For each SFRenforcing TSFI, the functional specification shall describe
direct error messages resulting from SFéhforcing actions and excepns
associated with invocation of the TSFI.

ADV_FSP.37 The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes error messages that may result from an
invocation of each SFRnforcing TSFI.

617 This work unit should be performed in conjunction with, or after, work unit
ADV_FSP.36 in order to ensure the set of SieRforcing TSFI is correctly
identified. The evaluator should note that tleguirement and associated
work unit is that all direct error messages associated with are8feiRcing
TSFI must be described, that are associated with&@RF&cing actions. This
i's because at this | evel of astleur ance
error message descriptions should be used in determining whether all of the
SFRenforcing aspects of an interface have been appropriately described. For
i nstance, if an error message associ a
indicated that an SFBnforcing decision or action had taken place, but in the
description of the SFRnforcing actions there was no mention of that
particular SFRenforcing mechanism, then the description may not be
complete.

618 Errors can take many forms, depending on thefaxterbeing described. For
an API, the interface itself may return an error code, set a global error
condition, or set a certain parameter with an error code. For a configuration
file, an incorrectly configured parameter may cause an error message to be
written to a log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an exception condition to the CPU.

619 Errors (and the associated error messages) come about through the
invocation of an interface. The processing thetuss in response to the
interface invocation may encounter error conditions, which trigger (through
an implementatioispecific mechanism) an error message to be generated. In
some instances this may be a return value from the interface itself; in other
instances a global value may be set and checked after the invocation of an
interface. It is likely that a TOE will have a number of avel error
messages that may result from fundamental resource conditions, such as
Adi sk full 0 or 0 rthese ertor neegssagéesanmakneagd wa Whi
large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
produces a fAdisk fullo message,t but h
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other eviderSecyrity Architecture
(ADV_ARC), TOE design (ADV_TDY9) related that TSFI to determine if
thedescription is accurate.
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In order to determine that the description of the error messages of a TSFI is
accurate and complete, the evaluator measures the interface description
against the other evidence provided for the evaluation (e.g., TOE design,
securty architecture description, operational user guidance), as well as for
other evidence supplied for that TSFI (description of ®RRrcing actions,
summary of SFRsupporting and SHRon-interfering actions and results).

The functional specification shall summarise the SF&upporting and
SFR-non-interfering actions associated with each TSFI.

The evaluatoshall examinethe presentation of éhTSFI to determine that it
summarises the SFsupporting and SHRoninterfering actions associated
with each TSFI.

The purpose of this work unit is to supplement the details about the SFR
enforcing actions (provided in work uldDV_FSP.36) with a summary of

the remaining actions (i.e., those that are not-8ffgrcing). This coverall
SFRsupporting and SFRorinterfering actions, whether invokable through
SFRenforcing TSFI or through SFBupporting or SFRioninterfering

TSFI. Such a summary about all SiSBpporting and SFHRorinterfering
actions helps to provide a more complete picture of the functions provided
by the TSF, and is to be used by the evaluator in determining whether an
action or TSFI may have been rtistegorisd.

The information to be provided is more abstract than that required for SFR
enforcing actions. While it should still be detailed enough so that the reader
can understand what the action does, the description does not have to be
detailed enough to suppowiriting tests against it, for instance. For the
evaluator, the key is that the information must be sufficient to make a
positive determination that the action is S&#pporting or SFRion
interfering. If that level of information is missing, the summasy i
insufficient and more information must be obtained.

The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFls.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFIs. This tracing can be as simple as a table; it is used
as inpt to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.
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Action ADV_FSP.3.2E

The evalator shall examinethe functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon themriel
tracing (seeADV_FSP.39 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, theFDP_ACC.1 component contains an element with
assignments. If the ST contained, for insgnten rules in theDP_ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to @ _ACC.1to TSFI A, B, and

C and claimhey had completed the work unit. Instead, the evaluator would
mapFDP_ACC.1(rule 1) to TSFI A;FDP_ACC.1(rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrappenface (e.g., IOCTL),

in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (efeQP_RIB it is not expected that

they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the STt is also important to note that since

the parameters, actions, and error messages associated with TSFIs must be
fully specified, the evaluator should be able to determine if all aspects of an
SFR appear to be implemented at the interface level.

The evaluatoshall examinethe functional specification to determine that it
is an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requiremtespecify functionality for Unixstyle
protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (eEDP_RIB it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.
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Evaluation of sub-activity (ADV_FSP.4)
Objectives

The objective of this subctivity is to determine whether the developer has
completely described all of the TSFI in a manner such that the evaluator is
able to determine whether tA&FI are completely and accurately described,
and appears to implement the security functional requirements of the ST.

Input

The evaluation evidence for this sabtivity that is required by the work
units is:

a) the ST;
b) the functional specification;
C) the TOE design.

The evaluation evidence for this sabtivity that is used if included in the
ST for the TOE is:

a) the security architecture description;
b) the implementation representation;
C) the TSF internals description;

d) the operational user guidance;

Application notes

The functional specification describes the interfaces to the TSF (the TSFI) in
a structured manner. Because of the dependencivatuation of sub
activity (ADV_TDS.1), the evaluator is expected to have identified the TSF
prior to beginning work on this swedictivity. Without firm knowledge of

what comprises the TSF, it is not possible to assess the completeness of the
TSFI.

In performing the various work units included in this family, the evaluator is
asked to make assessrteenf accuracy and completeness of several factors
(the TSFI itself, as well as the individual components (parameters, actions,
error messages, etc.) of the TSFI). In doing this analysis, the evaluator is
expected to use the documentation provided foettaduation. This includes

the ST, the TOE design, and may include other documentation such as the
operational user guidance, security architecture description, and
implementation representation. The documentation should be examined in an
iterative fashionThe evaluator may read, for example, in the TOE design
how a certain function is implemented, but see no way to invoke that
function from the interface. This might cause the evaluator to question the
completeness of a particular TSFI description, or wdretin interface has
been left out of the functional specification altogether. Describing analysis
activities of this sort in the ETR is a key method in providing rationale that
the work units have been performed appropriately.
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It should be recognised thahere exist functional requirements whose
functionality is manifested wholly or in part architecturally, rather than
through a specific mechanism. An example of this is the implementation of
mechanisms implementing tiResidual information protection (FDP_RIP)
requirements. Such mechanisms typically are implemented to ensure a
behaviour isn't present, which is difficult to test and typically is verified
through analysis. In the cases where such functional requirements are
included in theST, it is expected that the evaluator recognise that there may
be SFRs of this type that have no interfaces, and that this should not be
considered a deficiency in the functional specification.

Action ADV_FSP.4.1E
The functional specification shall completely represent the TSF.

The evaluatoishall examinethe functional specification to determitieat
the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other
activities in this sufactivity. The TSF must be identified (done as part of the
TOE design (ADV_TDS)work units) in order to id&ify the TSFI. This
activity can be done at a high level to ensure that no large groups of
interfaces have been missed (network protocols, hardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceds.

In making an assessment for this work unit, the evaluator determines that all
portions of the TSF are addressed in terms of the interfaces listed in the
functional specification. All portions of the TSF should have a corresponding
interface descriptio, or if there are no corresponding interfaces for a portion
of the TSF, the evaluator determines that that is acceptable.

The functional specification shall describe the purpose and method & us
for all TSFI.

The evaluatoshall examinethe functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the funtyionali
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in general what the interface is intended to be used for.
The evaluator sbuld not only determine that the purpose exists, but also that

it accurately reflects the TSFI by taking into account other information about
the interface, such as the description of actions and error messages.
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The evaluatoishall examinethe functional specification to determine that
the method of use for each TSFl is given.

The method of use for a TSFI summarises how the interface is manipulated
in order to invoke the actions and obtain the resdtociated with the TSFI.

The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
mean that there needs to be a separate method of use for each TSféyas it
be possible to describe in general how kernel calls are invoked, for instance,
and then identify each interface using that general style. Different types of
interfaces will require different method of use specifications. APIs, network
protocol interf@es, system configuration parameters, and hardware bus
interfaces all have very different methods of use, and this should be taken
into account by the developer when developing the functional specification,
as well as by the evaluator evaluating the fumal specification.

For administrative interfaces whose functionality is documented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functions inaccessible is described in the functional specification.
It shouldbe noted that this inaccessibility needs to be tested by the developer
in their test suite.

The evaluator should not only determine that the set of method of use
descriptions exist, but also that they accurately cover each TSFI.

The evaluatorshall examinethe functional specification to determine the
completeness of the TSFI

The evaluator shall use the design documentation to identify the possible
types of interfaces. The evaluator shall search &sggd documentation and

the guidance documentation for potential TSFI not contained in the
developer's documentation, thus indicating that the set of TSFI defined by
the developer is incomplete. The evaluasbiall examinethe arguments
presented by the deloper that the TSFI is complete and check down to the
lowest level of design or with the implementation representation that no
additional TSFI exist.

The functional specification shall identifyand describe all parameters
associated with each TSFI.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely identifies all parameters associated with every TSFI.

The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that control the behaviour of that interface. For
examples, parameters are thguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.
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In order to determine that all of the parameters are present Stk the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the description. The evaluator should also check other evidence provided
for the evalation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

Once all of the parameters have been identified, the evaluator needsr® en
that they are accurately described, and that the description of the parameters
is complete. A parameter description tells what the parameter is in some
meaningful way. For instance, the interfafo®(i) could be described as

having Aparamebeaeri ntewbecb; this is no
description. A description such as fp
number of wusers currently |l ogged in t

In order to determine that the description lod parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evaloaitdd s

also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there but not in the functional
specification.

The functional specification shall describe all actions associated with each
TSFI.

The evaluatoshall examinethe presentation of the TSFI to detéme that it
completely and accurately describes all actions associated with every TSFI.

The evaluator checks to ensure that all of the actions are described. actions
available through an interface describe what the interface does (as opposed to
the TOE dsign, which describes how the actions are provided by the TSF).

Actions of an interface describe functionality that can be invoked through the
interface, and can be categorisedeggilar actions, andFRrelatedactions.
Regular actions are descriptionsvehat the interface does. The amount of
information provided for this description is dependant on the complexity of
the interface. The SFRelated actions are those that are visible at any
external interface (for instance, audit activity caused by thecation of an
interface (assuming audit requirements are included in the ST) should be
described, even though the result of that action is generally not visible
through the invoked interface). Depending on the parameters of an interface,
there may be mangifferent actions able to be invoked through the interface
(for i nstance, an API mi ght have the
the following parameters be specific to that subcommand. The IOCTL API
in some Unix systems is an example of such amfatde).
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648 In order to determine that the description of the actions of a TSFI is
complete, the evaluator should review the rest of the interface description
(parameter descriptions, error messages, etc.) to determine if the actions
described are accountedr.foThe evaluator should also analyse other
evidence provided for the evaluation (e.g., TOE design, security architecture
description, operational user guidance, implementation representation) to see
if there is evidence of actions that are described therte not in the
functional specification.

Apv_rsp.asc  The functional specification shall describe all direct error messages that
may result from an invocation of each TSFI.

ADV_FSP.48 The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes all errors messages resulting from an
invocation of each TSFI.

649 Errors can take many forms, depending on the interfaiog loescribed. For
an API, the interface itself may return an error code; set a global error
condition, or set a certain parameter with an error code. For a configuration
file, an incorrectly configured parameter may cause an error message to be
written toa log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an exception condition to the CPU.

650 Errors (and the associated error messages) come about through the
invocation of an interface. The processing that occarsesponse to the
interface invocation may encounter error conditions, which trigger (through
an implementatioispecific mechanism) an error message to be generated. In
some instances this may be a return value from the interface itself; in other
instancesa global value may be set and checked after the invocation of an
interface. It is likely that a TOE will have a number of Hmwvel error
messages that may result from fundamental resource conditions, such as
Adi sk full 6 or Ar e sevrar messages may knapdtwa Wh i |
large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
produces a fAdisk fulld message, but h
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other evider8ecyrity Architecture
(ADV_ARC), TOE design (ADV_TDS) related that TSFI to determine if
the descption is complete and accurate.

651 The evaluator determines that, for each TSFI, the exact set of error messages
that can be returned on invoking that interface can be determined. The
evaluator reviews the evidence provided for the interface to determime if t
set of errors seems complete. They cdssck this information with other
evidence provided for the evaluation (e.g., TOE design, security architecture
description, operational user guidance, implementation representation) to
ensure that there are noas steaming from processing mentioned that are
not included in the functional specification.

Pagel28of 425 Version3.1 July 2009



Class ADV: Development

ADV_FSP.49

652

653

ADV_FSP.4.6C

ADV_FSP.410

654

11445

ADV_FSP.411

655

July 2009

The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accuratelgescribes the meaning of all error messages
resulting from an invocation of each TSFI.

In order to determine accuracy, the evaluator must be able to understand
meaning of the error. For example, if an interface returns a numeric code of

0, 1, or 2, the evaator would not be able to understand the error if the
functional specification only i ste
invocation of thfoo()i nt er f ace are 0, 1, or 20. I
to ensure that the @ossibteersorsesukingftens cr i b
invocation of thefoo() interface are 0 (processing successful), 1 (file not
found), or 2 (incorrect filename spec

In order to determine that the description of the errors due to invoking a
TSFI is complete, thevaluator examines the rest of the interface description
(parameter descriptions, actions, etc.) to determine if potential error
conditions that might be caused by using such an interface are accounted for.
The evaluator also checks other evidence providedhe evaluation (e.g.

TOE design, security architecture description, operational user guidance,
implementation representation) to see if error processing related to the TSFI
is described there but is not described in the functional specification.

The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

The evaluatorshall check that the tracing linksthe SFRs to the
corresponding TSFIs.

The tracing is provided by the developer to serve as a guide to which SFRs
are related to which TSFls. This tracing can be as simple as a table; it is used
as input to the evaluator for use in the following work unitswhich the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.4.2E

The evaluatoshall examinethe functional specification to deteime that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functional specification, as well
as the test coverage analysis, the evaluator may build upon the developer's
tracing (seeADV_FSP.410 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to be at a level of
detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) pdrfonme

the functional requirement by the ST author.
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For example, theFEDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules iRQke ACC.1
asignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluator to re@#_ACC.1to TSFI A, B, and

C and claim they had completed the work unit. Instead, the evaluator would
mapFDP_ACC.1(rule 1) to TSFI A;FDP_ACC.1(rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., IOCTL),
in which case the mapping would need to dpecific to certain set of
parameters for a given interface.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (efeQP_RIB it is not expected that
they completelynap those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters, actionsnd error messages associated with TSFIs must be
fully specified, the evaluator should be able to determine if all aspects of an
SFR appear to be implemented at the interface level.

The evaluatoshall examinethe functional specification to determine that it
is an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that ssqaint
specifies the required functionality described by the requirement. For
example, if the ST contains a requirement for access control lists, and the
only TSFI that map to that requirement specify functionality for kityke
protection bits, then theuhctional specification is not accurate with respect
to the requirements.

The evaluator must recognise that for requirements that have little or no
manifestation at the TSF boundary (ekDP_RIP it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be performed in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.5)
Objectives

The objective of this subctivity is to determine whether the developer has
completely described all of the TSFI in a manner such that the evaluator is
able to determine whether the TSFI are completely and accurately described,
and appears to impigent the security functional requirements of the ST. The
completeness of the interfaces is judged based upon the implementation
representation.
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Input

The evaluation evidence for this sabtivity that is required by the work
units is:

a) the ST;

b) the functonal specification;

C) the TOE design;

d) the implementation representation.

The evaluation evidence for this sabtivity that is used if included in the
ST for the TOE is:

a) the security architecture description;

b) the TSF internals description;

C) the formal gcurity policy model,

d) the operational user guidance;

Action ADV_FSP.5.1E

The functional specification shall completely represent the TSF.

The evaluatoishall examinethe functional specification to determine that
the TSF is fully represented.

The identification of the TSFI is a necessary prerequisite to all other
activities in this sufactivity. The TSF must be identified (done as part of the
TOE design (ADV_TDS)work units) in order to identify the TSFI. This
activity can be done at a high level to ensure that no large groups of
interfaces have been missed (network protocblardware interfaces,
configuration files), or at a low level as the evaluation of the functional
specification proceeds.

In making an assessment for this work unit, the evaluator determines that all
portions of the TSF are addressed in terms of the auesf listed in the
functional specification. All portions of the TSF should have a corresponding
interface description, or if there are no corresponding interfaces for a portion
of the TSF, the evaluator determines that that is acceptable.
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The functional specification shall describe the TSFI using a sefmimal
style.

The evaluatoshall examinethe functional specification to determine tthta
is presented using a semiformal style.

A semiformal presentation is characterised by a standardised format with a
well-defined syntax that reduces ambiguity that may occur in informal
presentations. Since the intent of the stninal format is to emance the
reader's ability to understand the presentation, use of certain structured
presentation methods (pseuctmde, flow charts, block diagrams) are
appropriate, though not required.

For the purposes of this activity, the evaluator should ensure hiat t
interface descriptions are formatted in a structured, consistent manner and
use common terminology. A semiformal presentation of the interfaces also
implies that the level of detail of the presentation for the interfaces is largely
consistent across allSFI. For the functional specification, it is acceptable to
refer to external specifications for portions of the interface as long as those
external specifications are themselves semiformal.

The functional specification shall describe the purpose and method of use
for all TSFI.

The evaluatoshall examinethe functional specification to determine that it
states the purpose of each TSFI.

The purpose of a TSFI is a general statement summarising the functionality
provided by the interface. It is not intended to be a complete statement of the
actions and results related to the interface, but rather a statement to help the
reader understand in igeral what the interface is intended to be used for.
The evaluator should not only determine that the purpose exists, but also that
it accurately reflects the TSFI by taking into account other information about
the interface, such as the description oioast and error messages.

The evaluatoishall examinethe functional specification to determine that
the method of use for each TSFI is given.

The method of use for a TSFI summarises how the interfacenipulated

in order to invoke the actions and obtain the results associated with the TSFI.
The evaluator should be able to determine, from reading this material in the
functional specification, how to use each interface. This does not necessarily
meanthat there needs to be a separate method of use for each TSFI, as it may
be possible to describe in general how kernel calls are invoked, for instance,
and then identify each interface using that general style. Different types of
interfaces will require dierent method of use specifications. APIs, network
protocol interfaces, system configuration parameters, and hardware bus
interfaces all have very different methods of use, and this should be taken
into account by the developer when developing the fumatiepecification,

as well as by the evaluator evaluating the functional specification.
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For administrative interfaces whose functionality is documented as being
inaccessible to untrusted users, the evaluator ensures that the method of
making the functiongaccessible is described in the functional specification.

It should be noted that this inaccessibility needs to be tested by the developer
in their test suite.

The evaluator should not only determine that the set of method of use
descriptions exist, bulso that they accurately cover each TSFI.

The evaluatorshall examinethe functional specification to determine the
completeness of the TSFI

The evaluator shall use the design documentation to igethif possible

types of interfaces. The evaluator shall search the design documentation and
the guidance documentation for potential TSFI not contained in the
developer's documentation, thus indicating that the set of TSFI defined by
the developer is incoptete. The evaluatoshall examinethe arguments
presented by the developer that the TSFI is complete and check down to the
lowest level of design or with the implementation representation that no
additional TSFI exist.

The functional specification shall identify and describe all parameters
associated with each TSFI.

The evaluatoshall examinethe presentation of the TSFI to determine that
completely identifies all parameters associated with every TSFI.

The evaluator examines the functional specification to ensure that all of the
parameters are described for each TSFI. Parameters are explicit inputs or
outputs to an interface that contrthle behaviour of that interface. For
examples, parameters are the arguments supplied to an API; the various
fields in packet for a given network protocol; the individual key values in the
Windows Registry; the signals across a set of pins on a chip; etc.

In order to determine that all of the parameters are present in the TSFI, the
evaluator should examine the rest of the interface description (actions, error
messages, etc.) to determine if the effects of the parameter are accounted for
in the descriptionThe evaluator should also check other evidence provided
for the evaluation (e.g., TOE design, security architecture description,
operational user guidance, implementation representation) to see if behaviour
or additional parameters are described there rmit in the functional
specification.
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ADV_FSP.57 The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes all parameters associated with every
TSFI.

674 Onceall of the parameters have been identified, the evaluator needs to ensure
that they are accurately described, and that the description of the parameters
is complete. A parameter description tells what the parameter is in some
meaningful way. For instancéhe interfacefoo(i) could be described as
having Aparameter i which is an int
description. A description such as
number of wusers cur r e nruchymole acgegtabte. i n

675 In order to determine that the description of the parameters is complete, the
evaluator should examine the rest of the interface description (purpose,
method of use, actions, error messages, etc.) to determine if the descriptions
of the parameter(s) are accounted for in the description. The evaluator should
also check other evidence provided (e.g., TOE design, architectural design,
operational user guidance, implementation representation) to see if behaviour
or additional parametersrea described there but not in the functional
specification.

apv_rspssc  The functional specification shall describe all actions associated with each
TSFI.

ADV_FSP.58 The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes all actions associated with every TSFI.

676 The evaluator checks to ensure that all of the actions are described. actions
available throughrainterface describe what the interface does (as opposed to
the TOE design, which describes how the actions are provided by the TSF).

677 actions of an interface describe functionality that can be invoked through the
interface, and can be categorisedeggilar actions, andFRrelatedactions.
Regular actions are descriptions of what the interface does. The amount of
information provided for this description is dependant on the complexity of
the interface. The SFRelated actions are those that are visibleaay
external interface (for instance, audit activity caused by the invocation of an
interface (assuming audit requirements are included in the ST) should be
described, even though the result of that action is generally not visible
through the invoked int&ace). Depending on the parameters of an interface,
there may be many different actions able to be invoked through the interface
(for i1 nstance, an API mi ght have the f
the following parameters be specific to that subec@nd. The IOCTL API
in some Unix systems is an example of such an interface).

678 In order to determine that the description of the actions of a TSFI is
complete, the evaluator should review the rest of the interface description
(parameter descriptions, erramessages, etc.) to determine if the actions
described are accounted for. The evaluator should also analyse other
evidence provided for the evaluation (e.g., TOE design, security architecture
description, operational user guidance, implementation représet® see
if there is evidence of actions that are described there but not in the
functional specification.
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apv_rspsec  The functional specification shall describe all direct error messages that
may resut from an invocation of each TSFI.

ADV_FSP.59 The evaluatoshall examinethe presentation of the TSFI to determine that it
completely and accurately describes all errors messages resulting from an
invocation @ each TSFI.

679 Errors can take many forms, depending on the interface being described. For
an API, the interface itself may return an error code; set a global error
condition, or set a certain parameter with an error code. For a configuration
file, an incorectly configured parameter may cause an error message to be
written to a log file. For a hardware PCI card, an error condition may raise a
signal on the bus, or trigger an exception condition to the CPU.

680 Errors (and the associated error messages) comet ahmugh the
invocation of an interface. The processing that occurs in response to the
interface invocation may encounter error conditions, which trigger (through
an implementatioispecific mechanism) an error message to be generated. In
some instances ifimay be a return value from the interface itself; in other
instances a global value may be set and checked after the invocation of an
interface. It is likely that a TOE will have a number of Hmwvel error
messages that may result from fundamental mesogonditions, such as
Adi sk full o or Aresource | ockedo. Wh i
large number of TSFI, they could be used to detect instances where detail
from an interface description has been omitted. For instance, a TSFI that
producesd di sk full 06 message, but has no
TSFI should cause an access to the disk in its description of actions, might
cause the evaluator to examine other eviderd@V( ARC, ADV_TDS)
related that TSFI to determine if the description is complete and accurate.

681 The evaluator determines that, for each TSFI, the exact set of error messages
that can be returned on invoking that interface can be determined. The
evaluator reviewshe evidence provided for the interface to determine if the
set of errors seems complete. They cdssck this information with other
evidence provided for the evaluation (e.g., TOE design, security architecture
description, operational user guidance, lenpentation representation) to
ensure that there are no errors steaming from processing mentioned that are
not included in the functional specification.

ADV_Fsp510  The evaluatoshall examinethe presentatio of the TSFI to determine that it
completely and accurately describes the meaning of all error messages
resulting from an invocation of each TSFI.

682 In order to determine accuracy, the evaluator must be able to understand
meaning of the error. For exampikean interface returns a numeric code of
0, 1, or 2, the evaluator would not be able to understand the error if the
functional specification onl vy Il i st e
invocation of thfoo()i nt er f ace ar e 0, Yor checks 2 0 . I
to ensure that the errors are describ
invocation of thefoo() interface are 0 (processing successful), 1 (file not
found), or 2 (incorrect filename spec
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In order to determine that the degtion of the errors due to invoking a
TSFIl is complete, the evaluator examines the rest of the interface description
(parameter descriptions, actions, etc.) to determine if potential error
conditions that might be caused by using such an interface anenseddor.

The evaluator also checks other evidence provided for the evaluation (e.qg.,
TOE design, security architecture description, operational user guidance,
implementation representation) to see if error processing related to the TSFI
is described therbut is not described in the functional specification.

The functional specification shall describe all error messages that do not
result from an invocation of a TSFI.

The evaluatoshall examinethe functional specification to determine that it
completely and accurately describes all errors messages that do not result
from an invocation of any TSFI.

This work unit complements work unADV_FSP.59, which describes
those error messages that result from an invocation of the TSFI. Taken
together, these work units cover all error messages that might be generated
by the TSF.

The evaluator assesses the completeness ecutaay of the functional
specification by comparing its contents to instances of error message
generation within the implementation representation. Most of these error
messages will have already been covered by workAD¥M FSP.59.

The error messages related to this work unit are typically those that are not
expected to be generated, but are constructed as a matter of good
programming practises. For example, a case statement that defines actions
resulting from each of a list of @s may end with a finalsestatement to

apply to anything that might not be expected; this practise ensures the TSF
does not get into an undefined state. However, it is not expected that the path
of execution would ever get to thilse statement; therefe, any error
message generation within thetse statement would never be generated.
Although it would not get generated, it must still be included in the
functional specification.

The functional specification shall provide a rationale for each error
message contained in the TSF implementation yet does not result from an
invocation of a TSFI.

The evaluatoshall examinethe functionalspecification to determine that it
provides a rationale for each error message contained in the TSF
implementation yet does not result from an invocation of a TSFI.

The evaluator ensures that every error message found under work unit
ADV_FSP.511 contains a rationale describing why it cannot be invoked
from the TSFI.
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As was described in the previous work unit, this rationale might be as
straightforward as the fact that the error message in question is provided for
completeness of exution logic and that it is never expected to be generated.
The evaluator ensures that the rationale for each such error message is
logical.

The tracing shall demonstrate that the SFRs trace T®GFIs in the
functional specification.

The evaluator shall check that the tracing links the SFRs to the
corresponding TSFIs.

The tracing is provided by the developer to serve as a guide to ®RiRb

are related to which TSFls. This tracing can be as simple as a table; it is used
as input to the evaluator for use in the following work units, in which the
evaluator verifies its completeness and accuracy.

Action ADV_FSP.5.2E

The evaluatoshall examinethe functional specification to determine that it
is a complete instantiation of the SFRs.

To ensure that all SFRs are covered by the functiquedifcation, as well

as the test coverage analysis, the evaluator may build upon the developer's
tracing (seeADV_FSP.513 a map between the TOE security functional
requirements and the TSFI. Note that this map may have to ble\al af

detail below the component or even element level of the requirements,
because of operations (assignments, refinements, selections) performed on
the functional requirement by the ST author.

For example, theFDP_ACC.1 component contains an element with
assignments. If the ST contained, for instance, ten rules iRQike ACC.1
assignment, and these ten rules were covered by three different TSFI, it
would be inadequate for the evaluaimmapFEDP_ACC.1to TSFI A, B, and

C and claim they had completed the work unit. Instead, the evaluator would
mapFEDP_ACC.1(rule 1) to TSFI AJEDP_ACC.1(rule 2) to TSFI B; etc. It
might also be the case that the interface is a wrapper interface (e.g., IOCTL),
in which case the mapping would need to be specific to certain set of
parameters for a given interface.

The evaluator must recognise that for requineism@hat have little or no
manifestation at the TSF boundary (e[eQP_RIP it is not expected that

they completely map those requirements to the TSFI. The analysis for those
requirements will be performed in the analysis fine TOE design
(ADV_TDS) when included in the ST. It is also important to note that since
the parameters, actions, and error messages associated with TSFIs must be
fully specified, the evaluator should be able to deterniia# aspects of an

SFR appear to be implemented at the interface level.
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The evaluatoshall examinethe functional specification to determine that it
is an accurate instantiation of the SFRs.

For each functional requirement in the ST that results in effects visible at the
TSF boundary, the information in the associated TSFI for that requirement
specifies the required functionality described by the requirement. For
example, if the ST contains aquirement for access control lists, and the
only TSFI that map to that requirement specify functionality for tityke
protection bits, then the functional specification is not accurate with respect
to the requirements.

The evaluator must recognise tHat requirements that have little or no
manifestation at the TSF boundary (ekDP_RIB it is not expected that the
evaluator completely map those requirements to the TSFI. The analysis for
those requirements will be perined in the analysis for the TOE design
(ADV_TDS) when included in the ST.

Evaluation of sub-activity (ADV_FSP.6)

There is no general guidance; the scheme should be consulted for guidance
on this subactivity.
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Implementation representation (ADV_IMP)
Evaluation of sub-activity (ADV_IMP.1)
Objectives

The objective of this subctivity is to determine that the implementation
representation made available by the developer is suitable for use in other
analysis activities; suitability is judged by its conformance to the
requirements for this component.

Input
The evaluation evidence for this sabtivity is:
a) the implementation representation;

b) the documentation of the development tools, as resulting from
ALC TAT;

C) TOE design description.
Application notes

The entire implementation representation is made available to ensure that
analysis activities are not curtailed due to lack of information. This does not,
however, imply that all of the representatisnrexamined when the analysis
activities are being performed. This is likely impractical in almost all cases,
in addition to the fact that it most likely will not result in a highssurance
TOE vs. targeted sampling of the implementation representdtmnthis
sub-activity, this is even truer. It would not be productive for the evaluator to
spend large amounts of time verifying the requirements for one portion of the
implementation representation, and then use a different portion of the
implementationrepresentation in performing analysis for other work units.
Therefore, the evaluator is encouraged to select the sample of the
implementation representation from the areas of the TOE that will be of most
interest during the analysis performed during wamksufrom other families
(e.g.ATE_IND, AVA_VAN andADV_INT).
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Action ADV_IMP.1.1E

The implementation representation shall define the TSF to a level of detalil
such that the TSF can be generated without further design decisions.

The evaluatoshall checkthat the implementation representation defines the
TSF to a level of detail such that the TSF can be generated without further
design decisions.

Source code or hardware diagrams and/or IC hardware design language code
or layout data that are used to buhé &actual hardware are examples of parts

of an implementation representation. The evaluator samples the
implementation representation to gain confidence that it is at the appropriate
level and not, for instance, a pseuttmle level which requires additidna
design decisions to be made. The evaluator is encouraged to perform a quick
check when first looking at the implementation representation to assure
themselves that the developer is on the right track. However, the evaluator is
also encourage to perforrhe bulk of this check while working on other
work units that call for examining the implementation; this will ensure the
sample examined for this work unit is relevant.

The implementation represgation shall be in the form used by the
development personnel.

The evaluatosshall checkthat the implementation representation is in the
form used by development personnel.

The implementation repsentation is manipulated by the developer in form
that it suitable for transformation to the actual implementation. For instance,
the developer may work with files containing source code, which is
eventually compiled to become part of the TSF. The developekes
available the implementation representation in the form they use, so that the
evaluator may use automated techniques in the analysis. This also increases
the confidence that the implementation representation examined is actually
the one used in theroduction of the TSF (as opposed to the case where it is
supplied in an alternate presentation format, such as a word processor
document). It should be noted that other forms of the implementation
representation may also be used by the developer; tbess are supplied

as well. The overall goal is to supply the evaluator with the information that
will maximise the evaluator's analysis efforts.

The evaluator samples the implementation representation to gain confidence
that it is the version that is usalby the developer. The sample is such that
the evaluator has assurance that all areas of the implementation
representation are in conformance with the requirement, however, a
complete examination of the entire implementation representation is
unnecessatry.
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Conventions in some forms of the implementation representation may make
it difficult or impossible to determine from just the implementation
representation itself what the actual result of the compilation otimen
interpretation will be. For examplesompiler directives for C language
compilers will cause the compiler to exclude or include entire portions of the
code.

Some forms of the implementation representation may require additional
information because they introduce significant barriers to utadel®g and
analysis. Examples include shrouded source code or source code that has
been obfuscated in other ways such that it prevents understanding and/or
analysis. These forms of implementation representation typically result from
by taking a version athe implementation representation that is used by the
TOE developer and running a shrouding or obfuscation program on it. While
the shrouded representation is what is compiled and may be closer to the
implementation (in terms of structure) than the o@aginunshrouded
representation, supplying such obfuscated code may cause significantly more
time to be spent in analysis tasks involving the representation. When such
forms of representation are created, the components require details on the
shrouding tod/algorithms used so that the-sirouded representation can

be supplied, and the additional information can be used to gain confidence
that the shrouding process does not compromise any security mechanisms.

The evaluator samples the implementation repitasien to gain confidence

that all of the information needed to interpret the implementation
representation has been supplied. Note that the tools are among those
referenced bylools and techniques (ALC_TATpmponents. The evaluator

is encouraged to perform a quick check when first looking at the
implementation representation to assure themselves that the developer is on
the right track. However, the evaluator is also encouraged to perform the
bulk of this check while working on otherork units that call for examining

the implementation; this will ensure the sample examined for this work unit
is relevant.

The mapping between the TOE design description and the sample of the
implementation representation shall demonstrate their correspondence.

The evaluatorshall examine the mapping between the TOE design
description and the sample of the implementation representatiotetondes
that it is accurate.

The evaluator augments the determination of existence (specified in work
unit ADV_IMP.1-1) by verifying the accuracy of a portion of the
implementation representation and the TOE design description.aRsr qf

the TOE design description that are interesting, the evaluator would verify
the implementation representation accurately reflects the description
provided in the TOE design description.
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For example, the TOE design description might identify anlogodule that

is used to identify and authenticate users. If user authentication is sufficiently
significant, the evaluator would verify that the corresponding code in fact

implements that service as described in the TOE design description. It might
also k& worthwhile to verify that the code accepts the parameters as
described in the functional specification.

It is worth pointing out the developer must choose whether to perform the
mapping for the entire implementation representation, thereby guaranteeing
that the chosen sample will be covered, or waiting for the sample to be
chosen before performing the mapping. The first option is likely more work,
but may be completed before the evaluation begins. The second option is less
work, but will produce a suspdna of evaluation activity while the
necessary evidence is being produced.

Evaluation of sub-activity (ADV_IMP.2)

There is no general guidance; the scheme should be consulted for guidance
on this subactivity.
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TSF internals (ADV_INT)
Evaluation of sub-activity (ADV_INT.1)
Objectives

The objective of this subctivity is to determine whether the defined subset
of the TSF is designed and structured such that the likelihood of flaws is
reduced and that maintenance can be more readily performed without the
introduction of flaws.

Input

The evaluation evidence for this sabtivity is:
a) the ST;

b) the TOE design description;

C) the implementation representation @DV _IMP is part of the
claimed assurance);

d) the TSF internals descriptiaand justification;

e) the documentation of the coding standards, as resulting from
ALC TAT.

Application notes

The role of the internals description is to provide evidence of the structure of
the design and implementationtbe TSF.

The structure of the design has two aspects: the constituent parts of the TSF
and the procedures used to design the TSF. In cases where the TSF is
designed in a manner consistent with the design represented by the TOE
design (seeADV_TDS), the assessment of the TSF design is obvious. In
cases where the design procedures fdg& TAT) are being followed, the
assessment of the TSF design procedures is similarly obvious.

In cases where thESF is implemented using proceditrased software, this
structure is assessed on the basis ahislularity, the modules identified in

the internals description are the same as the modules identified in the TOE
design TOE design (ADV_TDS) A module consists of one or more source
code files that cannot be decomposed into smaller compilable units.

The use of the assignment in this component levies stricter constraints on the
subset of the TSF that is explicitly identified in the assigmme
ADV_INT.1.1D than on the remainder of the TSF. While the entire TSF is to
be designed using good engineering principles and result in -stwedtured

TSF, only the specified subset is specifically analysed forctrasacteristic.

The evaluator determines that the developer's application of coding standards
result in a TSF that is understandable.
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715 The primary goal of this component is to ensure the TSF subset's
implementation representation is understandable to téteilimaintenance
and analysis (of both the developer and evaluator).

11.6.14 Action ADV_INT.1.1E

apbv_INT.L.ic  The justification shall explain the characteristics used todge the
meani ng -sotfr uicweulrle d o .

ADV_INT.1-1 The evaluatoshall examinethe justification to determine that it identifies
the basis for determining whether the TSF is w#llictured.

716 The evaluator veriés that the criteria for determining the characteristic of
being weltstructured are clearly defined in the justification. Acceptable
criteria typically originate from industry standards for the technology
discipline. For example, procedural software tletecutes linearly is
traditionally viewed as weltructured if it adheres to software engineering
programming practises, such as those defined in the IEEE StanB&iE (
Std 610.121990. For example, it would identify the criteria for the
procedural sdfvare portions of the TSF subset:

a) the process used for modular decomposition
b) coding standards used in the development of the implementation

C) a description of the maximum acceptable level of intermodule
coupling exhibited by the TSF subset

d) a description othe minimum acceptable level of cohesion exhibited
the modules of the TSF subset

717 For other types of technologies used in the TGdtich as noiprocedural
software (e.g. objeariented programming), widespread commodity
hardware (e.g. PC microprocessorapd speciapurpose hardware (e.g.
smartcard processors) the evaluator should seek guidance from the
evaluation authority for determining t
structuredo.

ADV_INT.12c  The TSF internals description shall demonstrate that the assigned subset
of the TSF is welstructured.

ADV_INT.1-2 The evaluatoshall checkthe TSF internals description to determine that it
identifies the Asgined subset of the TSF.

718 This subset may be identified in terms of the internals of the TSF at any layer
of abstraction. For example, it may be in terms of the structural elements of
the TSF as identified in the TOE design (e.g. the audit subsystem), or in
terms of the implementation (e.gncrypt.cand decrypt.cfiles, or the 6227
IC chip).
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It is insufficient to identify this subset in terms of the claimed SFRs (e.g. the
portion of the TSF that provide anonymity as definedFiRR_ANO.2J
because this does not indicate where to focus the analysis.

The evaluatoshall examinethe TSF internals description to determine that
it demonstrates that the assigned TSF subsetlissivectured.

The evaluator examines the internals description to ensure that it provides a
sound explanation of how the TSF subset meets the criteria from
ADV_INT.1-1

For example, it would explain how the proceduraktwafe portions of the
TSF subset meets the following:

a) that there is a ont-one correspondence between the modules
identified in the TSF subset and the modules described in the TOE

design ADV_TDS)

b) how the TSF design is aftection of the modular decomposition
process

C) a justification for all instances where the coding standards were not
used or met

d) a justification for any coupling or cohesion outside the acceptable
bounds

Action ADV_INT.1.2E

The evaluatorshall determinethat the TOE design for the assigned TSF
subset is welbtructured.

The evaluator examines a sample of the TOE design to verify the accuracy of
the justifiation. For example, a sample of the TOE design is analysed to
determine its adherence to the design standards, etc. As with all areas where
the evaluator performs activities on a subset the evaluator provides a
justification of the sample size and scope

The description of the TOE's decomposition into subsystems and modules
will make the argument that the TSF subset is -sielictured selevident.
Verification that the procedures for structuring the TSF (as examined in
ALC_TAT) are being followed will make it sefivident that the TSF subset

is well-structured.
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The evaluatorshall determine that the assigned TSF subset is well
structured.

If ADV_IMP is not part of the claimed assurance, then this work unit is not
applicable and is therefore considered to be satisfied.

The evaluator examines a sample of the TSF subset to verify the accuracy of
the internals description. For example, a samplthe procedural software
portions of the TSF subset is analysed to determine its cohesion and
coupling, its adherence to the coding standards, etc. As with all areas where
the evaluator performs activities on a subset the evaluator provides a
justification of the sample size and scope.

Evaluation of sub-activity (ADV_INT.2)
Objectives

The objective of this subctivity is to determine whether the TSF is
designed and structured such that the likelihood of flaws is reduced and that
maintenance can be moreaddy performed without the introduction of
flaws.

Input
The evaluation evidence for this sabtivity is:
a) the modular design description;

b) the implementation representation @DV _IMP is part of the
claimed assurance));

C) the TSF internals description;

d) the documentation of the coding standards, as resulting from
ALC TAT.

Application notes

The role of the internals description is to provide evidence of the structure of
the design and implemeation of the TSF.

The structure of the design has two aspects: the constituent parts of the TSF
and the procedures used to design the TSF. In cases where the TSF is
designed in a manner consistent with the design represented by the TOE
design (seéADV_TDS), the assessment of the TSF design is obvious. In
cases where the design procedures fde@ TAT) are being followed, the
assessment of the TSF design procedures is similarly obvious.
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In casesvhere the TSF is implemented using procechased software, this
structure is assessed on the basis ahislularity, the modules identified in

the internals description are the same as the modules identified in the TOE
design TOE design (ADV_TDS) A module consists of one or more source
code files that cannot be decomposed into smaller compilable units.

The primary goal of this component is to ensure the TSF's implementation
representation is understandable to facilitate maintenandeanalysis (of

both the developer and evaluator).

Action ADV_INT.2.1E

The justification shall describe the characteristics used to judge the
meanig of -sftwallclt ur ed o .

The evaluatoshall examinethe justification to determine that it identifies
the basis for determining whether the TSF is sg#llictured.

The evaluator verifies that the tenia for determining the characteristic of
being weltstructured are clearly defined in the justification. Acceptable
criteria typically originate from industry standards for the technology
discipline. For example, procedural software that executes lynesr
traditionally viewed as webtructured if it adheres to software engineering
programming practises, such as those defined in the IEEE Stand&ifd (
Std 610.121990. For example, it would identify the criteria for the
procedural software portion$ the TSF:

a) the process used for modular decomposition

b) coding standards used in the development of the implementation

C) a description of the maximum acceptable level of intermodule
coupling exhibited by the TSF

d) a description of the minimum acceptable levietohesion exhibited
the modules of the TSF

For other types of technologies used in the T-Qdtich as noprocedural
objeatriented programming), widespread commodity
hardware (e.g. PC microprocessors), and specdiglose hardware (e.g.
smart-card processors) the evaluation authority should be consulted for

software (e.g.
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The TSF internals description shall demonstrate that tleatire TSF is
well-structured.

The evaluatoshall examinethe TSF internals description to determine that
it demonstrates that the TSF is watituctured.

The evaluator examines the internals desion to ensure that it provides a
sound explanation of how the TSF meets the criteria &@W INT.2-1

For example, it would explain how the procedural software portions of the
TSF meet the following:

a) that there is a meto-one correspondence between the modules
identified in the TSF and the modules described in the TOE design

(ADV_TDS)

b) how the TSF design is a reflection of the modular decomposition
process

C) a justification for all instanewhere the coding standards were not
used or met

d) a justification for any coupling or cohesion outside the acceptable
bounds

Action ADV_INT.2.2E
The evalatorshall determinethat the TOE design is wedkructured.

The evaluator examines the TOE design of a sample of the TSF to verify the
accuracy of the justification. For example, a sample of the TOE design is
analysed to determine its adherence to thggdestandards, etc. As with all
areas where the evaluator performs activities on a subset the evaluator
provides a justification of the sample size and scope

The description of the TOE's decomposition into subsystems and modules
will make the argument thahe TSF subset is wetltructured selevident.
Verification that the procedures for structuring the TSF (as examined in
ALC _TAT) are being followed will make it seivident that the TSF subset

is well-structured.

The evaluatoshall determinethat the TSF is weltructured.

If ADV_IMP is not part of the claimed assurance, then this work unit is not
applicable and is therefore considetedbe satisfied.

The evaluator examines a sample of the TSF to verify the accuracy of the
internals description. For example, a sample of the procedural software
portions of the TSF is analysed to determine its cohesion and coupling, its
adherence to theoding standards, etc. As with all areas where the evaluator
performs activities on a subset the evaluator provides a justification of the
sample size and scope.
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11.6.3 Evaluation of sub-activity (ADV_INT.3)

740 There is no general guidance; the scheme should belwmah$or guidance
on this subactivity.
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11.7 Security policy modelling (ADV_SPM)
11.71 Evaluation of sub-activity (ADV_SPM.1)
741 There is no general guidance; the scheme should be consulted for guidance

on this subactivity.

Pagel500f 425 Version3.1 July 2009



Class ADV: Development

11.8
11.8.1
11.8.1.1

742

11.8.1.2
ADV_TDS.1.1C

ADV_TDS.1-1

743

744

745

ADV_TDS.1.2C

ADV_TDS.1-2

746

July 2009

TOE design (ADV_TDS)

Evaluation of sub-activity (ADV_TDS.1)

Input

The evaluation evidence for this sabtivity is:

a) the ST;

b) the functional specification;

C) security architecture description;

d) the TOE design.

Action ADV_TDS.1.1E

The design shall describe the structure of the TOE in terms of subsystems.

The evaluatoshall examinethe TOE design to determine that the structure
of the entie TOE is described in terms of subsystems.

The evaluator ensures that all of the subsystems of the TOE are identified.
This description of the TOE will be used as input to work ARl _TDS.1-

2, where the parts of the TOE that malethe TSF are identified. That is,
this requirement is on the entire TOE rather than on only the TSF.

The TOE (and TSF) may be described in multiple layers of abstraction (i.e.
subsystems and modules) Depending upon the complexity of the TOE, its
design nay be described in terms of subsystems and modules, as described
in CC Part 3Annex A.4, ADV_TDS: Subsystems and Modulés this level

of assurance, the decomposition only

In performing this activitythe evaluator examines other evidence presented
for the TOE (e.g., ST, operator user guidance) to determine that the
description of the TOE in such evidence is consistent with the description
contained in the TOE design.

The design shall identify all subsystems of the TSF.

The evaluatorshall examine the TOE design to determine that all
subsystems of the TSF are identified.

In work unit ADV_TDS.1-1 all of the subsystems of the TOE were
identified, and a determination made that the-m8fk subsystems were
correctly characterised. Building on that work, the subsystems that were not
characterised as neéfSF subsystems shlol be precisely identified. The
evaluator determines that, of the hardware and software installed and
configured according to thBreparative procedures (AGD_PR@)idance,

each subsystem has been accounted for as either one thatabtharTSF,

or one that is not.
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The design shall describe the behaviour of each S&ipporting or SFR
non-interfering TSF subsystem in sufficient detail to determine that it is
not SFR-enforcing.

The evaluatosshall examinethe TOE design to determine that each SFR
supporting or SFRioninterfering subsystem of the TSF is described such
that the evaluator can determine that the subsysseBFRsupporting or
SFRnoninterfering.

SFRsupporting and SHRortinterfering subsystems do not need to be
described in detail as to how they function in the system. However, the
evaluator makes a determination, based on the evidence provided by the
devdoper, that the subsystems that do not have-lagél descriptions are
SFRsupporting or SFRoninterfering. Note that if the developer provides a
uniform level of detailed documentation then this work unit will be largely
satisfied, since the point ofategorising the subsystems is to allow the
developer to provide less information for SB&pporting and SFRon
interfering subsystems than for SteRforcing subsystems.

An SFRsupporting subsystem is one that is depended on by an SFR
enforcing subsystemmiorder to implement an SFR, but does not play as
direct a role as an SFé&nforcing subsystem. An SHioninterfering
subsystem is one that is not depended upon, in either a supporting or
enforcing role, to implement an SFR.

The design shall summarise the SFeéhforcing behaviour of the SFR
enforcing subsystems.

The evaluatoshall examinethe TOE design to determine that it provides a
compldge, accurate, and highvel description of the SFBnforcing
behaviour of the SFRnforcing subsystems.

The developer may designate subsystems aseBifdrcing, SFRsupporting,

and SFR non nt er f eri ng, but these Atagso
amountand type of information the developer must provide, and can be used

to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorisedhlydeveloper or not, it is the
evaluator's responsibility to determine that the subsystems have the
appropriate information for their role (SFforcing, etc.) in the TOE, and

to obtain the appropriate information from the developer should the
developer &il to provide the required information for a particular subsystem.
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SFRenforcing behaviour refers tdhow a subsystem provides the
functionality that implements an SFR. A hitgvel description need not refer

to specific data structures (although it may)it instead talks about more
general data flow, message flow, and control relationships within a
subsystem. The goal of these descriptions is to give the evaluator enough
information to understantiow the SFRenforcing behaviour is achieved.
Note that thesvaluator should find unacceptable asserts of-8f@rcement

in the TOE design documentation for this work unit. It should be noted that it
is the evaluator's det erlmdwealtd ome avi & hf
particular TOE, and the evaluatobtains enough information from the
developer to make a sound verdict for this work unit.

To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description, implemeation representation). Descriptions of functionality in
these documents should be consistent with what is provided for evidence for
this work unit

The design shall provide a description of thateractions among SFR
enforcing subsystems of the TSF, and between the SffRorcing
subsystems of the TSF and other subsystems of the TSF.

The evaluatoshall examinethe TOE design to determine thateractions
between the subsystems of the TSF are described.

The goal of describing the interactions between the -&kBrcing
subsystems and other subsystems is to help provide the reader a better
understanding of how the TSF performs it functions.s€hateractions do

not need to be characterised at the implementation level (e.g., parameters
passed from one routine in a subsystem to a routine in a different subsystem;
global variables; hardware signals (e.g., interrupts) from a hardware
subsystem to ra interrupthandling subsystem), but the data elements
identified for a particular subsystem that are going to be used by another
subsystem need to be covered in this discussion. Any control relationships
between subsystems (e.g., a subsystem responsibleoffiguring a rule

base for a firewall system and the subsystem that actually implements these
rules) should also be described.

The evaluators need to use their own judgement in assessing the
completeness of the description. If the reason for an itik@nais unclear, or

if there are SFRelated interactions (discovered, for instance, in examining
the descriptions of subsystem behaviour) that do not appear to be described,
the evaluator ensures that this information is provided by the developer.
However if the evaluator can determine that interactions among a particular
set of subsystems, while incompletely described by the developer, will not
aid in understanding the overall functionality nor security functionality
provided by the TSF, then the evalwatmay choose to consider the
description sufficient, and not pursue completeness for its own sake.
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Aapv_Tps.1.6c  The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE desigthat they invoke.

ADV_TDS.1-6 The evaluatoshall examinethe TOE design to determine that it contains a
complete and accurate mapping from the TSFI described in the functional
specification to the subsystemisthe TSF described in the TOE design.

754 The subsystems described in the TOE design provide a description of how
the TSF works at a detailed level for SERforcing portions of the TSF, and
at a higher level for other portions of the TSF. The TSFI provide a
description of how the implementation is exercised. The evidence from the
developer identifies the subsystem that is initially involved when an
operation is requested at the TSFI, and identify the various subsystems that
are primarily responsible for img@inenting the functionality. Note that a
complete fAcall treedo for each TSFI i s

755 The evaluator assesses the completeness of the mapping by ensuring that all
of the TSFI map to at least one subsystem. The verification of agciga
more complex.

756 The first aspect of accuracy is that each TSFI is mapped to a subsystem at the
TSF boundary. This determination can be made by reviewing the subsystem
description and interactions, and from this information determining its place
in the architecture. The next aspect of accuracy is that the mapping makes
sense. For instance, mapping a TSFI dealing with access control to a
subsystem that checks passwords is not accurate. The evaluator should again
use judgement in making this determinati®he goal is that this information
aids the evaluator in understanding the system and implementation of the
SFRs, and ways in which entities at the TSF boundary can interact with the
TSF. The bulk of the assessment of whether the SFRs are described
accuratly by the subsystems is performed in other work units.

11.8.1.3 Action ADV_TDS.1.2E

ADV_TDS.1-7 The evaluatoshall examinethe TOE security functional requirements and
the TOE design, to determine that all ST security functional requirements are
covered by the TOE design.

757 The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requiremento a set of subsystems. Note that this map may have to be at a
level of detail below the component or even element level of the
requirements, because of operations (assignments, refinements, selections)
performed on the functional requirement by the Sthau
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For example, th&DP_ACC.1 Subset access conttomponent contains an
element with assignments. If the ST contained, for instance, ten rules in the
FDP_ACC.1 Subset access contedsignment, and these temles were
implemented in specific places within fifteen modules, it would be
inadequate for the evaluator to mBPP_ACC.1 Subset access control

one subsystem and claim the work unit had been completed. Instead, the
evaluator wouldmap FDP_ACC.1 Subset access contrglle 1) to
subsystem A, behaviours X, y, and EDP_ACC.1 Subset access control
(rule 2) to subsystem A, behaviours x, p, and g; etc.

The evaluatorshall examinethe TOE design to determine that it is an
accurate instantiation of all security functional requirements.

The evaluator ensures that each security requirement listed in the TOE
security functional requirements sect of the ST has a corresponding
design description in the TOE design that accurately details how the TSF
meets that requirement. This requires that the evaluator identify a collection
of subsystems that are responsible for implementing a given functional
requirement, and then examine those subsystems to understand how the
requirement is implemented. Finally, the evaluator would assess whether the
requirement was accurately implemented.

As an example, if the ST requirements specified alvaked access ©wol
mechanism, the evaluator would first identify the subsystems that contribute
to this mechanism's implementation. This could be done bgefth
knowledge or understanding of the TOE design or by work done in the
previous work unit. Note that this ta is only to identify the subsystems,
and is not the complete analysis.

The next step would be to understand what mechanism the subsystems
implemented. For instance, if the design described an implementation of

access control based on UN8tyle protectio bits, the design would not be

an accurate instantiation of those access control requirements present in the
ST example used above. If the evaluator could not determine that the

mechanism was accurately implemented because of a lack of detail, the
evaluabr would have to assess whether all of the ®RRrcing subsystems

have been identified, or if adequate detail had been provided for those

subsystems.
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11.8.2 Evaluation of sub-activity (ADV_TDS.2)
11.8.2.1 Input
762 The evaluation evidence for this sabtivity is:
a) the ST;
b) the functional specification;
C) security architecture description;
d) the TOE design.
11.8.2.2 Action ADV_TDS.2.1E
Apv_Tps.2.1c  The design shall describe the structuoé the TOE in terms of subsystems.

ADV_TDS.2-1 The evaluatoshall examinethe TOE design to determine that the structure
of the entire TOE is described in terms of subsystems.

763 The evaluator ensures that alltbe subsystems of the TOE are identified.
This description of the TOE will be used as input to work ARl _TDS.2-
2, where the parts of the TOE that make up the TSF are identified. That is,
this requirement is on the entire TOE eatkthan on only the TSF.

764 The TOE (and TSF) may be described in multiple layers of abstraction (i.e.
subsystems and modules) Depending upon the complexity of the TOE, its
design may be described in terms of subsystems and modules, as described
in CC Part 3Annex A.4, ADV_TDS: Subsystems and Modulés this level
of assurance, the decomposition only n

765 In performing this activity, the evaluator examines other evidence presented
for the TOE (e.g., ST, opemt user guidance) to determine that the
description of the TOE in such evidence is consistent with the description
contained in the TOE design.

Apv_Tps.22c  The design shall identify all subsystems of the TSF

ADV_TDS.2-2 The evaluatorshall examine the TOE design to determine that all
subsystems of the TSF are identified.

766 In work unit ADV_TDS.2-1 all of the subsystems of the TOE were
identified, and a determination made that the-m8fk subsystems were
correctly characterised. Building on that work, the subsystems that were not
characterised as neéfSF subsystems should be precisely identified. The
evaluator determines that, of the hardwarel aoftware installed and
configured according to thBreparative procedures (AGD_PR@)idance,
each subsystem has been accounted for as either one that is part of the TSF,
or one that is not.
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apbv_tps23c  The design shall describe the behaviour of each SFR smaterfering
subsystem of the TSF in detail sufficient to determine that it is SFR hon
interfering.

ADV_TDS.2:3 The evaluatosshall examinethe TOE design to determine that each SFR
norrinterfering subsystem of the TSF is described such that the evaluator can
determine that the subsystem is Sfkdtrinterfering.

767 SFRnortinterfering subsystems do not need to be described in detail as to
how the/ function in the system. However, the evaluator makes a
determination, based on the evidence provided by the developer, that the
subsystems that do not have detailed descriptions aren8iRterfering.

Note that if the developer provides a uniform levetletailed documentation
then this work unit will be largely satisfied, since the point of categorising
the subsystems is to allow the developer to provide less information fer SFR
nortrinterfering subsystems than for SfeRforcing and SFRupporting
subystems.

768 An SFRnortinterfering subsystem is one on which the S#fRorcing and
SFRsupporting subsystems have no dependence; that is, they play no role in
implementing SFR functionality.

apv_tps.24c  The desgn shall describe the SFRnforcing behaviour of the SFR
enforcing subsystems.

ADV_TDS.2-4 The evaluatoshall examinethe TOE design to determine that it provides a
complete, accurate, and detailed descriptibthe SFRenforcing behaviour
of the SFRenforcing subsystems.

769 The developer may designate subsystems aseBifdrcing, SFRsupporting,
and SFR noi nt er f eri ng, but these fAtagso
amount and type of information the developerstrprovide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorised by the developer or not, it is the
evaluatos responsibility to determine that the subsystems have the
appropriate information for their role (SF#forcing, etc.) in the TOE, and
to obtain the appropriate information from the developer should the
developer fail to provide the required informatian & particular subsystem.

770 SFRenforcing behaviour refers tdhow a subsystem provides the
functionality that implements an SFR. While not at the level of an
algorithmic description, a detailed description of behaviour typically
discusses how the functiortglis provided in terms of what key data and
data structures are, what control relationships exist within a subsystem, and
how these elements work together to provide the-8#rcing behaviour.
Such a description also references StiRporting behaviourwhich the
evaluator should consider in performing subsequent work units.
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771 To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description). Descriptions of funionality in these documents should be
consistent with what is provided for evidence for this work unit.

apv_tps.25c  The design shall summarise the SF&upporting and SFRnon-interfering
behaviour of the SFRenforcing subsystems.

ADV_TDS.25 The evaluatoshall examinethe TOE design to determine that it provides a
complete and accurate higgvel description of the SFRupporting and
SFRnoninterfering behaviouof the SFRenforcing subsystems.

772 The developer may designate subsystems aseBifdrcing, SFRsupporting,
and SFR non nt er f eri ng, but these Atagso a
amount and type of information the developer must provide, and can be used
to limit the amount of information the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorised by the developer or not, it is the
evaluator's responsibility to determindat the subsystems have the
appropriate information for their role (SF#dforcing, etc.) in the TOE, and
to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular subsystem.

773 In contrast to the previous work unit, this work unit calls for the evaluator to
assess the information provided for SEfforcing subsystems that is SFR
supporting or SFRiorrinterfering. The goal of this assessment is-fald.

First, it should provide thevaluator greater understanding of the way each
subsystem works. Second, the evaluator determines that alei¥BRing
behaviour exhibited by a subsystem has been described. Unlike the previous
work unit, the information provided for the StRpporting orSFRnon
interfering behaviour does not have to be as detailed as that provided by the
SFRenforcing behaviour. For example, data structures or data items that do
not pertain to SFRnforcing functionality will likely not need to be
described in detail, i&t all. It is the evaluator's determination, however, with
respect tbewhhod® mbagbk for a particul a
obtains enough information from the developer (even if it turns out to be
equivalent to information provided for the maf the subsystem that are
SFRenforcing) to make a sound verdict for this work unit.

774 The evaluator is cautioned, however,
nor required by this work unit, so judgement will have to be exercised in
determine the amotirand composition of the evidence required to make a
verdict on this work unit.

775 To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description). Descriptions ofunctionality in these documents should be
consistent with what is provided for evidence for this work unit. In
particular, the functional specification should be used to determine that the
behaviour required to implement the TSF Interfaces described dy th
functional specification are completely described by the subsystem, since the
behaviour will either be SFBnforcing, SFRsupporting or SFRion
interfering.
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apv_tps.26c  The design shall summarise the behaur of the SFRsupporting
subsystems.

ADV_TDS.2-6 The evaluatoshall examinethe TOE design to determine that it provides a
complete and accurate hidgvel description of the behaviour of the SFR
supporting gbsystems.

776 The developer may designate subsystems aseBifdrcing, SFRsupporting,
and SFR non nt er f eri ng, but these ftagso
amount and type of information the developer must provide, and can be used
to limit the amount of iformation the developer has to develop if their
engineering process does not produce the documentation required. Whether
the subsystems have been categorised by the developer or not, it is the
evaluator's responsibility to determine that the subsysteme hbhg
appropriate information for their role (SFforcing, etc.) in the TOE, and
to obtain the appropriate information from the developer should the
developer fail to provide the required information for a particular subsystem.

777 In contrast to the previesutwo work units, this work unit calls for the
developer to provide (and the evaluator to assess) information about SFR
supporting subsystems. Such subsystems should be referenced by the
descriptions of the SFBnforcing subsystems, as well as by the dpesons
of interactions in work unitADV_TDS.2-7. The goal of evaluator's
assessment, like that for the previous work unit, isfole. First, it should
provide the evaluator with an understanding of the way eachs8pporting
subystem works. Second, the evaluator determines that the behaviour is
described in enough detail so that the way in which the subsystem supports
the SFRenforcing behaviour is clear, and that the behaviour is not itself
SFRenforcing. The information providefor SFRsupporting subsystem's
behaviour does not have to be as detailed as that provided by the SFR
enforcing behaviour. For example, data structures or data items that do not
pertain to SFRenforcing functionality will likely not need to be described i
detall, if at all. It is the evaluator's determination, however, with respect to
what -lidhw g@glhdo means for a particular T
enough information from the developer (even if it turns out to be equivalent
to information providedfor the parts of the subsystem that are SFR
enforcing) to make a sound verdict for this work unit.

778 The evaluator is cautions, however, t
required by this work unit, so judgement will have to be exercised in
determire the amount and composition of the evidence required to make a
verdict on this work unit.

779 To determine completeness and accuracy, the evaluator examines other
information available (e.g., functional specification, security architecture
description, implerantation representation). Descriptions of functionality in
these documents should be consistent with what is provided for evidence for
this work unit. In particular, the functional specification should be used to
determine that the behaviour required toplement the TSF Interfaces
described by the functional specification are completely described by the
subsystem.

July 2009 Version3.1 Pagel59of 425



ADV_TDS.2.7C

ADV_TDS.2-7

780

781

ADV_TDS.2.8C

ADV_TDS.2-8

782

783

Class ADV: Development

The design shall provide a description of the interactions among all
subsystems dahe TSF.

The evaluatoshall examinethe TOE design to determine that interactions
between the subsystems of the TSF are described.

The goal of describing the interactions between the subsysterashelpt
provide the reader a better understanding of how the TSF performs it
functions. These interactions do not need to be characterised at the
implementation level (e.g., parameters passed from one routine in a
subsystem to a routine in a different swgisyn; global variables; hardware
signals (e.g., interrupts) from a hardware subsystem to an intéaogting
subsystem), but the data elements identified for a particular subsystem that
are going to be used by another subsystem need to be covered in this
discussion. Any control relationships between subsystems (e.g., a subsystem
responsible for configuring a rule base for a firewall system and the
subsystem that actually implements these rules) should also be described.

It should be noted while the devpkr should characterise all interactions
between subsystems, the evaluators need to use their own judgement in
assessing the completeness of the description. If the reason for an interaction
is unclear, or if there are SHRlated interactions (discoverddy instance,

in examining the descriptions of subsystem behaviour) that do not appear to
be described, the evaluator ensures that this information is provided by the
developer. However, if the evaluator can determine that interactions among a
particularset of subsystems, while incompletely described by the developer,
will not aid in understanding the overall functionality nor security
functionality provided by the TSF, then the evaluator may choose to consider
the description sufficient, and not purswenpleteness for its own sake.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

The evaluatoshall examinethe TOE design to determine that it contains a
complete and accurate mapping from the TSFI described in the functional
specification to the subsystems of the TSF described in the TOE design.

The subsystems described in fh®E design provide a description of how

the TSF works at a detailed level for SERforcing portions of the TSF, and

at a higher level for other portions of the TSF. The TSFI provide a
description of how the implementation is exercised. The evidencetfrem
developer identifies the subsystem that is initially involved when an
operation is requested at the TSFI, and identify the various subsystems that
are primarily responsible for implementing the functionality. Note that a
compl et e 1 c alSFlisnot equiced forahis werkauaith T

The evaluator assesses the completeness of the mapping by ensuring that all
of the TSFI map to at least one subsystem. The verification of accuracy is
more complex.
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The first aspect of accuracy is that each TSFlapped to a subsystem at the
TSF boundary. This determination can be made by reviewing the subsystem
description and interactions, and from this information determining its place
in the architecture. The next aspect of accuracy is that the mapping makes
serse. For instance, mapping a TSFI dealing with access control to a
subsystem that checks passwords is not accurate. The evaluator should again
use judgement in making this determination. The goal is that this information
aids the evaluator in understanditige system and implementation of the
SFRs, and ways in which entities at the TSF boundary can interact with the
TSF. The bulk of the assessment of whether the SFRs are described
accurately by the subsystems is performed in other work units.

Action ADV_TDS.2.2E

The evaluatoshall examinethe TOE security functional requirements and
the TOE design, to determine that all ST security functional requirements ar
covered by the TOE design.

The evaluator may construct a map between the TOE security functional
requirements and the TOE design. This map will likely be from a functional
requirement to a set of subsystems. Note that this map may have to be at a
level d detail below the component or even element level of the
requirements, because of operations (assignments, refinements, selections)
performed on the functional requirement by the ST author.

For example, th&DP_ACC.1 Subset access conttomponent contains an
element with assignments. If the ST contained, for instance, ten rules in the
FDP_ACC.1 Subset access contedsignment, and these ten rules were
implemented in specific places within fifteen modules, it ldole
inadequate for the evaluator to mBpP_ACC.1 Subset access control

one subsystem and claim the work unit had been completed. Instead, the
evaluator would mapFDP_ACC.1 Subset access contrglle 1) to
subsystem A, behaviours X, y, and EDP_ACC.1 Subset access control
(rule 2) to subsystem A, behaviours x, p, and g; etc.

The evaluatorshall examinethe TOE design to detern@nthat it is an
accurate instantiation of all security functional requirements.

The evaluator ensures that each security requirement listed in the TOE
security functional requirements section of the ST has a corresponding
design description in the TOE dgsithat accurately details how the TSF
meets that requirement. This requires that the evaluator identify a collection
of subsystems that are responsible for implementing a given functional
requirement, and then examine those subsystems to understand éhow th
requirement is implemented. Finally, the evaluator would assess whether the
requirement was accurately implemented.

As an example, if the ST requirements specified alvaked access control
mechanism, the evaluator would first identify the subsystéatscontribute

to this mechanism’'s implementation. This could be done bgeth
knowledge or understanding of the TOE design or by work done in the
previous work unit. Note that this trace is only to identify the subsystems,
and is not the complete ansiy.
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