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1 ST Introduction

1.1 ST reference

TOE: Sdu ICAO eMRTD

TOE Version: 1.0

Document ID: 8828-9 Security Target Lite

ST Title: Security Target Lite for Sdu ICAO eMRTD

Version Number: 1.0.0

Date: 26 March 2007

Status: public release

CC Version: 2.1 (with Final Interpretation of Q@B as of 04.04.2005)
Assurance Level: EAL4+ ADV_IMP.2 and ALC_DVS.2.

SOF Level: SOF-high

Certification ID: BSI-DSZ-CC-0383

1.2 ST Overview

The Security Target defines the environment, sgcobjectives, requirements and Security
Functions for the Sdu ICAO eMRTD based on the MaetRReadable Travel Document with
“ICAO Application”, Basic Access Control Protectiétofile [22]. This TOE extends the PP
by including Active Authentication as specified[#].

This evaluation is a composite evaluation with ulyiieg platform being the Philips
P531G072V0Q (JCOP 31, v2.2). The certification namfor the underlying platform is:
BSI-DSZ-CC-0294.

1.3 Conformance Claim

This Security Target is CC Part 2 extended and &€ Fconformant. The evaluation level is
EAL4 augmented by ADV_IMP.2 and ALC_DVS.2. The T@#ly implements the Machine
Readable Travel Document with “ICAO Application” #a Access Control Protection
Profile, version 1.0, BSI-PP-0017 [22]. The funotdity of the TOE extends that contained
in the Protection Profile, by including Active Awthtication.
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2 TOE Description

Parts of this section have been changed from th@Ré3e are denoted byld text.

2.1 TOE definition

The Target of Evaluation (TOE) is the Sdu ICAO eMRTThe TOE is the contactless
integrated circuit chip of machine readable tradetuments (MRTD’s chip) programmed
according to the Logical Data Structure (LDS) [@daproviding the Basic Access Control
according to the ICAO document [7].

The TOE [Sdu ICAO eMRTD] comprises of
* The Philips P531G072V0Q, comprising of

o0 The Philips P5CD072V0Q including the circuitry diet MRTD’s chip (the
integrated circuit, IC) with hardware for the caritess interface, e.g. antennae,
capacitors;

o the IC Dedicated Software with the parts IC Dedidaffest Software and IC
Dedicated Support Software;

o JCOP 31v2.2, the IC Embedded Software (operatistgsn);
* Sdu eMRTD LDS Appletv1.2.3, the MRTD applicati@md
the associated guidance documentation.

For this TOE, only one application will be presentthe IC, namely the MRTD Application.
The TOE utilises the evaluation of the underlyitatiorm, which includes the Phillips chip,
the IC Dedicated Software, and the JCOP 31 v2.2.

2.2 TOE usage and security features for operational use

State or organisation issues MRTD to be used byhtiider for international travel. The
traveller presents a MRTD to the inspection systeprove his or her identity. The MRTD in
context of this security target contains (i) vis(gye readable) biographical data and portrait
of the holder, (ii) a separate data summary (MR@&)for visual and machine reading using
OCR methods in the Machine readable zone (MRZ)(andlata elements on the MRTD'’s
chip according to LDS for contactless machine megdi he authentication of the traveller is
based on (i) the possession of a valid MRTD peismeth for a holder with the claimed
identity as given on the biographical data page @hdiometrics using the reference data
stored in the MRTD. The issuing State or Organiragnsure the authenticity of the data of
genuine MRTD’s. The receiving State trust a genuMBRTD of a issuing State or
Organization.

For this security target the MRTD is viewed as wiit

(a) thephysical MRTD as travel document in form of paper, plastic ang.dh
presents visual readable data including (but matdid to) personal data of the MRTD
holder:

(1) the biographical data on the biographical ¢getge of the passport book,

(2) the printed data in the Machine-Readable Zd#ir4) and
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(3) the printed portrait.

(b) thelogical MRTD as data of the MRTD holder stored according td_ihgical Data
Structure [6] as specified by ICAO on the contaslamtegrated circuit. It presents
contactless readable data including (but not lidhit§ personal data of the MRTD
holder

(1) the digital Machine Readable Zone Data (digi&Z data, DG1);
(2) the digitized portraits (DG2);

(3) the optional biometric reference data of firfge(DG3) or iris image(s)
(DG4) or botf;

(4) the other data according to LDS (DG5 to DG Héid
(5) the Document security object.

The issuing State or Organization implements sgcteatures of the MRTD to maintain the
authenticity and integrity of the MRTD and theitalaThe MRTD as the passport book and
the MRTD'’s chip is uniquely identified by the docem number.

The physical MRTD is protected by physical securitgasures (e.g. watermark on paper,
security printing), logical (e.g. authenticationykeof the MRTD’s chip) and organisational
security measures (e.g. control of materials, peization procedures) [8]. These security
measures include the binding of the MRTD’s chiphi® passport book.

The logical MRTD is protected in authenticity amdeigrity by a digital signature created by
the document signer acting for the issuing Stat®myanization and the security features of
the MRTD’s chip. The TOE can optionally demonstrtat the MRTD data is contained on
the intended chip by using an RSA signature (Acfiu¢hentication).

The ICAO defines the baseline security methods iasSuthentication and the optional
advanced security methods Basic Access Controlgdagical MRTD, Active Authentication
of the MRTD’s chip, Extended Access Control to ahd Data Encryption of additional
biometrics as optional security measure in the ICA€hnical report [7]. The Passive
Authentication Mechanism and the Data Encryptiore arerformed completely and
independently on the TOE by the TOE environment.

This security target addresses the protection efldigical MRTD (i) in integrity by write-
only-once access control and by physical means, (&hih confidentiality by the Basic
Access Control Mechanism. This Security Target doet address the Extended Access
Control as optional security mechanisms.

The Basic Access Control is a security feature wisball be mandatory supported by the
TOE but may be disabled by the Issuing State oraf@izgtion. The inspection system (i)
reads the printed data in the MRZ, (ii) authenésathemselves as inspection system by
means of keys derived from MRZ data. After sucadsafithentication of the inspection
system the MRTD’s chip provides read access toldheeal MRTD by means of private
communication (secure messaging) with this inspacistem [7], Annex E, and [6].

! These additional biometric reference data are patio
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2.3 TOE life cycle
The TOE life cycle is described in terms of therflifie cycle phases.
Phase 1 “Development”

The TOE is developed in phase 1. The IC developgeldps the integrated circuit, the IC
Dedicated Software and the guidance documentasisoceated with these TOE components.

The Operating Systemdeveloper uses the guidance documentation fointegrated circuit
and the guidance documentation for relevant pdriseolC Dedicated Software and develops
the IC Embedded Software (operating systang the guidance documentation associated
with this TOE component. The application developewuses the guidance documentation
for the Operating System and developsthe MRTD application and the guidance
documentation associated withis TOE component.

The manufacturing documentation of the IC includihg IC Dedicated Software and the
Embedded Software in the non-volatile non-progratimanemories (ROM) is securely
delivered to the IC manufacturer.

The IC Embedded Software in the non-volatile prograble memories, the MRTD
application and the guidance documentation is sécdelivered to the MRTD manufacturer.

Phase 2 “Manufacturing” 2

In a first step the TOE integrated circuit is proéld containing the MRTD’s chip Dedicated
Software and the parts of the MRTD’s chip Embed&edtware in the non-volatile non-
programmable memories (ROM). The IC manufacturetesithe IC Identification Data onto
the chip to control the IC as MRTD material durithg IC manufacturing and the delivery
process to the MRTD manufacturer. The IC is seguielivered from the IC manufacture to
the MRTD manufacturer.

The MRTD is securely delivered from the MRTD marutimer to the Personalization Agent.
The MRTD manufacturer also provides the relevamtspaf the guidance documentation to
the Personalization Agent.

Phase 3 “Personalization of the MRTD”

The personalization of the MRTD includes (i) thevey of the MRTD holder biographical
data, (ii) the enrolment of the MRTD holder bionetreference data (i.e. the digitized
portraits and the optional biometric reference Y&ia) the printing of the visual readable
data onto the physical MRTD, (iv) the writing th®©E User Data and TSF Data into the
logical MRTD and (v) the writing the TSF Data irttee logical MRTD and configuration of
the TSF if necessary. The step (iv) is performethieyPersonalization Agent and includes but
is not limited to the creation of (i) the digitalRZ data (DG1), (ii) the digitised portrait
(DG2), and (iii) the Document security object. Fois TOE, the Active Authentication Keys
are generated by the Personalization Agent andteyento the TOE, also as part of step (iv).

The signing of the Document security object by thecument signer [7] finalizes the
personalization of the genuine MRTD for the MRTDIdew. The personalized MRTD

2 The TOE will be delivered to the Personalizatioergat the completion of this Phase. The end ofpthise is
the boundary of this evaluation.
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(together with appropriate guidance for TOE useeifessary) is handed over to the MRTD
holder for operational use.

Phase 4 “Operational Use®

The TOE is used as MRTD’s chip by the traveller @ahd inspection systems in the
“Operational Use” phase. The user data can be aeadrding to the security policy of the
Issuing State or Organization and used accordintpecsecurity policy of the Issuing State
but they can never be modified.

% 1t will not be possible to add or modify the MRTDhae it is in the Operational Phase. This includes
configuring BAC. [Application Note 2]
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3 TOE Environment

3.1 Introduction

3.1.1 Assets

The assets to be protected by the TOE include #w Data and Authenticity of the MRTD’s
chip.

Logical MRTD Data

The logical MRTD data consists of the data grou@llo DG16 and the Document security
object according to LDS [6]. These data are uséa dathe TOE. The data groups DGL1 to
DG14 and DG 16 contain personal data of the MRTdro The Active Authentication
Public Key Info in DG 15 is used by the inspectgystem for Active Authentication of the
chip. The Document security object is used by thepéction system for Passive
Authentication of the logical MRTD.

Authenticity of the MRTD'’s chip

The authenticity of the MRTD’s chip personalizedtbg issuing State or Organization for the
MRTD’s holder is used by the traveller to authesitic himself as possessing a genuine
MRTD.

3.1.2 Subjects
This protection profile considers the following gedis:
Manufacturer

The generic term for the IC Manufacturer producihg integrated circuit and the MRTD
Manufacturer completing the IC to the MRTD’s chifhe Manufacturer is the default user of
the TOE during the Phase 2 Manufacturing. The TO&schot distinguish between the users
IC Manufacturer and MRTD Manufacturer using thierglanufacturer.

MRTD Holder

The rightful holder of the MRTD for whom the issgiState or Organization personalised the
MRTD.

Traveller

Person presenting the MRTD to the inspection systednclaiming the identity of the MRTD
holder.

Personalization Agent

The agent is acting on the behalf of the issuingteéSbor Organisation to personalize the
MRTD for the holder by some or all of the followilagtivities (i) establishing the identity the
holder for the biographic data in the MRTD, (ii)reling the biometric reference data of the
MRTD holder i.e. the portrait, the encoded fingaage(s) and/or the encoded iris image(s)
(iii) writing these data on the physical and lodigHRTD for the holder as defined for global,
international and national interoperability and) (signing the Document Security Object
defined in [6].
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Inspection system

A technical system used by the border control effiof the receiving State (i) examining an
MRTD presented by the traveller and verifying itgreenticity and (ii) verifying the traveller
as MRTD holder.

The Primary Inspection System (PIS) (i) contains a terminal for the contactless
communication with the MRTD’s chip and (ii) doest mmplement the terminals part of the
Basic Access Control Mechanism. The Primary InspecSystem can read the logical
MRTD only if the Basic Access Control is disabled.

TheBasic Inspection Systen{BIS) (i) contains a terminal for the contactlessnmunication
with the MRTD’s chip, (ii) implements the terminafsmart of the Basic Access Control
Mechanism and (iii) gets the authorization to résallogical MRTD under the Basic Access
Control by optical reading the printed data in MBZ or other parts of the passport book
providing this information.

The Extended Inspection System(EISY in addition to the Basic Inspection System (i)
implements the Active Authentication Mechanism) @upports the terminals part of the
Extended Access Control Authentication Mechanisrd @) is authorized by the issuing
State or Organization to read the optional bioroetference data.

The following inspection system is added by thea®thor.

The Active Authentication Inspection System(AAIS) implements Active Authentication in
addition to Passive Authentication. It may or may implement the Basic Access Control
Mechanism and/or the Extended Access Control Masharif Biometric Data is included on
the passport, it is authorized by the issuing StateOrganization to read the optional
biometric reference data. Note that Active Autheation does not require Access Control
greater than standard MRTD data, as the only axhditiaccessible data is a public key.

Terminal

A terminal is any technical system communicatinghwthe TOE through the contactless
interface.

Attacker®

A threat agent trying (i) to identify and to traite movement the MRTD’s chip remotely (i.e.
without knowing or reading the printed MRZ datai), {0 read or to manipulate the logical
MRTD without authorization, or (iii) to forge a ggne MRTD.

3.2 Assumptions

The assumptions describe the security aspectseoénikironment in which the TOE will be
used or is intended to be used.

* This Security Target does not discuss the EIS futibeause the Extended Access Control is outside tipe sco
and active authentication is covered by AAIS.

® An impostor attacks the inspection system in the TD&nvironment by using a genuine, counterfeit ogéal
MRTD. Therefore the impostor may use results of sufigleatacks against the TOE but the attack itselfos n
relevant to the TOE.
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A.Pers_Agent: Personalization of the MRTD'’s chip

The Personalization Agent ensures the correctrig$stbe logical MRTD with respect to the
MRTD holder, (ii) the Document Basic Access Keys) the Active Authentication Public
Key Info (DGL15) if stored on the MRTD’s chip, and)(the Document Signer Public Key
Certificate (if stored on the MRTD’s chip). The Bemalization Agent signs the Document
Security Object. The Personalization Agent beagsRtrsonalization Agent Authentication to
authenticate himself to the TOE by symmetric crgpaphic mechanisms.

A.Insp_Sys: Inspection Systems for global interopability

The Inspection System is used by the border cordffiter of the receiving State (i)
examining an MRTD presented by the traveller andfywiag its authenticity and (ii)
verifying the traveller as MRTD holder. The Primaigspection System for global
interoperability contains the Country Signing Paliiey and the Document Signer Public
Key of each issuing State or Organization [7]. Fiignary InspectiohSystem performs the
Passive Authentication to verify the logical MRTDthe logical MRTD is not protected by
Basic Access Control. The Basic Inspection Systemaddition to the Primary Inspection
System implements the terminal part of the Basice&s Control and reads the logical MRTD
being under Basic access Control. To be considared\ctive Authentication Inspection
Systen, a Primary Inspection System or Basic Inspectigst&3n must be able to verify that
the Active Authentication private key (stored ore tMRTD IC) matches the Active
Authentication public key contained in the logiddlRTD using a challenge response
mechanism in the TOE, [7] section 2.3.2.

3.3 Threats

This section describes the threats to be avertettidoyf OE independently or in collaboration
with its IT environment. These threats result frita TOE method of use in the operational
environment and the assets stored in or protegtedebTOE.

The TOE in collaboration with its IT environmendavert the threats as specified below.
T.Chip_ID: Identification of MRTD'’s chip

An attacker trying to trace the movement of the NIRy identifying remotely the MRTD’s
chip by establishing or listening a communicatibnotigh the contactless communication
interface. The attacker can not read and does mmt kn advance the MRZ data printed on
the MRTD data page.

® According to [7] the support of (i) the Passive Wertication mechanism is mandatory, and (ii) the Basic
Access Control and Active Authentication are optiorial the context of this Security Target the Primary
Inspection System does not implement the termind giathe Basic Access Control. Terminals that do not
implement BAC will therefore not able to read thgit@l MRTD if the logical MRTD is protected by Basic
Access Control. The TOE allows the Personalizationtagetisable the Basic Access Control for use with these
Systems.

" An Active Authentication Inspection System, is alsdaita Primary Inspection System or Basic Inspection
System, and must follow the policies defined by tR¥ETconfiguration.
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T.Skimming: Skimming the logical MRTD

An attacker imitates the inspection system to riémdlogical MRTD or parts of it via the
contactless communication channel of the TOE. Ttaeker can not read and does not know
in advance the MRZ data printed on the MRTD datgepa

T.Eavesdropping: Eavesdropping to the communicatiobetween TOE and inspection
system

An attacker is listening to the communication betwéhe MRTD’s chip and an inspection
system to gain the logical MRTD or parts of it. Tingpection system uses the MRZ data
printed on the MRTD data page but the attacker doe&now this data in advance.

Note in case of T.Skimming the attacker is esthbig a communication with the MRTD’s
chip not knowing the MRZ data printed on the MRT&tad page and without a help of the
inspection system which knows these data. In cAgeEavesdropping the attacker uses the
communication of the inspection system.

T.Forgery: Forgery of data on MRTD’s chip

An attacker alters fraudulently the complete stdogfical MRTD or any part of it including
its security related data in order to impose onnapection system by means of the changed
MRTD holders identity or biometric reference data.

This threat comprises several attack scenarios RTD forgery. The attacker may alter the
biographical data on the biographical data pagl®fpassport book, in the printed MRZ and
in the digital MRZ to claim an other identity ofethtraveller. The attacker may alter the
printed portrait and the digitized portrait to os@me the visual inspection of the inspection
officer and the automated biometric authenticatinachanism by face recognition. The
attacker may alter the biometric reference datdef@at automated biometric authentication
mechanism of the inspection system. The attackey coenbine data groups of different
logical MRTD'’s to create a new forged MRTD, e.ge thittacker write the digitized portrait
and optional biometric reference data of fingedrigam the logical MRTD of a traveller into
an other MTRD’s chip leaving their digital MRZ uratiged to claim the identity of the
holder this MRTD. The attacker may also copy theglete unchanged logical MRTD in an
other contactless chip.

The TOE shall avert the threat as specified below.
T.Abuse-Func: Abuse of Functionality

An attacker may use functions of the TOE which Ishal be used in TOE operational phase
in order (i) to manipulate User Data, (ii) to mauigie (explore, bypass, deactivate or change)
security features or functions of the TOE or (i)disclose or to manipulate TSF Data.

This threat addresses the misuse of the functionghé initialization and the personalization
in the operational state after delivery to MRTDdwesl

T.Information_Leakage: Information Leakage from MRTD’s chip

An attacker may exploit information which is leakiedm the TOE during its usage in order
to disclose confidential TSF data. The informatleakage may be inherent in the normal
operation or caused by the attacker.
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Leakage may occur through emanations, variatiop®wer consumption, 1/0O characteristics,
clock frequency, or by changes in processing tireguirements. This leakage may be
interpreted as a covert channel transmission butdse closely related to measurement of
operating parameters, which may be derived eithmn fmeasurements of the contactless
interface (emanation) or direct measurements (loyaod to the chip still available even for a
contactless chip) and can then be related to teeifspoperation being performed. Examples
are the Differential Electromagnetic Analysis (DEMand the Differential Power Analysis
(DPA). Moreover the attacker may try actively tofane information leakage by fault
injection (e.g. Differential Fault Analysis).

T.Phys-Tamper: Physical Tampering

An attacker may perform physical probing of the MRS chip in order (i) to disclose TSF
Data, or (ii) to disclose/reconstruct the MRTD’9pcEmbedded Software. An attacker may
physically modify the MRTD’s chip in order to (i)adify security features or functions of the
MRTD’s chip, (ii) modify security functions of tHdRTD’s chip Embedded Software, (iii) to
modify User Data or (iv) to modify TSF data.

The physical tampering may be focused directly loa discloser or manipulation of TOE
User Data (e.g. the biometric reference data ferittspection system) or TSF Data (e.g.
authentication key of the MRTD'’s chip) or indirgctly preparation of the TOE to following
attack methods by modification of security featu(esy. to enable information leakage
through power analysis). Physical tampering reguilieect interaction with the MRTD’s chip
internals. Techniques commonly employed in IC failanalysis and IC reverse engineering
efforts may be used.

Before that hardware security mechanisms and laghatacteristics need to be identified.
Determination of software design including treatin@User Data and TSF Data may also be
a pre-requisite. The modification may result in theactivation of a security function.
Changes of circuitry or data can be permanentropteary.

T.Malfunction: Malfunction due to Environmental Stress

An attacker may cause a malfunction of TSF or efMRTD’s chip Embedded Software by
applying environmental stress in order to (i) deateé or modify security features or
functions of the TOE or (ii) circumvent or deacteraor modify security functions of the
MRTD'’s chip Embedded Software.

This may be achieved e.g. by operating the MRTDigp wutside the normal operating
conditions, exploiting errors in the MRTD’s chip Bedded Software or misuse of
administration function. To exploit this an attackeeds information about the functional
operation.

T.Clone: Attempt to Clone with public information

An attacker may attempt to clone a valid passpsmgithe MRTD read from the valid
passport’s IC. If an attacker holds the MRTD IGytttan read both BAC enabled or disabled
passports.
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3.4 Organisational Security Policies

The TOE shall comply to the following organisateecurity policies (OSP) as security rules,
procedures, practices, or guidelines imposed bgrganisation upon its operations (see CC
part 1, sec. 3.2).

P.Manufact®; Manufacturing of the MRTD'’s chip

The IC Manufacturer and MRTD Manufacturer ensure gjuality and the security of the
manufacturing process and control the MRTD’s maten the Phase 2 Manufacturing. The
Initialization Data are written by the IC Manufaatuto identify the IC uniquely. The MRTD
Manufacturer writes the Pre-personalization Datéchvitontains at least the Personalization
Agent Key.

P.Personalization: Personalization of the MRTD byssuing State or Organization only

The issuing State or Organization guarantees tiheectaess of the biographical data, the
printed portrait and the digitised portrait, th@retric reference data and other data of the
logical MRTD with respect to the MRTD holder. Thergonalization of the MRTD for the
holder is performed by authorized agents of theigsState or Organization only.

P.Personal_Data: Personal data protection policy

The biographical data and their summary printethéyMRZ and stored on the MRTD’s chip
(DG1), the printed portrait and the digitised paitt{DG2), the biometric reference data of
finger(s) (DG3), the biometric reference data & image(s) (DG4) and data according to
LDS (DG5 to DG14, DG16) stored on the MRTD’s chi gersonal data of the MRTD
holder. These data groups are intended to be usdgdnith agreement of the MRTD holder
by inspection systems to which the MRTD is presgniéne MRTD’s chip shall provide the
possibility for the Basic Access Control to alloead access to these data only for terminals
successfully authenticated based on knowledge ®f Dbcument Basic Access Keys as
defined in [7]. The issuing State or Organizaticrides (i) to enable the Basic Access
Control for the protection of the MRTD holder perab data or (ii) to disable the Basic
Access Control to allow Primary Inspection Systemhghe receiving States and all other
terminals to read the logical MRTD.

8 The TOE is complete at the end of Phase 2. The T©OHelivered to the Personalizer prior to the
commencement of Phase 3.

° The organisational security policy P.Personal_Dsitdrawn from the ICAO Technical Report [7]. Notettha
the Document Basic Access Key is defined by the T@ironment and loaded to the TOE by the
Personalization Agent.
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4 Security Objectives

4.1 Security Objectives for the TOE

This chapter describes the security objectivedHerTOE and the security objectives for the
TOE environment. The security objectives for the ET@nvironment are separated into
security objectives for the development and prddacenvironment and security objectives
for the operational environment.

This section describes the security objectives fahe TOE addressing the aspects of
identified threats to be countered by the TOE and manisational security policies to be
met by the TOE.

OT.AC_Pers:*® Access Control for Personalization of logical MRTD

The TOE must ensure that the logical MRTD data gsoDG1 to DG16, the Document

security object according to LDS [6] and the TSRadaan be written by authorized

Personalization Agents. The logical MRTD data g1 to DG16 and the TSF data can
be written only once and can not be changed a&esgmalization. The Document security
object can be updated by authorized Personaliz&tgmmts if data in the data groups DG 3 to
DG16 are added. Only the Personalization Agent &igahllowed to enable or to disable the
TSF Basic Access Control.

OT.Data_Int: Integrity of personal data

The TOE must ensure the integrity of the logical MIRstored on the MRTD’s chip against
physical manipulation and unauthorized writingtHé TOE is configured for the use with
Basic Inspection Terminals only the TOE must enshat the inspection system is able to
detect any modification of the transmitted logigHRTD data.

OT.Data_Conf':  Confidentiality of personal data

If the TOE is configured for the use with Basicgastion Systems the TOE must ensure the
confidentiality of the logical MRTD data groups D@ DG16 by granting read access to
terminals successfully authenticated by (i) as ¢reatization Agent or as (ii) Basic Inspection

System. The Basic Inspection System shall autheetithemselves by means of the Basic

¥ The OT.AC_Pers implies that:

1. the data of the LDS groups written during persontiinafor MRTD holder (at least DG1 and DG2)
can not be changed by write access after personalizati

2. the Personalization Agents may (i) add (fill) dataitie LDS data groups not written yet, and (ii)
update and sign the Document Security Object acotlydaThe TOE does not allow a
personalization agent to add data to the LDS onceis in the Operational Phase.

" The traveller grants the authorization for readimg personal data in DG1 to DG16 to the inspeciigstem

by presenting the MRTD. The MRTD’s chip provides remttess to this data for terminals successfully
authenticated by means of the Basic Access Control las&dowledge of the Document Basic Access Keys.
The security objective OT.Data_Conf requires the Tt®Ensure the strength of the security function Basic
Access Control Authentication independent on theityuaf the Document Basic Access Keys which is defined
by the TOE environment and loaded into the TOE leyRbrsonalization Agent. Any attack based on decision
the ICAO Technical Report [7] that the inspectiosteyn derives Document Basic Access Keys from the printed
MRZ data does not violate the security objective GifaDConf. [Cf. CEM [4], section 8.10.3.4, para. 1625
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Access Control based on knowledge of the DocumesidBAccess Key. The TOE must
ensure the confidentiality of the logical MRTD dataring their transmission to the Basic
Inspection System.

If the TOE is configuredo that BAC is disabled® no protection in confidentiality of the
logical MRTD is required.

OT.ldentification ' Identification and Authentication of the TOE

The TOE must provide means to store IC IdentifaraData in its non-volatile memory. The
IC Identification Data must provide an unique idicdtion of the IC during Phase 2
“Manufacturing” and Phase 3 “Personalization of MBRTD”. If the TOE is configured for
use with Basic Inspection Terminals only in Phas®gderational Use” the TOE shall identify
themselves only to a successful authenticated Basjoection System or Personalization
Agent.

OT.Prot_Abuse-Func: Protection against Abuse of Fuctionality

The TOE must prevent that functions of the TOE Whitay not be used after TOE Delivery
can be abused in order (i) to disclose criticalrU3ata, (ii) to manipulate critical User Data
of the Smartcard Embedded Software, (iii) to malaifgu Soft-coded Smartcard Embedded
Software or (iv) bypass, deactivate, change oragpsecurity features or functions of the
TOE.

Details of the relevant attack scenarios dependjnfgtance, on the capabilities of the Test
Features provided by the IC Dedicated Test Softwdmieh are not specified here.

OT.Active_Authentication™* Protection against MRTD Copying

The TOE must provide the option for Active Autheation. The Active Authentication
mechanism ensures that the data is read from tmairge IC and that the chip and data page
belong to each other. See [7].

The following TOE security objectives address the ptection provided by the MRTD’s
chip independent on the TOE environment.

2 This phrase was changed to allow for the possibiliy the AAIS will have BAC disabled.

13 The TOE security objective OT.Identification addes security features of the TOE to support the litdecy
security in the manufacturing and personalizationspha The IC Identification Data are used for TOE
identification in Phase 2 “Manufacturing” and foadeability and/or to secure shipment of the TOE fromsBh

2 “Manufacturing” into the Phase 3 “Personalizatidrthe MRTD”. The OT.ldentification addresses security
features of the TOE to be used by the TOE manufactweitvironment as described in its security objective
OD.Material. In the Phase 4 “Operational Use” theET® identified by the passport number as part of the
printed and digital MRZ. If the TOE allows a Primdngpection System (i.e. every terminal) to read thiese
every terminal may identify the TOE. If the TOE @nfigured to allow a Basic Inspection System onlyead
these data the OT.ldentification forbids the outdury other IC (e.g. integrated circuit serial numE&CSN)

or a MRTD identifier through the contactless inteefabefore successful authentication as Basic Inspection
System or as Personalization Agent.

14 This Objective is added to the PP to cover activkentication.
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OT.Prot_Inf_Leak™: Protection against Information Leakage

The TOE must provide protection against disclosafreonfidential TSF data stored and/or
processed in the MRTD'’s chip:

* by measurement and analysis of the shape and adw®liof signals or the time
between events found by measuring signals on thetremagnetic field, power
consumption, clock, or 1/O lines; and

» by forcing a malfunction of the TOE; and/or
» by a physical manipulation of the TOE.
OT.Prot_Phys-Tamper®  Protection against Physical Tampering

The TOE must provide protection the confidentiaéityd integrity of the User Data, the TSF
Data, and the MRTD’s chip Embedded Software. Thidudes protection against attacks
with high attack potential by means of

* measuring through galvanic contacts which is difgggsical probing on the chips
surface except on pads being bonded (using standalsifor measuring voltage and
current) or

e measuring not using galvanic contacts but otheesyg physical interaction between
charges (using tools used in solid-state physwsaieh and IC failure analysis)

* manipulation of the hardware and its security fezgpas well as

controlled manipulation of memory contents (UsetaD@SF Data)
with a prior

* reverse-engineering to understand the design anuiaperties and functions.
OT.Prot_Malfunction”:  Protection against Malfunctions

The TOE must ensure its correct operation. The TSt prevent its operation outside the
normal operating conditions where reliability aretwe operation has not been proven or
tested. This is to prevent errors. The environmiesdaditions may include external energy
(esp. electromagnetic) fields, voltage (on any acisf), clock frequency, or temperature.

!5 This objective pertains to measurements with subsequemplex signal processing due to normal operation
of the TOE or operations enforced by an attacketail3ecorrespond to an analysis of attack scenarios which
not given here.

% In order to meet the security objectives OT.ProysPfamper the TOE must be designed and fabricated so
that it requires a high combination of complex equipmé&nowledge, skill, and time to be able to derive
detailed design information or other informationiethcould be used to compromise security through such a
physical attack. This is addressed by the security tbge©D.Assurance.

I A malfunction of the TOE may also be caused usimtirect interaction with elements on the chip surface
This is considered as being a manipulation (reféhéoobjective OT.Prot_Phys-Tamper) provided thahitbat
knowledge about the TOE’s internals.
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4.2 Security Objectives for the Development and Man  ufacturing
Environment

OD.Assurance: Assurance Security Measures in Devg@ment and Manufacturing
Environment

The developer and manufacturer ensure that the iBGfesigned and fabricated so that it
requires a combination of complex equipment, kndgée skill, and time to be able to derive
detailed design information or other informationievhcould be used to compromise security
through attack. This includes the use of the llit@ion Data for unique identification of the
TOE and the pre-personalization of the TOE inclgdihe writing of the Personalization
Agent Authentication key(s). The developer providesessary evaluation evidence that the
TOE fulfils its security objectives and is resigtagainst obvious penetration attacks with low
attack potential and against direct attacks witfhrattack potential against security function
that uses probabilistic or permutational mechanisms

OD.Material: Control over MRTD Material

The IC Manufacturer, the MRTD Manufacturer and Bersonalization Agent must control
all materials, equipment and information to produoeinitialise, to pre-personalize genuine
MRTD materials and to personalize authentic MRTDonmder to prevent counterfeit of
MRTD using MRTD materials.

4.3 Security Objectives for the Operational Environ  ment

4.3.1 Issuing State or Organization

The Issuing State or Organization will implemeng tiollowing security objectives of the
TOE environment.

OE.Personalization Personalization of logical MRTD

The issuing State or Organization must ensuretti@Personalization Agents acting on the
behalf of the issuing State or Organisation (ipkbksh the correct identity of the holder and
create biographic data for the MRTD, (ii) enrol thiemetric reference data of the MRTD
holder®i.e. the portrait, the encoded finger image(syanthe encoded iris image(s) and (iii)
personalize the MRTD for the holder together wite tefined physical and logical security
measures (including the digital signature in thecWvoent Security Object). The
Personalization Agents enable or disable the BAsicess Control function of the TOE
according to the decision of the issuing State oya@ization. If the Basic Access Control
function is enabled the Personalization Agents gaadhe Document Basic Access Keys and
store them in the MRTD’s chip.

OE.Pass_Auth_Sign Authentication of logical MRTD bySignature

The Issuing State or Organization must (i) genesateyptographic secure Country Signing
Key Pair, (ii) ensure the secrecy of the Countrgniig Private Key and sign Document
Signer Certificates in a secure operational enviremt, and (iii) distribute the Certificate of
the Country Signing Public Key to receiving Statsd organizations maintaining its

18|f Active Authentication is required, the RSA keysishbe injected into the TOE by the Personalizer.
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authenticity and integrity. The Issuing State agyasrization must (i) generate a cryptographic
secure Document Signing Key Pair and ensure theceof the Document Signer Private
Keys, (ii) sign Document Security Objects of gemuiMRTD in a secure operational

environment only and (iii) distribute the Certifieaof the Document Signing Public Key to

receiving States and organizations. The digitahatigre in the Document Security Object
include all data in the data groups DG1 to DG1€afed in the LDS according to [6].

4.3.2 Receiving State or organization

The Receiving State or Organization will implem#érg following security objectives of the
TOE environment.

OE.Exam_MRTD Examination of the MRTD passport book

The inspection system of the Receiving State muamée the MRTD presented by the
traveller to verify its authenticity by means okttphysical security measures and to detect
any manipulation of the physical MRTD.

OE.Passive_Auth_Verif:  Verification by Passive Autentication

The border control officer of the Receiving Statesi the inspection system to verify the
traveller as MRTD holder. The inspection systemsstmoave successfully verified the

signature of Document Security Objects and thegnitiedata elements of the logical MRTD

before they are used. The receiving States andn@agéons must manage the Country
Signing Public Key and the Document Signing Pukley maintaining their authenticity and

availability in all inspection systems.

OE.Active_Auth™®: Verification by Active Authentication

An Active Authentication Inspection system perforra the functions of the Passive
Authentication Inspection System, and verifies IBeauthenticity with an RSA signature
generated by the MRTD.

OE.Prot_Logical MRTD?® Protection of data of the logical MRTD

The inspection system of the receiving State esstire confidentiality and integrity of the

data read from the logical MRTD. The receiving Stakamining the logical MRTD being

under Basic Access Control will use inspection esyst which implement the terminal part of
the Basic Access Control and use the secure megsagih fresh generated keys for the
protection of the transmitted data (i.e. Basic &wjpn Systems). The receiving State
examining the logical MRTD with Primary Inspecti8ystems will prevent eavesdropping to
the communication between TOE and inspection system

9 This Objective is added to the PP to cover activkemtication.

2 The Primary Inspection System may prevent unauthbiisgening to or manipulation of the communication
with the MRTD’s chip e.g. by a Faraday cage.
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4.3.3 MRTD Holder
OE.Secure_Handling:  Secure handling of the MRTD by MRTD holder

The holder of a MRTD configured for use with Primmdnspection Systemsr Active
Authentication Inspection Systems with BAC disabled (i.e. MTRD with disabled Basic
Access Control) will prevent unauthorized communiaca of the MRTD’s chip with
terminals through the contactless interface.

% The MRTD holder may prevent unauthorized commuitinabf the MRTD’s chip with terminals e.g. by
carrying the MRTD in a metal box working as Faradagec

22 Text added to allow for AAIS without BAC.
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5 Security Requirements

The CC allows several operations to be performeduostional requirements; refinement,
selection, assignment, and iteration are defingghnagraph 2.1.4 of Part 2 of the CC. Each of
these operations is used in this ST.

The refinement operation is used to add detail to a requiremamd, thus further restricts a
requirement. Refinement of security requiremengt #dd or change words are denoted by
bold text. In cases where words from a CC requiremezrevdeleted, a separate statement
indicates the words that were removed.

The selectioroperation is used to select one or more optioosiged by the CC in stating a
requirement. Selections that have been included the PP are denoted as underlined text

The assignmemperation is used to assign a specific value tarapecified parameter, such
as the length of a password. Assignments that baga included from the PP are denoted by
showing as underlined text

Where the PP left the operation open, the ST autlasr completed the operation. These
operations are denoted by showindakl underlined text.

The iteration operation is used when a componentejgeated with varying operations.
Iteration is denoted by showing a slash “/”, and tteration indicator after the component
identifier.

Security Requirements included in addition to thietértion Profile include the sentence:
“This SFR is provided in addition to the Protecti®mofile”. Iterations are marked as
described above. The selections and assignmenisaaked bybold underlined text.

5.1 Security Functional Requirements for the TOE

This section on security functional requirements tftte TOE is divided into sub-sections
following the main security functionality.

5.1.1 Class FAU Security Audit

5.1.1.1 FAU_SAS.1 Audit storage

The TOE shall meet the requirement “Audit stora§&lY SAS.1)” as specified below
(Common Criteria Part 2).

Hierarchical to: No other components.

FAU_SAS1.1 The TSF shall provide the Manufactuweith the capability to store the
IC Identification Dat&n the audit records.

Dependencies: No dependencies.

5.1.2 Class Cryptographic Support (FCS)

The iterations are caused by different cryptograpkey generation algorithms to be
implemented and key to be generated by the TOE.

Date: 26 March 2007 Page 23 of 68



Sdu ICAO eMRTD IDENTIFICATION

Document : 8828-9 Security Target Lite
Classification  : standard
Cl-number : 8828-1001-001 - 1.0.0- public release

5.1.2.1 FCS_CKM.1/BAC_MRTD Cryptographic key genera tion — Generation of
Document Basic Access Keys by the TOE

The TOE shall meet the requirement “Cryptographgy lgeneration (FCS_CKM.1)” as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.

FCS _CKM.1.1/  The TSF shall generate cryptographic keys in aerord with a

BAC_MRTD specified cryptographic key generation algorithncoent Basic
Access Key Derivation Algorithrand specified cryptographic key
sizes 112 bithat meet the following: [7], Annex’E

Dependencies: [FCS_CKM.2 Cryptographic key distribution or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.1.2.2 FCS_CKM.4 Cryptographic key destruction-M RTD

The TOE shall meet the requirement “Cryptographey klestruction (FCS_CKM.4)” as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.
FCS_CKM.4.1/ The TSF shall destroy cryptographic keys in acaocdawith a

MRTD specified cryptographic key destruction methgahysically
overwriting the keysthat meets the followingione

Dependencies: [FDP_ITC.1 Import of user data without securitiributes, or
FDP_ITC.2 Import of user data with security atttésj or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA.2 Secure security attributes

5.1.2.3 FCS_COP.1/SHA_MRTD Cryptographic operation — Hash for Key
Derivation by MRTD

The TOE shall meet the requirement “Cryptograptperation (FCS_COP.1)” as specified
below (Common Criteria Part 2).

Hierarchical to: No other components.

2 The TOE is equipped with the Document Basic Accessdémerated and downloaded by the Personalization
Agent. The Basic Access Control Authentication Protodescribed in [7], Annex E.2, produces agreed
parameters to generate the Triple-DES key and thmilRéAC message authentication keys for secure
messaging by the algorithm in [7], Annex E.1. The athm uses the random number RND.ICC generated by
TSF as required by FCS_RND.1/MRTD.
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FCS _COP.1.1/ The TSF shall perform_hashing accordance with a specified
SHA_MRTD cryptographic algorithm SHA-&nd cryptographic key sizes none
that meet the following: FIPS 1832

Dependencies: [FDP_ITC.1 Import of user data without securitiibutes, or
FDP_ITC.2 Import of user data with security atttésj or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.1.2.4 FCS_COP.1/TDES_MRTD Cryptographic operation — Encryption /
Decryption Triple DES

The TOE shall meet the requirement “Cryptograptperation (FCS_COP.1)” as specified
below (Common Criteria Part 2).

Hierarchical to: No other components.

FCS_COP.1.1/ The TSF shall perform_secure messaging — encryp#od

TDES_MRTD decryptionin accordance with a specified cryptographic atgor
Triple-DES in CBC modend cryptographic key sizes 112 thiait
meet the following: FIPS 46-3 [14] and [7]; Annex E

Dependencies: [FDP_ITC.1 Import of user data without securitiyibutes , or
FDP_ITC.2 Import of user data with security atttésj or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.1.2.5 FCS_COP.1/MAC_MRTD Cryptographic operation — Retail MAC

The TOE shall meet the requirement “Cryptograptperation (FCS_COP.1)" as specified
below (Common Criteria Part 2).

Hierarchical to: No other components.

FCS_COP.1.1/ The TSF shall perform secure messaging — messagendigaition codén

MAC_MRTD accordance with a specified cryptographic algoritRetail MAC and
cryptographic key sizes 112 hihat meet the following: ISO 9797 (MAC
algorithm 3, block cipher DES, Sequence Messagetéoupadding mode

2).

Dependencies: [FDP_ITC.1 Import of user data without securitiyyibutes , or
FDP_ITC.2 Import of user data with security atttds)
or FCS_CKM.1 Cryptographic key generation]

%4 Note that the TOE Platform provides compliance ®SF180-1. The standard for FIPS 180-2 states tleat th
algorithm for SHA-1 did not change from version 1 &rsion 2. Thus, this SFR is consistent with the TOE
platform.
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FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes
5.1.2.6 FCS_COP.1/RSA Cryptographic operation — RSA  Signature

The TOE shall meet the requirement “Cryptograplperation (FCS_COP.1)" as specified
below (Common Criteria Part 2). This SFR is prodide addition to the Protection Profile.

This requirement forms part of “Active Authenticati”
Hierarchical to: No other comOponents.

FCS_COP.1.1/ The TSF shall perforndigital signature generationin accordance with a

RSA specified cryptographic algorithiRSA and cryptographic key sizel24,
1280, 1536 and 1792 Bithat meet the followingdSO 9796-2 and SHA-1
digest.

Dependencies: [FDP_ITC.1 Import of user data without securitiyibutes , or

FDP_ITC.2 Import of user data with security atttds)
or FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.1.2.7 FCS_RND.1/MRTD Quality metric for random nu mbers

The TOE shall meet the requirement “Quality metoicrandom numbers (FCS_RND.1)” as
specified below (Common Criteria Part 2 extended).

Hierarchical to: No other components.

FCS_RND.1.1/ The TSF shall provide a mechanism to generate ranmdonbers
MRTD that meetlass K3 of [AIS 20] with SOF-high
Dependencies: No dependencies.

5.1.3 Class FIA Identification and Authentication

Table 1 provides an overview on the authenticatitethanisms used by the TOE and its
environment.

Name

SFR for the TOE

SFR for the TOE
environment (terminal

Algorithms and key sizes

according to [7], Annex
E, and [23]

Basic Access Control
Authentication
Mechanism

FIA_UAU.4/MRTD
and
FIA_UAU.6/MRTD

FIA_UAU.4/BAC_T
and FIA_UAU.6/T

Triple-DES, 112 bit keys
and Retail-MAC, 112 bit
keys
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Name SFR for the TOE SFR for the TOE Algorithms and key sizes
environment (terminal) according to [7], Annex
E, and [23]

Symmetric FIA_UAU.4/MRTD FIA_APL1/PT Triple-DES with 112 bit

Authentication keys

Mechanism for

Personalization

Agents

Table 1: Overview of authentication SFRs

5.1.3.1 FIA_UID.1 Timing of identification

The TOE shall meet the requirement “Timing of idiécdtion (FIA_UID.1)” as specified
below (Common Criteria Part 2). The bold text belbas been added to allow the use of
active authentication when the TOE is configureth'dAC disabled.

Hierarchical to: No other components.

FIA_UID.1.1 The TSF shall allow
(1) to read the Initialization Data in Phase 2 “Mfatturing”,

(2) to read the ATSnd perform the SELECT commandin Phase 3
“Personalization of the MRTD®,

(3) to read the ATS if the TOE is configured foreusith Basic
Inspection Systems only in Phase 4 “Operational Use

(4) to read the logical MRTRnd request active authenticationf the
TOE is configured for use with Primary Inspectioypst®@m in Phase 4
“Operational Use”

on behalf of the user to be performed before tlee issdentified.

FIA_UID.1.2 The TSF shall require each user to be successidigtified before
allowing any other TSF-mediated actions on behathat user.

Dependencies: No dependencies.

5.1.3.2 FIA_UAU.1 Timing of authentication

The TOE shall meet the requirement “Timing of aati@tion (FIA_UAU.1)” as specified
below (Common Criteria Part 2). The bold text belbas been added to allow the use of
active authentication when the TOE is configurethwdAC disabled.

% In the operation phase the MRTD must not allow adybto read the ICCSN or any other unique
identification before the user is authenticated asdBaspection System (cf. T.Chip_ID). Note that teeminal
and the MRTD'’s chip use an identifier for the commatian channel to allow the terminal for communication
with more then one RFID. This identifier is randoraglected and will not violate the OT.ldentification

% Beside the ATS the Personalization Agent is ald$e @bsend a SELECT command in the phase 3 in ooder t
personalise the TOE.
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Hierarchical to: No other components.

FIA_UAU.1.1 The TSF shall allow
(1) to read the Initialization Data in Phase 2 “M#atturing”,

(2) to read the AT@Snd perform the SELECT commandin Phase 3
“Personalization of the MRTD®,

(3) to read the ATS if the TOE is configured foreuwith Basic
Inspection Systems only in Phase 4 “Operational Use

(4) to read the logical MRTRnd request active authenticationf the
TOE is configured for use with Primary Inspectiogst®m in Phase 4
“Operational Use”

on behalf of the user to be performed before tlee issauthenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfutlyenticated before
allowing any other TSF-mediated actions on behflhat user.

Dependencies: FIA_UID.1 Timing of identification.

5.1.3.3 FIA_UAU.4/MRTD Single-use authentication me chanisms - Single-use
authentication of the Terminal by the TOE 27 %

The TOE shall meet the requirements of “Single-usethentication mechanisms
(FIA_UAU.4)" as specified below (Common CriteriarP2).

Hierarchical to: No other components.

FIA_UAU.4.1/ The TSF shall prevent reuse of authentication ddgded to

MRTD 1. Basic Access Control Authentication Mechanism,
2. Authentication Mechanism based on Triple-DES
Dependencies: No dependencies.

27 All listed authentication mechanisms uses a challen@eByftes freshly and randomly generated by the TOE
to prevent reuse of a response generated by a ténmiassuccessful authentication attempt: the Basic ggce
Control Authentication Mechanism uses RND.ICC [71] éime Authentication Mechanism based on Triple-DES
shall use a Challenge as well.

2 The Basic Access Control Mechanism is a mutual devitieeatication mechanism defined in [7]. In thetfirs
step the terminal authenticates themselves to the MRTbijs and the MRTD’s chip authenticates to the
terminal in the second step. In this second step th& &R chip provides the terminal with a challenge-
response-pair which allows a unique identificationthaef MRTD’s chip with some probability depending the
entropy of the Document Basic Access Keys. Therefad@ @E shall stop the communication with the terminal
not successfully authenticated in the first stefheffirotocol to fulfil the security objective OT.ld#ication and

to prevent T.Chip_ID.
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5.1.3.4 FIA_UAU.5 Multiple authentication mechanism s

The TOE shall meet the requirement “Multiple autietion mechanisms (FIA_UAU.5)” as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.

FIA_UAU.5.1 The TSF shall provide
1. Basic Access Control Authentication Mechanism

2. Symmetric Authentication Mechanism based onl@+ipES

to support user authentication.
FIA_UAU.5.2 The TSF shall authenticate any user’s claimed ityeatcording to the
following rules:

1. the TOE accepts the authentication attempt esoRalization Agent
by one of the following mechanisms

(a) the Basic Access Control Authentication Medsimnwith the
Personalization Agent Keys,

(b) the Symmetric Authentication Mechanism with eth
Personalization Agent Key

2. the TOE accepts the authentication attempt asicBlaspection
System only by means of the Basic Access Contradhéntication
Mechanism with the Document Basic Access Keys.

Dependencies: No dependencies.

5.1.3.5 FIA_UAU.6/MRTD Re-authenticating — Re-authe nticating of Terminal by
the TOE*

The TOE shall meet the requirement “Re-authentiga{FIA_UAU.6)” as specified below
(Common Criteria Part 2).

2 Depending on the authentication methods used the ridigation Agent holds (i) a pair of a Triple-DES
encryption key and a retail-MAC key for the BasiccAss Control Mechanism specified in [7], or (i) #fe-

DES key for the Symmetric Authentication Mechanisrhe Basic Access Control Mechanism includes the
secure messaging for all commands exchanged afterssfigicauthentication of the inspection system. The
Personalization Agent may use Symmetric Authentioalifi@chanism without secure messaging mechanism as
well if the personalization environment prevents edrasping to the communication between TOE and
personalization terminal. The Basic Inspection Systeay use the Basic Access Control Authentication
Mechanism with the Document Basic Access Keys. Note stitcessful authenticated Personalization Agent
may disable the Basic Access Control Mechanism.

% The Basic Access Control Mechanism specified in fifjudes the secure messaging for all commands
exchanged after successful authentication of theebtsm System. The TOE checks by secure messaging in
MAC_ENC mode each command based on Retail-MAC whétheas sent by the successfully authenticated
terminal (see FCS_COP.1/MAC_MRTD for further detailfhe TOE does not execute any command with
incorrect message authentication code. Thereford @t re-authenticate the user for each receivedntaml

and accept only those commands received from thallpitiuthenticated by means of BAC user.
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Hierarchical to: No other components.

FIA_UAU.6.1/  The TSF shall re-authenticate the user under timelitons each
MRTD command sent to TOE after successful authenticatbnthe
terminal with Basic Access Control Authenticatioed&hanism.

Dependencies: No dependencies.

5.1.4 Class FDP User Data Protection

The instantiations of FDP_ACC.1 are caused by T8 management according to
FMT_MOF.1. The instantiations of FDP_ACF.1 addmrdifferent SFP.

5.1.4.1 FDP_ACC.1 Subset access control — Primary A ccess Control

The TOE shall meet the requirement “Subset acceatrat (FDP_ACC.1)" as specified
below (Common Criteria Part 2).

Hierarchical to: No other components.
FDP_ACC.1.1/ The TSF shall enforce the Primary Access ControP Si

PRIM terminals gaining write, read and modification a@scdo data
groups DG1 to DG16 of the logical MRTD.

Dependencies: FDP_ACF.1 Security attribute based access control

5.1.4.2 FDP_ACC.1 Subset access control — Basic Acc  ess control 3!

The TOE shall meet the requirement “Subset acceatrat (FDP_ACC.1)" as specified
below (Common Criteria Part 2).

Hierarchical to: No other components.
FDP_ACC.1.1/ The TSF shall enforce the Basic Access Control S8fFRerminals

BASIC gaining write, read and modification access to dataips DG1 to
DG16 of the logical MRTD.

Dependencies: FDP_ACF.1 Security attribute based access control

5.1.4.3 FDP_ACF.1 Security attribute based access ¢ ontrol — Primary Access
Control *2

The TOE shall meet the requirement “Security attelbbased access control (FDP_ACF.1)”
as specified below (Common Criteria Part 2). Thid hext below has been added to allow
the use of active authentication.

%1 The Basic Access Control SFP address the configarafithe TOE for usage with Basic Inspection Systems
only.

%2 The MRTD access control prevents changes of datgpgrby write access to the logical MRTD after their
creation by the Personalization Agent (i.e. no updéisuccessful written data in the data groups DEIG6).
The Passive Authentication Mechanism detects any boased changes.
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Hierarchical to: No other components.

FDP_ACF.1.1/ The TSF shall enforce the Primary Access Contrd® 8Fobjects
PRIM based on the following:

1. Subjects:
a. Personalization Agent,

b. Terminals,

2. Objects: data in the data groups DG1 to DG1léhef logical
MRTD

3. security attributes
a. configuration of the TOE according to FMT MOF.1
b. authentication status of terminals.

FDP_ACF.1.2/ The TSF shall enforce the following rules to detewnif an

PRIM operation among controlled subjects and controltdgects is
allowed: in the TOE configuration for use with Pam Inspection
Systems

1. the successfully authenticated Personalizatioanf\is allowed to
write the data of the data groups DG1 to DG16 & kbgical
MRTD

2. the Terminals are allowed to read the data efaitoups DG1 to
DG16 of the logical MRTEand request active authentication

FDP_ACF.1.3/ The TSF shall explicitly authorize access of suisjeid objects
PRIM based on the following additional rules: none

FDP_ACF.1.4/ The TSF shall explicitly deny access of subjectslijects based on
PRIM the rule: the Terminals are not allowed to modify &@f the data
groups DG1 to DG16 of the logical MRTD.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

5.1.4.4 FDP_ACF.1/Basic Security attribute based ac cess control — Basic
Access Control

The TOE shall meet the requirement “Security attebbased access control (FDP_ACF.1)"
as specified below (Common Criteria Part 2). Thil hext below has been added to allow
the use of active authentication.

Hierarchical to: No other components.

FDP_ACF.1.1/ The TSF shall enforce the Basic Access Control &-Bbjects
BASIC based on the following:

1. Subjects:
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a. Personalization Agent,

b. Basic Inspection System,

c. Terminal,

2. Objects: data in the data groups DG1 to DG1léheflogical
MRTD

3. Security attributes
a. configuration of the TOE according to FMT MOF.1
b. authentication status of terminals.

FDP_ACF.1.2/ The TSF shall enforce the following rules to deteenif an
BASIC operation among controlled subjects and controltdgects is
allowed: in the TOE configuration for use with Badnspection
Systems only
1. the successfully authenticated Personalizatigenf\ is allowed
to write and to read the data of the data group4 BXAMG16 of the
logical MRTD,
2. the successfully authenticated Basic Inspe@igstem is allowed

to read data of the groups DG1 to DG16 of the WmigidRTD and
request active authentication

FDP_ACF.1.3/ The TSF shall explicitly authorize access of suisjeio objects
BASIC based on the following additional rules: none

FDP_ACF.1.4/ The TSF shall explicitly deny access of subjectstijects based on
BASIC the rule:_the Terminals are not allowed to modifiy &f the data
groups DG1 to DG16 of the logical MRTD

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

5.1.4.5 FDP_ITC.1 Import of user data without secur ity attributes

The TOE shall meet the requirement “Cryptograplperation (FDP_ITC.1)” as specified
below (Common Criteria Part 2). This SFR is prodidle addition to the Protection Profile.
This requirement forms part of “Active Authentiaati”

Hierarchical to: No other components.
FDP_ITC.1.1 The TSF shall enforce tBasic Access Control SFP _or Primary

Access Control SFPwhen importing user data, controlled under
the SFP, from outside of the TSC.

FDP_ITC.1.2 The TSF shall ignore any security latittes associated with the
user data when imported from outside the TSC.
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FDP_ITC.1.3 The TSF shall enforce the followingesilwhen importing user

data controlled under the SFP from outside the T®Ge.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.3 Static attribute initialisation

5.1.4.6 FDP_UCT.1/MRTD Basic data exchange confiden tiality - MRTD

The TOE shall meet the requirement “Basic data axgh confidentiality (FDP_UCT.1)"” as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.
FDP_UCT.1.1/  The TSF shall enforce the Basic Access Control ®&8HBe able to

MRTD transmit _and receiveobjects in a manner protected from
unauthorised disclosure.

Dependencies: [FTP_ITC.1 Inter-TSF trusted charorel
FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

5.1.4.7 FDP_UIT.1/MRTD Data exchange integrity - MR TD

The TOE shall meet the requirement “Basic data axgh confidentiality (FDP_UCT.1)” as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.
FDP_UIT.1.1/ The TSF shall enforce the Basic Access Control &FBe able to

MRTD transmit and receiveuser data in a manner protected from
modification, deletion, insertion and replasrors.

FDP_UIT.1.2/ The TSF shall be able to determine on receipt ef data, whether
MRTD modification, deletion, insertion and replags occurred.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]
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5.1.5 Class FMT Security Management

5.1.5.1 FMT_MOF.1 Management of functions in TSF

The TOE shall meet the requirement “Managemenunttions in TSF (FMT_MOF.1)”" as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.

FMT_MOF.1.1 The TSF shall restrict the ability to enable arshié” the functions
TSF Basic Access Contrtd Personalization Agent

Dependencies: No Dependencies

5.1.5.2 FMT_SMF.1 Specification of Management Funct ions

The TOE shall meet the requirement “Specificatioi WBlanagement Functions
(FMT_SMF.1)” as specified below (Common CriteriatF2g.

Hierarchical to: No other components.

FMT_SMF.1.1 The TSF shall be capable of performing the follayisecurity
management functions:

1. Initialization,

2. Personalization,

3. Configuration.

Dependencies: No Dependencies

5.1.5.3 FMT_SMR.1 Security roles

The TOE shall meet the requirement “Security rqlESIT_SMR.1)” as specified below
(Common Criteria Part 2).

Hierarchical to: No other components.

FMT_SMR.1.1 The TSF shall maintain the roles
1. Manufacturer,

2. Personalization Agent,

3. Primary Inspection System,

4. Basic Inspection System.

FMT_SMR.1.2 The TSF shall be able to associate users with.roles

% Note that disabling BAC for the user does not prevkee personalization agent using this function in the
personalization phase. But if the BAC is disabled tfog user, also the BAC Authentication Mechanism is
disabled.
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Dependencie¥" FIA_UID.1 Timing of identification.

5.1.5.4 FMT_LIM.1 Limited capabilities

The TOE shall meet the requirement “Limited capaed (FMT_LIM.1)” as specified below
(Common Criteria Part 2 extended).

Hierarchical to: No other components.
FMT_LIM.1.1 The TSF shall be designed in a manner that liri# tcapabilities so
that in conjunction with “Limited availability (FMTLIM.2)” the

following policy is enforced: Deploying Test Featarafter TOE
Delivery does not allow

1. User Data to be disclosed or manipulated

2. TSF data to be disclosed or manipulated

3. software to be reconstructed, and

4. substantial information about construction ofFT® be gathered
which may enable other attacks

Dependencies: FMT_LIM.2 Limited availability.

5.1.5.5 FMT_LIM.2 Limited availability

The TOE shall meet the requirement “Limited avallgb(FMT_LIM.2)” as specified below
(Common Criteria Part 2 extended).

Hierarchical to: No other components.
FMT_LIM.2.1 The TSF shall be designed in a manner that lirhigg tavailability so
that in conjunction with “Limited capabilites (FMTIM.1)” the

following policy is enforced: Deploying Test Featarafter TOE
Delivery does not allow

1. User Data to be disclosed or manipulated,

2. TSF data to be disclosed or manipulated

3. software to be reconstructed, and

4. substantial information about construction ofFT® be gathered
which may enable other attacks.

DependenciesFMT_LIM.1 Limited capabilities.

34 Updated to reflect wording from CC Part 2.
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5.1.5.6 FMT_MTD.1/INI_ENA Management of TSF data — Writing of Initialization
Data and Pre-personalization Data

The TOE shall meet the requirement “ManagementS# data (FMT_MTD.1)” as specified
below (Common Criteria Part 2). The iterations addrdifferent management functions and
different TSF data.

Hierarchical to: No other components.
FMT_MTD.1.1/ The TSF shall restrict the ability to writke Initialization Data
INI_ENA and Pre-personalization Ddtathe Manufacturer
Dependencies: FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles
5.1.5.7 FMT_MTD.1/INI_DIS Management of TSF data — Disabling of Read
Access to Initialization Data and Pre-personalizati  on Data®

The TOE shall meet the requirement “ManagementS# data (FMT_MTD.1)” as specified
below (Common Criteria Part 2). The iterations addrdifferent management functions and
different TSF data.

Hierarchical to: No other components.

FMT_MTD.1.1/ The TSF shall restrict the ability to disable readess for users
INI_DIS to the Initialization Datdo the Personalization Agent

Dependencies: FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

5.1.5.8 FMT_MTD.1/KEY_WRITE Management of TSF data — Key Write

The TOE shall meet the requirement “ManagementS# data (FMT_MTD.1)” as specified
below (Common Criteria Part 2). The iterations addrdifferent management functions and
different TSF data. The bold text below has beededdto allow the use of active
authentication.

% The pre-personalization Data includes but is nofitdich to the authentication reference data for the
Personalization Agent which is the symmetric cryptogi@pPersonalization Agent Authentication Key.

% According to P.Manufact the IC Manufacturer anel MRTD Manufacturer are the default users assumed by
the TOE in the role Manufacturer during the Phas&Manufacturing” but the TOE is not requested to
distinguish between these users within the role Matwfac The TOE restricts the ability to write the
Initialization Data and the Pre-personalization Oatdi) allowing to write these data only once te tiperating
system and also to the java application [to allow s€de the data in Phase 3] and (ii) blocking the role
Manufacturer at the end of the Phase 2. The IC Kéatwrer may write the Initialization Data whichcindes
but are not limited to the IC Identifier as requited FAU_SAS.1. The Initialization Data provides arique
identification of the IC which is used to trace tkeih the Phase 2 and 3 “personalization” but is netled and
may be misused in the Phase 4 “Operational Use”. Ttegret read access to the Initialization Data aedrte-
personalization Data is blocked in the usage phase MRTD Manufacturer will write the Pre-personalipati
Data.
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Hierarchical to: No other components.

FMT_MTD.1.1/ The TSF shall restrict the ability to writke_Document Basic
KEY_WRITE Access Keysand the Active Authentication Keys to the
Personalization Agent

Dependencies: FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

5.1.5.9 FMT_MTD.1/KEY_READ Management of TSF data— Key Read®'

The TOE shall meet the requirement “ManagementS# data (FMT_MTD.1)” as specified
below (Common Criteria Part 2). The iterations addrdifferent management functions and
different TSF data. The bold text below has beateddo ensure the protection of the active
authentication keys.

Hierarchical to: No other components.
FMT_MTD.1.1/ The TSF shall restrict the ability to redlde Document Basic

KEY_READ Access Keysthe Active Authentication Private Key and
Personalization Agent Keyte none

Dependencies: FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

5.1.6 Class FPT Protection of the Security Function s

The TOE shall prevent inherent and forced illioitormation leakage for User Data and TSF
Data. The security functional requirement FPT_EMSE@&ddresses the inherent leakage.
With respect to the forced leakage they have toctesidered in combination with the
security functional requirements “Failure with prastion of secure state (FPT_FLS.1)” and
“TSF testing (FPT_TST.1)” on the one hand and “Blesice to physical attack
(FPT_PHP.3)" on the other. The SFR “Non-bypasdgbdi the TSP (FPT_RVM.1)” and
“TSF domain separation (FPT_SEP.1)” together withmited capabilities (FMT_LIM.1)”",
“Limited availability (FMT_LIM.2)” and “Resistancgo physical attack (FPT_PHP.3)”
prevent bypassing, deactivation and manipulatiothefsecurity features or misuse of TOE
functions.

5.1.6.1 FPT_EMSEC.1 TOE Emanation

The TOE shall meet the requirement “Subset infoionatlow control (FDP_IFC.1)" as
specified below. The bold text below has been addeehsure the protection of the active
authentication keys.

Hierarchical to: No other components.

%" The Personalization Agent generates, stores and erthereorrectness of the Document Basic Access Keys if
the Basic Access Control is enabled. Note the DocuBasic Access Keys may be used for the Basic Access
Control Authentication Mechanism and secure messagiag ié the Basic Access Control is disabled.
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FPT_EMSEC.1.1 The TOE shall not emitvhariations in_power_consumption _or
timing during command _executior] in excess of fon-useful
information] enabling access to__ Personalization Agent
Authentication Keyandthe Active Authentication Private Key.

FPT_EMSEC.1.2 The TSF shall ensure any unauthorized useesunable to use the
following interface_smart card circuit contadis gain access to
Personalization Agent Authentication Kewnd the Active
Authentication Private Key.

Dependencies: No other components.

5.1.6.2 FPT_FLS.1 Failure with preservation of secu re state

The TOE shall meet the requirement “Failure witbgervation of secure state (FPT_FLS.1)”
as specified below (Common Criteria Part 2).

Hierarchical to: No other components.
FPT_FLS.1.1 The TSF shall preserve a secure state when thewiolyj types of
failures occur:

(1) Exposure to operating conditions where theeefar malfunction
could occur,

(2) failure detected by TSF according to FPT TST.1

Dependencies: ADV_SPM.1 Informal TOE security policy model

5.1.6.3 FPT_TST.1 TSF testing

The TOE shall meet the requirement “TSF testing T(FRST.1)" as specified below
(Common Criteria Part 2).

Hierarchical to: No other components.

FPT_TST.1.1 The TSF shall run a suite of self tediging initial start-up (at each
power on)to demonstrate the correct operation of the TSF.

FPT_TST.1.2 The TSF shall provide authorised users with theabdipy to verify the
integrity of TSF data.

FPT_TST.1.3 The TSF shall provide authorised users with theabaipy to verify the
integrity of stored TSF executable code.

Dependencies: FPT_AMT.1 Abstract machine testing.

5.1.6.4 FPT_PHP.3 Resistance to physical attack

The TOE shall meet the requirement “Resistance hgsipal attack (FPT_PHP.3)" as
specified below (Common Criteria Part 2).
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Hierarchical to: No other components.

FPT_PHP.3.1 The TSF shall resist physical manipulation and mi&}grobingto the
TSF by responding automatically such that the TSPisvivlated.

Dependencies: No dependencies.

5.1.6.5 FPT_RVM.1 Non-bypassability of the TSP

The TOE shall meet the requirement “Non-bypasdgbiif the TSP (FPT_RVM.1)” as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.

FPT_RVM.1.1 The TSF shall ensure that TSP enforcement funcao@snvoked and
succeed before each function within the TSC isnglbto proceed.

Dependencies: No dependencies.

5.1.6.6 FPT_SEP.1 TSF domain separation

The TOE shall meet the requirement “TSF domain rsgjpom (FPT_SEP.1)” as specified
below (Common Criteria Part 2).

Hierarchical to: No other components.

FPT_SEP.1.1 The TSF shall maintain a security domain for itsnogxecution that
protects it from interference and tampering by usteed subjects.

FPT_SEP.1.2 The TSF shall enforce separation between the g$gcddmains of
subjects in the TSC

Dependencies: No dependencies.
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5.2 Security Assurance Requirements for the TOE

The SARs for the evaluation of the TOE and its tlgw@ent and operating environment are
those taken from the Evaluation Assurance LevetAlLd) augmented by ADV_IMP.2 and
ALC_DVS.2.

The minimum strength of function is SOF-high.

This Security Target contains the security funaiorequirement FCS_RND.1/MRTD with
an explicit stated strength of function claim (sl&S3 of [AIS 20] with SOF-high).
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5.3 Security Requirements for the IT environment

This section describes the security functional memuents for the IT environment using the
CC part 2 components.

Due to CCIMB Final Interpretation #58 these compusare editorial changed to express the
security requirements for the components in the effivironment where the original
components are directed for TOE security functidrifee editorial changes are indicated in
bold. In each case, the replaced term is “TSF".

5.3.1 Passive Authentication

The ICAOQ, the Issuing States or Organizations aedReceiving States or Organization run a
public key infrastructure for the Passive Authestien. This public key infrastructure
distributes and protects the Country Signing CA Keyd the Document Signing Keys to
support the signing of the User Data (DG1 to DGhg)means of the Document Security
Object. The Technical Report [7] describes the ireguents to the public key infrastructure
for the Passive Authentication.

5.3.1.1 FDP_DAU.1/DS Basic data authentication — Pa ssive Authentication

The Document Signer of the Issuing State or Orgaitiz shall meet the requirement “Basic
data authentication (FDP_DAU.1)” as specified be(@@mmon Criteria Part 2).

Hierarchical to: No other components.
FDP_DAU.1.1/ The Document Signer shall provide a capability to generate

DS evidence that can be used as a guarantee of tidéyaf the logical
MRTD (DG1 to DG16) and the Document Security Object

FDP_DAU.1.2/ The Document Signer shall provide _Inspection Systems of
DS Receiving States or Organizatiarnth the ability to verify evidence
of the validity of the indicated information.

Dependencies: No dependencies

5.3.2 Active Authentication Key Generation

This section defines the requirements for the Actwuthentication Key Generation. If the
passport is to contain Active Authentication Keyen this requirement is in addition to those
on the Passive Authentication Document Signer.

5.3.2.1 FCS_CKM.1/AAKGS Cryptographic key generatio n — Generation of
Active Authentication Keys

The Basic Terminal shall meet the requirement “@gpmphic key generation
(FCS_CKM.1)” as specified below (Common CriteriartP2). This SFR is provided in
addition to the Protection Profile. This requirenfemms part of “Active Authentication.”

% The Public RSA key must be inserted in DG 15, in eamace with [7].
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Hierarchical to: No other components.

FCS _CKM.1.1/ The AAKGS shall generate cryptographic keys in accordancd i

AAKGS specified cryptographic key generation algorithmane and specified
cryptographic key sizeRSA: 1024, 1280, 1536 and 1792 Bihat meet
the following: PKCS#1

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FDP_ITC.2 Import of user data with security atttds) or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.3.3 Active Authentication Inspection Systems

This section defines the requirement for the Actiwghentication Inspection System. If the
TOE is also in the Basic Access Control configaratihen the AAIS will need to comply
with the Basic Inspection System requirements.

5.3.3.1 FCS_COP.1/AAIS Cryptographic operation — RS A Signature

The Active Authentication Inspection System shabetthe requirement “Cryptographic
operation (FCS_COP.1)” as specified below (Commadtefa Part 2). This SFR is provided
in addition to the Protection Profile. This requment forms part of “Active Authentication.”

Hierarchical to: No other components.
FCS_COP.1.1/ TheAAIS shall perforndigital signature verification in accordance with a
AAIS specified cryptographic algorithiRSA and cryptographic key sizel24,
1280, 1536 and 1792 Bithat meet the followinglSO 9796-2and SHA-1
digest.
Dependencies: [FDP_ITC.1 Import of user data without securityibutes , or

FDP_ITC.2 Import of user data with security atttés)
or FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.3.4 Basic Inspection Systems

This section describes common security functiormajuirements to the Basic Inspection
Systems and the Personalization Agent if it usesBhsic Access Control Mechanism with
the Personalization Agent Authentication Keys. Batk called “Basic Terminals” (BT) in
this section.
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5.3.4.1 FCS_CKM.1/BAC_BT Cryptographic key generati on — Generation of
Document Basic Access Keys by the Basic Terminal

The Basic Terminal shall meet the requirement “@gpaphic key generation
(FCS_CKM.1)" as specified below (Common Criteriatf2s.

Hierarchical to: No other components.

FCS _CKM.1.1/ The Basic Terminal shall generate cryptographic keys in

BAC_BT accordance with a specified cryptographic key g
algorithm _Document Basic Access Key Derivation Altfon and
specified cryptographic key sizes 112 thiat meet the following:

[7], Annex E

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FDP_ITC.2 Import of user data with security atttésj or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.3.4.2 FCS_CKM.4/BT Cryptographic key destruction - BT

The Basic Terminal shall meet the requirement “@ygpaphic key generation
(FCS_CKM.4)” as specified below (Common CriteriatP2.

Hierarchical to: No other components.
FCS_CKM.4.1/BT The Basic Terminal shall destroy cryptographic keys in

accordance with a specified cryptographic key destn method
overwrite or physical deletionthat meets the followingione

Dependencies: [FDP_ITC.1 Import of user data without securitiributes, or
FDP_ITC.2 Import of user data with security atttds) or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA.2 Secure security attributes

5.3.4.3 FCS_COP.1/SHA_BT Cryptographic operation — Hash Function by the
Basic Terminal *°

The Basic Terminal shall meet the requirement “@ygpaphic operation (FCS_COP.1)” as
specified below (Common Criteria Part 2). The itierzs are caused by different
cryptographic algorithms to be implemented by tlasiB Terminal.

Hierarchical to: No other components.

%9 The terminals derive the Document Basic Access Ky the second line of the printed MRZ data by the
algorithm described in [7], 3.2.2 and Annex E.1, st to generate the Document Basic Access Keys. The
Personalization Agent downloads these keys to the MR@iip as TSF data for FIA_UAU.4/BAC_MRTD.

4% This SFR requires the terminal to implement the Hasiction SHA-1 for the cryptographic primitive to
generate the Document Basic Access Keys according$ EKM.1/BAC_BT.
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FCS _COP.1.1/ The Basic Terminal shall perform_hashingn accordance with a
SHA BT specified cryptographic algorithms SHAahd cryptographic key
sizes none¢hat meet the following: FIPS 180-2

Dependencies: [FDP_ITC.1 Import of user data without securitifibutes, or
FDP_ITC.2 Import of user data with security atttds) or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.3.4.4 FCS_COP.1/ENC_BT Cryptographic operation —  Secure Messaging
Encryption / Decryption by the Basic Terminal ~ **

The Basic Terminal shall meet the requirement “@gpaphic operation (FCS_COP.1)" as
specified below (Common Criteria Part 2). The fitierzs are caused by different
cryptographic algorithms to be implemented by tlasiB Terminal.

Hierarchical to: No other components.

FCS_COP.1.1/ The Basic Terminal shall perform_secure messaging — encryption
ENC_BT and decryptionin accordance with a specified cryptographic
algorithm Triple-DES in CBC modeand cryptographic key sizes
112 bitthat meet the following: FIPS 46-3, ISO 11568S019797-
1 (padding mode 2)

Dependencies: [FDP_ITC.1 Import of user data without securitiributes, or
FDP_ITC.2 Import of user data with security atttds) or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.3.4.5 FCS_COP.1/MAC_BT Cryptographic operation — Secure messaging
Message Authentication Code by the Basic Terminal ~ *?

The Basic Terminal shall meet the requirement “@ygpaphic operation (FCS_COP.1)" as
specified below (Common Criteria Part 2). The ftierzs are caused by different
cryptographic algorithms to be implemented by tlasiB Terminal.

Hierarchical to: No other components.

“1 This SFR requires the Basic Terminal to implement tiyptographic primitive for secure messaging with
encryption of the transmitted data. The key is agtedieen the TOE and the terminal during the exacudf
the Basic Access Control Authentication Mechanisne Réy size of 112 bit is chosen to resist attacks gh
attack potential.

“2 This SFR requires the terminal to implement the tym@aphic primitive for secure messaging with message
authentication code over the transmitted data. Tdei& agreed or defined as the key for secure messaging
encryption. The key size of 112 bit is chosen to redtatks with high attack potential.
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FCS _COP.1.1/ The Basic Terminal shall perform_secure messaging — message
MAC_BT authentication coden accordance with a specified cryptographic
algorithm_Retail-MACand cryptographic key sizes 112 thiat meet
the following: FIPS 46-3, 1ISO 9797 (MAC algorithm Block
cipher DES, zero IV 8 bytes, padding mode 2)

Dependencies: [FDP_ITC.1 Import of user data without securitiyibutes, or
FDP_ITC.2 Import of user data with security atttésj or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

5.3.4.6 FCS_RND.1/BT Quality metric for random numb ers - Basic Terminal

The Basic Terminal shall meet the requirement “@uaimetric for random numbers
(FCS_RND.1)” as specified below (Common Criteriat Raextended).

Hierarchical to: No other components.

FCS_RND.1.1/BT The Basic Terminal shall provide a mechanism to generate
random numbers that me&©OF-High.

Dependencies: No dependencies.

5.3.4.7 FIA_UAU.4/BT Single-use authentication mech anisms — Basic Terminal

The Basic Terminal shall meet the requirementsSihgle-use authentication mechanisms
(FIA_UAU.4)" as specified below (Common CriteriarP2).

Hierarchical to: No other components.

FIA_UAU.4.1/BT The Basic Terminal shall prevent reuse of authentication data
related to Basic Access Control Authentication Metdbni®.

Dependencies: No dependencies.

5.3.4.8 FIA_UAU.6/BT Re-authentication - Basic Term inal **

The Basic Terminal shall meet the requirement “Reéwentication (FIA_UAU.6)” as
specified below (Common Criteria Part 2).

Hierarchical to: No other components.

3 The Basic Access Control Authentication Mechanismugds a challenge RND.IFD freshly and randomly
generated by the terminal to prevent reuse of a nsgpgenerated by a MRTD’s chip and of the session keys
from a successful run of authentication protocol.

* The Basic Access Control Mechanism specified in figudes the secure messaging for all commands
exchanged after successful authentication of theelrt®on System. The terminal checks by secure messamging i
MAC_ENC mode each MRTD’s chip response to a commasad on Retail-MAC whether it was sent by the
successfully authenticated MRTD’s chip. The authentinafails if any response is received with incorrect
message authentication code.
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FIA_UAU.6.1/BT The Basic Terminal shall re-authenticate the user under the
conditions each command sent to TOE after sucdessfu
authentication of the terminal with Basic Access nttal
Authentication Mechanisfn

Dependencies: No dependencies.

5.3.4.9 FDP_UCT.1/BT Basic data exchange confidenti ality - Basic Terminal

The Basic Terminal shall meet the requirement “Badata exchange confidentiality
(FDP_UCT.1)” as specified below (Common Criteriat2.

Hierarchical to: No other components.
FDP_UCT.1.1/BT The Basic Terminal shall enforce the BT part of Basic Access

Control SFPto be able to transmit and recemigjects in a manner
protected from unauthorised disclosure.

Dependencies: [FTP_ITC.1 Inter-TSF trusted charorel
FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

5.3.4.10 FDP_UIT.1/BT Data exchange integrity - Bas ic Terminal

The Basic Terminal shall meet the requirement “Badata exchange confidentiality
(FDP_UCT.1)” as specified below (Common CriteriatR2.

Hierarchical to: No other components.

FDP_UIT.1.1/BT The Basic Terminal shall enforce the BT part of Basic Access
Control SFPto be able to_transmit and receivuser data in a
manner protected from modification, deletion, itiser and replay
errors.

FDP_UIT.1.2/BT The Basic Terminal shall be able to determine areip of user
data, whether modification, deletion, insertion aeglay 94 has
occurred.

% The Basic Access Control SFP of the TOE requirepriiect the User Data by access control (cf.
FDP_ACC.1/BASIC and FDP_ACF.1/BASIC) and by securessaging (cf. FDP_UCT.1/MRTD and
FDP_UIT.1/MRTD) for the communication between theET@nd the Basic Terminal. This secure messaging
requires the Basic Terminal to support the proteabiotne TOE data by decryption and checking MAC &nd
protect its own data by secure messaging as well. Freds the Basic Terminal drawn from the TOE “Basic
Access Control SFP” is named “BT part of Basic Accesati©b SFP” and the related SFR is described by
FDP_UCT.1/BT and FDP_UIT.1/BT corresponding to FDETUL/MRTD and FDP_UIT.1/MRTD of the
communication partner (i.e. the TOE). Note the Bagérminal does not enforce any named access control
policy or information control policy to be defindty FDP_ACC and FDP_ACF or FDP_IFC and FDP_IFF
families (respectively). The authentication mechanismzaasof Basic Access Control Mechanism include the
key agreement for the encryption and the messageratigation key to be used for secure messaging.
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Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

5.3.5 Personalization Terminals

The TOE supports different authentication and accesatrol mechanisms which may be used
for the Personalization Agent depending on theqreriization scheme of the Issuing State or
Organization:

1. The Basic Access Control Mechanism which may bel use the Personalization
Agent with a Personalization Agent Secret Key Pa@ine Basic Access Control
Mechanism establishes strong cryptographic keyshiersecure messaging to ensure
the confidentiality by Triple-DES and integrity Retail-MAC of the transmitted data.
This approach may be used in a personalization r@mvient where the
communication between the MRTD’s chip and the pesBpation terminal may be
listen or manipulated.

2. In a centralized personalization scheme the magsue is high productivity of
personalization in a high secure environment. ia dase the personalization agent
may wish to reduce the protocol to symmetric auibation of the terminal without
secure messaging. Therefore the TOE and the Péwsdimm Terminal support a
simple protocol as requested by the SFR FIA_UAURMM and
FIA_API.1/SYM_PT.

5.3.6 FIA_APIL.1/SYM_PT  Authentication Proof of Iden tity -
Personalization Terminal Authentication with Symmet ric Key *°

The Personalization Terminal shall meet the requérg “Authentication Prove of Identity
(FIA_API)” as specified below (Common Criteria PAréxtended).

Hierarchical to: No other components.
FIA_API.1.1/ The Personalization Terminal shall provide a_Authentication
SYM_PT Mechanism based on Triple-DE® prove the identity of the

Personalization Agent

Dependencies: No dependencies.

¢ The Symmetric Authentication Mechanism for PersontidinaAgents is intended to be used in a high secure
personalization environment only. It uses the symmetyptographic Personalization Agent Authentication
Secret key of 112 bits to encrypt a challenge ofy&8 with Triple-DES which the terminal receives frtme
MRTD'’s chip e.g. as response of a GET CHALLENGE. Thewer may be sent by means of the EXTERNAL
AUTHENTICATE command according to ISO 7816-4 [24Jwoand. In this case the communication may be
performed without secure messaging (note that FIA_UAXé&quires secure messaging only after run of Basic
Access Control Authentication).
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6 Security Functions and Assurance Measures

6.1 SF.ACCESS

The TOE implements two access control policiesrnsuee appropriate access to user data,
namely Primary Access Control and Basic Access 1©bnThese policies are mutually
exclusive, and the policy used by the TOE is camfig by the Personalization agent in
accordance with SF.MANAGEMENT. The TOE must be aqunied to apply one of these
policies. The TOE applies the policies in Phasen@ Bhase 4. The policies are described
below.

Primary Access Control

The Primary Access Control policy controls accesthe User Data (DG1 to DG16, and the
SOD) for the Personalization Agent and all othemteals. Any termindl’ can read the User
Data or use the active authentication keys, howewdyr the Authenticated Personalization
Agent may write User Data. The User Data can nattigen, deleted or modified in Phase 4
“Operational Use”.

Basic Access Control

The Basic Access Control policy controls accestheoUser Data (DG1 to DG16, and the
SOD) for the Personalization Agent, Basic Inspect®ystem and all other terminals. The
Authenticated Personalization Agent may write adréJser Data. The authenticated Basic
Inspection System is allowed to read data or use dttive authentication keys. Other
terminals may not read User Data. The User Datanoarbe written, deleted or modified in
Phase 4 “Operational Use”. When the TOE is in teCBconfiguration, this policy will
ensure that the communication is protected by ®edMessaging (SF.CRYPTO) to protect
and detect errors arising from modification, deletiinsertion and replay. Secure Messaging
protects the transmission and receipt of objecisfunauthorised disclosure.

6.2 SF.MANAGEMENT

The TOE will provide management functions in suppar initializing, personalizing and
configuring the TOE. For this TOE, initializatioommands are all those commands required
for installing the MRTD applet on the underlyin@gibrm (which are provided and controlled
by the underlying platform). The Personalizatioomooands are those required to write the
User data to the TOE. The configuration command pioe TOE in either Primary Access
Control or Basic Access Control “mode”.

6.3 SF.CRYPTO

The TOE will use primitives from the underlying fitam to perform the following functions
in support of BAC and Secure Messaging:

» generate 112 Bit Document Basic Access Keys aaogrii [7], Annex E.

47 To protect their data, users are recommended to Bteirepassport in a metal wallet, and only remawe f
Authorised Inspection Systems when the TOE is cordigifior Primary Access Control.
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» destroy cryptographic keys by overwriting.
* hash data using SHA-1 according to FIPS 180-2.

* secure messaging — Triple-DES in CBC mode encmymitd decryption with 112 bit
keys in accordance with FIPS 46-3 [14] and [7]néx E.

e secure messaging — Retail MAC message authenticatide with 112 bit keys in
accordance with 1ISO 9797 (MAC algorithm 3, blocghar DES, Sequence Message
Counter, padding mode 2).

The TOE will use primitives from the underlying fitam to perform the following functions
in support of Active Authentication:

* RSA digital signature generation wittD24, 1280, 1536 and 17Rit keys. Digital
signature scheme in accordance W& 9796-2, and SHA-1 digest

6.4 SF.AUTH
The TOE maintains the following roles:
« Manufacturer in Phase 2;
» Personalization Agent in Phase 3;
» Based on the configuration, in phase 4, either:
o Primary Inspection System; or
0 Basic Inspection System.

To interact with the TOE the user must assume drteese roles. Each user must login to
assume a role, except when the role is “Primargdogson System” (i.e. BAC is disabled).

The Manufacturer logs in by presenting the Initiation Keys. More details of this method
can be found in [25].

The Personalization agent logs on by using the Reosonalization Agent Secret Keys
provided by the Manufacturer. The TOE prevents eenfsauthentication data by using an
authentication scheme based on a challenge authBati method, such as the Basic Access
Control Mechanism. The Personalization agent mag tlse Basic Access Control
Authentication Mechanism or the Symmetric Autheatitn Mechanism based on Triple-
DES.

The Basic Inspection System logs on by using thransgtric access keys provided by the
Document Basic Access Key Derivation Algorithm. Shnethod derives the symmetric
access keys from the MRZ information which is peedized graphically on the MRTD
following ICAO specifications. The TOE prevents seuwf authentication data by using the
Basic Access Control Mechanism, which is basedhaflenge-response authentication.

When the Basic Access Control mechanism is beieg,ute TOE will re-authenticate users
for each command sent to the TOE. This is achighedugh Secure Messaging, and is
inherent in the Secure Messaging protocol.

The only actions allowed by the TOE prior to id&aéition and authentication are:

» reading the Initialization Data in Phase 2 “Mantdaing”,
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Note:

reading the ATS and performing the SELECT commanBhase 3 “Personalization
of the MRTD”,

reading the ATS if the TOE is configured for usehwBasic Inspection Systems only
in Phase 4 “Operational Use”,

reading the logical MRTD if the TOE is configurear fuse with Primary Inspection
System in Phase 4 “Operational Use”

the IC Serial Number is not available in theage phase. The passport is only

identifiable by the passport number, which is sabje the SF.AUTH and SF.ACCESS.
This function has a strength of function of SOF4iig

6.5 SF.PLATFORM

The TOE platform provides the following functioriaurther details of these functions can be
found in [25].

DES primitives

destroy cryptographic keys by physically overwgtiihe keys.
RSA primitives

Protection from Emanations

Limit test function capability and availability

Limit emissions to a “non-usable” level

Perform Self-Tests

Preserve a secure state in the case of expostestdailure.
Resist Physical manipulation and probing

ensure that TSP enforcement functions are invokeldsacceed before each function
within the TSC is allowed to proceed.

Maintain Security Domains
Store IC Identification Data
Generate random numbers according to [AIS 20] daéswith SOF-high.

This function has a strength of function of SOF4Hig

6.6 Assurance Measures

In the following table the assurance measures ef TOE (documents) are listed. These
measures fulfil the requirements from EAL4 augmeriig ADV_IMP.2 and ALC_DVS.2.

Component Assurance Measure /
Document

ASE Security Target (this document)
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Component Assurance Measure /
Document
ACM_AUT.1
Contourater uanagemen
ACM_SCP.2
ADO_DEL.2 Delivery and Operation
ADO _IGS.1 Documentation
ADV_FSP.2 Functional Specification
ADV_HLD.2 High Level Design
ADV_IMP.2 Implementation
ADV_LLD.1 Low Level Design
ADV_RCR.1 Representation Corresponder
ADV_SPM.1 Security Policy Model
AGD_ADM.1
Guidance Documentation

AGD_USR.1
ALC_DVS.2
ALC LCD.1 Lifecycle Documentation
ALC_TAT.1
ATE_COV.2
ATE_DPT.1 Test Documentation
ATE_FUN.1
ATE_IND.2 Part of the evaluation body
AVA_MSU.2
unerebity sasessmen
AVA_VLA.2

Table 2: Assurance measures of the TOE

Date: 26 March 2007

Page 51 of 68



Sdu ICAO eMRTD IDENTIFICATION

Document : 8828-9 Security Target Lite
Classification  : standard
Cl-number : 8828-1001-001 - 1.0.0- public release

7 PP Compliance

The TOE is compliant with the Machine Readable &labbocument with “ICAO
Application” Basic Access Control Protection Prefiversion 1.0 [22].
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8 Extended Components Definition

This protection profile uses components define@xensions to CC part 2. Some of these
components are defined in [20], other componemslafined in this protection profile.

8.1 Definition of the Family FAU_SAS

To define the security functional requirementsied TOE an additional family (FAU_SAS)
of the Class FAU (Security Audit) is defined hefighis family describes the functional
requirements for the storage of audit data. It dnasore general approach than FAU_GEN,
because it does not necessarily require the ddia generated by the TOE itself and because
it does not give specific details of the contenthaf audit records.

The family “Audit data storage (FAU_SAS)" is speetf as follows.

8.1.1 FAU_SAS Audit data storage
Family behaviour
This family defines functional requirements for 8terage of audit data.
Component leveling
FAU_SAS Audit data storage 1

FAU_SAS.1 Requires the TOE to provide the poBsitib store audit data.
Management: FAU_SAS.1

There are no management activities foreseen.
Audit: FAU_SAS.1

There are no actions defined to be auditable.

8.1.1.1 FAU_SAS.1 Audit storage

Hierarchical to: No other components.

FAU_SAS.1.1 The TSF shall provide [assignmeatithorised users| with the
capability to store [assignmeritst of audit information] in the audit
records.

Dependencies: No dependencies.

8.2 Definition of the Family FCS_RND

To define the IT security functional requirements tbe TOE an additional family
(FCS_RND) of the Class FCS (cryptographic suppertlefined here. This family describes
the functional requirements for random number geiar used for cryptographic purposes.
The component

FCS_RND is not limited to generation of cryptograpkeys as the component FCS_CKM.1
is. The similar component FIA_SOS.2 is intendednion-cryptographic use.
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8.2.1 FCS_RND Generation of random numbers
The family “Generation of random numbers (FCS_RNB)pecified as follows.
Family behaviour

This family defines quality requirements for thengeation of random numbers
which are intended to be used for cryptographippses.

Component leveling:
FCS_RND Generation of random numbers 1

FCS_RND.1 Generation of random numbers requiras ramdom numbers meet a
defined quality metric.

Management: FCS_RND.1
There are no management activities foreseen.

Audit: FCS_RND.1
There are no actions defined to be auditable.

FCS _RND.1 Quality metric for random numbers

Hierarchical to: No other components.

FCS_RND.1.1 The TSF shall provide a mechanismettetate random numbers that

meet [assignmené defined quality metric].
Dependencies: No dependencies.

8.3 Definition of the Family FIA_API

To describe the IT security functional requiremenfsthe TOE an additional family

(FIA_API) of the Class FIA (ldentification and aetttication) is defined here. This family
describes the functional requirements for the probfa the claimed identity for the

authentication verification by an external entithese the other families of the class FIA
address the verification of the identity of an emé entity.

The other families of the Class FIA describe orilg aauthentication verification of users’
identity performed by the TOE and do not descriteefunctionality of the user to prove their
identity. The following paragraph defines the fagmitlA_API in the style of the Common
Criteria part 2 (cf. [3], chapter Explicitly statéd security requirements (APE_SRE)) form a
TOE point of view. Note that this protection prefilses this explicit stated

SFR for the personalization terminal in the IT eamment only. Therefore the word “TSF” is
substituted by the word “Personalization terminal”.

8.3.1 FIA_API Authentication Proof of Identity

Family behaviour

This family defines functions provided by the TQEprove their identity and to be verified
by an external entity in the TOE IT environment.

Component leveling:
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FIA_API Authentication Proof of Identity 1
FIA_API.1 Authentication Proof of Identity.
Management: FIA_API.1
The following actions could be considered for thenagement functions in FMT:
Management of authentication information used tiverthe claimed identity.

Audit: There are no actions defined to be auditable .

FIA_API.1 Authentication Proof of Identity

Hierarchical to: No other components.

FIA_API.1.1 The TSF shall provide a [assignmeaithentication mechanism| to

prove the identity of the [assignmeatithorized user or rule].
Dependencies: No dependencies.

8.4 Definition of the Family FMT_LIM

The family FMT_LIM describes the functional requirents for the Test Features of the TOE.
The new functional requirements were defined indlass FMT because this class addresses
the management of functions of the TSF. The exasnpledhe technical mechanism used in
the TOE show that no other class is appropriatadiress the specific issues of preventing
the abuse of functions by limiting the capabilitiek the functions and by limiting their
availability.

8.4.1 FMT_LIM Limited capabilities and availability
The family “Limited capabilities and availabilitfF- MT_LIM)” is specified as follows.

Family behaviour

This family defines requirements that limit the abjities and availability of functions in a
combined manner. Note that FDP_ACF restricts tleess to functions whereas the Limited
capability of this family requires the functionsethselves to be designed in a specific
manner.

Component leveling:
FMT_LIM Limited capabilities and availabilityl 2

FMT_LIM.1 Limited capabilities requires that the F$ built to provide only the
capabilities (perform action, gather informationgcassary for its
genuine purpose.

FMT_LIM.2 Limited availability requires that the FSrestrict the use of functions
(refer to Limited capabilities (FMT_LIM.1)). Thisaa be achieved, for
instance, by removing or by disabling functionsaispecific phase of
the TOE's life-cycle.

Management: FMT_LIM.1, FMT_LIM.2
There are no management activities foreseen.
Audit: FMT_LIM.1, FMT_LIM.2
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There are no actions defined to be auditable.

To define the IT security functional requirements tbe TOE an additional family
(FMT_LIM) of the Class FMT (Security Managementdisfined here. This family describes
the functional requirements for the Test Featurésthe TOE. The new functional
requirements were defined in the class FMT becthiseclass addresses the management of
functions of the TSF. The examples of the techmuoathanism used in the TOE show that no
other class is appropriate to address the spess#ies of preventing the abuse of functions by
limiting the capabilities of the functions and loyiting their availability.

8.4.1.1 FMT_LIM.1 Limited capabilities

The TOE Functional Requirement “Limited capabiti¢FMT_LIM.1)” is specified as
follows.

Hierarchical to: No other components.

FMT_LIM.1.1 The TSF shall be designed in a marthat limits their capabilities so
that in conjunction with “Limited availability (FMTLIM.2)” the
following policy is enforced [assignmentimited capability and
availability policy].

Dependencies: FMT_LIM.2 Limited availability.

8.4.1.2 FMT_LIM.2 Limited availability

The TOE Functional Requirement “Limited availalyili{fFMT_LIM.2)" is specified as
follows.

Hierarchical to: No other components.

FMT_LIM.2.1 The TSF shall be designed in a marthat limits their availability so
that in conjunction with “Limited capabilities (FMTIM.1)” the
following policy is enforced [assignmentimited capability and
availability policy].

Dependencies: FMT_LIM.1 Limited capabilities.

The functional requirements FMT_LIM.1 and FMT_LIMa8sume that there are two types of
mechanisms (limited capabilities and limited aualley) which together shall provide
protection in order to enforce the policy. Thisoadglows that

(i) the TSF is provided without restrictions in theduct in its user environment but
its capabilities are so limited that the policyeigforced

or conversely

(i) the TSF is designed with high functionality tbis removed or disabled in the
product in its user environment.

The combination of both requirements shall enfoheepolicy.

8.5 Definition of the Family FPT_EMSEC

The additional family FPT_EMSEC (TOE Emanation)tioé Class FPT (Protection of the
TSF) is defined here to describe the IT securitcfional requirements of the TOE. The TOE

Date: 26 March 2007 Page 56 of 68



Sdu ICAO eMRTD IDENTIFICATION

Document : 8828-9 Security Target Lite
Classification  : standard
Cl-number : 8828-1001-001 - 1.0.0- public release

shall prevent attacks against the SCD and othaetseata where the attack is based on
external observable physical phenomena of the TEXBmples of such attacks are evaluation
of TOE'’s electromagnetic radiation, simple powealgsis (SPA), differential power analysis
(DPA), timing attacks, etc. This family describdse tfunctional requirements for the
limitation of intelligible emanations which are mditectly addressed by any other component
of CC part 2 [2].

The family “TOE Emanation (FPT_EMSEC)” is specifiasl follows.
Family behaviour
This family defines requirements to mitigate iriggble emanations.
Component levelling:

FPT_EMSEC TOE emanation 1
FPT_EMSEC.1 TOE emanation has two constituents:

FPT_EMSEC.1.1 Limit of Emissions requires to noiiteintelligible emissions enabling
access to TSF data or user data.

FPT_EMSEC.1.2 Interface Emanation requires not enmtérface emanation enabling
access to TSF data or user data.

Management: FPT_EMSEC.1

There are no management activities foreseen.

Audit: FPT_EMSEC.1

There are no actions defined to be auditable.

8.5.1 FPT_EMSEC.1 TOE Emanation
Hierarchical to: No other components.

FPT _EMSEC.1.1 The TOE shall not emit [assignmédppes of emissions] in excess of
[assignmentspecified limits] enabling access to [assignmelnst of types of
TSF data] and [assignmentist of types of user data].

FPT _EMSEC.1.2 The TSF shall ensure [assignmBpk of users] are unable to use the
following interface [assignmenttype of connection] to gain access to
[assignmentlist of types of TSF data] and [assignmentlist of types of user
data].

Dependencies: No other components.
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9 Glossary and Acronyms

Term Definition

Active Authentication| Security mechanism defined in [7] option by whickans the
MTRD's chip proves and the inspection system vesifihe
identity and authenticity of the MTRD’s chip as paf a
genuine MRTD issued by a known State of organinatio

Application note Optional informative part of tHeP containing additiona
supporting information that is considered relevantuseful
for the construction, evaluation, or use of the T@E CC
part 1, section B.2.7).

Audit records Write-only-once non-volatile memoayea of the MRTDs$
chip to store the Initialization Data and Pre-pagdization
Data. This data is copied to the Application toowllthe
personalizer to trace chips. It is not availabl®ivase 4.

Authenticity Ability to confirm the MRTD and itsada elements on the
MRTD’s chip were created by the issuing State| or
Organization

Basic Access Control Security mechanism defined in [7] by which means |th
MTRD’s chip proves and the inspection system prtotieeir
communication by means of secure messaging withcBas
Access Keys.

Basic Inspection An inspection system which implements the termipalg of
System (BIS) the Basic Access Control Mechanism and authensicate
themselves to the MRTD’s chip using the Documensi®a
Access Keys drawn form printed MRZ data for readihg
logical MRTD.

Biographical data The personalized details of the bearer of the decum
(biodata). appearing as text in the visual and machine readaiies or
the biographical data page of a passport book oa tmavel
card or visa. [8]

biometric reference Data stored for biometric authentication of the MIRRolder
data in the MRTD’s chip as (i) digital portrait and (igptional
biometric reference data.

Counterfeit An unauthorized copy or reproductidracgenuine security
document made by whatever means. [8]
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Term Definition

Country Signing CA Self-signed certificate of the Country Signing CAblRc Key
Certificate (CCSCA) | (KPUCSCA) issued by CSCA stored in the inspectymtesn.

Document Basic Pair of symmetric Triple-DES keys used for secusssaging
Access Keys with encryption (key KENC) and message authenticatkey
KMAC) of data transmitted between the MRTD’s chipda
the inspection system [7]. It is drawn from thenped MRZ
of the passport book to authenticate an entity abkead the
printed MRZ of the passport book.

Document  Security A RFC3369 CMS Signed Data Structure, signed by|the
Object (SOD) Document Signer (DS). Carries the hash values ®fLibS
Data Groups. It is stored in the MRTD’s chip. Itymaarry
the Document Signer Certificate (CDS). [7]

Eavesdropper A threat agent with low attack paénteading the
communication between the MRTD’s chip and the ictpa
system to gain the data on the MRTD’s chip.

—

Enrolment The process of collecting biometric skesdrom a perso
and the subsequent preparation and storage of biome
reference templates representing that person'titiglg8]

Extended AccessSecurity mechanism identified in [7] by which meahe
Control MTRD'’s chip (i) verifies the authentication of tivspection
systems authorized to read the optional biometference
data, (ii) controls the access to the optional [etsio
reference data and (iii) protects the confidentialand
integrity of the optional biometric reference ddtaing their
transmission to the inspection system by securesaggsgy.
The Personalization Agent may use the same mechaois
authenticate themselves with Personalization Agent
Authentication Private Key and to get write anddraacess to
the logical MRTD and TSF data.

Extended InspectionA role of a terminal as part of an inspection systghich is
System (EIS) in addition to Basic Inspection System authorized the
issuing State or Organization to read the optidnaimetric
reference data and supports the terminals paheoEktended
Access Control Authentication Mechanism.

Forgery Fraudulent alteration of any part of trengne document,
e.g. changes to the biographical data or the porijish
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Term Definition
Global The capability of inspection systems (either manoal
Interoperability automated) in different States throughout the wottd

exchange data, to process data received from systeather
States, and to utilize that data in inspection apens in their
respective States. Global interoperability is aanapjective
of the standardized specifications for placemenbaih eye-
readable and machine readable data in all MRTDs. [9

IC Dedicated SupportThat part of the IC Dedicated Software (refer towa) which

Software provides functions after TOE Delivery. The usageaits of
the IC Dedicated Software might be restricted totaie
phases.

IC Dedicated TestThat part of the IC Dedicated Software (refer towa) which
Software is used to test the TOE before TOE Delivery butohhdoes
not provide any functionality thereafter.

Impostor A person who applies for and obtains audwent by,
assuming a false name and identity, or a personaltbcs his|
or her physical appearance to represent himseifecself as
another person for the purpose of using that pé&son
document. [8]

Improperly A person who travels, or attempts to travel with) @n
documented person | expired travel document or an invalid visa; (b)carterfeit,
forged or altered travel document or visa; (c) soneeelse’s
travel document or visa; or (d) no travel docunanvisa, if
required. [9]

Initialisation Data Any data defined by the TOE m#acturer and injected into
the non-volatle memory by the Integrated Circuits
manufacturer (Phase 2). These data are for instasee for
traceability and for IC identification as MRTD'’s teaal (IC
identification data).

Inspection The act of a State examining an MRTEBsented to it by a
traveller (the MRTD holder) and verifying its autttieity. [9]

Inspection systemA technical system used by the border control effiof the
(1S) receiving State (i) examining an MRTD presented thg
traveller and verifying its authenticity and (iignfying the
traveller as MRTD holder.

Integrated circuit (IC)| Electronic component(s) designed to perform prangss
and/or memory functions. The MRTD’s chip is a inmesgd
circuit.
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Term Definition
Integrity Ability to confirm the MRTD and its datelements on the

MRTD'’s chip have not been altered from that credigdhe
issuing State or Organization

Issuing Organization| Organization authorized suésan official travel document
(e.g. the United Nations Organization, issuer & tlaissez-
passer). [6]

Issuing State The Country issuing the MRTD. [6]
Logical Data| The collection of groupings of Data Elements stoiredhe
Structure (LDS) optional capacity expansion technology [6]. The acily

expansion technology used is the MRTD'’s chip.

Logical MRTD Data of the MRTD holder stored acdogdto the Logical
Data Structure [6] as specified by ICAO on the ectless
integrated circuit. It presents contactless readabhta
including (but not limited to)

(1) personal data of the MRTD holder

(2) the digital Machine Readable Zone Data (dightRZ
data, DG1),

(3) the digitized portraits (DG2),

(4) the biometric reference data of finger(s) (DGRB)iris
image(s) (DG4) or both and

(5) the other data according to LDS (DG5 to DG16).

Logical travel| Data stored according to the Logical Data Structass
document specified by ICAO in the contactless integratedcugir
including (but not limited to)

(1) data contained in the machine-readable zonedatary),
(2) digitized photographic image (mandatory) and
(3) fingerprint image(s) and/or iris image(s) (opidl).

Machine readable Official document issued by a State or Organizatidmch is
travel document used by the holder for international travel (e.@sgport, visa,
(MRTD) official document of identity) and which containsanaatory|
visual (eye readable) data and a separate manddtipy
summary, intended for global use, reflecting esakmlata
elements capable of being machine read. [6]
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Term Definition
Machine readable A visa or, where appropriate, an entry clearanezefhafter
visa (MRV): collectively referred to as visas) conforming toeth
specifications contained herein, formulated to iower
facilitation and enhance security for the visa boldContains
mandatory visual (eye readable) data and a separate
mandatory data summary capable of being machirte fdae
MRYV is normally a label which is attached to a visse in a
passport. [6]
Machine readable Fixed dimensional area located on the front of NH&TD or
zone (MRZ2) MRP Data Page or, in the case of the TD1, the ldidke

Machine-verifiable
biometrics feature

A unique physical personal identification featueeg( an iris
pattern, fingerprint or facial characteristics)retbon a trave
document in a form that can be read and verifiednbghine.

[8]

MRTD application

Non-executable data defining tlienctionality of the
operating system on the IC as the MRTD'’s chipndtudes

- the file structure implementing the LDS [6],

- the definition of the User Data, but does notude the User

Data itself (i.e. content of DG1 to DG14 and DG a6j

- the TSF Data including the definition the autheation data
but except the authentication data itself.

MRTD Basic Access
Control

5 Mutual authentication protocol followed by securessaging
between the inspection system and the MRTD’s chiget on
MRZ information as key seed and access conditiodatia
stored on MRTD’s chip according to LDS.

MRTD holder The rightful holder of the MRTD for win the issuing State
or Organization personalized the MRTD.

MRTD’s Chip A contactless integrated circuit cluipmplying with ISO/IEC
14443 and programmed according to the Logical Data
Structure as specified by ICAQOT, [10], p. 14.

MRTD’s chip | Software embedded in a MRTD’s chip and not being

Embedded Software | developed by the IC Designer. The MRTD’s chip Enuszh
Software is designed in Phase 1 and embedded g0 t

MRTD’s chip in Phase 2 of the TOE life-cycle.
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Term Definition

Optional  biometrig Data stored for biometric authentication of the MRfolder
reference data in the MRTD'’s chip as (i) encoded finger image@®}53) or
(i) encoded iris image(s) (DG4) or (iii) both. Nothat the
European commission decided to use only fingert juial not
to use iris images as optional biometric refereteta.

Passive authenticatign(i) verification of the digital signature of the Bament
Security Object and (ii) comparing the hash vahlfethe read
LDS data fields with the hash values contained he
Document Security Object.

—

2

Personalization The process by which the portsaginature and biographic
data are applied to the document. [8]

Personalization AgentThe agent acting on the behalf of the issuing State
organisation to personalize the MRTD for the holbegr(i)
establishing the identity the holder for the biguria data in
the MRTD, (ii) enrolling the biometric referencetaaf the
MRTD holder i.e. the portrait, the encoded fingeage(s) or
(ii) the encoded iris image(s) and (iii) writingette data or
the physical and logical MRTD for the holder.

=

Personalization AgentTSF data used for authentication proof and vetificaof the
Authentication Personalization Agent.
Information

Personalization AgentSymmetric cryptographic key used (i) by the Peripation
Authentication Key | Agent to prove their identity and get access to ltgcal
MRTD according to the SFR FIA_UAU.4/BT
FIA_UAU.6/BT and FIA_APL.1/SYM_PT and (ii) by th
MRTD’s chip to verify the authentication attempt af
terminal as Personalization Agent according to 8ER
FIA_UAU.4/MRTD, FIA_UAU.5/MRTD and
FIA_UAU.6/MRTD.

)

Physical trave| Travel document in form of paper, plastic and chigng
document secure printing to present data including (butlimited to)

(1) biographical data,

(2) data of the machine-readable zone,
(3) photographic image and

(4) other data.
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Term Definition

Pre-personalization | Any data that is injected into the non-volatile noeynof the
Data TOE by the MRTD Manufacturer (Phase 2) for trackisionf
non-personalized MRTD’s and/or to secure shipmeittinv
or between life cycle phases 2 and 3. It contamg {s not
limited to) the Personalization Agent Key Pair.

Pre-personalized MRTD’s chip equipped with an unique identifier amah

MRTD’s chip unique asymmetric Active Authentication Key Pair thie
chip.

Primary  Inspection A inspection system that contains a terminal foe |th

System (PIS) contactless communication with the MRTD’s chip alwks
not implement the terminals part of the Basic Asc€sntrol
Mechanism.

Receiving State The Country to which the MRTD leold applying for entry,.
[6]

reference data Data enrolled for a known ideratitg used by the verifier to

check the verification data provided by an entityptove this
identity in an authentication attempt.

secondary image A repeat image of the holder'sraibreproduced elsewhere
in the document by whatever means. [8]

secure messaging |[MSecure messaging using encryption and message
encrypted mode authentication code according to ISO/IEC 7816-4

Skimming Imitation of the inspection system toddhe logical MRTD
or parts of it via the contactless communicatioarstel of the
TOE without knowledge of the printed MRZ data.

Travel document A passport or other official doeuwtnof identity issued by a
State or organization, which may be used by thétfud
holder for international travel. [9]

Traveller Person presenting the MRTD to the inSpacsystem and
claiming the identity of the MRTD holder.

TSF data Data created by and for the TOE, thathmaffect the
operation of the TOE (CC part 1 [1]).

Unpersonalized MRTD material prepared to produce an personaliz&iT™

MRTD containing an initialised and pre-personalized MRSTEhIp.

User data Data created by and for the user, thas dhot affect the
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Term Definition

operation of the TSF (CC part 1 [1]).

Verification The process of comparing a submitt@dmetric sample
against the biometric reference template of a sirggirolee
whose identity is being claimed, to determine wahetkt
matches the enrolee’s template. [9]

Verification data Data provided by an entity in aanthentication attempt to
prove their identity to the verifier. The verifiethecks
whether the verification data match the refererata &nown
for the claimed identity.
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9.1 Acronyms

Acronym| Term

SFR Security functional requirement
TOE Target of Evaluation

SAR Security assurance requirements
TSF TOE security functions

CcC Common Criteria

OSP Organisational security policy
PIS Primary Inspection System

BIS Basic Inspection System

PT Personalization Terminal

n.a. Not applicable

AAKGS | Active Authentication Key Generation System
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