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1 SECURITY TARGET INTRODUCTION

This Chapter presents security target (ST) idesifon information and an overview of the ST.
An ST contains the information technology (IT) ségurequirements of an identified Target of
Evaluation (TOE) and specifies the functional asduaance security measures offered by that
TOE to meet stated requirements. An ST principadiynes:

a) A security problem expressed as a set of assungpéibaut the security
aspects of the environment, a list of threatsttiajproduct is intended to
counter, and any known rules with which the prodnast comply (Chapter 3,
TOE Security Environment).

b) A set of security objectives and a set of secuatuirements to address the
security problem (Chapters 4 and 5, Security Objestand IT Security
Requirements, respectively).

c) The IT security functions provided by the TOE theget the set of
requirements (Chapter 6, TOE Summary Specification)

The structure and content of this ST comply with tequirements specified in the Common
Criteria (CC), Part 1, Annex B, and Part 3, Chapter

1.1 ST and TOE |dentification

This section provides information needed to idgnahd control this ST and its Target of
Evaluation (TOE). This ST targets Evaluation Assuma Level (EAL) 2, augmented with
ALC_FLR.3.

ST Title: Xerox WorkCentre 5030/5050 Multifunction SystemgBéy
Target

ST Version: 1.0

Revision Number: Revision: 1.18

Publication Date: April 15, 2008

Certification Number: BSI-DSZ-CC-0478

Authors: Computer Sciences Corporation (US) Common CrifEeisting
Laboratory, Xerox Corporation

Sponsor: Xerox Corporation

TOE Identification: Xerox WorkCentre 5030/5050 Multifunction Systems

CC Identification: Common Criteria for Information Technology Security
Evaluation, Version 2.3, August 2005 (also knownS(3 15408)

ST Evaluator: Computer Sciences Corporation (CSC)

Keywords: Xerox, Multi Function Device, Image Overwrite
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1.2 References
The following documentation was used to prepare $1i:

[CC_PART1] Common Criteria for Information TechngjoSecurity Evaluation —
Part 1: Introduction and general model, dated AugQ085, Version
2.3, CCIMB-2005-08-001

[CC_PARTZ] Common Criteria for Information TechngjoSecurity Evaluation —
Part 2: Security functional requirements, dated Ust@005, Version
2.3, CCIMB-2005-08-002

[CC_PART3] Common Criteria for Information TechngjoSecurity Evaluation —
Part 3: Security assurance requirements, dated ANO5, Version
2.3, CCIMB-2005-08-003

[CEM] Common Evaluation Methodology for Informatidechnology
Security Evaluation, dated August 2005, Version €GIMB-2005-
08-004

1.3 Conventions, Terminology, and Acronyms

This section identifies the formatting conventiamsed to convey additional information and
terminology. It also defines terminology and theamags of acronyms used throughout this ST.

1.3.1 Conventions

This section describes the conventions used totdeBommon Criteria (CC) operations on
security functional components and to distinguisht twith special meaning. The notation,
formatting, and conventions used in this ST argdbr consistent with those used in the CC.
Selected presentation choices are discussed here.

The CC allows several operations to be performedseaurity functional or assurance
componentsassignment, refinemergelectionanditeration as defined in paragraph 6.4.1.3.2 of
Part 1 of the CC are:

a) Theassignmenbperation is used to assign a specific value torepecified parameter,
such as the length of a password. Showing theevialsquare brackets
[assignment_value(s)] indicates an assignment.

b) Therefinemenbperation is used to add detail to a requirenaamd,thus further restricts
a requirement. Refinement of security requirementenoted byold text.

c) Theselectionoperation is used to select one or more optioogiged by the CC in
stating a requirement. Selections are denoteghblgrlined italicized text.

d) lteratedfunctional components are given unique identiflersappending to the
component name, short name, and functional elerr@ne from the CC an iteration
number inside parenthesis, i.e., FMT_MTD.1 (1) BMII_MTD.1 (2).

2
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e) Plainitalicized textis used to emphasize text.

1.3.2 Terminology

In the CC, many terms are defined in Section 3at B. The following terms are a subset of
those definitions:

Authentication data  Information used to verify the claimed identityatiser.

Authorized User A user who may, in accordance with the TOE Sectiiljcy (TSP),
perform an operation.

External IT entity Any IT product or system, untrusted or trustedswmig of the TOE
that interacts with the TOE.

Human user Any person who interacts with the TOE.

| dentity A representation (e.g. a string) uniquely identifyan authorized
user, which can either be the full or abbreviateche of that user or a
pseudonym.

Object An entity within the TOE Security Function (T§Scope of Control

(TSC) that contains or receives information and upoictvsubjects
perform operations.

Role A predefined set of rules establishing the allowedractions between
a user and the TOE.

Subject An entity within the TSC that causes operationiseégerformed.

User Any entity (human user or external IT entity) odesithe TOE that

interacts with the TOE.

The following terminology is specific to this ST.

FAX A generic reference to one of the Fax types supddyy the Device
(i.e., embedded analog fax (fax board)).

Image Data Information on a mass storage device created bgrih#scan/e-mail
process.

Latent Image Data Residual information remaining on a mass storagedeavhen a
print/scan/ e-mail job is completed, cancellednterrupted.

Security Functional ~ Express security requirements intended to couhteats in the

Components assumed operating environment of the TOE.
System An authorized user who manages the Xerox Corparatio
Administrator WorkCentre/WorkCentre Pro.

1 TSP — A set of rules that regulate how assetsareged, protected and distributed within a TOE.

As defined in the CC, Part 1, version 2.3:

2 TSF - A set consisting of all hardware, softwarred firmware of the TOE that must be relied upanrtlie correct enforcement of the TSP.
3 TSC - The set of interactions that can occur witivithin a TOE and are subject to the rules ef TiSP.

3
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1.3.3 Acronyms

The following acronyms are used in this Securitygéa

ACRONYM DEFINITION

AFL Authentication Failures (CC Family)
CcC Common Criteria for Information Technology SetguEvaluation
CEM Common Evaluation Methodology for Informatioachnology Security
DADH Duplex Automated Document Handler
EAL Evaluation Assurance Level
FDP User Data Protection (CC Class)
FIA Identification and Authentication (CC Class)
FMT Security Management (CC Class)
FSP Functional Specification (CC Family)
HDD Hard Disk Drive
HLD High Level Design (CC Family)
1[®) Immediate Image Overwrite
I0S Image Overwrite Security
I0T Image Output Terminal
ISO International Standards Organization
IT Information Technology
LUI Local User Interface
MFD Multi-function Device
MOF Management of Functions (CC Family)
ODIO On Demand Image Overwrite
OSP Organization Security Policy
PP Protection Profile
PPM Pages Per Minute
PSTN Public Switched Telephone Network
RIP Residual Information Protection (CC Family)
SAR Security Assurance Requirement
SFP Security Function Policy
SFR Security Functional Requirement
SIP Scanner Image Processor
SM Security Management
SMF Ssecurity Management Functions (CC Family)
SMR Security Management Roles (CC Family)
SOF Strength of Function
ST Security Target
TOE Target of Evaluation
TSC TSF Scope of Control
TSF TOE Security Function
TSP TOE Security Policy
4
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ACRONYM DEFINITION

UAU User Authentication (CC Family)
Ul User Interface

uiD User Identification (CC Family)
WebUI Web User Interface

1.4 TOE Overview

The TOE is a multi-function device (MFD) that prdegs copy and print services as well as the
scan to e-mail, network scan and FAX options. Adtad component of the TOE is the Image
Overwrite Security package. This function forcey &mporary image files created during a
print, network scan, or scan to e-mail job to berawritten when those files are no longer
needed, or “on demand” by the system administrdd@cause copy and FAX jobs are not
written to the hard disk drive (HDD), there aretemporary images files to be overwritten for
these services.

The optional Xerox Embedded Fax accessory provimes analog FAX capability over Public
Switched Telephone Network (PSTN) connectionsyithased by the consumer.

A summary of the TOE security functions can be tbun Section 2, TOE Description. A
detailed description of the security functions dam found in Section 6, TOE Summary
Specification.

1.5 Common Criteria Conformance Claim

This ST conforms to CC Part 2 conformant, and is &t 3 conformant, EAL2 augmented
(with ALC_FLR.3).

5
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2 TOEDESCRIPTION

This section provides context for the TOE evaluatlwy identifying the product type and
describing the evaluated configuration.

2.1 Product Type

The product is a MFD that copies and prints, widarsto e-mail, network scan and FAX option.
A standard component of the TOE is the Image Ovv@ecurity package. This function forces
any temporary image files created during a primtwork scan, or scan to e-mail job to be
overwritten when those files are no longer needed.

The optional Xerox Embedded Fax accessory, wheohpged and installed, provides local
analog fax capability over PSTN connections.

An optional Finisher, which is not part of the TOgrovides “after print’” services such as
document collation and stapling.

Table1: Models and capabilities

(X —included in all configurations; o — product options ordered separately)

Print  Copy' Network Scan FAX" Sc?:ati? &

Print Speed

WorkCentre 5030 Up to 30ppm
WorkCentre 5050 X X 0 0 0 Up to 50ppm
! Copy and FAX jobs are not spooled to the HDD.

A MFD stores temporary image data created duripgra, network scan or scan to e-mail job
on an internal hard disk drive (HDD). This tempgranage data consists of the original data
submitted and additional files created during a Pécause copy and FAX jobs are not written
to the HDD, there are no temporary images fildsa@verwritten for these services.

The TOE provides an Image Overwrite function toasrde the security of the MFD. The Image
Overwrite function overwrites temporary documentage data as described in DoD Standard
5200.28-M at the completion of each print, netwseckn, or scan to e-mail job, once the MFD is
turned back on after a power failureasr demanaf the MFD system administrator.

6
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2.2  Physical Scope and Boundary

The TOE is a Multi-Function Device (Xerox WorkCemtnodel 5030 or 5050) that consists of a
printer, copier, scanner, FAX (when purchased k& ¢bnsumer), and e-mail as well as all
Administrator and User guidance. The differencevieen the two models is their printing speed.
The hardware included in the TOE is shown in FiglreThis figure also shows an optional
Finisher connected to the TOE at the right sidthefpicture, which is not part of the TOE. The
optional FAX card is not shown in this figute.

Figure 1: Xerox Wor kCentre 5030/5050

The various software and firmware (“Software”) thamprise the TOE are listed in Table 2. A
system administrator can ensure that they haveER [{yQrinting a configuration sheet and
comparing the version numbers reported on the sbebe table below.

The Ul softwar e controls the User Interfac8lP software controls the Copy Controller and is
able to interface with all other software compose®T softwar e controls the marking engine
that prints to papeDADH softwar e controls the input trayinisher software controls the
optional Finisher attachmeriAX softwar e resides on the FAX board and controls some fax
functions. TheSystem softwar e manages overall system function while Networ k

Controller software resides on the Network Controller and controlsativork functions.

4 For installation, the optional FAX card must bigefil into the machine. After powering on the maehthe Fax Install window pops up on
the Local Ul with step by step instructions fortaiktion.

v
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Table 2: Evaluated Softwar e/Firmwar e version

Software WorkCentre
Item 5030/5050
System Software 5. 003.07.000
Network Controller Software 1.08.535.01
Ul Software 005.03.007
SIP Software 50.06.00
IOT Software 23.54.00
DADH Software 12.15.00
Finisher Software 09.21.00
FAX Software 02.28.03

The TOE's physical interfaces include a power ptiernet port, optional USB port, serial
port, FAX port (if the optional FAX card is install), Local User Interface (LUI) with keypad, a
document scanner, a document feeder and a docuuignit.

2.3 Logical Scope and Boundary

The logical scope of the TOE includes all softwand firmware that are installed on the product
(see Table 2). The TOE logical boundary is compadedtie security functions provided by the
product.

The following security functions are provided by fhOE:
* Image Overwrite (TSF_IOW)
» Authentication (TSF_AUT)

» Security Management (TSF_FMT)
* Information Flow (TSF_FLOW)

2.3.1 Image Overwrite (TSF_IOW)

The TOE has an “Image Overwrite” function that ewetes files created during print, network
scan or scan to e-mail jobs. This overwrite prodessnplemented in accordance with DoD
5200.28-M and will be activated at the completidbreach print, network scan, or scan to e-malil
job, once the MFD is turned back on after a povedurfe oron demandf the MFD system
administrator. Copy and FAX jobs are not written ttee hard drive and need not to be
overwritten.

2.3.2 Information Flow (TSF_FLOW)

The TOE does not allow information to flow betwettre PSTN port of the optional FAX
processing board (if installed) and the networktiamler (which covers the information flow to
and from the internal network). Data and/or comnsacehnot be sent to the internal network via

8
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the PSTN. A direct connection from the internalwak to external entities by using the
telephone line of the TOE is also denied.

If the optional FAX board is not installed, an infaation flow from or to the FAX port is not
possible at all.

2.3.3 Authentication (TSF_AUT)

The TOE requires a system administrator to autbatsi before granting access to system
administration functions. The system administrdtas to enter a PIN at either the Web User
Interface or the Local User Interface. The PIN vio# obscured with asterisks as it is being
entered. Identification of the system administratbthe Local User Interface is implicit -- the
administrator will identify themselves by pressthg “Access” hard button. ldentification of the
system administrator at the Web user Interfacex@i@t -- the administrator will identify
themselves by entering the username “admin” iratitbentication dialog window

2.3.4 Security Management (TSF_FMT)

Only authenticated system administrators can enaibldisable the Image Overwrite function,
enable or disable the On Demand Image Overwritetifom, change the system administrator
PIN, and start or cancel an On Demand Image Overwgeration.

While 110 or ODIO can be disabled, doing so willmeve the TOE from its evaluated
configuration.

24 Evaluated Configuration

In its evaluated configuration, the Image Overwfecurity Package is installed and 11O and
ODIO are enabled on the TOE. The FAX option, ifghased by the consumer, is installed and
enabled. All other configuration parameter valuesagptional.

9
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3 TOE SECURITY ENVIRONMENT

3.1 Assumptions

This section describes the security aspects ofntemded environment for the evaluated TOE.
This includes information about the physical, pars®, procedural, connectivity, and functional
aspects of the environment.

The operational environment must be managed inrdance with assurance requirement
documentation for delivery, operation, and usetéysadministrator guidance. The following
specific conditions are assumed to exist in anrenment where this TOE is employed.

Table 3: Environmental Assumptions

Assumption Description

A.INSTALL The TOE has been delivered and instalbgdXerox-authorized
representatives using Xerox delivery and installagjuidance. The
TOE has been configured by the system administimataccordance
with the administrator and user guidance delivevél the TOE as
well as the security guidance founchép://www.xerox.com/security
As a part of this installation process, the syséeiministrator has
changed the PIN from its default value. The PINs&moby the
administrator consists of at least 8 digits and el changed at least
every 40 days. The Image Overwrite Security aceggsaonstalled
and enabled. 11O and ODIO are enabled.

A.ACCESS The TOE has been installed in a standficee@nvironment. Becaus
the TOE is under observation by office personnehuthorized
physical modifications to the TOE and unauthoriagdmpts to
connect to the TOE via its physical interfacesrarepossible.

D

A.MANAGE One or more system administrators aregrs=il to manage the TOE.
Procedures exist for granting a system administiatoess to the
system administrator PIN for the TOE.

A.NO_EVIL_ADM | The system administrator(s) are not careless,ulijlhegligent or
hostile, and will follow the instructions providedthe administrator
and user guidance delivered with the TOE as weathasecurity
guidance found dtttp://www.xerox.com/securityThe system
administrator will not remove the TOE from its avatled
configuration and will especially not disable TSBW.

A.NETWORK The network that the TOE is connecteavilb be monitored for
unapproved activities and/or attempts to attaclwvoek resources
(including the TOE).

10
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Table 4 identifies the threats to the TOE. Theowsiattackers of the TOE are considered to be
either authorized or unauthorized users of the MdE public knowledge of how the TOE
operates. These users do not have any specialmedddge or equipment. The authorized users
have physical access to the TOE. Mitigation tottiveats is through the objectives identified in

Section 4, Security Objectives.

Threat Description

Table4: Threatstothe TOE

T.RECOVER A malicious user may attempt to recoeengorary document image
data using commercially available tools to reaa¢dstents.

This may occur because the attacker gets physicabka to the hard
disk drive (e.g. as part the life-cycle of the MfDbg. decommission)
or the temporary document image data can be readke=d over the
network (e.g. as the result of a purposeful orweaint power failure
before the data could be erased.)

T.INFAX During times when the FAX is not in usemlicious user may
attempt to access the internal network by conngdtirthe FAX card
via PSTN and using publicly available T.30 FAX &amssion
protocol commands for the purpose of interceptingodifying
sensitive information or data that may reside @oueces connected
to the network.

This threat only exists if the FAX board is installand connected to
the PSTN.

T.OUTFAX During times when the FAX is not in usemalicious user may
attempt to connect to the TOE over the networkraale an outgoing
connection using the FAX card, either as a methHadtacking other
entities or for the purpose of sending sensitiferimation or data to
other entities.

This threat only exists if the FAX board is installand connected to
the PSTN.

T.USER A user, at any time, may attempt to recaméghe TOE, for the

purpose of disabling security functions or intetoggpsensitive
information or data, either by attempting to acadessmanagement

functions directly or by logging in as the systesimanistrator.

Application Note: The sending of company configiformation to external entities by Fax is nonsidered a threat to the TOE.

11
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3.3 Organizational Security Policies

There are no organizational security policies #ratdetermined to be relevant for the TOE.

12
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4  SECURITY OBJECTIVES

The purpose of the security objectives is to dekalplanned response to a security problem or
threat. Threats can be directed against the TOtBeosecurity environment or both, therefore,
the CC identifies two categories of security objexs:

» Security objectives for the TOE, and

» Security objectives for the environment.

4.1 Security Objectivesfor the TOE

This section identifies and describes the secobifgctives of the TOE.
The TOE accomplishes the security objectives ddfinelable 5.

Table5: Security Objectivesfor the TOE

Objectives Description

O.RECOVER Temporary document image data from &,prgtwork scan or scan
to e-mail job must be overwritten on the hard diske in
accordance with DoD 5200.28-M immediately aftet {bh is
completed or once the TOE is turned back on afteveer failure.
Temporary document image data from these jobs aisstbe
overwritten at the command (“on demand”) of thetesys
administrator. Copy and FAX (if installed) jobs rhast be written
to the hard drive at all.

O.FAXLINE The TOE will not allow access to the imal network from the
telephone line via the TOE’s FAX modem (if instdleLikewise,
the TOE will not allow accessing the PSTN porthef TOE’s FAX
modem (if installed) from the internal network.
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Objectives Description

O.MANAGE The TOE will provide the functions and fi##ees necessary to
support system administrators responsible for taragement of the
TOE.

The TOE must require that system administratorff)enticate with
a PIN before allowing access to management funtidhe PIN
must be obscured as it is entered by the systenmédrator.

The Local Ul will be locked for 2 minutes once Yaitid login
attempts have been detected when trying to canc@lCiO
operation. The Local Ul will be locked for 3 miestonce 3 invalid
login attempts have been detected for all othaalladministrator
operations.

The WebUI will send an error code after every indvaluthentication
attempt.

4.2 Security Objectivesfor the Environment

4.2.1 Security objectivesfor thelT Environment
Table 6: Security Objectivesfor thel T Environment

Objectives Description

OE.NETWORK The network that the TOE is connecteditbbe monitored for
unapproved activities and/or attempts to attackvoek resources
(including the TOE). This includes a high numbetogfon tries to
the web interface of the TOE.

4.2.2 Security objectivesfor the non IT Environment
Table 7: Security Objectivesfor the non-1T Environment

OE.INSTALL System administrator oversees instadlaticonfiguration and
operation of the TOE by Xerox-authorized repredarda in
accordance with the Xerox delivery and installagoidance. The
TOE must be configured by the system administrataccordance
with the system administration and user guidancgedisas with the
security guidance found http://www.xerox.com/security

As part of the installation process, the systemiatnator has to
change the PIN from its default value to a valuth\ai least 8 digits
The system administrator has to change the PlBaat every 40
days.

The system administrator ensures that the TOEbeilkonfigured
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Objectives Description

according to the configuration under evaluation ailtnot remove
the TOE from its evaluated configuration. Espegiathage
Overwrite Security accessory is installed and estabhd 110 and
ODIO are enabled.

OE.ACCESS The TOE will be located in an office @eanment where it will be
monitored by the office personnel for unauthoripégsical
connections, manipulation or interference.

OE.ADMIN At least one responsible and trustworthgividual (system

administrator) will be assigned, according to anpitocedures for
granting access to the PIN, to manage the TOE iridieidual(s)
have to follow the instructions provided in the adiistrator and use]
guidance as well as the security guidance found at
http://www.xerox.com/security
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5 |ITSECURITY REQUIREMENTS

This section defines the IT security requirememiat tshall be satisfied by the TOE or its
environment:

The CC divides TOE security requirements into tategories:

» Security functional requirements (SFRs) (suchdentification and authentication,
security management, and user data protection}hibalOE and the supporting evidence
need to satisfy to meet the security objectivehefTOE.

» Security assurance requirements (SARSs) that prayidends for confidence that the
TOE and its supporting IT environment meet its ségobjectives (e.g. configuration
management, testing, and vulnerability assessment).

These requirements are discussed separately hit@ifollowing subsections.

5.1 Security Policies

This chapter contains the definition of securityigges which must be followed by the TOE and
implemented by the TSF.

5.1.1 User Data Protection Policy (TSP_IOW)

The image information of the different types of gothe MFD can handle is considered as
confidential user information. Therefore, the TOHstprotect this information according to the
following rules:

» Temporary document image data from a print, netvgodn or scan to e-mail job must be
overwritten on the hard disk drive in accordancthvidoD 5200.28-M immediately after
that job is completed.

» All temporary document image data of abnormallynieated jobs must be overwritten
in accordance with DoD 5200.28-M once the MFD imé&d back on after a power
failure.

* The space on the hard disk drive reserved for teanpalocument image data must be
overwritten in accordance with DoD 5200.28-M, iéthystem administrator has invoked
the On Demand Image Overwrite function.

» Document image data of copy and FAX jobs must eowhbtten to the hard disk drive.
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5.1.2 Information Flow Control Policy (TSP_FLOW)

The security function “Information Flow” (TSF_FLOW}¥ee 2.3.2) restricts the information
flow between the PSTN port of the optional FAX béf installed) and the internal network by
implementing a store-and-forward principle. TheET@oes not allow information to flow
between the PSTN port of the optional FAX procegdmard (if installed) and the network
controller (which covers the information flow tocdafrom the internal network). Data and/or
commands cannot be sent to the internal networkheaPSTN. A direct connection from the
internal network to external entities by using tilephone line of the TOE is also denied.

The following policy defines the rules according which TSF_FLOW shall restrict the
information flow, if the FAX board is installed:

» Only the copy controller (SIP) (see section 2.2y ma@py image information and job data
(e.g. the telephone number of the other fax maghmoen and to a shared memory area
on the FAX board.

« RECEIVING FAX: The FAX board must have terminatbéa PSTN connection before
informing the copy controller about the fax curtgmeceived.

 SENDING FAX: The copy controller must have finishibd copy operation of the fax
image to the shared memory area of the FAX boafdrd&forming the FAX board to
send the fax.

If the FAX board is not installed, an informatiolow is not possible and needs not to be
restricted. However, it is not required that theyaontroller works in this situation in a
different way.

5.2 TOE Security Functional Requirements

5.2.1 ClassFDP: User Data Protection

5.2.1.1 FDP_IFC.1(2) Subset information flow control

Hierarchical to: No other components.

FDP_IFC.1.1 The TSF shall enforce the [User Datdefetion Policy
(TSP_IOW)] on [
subjects: the hard disk drive
information: image information
operations: storage and erase of the image infeamat

1
Dependencies: FDP_IFF.1 Simple security attributes
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5.2.1.2 FDP_IFF.1 (1) Simple security attributes

Hierarchical to: No other components.

FDP_IFF.1.1 The TSF shall enforce the [User Datdeetion Policy
(TSP_IOW)] based on the following types of subpautl
information security attributes: [

+ MFD Job

o Type of the job (print, network scan, scan to etmai
copy, FAX)

* image information of the job

0 Nno security attributes
]

FDP_IFF.1.2 The TSF shall permit an informatiomflloetween a controlled
subject and controlled information via a controlégzeration if the
following rules hold: [

* A MFD job of the type print, network scan or scaretmail
may store image information in the reserved spacie
hard disk drive.

].

FDP_IFF.1.3 The TSF shall enforce [the followingliéidnal information flow
control SFP rules

* When the TOE is turned back on after a power fajlaf
temporary document image data stored on the hakdodli
abnormally terminated jobs shall be overwrittenoading to
DoD 5200.28-M.

* Once the system administrator has invoked ODIOspaze
on the hard disk drive reserved for temporary dcemm
image data shall be overwritten according to DoD®28-M
until the complete space is erased or the funeti@anceled
by the system administrator.

|
FDP_IFF.1.4 The TSF shall provide [no additionaPSfapabilities].
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FDP_IFF.1.5

FDP_IFF.1.6

Dependencies:

5.2.1.3 FDP_IFC.1 (2)

Hierarchical to:

FDP_IFC.1.1

Dependencies:
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The TSF shall explicitly authorise aformation flow based on
the following rules: [none].

The TSF shall explicitly deny an infation flow based on the
following rules: [

* A MFD job of the type copy or fax must not storeame
information on the hard disk drive.

FDP_IFC.1 Subset information flontic
FMT_MSA.3 Static attribute initialisation

Subset information flow control

No other components.

The TSF shall enforce the [informafiow control policy
TSP_FLOW] on [
subjects: SIP, the network controller, the FAX labar
information: fax image information and job datansonand
messages
operations: receiving a fax, sending command messagceiving
command messages, copy operation of FAX image sataling a
FAX

]
FDP_IFF.1 Simple security attributes
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Hierarchical to:

FDP_IFF.1.1

FDP_IFF.1.2
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Simple security attributes

No other components.

The TSF shall enforce the [informafiow control policy
TSP_FLOW] based on the following types of subjext a
information security attributes: [

» the copy controller (SIP)

0 copy operation from/to the shared memory areaef th
FAX board in progress or not

» the network controller
0 Nno security attributes
» the FAX board
o PSTN portin use or not
» fax image information and job data

0 address of the memory where the data is storethéon
copy controller or on the FAX board)

e command messages

o Type of the command message between FAX board and
copy controller

The TSF shall permit an informatiomfloetween a controlled
subject and controlled information via a controltgzkration if the
following rules hold: [

* The copy controller is allowed to copy fax imag®imation
and job data from the shared memory of the FAX thoaiits
own memory.

* The copy controller is allowed to copy fax imag®imation
and job data from its own memory to the shared nigrob
the FAX board.
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* The FAX board is allowed to send out a fax over R®hce
the copy controller has signaled the end of they aperation
to the shared memory area.

* The FAX board is allowed to signal the copy conémiFax
received” once the PSTN connection has been tetadna

].

FDP_IFF.1.3 The TSF shall enforce [the followingliéidnal information flow
control SFP rules

* The FAX board is allowed to send command messagiet
copy controller.

* The copy controller is allowed to send command agss to
the FAX board.

1
FDP_IFF.1.4 The TSF shall provide [no additionaPSfapabilities].

FDP_IFF.1.5 The TSF shall explicitly authorise aformation flow based on
the following rules: [none].

FDP_IFF.1.6 The TSF shall explicitly deny an infation flow based on the
following rules: [

» The copy controller is not allowed to send fax imag
information to the network controller.

* The copy controller is not allowed to send inforimatfrom
the network controller to the fax card.

Dependencies: FDP_IFC.1 Subset information flomticd
FMT_MSA.3 Static attribute initialisation

5.2.1.5 FDP_RIP.1 Subset Residual Information Protection
Hierarchical to: No other components
FDP_RIP.1.1 The TSF shall ensure that any previdosmation content of

temporary image fileswill be overwritten according to DoD
5200.28-M upon thedeallocation of théemporary image files
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fromthe following objects: [print, network scan or s¢are-mail
job].

No dependencies

Application Note: This SFR shall ensure that athporary document image data written
to the hard disk drive will be overwritten once tlegpective print, network scan or scan
to e-mail job is finished.

5.2.2 ClassFIA: Identification and Authentication

5.2.2.1 FIA_AFL.1(1)

Hierarchical to:

FIA_AFL.1.1

FIA_AFL.1.2

Dependencies:

5.2.2.2 FIA_AFL.1(2)

Hierarchical to:

FIA_AFL.1.1

FIA_AFL.1.2

Dependencies:

Authentication failure handling

No other components

The TSF shall detect whe®| Lnsuccessful authentication
attempts occur related to [authentication at ticallaser interface
in order to cancel ODIQ].

When the defined number of unsuccesafiithentication attempts
has been met or surpassed, the TSF shall [lockeuSA login for
a period of 2 minutes on the Local User Interface].

FIA_UAU.1 Timing of authentication

Authentication failure handling

No other components

The TSF shall detect whelj unsuccessful authentication attempt
occurs related to [authentication at the Web Ustarface from
one particular Browser session].

When the defined number of unsuccesatuhentication attempts
has been met or surpassed, the TSF shall [serfdQBe
Authorization Required” error code to this Browsession)].

FIA_UAU.1 Timing of authentication

Application Note: While the TOE will respond to evel¢/eb User Interface failed
authentication attempt with the “403 Authorizatieaquired” error code, is up to the web
browser whether to display a message to the uderrerattempt authentication. As of
the time of this writing, Internet Explorer will4q@ompt 3 times prior to displaying the
error message whereas other browsers, such asexginséy re-prompt until the user
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either enters the correct authentication inforrmatoclicks the “cancel” button in the
authentication window and then display the errossage.

5.2.2.3 FIA_AFL.1(3)

Hierarchical to:

FIA_AFL.1.1

FIA_AFL.1.2

Dependencies:

5.2.2.4 FIA_UAU.2

Hierarchical to:

FIA_UAU.2.1

Dependencies:

5.2.2.5 FIA_UAU.7

Hierarchical to:

FIA_UAU.7.1

Dependencies:

5.2.2.6 FIA_UID.2

Hierarchical to:

FIA_UID.2.1

Dependencies:

Authentication failure handling

No other components

The TSF shall detect whe3j pnsuccessful authentication
attempts occur related to [authentication at tisallaser interface].

When the defined number of unsuccesatuhentication attempts
has been met or surpassed, the TSF shall [lockeusA login for
a period of 3 minutes on the Local User Interface].

FIA_UAU.1 Timing of authentication

User Authentication Before Any Action

FIA_UAU.1 Timing of Authentication

The TSF shall require eagystem administrator to be
successfully authenticated before allowing any olf&~-mediated
actions on behalf of thaystem administrator.

FIA_UID.1 Timing of Identification

Protected Authentication Feedback

No other components

The TSF shall provide only [obscureédback] to theystem
administrator while the authentication is in progress.

FIA_UAU.1 Timing of Authentication

User identification before any action

FIA_UID.1 Timing of Identificatio

The TSF shall require eagystem administrator to identify itself
before allowing any other TSF-mediated actions emalf of that
system administrator.

No dependencies
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5.2.3 ClassFMT: Security Management

5.2.3.1 FMT_MSA.1 (1) Management of security attributes

Hierarchical to: No other components.

FMT_MSA.1.1 The TSF shall enforce the [User Datat&ztion Policy
(TSP_IOW)] to restrict the ability tchange_default, modify,
delete[all] security attributes to [nobody].

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

5.2.3.2 FMT_MSA.3 (1) Static attribute initialisation

Hierarchical to: No other components.

FMT_MSA.3.1 The TSF shall enforce the [User Datat&ztion Policy
(TSP_IOW)] to providgfixed] default values for security
attributes that are used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allow [nobody] to specéiyernative initial values
to override the default values when an object farmation is
created.

Dependencies: FMT_MSA.1 Management of securitybattes

FMT_SMR.1 Security roles

Application Note: FMT_MSA.1 (1) and FMT_MSA.3 (&guires the static initialization of the
security attribute “Possible types of MFD jobs”. @A OE itself shall be able to initialize and
manage this security attribute, so nobody shalhble to modify these values.
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5.2.3.3 FMT_MSA.1 (2)

Hierarchical to:

FMT_MSA.1.1

Dependencies:

5.2.3.4 FMT_MSA.3 (2)

Hierarchical to:

FMT_MSA.3.1

FMT_MSA.3.2

Dependencies:

Application Note: FMT_MSA.1 (2) and FMT_MSA.3 (yuires the static initialization of the
security attributes “Types of Command MessagesdmviFAX board and copy controller”, and
the address spaces of these two objects. The TeE shall be able to initialize and manage
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Management of security attributes

No other components.

The TSF shall enforce the [informatitow control policy
TSP_FLOW] to restrict the ability tthange_default, query,
modify, deletdall] security attributes to [nobody].

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Static attribute initialisation

No other components.

The TSF shall enforce the [informatitow control policy
TSP_FLOW] to providgfixed] default values for security
attributes that are used to enforce the SFP.

The TSF shall allow [nobody] to specéiyernative initial values

to override the default values when an object farmation is
created.

FMT_MSA.1 Management of securitybattes
FMT_SMR.1 Security roles

these security attributes, so nobody shall be &blmodify these values.
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5.2.3.5 FMT_MOF.1 (1) Management of Security Functions Behavior

Hierarchical to: No other components
FMT_MOF.1.1 The TSF shall restrict the abilitydisableand enablethe
functions [

* Immediate Image Overwrite (110),
» On Demand Image Overwrite (ODIO)
]

to [the system administrator].

Dependencies: FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of management functions

5.2.3.6 FMT_MOF.1 (2) Management of Security Functions Behavior

Hierarchical to: No other components
FMT_MOF.1.1 The TSF shall restrict the abilityuse the functions [
» Change PIN,

* Invoke ODIO,
* Abort ODIO
]
to [the system administrator].

Dependencies: FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of management functions
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5.2.3.7 FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1 The TSF shall be capable of perforntivegfollowing security

management functions: [

» Enable/disable Immediate Image Overwrite (110)
[TSF_IOW] (Local User Interfaces),

» Enable/disable On Demand Image Overwrite (ODIO)
[TSF_IOW] (Local User Interface),

» Change PIN (Local User Interface),

* Invoke ODIO [TSF_IOW] (Web and Local User
Interfaces),

* Abort ODIO [TSF_IOW] (Web and Local User Interfages

Dependencies: No Dependencies

Application Note: When ODIO is invoked from the Wisler Interface, it can only be cancelled
at the Web User Interface. When ODIO is invokethfthe Local User Interface, it can only be
cancelled at the Local User Interface.

5.2.3.8 FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1 The TSF shall maintain the roles [sys&gministrator].
FMT_SMR.1.2 The TSF shall be able to assodiat®man users with roles.
Dependencies: FIA_UID.1 Timing of identification
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5.3 TOE Security Assurance Requirements

Table 8 identifies the security assurance compaenérawn from CC Part 3 Security Assurance
Requirements EAL2, augmented with ALC_FLR3. The SAdRe not iterated or refined from
Part 3.

Table 8: EAL2 (augmented with ALC_FL R.3) Assurance Requirements

ACM_CAP.2 Configuration items
ADO DEL.1 Delivery procedures None
ADO IGS.1 Installation, generation, and start-upcedures AGD ADM.1
ADV_FSP.1 Informal functional specification ADV_RCR
ADV_HLD.1 Descriptive high-level design ADV_FSP.1
ADV_RCR.1
ADV_RCR.1 Informal correspondence demonstration éon
AGD_ADM.1 | Administrator guidance ADV_FSP.1
AGD USR.1 User guidance ADV_FSP.1
ALC FLR.3 Systematic flaw remediation None
ATE_COV.1 Evidence of coverage ADV_FSP.1
ATE_FUN.1
ATE_FUN.1 Functional testing None
ATE_IND.2 Independent testing-sample ADV_FSP.1
AGD_ADM.1
AGD USR.1
ATE_FUN.1
AVA_SOF.1 Strength of TOE security function evaloat ADV_FSP.1
ADV_HLD.1
AVA VLA.l1 Developer vulnerability analysis ADV_FSP.1
ADV HLD.1
AGD ADM.1
AGD USR.1

54 Security Requirementsfor thel T Environment

There are no security functional requirementstierii Environment.
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55 SFRswith SOF Declarations
The overall Strength of Function (SOF) claim foe fhOE is SOF-basic.

FIA_UAU.2: Generally, the authentication mechanises a PIN space of 12 12 (3 — 12
digit PIN). Due to the security requirements of ¥erox guidance, the PIN size is defined as 8
to 12 digits (PIN Space of 120 129

Justification for this metric can be found in sentB.6.
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6 TOE SUMMARY SPECIFICATION

This section presents an overview of the secuttctions implemented by the TOE and the
Assurance Measures applied to ensure their camgdémentation.

6.1 TOE Security Functions

This section presents the security functions peréal by the TOE to satisfy the identified SFRs
in Section 5.2.

* Image Overwrite (TSF_IOW)

» Authentication (TSF_AUT)

» Security Management (TSF_FMT)
* Information Flow (TSF_FLOW)

6.1.1 Image Overwrite (TSF_IOW)

The TOE implements an image overwrite security fiamc(l110) to overwrite temporary files
created during the printing, network scan, or dcagrmail process.

The network controller spools and processes doctsrtenbe printed or scanned. Temporary
files are created as a result of this processing agserved section of the hard disk drive of the
network controller. The definition of this reserveettion is statically stored within the TOE and

cannot be manipulated. Immediately after the jobdwmmpleted, the files are overwritten using a
three pass overwrite procedure as described in B2{ID.28-M. Copy and FAX jobs do not get

written to the HDD because they will not be proeelsy the network controller.

The image overwrite security function can alsorbeked manually by the system administrator
(ODIO). Once invoked, the ODIO cancels all prindagscan jobs, halts the printer interface
(network), overwrites the contents of the resergedtion on the hard disk according to
DoD 5200.28-M, and then the network controller i@iso

If ODIO was started from the Local Ul and while dDis running, the Local Ul will display a
message stating that ODIO is in progress and art hbtion. If ODIO was started from the Web
Ul and while ODIO is running, the Web Ul will disgl a message stating that ODIO is in
progress and an abort button. Before pressingathert button, authentication as system
administrator is required. If the System Adminigiracancels ODIO, the process stops at a
sector boundary. As part of the cancellation, tleeslystem is rebuilt. This means, all temporary
files are deleted but may not be overwritten asnddf in DoD 5200.28-M. When ODIO is
started from the Web Ul, it can only be cancelledh@ Web Ul. Likewise, when ODIO is
started from the Local Ul, it can only be cancebédhe Local Ul.
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If the TOE is turned back on after a power failuhe TOE automatically starts an 110 procedure
for all abnormally terminated print or scan job®pto come “on line”.

6.1.2 Information Flow (TSF_FLOW)

The TOE does not allow communication between th&ogal FAX processing board and the
network controller and prevents therefore an imtenection between the PSTN and the internal
network as illustrated in Figure 2.

PSTN FAX Board

A

e ¢ other TOE parts

(Copy Controller)

Network
Controller

Network

<€—— outgoing Fax
incoming Fax
B TOE external interfaces

Figure 2: TSF_FLOW

There are two methods of communication betweerctipg controller and the FAX: Commands
(which also includes the respective responses)imade data transfer (which also includes job
data like other FAX machines). Commands and regsoase sent and received via a shared
memory block on the FAX card by both the FAX candl ghe copy controller. Image data is also
transferred in both directions using a shared mgragea on the FAX card, but only by the copy
controller.

For outgoing FAX the copy controller will push inegata to the FAX card. The image data
comes from the optical scanner. The copy control#l inform the FAX card when it has
finished the transfer of the image data. The FAXdazannot access the shared memory area
until the copy controller has completed its trangfeoutgoing FAX image data. Likewise the
copy controller cannot access the shared memowry amél the FAX card has completed its
transfer of incoming FAX image data.

For incoming FAX the FAX card will inform the compntroller when there is a FAX available
for collection after the transmission of the faxshiinished and the PSTN connection is
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terminated. The copy controller will pull image adtom the FAX card. The copy controller
sends the image data only to the IOT software, lwprints the FAX to paper.

The addresses of the shared memory areas of thecBAKand the types of command/response
messages are statically defined within the TOE.uUsder or system administrator is able to
change these values.

6.1.3 Authentication (TSF_AUT)

The system administrator must authenticate by igtex PIN prior to being granted access to
the system administration functions (see 6.1.4)il&\the system administrator is typing the PIN
number, the TOE displays an asterisk for each dégitered to hide the value entered.
Identification of the system administrator at thechal User Interface is implicit -- the
administrator will identify themselves by pressthg “Access” hard button. Identification of the
system administrator at the Web user Interfacex@i@t -- the administrator will identify
themselves by entering the username “admin” iratitbentication dialog window.

The authentication process for canceling an ODIéramon will be delayed at the Local User
Interface, for 2 minutes if 5 wrong PINs were eatkin succession (when attempting to cancel
ODIO) or for 3 minutes if 3 wrong PINs were enteréd succession (for any other
authentication). If 1 wrong PIN is entered at thebwnterface from one particular Browser
session, the TOE will send an error code ("HTTP A@&horization Required”) to this Browser
session. It will be up to the browser whether igpldhy the message to the user or to re-prompt
for authentication.

There are no more roles than “System Administratdgrich can authenticate.

This security function is based on a probabilipgecmutational mechanism. The SOF claim is
stated and justified in section 8.6.

6.1.4 Security Management (TSF_FMT)

The TOE provides some administrative functionshe system administrator. The following
security management functions are provided by tB&:T

» Enable or Disable the Immediate Image Overwriteciom (I110) (Local User Interface
only)

* Enable or Disable the On Demand Image Overwritectian (ODIO) (Local User
Interface only)

» Change of the System Administrator PIN (via LocakUlnterface only)
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* Invocation of ODIO (via Local User Interface or Weber Interface)
» Cancellation (Abort) of ODIO (via Web User Interéaand Local User Interface)

Application Note: When ODIO is invoked from the \Wser Interface, it can only be cancelled
at the Web User Interface. When ODIO is invokedhfthe Local User Interface, it can only be
cancelled at the Local User Interface. While 10QDIO can be disabled, doing so will remove
the TOE from its evaluated configuration.

6.2 Assurance Measures

The TOE satisfies CC EAL2 assurance requirementgnanted with ALC_FLR.3. This section
identifies the Configuration Management, DelivemydaOperation, Development, Guidance
Documents, Life-Cycle, Testing, and Vulnerabilitggessment Assurance Measures applied by
Xerox to satisfy the CC EAL2, augmented with ALC REB, assurance requirements.

Table 9: Assurance M easures

Assurance Component How requirement will be met

ACM_CAP.2 Configuration Iltems | The vendor providesfiguration management
documents and a Configuration Item list.
ADO_DEL.1 Delivery Procedures| The vendor providebwery procedures.
ADO_IGS.1 The vendor provides secure installation, generatior
Installation, Generation and Startygand start up procedures.
procedures
ADV_FSP.1 The vendor provides an informal function
Informal function specification specification.
ADV_HLD.1 The vendor provides a descriptive high-level desigr
Descriptive high-level design document.
ADV_RCR.1 The informal correspondence demonstration is
Informal correspondence provided in the design documentation. ST to FSP i
demonstration the FSP, FSP to HLD in the HLD.
AGD_ADM.1 The vendor submits a system administration manual.
Administrator Guidance
AGD_USR.1 The vendor submits a user guide.
User Guidance
ALC_FLR.3 The vendor submits instructions and procedurethi®
Systematic flaw remediation reporting, configuration management, and remediajio
of identified security flaws.
ATE_COV.1 Evidence of coverage The analysis ofteserage is submits in the
evaluation evidence.
ATE_FUN.1 Functional testing The test evidencauismsitted to the CCTL.
33

Copyrigh 2007 Xerox Corporation, All rights reserved



Xerox WorkCentre 5030/5050
Multifunction Systems Security Target

Assurance Component How requirement will be met
ATE_IND.2 The laboratory uses development evidence submitied
Independent testing - sample by the vendor along with functional testing evidelas

a baseline for an independent test plan.
AVA_SOF.1 The vendor submits an analysis of the SOF for the
Strength of TOE security function | PIN.
evaluation
AVA VLA.1 The vendor submits a vulnerability analysis.
Developer vulnerability analysis
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7 PROTECTION PROFILE (PP) CLAIMS

The TOE does not claim conformance to a PP.
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8 RATIONALE

8.1 Security Objectives Rationale

This section demonstrates that all security objestifor the TOE are traced back to aspects of
the assumptions to be met and identified threalbetoountered.

Table 10: Security Objectives Rationale

Threat Objective Rationale

T.RECOVER O.RECOVER | O.RECOVER helps to mitigatettireat T RECOVER
to an acceptable level by minimizing the amourtiroé
that temporary document image data is on the hiakd d
drive.

O.RECOVER requires that the residual data will be
overwritten as described in DoD 5200.28-M immedyate
after the job is finished or once the TOE is turbadk
on after a power failure. Copy and FAX jobs (if
installed) will not be stored on the HDD at all.
Additionally, O.RECOVER requires that the TOE
perform the overwrite security function at any tithat
the system administrator chooses to ensure thittaiit
data has been removed.

T.INFAX O.FAXLINE O.FAXLINE counters the threat T.INFAX bagse a
T.OUTFAX connection from the PSTN port of the FAX board (if
installed) to the internal network is not allowed.

O.FAXLINE counters the threat T.OUTFAX because the
users of the internal network are not allowed teas
the PSTN port of the FAX board (if installed).

So, it is not possible to establish an interconpact
between PSTN and the internal network by using the
TOE.

T.USER O.MANAGE | O.MANAGE counters the threat T.USER by ensuring
OE.NETWORK | that the users who have not authenticated as #tersy
administrator cannot access the management fuisction
and cannot make configuration or operational change
the TOE that would remove it from the evaluated
configuration or allow them to access job data.
O.MANAGE also protects against brute-force attacks
against the PIN at the local user interface.

OE.NETWORK ensures that brute-force attacks agaipst
the PIN are also not possible at the web interface.
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Table 11: Security Objectives Rationale for the Environment

Assumption
A.INSTALL

Objective
OE.INSTALL

Rationale

OE.INSTALL covers A.INSTALL beause the TOE will
be delivered and installed by Xerox representatives
according to all respective guidance documents.

The TOE will be configured by the system adminisiran
accordance with the admin guidance of the TOE hed t
security guidance provided at the Xerox web sites T
especially includes that the TOE is in the confagian
under evaluation and that the Image Overwrite Sgcisr
installed and enabled.

Furthermore, the default PIN was changed to seést) 8-
digit PIN and the PIN will be changed at least gv&)
days.

A.ACCESS

OE.ACCESS

OE.ACCESS covers A.ACCESS bectgsTOE will be
installed in standard office environment and tHecef
personnel will monitor the TOE to prevent unauthed
physical access to the HDD and the TOEs interfaces.

A.MANAGE

OE.ADMIN

OE.ADMIN covers A.MANAGE by requing at least one
trustworthy and responsible person to oversee the
installation and operation of the TOE. This perspmll
be assigned according to onsite procedures andoNdiv
all TOE administrator guidance. “Assignment” mebhese
the person(s) get knowledge about the PIN.

A.NO_EVIL_ADM

OE.INSTALL
OE.ADMIN

OE.ADMIN covers parts of A.NO_EVIL_ADM because
“responsible and trustworthy individtiare “not careless
willfully negligent or hostileé Furthermore, the individual
have to follow the instructions provided in thedance
documents.

OE.INSTALL covers the remaining part of

system administrator configures the TOE accordnipé
configuration under evaluation and will not remadke
TOE from its evaluated configuration (especiallgttthe
Image Overwrite Security accessory is installed and
enabled).

U7

A.NO_EVIL_ADM because the objective ensures that th

A.NETWORK

OE.NETWORK

OE.NETWORK covers ANETWORK Ipgquiring a
mechanism to detect network-based attacks aghi@st t
TOE.
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8.2 Security Requirements Rationale

This section provides evidence that demonstratestiie security objectives for the TOE and the
IT environment are satisfied by the security reguients.

These mappings demonstrate that all TOE securgyimements can be traced back to one or
more TOE security objective(s), and all TOE seguoibjectives are supported by at least one
security requirement.

8.2.1 Rationale For TOE Security Requirements

This section provides evidence demonstrating that gecurity objectives of the TOE are
satisfied by the security requirements. The folloyvi paragraphs provide the security
requirement to security objective mapping and mmate to justify the mapping.

Table 12: TOE SFR M apping to Objectives

Objective Rationale

O.RECOVER FDP_RIP.1 ensures that residual tempal@acyment data does
not remain on the mass storage device once thesgmnding
job has completed processing.

FDP_IFF.1 (1) together with FDP_IFC.1 (1) ensuhed &ll
temporary document image data of abnormally tertathgobs
will be overwritten once the TOE is turned backafter a powel
failure. Additionally, these two requirements erestivat the
complete space reserved for temporary documentardata car
be overwritten “on demand” by the system administra
FMT_SMF.1 requires that there is a possibilityrtedke this
ODIO function. FMT_MOF.1 (2) restricts the accesshis
function to the system administrator. FMT_SMR.1 ages the
role “system administrator”.

FMT_MSA.3 (1) and FMT_MSA.1 (1) define the spaceewh
the temporary document image data can be storedemgdthe
modification of this space by anyone.

FDP_IFF.1 (1) and FDP_IFC.1 (1) also ensure thatyGmd
Fax jobs will not be written to the HDD at all.

O.FAXLINE FDP_IFC.1 (2) and FDP_IFF.1 (2) define tlules according to
which an information flow between network controlleopy
controller and FAX board (if installed) is allowdsly
implementing a store-and-forward principle in bdtrections, a
direct interconnection between the PSTN and trexmiad
network is not possible.
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Objective Rationale

FMT_MSA.3 (2) and FMT_MSA.1 (2) define the possible
command types and the address spaces of the capyléer
and the FAX board. Nobody shall be able to modisse
parameters.

O.MANAGE

FMT_SMF.1 ensures that the security managyet functions
(i.e., enable/disable 110 and ODIO, change systdmiistrator
PIN, and invoke/abort ODIO) are available on theETO
FMT_MOF.1 (1) and FMT_MOF.1 (2) restrict the access
these management functions to the system admitaistra
FMT_SMR.1 manages the role “system administrator”.

FIA_UAU.2 and FIA_UID.2 ensure that system admpnaitirs
are authenticated (and implicitly identified) bef@ccessing the
security functionality of the TOE.

FIA_UAU.7 ensures that only obscured feedback gerdrby
the authentication process is provided to systemmi@dtrators
before successful authentication.

FIA_AFL.1 (1, 3) ensure that the TOE takes sped@ifid
immediate self-protection action when the set tho&sof
unsuccessful login attempts by the System Admatistris
reached for the Local User Interface.

FIA_AFL.1 (2) provides an appropriate error messagie
users web browser when the set threshold of unssftddogin
attempts by the System Administrator is reachedhfenVeb
User Interface. Self-protection of the TOE is nosgble due to
the properties of a web interface (no dependalaetification of
the user’s terminal and therefore no possibilitiotk this
terminal)

8.2.2 Rationalefor Security Requirementsfor the Environment
There are not Security Requirements stated foethv@onment.

8.3 Rationalefor the Assurance L evel

This ST has been developed for multi-function d@igitnage processing products incorporating
an Image Overwrite Security option. The TOE envinent will be exposed to only a low level
of risk because the TOE sits in office space witdseunder almost constant supervision. Agents
cannot physically access the HDD or FAX withoutadsembling the TOE. Agents have no
means of infiltrating the TOE with code to effectl@ange. As such, the Evaluation Assurance
Level 2 is appropriate.
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That Assurance Level is augmented with ALC_FLR.3yst&matic flaw remediation.
ALC _FLR.3 ensures that instructions and procedufes the reporting, configuration
management, and remediation of identified secutaws are in place and their inclusion is
expected by the consumers of this TOE.

8.4 Rationalefor TOE Summary Specification

This section demonstrates that the TSFs and Asseifdeasures meet the SFRs and SARSs.

The specified TSFs work together to satisfy the TERERs. Table 13 provides a mapping of
SFRs to the TSFs to show that each SFR is captutkoh a security function.

Table 13: Mapping of SFRsto Security Functions

TSF SFR Rational

TSF_IOW FDP_RIP.1 TSF_IOW implements FDP_RIP.1 by ensuring that
residual temporary document data does not remain ¢n
the mass storage device once the correspondingg®b
completed processing.

FDP_IFF.1 (1) | TSF_IOW implements FDP_IFF.1 (1) and FDP_IFC.
FDP_IFC.1 (1) | (1) by ensuring that all temporary document imagied
of abnormally terminated jobs will be overwrittence
the TOE is turned back on after a power failure.
Additionally, the TSF ensures that the completeespa
reserved for temporary document image data can be
overwritten “on demand” by the system administrato

Furthermore, the TSF defines that Copy and Fax job
will not be written to the HDD at all.

FMT_MSA.3 (1) | The types of possible jobs are statically definéthiw
FMT_MSA.1 (1) | the TOE and cannot be modified.

=)

U

TSF_FLOW FDP_IFC.1(2) | TSF_FLOW implements FDP_IFC.1 (2) and FDP_IFF.1
FDP_IFF.1 (2) | (2) because it implements the secure store-andaforw
principle in both directions based on the rulesraf in
TSP_FLOW.

FMT_MSA.3 (2) | The possible command types and the address spiacgs o
FMT_MSA.1 (2) | the copy controller and the FAX board are statjcall
defined within the TOE. Nobody is able to modifese
parameters.

TSF_AUT FIA_UAU.2 TSF_AUT ensures that system administrators must
authenticate before accessing the security funalilgn
of the TOE.
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TSF SFR Rational
FIA_UID.2 TSF_AUT ensures that the system administrators myist
be identified (to include the implicit identificath when
the “Tools” menu is entered at the Local User liatez)
before accessing the security functionality of TI@E.

FIA_UAU.7 TSF_AUT ensures that only obscured feedback is
generated by the authentication process.

FIA_AFL.1 (1) | TSF_AUT ensures that the TOE locks the Local Use
Interface for 2 minutes if 5 unsuccessful authextiton
attempts happened at this user interface.

FIA_AFL.1(3) | TSF_AUT ensures that the TOE locks the Local Usef
Interface for 3 minutes if 3 unsuccessful authextitbn
attempts happened at this user interface.
FIA_AFL.1 (2) | TSF_AUT ensures that the TOE provid@serror
message at the Web User Interface to a particular
Browser session, if three unsuccessful authenticati
attempts happened from this Browser session.
FMT_SMR.1 TSF_AUT only knows the role “system adisiirator”.

=

TSF_FMT FMT_SMF.1 TSF_FMT provides the security management functigns
enable/disable 110 and ODIO, change system
administrator PIN, and invoke/abort ODIO

FMT_MOF.1 (1)| TSF_FMT restricts the access to these management
FMT_MOF.1 (2)| functions to the system administrator.

8.5 TOE Assurance Requirements

Section 6.2 of this document identifies the Assaealleasures implemented by Xerox to satisfy
the assurance requirements of EAL2, augmented Alith FLR.3, as delineated in the table in

Annex B of the CC, Part 3. Table 14 maps the AssigaRequirements with the Assurance
Measures as stated in Section 5.3.

Table 14: Assurance M easure Compliance Matrix

.5*8' T | 2
885t g |8 5T
AssuranceMeasure | 3 O, ;% S % S E
=S S22z |8 |© o 5
58523 |3 |2 |8 |3
O= 000 o - = > <
ACM _CAP.2 X
ADO DEL.1 X
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S El2 | & 2
B85l E |g |8 5

AssuranceMeasure | 3 &, ?% S % S g
£8 25T |2 |9 = 5
(@) T 2 5 > = E? S
O= 00l o @) — — >

ADO 1GS1 X

ADV FSP.1 X

ADV HLD.1 X

ADV RCR.1 X

AGD ADM.1 X

AGD USR.1 X

ALC FLR.3 X X

ATE COV.1 X

ATE_FUN.1 X

ATE_IND.2 X

AVA_SOF 1 X

AVA VLA.1 X

8.6 TOE SOF Claims
The overall Strength of Function (SOF) claim foe fhOE is SOF-basic.

The overall TOE SOF claim is SOF-basic because 30§ is sufficient to resist the threats
identified in Section 3.2. Section 8.1 providesdevice that demonstrates that the TOE threats
are countered by the TOE security objectives. 8esti8.2.1 and 8.2.2 demonstrate that the
security objectives for the TOE and the TOE envment are satisfied by the security
requirements.

The SOF-basic claim for the TOE applies becausd @ protects against an unskilled attacker
with no special tools from accessing the TOE.

FIA_UAU.2 / TSF_AUT: This PIN space (120 12'% is much larger than the PIN space a
potential attacker with no or only low knowledgetioé TOE and technical equipment can test in
a reasonable amount of time. Therefore, this me&trappropriate for this attack potential and
also complies with the SOF-basic claim.

8.7 Rationalefor SFR and SAR Dependencies

Table 15 is a cross-reference of the functional maments, their related dependencies, and
whether the dependencies are satisfied.
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Table 15: SFR Dependencies Status

Dependency (ies)

Satisfied

Component 1D

=

FDP_IFC.1 (1) FDP_IFF.1 Yes, FDP_IFF.1 (1)
FDP_IFF.1 (1) FDP_IFC.1 Yes, FDP_IFC.1 (1)
FMT_MSA.3 Yes, FMT_MSA.3 (1)
FDP_IFC.1 (2) FDP_IFF.1 Yes, FDP_IFF.1 (2)
FDP_IFF.1 (2) FDP_IFC.1 Yes, FDP_IFC.1 (2)
FMT_MSA.3 Yes, FMT_MSA.3 (2)
FDP_RIP.1 None
FIA AFL.1 (1) FIA_ UAU.1 Yes, hierarchically by FIAJAU.2
FIA AFL.1 (2) FIA_ UAU.1 Yes, hierarchically by FIAJAU.2
FIA AFL.1 (3) FIA_ UAU.1 Yes, hierarchically by FIAJAU.2
FIA_UAU.2 FIA_UID.1 Yes, hierarchically by FIA_UIR. Identification of
the system administrator at the Local User Intexfa¢
is implicit -- the administrator will identify
themselves by pressing the “Access” hard button.
Identification of the system administrator at thelw
user Interface is explicit -- the administratorlwil
identify themselves by entering the username
“admin” in the authentication dialog window.
FIA UAU.7 FIA UAU.1 Yes, hierarchically by FIA_ UAQ.
FMT_MOF.1 (1) | FMT_SMF.1 Yes
FMT_SMR.1 Yes
FMT_MOF.1 (2) | FMT_SMF.1 Yes
FMT_SMR.1 Yes
FMT_MSA.1 (1) | FMT_ACC.1or | Yes, FDP_IFC.1 (1)

FDP_IFC.1

FMT_SMR.1 No, because the authorized identifiedsallowed tqg
alter security attributes was defined as “Nobo@&gd,
no roles are required.

FMT_SMF.1 No, because the authorized identifieds@lllowed ta
alter security attributes was defined as “Nobo@&gd,
no appropriate management functions are requirefl.

FMT_MSA.3 (1) | FMT_MSA.1 Yes, FMT_MSA.1 (1)

FMT_SMR.1 No, because the authorized identifieds@lllowed ta
specify alternative initial values was defined as
“Nobody”. So, no roles are required.

FMT_MSA.1 (2) | FMT_ACC.1or | Yes, FDP_IFC.1 (2)
FDP_IFC.1
FMT_SMR.1 No, because the authorized identifiedsa@lllowed ta

alter security attributes was defined as “Nobo@&g,
no roles are required.
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Dependency (ies)

FMT_SMF.1

Satisfied

No, because the authorized identifieds@lllowed ta
alter security attributes was defined as “Nobo@gd,
no appropriate management functions are requiregl.

FMT_MSA.3 (2) | FMT_MSA.1 Yes, FMT_MSA.1 (2)
FMT_SMR.1 No, because the authorized identifiedsallowed tqg
specify alternative initial values was defined as
“Nobody”. So, no roles are required.
FMT_SMF.1 None
FMT_SMR.1 FIA_UID.1 Yes, hierarchically by FIA_UIDP. ldentification of

the system administrator at the Local User Intexfa¢
is implicit -- the administrator will identify
themselves by pressing the “Access” hard button.
Identification of the system administrator at thelw
user Interface is explicit -- the administratorlwil
identify themselves by entering the username
“admin” in the authentication dialog window.

SAR dependencies identified in the CC have beerbmétis ST as shown in Table 16.
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Table 16: EAL 2 (Augmented with ALC_FL R.3) SAR Dependencies Satisfied

Assurance

Component 1D Dependencies Satisfied
ACM_CAP.2 None
ADO_DEL.1 None
ADO_IGS.1 AGD_ADM.1 Yes
ADV_FSP.1 ADV_RCR.1 Yes
ADV_HLD.1 ADV_FSP.1 Yes
ADV_RCR.1 Yes
ADV_RCR.1 None
AGD_ADM.1 ADV_FSP.1 Yes
AGD_USR.1 ADV_FSP.1 Yes
ALC FLR.3 None
ATE_COV.1 ADV_FSP.1 Yes
ATE_FUN.1 Yes
ATE_FUN.1 None
ATE_IND.2 ADV_FSP.1 Yes
AGD_ADM.1 Yes
AGD_USR.1 Yes
ATE_FUN.1 Yes
AVA_SOF.1 ADV_FSP.1 Yes
ADV_HLD.1 Yes
AVA VLA.1 ADV_FSP.1 Yes
ADV_HLD.1 Yes
AGD_ADM.1 Yes
AGD_USR.1 Yes
8.8 Internal Consistency and Mutually Supportive Rationale

8.8.1 Internal Consistency

The SARs represent EAL2 augmented with ALC_FLR.Be TEAL2 SARs are internally
consistent because SARs within an EAL, by definitido not conflict with each other. The
ALC_FLR.3 SAR, while not contained within any EAbperates independently of all other
SARS (it has no dependencies), and does not cowilic the SARs included in EAL2.

The set of SFRs and set of SARs in this Securityg8taare completely independent of each
other; therefore, no inconsistencies are presemidem them. There is no conflict between the
security functions, as described in Section 2 aacti® 6, and the SARs which could prevent
satisfaction of all SFRs.

The security objectives do not conflict with eadhey because they have completely different
aims. The rationale shows that each of the secobfgctives is met by its assigned SFRs.

45
Copyrigh 2007 Xerox Corporation, All rights reserved



Xerox WorkCentre 5030/5050
Multifunction Systems Security Target

Therefore the SFRs assigned to one security obguatill necessarily not conflict with the SFRs
assigned to another because the objectives coddterent operations, events and/or data.

8.8.2 Mutually Supportive Whole

The choice of security requirements is justifiecshewn in Sections 8.2 and 8.3. The choice of
SFRs and SARs is based on the assumptions aboobjitives for, and the threats to the TOE
and the security environment. This ST provides @vi@ that the security objectives counter the
threats to the TOE, and that physical, personmel, @rocedural assumptions are satisfied by
security objectives for the TOE environment.

All SFR and SAR dependencies have been satisfigdtmnalized as shown in Table 15 and
Table 16 and described in Section 8.7.

* The security functions TSF_FLOW is a completely T@rnal security function and
cannot be bypassed, tampered or de-activated ley sécurity functions.

* The security function TSF_IOW can only be de-ad&daby the system administrator.
TSF_FMT and TSF_AUT prevent this. If TSF_IOW isieated, bypassing or tampering
is not possible.

 TSF_FMT provides some security functions and TSFTAddevents the usage of these
functions for all users than-system administrators.

* Due to the fact that the security functions are @wually supportive whole and the
underlying SFRs are internal consistent, the SFRtmalso be a mutually supportive
whole.
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