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1 Security Target Introduction

This section identifies the Security Target (Shg Target of Evaluation (TOE), ST conventions, $fhfarmance
claims, and the ST organization. The Target oflation is the EMC Smarts Service Assurance Managgm
(SAM) Suite and Internet Protocol (IP) Managemeuiteés6.5.1, and will hereafter be referred to as TIOE or
EMC Smarts throughout this document. The TOEssite of products which monitor IT networks. Thats can
map networks, monitor the availability and perfonoa of network nodes, and show the business imjaits of
any failures.

1.1 Purpose
This ST contains the following sections:

» Security Target Introduction (Section 1) — Providelsrief summary of the content of the ST and dessr
the organization of other sections of this document

» TOE Description (Section 2) — Provides an overviginthe TOE security functions and describes the
physical and logical boundaries for the TOE.

e Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE t@and i
environment.

» Security Objectives (Section 4) — Identifies theusgy objectives that are satisfied by the TOE dtsd
environment.

» Security Requirements (Section 5) — Presents tlerBg Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE arileby OE’s environment.

» TOE Summary Specification (Section 6) — Descriltesdecurity functions provided by the TOE to sstisf
the security requirements and objectives.

* Protection Profile Claims (Section 7) — Provides itientification of any ST Protection Profile clairas
well as a justification to support such claims.

» Rationale (Section 8) — Presents the rationalettier consistency, completeness, and suitabilityhef t
security objectives, requirements, and the TOE samprspecifications.

» Acronyms (Section 9) — Defines the acronyms uselimvthis ST.

1.2 Security Target, TOE and Common Criteria (CC) | dentification and
Conformance

Table 1 - ST, TOE, and CC Identification and Confor mance

ST Title EMC Corporation EMC Smarts Service Assurance Management (SAM) Suite and
Internet Protocol (IP) Management Suite 6.5.1 Security Target

ST Version Version 0.6

Author Corsec Security, Inc.
Adam O'Brien and Nathan Lee

TOE Identification EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP)
Management Suite 6.5.1.157

(SOl ninenNeEEN(®® Common Criteria for Information Technology Security Evaluation, Version 2.3 August
Identification and 2005 (aligned with ISO/IEC 15408:2004); CC Part 2 conformant; CC Part 3 conformant;
Conformance PP claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of 2006-06-29
were reviewed, and no interpretations apply to the claims made in this ST.

PP Identification None

Evaluation Assurance EAL2
Level (EAL)

Keywords Availability, IP networks

EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP) Page 5 of 37
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1.3 Conventions, Acronyms, and Terminology

1.3.1 Conventions

There are several font variations used within 8iIs Selected presentation choices are discusgedihaid the
Security Target reader.

The CC allows for several operations to be perfarme security requirements: assignment, refinemsaigction
and iteration. All of these operations are usetthiwithis ST. These operations are presenteckisdme manner in
which they appear in Parts 2 and 3 of the CC wighfollowing exceptions:

» Completed assignment statements are identifiedyyialicized text within brackels

» Completed selection statements are identified Uginderlined italicized text within brackéts

» Refinements are identified usibgld text.

» Any text removed is strickere(g: FSF-DBata and should be considered as a refinement.

» lterations are identified by appending a letteparenthesis following the component title. Forragée,
FAU_GEN.1 (a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.2 Acronyms and Terminology

The acronyms and terms used within this ST areritbestin Section 9 — “Acronyms.”

EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP) Page 6 of 37
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2 TOE Description

This section provides a general overview of the T&Ean aid to understanding the capabilities amdirig
functions provided by the TOE. The TOE descripjiwavides a context for the TOE evaluation by idgintg the
product type and describing the evaluated configuma

2.1 Product Type

The TOE is a suite of software products which maniT networks. The suite can map networks, manite
availability and performance of network nodes, ahdw the business implications of any failures. e Huite
consolidates network events and presents thensaitable level of abstraction to allow administratto prioritize
problems according to business impact. The TORp hdministrators to distinguish the root cause @r@blem
from the collateral impacts.

The suite includes the following products:

» Service Assurance Manager — the core managemeet $er the whole system
* Global Console — the primary interface to the SEnAssurance Manager

» Business Impact Manager — extends the capabilifeService Assurance Manager by calculating the
business impact of events.

» Business Dashboard — extends the capabilities oficeeAssurance Manager by presenting the business
impacts of events.

* Report Manager — extends the capabilities of Ser¥issurance Manager by storing events in a database
ready to compile into reports.

» Broker - manages a registry of EMC Smarts servpliegtions.

» Discovery Manager — discovers and presents thddgpof Internet Protocol (IP) networks.

» IP Availability / Performance Manager — monitore tvailability and performance of IP networks.

» Server Performance Manager — monitors the perfocmahcritical servers.

Figure 1 below shows the details of the deployneenfiguration of the TOE:

EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP) Page 7 of 37
Management Suite 6.5.1

© 2007 EMC Corporation



Security Target, Version 0.6

June 26, 2007

Web Browser

A

Key
\ 4
Report TOE
Manager
Dashboard
Global < . Service TOE
Console Assurance Business Environment
Manager Impact
Manager Monitored
Environment
Broker
. Server . Server
DI\I/IS;nZVZ? Performance Dl\lds:nz\;? Performance
9 Manager Manager
1P P
Availability / Performance Availability / Performance
Manager Manager

Monitored
Network

Monitored

Network

Figure 1 - Deployment Configuration of the TOE

2.2 Product Description

The EMC Smarts consists of 3 monitoring componétrsAvailability Manager, IP Performance Managenda
Server Performance Manager) and a discovery conmpofiiscovery Manager). These components map and
monitor IP networks and critical servers. Theyspt®e information gathered to the core managenemes— the
Service Assurance Manager. This management saggeegates this information and presents it tauttez through

the Global Console or the web browser. The Sergissurance Modules (Business Impact Manager, Bssine
Dashboard, and Reports Manager) provide additioaphbilities to calculate and display the busiriggsact of
infrastructure problems and to produce a wide waré reports. The Broker manages a registry ofEEBmarts
server applications, which allows each componerigoover other components of the system.

The product helps system administrators cope wighflbod of raw events which will be generated hyr@blem in
the IT infrastructure. The system uses a normalieeent reporting structure, the EMC Common Infdioma
Model (ECIM), which identifies and consolidates tcgted events.

EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP)
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Page 8 of 37

© 2007 EMC Corporation



Security Target, Version 0.6 June 26, 2007

The EMC Smarts can also distinguish between theqaase of problems and the collateral impacts:. eikample,
one router failing might increase the throughpubtifer routers and cause them to fail. The systdministrator
will receive events from many routers, but only aedo address the problem on one router. The reystes
patented Codebook Correlation Technology. Thisaofeglgorithms computes a correlation between thteof
possible symptoms and the root cause that carelgpkin the symptoms, based on the nature of thgpgyms and
the network topology. The processing of these ridlyos is distributed throughout the system for iropt

performance, but the final correlation analysisligyoimplementation and presentation to the userucg in the
Service Assurance Manager. The information is nadglable to the administrator through a web beyws the
Global Console.

2.2.1 Discovery Manager

Discovery Manager is a tool which discovers andg@nés the topology of the IP networks. It workéagers 2 and
3 of the Open System Interconnection (OSI) modéie Discovery Manager can identify all layer 2 @&hdevices
by IP and Media Access Control (MAC) address. ait determine the physical and logical relationshipsveen
these entities and the network protocols being .uskkis information is updated in real-time andsamted in a
traversable topology map.

2.2.2 IP Availability / Performance Manager

IP Availability / Performance Manager allows mowrgalled monitoring of IP networks. It can identiifnen an IP
node is still operational, but is not performingioglly. IP Availability / Performance Manager téies failures
in IP networks, at layers 2 and 3 of the OSI models able to distinguish between the root caafse problem and
the collateral effects.

2.2.3 Server Performance Manager

Server Performance Manager provides detailed mamitdor system servers. It can determine wheressrare
not performing optimally and help to identify pdasi future failures. It monitors utilization ofrser disks, file
systems, processors, and memory.

2.2.4 Service Assurance Manager

The Service Assurance Manager serves as the ctumer®f network operations management. The Service
Assurance Manager provides integrated, unified, iadividualized views of the systems, network isfracture,
applications, and business entities that comprls® managed domain. The Service Assurance Manager
communicates with the EMC Smarts monitoring compésand consolidates the following information:

» Network, system, application, and business ressurce
» Results of domain-specific root-cause analysis
» Results of domain-specific impact analysis

The Service Assurance Manager automatically cdeeldopology and event data from multiple EMC Smart
managed domains to diagnose root-cause problems.

2.2.5 Business Impact Manager

The Business Impact Manager extends the capabilitie Service Assurance Manager to analyze events by
calculating the business impact of events and maftieg the impacts to affected business entitiesliasrete
notifications that are linked to topology withinetimanaged domain. The impacts are displayed irBtisness
Services Maps.

EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP) Page 9 of 37
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2.2.6 Business Dashboard

The Business Dashboard is a web console that gis@acollection of EMC Smarts analysis data alateysi
important data from other sources.

2.2.7 Report Manager

The Report Manager uses a Structured Query Lang(8@e) Data Interface adapter that enables network
administrators to collect detailed notificationariation from the EMC Smarts Service Assurance Mané&Global
Manager) and store the information in a relatiatethbase. The Report Manager enables networinetmators

to produce and display or print network operatiamsl management reports through Business ObjectstaCry
Reports software.

2.2.8 Broker

The Broker manages a registry of EMC Smarts saapplications. When an EMC Smarts server applinatarts
it registers with the broker, providing its IP adsts and listening port number. When an EMC Snagmpdication
needs to connect with another application, it dbés necessary information from the Broker. Pedallly, the
Broker pings the applications in its registry taedeine whether they are still active.

2.2.9 Global Console

The Global Console is the primary user interfacetfi@ administration of the Service Assurance Managlhe
console displays the network topology and the statfi network components. Through the Global Cansol
administrators can monitor EMC Smarts domains, @edgietailed information about topology and evergspond
to problems, and take corrective action. EMC Ssnadministrators with appropriate privileges caminister
EMC Smarts users, user profiles and policies. Glodbal Console runs as a standalone Java program.

2.3 TOE Boundaries and Scope

This section will address what physical and log@ahponents of the TOE are included in evaluation.

2.3.1 Physical Boundary

Figure 2 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbgr all of the
components of the TOE and the constituents of t@& Environment. The TOE is the EMC Smarts Service
Assurance Management (SAM) Suite and Internet BobtdP) Management Suite 6.5.1. The TOE consifthe
following 9 software components:

e Service Assurance Manager

» Global Console

* Business Impact Manager

» Business Dashboard

* Report Manager

» Broker

» Discovery Manager

» IP Availability / Performance Manager
» Server Performance Manager

EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP) Page 10 of 37
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Figure 2 - Physical TOE Boundary

The operating systems (OSs) and hardware compomreatsiot part of the TOE. The Discovery Manager, |
Availability / Performance Manager, and Server &enfance Manager all run on one machine, the Service
Assurance Manager, Business Impact ManaBeisiness Dashboarcdind Reports Manager on another. The
machine running the Business Dashboard utilizescbbwb.0.16, which is part of the environment. Botachines
have the same specifications listed in Table 2e Global Console can operate on any system whipgpasts JRE
v1.4.2. The system supports Netscape 7.0 (or highelnternet Explorer 6.0 SP1 (or higher) withva&cript
enabled.

Table 2 - Hardware and Operating System Platforms

Hardware Operating System

Intel Pentium 4, 2 GHz |Red Hat Linux 3.0

Windows 2000
Windows 2003 SP1

HP L2000 HP-UX11.11
Solaris Sun Fire 280 Solaris 8 and Solaris 9
EMC Smarts Service Assurance Management (SAM) Suite and Internet Protocol (IP) Page 11 of 37
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2.3.2 Logical Boundary

The security functional requirements implementedhsy TOE are usefully grouped under the followirer&ity
Function Classes:

Security Audit

» |dentification and Authentication
Security Management

» Protection of the TSF

2.3.2.1 Security Audit

The TOE records audit events relating to the TOE tarthe monitored environment. The events arerce in a
standardized format and stored in the filesystenthef operating system of the machine running thei&e
Assurance Manager. Audit events are analyzedtermée the root cause of the event. The audi datl analytic
results can be viewed by TOE users through the &IGbnsole and the web browser.

2.3.2.2 Identification and Authentication

The Identification and Authentication function eresithat the TOE user that is requesting a sehaseprovided a
valid username and password. When TOE users #mierusername and password at the Global Constdeface
or the web browser interface, the information isgesl to the Service Assurance Manager, where\ierisied
against the username and password stored in the TiQke provided username and password matchl @ user
is assigned the role associated with that usernaBefore identification and authentication, the TQ&er is only
able to view active TOE components.

2.3.2.3 Security Management

The TOE maintains three roles: All, Monitor and @inThe All role has access to all elements of TR, The
Monitor role can only view information. The Pingle can only discover which TOE components arevactiJsers
perform all management of the TOE through the Al@mmsole or the web browser.

2.3.2.4 Protection of the TSF

Non-bypassability of the TOE is provided by a comalbion of basic configuration and enforcement afusity
policy rules. It is not possible to perform anycwdty-relevant actions on the system without sastdly
authenticating. The TOE protects information assitransmitted between remote components of th& D
encrypting the information using AES with a keyided from a Diffie-Hellman exchange.

2.3.3 Physical/Logical Features and Functionality N ot Included in the Evaluated
Configuration of the TOE

The TOE has a range of command line interfaces witicies which only need to be used during instail
troubleshooting. They are excluded from the CCluatad configuration. The TOE consists of software
applications, the underlying hardware and operasiygiems are part of the TOE environment, as isviie server
and the web browser.
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3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It piesithe statement of the TOE security environmehich
identifies and explains all:

« Assumptions about the secure usage of the TORidimg} physical, personnel and connectivity aspects
» Known and presumed threats countered by eitheF @t or by the security environment
» Organizational security policies with which the T@ttst comply

3.1 Assumptions

This section describes the security aspects ofritended environment for the evaluated TOE. Theragonal
environment must be managed in accordance witlrassel requirement documentation for delivery, opemaand
user guidance. The following specific conditioms sequired to ensure the security of the TOE archasumed to
exist in an environment where this TOE is employed.

A.CONNECT The TOE will be connected at all timeghe network which it is intended to monitor.
A.NOEVIL Users are non-hostile, appropriately tednand follow all user guidance.

A.PHYSCL The TOE will be located within controlleatcess facilities, which will prevent unauthorized
physical access.

3.2 Threats to Security

This section identifies the threats to the IT asseainst which the TOE must protect. The thrggnts are
individuals who are not authorized to use the TO®Ehe protected network. The threat agents angnasd to:

» have public knowledge of how the TOE operates

» possess a low skill level

» have limited resources to alter TOE configuratiettisgs
» have no physical access to the TOE

* possess a low level of motivation

* have a low attack potential

The IT assets requiring protection are the IP ngtsrand servers on the monitored networks.
The following threats are to be addressed by thE:TO

T.NETWORK  An unauthorized individual might disrugte availability or performance of IP networks or
servers.

T.COMINT An unauthorized individual may attempt ¢ompromise the security of the data collected and
produced by the TOE by bypassing a security meshani

T.PRIVIL An unauthorized individual may gain accdssthe TOE and exploit system privileges to gain
access to TOE security functions and data.

3.3 Organizational Security Policies

There are no Organization Security Policies.
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment. The sgcobjectives
identify the responsibilities of the TOE and its/iganment in meeting the TOE’s security needs.

4.1 Security Objectives for the TOE

The specific security objectives are as follows:

O.ADMIN The TOE must include a set of functionstthlow efficient management of its functions aradaj
ensuring that TOE users with the appropriate @ggk, and only those TOE users, can exercise
such control.

O.AUDIT The TOE must gather audit records of addion the TOE which may be indicative of misuse.

O.IDAUTH The TOE must be able to identify and auitigate users prior to allowing access to TOE
administrative functions and data.

O.PROTECT  The TOE must protect itself from unautterd modifications and access to its functions daua.
O.ACCESS The TOE must allow authorized users tessonly appropriate TOE functions and data.
0O.SECURE The TOE must ensure the security of aitand System data.

O.MONITOR The TOE must gather, analyze, and presefarmation about all events that are indicative
unavailability or poor performance of IP networksservers.

4.2 Security Objectives for the Environment

4.2.1 IT Security Objectives
The following IT security objectives are to be si¢id by the environment:
OE.TIME The IT Environment will provide reliablertestamps to the TOE.

OE.SEP The IT Environment will protect the TOE fremternal interference or tampering.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectivare to be satisfied without imposing technicgureements
on the TOE. That is, they will not require the Impentation of functions in the TOE hardware anduftware.
Thus, they will be satisfied largely through apation of procedural or administrative measures.

NOE.NOEVIL Users are non-hostile, appropriatelyrteal, and follow all user guidance.

NOE.PHYSCL The TOE will be located within contralleaccess facilities, which will prevent unauthodze
physical access.
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5 Security Requirements

This section defines the SFRs and Security Asser&exuirements met by the TOE as well as SFRs pnieh
TOE IT environment. These requirements are preséiatlowing the conventions identified in Sectibi3.1.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. Bhistion organizes the SFRs by CC class. Table@ifibs all
SFRs implemented by the TOE and indicates the Sfatipns performed on each requirement.

Table 3 - TOE Security Functional Requirements

Description
FAU_GEN.1 Audit Data Generation
FAU_SAA.1 Potential violation analysis
FAU_SAR.1 Audit review
FAU_STG.1 Protected audit trail storage
FIA_ATD.1 User attribute definition
FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification
FMT_MOF.1 Management of security functions behaviour
FMT_MTD.1la Management of TSF data
FMT_MTD.1b Management of TSF data
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_ITT.1 Basic internal TSF data transfer protection
FPT_RVM.1 Non-bypassability of the TSP

Section 5.1 contains the functional components fritne Common Criteria (CC) Part 2 with the operation
completed. For the conventions used in perforn@@goperations please refer to Section 1.3.1.
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5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for thadt specifietilevel of audit; and
¢) [The auditable events specified in Table 4

Table 4 - Auditable Events

Auditable Event

Unsuccessful logins

User responses to notifications

A monitored layer 2 or 3 device:
e is unavailable
« has high processor utilization
* has a hard drive failure
« has insufficient free memory

A monitored server:
* s unavailable
« has high processor utilization
* has a hard drive failure
« has insufficient free memory

A monitored network adaptor
e is unavailable
« has a high failure rate

FAU_GEN.1.2
The TSF shall record within each audit record ast¢he following information:

a) Date and time of the event, type of event, sulipgeentity, and the outcome (success or failuffethe
event; and

b) For each audit event type, based on the audial#nt definitions of the functional componentduded
in the PP/ST,jo other audit relevant informatign

Dependencies: FPT_STM.1 Reliable time stamps

FAU_SAA.1 Potential violation analysis

Hierarchical to: No other components.
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FAU_SAA1.1

The TSF shall be able to apply a set of rules imitodng the audited events and based upon thdsse ru
indicate a potential violation of the TSP.

FAU_SAA.1.2
The TSF shall enforce the following rules for monithg audited events:

a) Accumulation or combination o&lf events gathered on the monitored netydmown to indicate a
potential security violation;

b) [No other ruleg

Dependencies: FAU_GEN.1 Audit data generation

FAU SAR.1 Audit review
Hierarchical to: No other components.
FAU SAR.1.1

The TSF shall provideAll and Monitoj with the capability to reada]l audit informatiorj from the audit
records.

FAU_SAR.1.2
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU_STG.1.1
The TSF shall protect the stored audit records fumauthorised deletion.
FAU_STG.1.2
The TSF shall be able tprevent]unauthorised modifications to the audit recordheaudit trail.

Dependencies: FAU_GEN.1 Audit data generation
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5.1.2 Class FIA: Identification and Authentication

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
FIA_ATD.1.1

The TSF shall maintain the following list of sec¢yrattributes belonging to individual userasgr name,
password, and role

Dependencies: No dependencies

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1

The TSF shall allowthe viewing of active TOE compongria behalf of the user to be performed before
the user is authenticated.

FIA_UAU.1.2

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.1 Timing of identification
Hierarchical to: No other components.
FIA_UID.1.1

The TSF shall allowthe viewing of active TOE compongria behalf of the user to be performed before
the user is identified.

FIA_UID.1.2

The TSF shall require each user to be successfidigtified before allowing any other TSF-mediated
actions on behalf of that user.

Dependencies: No dependencies
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5.1.3 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviou
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tddtermine the behaviour of, disable, enable, mdtiéybehaviour §f
the functions &ll functiong to [the All rolg.

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1a

The TSF shall restrict the ability tgudeny] the [audit data and TOE configuratidmo [the Monitor and All
roleq.

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MTD.1.1b

The TSF shall restrict the ability tanpdify, deletpthe [audit data and TOE configuratiprio [the All
role].

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayvisecurity management functionsfSF data
management, and security function management

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.

FMT_SMR.1.1
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The TSF shall maintain the roleRifig, Monitor, All.
FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.4 Class FPT: Protection of the TSF

FPT_ITT.1 Basic internal TSF data transfer protection
Hierarchical to: No other components.
FPT_ITT.1.1
The TSF shall protect TSF data frodigclosuré when it is transmitted between separate parteeof OE.

Dependencies: No dependencies

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function mvithi
the TSC is allowed to proceed.

Dependencies: No dependencies
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5.2 Security Functional Requirements on the IT Envi  ronment

The TOE has the following security requirements fisr IT environment. The stated Security Functiona
Requirement on the IT Environment of the TOE présgim this section has been drawn from Part 2@Mersion
2.3 and hence conformant to CC Version 2.2 Part 2.

SFR ID Description

FPT_SEP.1 TSF domain separation
FPT_STM.1 Reliable time stamps

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1.1

The TOE environment shall maintain a security domain ftire TOE’s execution that protecthe TOE
from interference and tampering by untrusted subjec

FPT_SEP.1.2
The TOE environment shall enforce separation between the security dwd subjects in the TSC.

Dependencies: No dependencies

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
FPT_STM.1.1
The TOE environment shall be able to provide reliable time stampstffieruse of the TOE

Dependencies: No dependencies
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5.3 Assurance Requirements

This section defines the assurance requirementhdéof OE. Assurance requirements are taken frenCi@ Part 3
and are EAL2. Table 5 — Assurance Requirementsrauines the requirements.

Table 5 — Assurance Requirements

Assurance Requirements

Class ACM: Configuration management |ACM_CAP.2 Configuration items

Class ADO: Delivery and operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV: Development ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration

Class AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Class ATE: Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.1 Developer vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how TI@E meets the functional and assurance requirentkscribed
in previous sections of this ST.

6.1 TOE Security Functions

Each of the security requirements and the assakc@gscriptions correspond to the security functiodence, each
function is described by how it specifically sagsfeach of its related requirements. This setwdsth describe
the security functions and rationalize that theusggfunctions are suitable to satisfy the necgssaquirements.

Table 6 — Mapping of TOE Security Functions to Secu  rity Functional Requirements

TOE Security SFR ID Description
Function

Security Audit FAU_GEN.1 Audit Data Generation
FAU_SAA.1 Potential violation analysis
FAU_SAR.1 Audit review
FAU_STG.1 Protected audit trail storage

Identific_atio_n and FIA_ATD.1 User attribute definition

Authentication FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of Identification

Security Management |FMT_MOF.1 Management of security functions behaviour
FMT_MTD.la Management of TSF data
FMT_MTD.1b Management of TSF data
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

Protection of the TSF |FPT_ITT.1 Basic internal TSF data transfer protection
FPT_RVM.1 Non-bypassability of the TSP

6.1.1 Security Audit

The Service Assurance Manager records an audit @lmever a user login fails or when a user redpoor fails

to respond promptly, to a notification. The IP Aahility / Performance Manager records events whenonitored

layer 2 or 3 device or a network adaptor on a nooad layer 2 or 3 device is unavailable. The SePexformance
Manager records an audit event if a monitored seiseinavailable, has high processor utilizatioas a hard drive
failure, or has insufficient free memory. Eventhieh are not generated on the Service Assuranceadydarare
recorded in the ECIM format and sent to the Serdissurance Manager for analysis, review, and serag

The TOE audit records contain the following infotia:

Table 7 — Audit Record Contents

Field Content

Timestamp Date and time of the event

Class Type of event
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Field Content

Source Subject identity

Event State Outcome

When audit events relating to the monitored netwaikch the Service Assurance Manager they are zathlp
determine the root cause of the event. The syste#s patented Codebook Correlation Technology.s $&i of
algorithms computes a correlation between the fspossible symptoms and the root cause that carelzptain the
symptoms, based on the nature of the symptomshenddtwork topology. The audit data can be viebyed OE
users with the roles All and Monitor through theolgdl Console and the web browser. Only users thigtrole All
can delete audit events by rolling over the auglisl The audit logs are stored in the file systérihe underlying
operating system. They are protected so thataunllyorized users can modify or delete these files.

TOE Security Functional Requirements SatisfiedFAU_GEN.1, FAU_SAA.1, FAU_SAR.1, FAU_STG.1

6.1.2 Identification and Authentication

The Identification and Authentication function eresithat the TOE user that is requesting a sehaseprovided a
valid username and password. For each user, tHe §t@res the following security attributes in thetabase:
username, password, and role. When TOE users theferusername and password at the Global Commsigldace
or the web browser interface, the information isgeal to the Service Assurance Manager, wherevirified. If
the provided username and password are valid, @E Tiser is assigned the role associated with thatname.
Before identification and authentication, the TQfnis only able to view active TOE componentse Strength of
Function (SOF)-basic claim applies to this secutityction.

TOE Security Functional Requirements SatisfiedFIA_ATD.1, FIA_UAU.1, FIA_UID.1

6.1.3 Security Management

The TOE maintains three roles: All, Monitor and @inThe All role has full access to all elementshaf TOE. The
Monitor role can only view information. The Pingle can only discover which TOE components arevactiJsers
perform all management of the TOE through the Ql@mnsole or the web browser. A user can be setl& of
None, but this is not a true role and simply deniéaccess.

The TOE enforces which roles have access to TSk dath as events and notifications and configumagettings.
All and monitor roles have the ability to query T8&ta. Only the All role can modify or delete dguofation
settings. All is the only role that can modifydelete other users’ usernames, passwords, or raligsmpts by the
user to query, modify, or delete security attrisugsuch as username, password, or role), TSF data @s audit
data and configuration settings), and securitynaeeliated by the TOE. The only security attributesntained by
the TOE are cryptographic. These cryptographicbates include the algorithms and key lengths us€dey are
set to secure values and cannot be changed.

TOE Security Functional Requirements Satisfied[FMT_MOF.1, FMT_MTD.1a, FMT_MTD.1b, FMT_SMF.1,
FMT_SMR.1].

6.1.4 Protection of the TSF

The Protection of the TSF function provides thegnity and management of the mechanisms that pedhiel TSF.
Protection of the TOE from physical tampering iswed by its environment. It is the responsibilitf the
administrator to assure that physical connectioadaro the TOE remain intact and unmodified. TB¥Tprotects
information as it is transmitted between remote ponents of the TOE by protecting the informatiomgsAES
with a key derived from a Diffie-Hellman exchange.

Non-bypassability of the TOE is provided by a comalion of basic configuration and enforcement afusigy
policy rules. Each subject’s and user’s securityilpges are separated. It is not possible tdgper any actions on
the system without successfully authenticating. cé®m@ user has been authenticated, they are bourbeto
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appropriate roles and any privileges defined bylt®é& access control. For any user to perform a ©@é&ration an
Administrator must have granted that user the sightperform that operation. These privilegesgaamted on a per
user basis. Since all access control rights agel@d by the TOE’s mechanisms and the TOE usesi@aitjributes
for each user, then the TSF maintains separatiomelea different users. As an example, if a uséhaut explicit
permission tries to edit a policy, the user wilt be able to save the changes.

TOE Security Functional Requirements Satisfied{FPT_ITT.1, FPT_RVM.1].

6.2 TOE Security Assurance Measures

EAL2 was chosen to provide a basic level of indeleely assured security. This section of the Sgciiarget
maps the assurance requirements of the TOE for &8I level of assurance to the assurance measisess for
the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate
documentation to the TOE assurance requirements.

Table 8 - Assurance Measures Mapping to TOE Securit y Assurance Requirements (SARS)

Assurance Assurance Measure Description
Component
ACM_CAP.2 |EMC Smarts Suite - Configuration Management: The Configuration Management document
Capabilities provides a description of the various tools used
to control the configuration items and how they
are used internally at EMC
ADO_DEL.1 |EMC Smarts Suite - Delivery and Operation: The Delivery and Operation document provides
Secure Delivery a description of the secure delivery procedures
implemented by EMC to protect against TOE
modification during product delivery.
ADO_IGS.1 |EMC Smarts IP Management Suite Installation These are the Guidance documents for
Guide Installation and configuration of the EMC Smarts
Suite.
EMC Smarts Service Assurance Management
Suite Installation Guide
EMC Smarts Service Assurance Manager
Configuration Guide
ADV_FSP.1 |EMC Smarts Suite - TOE Architecture: High Level | This document describes the system security
Design, Functional Specification, and functions and externally visible interfaces.
Representation Correspondence
ADV_HLD.1 |[EMC Smarts Suite - TOE Architecture: High Level |This document describes the system interfaces
Design, Functional Specification, and and subsystems.
Representation Correspondence
ADV_RCR.1 |EMC Smarts Suite - TOE Architecture: High Level | This document establishes the correspondence
Design, Functional Specification, and between the ST, the FSP, and the HLD design
Representation Correspondence data.
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Assurance

Assurance Measure

Description

Component
AGD_ADM.1

EMC Smarts Service Assurance Manager
Introduction

EMC Smarts Service Assurance Manager
Operator’s Guide v6.5.1 Revision AO1

EMC Smarts Service Assurance Manager
Dashboard Configuration Guide

EMC Smarts Business Impact Manager User’s
Guide

EMC Smarts Report Manager User’'s Guide

EMC Smarts IP Management Suite Discovery
Guide

EMC Smarts IP Availability Manager User's Guide

EMC Smarts IP Performance Manager User’'s
Guide

EMC Smarts Server Performance Manager User’'s
Guide

These are Guidance documents designed to
assist the management user with the EMC
Smarts Suite.

AGD_USR.1

N/A

None

ATE_COV.1

EMC Smarts Suite — Functional Tests and
Coverage

This document describes the completeness of
test coverage preformed against the TOE.

ATE_FUN.1

EMC Smarts Suite — Functional Tests and
Coverage

This document describes the functional testing
for the TOE to establish that the TSF exhibits the
properties necessary to satisfy the functional
requirements

ATE_IND.2 Provided by laboratory evaluation None

AVA_SOF.1 |EMC Smarts Suite - Vulnerability Assessment This document provides The Strength of TOE
Security Function Analysis.

AVA_VLA.1 |EMC Smarts Suite - Vulnerability Assessment This document provides evidence of how the

TOE is resistant to attacks.
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7 Protection Profile Claims

This section provides the identification and juséfion for any Protection Profile conformance elai

7.1 Protection Profile Reference

There are no protection profile claims for thisig#y target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the secur@yuirements are suitable to meet the securitgatives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existesfceach assumption, threat, and policy statenferttdompose the
Security Target. Table 9 demonstrates the mappatgeen the assumptions, threats, and policesetedhurity
objectives is complete. The following discussiaovides detailed evidence of coverage for eachnagsan,
threat, and policy.

Table 9 - Relationship of Security Threats to Objec  tives

Objectives TOE Objectives Environmental
Objectives

IT NON-IT

Threats,
Assumptions

O.PROTECT
O.ACCESS
O.SECURE

A O.MONITOR
NOE.NOEVIL
NOE.PHYSCL

ANIIRNIERNE OE. TIME

O.IDAUTH
ANIERNEERN OE.SEP

O.ADMIN
O.AUDIT

T.NETWORK

T.COMINT

Threats

T.PRIVIL

A.CONNECT v

A.NOEVIL v

S
S
o
S
=
)
%)
<

A.PHYSCL v

T.NETWORK An unauthorized individual might disrupt the availability or performance of IP networks or
servers.

This threat is mitigated by the O.MONITOR objectivehich makes information on the

unavailability or poor performance of IP networksdaservers available to administrators in a
timely and clear manner. This allows the admiatsirs to take action to limit the impact of
current problems and avoid future problems. TheTOME objective supports these objectives by
providing for reliable timestamps to be used by Ti@E. The OE.SEP objective also supports
these objectives by requiring that the IT environtmprotect the TOE from interference that
would prevent it from performing its functions.

T.COMINT An unauthorized user may attempt to compromise the security of the data collected and
produced by the TOE by bypassing a security mechasiin.

This threat is primarily diminished by the O.SECURBjective, which requires that the TOE
ensure the security of all audit and System dafthe O.PROTECT objective requires that the
TOE protect itself from unauthorized modificatioasd access to its functions and data. The
O.ACCESS objectives ensure that unauthorized nuadifins and access to functions and data is
prevented. The O.IDAUTH objective requires thae thOE must be able to identify and
authenticate operators prior to allowing accesS@E functions and data. The O.ACCESS
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T.PRIVIL

A.CONNECT

A.NOEVIL

A.PHYSCL

objective provides that the TOE must allow authedipperators to access only appropriate TOE
functions and data. The O.AUDIT objective providegense in depth, by requiring the recording
and availability of audit records for review by anthorized operator of the TOE. The OE.TIME
objective supports these objectives by providingr&diable timestamps to be used by the TOE.
The OE.SEP objective also supports these objectiyeequiring that the IT environment protect
the TOE from interference that would prevent infrperforming its functions.

An unauthorized user may gain access to tB TOE and exploit system privileges to gain
access to TOE security functions and data.

This threat is primarily diminished by the O.IDAUTébjective, which requires that the TOE

must be able to identify and authenticate opergidms to allowing access to TOE functions and
data. The O.ADMIN and O.ACCESS objectives togetresure that policies won't be subverted
or changed by unauthorized users. The O.ADMIN dbje ensures that only TOE operators with
appropriate privileges can manage the functionsdatd of the TOE. The O.ACCESS objective
provides that the TOE must allow authorized opesato access only appropriate TOE functions
and data. The O.PROTECT objective requires thatT®E protect itself from unauthorized

modifications and access to its functions and dathe O.AUDIT objective provides defense in

depth, by requiring the recording and availabilifyaudit records for review by an authorized
operator of the TOE. The OE.TIME objective suppditese objectives by providing for reliable
timestamps to be used by the TOE. The OE.SEP tblgealso supports these objectives by
requiring that the IT environment protect the TO&ni interference that would prevent it from

performing its functions.

The TOE will be connected at all times tdhe network which it is intended to monitor.
The O.MONITOR objective ensures that the TOE wdlldble to monitor the target network.
Operators are non-hostile, appropriately trained, and follow all operator guidance.

The NOE.NOEVIL objective ensures that operators rava-hostile, appropriately trained, and
follow all operator guidance.

The TOE will be located within controlled access facilities, which will prevent unauthorized
physical access

The NOE.PHYSCL objective requires that the TOE Vo located within controlled access
facilities, which will prevent unauthorized phydie&cess.
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8.2 Security Functional Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

O.AUDIT

O.ADMIN

Table 10 - Relationship of Security Requirements to Objectives

Objectives

=
o
m

Requirements

O.ADMIN
O.IDAUTH
O.PROTEC
O.ACCESS
O.SECURE

ANERNIIRNL  O.MONITOR
OE.TIME

FAU_GEN.1

FAU_SAA.1

FAU_SAR.1
FAU_STG.1
FIA_ATD.1
FIA_UAU.1
FIA_UID.1
FMT_MOF.1
FMT_MSA.1
FMT_MTD.1a
FMT_MTD.1b
FMT_SMF.1
FMT_SMR.1
FPT_ITT.1
FPT_RVM.1
FPT_STM.1
FPT_SEP.1

The TOE must gather audit records of actiors on the TOE which may be indicative of
misuse.

Security-relevant events must be audited by the TO®J_GEN.1). The TOE must provide the
ability to review the audit trail of the system (BASAR.1). FAU_GEN.1 and FAU_SAR.1
together satisfy this objective.

The TOE must include a set of functions tha allow efficient management of its functions and
data, ensuring that TOE users with the appropriateprivileges, and only those TOE users,
can exercise such control.

The TOE defines a set of roles (FMT_SMR.1). Ohlyske roles are given the right to control the
behavior of the TSF (FMT_MOF.1) and to access T&fa gFMT_MTD.1la and FMT_MTD.1b).
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O.IDAUTH

O.PROTECT

O.ACCESS

O.SECURE

O.MONITOR

OE.TIME

OE.SEP

Mechanisms exist to enforce these rules (FMT_SMF.1FMT_SMR.1, FMT_MOF.1,
FMT_MTD.1a, FMT_MTD1.1b and FMT_SMF.1 together shtithis objective.

The TOE must be able to identify and authenticate users prior to allowing access to TOE
functions and data.

Security attributes of subjects used to enforce ghthentication policy of the TOE must be
defined (FIA_ATD.1). The TOE will not give any se&ity sensitive access to a user until the
TOE has identified (FIA_UID.1) and authenticatet?FUAU.1) the user. The TOE must be able
to recognize the different user roles that existtfie TOE (FMT_SMR.1). The TOE must ensure
that all functions are invoked and succeed befaeheunction may proceed (FPT_RVM.1).
FIA_ATD.1, FIA_UID.1, FIA_UAU.1, FMT_SMR.1 and FPRVM.1 together satisfy this
objective.

The TOE must protect itself from unauthorized modifications and access to its functions and
data.

The TOE is required to provide the ability to restmanaging the behavior of functions of the
TOE to authorized users of the TOE (FMT_MOF.1). lyGauthorized users of the System may
qguery and modify TOE data (FMT_MTD.1a and FMT_MTB).1 The TOE must ensure that all
functions are invoked and succeed before each imcmay proceed (FPT_RVM.1).
FMT_MOF.1, FMT_MTD.1a, FMT_MTD1.1b and FPT_RVM.1g&ether satisfy this objective.

The TOE must allow authorized users to aess only appropriate TOE functions and data.

The TOE will not give any security sensitive accéssa user until the TOE has identified
(FIA_UID.1) and authenticated (FIA_UAU.1) the uséihe TOE is required to provide the ability
to restrict managing the behavior of functions bé tTOE to authorized users of the TOE
(FMT_MOF.1). Only authorized users of the Systemaynguery and modify TOE data
(FMT_MTD.1a and FMT_MTD.1b). The TOE must ensunattall functions are invoked and
succeed before each function may proceed (FPT_RVM.1FIA UID.1, FIA UAU.1,
FMT_MOF.1, FMT_MTD.1a, FMT_MTD.1b and FPT_RVM.1 tther satisfy this objective.

The TOE must ensure the security of all alit and System data.

The TOE is required to protect the audit data fremauthorized deletion (FAU_STG.1). Only
authorized users of the System may query and modi®E data (FMT_MTD.la and

FMT_MTD.1b). The System must protect the confidw@ity of information during transmission

to a remote component of the TOE (FPT_ITT.1). T@E must ensure that all functions to
protect the data are not bypassed (FPT_RVM.1). FAIG.1, FMT_MTD.1a, FMT_MTD1.1b,

FPT_ITT.1, and FPT_RVM.1 together satisfy this chje.

The TOE must gather, analyze and preseninformation about all events that are indicative
unavailability or poor performance of IP networks or servers.

Events relevant to the unavailability or poor perfance of IP networks or servers must be
audited by the TOE (FAU_GEN.1). The events willdsalyzed to indicate the root cause of the
security violation (FAU_SAA.1). The TOE must prdeithe ability to review the audit trail of
events on the monitored network (FAU_SAR.1). FAWENGL, FAU_SAA.1 and FAU_SAR.1,
together satisfy this objective.

The IT Environment will provide reliable ti mestamps to the TOE.
The IT Environment is required to provide reliableestamps to the TOE (FPT_STM.1).

The IT Environment will protect the TOE from external interference or tampering.
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The IT Environment must protect the TOE from inteehce that would prevent it from
performing its functions (FPT_SEP.1).

8.3 Security Assurance Requirements Rationale

EAL2 was chosen to provide a low to moderate le¥glssurance that is consistent with good commigpcéetices.
As such, minimal additional tasks are placed ugwnendor assuming the vendor follows reasonalftsvae
engineering practices and can provide supportdeettaluation for design and testing efforts. Thesen assurance
level is appropriate with the threats defined fbe tenvironment. While the System may monitor atileos
environment, it is expected to be in a non-hogtdsition and embedded in or protected by other ymtsddesigned
to address threats that correspond with the intkedeironment. At EAL2, the System will have in@ad a search
for obvious flaws to support its introduction irttee non-hostile environment.

8.4 Dependency Rationale

This ST does satisfy all the requirement dependsnaf the Common Criteria. Table 11 lists eachiiregnent to
which the TOE claims conformance with a dependeawcg indicates whether the dependent requirement was
included.

Table 11 - Functional Requirements Dependencies

SFR ID Dependencies Dependency Met Rationale

FAU_GEN.1 FPT_STM.1 v
FAU_SAA.l1 FAU_GEN.1 v
FAU_SAR.1 FAU_GEN.1 v
FAU_STG.1 FAU_GEN.1 v
FIA_ATD.1 None NA
FIA_UAU.1 FIA_UID.1 v
FIA_UID.1 None NA
FMT_MOF.1 FMT_SMF.1 v
FMT_SMR.1 v
FMT_SMR.1 v
FMT_MTD.1a FMT_SMF.1 v
and FMT_MTD.1b FMT_SMR.1 %
FMT_SMF.1 None NA
FMT_SMR.1 FIA_UID.1 v
FPT_ITT.1 None NA
FPT_RVM.1 None NA
FPT_SEP.1 None NA
FPT_STM.1 None NA
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8.5 TOE Summary Specification Rationale

8.5.1 TOE Summary Specification Rationale for the S ecurity Functional
Requirements

Each subsection in the TOE Summary Specificati@ciiSn 6) describes a security function of the TOEach
description is organized by set of requirement$ wétionale that indicates how these requirememrgsatisfied by
aspects of the corresponding security functionesghsets of security functions work together tsfagll of the
security functional requirements . Furthermorépélthe security functions are necessary in ofderthe TSF to
meet the security functional requirements. Thisties, in conjunction with the TOE Summary Spegcifion
section, provides evidence that the security famstiare suitable to fulfill the TOE security requirents.

Table 12 identifies the relationship between SF& security functions, showing that all SFR are added and all
security functions are necessary (i.e., they cpmed to at least one SFR)..

The only security mechanism that is realized byr@abilistic or permutational implementation is thassword
mechanism. For an analysis of the Strength of famcrefer to Strength of Function (SOF) Ratiorsdetion.

Table 12 - Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security Function SFR Rationale

Security Audit Audit records are generated by the TOE for events indicative of a misuse

of the TOE or a lack of availability or poor performance in the monitored
network.(FAU_GEN.1) The information is analyzed to determine the root
cause of the problem (FAU_SAA.1). The TSF provides the users with the
capability to read the audit data through the web browser and the Global
Console (FAU_SAR.1) The audit logs are stored in the file system of the
underlying operating system. They are protected so that only authorized
users can modify or delete these files (FAU_STG.1). Together these
contribute to a coherent security audit function.

FAU_GEN.1
FAU_SAA.1
FAU_SAR.1
FAU_STG.1

Identification and The toe stores a username, a hashed password and a role for each

Authentication FIA_ATD.1 |authorized user (FIA_ATD.1). Before identification and authentication, the
FIA_UAU.1 |TOE user is only able to view active TOE components. (FIA_UID.1 and
FIA_UID.1 |FIA_UAU.1) Together these contribute to a coherent identification and
authentication function.

Security Management FMT_MOF.1 | The TOE maintains three roles — All, Monitor and Ping. (FMT_SMR.1)
FMT_MTD.1a | The TOE restricts unauthorized users from enabling, disabling, or
FMT_MTD.1b | modifying the behavior of the TOE (FMT_MOF.1). The TOE prevents
FMT_SMF.1 |unauthorized users from viewing or modifying TOE data. (FMT_MTD.1a
FMT_SMR.1 |and FMT_MTD.1b). The TOE can control the management of TSF data,
security attributes, and security functions (FMT_SMF.1).

Protection of the TSF The functions that enforce the TSP must succeed first before any other
function can proceed. No other administrator functions can be performed
before identification and authentication of the user is completed.
(FPT_RVM.1) The TSF data is protected from disclosure when it is
transmitted between separate parts of the TOE, because it is transmitted
protected using AES. (FPT_ITT.1) Together these contribute to a
coherent TOE protection function.

FPT_ITT.1
FPT_RVM.1

8.5.2 TOE Summary Specification Rationale for the S ecurity Assurance
Requirements

EAL2 was chosen to provide a basic level of indeleatly assured security in the absence of readyabiliy of
the complete development record from the vendone Ghosen assurance level is consistent with tistulated
threat environment. While the TOE may monitor athe environment, it is expected to be in a nostite position
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and embedded in or protected by other productsydedi to address threats that correspond with ttendied
environment. The chosen assurance level was alsoted for conformance with the client’s needs.

8.5.2.1 Configuration Management

The EMC Smarts Suite - Configuration Management: Caliigds documentation provides a description of tools
used to control the configuration items and howythee used at EMC. The documentation providesraptete
configuration item list and a unique referencedach item. Additionally, the configuration managemnsystem is
described including procedures that are used bgldpers to control and track changes that are natlee TOE.
The documentation further details the TOE confitiaraitems that are controlled by the configuratroanagement
system.

Corresponding CC Assurance Components:

e Configuration Items

8.5.2.2 Delivery and Operation

The EMC Smarts Suite - Delivery and Operation: Secusdivery documentation provides a description of the
secure delivery procedures implemented by EMC tbegot against TOE modification during product detix. The
Installation Documentation provided by EMC detéils procedures for installing the TOE and placimgTOE in a
secure state offering the same protection propesatsethe master copy of the TOE. The Installaionumentation
provides guidance to the administrator on the T@figuration parameters and how they affect the. TSF

Corresponding CC Assurance Components:

» Delivery Procedures
» Installation, Generation and Start-Up Procedures

8.5.2.3 Development

The EMC Smarts Suite - TOE Architecture: High Level ibes Functional Specification, and Representation
Correspondenceéesign documentation consists of several relagsibd documents that address the components of
the TOE at different levels of abstraction. Thé#ofeing design documents address the Developmestirasice
Requirements:

e The Functional Specification provides a descriptidrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,e&mors message for each external TSF interface.

e The High-Level Design provides a top level desigmecsfication that refines the TSF functional
specification into the major constituent parts &gbems) of the TSF. The high-level design iderttithe
basic structure of the TSF, the major elementistiad of all interfaces, and the purpose and nettbfouse
for each interface.

» The Correspondence Analysis demonstrates the pammdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.

Corresponding CC Assurance Components:

» Informal Functional Specification
» Descriptive High-Level Design
» Informal Representation Correspondence
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8.5.2.4 Guidance Documentation

The EMC Guidance documentation provides admintrabhd user guidance on how to securely operatd @te.
EMC provides single versions of documents whichrasisithe administrator Guidance and User Guiddheeg are
not separate guidance documents specifically faradministrator users of the TOE.

Corresponding CC Assurance Components:

* Administrator Guidance
» User Guidance

8.5.25 Tests

There are a number of components that make upEME Smarts Suite — Functional Tests and Coverage
documentation. The Coverage Analysis demonstthiegesting performed against the functional spetibn.
The Coverage Analysis demonstrates the extent tolvthe TOE security functions were tested as aglthe level

of detail to which the TOE was tested. EMC TestnBland Test Procedures, which detail the oveffalite of the
testing effort and break down the specific stegsiieby a tester, are also provided.

Corresponding CC Assurance Components:

» Evidence of Coverage
* Functional Testing
* Independent Testing

8.5.2.6  Vulnerability and TOE Strength of Function  Analyses

The EMC Smarts Suite - Vulnerability Assessm@mtumentation is provided to demonstrate ways fichvan
entity could violate the TSP and provide a listidédntified vulnerabilities. Additionally, the doment provides
evidence of how the TOE is resistant to obviousckd. The Strength of TOE Security Function Analys
demonstrates the strength of the probabilisticesmutational mechanisms employed to provide sgctuiictions
within the TOE and how they exceed the minimum 3€juirements.

Corresponding CC Assurance Components:

» Strength of TOE Security Function analysis
e Vulnerability Analysis

8.6 Strength of Function

Strength of function rating of SOF-basic was clainfier this TOE to meet the EAL2 assurance requirgmehis
SOF is sufficient to resist the threats identified Section 3. The evaluated TOE is intended toraeein
commercial and DOD low robustness environmentsgasiag unclassified information.

The only security functional requirement which laagrobabilistic or permutational function is FIA_UAL with a
claim of SOF-basic. The Identification and Autheation function is password-based authenticatioNo

cryptographic claims are made for this TOE, and ttnyptographic functionality does not fall withime scope of
this Strength of Function analysis.
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9 Acronyms
Table 13 - Acronyms

Acronym Definition

AES Advanced Encryption Standard

Common Criteria

Evaluation Assurance Level

Federal information Processing Standards

Gigahertz

EMC Common Information Model

International Electrotechnical Commission

Internet Protocol

International Organization for Standardization

Information Technology

Media Access Control

Operating System

Incharge Common Information Model

Security Assurance Requirement

Security Functional Requirement

Strength of Function

Structured Query Language

Security Target

Target of Evaluation

TOE Security Function

TOE Security Policy
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