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CERTIFICATION STATEMENT

Oracle Label Security (OLS) Rdease 8.1.7.3.0 is a security option for Oracle8i Database Server
Enterprise Edition Release 8.1.7.3.0. Both products were developed by Oracle Corporation.

Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0 is an object-reationd database
management systemwhich, when used with interoperable operating system platforms conformingtothe CC
Controlled Access Protection Profile (or equivalent security functiondity), can be used to provide security
for systems requiring TCSEC C2 (or equivaent security functiondity) for databases.

OLSReease8.1.7.3.0 enables application devel opersto add label- based access control to their Oracle8i
gpplications, in addition to the discretionary access control provided by Oracle8i Database Server
Enterprise Edition Release 8.1.7.3.0. OLS Release 8.1.7.3.0 includes some of the TCSEC B1 security
functiondity for databases, without reguiring the use of an underlying TCSEC B1 (or equivaent) operating
system platform.

OLS Release 8.1.7.3.0, used with Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0, has
been eva uated under thetermsof the UK 1T Security Evauation and Certification Scheme and hasmet the
CC Part 3 conformant requirements of Evauation Assurance Level EALA4, for the specified CC Part 2
conformant functiondity in the specified environment when running on the platforms specified in Annex A.

OLS Release 8.1.7.3.0, used with Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0, was
evauated on Sun SolarisVerson 8 (which has previoudy been certified against the CC Controlled Access
Protection Profile).

OLS Release 8.1.7.3.0, used with Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0,
conformsto the CC Database Management System Protection Profile with theDatabase Authenti cation
functiond package (when running on Sun Solaris Verson 8).

Originator CESG
Certifier
Approval and CESG
Authorisation Technicad Manager of
the Certification Body

Date authorised 7 March 2003
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l. EXECUTIVE SUMMARY

Introduction

1. This Certification Report states the outcome of the I T security evaluation of Oracle Labe Security
Release 8.1.7.3.0 (OLS) used in conjunction with Oracle8i Database Server Enterprise Edition Release
8.1.7.3.0 (Oracle8i) to the Sponsor, Oracle Corporation. This report is intended to assst potentia
consumers when judging the suitability of the product for their particular requirements.

2. The prospective consumer is advised to read this report in conjunction with the Security Target
[Reference @], which specifies the functiond, environmental and assurance evauation requirements.

Evaluated Product

3. The version of the product evauated was.

Oracle Labd Security Release 8.1.7.3.0, used with Oracle8i Database Server Enterprise
Edition Release 8.1.7.3.0

4, Thisproduct isalso described in thisreport asthe Target of Evaluation (TOE). The Developer was
Oracle Corporation. Details of the evaduated configuration, including the product’ s supporting guidance
documentation, are given in Annex A.

5. OLS provides label- based access control in addition to the discretionary access control provided
by Oracle8i. OLSmediatesthelabelsand privilegesassociated with each user session and controlsaccess
to rows in database tables based on the labe or labels contained in the row. The product is used in
conjunction with Oracle8i which can operate in tandalone, client/server and didtributed configurations.
Oracle client products were not part of the scope of the evauation.

6. The TOE provides the following security functiondity:

User identification and authentication

Access controls on database objects

L abel-Based Access Control

Granular privileges for the enforcement of least privilege

User-configurable roles for privilege management

Configurable auditing

Secure access to remote Oracle databases

Stored procedures and triggers for user-defined access controls and auditing

7. When used in conjunction with the operating system platform specified in Annex A, meeting the
Common Criteria(CC) Controlled Access Protection Profile (CAPP) [b], Oracle8i canbeusad to provide
security for systemsthat require TCSEC C2 or equivadent security functiondity for databases. Details of
the TOE' s architecture can be found in Annex B to this report.
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TOE Scope

8. The scope of the certification includes the following OracleBi server products:

Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0
Oracle Server Manager 8.1.7.3.0

Distributed Database Option 8.1.7.3.0

Objects Option 8.1.7.3.0

Oracle Label Security Release 8.1.7.3.0

Net88.1.7.3.0

9. Access to the above server is provided via the Oracle Cdl Interface (OCl) Release 8.1.7.3.0
product, which congtitutes the TOE Security Functions Interface (TSHI).

10.  TheTOE scopedoesnot include any Oracle clients. Use of the TOE in anetwork connected to a
potentialy hosgtile network (such as the internet) is dso outside the scope of this evauation.

11.  Thescope of the certification gpplies to the TOE running on Sun Solaris Verson 8. See Annex A
for details of the platforms on which the TOE was tested.

12.  The scope of the certification excludesthe following options and featuresof Oracle8i, which were
outside the scope of the evauation:

Advanced Security Option (ASO)
Multi- Threaded Server (MTS)
all integrity festures

Protection Profile Confor mance

13.  The Security Target [a] clams conformance with the Database Management System Protection
Profile (DBMS PP) [c] with the Database Authentication functiond packege. The Security Target
introduces new Security Functional Requirements(SFRS) that are notinthe DBMSPP. Those new SFRs
cover the requirements associated with Label-Based Access Control.

Assurance Level

14.  The Security Target [a] Specifies the assurance reguirements for the resultant evaluation.
The assurance comprised pre-defined evaluation assurancelevel EAL4. CC Part 3[h] describesthescae
of assurance given by predefined eva uation assurance levelSEAL 1 to EALY.

15.  The Security Target [a] noted that the EAL4 assurance requirement exceeded the DBMS PP[c]

damof EAL3. EAL4wasaso considered gppropriate for the OL S Security Functiondity claims, which
were additiond to the DBMS PP clams.
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Strength of Function

16.  Thecertified configuration of the TOE included the O-RDBM S authentication package.

17.  The O-RDBMS authentication option included a one-way encryption agorithm (modified Data
Encryption Standard) to encrypt passwords prior to storing them in the database. However, CESG, the
UK nationa cryptographic security authority, makes no comment on the Strength of Function (SoF) of the
encryption dgorithm asit is publidly known. The Security Target [a] claims SoF-High for the password
gpace provided by the TOE' s password management function. The SoF-High claim appliesto 2 different
password profiles: apasswvord of minimum length 8 characterswith nolockout and a passivord of minimum
length 6 characters with a 1 minute lockout after 3 consecutive logon failures.

Security Claims

18.  The TOE's security objectives, the threats which these objectives counter and Organisationd

Security Policies which support the objectivesarefully specified in DBM S PP|[ c] and referenced from the
Security Target [a]. The functiond requirements and security functions to eaborate the objectives are
specified in the Security Target. All of the functiona requirements were taken from CC Part 2[g]; use of
thisstandard facilitates comparison with other evauated products. An overview of CCisgivenin CCPart

1[f].
Threats countered by the TOE

19. The threats that the TOE isto counter are as follows:
Unauthorised access to the database
Unauthorised access to information
Unauthorised access to labdled information
Excessve consumption of resources
Undetected attack
Abuse of privileges

Threats countered by the TOE’s environment

20.  Thethreatsthat the TOE's environment must counter are as follows:
Insecure configuration and operation
Abrupt interruptions
Physcd attack

Organisational Security Policies

21.  TheOrganisationa Security Policies that the TOE isto stisfy are asfollows:
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Access to database objects is determined by the owner of the object, the identity of the
database subject attempting access, the object access privileges of the database subject, the
database adminigtrative privileges of the database subject and the resources alocated to the
subject.

Labels can be associated with subjects and with storage objects, which are rows within
tables. A labd iscomposed of ahierarchiclevel, aset of hierarchic groupsand aset of non
hierarchic categories. A storage object label reflectsthe sengtivity of theinformation stored
in the object. A subject labd reflects the authorization of the subject to access the
organization’ slabelled information subject to accessrules. Theflow of information from one
entity to another shal only be permitted if it does not result in a subject observing labdled
information that the subject is not authorized to see.

Database users are accountable for operations on objects configured by the owner of the
object, and actions configured by database adminigtrators.

Assumptionson the TOE

22.  The TOE mug dso satidfy the following assumptions.

a

b.

The TOE isingdled, configured and managed in accordance with itseval uated configuration
as pecified in the Evaluated Configuration document [p]. (A.TOE.CONFIG)

Trusted usersarerequired to use Oracle Server Manager for al privileged connectionstothe
TOE. (A.TOE.DBA)

Environmental Assumptions and Dependencies

23.  The TOE s environment must dso satisfy the following assumptions.

a

Page 4

The processing resources of the TOE and the underlying operating system are located
within controlled accessfacilitieswhich prevent unauthorised physical accessby outsiders,
system users and database users.

Theunderlying operating sysemisingaled, configured and managed in accordance withits
secure configuration.

The underlying operating system is configured such that only the approved group of
individuals may obtain access to the system.

There will be one or more competent individuas assgned to manage the TOE and the

underlying operating system and the security of the information that they contain who can
be trusted not to abuse their privileges.
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€.

Any other IT componentswith which the TOE communicates are assumed to be under the
same management control and operate under the same security policy.

When required by the TOE in a distributed database environment the underlying network
sarvices are assumed to be based on secure communications protocols which ensure the
authenticity of users.

To ensure accountability in middle-tier environments, any middletier(s) will passtheorigind
client 1D through to the TOE

Labd authorizationsand policy privilegesare assgned to userscommensurate with thetrust
placed in them by the organi zation that owns or isrespons blefor theinformation processed
or stored in the TOE.

24.  The TOE has no hardware or firmware dependencies. The TOE has the following software

dependencies:

a

b.

Operating system support for the TOE' s access control, auditing, resource management
and backup and recovery mechanisms.

Reliance upon the operating system to protect the TOE from attack.

TOE Security Objectives

25.  TheTOE security objectivesin the Security Target [a] are asfollows:

a

March 2003

The TOE must provide end users and administrators with the capability of controlling and
limiting access. In paticular:

I. The TOE mugt prevent unauthorised or undesired disclosure, entry, modification or
destruction of data, database objects, database views and database control and
audit data.

i. The TOE mugt alow database users who own or are responsible for data to
control accessto that data by other authorised database users.

. The TOE shdl prevent unauthorised accessto resdua data remaining in objects
and resources following the use of those objects and resources.

The TOE must provide the means of controlling the consumption of database resourcesby
authorised users of the TOE.

The TOE must provide the means of identifying and authenticating users of the TOE.

The TOE musgt providethe means of recording security relevant eventsin sufficient detail to
help an adminidrator of the TOE to detect attempted security violations, or potential
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misconfiguration of the TOE security features that would leave the database open to
compromiseand to hold individua database users accountablefor any actionsthey perform
that are relevant to the security of the database in accordance with the accounting
Organisationd Security Policy.

The TOE, where necessary in conjunction with the underlying system, must provide
functions to enable an authorized adminidrator to effectively manage the TOE and its
security functions, ensuring that only authorized administrators can access such functiondity

The TOE must provide the ability for labels to be associated with subjects and database
objects. The TOE must use these labels to implement an information flow control policy
that prevents the disclosure of labelled information to unauthorized entities.

Environmental Security Objectives

26.

Page 6

The environmental objectives in the Security Target [a], which are met by procedura or
adminigrative measures in the TOE' s environment, are as follows.

a

The TOE, where necessary in conjunction with the underlying system, must provide
functions to enable an authorized adminigtrator to effectively manage the TOE and its
security functions, ensuring that only authorized administrators can access such fundiondity.

The underlying syslem must provide access control mechanisms by which dl of the O-
RDBMS related files and directories (including executables, run-time libraries, database
files, export files, redo log files, control files, tracefiles, and dump files) may be protected
from unauthorized access.

The underlying operating sysslem must provide the means to isolate the TOE Security
Functions (TSF) and assure that TSF components cannot be tampered with. The TSF
components are the files used by the O RDBMS to store the database and the TOE
processes managing the database.

Those responsible for the TOE must ensure that the TOE is ddlivered, installed, managed
and operated in accordance with the operationa documentation of the TOE, and that the
underlying system is indaled and operated in accordance with its operationd
documentation. If the syssem components are certified, they should be ingtaled and
operated in accordance with the gppropriate certification documentation.

Those responsble for the TOE must ensure that those parts of the TOE that are critical to
the security policy are protected from physica attack.

Adminigtrators of the database must ensure that audit facilities are used and managed
effectively. Theseproceduresshall apply to the database audit trail and/or the audit trail for
the underlying operating system and/or secure network services. In particular, ppropriate
action must be taken to ensure continued audit logging, eg. by regular archiving of logs
before audit trail exhaustion to ensure sufficient free pace. Audit logs must beinspected
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on aregular basis and appropriate action should be taken on the detection of breaches of
security or eventsthat are likely to lead to abreach in thefuture. The system clocks must
be protected from unauthorized modification (so thet theintegrity of the audit timestampsis
not compromised).

s} Those respongible for the TOE must ensure that procedures and/or mechanisms are in
placeto ensurethat, after system failure or other discontinuity, recovery without protection
(i.e. security) compromise is obtained.

h. Adminigtrators of the database must ensure that each user of the TOE is configured with
appropriate quotas that are sufficiently permissive to alow the user to perform the
operations for which the user has access and sufficiently restrictive that the user cannot
abuse the access and thereby monopolise resources.

I. Those responsblefor the TOE must ensurethat only highly trusted usershavethe privilege
which adlowsthemto set or dter the audit trail configuration for the database, dter or delete
any audit record in the database audit trail, creste any user account or modify any user
Security attributes, or authorise use of adminigtrative privileges.

J. Those respongible for the TOE must ensure that the authentication data for each user
account for the TOE aswéll asthe underlying system isheld securely and not disclosed to
persons not authorised to use that account. In particular, the media on which the
authentication data for the underlying operating system and/or secure network servicesis
gored shdl not be physcaly removable from the underlying platform by unauthorised
users, users shdl not disclose their passwords to other individuas, and passwvords
generated by the system adminigtrator shal be distributed in a secure manner.

K. Thoserespongblefor the TOE must ensurethat the confidentidity, integrity and availability
of data held on storage mediaare adequately protected. In particular, the ontlineand off-
line storage media on which database and security related data (such as operating system
backups, database backups and transaction logs, and audit trails) must not be physicaly
removable from the underlying platform by unauthorised users. The ontline and off-line
storage mediamust be properly stored and maintained and routinely checked to ensurethe
integrity and availability of the security related data. The mediaon which database-related
files (including database files, export files, redo log files, contral files, trace filesand dump
files) have been stored shdl be purged prior to being re-used for any non-database
purpose.

l. An additional OL S security objectiveisthat thoseresponsblefor the TOE must ensurethat
usersareassgned label authorizationsand policy privileges commensurate with the degree

of trust placed in them by the organization that owns, or isresponsiblefor, theinformation
processed by or stored in the TOE.

Security Functional Requirements
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27.  The TOE provides security functions to satisfy the following Security Functiona Requirements
relaive to the DBMS PP [c]:

Audit Data Generation (FAU_GEN.1)

User Identity Association (FAU_GEN.2)

Audit Review (FAU_SAR.1)

Sdlectable Audit Review (FAU_SAR.3)

Sdlective Audit (FAU_SEL.1)

Protected Audit Trail Storage (FAU_STG.1)
Prevention of Audit DataLoss (FAU_STG.4)

Subset Access Control (FDP_ACC.1)

Security Attribute Based Access Control (FDP_ACF.1)
Full Residud Information Protection (FDP_RIP.2)

Basic Authentication Failure Handling (FIA_AFL.1)
Verification of Secrets (FIA_SOS.1)

Timing of Authentication (FIA_UAU.1)

Timing of Identification (FIA_UID.1)

User Attribute Definition (FFA_ATD.1)

User-Subject Binding (FIA_USB.1)

Management of Security Attributes (FMT_MSA.1)
Static Attribute Initidisation (FMT_MSA.3)
Management of TSF Data(FMT_MTD.1)

Revocation (FMT_REV.1)

Security Roles (FMT_SMR.1)

Non-bypassability of the TOE Security Policy (TSP) (FPT_RVM.1)
TSF Domain Separation (FPT_SEP.1)

Maximum Quotas (FRU_RSA.1)

Basic Limitation on Multiple Concurrent Sessons (FTA_MCS.1)
TOE Session Establishment (FTA_TSE.1)

28.  The TOE provides security functions to satisfy the following Security Functiond Requirements
additiond to the DBMS PP [c]:

Information Flow Control subset (FDP_IFC.1).
Hierarchica Security Attributes (FDP_IFF.2).
Management of Security Functions Behaviour (FMT_MOF.1).

29.  To cover requirements for the management of security attributes associated with Label-Based
Access Control, SFR iterationsFMT_MSA.1.1.2, FMT_MSA.3.1.2 and FMT_MSA.3.2.2 have been
added. Theseiterations are not included in the DBMS PP [c].

30.  The Security Target [a] dso containsasecurity function for Discretionary Access Control (DAC)

for database objects (F.DAC.OBA), which has been modified relativeto the Security Target for Release
8.0.5.0.0toinclude anew clause covering the application of security policiesfor fine-grained accesscontrol
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Security Function Policy

31. The TOE has an explicit access control Security Function Policy defined in the FDP_ACC.1,
FDP_ACF.1, FDP_IFC.1 and FDP_IFF.2 SFRs. Seethe Security Target [a] for further detalls.

Evaluation Conduct

32.  The evduation was caried out in accordance with the requirements of the UK IT Security
Evaluation and Certification Scheme as described in UKSP 01 [d] and UKSP 02 [e]. The Scheme has
edtablished a Certification Body which is managed by the Communications- Electronics Security Group
(CESG) on behdf of Her Mgesty’ s Government.

33.  The purpose of the evauation was to provide assurance about the effectiveness of the TOE in
mesting its Security Target [a]. To ensure that the Security Target gave an gppropriate basdline for a
Common Criteria evauation, it was first itsdlf evauated, as outlined by CC Part 3[h].

34.  Theevduation was performed againgt the EAL4 assurancepackage defined in CC Part 3[ h]. The
CEM [i] was used as the methodol ogy for the evauation, although some results were reused fromthe CC
evauation of Oracle 8.1.7.0.0 [j] where this was vdid for the TOE and complied with the CEM
requirements.

35.  TheEvauatorsconducted sampling during the evauation, asrequired for the relevant work-unitsfar
EAL4. Guidance provided in CEM [i], Annex B, Section B.2, was followed. The Evauators dso
confirmed the sample sze and approach with the Certifier in &l cases. For the testing, the Evaluators
repeated 70% of the Developer’s tests relevant to security. The Evauators also checked that the tests
covered al of the security functions of the TOE. Where the sampling related to gaining evidence thet a
process such as configuration control was being followed, the Eva uators sampled sufficient information to
gain adequate confidence that this was the case.

36.  TheCaertification Body monitored the evaluation which was carried out by the LogicaCommercia

Evauation Facility (CLEF). Theeva uation was completed in May 2002 when the CLEF submitted thelast
of the Evaluation Technicad Reports (ETRS) [k - m] to the Certification Body which, inturn, produced this
Certification Report.

General Points

37.  Theevauation addressed the security functiondity claimed in the Security Target[a], with reference
to the assumed environment specified in the Security Target. The configuration evaluated wasthat specified
in Annex A. Prospective consumers of the TOE are advised to check that this matches their identified
requirements and to give due consderation to the recommendations and cavests of this report.

38.  Caetification is not a guarantee of freedom from security vulnerabilities, there remainsasmdl
probability (smaler with higher assurance levels) that exploitable vulnerabilities may be discovered after a
certificate hasbeen awarded. This Certification Report reflects the Certification Body' sview & thetime of
completion of the evaluation Consumers (both prospective and existing) should check regularly for
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themselves whether any security vulnerabilities have been discovered since this report was issued and, if
appropriate, should check with the Vendor to seeif any patches exist for the product and whether such
patches have been evaluated and certified.

39.  Theissue of aCertification Report is not an endorsement of a product.

Page 10 Issue 1.0 March 2003



OL Sfor Oracle8 Database Server Enterprise Edition EAL4
Release 8.1.7.3.0 DBMS PP

running on Sun SolarisVersion 8

(This page isintentiondly blank)

March 2003 Issue 1.0 Page 11



EAL4 OL Sfor Oracled Database Server Enterprise Edition
DBMS PP Release 8.1.7.3.0

running on Sun SolarisVersion 8

II.  EVALUATION FINDINGS

40.  TheEvduators examined the following assurance classes and components taken from CC Part 3
[h:

Assurance class Assurance components

Configuration management Partial configuration management automation (ACM_AUT.1)
Generation support and acceptance procedures (ACM_CAP.4)
Problem tracking configuration management coverage (ACM_SCP.2)

Delivery and operation Detection of modification (ADO_DEL.2)
Installation, generation and startup procedures (ADO_IGS.1)
Development Fully defined external interfaces (ADV_FSP.2)

Security enforcing high-level design (ADV_HLD.2)

Subset of the implementation of the TOE Security Functions (ADV_IMP.1)
Descriptive low-level design (ADV_LLD.1)

Informal correspondence demonstration (ADV_RCR.1)

Informal TOE Security Policy (ADV_SPM.1)

Guidance documents Administrator guidance (AGD_ADM.1)
User guidance (AGD_USR.1)
Lifecyclesupport I dentification of security measures (ALC_DVS.1)

Developer defined life-cycle model (ALC_LCD.1)
Well defined development tools (ALC_TAT.1)
Security Tar get TOE description (ASE_DES)

Security Environment (ASE_ENV)

Security Target introduction (ASE_INT)

Security objectives (ASE_OBJ)

Protection Profile claims (ASE_PPC)

IT security requirements (ASE_REQ)

TOE summary specification (ASE_TSS)

Tests Analysis of coverage (ATE_COV.2)

Testing: high-level design (ATE_DPT.1)
Functional testing (ATE_FUN.1)

Independent testing — sample (ATE_IND.2)
Vulnerability Assessment Misuse: validation of analysis(AVA_MSU.2)
Strength of TOE security function evaluation (AVA_SOF.1)
Independent vulnerability analysis (AVA_VLA.2)

41.  All assurance classes were found to be satisfactory and were awarded an overal “pass’ verdict.

42.  There are a number of aspects of the evauation that are relevant to consumers. These are
summarised in the sections that follow.

Delivery and Installation
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43.  When aconsumer orders the TOE the order number and invoice detailing the items ordered are
provided to the consumer by Oracle. The order is shipped viaatrusted carrier to the consumer, who is
informed separately of the identity of the carrier and the shipment details g. the wayhill number).

Packages have the names and addresses of the sender and recipient and are marked with the Oraclelogo.
Theconsumer receivesthe TOE asapackage clearly labelled as* Oracle8i Release 8.1.7.0.0 for Solaris 8.
The consumer should check that the order number of the delivery isthe same asthe order number on the
invoice and that part numbers of dl items supplied are the same as indicated on the invoice. These
measures ensure that athird party could not masquerade asthe Developer and supply potentialy malicious
software. Nevertheless, in genera the consumer must rely on Oracl€' sown manufacturing proceduresand
the trust placed in the courier to counter thethreat of interferenceto the TOE adong the ddivery path. The
Evauators have confirmed however that Oracle would use high security couriers or other messures if

required by the consumer.

44,  Consumers should download Paich Set Verson 8.1.7.3.0 for Oracle8i Release 8.1.7.0.0 for
Solaris 8 and Patch Set Version 8.1.7.3.0 for OLS 8.1.7.0.0 from http://metalink.oracle.comfor existing
customers or www.oracle.com for new customers. Customers can guard againgt spoofing by telephoning
Oracle support and asking them to check their patch download audit log. Anentry inthelog would confirm
that Oracle initiated the download.

45.  Consumersshould aso be avarethat if they gpply additiona patchesto the TOE, the TOE will no
longer be in its evaluated configuration. Oracle patches can only be ddivered by download from the
internet from http://metaink.oracle.com for existing customers or www.oracle.com for new customers.

46.  When the consumer has received Release 8.1.7.0.0 of the TOE and has obtained the patch sets
described in paragraph 45 above, they must perform a number of configuration stepsin order to use the
TOE in a secure state. These steps are described in the Evauated Configuration document [p]. The
Evauators confirmed that the configuration of the TOE generated by the setup and ingtdlation procedureis
secure when these steps are followed. The Evauated Configuration document [p] is made available by
Oracle to customers on request.

Usar Guidance

47.  Thereferenced documentation relevant to the security of the TOE for the end user comprises[n-
ad). The procedures in the Evauated Configuration document [p] are minima for end users and are
generdly common sense measures (e.g. non-disclosure of passwords).

48.  Thereferenced documentation relevant to thesecurity of the TOE for adminisirators comprises[n-
ad). Those documents indicate how the TOE's environment can be secured. It is dso anticipated that
Oracle may make the Evauated Configuration document [p] available to download from one of its web
gtes (eg. via http://otn.oracle.com/docs/depl oy/security/content.html).

Developer’s Tests

49.  TheDeveoper stesting was designed to test the security mechanisms of the TOE which implement
the security functiondity identified in the Security Target [a] and their representationsasidentified inthehigh
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and low level design and in the source code modules of the TOE. All testing was performed viathe TOE's
externa interface, the OCI.

50.  The Developer's testing consisted of an automated test suite and manua tests. The Evauators
confirmed that the actud test results were consstent with the expected test results and that any deviations
were satisfactorily accounted for.

51.  The configuration of the Developers test environment is described in Annex A.
Evaluators Tests

52.  TheEvauatorsrepeated 70% of the Devel oper’ stestsrelevant to security and performed aseries
of independently devised functional tests to cover dl of the TOE's Security Functions. The Evauators
independent functional tests took the form of automated Structured Query Language (SQL.) scripts.

53.  The Evduators aso peformed penetration testing of the TOE. The Evduators conducted
penetration tests based on samples of tests taken from previous Oracle evauations and origind tests for
potentia vulnerabilities introduced by new security features of the TOE. Asaresult of checking Internet
sources, no publicly known vulnerahilities were found to be gpplicable to the TOE or to the TOE in its
operating system environment.

54.  The configuration of the Evaluators test environment is described in Annex A.
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1. EVALUATION OUTCOME

Certification Result

55.  After due condgderation of the ETR [k - m] produced by the Evauators and the conduct of the
evauation as witnessed by the Certifier, the Certification Body has determined that Oracle Labe Security
Release 8.1.7.3.0, used with Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0 running on
Sun Solaris Verson 8 in the environment specified in Annex A, meets the specified CC Part 3 [h]
conformant requirements for Evauation Assurance Level EAL4 for the CC Pat 2 [g] conformant
functiondity specified in the Security Target [al.

56.  Oracle Label Security Release 8.1.7.3.0, used with Oracle8i Database Server Enterprise Edition
Release 8.1.7.3.0, conforms to DBM S PP c] with the Database A uthentication functiona package when
running on Sun Solaris Version 8.

57.  The Strength of Function claim of SoF-High in the Security Target [a] is stisfied.

58.  Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0, when used with the operating
system platform specified in Annex A conforming to the CC CAPP, can be used to provide security for
systems which require TCSEC C2 or equivalent security functiondity for databases.

Recommendations

59. Prospective consumers of the product should understand the specific scope of the certification by
reading this report in conjunction with the Security Target [a]. In particular, certification of the TOE does
not apply to its use in apotentialy hostile network environment.

60.  Theproduct provides somefeaturesthat were not within the scope of the evauation asidentified in
the “TOE Scope” section above. The secure use of these features has thus not been considered in the
evauation These features should not be usad if the TOE isto comply with the evauated configuration.

61.  Onlytheevauated product configuration, specifiedin Annex A, should beingtdled. Theevauated
configuration excludes any patchesto OL S and Oracle8i. The product should be used in accordance with
itsguidance documentation [n - aa] and in accordance with the environmenta consderationsoutlinedinthe
Security Target [a] and the Evauated Configuration document [p].

62. Asdatedinthe DBMS PP [c], it isrecommended that TOE adminigtrators ensure that any audit
records written to the underlying operating system do not result in space exhaustion on relevant secondary
storage devices. TOE administrators should use gppropriate operating system tool sto monitor theaudit log
size and archive the oldest 1ogs before space exhaustion takes place.
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ANNEX A: EVALUATED CONFIGURATION

TOE ldentification
1 The TOE isuniqudy identified as

Oracle Label Security Release 8.1.7.3.0, used with Oracle8i Database Server Enterprise
Edition Release 8.1.7.3.0

2. Thefadllowing ingtdlation options shall be selected during the ingtdlation of the database serverina
cugom ingallation:

Oracle Enterprise Edition Release 8.1.7.0.0
Oracle8i Server 8.1.7.0.0

Development Tools 8.1.7.0.0

OCl 8.1.7.0.0

Oracle XML SQL Utility 2.0.0.0.0

Oracle Ingallation Products 8.1.7.0.0

Oracle Universal Ingaller 1.7.1.8.0

Oracle Configuration Assstants 8.1.7.0.0

Oracle Database Configuration Assistant 8.1.7.0.0
Oracle Utilities 8.1.7.0.0

SQL*Plus8.1.7.0.0

Oracle Database Utilities 8.1.7.0.0

Net8 Products 8.1.7.0.0

Net8 Client 8.1.7.0.0

Net8 Server 8.1.7.0.0

Oracle Names 8.1.7.0.0

Oracle Connection Manager 8.1.7.0.0

Externd Naming Network Information Services Plus
Oracle Java products 8.1.7.0.0

Oracle Java Database Connectivity (JDBC) Drivers8.1.7.0.0
Oracle BDC/OCI Driver for the Java Development Kit (JDK) 1.1.8.1.7.0.0
Oracle BDC/OCI Driver for the JDK 1.2.8.1.7.0.0
Oracle IDBC Thin Driver for JDK 1.1.8.1.7.0.0
Oracle IDBC Thin Driver for JDK 1.2.8.1.7.0.0
Oracle JavaTools 8.1.7.0.0

Oracle8i Unix Documentation 8.1.7.0.0

3. The Oracle8i Patch Set Verson 8.1.7.3.0 should then be ingtdled

4. OL S 8.1.7.0.0 should then be ingtalled with the OL S 8.1.7.3.0 patch.
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5. Thefollowing ingtalation options of the database client wereinacustom ingdlationin order to test
the TOE:

Oraclesi Client 8.1.7.0.0

Net8 Protocols 8.1.7.0.0

Net8 Client 8.1.7.0.0

Oracle Protocol Support 8.1.7.0.0
Oracle Utilities 8.1.7.0.0
SQL*Plus8.1.7.0.0

6. The supporting guidance documents evauated that were relevant to security were:

Guidance Andysis For Oracle 8i Database Server [n]

OLS Guidance Analysisfor Oracle 8i [0]

OLS Evauated Configuration for Oracle 8i [p]

OLS Adminigtrator’ s Guide [q]

Oracle8i Adminidrator's Guide [r]

Oracle8i Reference[9)]

Oracle8i Application Developer’s Guide, Object Relational Features [t]
Oracle8i Concepts [U]

Oracle8i Adminigtrator’s Reference for SUN SPARC Solaris[v]
OCI Programmer’s Guide [w]

Oracle 8i Error Messages [X]

OLS Ingalation Notes|[y]

Oracle8i Ingdlation Guide for Sun SPARC Solaris[Z]

Solaris 8.0 Security Release Notes [aa)

TOE Configuration
7. The TOE had aunique configuration when ingaled in its evauated configuration. The TOE must
be sat up as documented in the Eva uated Configuration document [p]. Thefollowing arethe typesof seps
that must be performed:

a Ingtdlation of the operating system in its evaluated configuration (Sun Solaris Version 8).

b. Protection of the database files.

C. Miscellaneous steps to set up user accounts, access control and auditing. The Evauated
Configuration document requires that the TOE is st up for auditing.

d. Generd adminigtration steps to ensure that the evaluated configuration is maintained.
Environmental Configuration

8. Testing was performed usng Oracle8i Release 8.1.7.0.0 on client machines and OLS Release
8.1.7.3.0 with Oracle8i Database Server Enterprise Release 8.1.7.3.0 on server machines. The servers
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were configured to support two databaseingtances, the dua database configuration was used to test access
to remote databases.

0. Devel oper testing was performed using Sun UL TRAG0 machines, connected together usng TCPIP
networking. The eva uatorsused the devel oper test configuration for repeating asample of developer tests.

10.

For additiona functiona testing and penetration testing, the eval uators used aSun SPARCdation

20 client workstation and a Sun ULTRA1 server, connected together using TCP/IP networking.

11.  The specification of the machines was as follows

Machine M ake Sun Sun Sun

Machine M odd ULTRAGO ULTRA1 SPARCstation 20

Drive Specifications 36GB hard drive with 3GB hard drive with 3GB hard drivewith
Universal File System (UFS) Universal File System (UFS) | Universal File System (UFS)

DVD/CD-ROM drive CD-ROM drive CD-ROM drive

Operating Systems Sun Solaris 8.0 Sun Solaris 8.0 Sun Solaris 8.0

Pr ocessor SPARC SPARC SPARC

Physical Memory 512M B RAM 128MB RAM 160M B RAM

Network Cards 10/100BaseT network connection | 10BaseT network connection| 10BaseT network connection

Page 20

Issue 1.0

March 2003




OL Sfor Oracle8 Database Server Enterprise Edition EAL4
Release 8.1.7.3.0 DBMS PP
running on Sun SolarisVersion 8 Annex A

(This pageisintentiondly blank)

March 2003 Issue 1.0 Page 21



EAL4 OL Sfor Oracle8 Database Server Enterprise Edition
DBMS PP Release 8.1.7.3.0
Annex B running on Sun SolarisVersion 8

ANNEX B: PRODUCT SECURITY ARCHITECTURE

1 Oracle8i Database Server Enterprise Edition Release 8.1.7.3.0 isan Object- Rdlationa Database
Management Sysem (O-RDBMS) that provides comprehensive, integrated and advanced security
functiondity for multi-user information management environments. An Oracle8i server conssts of an
Oracle8i database and an Oracle8i instance.

2. An Oracle8i database has separate physical and logica structures. The physicd structure of the
database is determined by the operating system filesthat condtitute the database. Thesefiles provide the
actud physcd soragefor information. Examplesof physcd structuresinclude datafiles, redo log filesand
control files

3. The logicd structure of an OracleSi database is determined by its tablespaces, which arelogica

areas of Sorage, and its schemaswhich are collections of database objectsor logica structuresthat directly
refer to the information stored in the database. The logical storage structures dictate how the physica

gpace of an Oracle8i database is used. The schema objects and the relationships among them form the
relational design of an OracleSi database. Examples of logica structures include tablespaces, schema
objects, data blocks, extents and segments.

4. An Oracle8i ingtance is the combination of background processes that are created and memory
buffers that are alocated when an Oracle8i instance is Started up. The background processes are of 2
types: user processes, which execute code of an application program or an Oracletool or gpplication, and
Oracle processes, which are server processesthat perform work on behaf of the user processesin addition
to performing the work required to keep the Oracle8i server running. The memory buffers that are
alocated during startup are collectively called the System Global Area (SGA).

5. Security functiondity in the Oracle8i database includes:

user identification and authentication

access controls on database objects

granular privileges for the enforcement of least privilege

user-configurable roles for privilege management

extendve and flexible auditing options

secure access to remote Oracle databases

stored procedures and triggers for user-defined access controls and auditing

6. Oracle8i supportsclient/server and standalone architectures. In both architectures, OracleSi acts
asadata server, providing accessto the information stored in adatabase. Access requests are made via
the Oracle8i interface products that provide connectivity to the database and submit SQL statementsto the
Oracle8i server. The Oracle8i interface products may be used on the same computer asthe dataserver or
on separate client machines which communicate with the Oracle8i server viaunderlying network services.

7. Net8isthe Oracle8i interface product thet facilitates the proper transmission of information between
Oracle client and server processes using standard communication protocols.
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Anatomy

8. A database consists of aset of filesthat contain control dataand other informeation stored withinthe
database. Each database is an autonomous unit with its own data dictionary that defines the database
objectsit contains (e.g. tables, views, etc). At the centre of adatabaseis itsdatadictionary, whichisaset
of internd Oracle tables that contains dl of the information the OracleBi server needs to manage its
database. A set of read-only views is provided to display the contents of these internd tables in a
meaningful mamer and also alows Oracle usersto query the data dictionary without the need to accessiit
directly.

9. All of theinformation about database objectsis stored in the data dictionary and is updated by the
SQL commands that create, dter and drop database objects. Other SQL commands aso insert, update
and ddete information in the data dictionary in the course of their processing. An Oracle8i database
contains the data dictionary and 2 different types of database objects.

Schema objects that belong to a specific user schemaand contain user-defined
information
Nonschema objects that organise, monitor and control the database

10. A schemaisacollection of user-defined database objectsthat are owned by asingle database user.
The primary sorage management database object isatablespace. 1t isused to organisethelogica storage
of data. A suitably privileged user manages tablespaces to:

Create new tablespaces and alocate database files to the tablespace
Add database files to existing tablespaces to increase storage capacity
Assign default tablespaces to users for data storage

Take tablespaces on-line and off-line for backup and recovery operations

11.  Withinitsdatabasefiles, Oracle8i dlocatesstoragefor datain threehierarchica physicd units: data
blocks, extents and segments. When auser creates aschemaobject to storedata (e.g. atable), asegment
is crested and the storage space for the segment is allocated to a specific tablespace.

12.  AnOracle8i ingance is made up of anumber of distinct processesthat form its core architecture.
These processes are classified as background processes, which are comprised of user processes and
server processes. A user background process s created and maintained to execute application software
programs on behalf of auser (or client). Server background processes are created by the database during
the creation of an instance of the database. These server processes handle requests from user processes
and communicate with other server processes to consolidate functions on behaf of the database and user
processes. It should be noted that the same executableimageis started and run, and that each process has
availableto it the facilities of each of the other processes.

13. Each process has its own private area of memory caled the Program Globa Area (PGA). The
PGA isamemory buffer that is dlocated by the database when a server processis started. The System
Globd Area(SGA) isashared memory region that isalocated when an instance of the databaseis started.

Each ingtance of the database has its own SGA which is de-allocated upon instance shutdown. Each
process of the database accesses the SGA (of that particular instance) to
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facilitate communi cation with the other processes. When aprocess garts, it examinesits Sartup parameters
and the contents of the SGA to determine what persondity it should assume.
14.  Thediagram below (Figure B-1) depicts the Oracle8i process architecture described above.
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LGWR: Log Writer, which writes to the redo logs.

OCl: Oracle Call Interface.

PGA: Program Global Area.

PMON: Process Monitor, which provides process recovery when a process fails.
SGA: System Global Area.

SMON: System Monitor, which provides database instance recovery.

Figure B-1: Oracle8 Process Architecture

Configuration

15.  TheOracle8i architecture supports 3 types of product configurations. standaone, client-sarver and
digtributed. A standaone configuration is one in which both the client gpplication(s) and Oracle3i server
run on asingle operating sysemwith a least one database. A client- server database configurationisonein
which aclient gpplication runson hardware physically separate from the Oracle8i server and its database(s)
and must connect to the server and database(s) viaanetwork. A digtributed database configuration isone
in which multiple client applications access multiple OracleS8i servers and their databases, resding on
physicaly different hardware, over networks.

16. A multi-tier configuration is a particular type of dient/server configuration in which the client

application islocated on amiddle-tier, whilst the user interface islocated on aseparate “thin” client (eg. a
web browser or a network termina). The middle-tier acts asan gpplication server for client connections,
and can proxy on behdf of clientsin the database. The model isan extenson of the standard client/server
configuration, as the database user isnow at the middletier. Thereisno Oracle software or interfaceson

the“thin” dient. Proxy authentication isthe mechanism by which thistype of authentication works. Inthis
environment any tier that communicatesdirectly withthe server isactualy an Oracleclient. Any lower tiers
are outside the scope of this evauation.

17. Indl of its product configurations, however, Oracle8i enforces al its standard suite of security
mechanisms.

| dentification & Authentication

18.  Oracle8i has2typesof user: adminigrative usersand norma users. Adminidrative usersarethose
who are defined within an Oracle8i database as being authorised to perform administrative tasks such as
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user maintenance, instance startup and shutdown and database backup and recovery. All other users
defined within an OracleBi database are norma users.

19.  Oracle8i dwaysidentifiesthe user of its database prior to establishing a database session for that
user. Authentication of auser’s clamed identity can be performed in one of the following ways:

Directly by OracleS8i server usng passwords managed by it.

By relying on authentication mechanisms of the host operating system

By proxy authentication

Through an externd authentication service or mechanism which depends on the use of
the Oracle Advanced Security Option (an add-on product of the OracleSi server).

20. In the evaluated configuration, externa authentication services and host operating system based
authentication are not used to authenticate authorised database users.

21. For Oracle authentication, auser must specify auser name and password in order to connect. The
password iscompared to the password for the user stored in the datadictionary and adatabase sessionis
creeted if they match. The user’ s password is stored in the data dictionary in aone-way encrypted form.

22. In a multi-tier environment, Oracle controls the security of middle tier gpplications by limiting
privileges, presarving client identities through al tiers and auditing actions taken on behdf of dients. In
order for the middle-tier to establish aproxy connection for another user, the middle-tier must authenticate
itself in the norma manner to the database. Onceaconnectionismade, the middletier may then establisha
proxy connection for another user provided that the middle tier has been given the privilege to do this.

23.  Adminidrative users are authenticated to a database by virtue of having an entry in the Oracle8i
password file or by having operating system-specific accessrights. Operating System-pecific accessrights
are normally established by being amember of a specia operating system group. Such usersconnectto a
database by the use of special keywords such asINTERNAL, AS SYSDBA or AS SY SOPER.

Access Controls

24.  Oracle8i includes security featuresthat control how adatabaseis accessed and used. Associated
with each database user isaschemaidentified by the user’ sname. By default, each database user crestes
and has access to al objects in the corresponding schema.  Access to objects in other user schemasis
governed by the Oracle8i Discretionary Access Control (DAC) mechaniam.

25. DAC is a means of redtricting access to information at the discretion of the owner of the
information. The Oracle8i DAC mechanism can be used to selectively share database information with
other users. The DAC mechanism can a so be used to enforce need- to-know confidentidity and to control
data disclosure, entry, modification and destruction.

26.  Oracle8i DAC controls access to database objects based on the privileges enabled in an active
database session. There are 2 types of privileges: system privileges and object privileges. System
privileges dlow usersto perform aparticular syslem-wide action or aparticular action on aparticular type
of schemaobject. System privilegesaretypicaly available only to database administrators because these
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privileges are very powerful. Object privileges alow database users to perform a particular action on a
specific schema object.

27.  Bothobject and system privilegesmay bedirectly granted to individual database users, or granted
indirectly by granting privileges to an Oracle role and then granting theroleto auser. An Oracleroleisa
named group of privilegesthat is granted to a user or another role. In this manner, arole facilitates easy,
controlled and configurable privilege management. During adatabase session, the privilegesenabled in that
sesson may be changed using several Oracle8i mechanisms thet affect the set of privileges held by the
session.

28. Fine-grained access control (also known as row-leve accesscontral) isavailablewith the Virtud
Private Database (V PD) technology that isastandard feature of Oracle8i Enterprise Edition Fine-grained
access control alows the administrator to associate policies with tables and views. These policies are
implemented with Oracle’s Procedural Language extenson to Structured Query Language (PL/SQL)
functions and are dways enforced on normal users no matter how dataiis accessed. Different policiescan
be applied for SELECT, INSERT, UPDATE and DELETE operations. Itisaso possblefor morethan
one policy to be gpplied to atable, including building on top of base palicies in packaged applications.

Oracle Labe Security

29.  OracleLabd Security (OLS) enables application devel opersto add |abel- based access control to
their Oracle8i applications. If used, OLS mediates access to rows in database tables based on alabel

contained in each row, and the label and privileges associated with each user sesson. Oracle Labe

Security is built on the virtua private database technology of Oracle8i Enterprise Edition.

30.  OracleLabd Security providesan out-of-the-box VPD policy which engblesadministrative users
to create one or more custom security policiesto be used for label access decisionswithout any knowledge
of a programming language. There is no reed to write the additiona code that is normally required for
direct use of VPD, because in asingle step a security policy can be gpplied to agiven table. Inthisway,
Oracle Labd Security provides a straightforward and efficient way to implement fine-grained security
policies using detalabd technology.

31. Figure B-2 (over page) illustrates the process by which data is accessed under Oracle Labe

Security. Within an application and Oracle8i session, auser issuesa SQL request. Oracle8i checksthe
DAC privileges, making sure the user has SELECT privilegesonthetable. Thenit checksto seeif aVPD
policy has been attached to the table. It findsthat the table is protected by Oracle Label Security and the
SQL gatement is modified on the fly to enforce the policy. Each datarecord has alabel; Oracle Label

Security isinvoked for each row, to determine whether, based on the labdl, the user can or cannot access
the row.

32.  Tocreateacustomised Oracle Label Security policy, an administrative user definesaset of labels
and a set of rules that govern data access, based on these labels. For example, assume that a user has
SELECT privilege on an application table. Figure B-3 (over page) illustrates that, when the user executes
aSELECT statement, Oracle Labd Security evaluates each row selected and determineswhether the user
can access it based on the privileges and access labels assgned to the user by the security administrator.
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Oracle Labd Security can aso be configured to perform security checks on UPDATE, DELETE, and
INSERT statements.

USER Application

SGL Request Orecle User ! Session

Orecle Dete Server

Check DAC Objaect Priviloge Lebel Security
Accass Security Policy
YPDSQL Modificetion Teble Fine Grained
Acoezs Mediation
i Dete Record Acce== Control
Orecle Lebel Socurity
Enforcement Dete Record Tables
Uzer Defined
YPD Policies

FigureB-2: Accessing DataUnder OL S

l GRADE | RATE | ROW LABEL
g —— [ Manager | 00 UNCLASSIFIED
v Sanior 400 UMNCLASSIFIED
Lkar session lakal Director | 750 HIGHLY_SEMSITIVE

& UNCLAZEIFIED Principal | 800 | SEMSITIVE
Senior | 450 | SENSITIVE

FigureB-3: OLSDetermines|f TheUser Can Access Each Row Selected

33.  OracleLabd Security mediatesaccessto datain atable according to thelabel associated with each
row of data, the label associated with the user session, the policy privileges associated with the user session,
and the policy enforcement options associated with the table. Consider, for example, a sandard Data
Manipulation Language operation (suchas SELECT) performed upon arow of data. When evaudingthis
access request by a user with the IN_CONFIDENCE label to a data row having the labe
IN_CONFIDENCE, Oracle Labd Security determinesthat this access can, in fact, be achieved. Inthis
way, data of different sengtivities, or belonging to different companies, can be stored and managed on a
sngle system, while preserving data security through standard Oracle access controls.  Likewise,
applications from a broad range of industries can use row labels to provide additional access control
functiondity where necessary.

34. Individua application tables can be protected, and not dl of the tablesin the gpplication need to be
protected by an OLS policy. Lookup tables such aszip codes, for example, do not need to be protected.
Multiple Oracle Label Security policiescan be created. For example, ahuman resources policy could co-
exis with adefence policy inthe same database. Each of the policies can beindependently configured, and
can have its own unique labd definitions.
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35. In Oracle Label Security, each row of atable can be labelled astoitslevd of confidentidity. The
label containsthree components: asingleleve or sengitivity ranking; one or more horizontal compartments
or categories, and one or more hierarchica groups. Theleve specifiesthe sengtivity of thedata. A typica
government organisation might definelevelsUNCLASSIFIED, SENSITIVE, andHIGHLY _SENSITIVE.
A commercid organisation might defineasingle level for COMPANY _IN_CONFIDENCE data. The
compartment component isnon-hierarchica; compartmentsaretypicaly defined to segregate data, such as
datarelated to an ongoing Strategic initiative. Findly, groupsare used to record ownership and can beused
hierarchicaly. For example, FINANCE and ENGINEERING groups can be defined as children of the
CEO group, creating an ownership reation. Labelscan contain asinglelevel component, alevel combined
with a set of either compartments or groups, or aleve with both compartments and groups.

36.  Usars can be granted labe authorisations for each OLS policy, which determine what kind of
access (read or write) they have to the rows in the tables that have had that policy applied.

37. Policy privileges enable auser or stored program unit to bypass aspects of the label-based access
control policy. In addition, the administrator can authorise the user or program unit to perform specific
actions, such asthe ability of one user to assume the authorisations of a different user. Privileges can be
granted to program units, authorising the procedure, rather than the user, to perform privileged operations.

38. In Oracle Label Security, administrators can apply different enforcement options for maximum
flexibility in controlling the differert Data Manipulation Language operations that users can perform. For
each SELECT, INSERT, UPDATE and DEL ETE operation, administrators can specify aparticular type of
enforcement of the security policy on aper-tablebasis. Inthisway the labe-based access controls can be
customised for each table,

Audit

39.  Oracle8i ensuresthe accountability of itsusers actionsby the use of auditing mechanismswhich are
designed to be as granular and flexible as possible to ensure that exactly what needs to be audited is
properly recorded, but nothing more.

40.  Audit categories offered by Oracle8i are: auditing by statement (auditing of specific typesof SQL
satementsissued by al database users), by object (auditing specific actions on specific database objects
for all users), by privilege (auditing the use of specific system privilegesheld by users), and by user (auditing
actions of a specific user or alist of specified users).

41.  When defining which actions are to be audited, Oracle8i can be used to specify that only actions
that are successful should be written in an audit record, or that only unsuccessful actions are recorded, or
that the audit record should be written regardiess. For most auditable operations, audit records can be
created by sesson (which resultsin asinglerecord for an audited action for the duration of asession), or by
access (which resultsin an audit record for every occurrence of an audited action).

42.  Audit records can bewritten to the database audit trail, operating system audit trail or to agpedified

filein the operating system. Oracle8i providesanumber of pre-defined views on the database audit trail to
assg intheaudit andlysisof audit data. Only certain administrative users have the gppropriate privilegesto
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read and write al rowsin the database audit trail. Norma users granted appropriate privileges may aso
accessthe database audit trail, but such access can be audited aswell. If theaudit recordsare directly sent
to the host operating system, audit analysis may be performed using suitable audit andysistools. Some
operations such as connections as adminigrative users and instance artup and shutdown are aways
audited and are written directly to the host operating system.

43.  Inadditiontothestandard Oracle8i auditing festures described above, application-gpaaficaudting
can be implemented using database triggers.

44.  Oracle Labe Security supplements the Oracle8i audit facility by tracking the use of itsown OLS
adminigtrative operations and policy privileges. Under Oracle Labe Security, audit trail recordscontaina
label associated with the session that generated the audit, so that the relationship between operations, data
labels, and the [abel of the user performing the operation can be seen.

Other Security Features

45.  Oracle8i dso provides other features that are related to its security mechanisms. These features
provide significant security capabilitiesto support robust and reliable database applications. They include:

Transaction integrity, concurrency and integrity congraints, to ensure the consstency
and integrity of data held in a database

Secure import and export of data, into the same or a different database (while
maintaining dataintegrity and confidentidity)

Backup and recovery of an Oracle8i database, using operating system- specific backup
programs, or database import/export and recovery utilities

Secure digtributed processing using database links

Oracle Policy Manager to facilitate the adminigtration of Oracle Label Security policies.

46.  All of those other security features, except for the database link functiondity, were outside the
scope of the evauation.

47. A databaselink isanamed schemaobject that describes the connection path from one database to
another. The databases referenced by database links may reside in a sanddone, client-server, or
digtributed configuration. Theinformation in adatabase link definition isused to provide identification and
authentication information to the remote Oracle8i server. By using database links to qudify schema
objects, usersinalocal database (i.e. the database to which they aredirectly connected) can accessdatain
remote databases.
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Network M anagement

48.  Add-on products of the Oracle8i server such as Oracle Advanced Security Option provide
encryption of network traffic between clients and servers. Oracle Advanced Security Option aso offers
mechanisms to configure Oracle8i to use externd third party authentication services. However, Oracle
Advanced Security Option is not part of the evaluated configuration of the Oracle8i server.

49. Net8, the network transport and management product, forms part of the Oracle8i server and is
included inthe eva uated configuration. Net8 isOracle’ smechanism that interfaceswith the communication
protocols used by the underlying network services that facilitate distributed processing and distributed
databases. Net8 supports communication over al mgjor network protocols. It provides the transport
infrastructure for client to server communication, hiding the underlying network protocols and associated
programmatic interfacesfrom caling applications. Net8 can be administered either through manipul ation of
its configuration files or remotely through the Simple Network Management Protocol (SNMP), whichisa
standard feature of the OracleBi server.

Operating System Administration

50.  Oracle8i relieson the operating system for protection of itsaudit records (if written to the operating
system instead of the database audit trail), import/export and backup and recovery files, and most
importantly its database configuration and data files. Thus, security of the data managed by the OracleSi
server isdependent not only on the secure administration of Oracle8i, but aso on the proper adminigtration
of the underlying operating system in any of the product configurations in which it is used.
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