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I Introduction

This section identifies the Security Target (STarget of Evaluation (TOE), and the ST organizatidhe
Target of Evaluation is the Citrix NetScaler Platim Edition Load Balancer Version 9.1, and will redter

be referred to as the TOE throughout this docum&he TOE is the NetScaler 9010-FIPS [FIPS], MPX
7000 Series, MPX 9000 Series, MPX 10000 SeriesMPd 12000 Series hardware appliances and all the
installed firmware and software. The NetScalex mirpose-built application performance accelerator

1.1 Purpose

This ST is divided into nine sections, as follows:

e Introduction (Section 1) — Provides a brief summaifythe ST contents and describes the
organization of other sections within this documerit also provides an overview of the TOE
security functions and describes the physical agetal scope for the TOE, as well as the ST and
TOE references.

» Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC), ST
Protection Profile, and Evaluation Assurance Léiz#L) package claims. It also identifies
whether the ST contains extended security requinésne

e Security Problem (Section 3) — Describes the tereafanizational security policies, and
assumptions that pertain to the TOE and its enwint.

» Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the TOE and
its environment.

» Extended Components (Section 5) — Identifies nemvpmments (extended Security Functional
Requirements (SFRs) and extended Security AssufRegairements (SARs)) that are not
included in CC Part 2 or CC Part 3.

» Security Requirements (Section 6) — Presents tiRs3iRd SARs met by the TOE.

» TOE Specification (Section 7) — Describes the sgctunctions provided by the TOE that satisfy
the security functional requirements and objectives

» Rationale (Section 8) — Presents the rational¢h®isecurity objectives, requirements, and SFR
dependencies as to their consistency, completeardsuitability.

» Acronyms (Section 9) — Defines the acronyms anaiteslogy used within this ST.

Citrix NetScaler Platinum Edition Load Balancer Version 9.1 Page 6 of 75
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1.2 Security Target and TOE References

Table | - ST and TOE References

ST Title Citrix Systems, Inc. NetScaler Platinum Edition Load Balancer Version 9.1
Security Target

ST Version Version |

ST Author Corsec Security Inc.
ST Publication Date [EJPXIpINIY

TOE Reference Citrix NetScaler Platinum Edition Load Balancer Version 9.1 Build 9.1-100.3.cl

Keywords Citrix, NetScaler, Load Balancer, Proxy, Web Application Firewall, Gateway,
Platinum, version 9, LAN, WAN, Performance, Networking, Compression,
Optimization, Filtering, Filtration, Scrubbing, Cleansing, VPN

1.3 Product Overview

The NetScaler Platinum Edition Load Balancer Verdidl is a dedicated application performance
accelerator incorporating a Secure Sockets Layek) ¥irtual Private Network (VPN) with policy-based
access control and a Web Application Firewall. urégl below shows the details of the deployment
configuration of the TOE:
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Load Access | Application
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NetScaler NS9010 FIPS, %
MPX7000, MPX9000, MPX10000,
User Usel or MPX12000 Series Appliance Administrator Administrator
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, -
Branch Office D Intérnet l\ Corporate Office
Network \ Network

Authentication

rix NetScaler with
WANScaler Access Ggteway and
Web Application Firewall

F S8
Syslog Server Citrix Désktop Citrix
Server XenApp
Branch Office Corporate Office

Figure | — Deployment Configuration of the Product

The NetScaler appliance incorporates three softa@mgponents that work together to provide secure
access to web-based applications, such as CitnD¥sktop or XenApp, from an external network. The
three software components are the Load BalancergscGateway, and the Web Application Firewall.
These run on top of the Application Delivery Netkiog Platform on the NetScaler 9010-FIPS [FIPS],
MPX 7000, MPX 9000, MPX 10000, or MPX 12000 Sedgmpliance Hardware. These elements are
described in the sections below.

TOE Administrators can access the TOE throughectserial connection. The direct serial connectio
gives the administrator access to the Command Initeeface (CLI). The CLI can also be accessed faom
remote workstation through Secure Shell. TOE adsnators can also access the TOE from any
workstation on the management network using th&blder Configuration Utility. The NetScaler
Configuration Utility is accessed via a web browser

1.3.1 Load Balancer

The Load Balancer component manages the connedi@ngen clients and servers. Clients establish a
connection with the NetScaler rather than diregith a server. When the NetScaler receives an
application request from a client, it establishes@anection with the appropriate application servEhis
allows the Load Balancer to sort and prioritizelaapion requests from multiple clients and reqgsioaly

a single connection on the application server talarequests from multiple clients.
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NetScaler can be leveraged to provide optimizatiypbalancing traffic loads across multiple serverhis
load balancing is achieved by deploying multiplplagation servers and allowing NetScaler to balance
network traffic among them. Additionally, NetSaaldilizes Transmission Control Protocol (TCP)
optimizations and several acceleration technologiegcelerate application performance. The fakgw
sections provide descriptions of some of the caméigle features provided by the Load Balancer.

1.3.1.1 Load Balancing Virtual Servers

The Load Balancer allows the definition of Load &@wing virtual servers (vserver). Each Load Batamnc
vserver consists of an1Rddress, port number, and protocol. A Load Batneserver accepts incoming
traffic destined for its particular address-pordtpicol combination and is mapped to one or moreices
running on physical servers in a server farm. r@ieconnect to the Load Balancing virtual servdriclv
directs each request to a physical server. LodanBang provides methods for each Load Balancing
vserver to choose the physical server with the lesidbad to direct traffic to.

Each vserver can be configured for a differenbéghysical services and server and each physicaés
can offer any number of physical services. Thed.Balancer supports protocol- and application-djeci
vservers for protocols such as HETPTP, HTTPS, NNTP, and DNS.

1.3.1.2 Content Switching

The Content Switching mechanism of the Load Balapoevides a means for directing HTTP (and
HTTPS if configured appropriately) traffic to phyal servers based on the content of the traffmr. F
example, one set of servers may be dedicated tadimg dynamic web content, while another set pilesi
static content.

Content Switching is provided by Content Switchusgrvers. Each Content Switching vserver must be
associated with one or more Load Balancing vservére Load Balancing vserver then directs thditraf
to a physical server based on server load.

1.3.1.3 SSL Acceleration

The Load Balancer component offers SSL Acceleratiarelieve web servers of the burden of processing
SSL transactions. The Load Balancer intercepts &®kypted packets destined for web servers, decryp
them, applies Load Balancing and content switchamgl, forwards the transactions to the appropriate w
server. SSL Acceleration provides a way to entheesecure delivery of web applications without
degrading end-user performance.

! Internet Protocol

2 Hypertext Transfer Protocol

® File Transfer Protocol

* Secure Hypertext Transfer Protocol
®> Network News Transfer Protocol

® Domain Name System
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1.3.1.4 AppCache

The Load Balancer utilizes an on-board web caclspéed up content requests. The results of arserve
request are stored in the cache to be reusedfilbSubsequent requests. This speeds up requestty
reducing page regeneration time.

1.3.1.5 AppCompress

The Load Balancer can be configured to use AppCespra feature that provides compression between
the TOE and the end user. AppCompress uses thé ASHEcompression algorithmwhich yields up to
50% reduction in bandwidth requirements and impsced-user performance.

1.3.1.6 Surge Protection

Surge Protection within the Load Balancer provigesection against spikes in traffic to managedeses.
Surge Protection controls the number of usersddatsimultaneously access resources on those server
Additional requests are queued and sent once therdead has lessened. This prevents site owkrloa

1.3.2 Access Gateway

The Access Gateway component is an SSL VPN whiohiges policy-based access control for network
resources. The Access Gateway allows administr&ocontrol access based on the identity of tiee us
that is connecting and the device that user is ectimg from. It can also be configured to have\lFeN
client run a check on the user’'s computer to enthakthe latest anti-virus updates are installefote
allowing access to mission critical systems.

1.3.3 Web Application Firewall

The Web Application Firewall component providegWiall protection against attacks at the Application
Layer of the Open Systems Interconnection BasieiRete Model. It implements a positive security
model, which allows only traffic which adheres noliistry standards and best coding practices. tAéro
traffic is treated as malicious and blocked.

1.3.4 Application Delivery Networking Platform

The Application Delivery Networking Platform is &hly-specialized kernel and packet processing
engine. It coordinates the operations of the atbéiwvare components and controls the network fiates,
memory management, and system timing. By intemfaciosely with the network interface drivers, the
Application Delivery Networking Platform is able gmarantee that critical applications receive tighdst
priority and are not preempted by lower-priorityeogtions.

" For more information about the DEFLATE compressiorused, please visit

ftp://ftp.uu.net/graphics/png/documents/zlib/zdadeéx.html
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1.3.5 Hardware Appliances

The TOE hardware includes the NS 9010-FIPS [FIME|X 7000 Series, MPX 9000 Series, MPX 10000
Series, and MPX 12000 Series hardware applianthese units support both Fast Ethernet and copper
Gigabit Ethernet. All units provide a serial ptirtconnect a computer directly to the unit for ngamaent.
A Liquid Crystal Display (LCD) on the front of eaelppliance displays real-time statistics, diagmssti
and alerts. The main difference between the Né&Baaits is the number of network ports availakihe,
hardware performance, and the FIPS 140-2 validatguto card in the 9010-FIPS [FIPS]. See Tabler2 f
more information.

1.4 TOE Overview

The TOE Overview summarizes the usage and majorisgéeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgimg the TOE type, describing the product, and
defining the specific evaluated configuration.

The TOE is a dedicated application performancelecat®r incorporating a VPN with policy-based asces
control. The TOE is located between a Local Areawdrk (LAN) and a Wide Area Network (WAN),
such as a Corporate Office Network and the InterReivileged, competent users administer the TOE.

Figure 2 shows the details of the deployment caméition of the TOE:
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Load Access | Application
Balancer | Gateway | Firewall
Software | Software | Software

Application Delivery Networking

Platform
NetScaler NS9010 FIPS, %
MPX7000, MPX9000, MPX10000,
User or MPX12000 Series Appliance Administrator Administrator

Hardware Console Workstation

Branch Office Internet ‘ Corporate Office

nnnnn

Network N Network

riX a
WANScaler g Authentication

[T L) N
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N Server XenApp
i Physical TOE Boundary i
Branch Office Corporate Office

Figure 2 - TOE Boundary

The TOE filters traffic inbound to and outboundrfréhe LAN it is installed on based on a positivewsgy
model whereby only traffic that is identified adigtanay pass. The TOE provides policy-based access
control to LAN resources.

1.4.1 Brief Description of the Components of the TOE

The TOE is composed of the Load Balancer Softwaceess Gateway Software, Web Application
Firewall Software, and the Application Delivery Metrking Platform (NetScaler 9010-FIPS [FIPS], MPX
7000 Series, MPX 9000 Series, MPX 10000 SeriesM#n¥12000 Series hardware appliances).

1.5 TOE Environment

The TOE environment consists of the following:

e Administrator console and workstation for managetmen

« Application server(s)

» Syslog server (optional)

* VPN client(s)

* Networks (including the Internet and the Corpof@iéce Network)
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«  Authentication server (RADIUSLDAP®)

The TOE is intended to be deployed in a physicsdigure cabinet, room or data center with the apjatap
level of physical access control and physical prtite (e.g. fire control, locks, alarms, etc.). eThOE is
intended to be managed by administrators operatinigr a consistent security policy.

The TOE is meant to optimize and protect data tirmydrom a WAN (including the internet) to a LAN.
For the TOE to operate correctly, all optimized gndtected traffic must traverse the TOE, and t0&T
must be connected to the network in the appropdaptoyment configuration. The TOE environment is
required to provide for this configuration.

The TOE is managed through a serial CLI and a vwasdeth Graphical User Interface (GUI).
Administrators must access these interfaces fromséed workstation that supports SSH and a web
browser. The CLI and web GUI are part of the TAHe administrator accesses the CLI through an SSH
client or serial connection and the web GUI throagdtandard web browser.

1.6 TOE Description

This section primarily addresses the physical agithl components of the TOE included in the
evaluation.

1.6.1 Physical Scope

Figure 2 illustrates the physical scope and thesiglay boundary of the overall solution and tiesstbgr all
of the components of the TOE.

The TOE is an application performance acceletatanning on a NetScaler 9010-FIPS [FIPS], MPX 7000
Series, MPX 9000 Series, MPX 10000 Series, and MPRBQ Series hardware appliance. The TOE is
installed between a LAN and a WAN as depicted guFé 2.

1.6.1.1 TOE Appliance Hardware

The TOE software runs on a NetScaler 9010-FIPSSFIMPX 7000 Series, MPX 9000 Series, MPX
10000 Series, and MPX 12000 Series hardware apgliafable 2 specifies the hardware specificatfons
the proper operation of the TOE.

Table 2 - TOE Hardware Specifications

Category Requirement ‘

8 Remote Authentication Dial In User Service
° Lightweight Directory Access Protocol

19 The developer refers to the TOE as a Load Balascethe title of the ST and of the TOE includés th
terminology.
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Category Requirement ‘

9010-FIPS [FIPS] » Single Processor, 2U unit.
e 2 gigabytes (GB) of memory.

« System throughput of 2 gigabits per second (Gbps).

MPX 7000 and 9000 ¢ Multi-core processor, 1U unit

Series
* 8GB of memory.

¢ System throughput ranging from 1-3 Gbps.

MPX 10000 and e Multi core processor, 2U unit.

12000 Series
¢ 16GB of memory.

¢ System throughput ranging from 5-8 Gbps.

1.6.1.2 Guidance Documentation

The following guides are required reading and pathe TOE:

» Citrix NetScaler Hardware Installation and Setupd8(Citrix© NetScaler© 9.1
» Citrix NetScaler Command Reference Guide Citrix@$éaler© 9.1
» Citrix NetScaler v9.1 Guidance Supplement [AGD Supp

1.6.2 Logical Scope

The logical boundary is shown in Figure 2 aboveer€ are several logical components of the TOE: the
9010-FIPS [FIPS], MPX 7000 Series, MPX 9000 Sef#2X 10000 Series, or MPX12000 Series
Application Delivery Networking Platform, the Lo&hlancer Software, the Access Gateway Software,
and the Web Application Firewall Software. Thesenponents work together to provide the TOE Security
Functions (TSFs).

The TOE's logical boundary includes all of the TSHhe SFRs implemented by the TOE are usefully
grouped under the following Security Function Césss

e FAU Security Audit

e FDP User Data Protection

* FIA Identification and Authentication
e FMT Security Management

e FPT Protection of the TSF

These functions are discussed in detail below.

Citrix NetScaler Platinum Edition Load Balancer Version 9.1 Page 14 of 75
© 2010 Citrix Systems, Inc.

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version | March 23,2010

1.6.2.1 Security Audit

The Security Audit function provides the generatistoring, and review of audit records. Audit diata
generated by the TOE and stored locally. The T@frols access to the audit data and protecterit fr
unauthorized deletion or modification. The auditadis presented to TOE users in a manner suifable
human readability and portions of the audit rec@mdssearchable.

1.6.2.2 User Data Protection

The TOE enforces three Security Functional Poli¢8#5Ps): the Administrator Access Control SFP, the
VPN Access Control SFP, and the VPN InformationiF@ontrol SFP. These SFPs are enforced on
subjects, objects and operations. The TOE ensha¢®perations between subjects on objects tHat fa
under these SFPs are regulated by the TOE basi @niteria defined by the SFPs.

1.6.2.3 Identification and Authentication

Identification and authentication is performed agauser information stored locally on the TOE ser
information stored on an external RADIUS or LDAM&e. The TOE ensures that users and
administrators are identified and authenticatedrgo any use of the TOE functions. The TOE sufgpor
authentication via username and password combirstio

1.6.2.4 Security Management

The TOE maintains four vendor-defined roles: reatjsooperator, network, and superuser. It alsovas|
custom roles to be defined by administrators. &€hetes (which are commonly referred to as
“administrators” throughout this document) havdatint levels of access to TSF data, security fanst
and security attributes. After successful autlwaiton to the TOE, administrators can access dy t
management functions to which their roles granttiaecess.

1.6.2.5 Protection of the TSF

The TOE provides a reliable time stamp mechanignitsmwn use.

1.6.3 Product Physical/Logical Features and Functionality not
included in the TOE

The TOE includes the following features:

* Load Balancing Virtual Servers
* SSLVPN
» Application Firewall

The following features are excluded from the TOE:

e Content Switching
* Content Rewrite
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» Caching

» Compression

 Web Logging

e Layer 3 Routing

» Load Balancing between NetScaler appliances

In addition, any other features or functionalityt neentioned explicitly in Sections 1.4 and 1.6 exeluded
from the TOE.
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2 Conformance Claims

This section provides the identification for any ,Gotection Profile (PP), and EAL package confaroea
claims. Rationale is provided for any extensionaugmentations to the conformance claims. Ralgona
for CC and PP conformance claims can be found ati@e8.1.

Table 3 —= CC and PP Conformance

(ol [ LY NG [l Common Criteria for Information Technology Security Evaluation, Version 3.1,
((e{o) N [ [1d1{T:T4o] Ml Revision 3, September 2007[CC]; CC Part 2 conformant; CC Part 3

ET L Mol 1} {13 ET [l conformant; PP claim (none); Parts 2 and 3 Interpretations of the CEM as of
2009/07 were reviewed, and no interpretations apply to the claims made in this
ST.

PP ldentification None

Evaluation EAL2 augmented with ALC_FLR.2
Assurance Level
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3 Security Problem

This section describes the security aspects oftk@onment in which the TOE will be used and the
manner in which the TOE is expected to be employegdrovides the statement of the TOE security
environment, which identifies and explains all:

» Known and presumed threats countered by eithef @ie or by the security environment
» Organizational security policies with which the T@tast comply

« Assumptions about the secure usage of the TORidimg} physical, personnel and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to the IT asagainst which protection is required by the T@Bythe
security environment. The threat agents are divide two categories:

» Attackers who are not TOE users: They have pulii@kedge of how the TOE operates and are
assumed to possess a basic skill level, limiteduregs to alter TOE configuration settings or
parameters, and no physical access to the TOE.

e TOE users: They have extensive knowledge of hoWwtDE operates and are assumed to possess a
high skill level, moderate resources to alter T@Rfiguration settings or parameters, and physical
access to the TOE. (TOE users are, however, assoat¢o be willfully hostile to the TOE.)

Both are assumed to have a basic level of motimatithe IT assets requiring protection are the daga
and system data saved on or transitioning throhglTOE and the hosts on the protected network.
Removal, diminution, and mitigation of the threats through the objectives identified in SectionThe
following threats are applicable:

Table 4 — Threats

Name Description

T.ACCESSINT A user may gain unauthorized access to internal network resources.

T.ACCESSTOE A user may gain unauthorized access to security data on the TOE.

T.AVAIL An authorized user may not be able to utilize NetScaler services due
to physical tampering of the TOE or the network.
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Name Description

T.MASQUERADE A user or process may masquerade as another entity in order to gain
unauthorized access to data or TOE resources.

T.MODCONF An attacker or unauthorized user may modify a user’s configuration.
This covers: modification of the user’s set of permitted internal
network resources modification of configuration data associated with
a user.

T.TAMPERING A user or process may be able to bypass the TOFE’s security
mechanisms thereby compromising TOE user or system data.

3.2 Organizational Security Policies

No organizational security policies apply to theH.O

3.3 Assumptions

This section describes the security aspects ahteaded environment for the evaluated TOE. The
operational environment must be managed in accoadaith assurance requirement documentation for
delivery, operation, and user guidance. The falhavwspecific conditions are required to ensure the
security of the TOE and are assumed to exist iarsironment where this TOE is employed.

Table 5 — Assumptions

Name Description

A.CRYPTO The TOE environment will ensure that the TOE stored cryptographic
data is protected against tampering.

A.DISCLOSE Users and administrators will not disclose their passwords.

A.EXTERNAL The external authentication servers are operating correctly and
securely. Data transmitted between the TOE and the external
servers is protected from tampering by un-trusted subjects during
transfer to the external server, during storage on the external server,
and during transmission to the TOE from the external server.
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Description

A.INSTALL The TOE has been installed and configured according to the
appropriate installation guides, and all traffic between the internal and
external networks flows through it.

A.LOCATE The TOE is located within a controlled access facility which restricts
physical access to the appliance to authorized persons only, and
provides uninterruptible power, air conditioning, and all other
conditions required for reliable operation of the hardware.

A.MANAGE There is one or more competent individual (administrator) assigned
to manage the TOE and the security of the information it contains.

A.NETCON The TOE environment provides the required network connectivity
and the connectivity is protected from tampering. TOE Management
will only be performed from the internal protected network.

A.NOEVIL The users who manage the TOE are non-hostile, appropriately
trained, and follow all guidance.

A.PASSWORDS Administrators and users will set passwords of at least eight
characters that are not dictionary words or combinations of
dictionary words, using a combination of uppercase, lowercase,
numeric, and symbolic characters.
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4 Security Objectives

Security objectives are concise, abstract statesyarihe intended solution to the problem defingdhe
security problem definition (see Section 3). Thedf security objectives for a TOE form a highdev
solution to the security problem. This high-leselution is divided into two part-wise solutiontie
security objectives for the TOE, and the securiijeotives for the TOE’s operational environmenhisT
section identifies the security objectives for TR@E and its supporting environment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE ardodisws:

Table 6 — Security Objectives for the TOE

Name Description

O.ADMIN The TOE must include a set of functions that allow management of its
functions and data, ensuring that TOE users with the appropriate
privileges and only those TOE users, may exercise such control.

O.AUDIT The TOE must record the actions taken by administrators (except
actions performed at the underlying FreeBSD shell), prevent
unauthorized deletion of the audit records stored on the TOE, and
provide the authorized administrators with the ability to review the
audit trail.

O.AUTHENTICATE The TOE must be able to identify and authenticate administrators
prior to allowing access to TOE administrative functions and data.

O.INTACC The TOE must allow access to internal network resources only as
defined by the VPN User Access Control SFP and the VPN User
Information Flow Control SFP.

O.EXTACC The TOE must allow access to external IT entities sending or
receiving traffic through the TOE only as defined by the Web
Application Firewall Information Flow Control SFP.

O.TIME The TOE must provide reliable timestamps for its own use.
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4.2 Security Objectives for the Operational
Environment

The following section describes the security oljest that must be met by the TOE operational
environment.

4.2.1 IT Security Objectives

The following IT security objectives are to be séid by the environment:

Table 7 - IT Security Objectives

Name Description

OE.CONNECT The TOE environment must provide network connectivity to the
TOE. The network connection to the TOE must be reliable.

OE.EXTERNAL The TOE environment must ensure any authentication data in the
environment are protected and maintained.

OE.CRYPTO The TOE environment must ensure that the stored cryptographic
data is protected against tampering.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectivare to be satisfied without imposing technical
requirements on the TOE. That is, they will na@juiee the implementation of functions in the TOE
hardware and/or software. Thus, they will be §atislargely through application of procedural or
administrative measures.

Table 8 — Non-IT Security Objectives

Description

NOE.AC The TOE environment must regulate the temperature of the facility
where the TOE is located so no damage is caused by heat or cold.
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Description

NOE.CREDENTIALS

Users and administrators will set secure passwords and will protect
their access credentials.

NOE.INSTALL

Those responsible for the TOE must ensure that the TOE is
delivered, installed, managed, and operated in a manner which is
consistent with common IT security policies. The TOE must be
installed such that all traffic between the internal and external
networks flows through it.

NOE.MANAGE

Sites deploying the TOE will provide competent, non-hostile TOE
administrators who are appropriately trained and follow all
administrator guidance. TOE administrators will ensure the system is
used securely. The reliability of the TOFE’s timestamps will be ensured
via periodic manual checks by the TOE administrator.

NOE.PHYSICAL

The physical environment must be suitable for supporting a computing
device in a secure setting.

NOE.POWER

The TOE environment must provide the electricity necessary to the
TOE to function. The power to the TOE must be reliable and
protected from surges and disconnects.
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5 Extended Components

This section defines the extended SFRs and extéBd&s met by the TOE. These requirements are
presented following the conventions identified acfon 6.1.

5.1 Extended TOE Security Functional
Components

No extended TSF components apply to the TOE.
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6 Security Requirements

This section defines the SFRs and SARs met by @. TThese requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8lis Selected presentation choices are discussedde
aid the Security Target reader.

The CC allows for assignment, refinement, seleciod iteration operations to be performed on sgcuri
functional requirements. All of these operatiores ased within this ST. These operations are pmed
as described in Part 2 of the CC, and are shoviollasys:

» Completed assignment statements are identifiedyyalicized text within bracke}ls

» Completed selection statements are identified uginderlined italicized text within brackéts

» Refinements are identified usibgld text. Any text removed is stricken (Example-TFSF-Datad
should be considered as a refinement.

« Extended Functional and Assurance Requirementslantified using “EXT_" at the beginning of
the short name.

 lIterations are identified by appending a lettepamentheses following the component title. For
example, FAU_GEN.1(a) Audit Data Generation wouddlie first iteration and FAU_GEN.1(b)
Audit Data Generation would be the second iteration

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. $hidtion organizes the SFRs by CC class. Table 9
identifies all SFRs implemented by the TOE anddaths the ST operations performed on each
requirement.

Table 9 — TOE Security Functional Requirements

Name Description S A R 1
FAU_GEN.| Audit data generation v 4
FAU_SAR.| Audit review 4
FAU_SAR.3 Selectable audit review v 4
FAU_STG.I Protected audit trail storage v
Citrix NetScaler Platinum Edition Load Balancer Version 9.1 Page 25 of 75

© 2010 Citrix Systems, Inc.

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version |

March 23,2010

Description

FDP_ACC.I(a) |Subset access control v
FDP_ACC.I(b) |Subset access control v
FDP_ACF.1(a) | Security attribute based access control v
FDP_ACF.l(b) | Security attribute based access control v
FDP_IFC.I(a) Subset information flow control

FDP_IFC.I(b) Subset information flow control

FDP_IFF.1(a) Simple security attributes

FDP_IFF.1(b) Simple security attributes

FIA_UAU.2 User authentication before any action

FIA_UID.2 User identification before any action

FMT_MOF.| Management of security functions behaviour

FMT_MSA.I Management of security attributes v
FMT_MSA.3(a) | Static attribute initialisation v
FMT_MSA.3(b) |Static attribute initialisation v
FMT_MSA.3(c) | Static attribute initialisation v
FMT_MSA.3(d) |Static attribute initialisation v
FMT_MTD.I Management of TSF data v
FMT_SMF.1 Specification of management functions
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Description

FMT_SMR.I  |Securityroles | |v

FPT_STM.I Reliable timestamps 4

Note: S=Selection; A=Assignment; R=Refinement;drdtion
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6.2.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redatiedollowing auditable events:
= Start-up and shutdown of the audit functions;
= All auditable events, for thept specified] level of audit; and
= [All administrator-executed commands (includingddilogin attempts).
FAU_GEN.1.2
The TSF shall record within each audit record astehe following information:

= Date and time of the event, type of event, subginttity (if applicable), and the
outcome (success or failure) of the event; and

= For each audit event type, based on the auditaelet eefinitions of the
functional components included in the PP/Sig[IP address of the uskr.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_SAR.1 Audit review
Hierarchical to: No other components.
FAU_SAR.1.1

The TSF shall providenptwork, super user, and additional custom defirndels as defined by an
administratof with the capability to reada]l audit informatior} from the audit records.

FAU_SAR.1.2

The TSF shall provide the audit records in a maso#able for the user to interpret the
information.

" There is only one level of audit.
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Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.3 Selectable audit review
Hierarchical to: No other components.
FAU_SAR.3.1

The TSF shall provide the ability to appbeprchekof audit data based okgywords through the
CLI and GUI]

Dependencies: FAU_SAR.1 Audit review

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU_STG.1.1
The TSF shall protect the stored audit recordhéraudit trail from unauthorised deletion.
FAU_STG.1.2

The TSF shall be able tprevent unauthorised modifications to the stored audiorés in the
audit trail.

Dependencies: FAU_GEN.1 Audit data generation
: Apphcatlon Note: Since the TOE audit logs mighttain sensitive data critical to the security oéﬂﬁOE .
; the TOE administrator must ensure that only authentiadministrators have access to the audit logher
1 TOE and any backups of the audit logs that migtst eutside of the TOE. If a backup of the audlifslis
I created (for example, to an external syslog sentbg administrator must ensure that the audit lags 1
| protected from disclosure to non-TOE administratusing transmission and storage. 1
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6.2.2 Class FDP: User Data Protection

FDP_ACC.1(a) Subset access control — Administratokccess Control
Hierarchical to: No other components.

FDP_ACC.1.1(a)

The TSF shall enforce thé&diministrator Access Control SFBn [the following:

Subjects:

= Administrators
Objects:

= Commands
Operations:

= Execut¢

Dependencies: FDP_ACF.1 Security attribute based aess control

FDP_ACC.1(b) Subset access control — VPN Access Qmh
Hierarchical to: No other components.
FDP_ACC.1.1(b)
The TSF shall enforce th& PN Access Control SF®n [the following:
[Subjects:
= VPN Clients
Objects:
= VPN connections
Operations:
= Establish

= Disconnedt
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Dependencies: FDP_ACF.1 Security attribute based aess control

FDP_ACF.1(a) Security attribute based access contre Administrator Access Control
Hierarchical to: No other components.
FDP_ACF.1.1(a)
The TSF shall enforce thé&diministrator Access Control SFB® objects based on the following:
[Subjects:
= Administrators
Subject Attributes:
» Roles assigned to administrators or assigned ta@ministrator’s group
Objects:
= Commands
Object Attributes:
= Nonqd
FDP_ACF.1.2(a)

The TSF shall enforce the following rules to det@erif an operation among controlled subjects
and controlled objects is allowed:

» [The administrator is granted execute permission docommand if the administrator is
assigned a role or is a member of a group whidissigned a role that:

a. contains an allow policy for the command and

b. the role is a higher priority than any other appiie role containing a deny policy
for that command.

e The administrator is not granted execute permiss@mna command if the administrator is
assigned a role or a member of a group which isgassl a role that:

a. contains a deny policy for the command and

b. the role is a higher priority than any other appllide role containing an allow
policy for that command.
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* The administrator is not granted execute permiss@mna command if the administrator is
not:

a. assigned a role that contains an allow or deny @ofor the command and

b. is not a member of a group which is assigned a tiode contains an allow or deny
policy for the command.

« If two (or more) applicable policies have the sapmerity, then the policy which is loaded
first in the set of policies is applied to the coamu)

FDP_ACF.1.3(a)

The TSF shall explicitly authorise access of sulsjéz objects based on the following additional
rules:

[All administrators are given execute permissiothi® following commands:

» show cli attribute
» clear cli prompt

o alias

e unalias
* help

e history
e quit

e exit

* whoami
« config

» setclimode

» show cli mode
» setcli prompt

» show cli prompt

]

FDP_ACF.1.4(a)
The TSF shall explicitly deny access of subjectshijects based on the following additional rules

[Any administrator that is not assigned a role ared a member of any group that has
been assigned a role will be denied access tocalimands other than those listed in
FDP_ACF.1.3(a)

Dependencies: FDP_ACC.1(a) Subset access control
FMT_MSA.3(a) Static attribute initialization
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FDP_ACF.1(b) Security attribute based access contre- VPN Access Control
Hierarchical to: No other components.
FDP_ACF.1.1(b)
The TSF shall enforce th¥ PN Access Control SFRo objects based on the following:
[Subjects:
= VPN Clients
Subject Attributes:
= Username
= Password
= SSL Certificate attributes
= Source IP? address and/or subnet mask
Objects:
= VPN Connections
Object Attributes:
= Day and time accessiljle
FDP_ACF.1.2(b)

The TSF shall enforce the following rules to deti@earif an operation among controlled subjects
and controlled objects is allowed:

[If the user supplies the correct credentials, igni in the configured database, and is
logging in at an acceptable day and time, the usgranted establish rights.

Else, the user is denied establish rights.

A user is given disconnect to a VPN connection dhhe is the owner of the VPN
connection.

12 Internet Protocol
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FDP_ACF.1.3(b)

The TSF shall explicitly authorise access of sulsjéz objects based on the following additional
rules:

= [No additional ruleg.
FDP_ACF.1.4(b)
The TSF shall explicitly deny access of subjectshij@cts based on the following additional rules:
= [No additional ruleq.

Dependencies: FDP_ACC.1(b) Subset access control
FMT_MSA.3(b) Static attribute initialization

FDP_IFC.1(a) Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1(a)
The TSF shall enforce th& PN Information Flow Control SHRN [the following:
[Subjects:
= VPN Clients
Information:
= Internal Network Resources
Operation:
= Accesh

Dependencies: FDP_IFF.1(a) Simple security attrities

FDP_IFC.1(b) Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1(b)

The TSF shall enforce th&Meb Application Firewall Information Flow ControF8] on [the
following:
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Subjects:
= Internal or external IT entities sending or recewitraffic through the
TOE,
Information:
= network traffic flowing through the TOE, and
Operation:

= Accesh

Dependencies: FDP_IFF.1(b) Simple security attribies

FDP_IFF.1(a) Simple security attributes
Hierarchical to: No other components.
FDP_IFF.1.1(a)

The TSF shall enforce th¥ PN Information Flow Control SHbased on the following types of
subject and information security attributes:

[Subjects:
= VPN Clients
Subject Attributes:
= Username
= Group
Information:
» Internal Network Resources
Information Attributes:
Server IP address and port number
Intranet domaiih

FDP_IFF.1.2(a)
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The TSF shall permit an information flow betweecoatrolled subject and controlled information
via a controlled operation if the following rulesld:

= [The user has been granted access to the resourae bgministrator or

= The user is a member of a group that has been gdaatcess to the resource by
an administratoq

FDP_IFF.1.3(a)
The TSF shall enforce the
[no additional information flow control SFP rulgs
FDP_IFF.1.4(a)
The TSF shall explicitly authorise an informatidomi based on the following rules:
[no additional ruleg
FDP_IFF.1.5(a)
The TSF shall explicitly deny an information flowsed on the following rules:

[no additional ruleg

Dependencies: FDP_IFC.1(a) Subset information flowontrol
FMT_MSA.3(a) Static attribute initialization

FDP_IFF.1(b) Simple security attributes
Hierarchical to: No other components.
FDP_IFF.1.1(b)

The TSF shall enforce th&Vfeb Application Firewall Information Flow ControF8] based on
the following subject security attributes and imhation security attributes:

[Subjects:
= Internal or external IT entities
Subject Attributes:

= Source Uniform Resource Locator (URL)

Citrix NetScaler Platinum Edition Load Balancer Version 9.1 Page 36 of 75
© 2010 Citrix Systems, Inc.

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version | March 23,2010

= Source IP address
Information:

= Network traffic

= |T resource (identified by destination IP address)
Information Attributes:

= Destination IP address

HTTP method used in the connection request
» URL tokens in the HTTP header

= HTTP version of the connection

HTTP header contents (including source and destindP addresses)

Length of the contents of the URL header
= URL header query
= Length of the URL header qugry
FDP_IFF.1.2(b)

The TSF shall permit an information flow betweecoatrolled subject and controlled information
via a controlled operation if the following rulesldi: [

1. The internal or external IT entity has been grardedess to the resource by an
administrator based on the subject attributes and

2. the network traffic information originating fromehnternal or external IT entity has
been granted access by an administrator based @imformation attributéels

FDP_IFF.1.3(b)
The TSF shall enforce the

= [default condition of denying traffic that has nokelm authorized by an
administrator]

FDP_IFF.1.4(b)
The TSF shall explicitly authorise an informatidovi based on the following rules:

= [No additional ruled.
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FDP_IFF.1.5(b)

The TSF shall explicitly deny an information flowtlveen a controlled subject and controlled
information via a controlled operation based onfttlewing rules: [

1. The internal or external IT entity has been denmrtess to the resource by an
administrator based on the subject attributes or

2. the network traffic information originating from éhinternal or external IT entity has
been denied by an administrator based on the irdition attributes

Dependencies: FDP_IFC.1(b) Subset information flowontrol
FMT_MSA.3(d) Static attribute initialization
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6.2.3 Class FIA: Identification and Authentication

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_UAU.2.1

The TSF shall require each user to be successfuthenticated before allowing any other TSF-
mediated actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification
FIA_UID.2.1

The TSF shall require each user to be successdidhtified before allowing any other TSF-
mediated actions on behalf of that user.

Dependencies: No dependencies

Citrix NetScaler Platinum Edition Load Balancer Version 9.1 Page 39 of 75
© 2010 Citrix Systems, Inc.

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version |

March 23,2010

6.2.4 Class FMT: Security Management

The table below represents the access controbxfatrthe NetScaler administrator roles.

in the definition of FMT_MOF.1, FMT_MSA.1, and FMMTD.1.

Role

Security
Attributes

Table 10 - FMT Access Control Matrix

read-only

operator

superuser

It issrefhced

Administrator Create, delete, | As defined
roles query, modify

Administrator Create, delete, | As defined
groups query, modify

Role policies Create, delete, | As defined
query, modify

Role priorities Create, delete, | As defined
query, modify

VPN user groups | Query Query, modify Create, delete, |Create, delete, | As defined
query, modify query, modify

VPN user Query Query, modify Create, delete, |Create, delete, | As defined
permissions query, modify query, modify

Web Application | Query Query, modify Create, delete, |Create, delete, | As defined

Firewall
permissions

Functions

query, modify

query, modify

SSL VPN Determine the |Determine the Determine the |Determine the | As defined
behaviour of behaviour of behaviour of, behaviour of,
modify the modify the
behaviour of behaviour of
Web Application | Query the Modify the Determine the | Determine the | As defined
Firewall behaviour of behaviour of behaviour of, behaviour of,
modify the modify the
behaviour of behaviour of
Audit Determine the |Determine the Determine the |Determine the | As defined

behaviour of

behaviour of

behaviour of

behaviour of,
modify the
behaviour of
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Role read-only operator network superuser custom
defined
role

Security
Attributes
TSF Data
Audit data Query, delete | As defined
Administrator Create, delete, | As defined
accounts query, modify
VPN user Query Create, delete, Create, delete, |Create, delete, | As defined
accounts query, modify query, modify query, modify
Web Application Create, delete, |Create, delete, | As defined
Firewall Subject query, modify query, modify
Attributes

1 Note regarding Access Control Matrix: “nsroot” (deflt administrator account) and “superuser” are the

I only accounts allowed to access the Audit dataSeaure Shell File Transfer Protocol (SFTP) or Secur

I Copy ( SCP) protocols — all other accounts willdenied access. The nsroot account provides comblete
' access to all features of the NetScaler.

FMT_MOF.1 Management of security functions behaviou
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tdgtermine the behaviour of or modify the behavaflithe
functions Jisted in Table 10 aboVyeo [the administrator roles listed in Table 10 abhve

Dependencies: FMT_SMF.1 Specification of managemefiunctions

FMT_SMR.1 Security roles

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1

The TSF shall enforce thé&diministrative Access Control SF® restrict the ability toduery,
modify, delete, or creats specified in Table 10 abovehe security attributedi§ted inTable 10
abové to [the administrative roles outlined in Table 10 above
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Dependencies: FDP_ACC.1 Subset access control or
FDP_IFC.1Subset information flow control
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.3(a) Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1(a)

The TSF shall enforce thé&diministrative Access Control SF® provide festrictivd default
values for security attributes that are used toreefthe SFP.

FMT_MSA.3.2(a)

The TSF shall allow thespiperuser and authorised custom defined idlespecify alternative
initial values to override the default values wiaenobject or information is created.

Dependencies: FMT_MSA.1 Management of security atibbutes
FMT_SMR.1 Security roles

FMT_MSA.3(b) Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1(b)

The TSF shall enforce th¥ PN Access Control SFRo provide festrictivd default values for
security attributes that are used to enforce tHe. SF

FMT_MSA.3.2(b)

The TSF shall allow thenptwork, superuser and authorised custom definktjrto specify
alternative initial values to override the defardtues when an object or information is created.

Dependencies: FMT_MSA.1 Management of security atibbutes
FMT_SMR.1 Security roles

FMT_MSA.3(c) Static attribute initialisation

Hierarchical to: No other components.
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FMT_MSA3.1(c)

The TSF shall enforce th& PN Information Flow Control SHRo provide [estrictivd default
values for security attributes that are used toreefthe SFP.

FMT_MSA.3.2(c)

The TSF shall allow thesiperuser and authorised custom defined idl@specify alternative
initial values to override the default values wlaenobject or information is created.

Dependencies: FMT_MSA.1 Management of security atibbutes
FMT_SMR.1 Security roles

FMT_MSA.3(d) Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1(d)

The TSF shall enforce th&Mfeb Application Firewall Information Flow ControF8] to provide
[restrictivd default values for security attributes that aredu® enforce the SFP.

FMT_MSA.3.2(d)

The TSF shall allow thenptwork, superuser and authorised custom definktjrto specify
alternative initial values to override the defardtues when an object or information is created.

Dependencies: FMT_MSA.1 Management of security atibbutes
FMT_SMR.1 Security roles

FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1

The TSF shall restrict the ability tguery, modify, delete, or creats specified in Table 10
abovd the [TSF data listed in Table 10 abdue [the administrative roles listed in Table 10
abov@.

Dependencies: FMT_SMF.1 Specification of managemefinctions

FMT_SMR.1 Security roles
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FMT_SMF.1  Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1
The TSF shall be capable of performing the follaysecurity management functions:

= [Query and modify administrator roles, administraémcounts, administrator
groups, administrator role policies, and adminigtrarole priorities.

=  Query and modify VPN user accounts, VPN user groams$ VPN user
permissions.

= Query and delete audit records.
= Modify (enable and disable) SSL VPN functionality.
= Modify (enable and disable) Web Application FireMfahctionality]

Dependencies: No Dependencies

FMT_SMR.1  Security roles
Hierarchical to: No other components.
FMT_SMR.1.1

The TSF shall maintain the rolag&d-only, operator, network, superuser, and custiefined
roles defined by an administrajor

FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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6.2.5 Class FPT: Protection of the TSF

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
FPT_STM.1.1
The TSF shall be able to provide reliable time stsfor its own use

Dependencies: No dependencies
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6.3 Security Assurance Requirements

This section defines the assurance requirementhdof OE. Assurance requirements are taken frem th
CC Part 3 and are EAL2 augmented with ALC_FLR.2bl€ 11 — Assurance Requirements summarizes
the requirements.

Table I | — Assurance Requirements

Assurance Requirements

Class ASE: Security Target ASE_CLL.l Conformance Claims
Evaluation

ASE_ECD.| Extended components definition
ASE_INT.I ST introduction
ASE_OB]J.2 Security objectives

ASE_REQ.2 Delivered security requirements

ASE_SPD.| Security problem definition

ASE_TSS.I TOE Summary specification
Class ALC : Life Cycle Support ALC_CMC.2 Use of a CM system
ALC_CMS.2 Parts of the TOE CM coverage
ALC_DEL.| Delivery Procedures

ALC_FLR.2 Flaw reporting procedures

Class ADV: Development ADV_ARC.I Security Architecture Description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.| Basic design
Class AGD: Guidance documents AGD_OPE.| Operational user guidance

AGD_PRE.| Preparative procedures
Class ATE: Tests ATE_COV.I Evidence of coverage

ATE_FUN.I Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis
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7 TOE Specification

This section presents information to detail howTiEE meets the functional requirements described in
previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assacaéiscriptions correspond to the security functions
Hence, each function is described by how it spedlify satisfies each of its related requiremertsis
serves to both describe the security functionsratidnalize that the security functions satisfy the
necessary requirements.

Table 12 — Mapping of TOE Security Functions to Security Functional Requirements

TOE Security Function SFR ID Description
Security Audit FAU_GEN.I Audit data generation
FAU_SAR.I Audit review
FAU_SAR.3 Selectable audit review
FAU_STG.I Protected audit trail storage
User Data Protection FDP_ACC.1(a) Subset access control
FDP_ACC.I(b) Subset access control
FDP_ACF.I(a) Security attribute based access
control
FDP_ACF.I(b) Security attribute based access
control
FDP_IFC.I(a) Subset information flow control
FDP_IFC.I(b) Subset information flow control
FDP_IFF.1(a) Simple security attributes
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TOE Security Function Description
FDP_IFF.1(b) Simple security attributes
Identification and Authentication FIA_UAU.2 User authentication before any
action
FIA_UID.2 User identification before any
action
Security Management FMT_MOF.| Management of security functions
behaviour
FMT_MSA.I Management of security attributes
FMT_MSA.3(a) Static attribute initialisation
FMT_MSA.3(b) Static attribute initialisation
FMT_MSA.3(c) Static attribute initialisation
FMT_MSA.3(d) Static attribute initialisation
FMT_MTD.I Management of TSF data
FMT_SMF.1 Specification of management
functions
FMT_SMR.I Security roles
Protection of the TSF FPT_STM.I Reliable timestamps

7.1.1 Security Audit

Administrators access the TOE either through thé @Lthe NetScaler Configuration Utility. The TOE
generates audit records for commands executedtlver @f these interfaces. The audit contents sbsi

the identification of the administrator who perfa@unthe operation, the IP address of the machine if
connecting remotely, the date and time of the evinat exact command (with selected options) that th

Citrix NetScaler Platinum Edition Load Balancer Version 9.1 Page 48 of 75
© 2010 Citrix Systems, Inc.

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version | March 23,2010

administrator attempted to execute, and an indinatf the success or failure of the command.
(FAU_GEN.1)

The audit records are stored on the TOE in “/vgsld The TOE protects the audit records so that the
authorized administrators (those with the nsroopesuser, or a custom allowed role) can read aztelel
them. (FAU_STG.1)

The TOE provides the capability to read the auedords through the CLI and through the NetScaler
Configuration Utility. Searches of the audit red®based on keywords can also be performed thrihegh
CLI by utilizing the grep command. Searches ofdhdit records can also be performed through thé GU
Configuration Applet. The GUI Configuration Appkeiftows administrators to filter messages basethen
module, event type and severity. In addition, éhisra Search string facility for the message aligvit to

be searched on any field contained in the messagading: Command, Remote_ip, Status, and User.
(FAU_SAR.1, FAU_SAR.3, FMT_MTD.1, FMT_SMF.1)

TOE Security Functional Requirements Satisfied: FAU GEN.1, FAU_SAR.1, FAU_SAR.1,
FAU_SAR.3, FAU_STG.1, FMT_MTD.1, and FMT_SMF.1

7.1.2 User Data Protection
The TOE enforces the following SFPs:

7.1.2.1 Administrator Access Control SFP

The Administrator Access Control SFP is applieddainistrators when they access the NetScaler gifrou
the CLI or the NetScaler Configuration Utility. IP_ACC.1(a))

Administrators are assigned roles or are membergrofips that have roles assigned to them. An
administrator or group may have more than one asdigole and an administrator may belong to more
than one group. There are four roles predefinethbyNetScalersuperusernetwork operator, andread-
only. Administrators in the superuser role can alséindecustom roles and assign these roles to
administrators and groups. The administrator'e mtermines which commands the administrator can
execute. Roles are assigned priorities on per asdrper group basis. Priority is given first tdes
assigned directly to the administrator then tos@ssigned to the administrator’'s groups. (FDP_AGH)

The following rules apply:

» The administrator is grantegkecutepermission for a command if the administrator is
assigned a role or is a member of a group whidssgned a role that: (a) contains an
allow policy for the command and (b) is a higher priothhan any other applicable role
containing adenypolicy for that command.

» The administrator is not grantestecutepermission for a command if the administrator is
assigned a role or a member of a group which igaad a role that: (a) containgddany
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policy for the command and (b) is a higher priorihan any other applicable role
containing arallow policy for that command.

» The administrator is not grantestecutepermission for a command if the administrator is
(a) not assigned a role that containalow or denypolicy for the command and (b) not
a member of a group which is assigned a role thatiains arallow or denypolicy for the
command.

» All administrators are giveaxecutepermission to the command “help.”

* Any administrator that is not assigned a role amidanmember of any group that has been
assigned a role will be denied access to all athermands.

e If two (or more) applicable policies have the sapmmrity, then the policy which is
loaded first in the set of policies is appliedte tommand. (FDP_ACF.1(a))

7.1.2.2 VPN Access Control SFP

If configured, the SSL VPN Access Control SFP calst’/PN users establishing VPN connections to the
NetScaler. (FDP_ACC.1b)

Users can be authenticated based on their usermmssyword, client SSL certificate attributes, seufe
and netmask, and the day and time the user isrigdgi If a user supplies the correct credentihis,user
is allowed to establish a VPN connection. Otheewthe user is denied. Authentication data forsugse
either stored locally or in a remote authenticaserver. (FDP_ACF.1(b), FIA_UAU.2, FIA UID.2)

The user may terminate the connection by loggingoowelosing the VPN window. A user can disconnect
only his VPN connection. (FDP_ACF.1(b))

7.1.2.3 VPN Information Flow Control SFP

Once a user is authenticated and granted a VPNection by the SSL VPN Access Control SFP, the SSL
VPN Information Flow Control SFP controls accessitioy user to network resources. Network resources
include: intranet and extranet websites, shared ddiws file systems, and internal client/server
applications. (FDP_IFC.1(a))

The administrator configures which resources akmessgible to each user. If the user has been grante
access permission to a resource, they are allowedictess it. Otherwise the user is denied.
(FDP_IFF.1(a))

7.1.2.4 Web Application Firewall Information Flow Control SFP

The TOE only allows HTTP traffic that meets specifriteria to traverse itself. Any external IT ¢y
that sends or receives traffic through the TOE nbesable to meet the TOE Web Application Firewall's
communication criteria. (FDP_IFC.1(b))
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The external IT device is able to send and recénfermation through the TOE if it has been
administratively allowed to do so by being enabiled OE Web Application Firewall settings. Traffic
must possess the administratively-configured sigcard information attributes to pass through ti@ET
Web Application Firewall. If the external IT deei¢raffic has been granted access permission td @e
Web Application Firewall, they may pass trafficdbigh it. Otherwise the external IT device is ddnie
(FDP_IFF.1(b))

External IT devices are by default not allowed ¢ad traffic through the TOE Web Application Firelval
Administrators must authorise an external IT dewizesend traffic through the TOE Web Application
Firewall. These lists of authorizations comprise Web Application Firewall rules. (FDP_IFF.1(b))

TOE Security Functional Requirements Satisfied: FDPACC.1(a), FDP_ACC.1(b), FDP_ACF.1(a),
FDP_ACF.1(b), FDP_IFC.1(a), FDP_IFC.1(b), FDP_IFF.(a), FDP_IFF.1(b), FIA_UAU.2, and
FIA_UID.2.

7.1.3 ldentification and Authentication

Administrators access the TOE either through thel ©t the NetScaler Configuration Utility.
Identification and authentication is required falmanistrators accessing the TOE through eitherrfiate
before access is given to any of the TOE functiodsers access the TOE through the SSL VPN. Users
must also be identified and authenticated befoiegbgiven access to VPN tunnels on the TOE. ID$ an
passwords can be stored locally or on an exterA&lIRS or LDAP Server. (FIA_UAU.2, FIA _UID.2)

TOE Security Functional Requirements SatisfiedFIA_UAU.2 and FIA_UID.2.

7.1.4 Security Management

The TOE maintains four developer-defined administreoles and allows additional roles to be defibgd
authorized administrators through role policieBMT_SMR.1)

The TOE provides these administrators the abilidyperform management functions based on their
assigned roles. Access privileges to TSF data, attdbutes, and security functions for the diéier roles
are defined in Table 10 above. (FMT_MOF.1, FMT_MEAMT_MTD.1)

The management functions provided by the TOE are:

e« Query and modify administrator roles, administrarcounts, administrator groups,
administrator role policies, and administrator rot@rities.

e Query and modify VPN user accounts, VPN user groapd VPN user permissions.

e Query and delete audit records.

* Modify (enable and disable) SSL VPN functionality

* Modify (enable and disable) Web Application FireMfahctionality. (FMT_SMF.1)
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The TOE also manages the SFPs discussed in Séclichby providing restrictive default values faet
security attributes that are used to enforce thBsSFSpecific roles can override the default valaed
specify alternative initial values. (FMT_MSA.3(&MT_MSA.3(b), FMT_MSA.3(c), FMT_MSA.3(d))

TOE Security Functional Requirements SatisfiedFMT_MOF.1, FMT_MSA.1, FMT_MSA.3(a),
FMT_MSA.3(b), FMT_MSA.3(c), FMT_MTD.3(d), FMT_MTD.1 , FMT_SMF.1, and FMT_SMR.1.

7.1.5 Protection of the TSF

The TOE hardware provides timestamps for the TQEs. The timestamps are used to support the
Security Audit TSF and the User Data Protection TEHPT_STM.1)

TOE Security Functional Requirements SatisfiedFPT_STM.1.
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8

This section provides the rationale for the setectf the security requirements, objectives, assiomsp,
and threats. In particular, it shows that the sgcuequirements are suitable to meet the security
objectives, which in turn are shown to be suitdbleover all aspects of the TOE security environimen

Rationale

8.1 Conformance Claims Rationale

This Security Target conforms to Part 2 and PatttBe Common Criteria Standard for Information
Technology Security Evaluations, version 3.1, rienis3.

8.2 Extended Security Functional Requirements

No extended SFRs have been claimed in this SecLaityet.

8.3 Protection Profile Claims Rationale

There are no protection profile claims for this @&y Target.

8.4 Security Objectives Rationale

This section provides a rationale for the existeateach threat, policy statement, and assumptian t
compose the Security Target. Sections 8.4.1, 8ahd 8.4.3 demonstrate the mappings between the
threats, polices, and assumptions to the secunjgctves is complete. The following discussionvides
detailed evidence of coverage for each threatcpodind assumption.

8.4.1 Security Objectives Rationale Relating to Threats

Table 13 maps threats to objectives.

Table 13 — Threats:Objectives Mapping

Objectives Rationale
T.ACCESSINT NOE.CREDENTIALS NOE.CREDENTIALS ensures that
users will not share their
A user may gain unauthorized Users and administrators will set passwords, making it harder for
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Threats

Objectives

Rationale

access to internal network
resources.

secure passwords and will protect
their access credentials.

an unauthorized person gain
access to the TOE.

NOE.INSTALL

Those responsible for the TOE
must ensure that the TOE is
delivered, installed, managed, and
operated in a manner which is
consistent with common IT
security policies. The TOE must
be installed such that all traffic
between the internal and external
networks flows through it.

NOE.INSTALL ensures that the
TOE will be installed correctly
and configured securely. All
traffic between the internal and
external networks will flow

through the TOE.

NOE.MANAGE

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are
appropriately trained and follow
all administrator guidance. TOE
administrators will ensure the
system is used securely. The
reliability of the TOFE’s timestamps
will be ensured via periodic
manual checks by the TOE
administrator.

NOE.MANAGE ensures that the
TOE will be managed by
competent, non-hostile
administrators who will configure
the system securely to limit access
to the TOE and who will
periodically check the accuracy of
the TOFE’s timestamps.

O.INTACC

The TOE must allow access to
internal network resources only
as defined by the VPN User
Access Control SFP and the VPN
User Information Flow Control
SFP.

O.INTACC ensures that the TOE
limits access to internal network
resources to the authorized users.

O.EXTACC

The TOE must allow access to

O.EXTACC ensures that the TOE
limits communications between
itself and external IT entities
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Threats

Objectives

Rationale

external IT entities sending or
receiving traffic through the TOE
only as defined by the Web
Application Firewall Information
Flow Control SFP.

based on the Web Application
Firewall rules.

O.TIME

The TOE must provide reliable
timestamps for its own use.

O.TIME ensures that the TOE
maintains the correct time to be
used when the date and time are
determining factors for access.

T.ACCESSTOE

A user may gain unauthorized
access to security data on the
TOE.

O.ADMIN

The TOE must include a set of
functions that allow management
of its functions and data, ensuring
that TOE users with the
appropriate privileges and only
those TOE users, may exercise
such control.

O.ADMIN ensures that only
Administrators can access the

management functions for the
TOE.

NOE.CREDENTIALS

Users and administrators will set
secure passwords and will protect
their access credentials.

NOE.CREDENTIALS ensures that
Administrators will not share
their passwords, making it harder
for an unauthorized person gain
access to the TOE.

O.AUDIT

The TOE must record the actions
taken by administrators (except
actions performed at the
underlying FreeBSD shell),
prevent unauthorized deletion of
the audit records stored on the
TOE, and provide the authorized
administrators with the ability to
review the audit trail.

O.AUDIT ensures that events of
security relevance (such as access
to the TOE) are audited (except
actions performed at the
underlying FreeBSD shell).
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Threats

Objectives

OE.EXTERNAL

The TOE environment must
ensure any authentication data in
the environment are protected
and maintained.

Rationale

OE.EXTERNAL ensures that
authentication data is stored
securely outside of the TOE.

NOE.INSTALL

Those responsible for the TOE
must ensure that the TOE is
delivered, installed, managed, and
operated in a manner which is
consistent with common IT
security policies. The TOE must
be installed such that all traffic
between the internal and external
networks flows through it.

OE.INSTALL ensures that the
TOE will be installed correctly
and configured securely.

O.AUTHENTICATE

The TOE must be able to identify
and authenticate administrators
prior to allowing access to TOE
administrative functions and data.

O.AUTHENTICATE ensures that
Administrators identify and
authenticate themselves before
they are given access.

NOE.MANAGE

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are
appropriately trained and follow
all administrator guidance. TOE
administrators will ensure the
system is used securely. The
reliability of the TOFE’s timestamps
will be ensured via periodic
manual checks by the TOE
administrator.

NOE.MANAGE ensures that the
TOE will be managed by
competent, non-hostile
administrators who will configure
the system securely to limit access
to the TOE and who will
periodically check the accuracy of
the TOFE’s timestamps.
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Threats

Objectives

O.TIME

The TOE must provide reliable
timestamps for its own use.

Rationale

O.TIME ensures that the TOE has
the correct time when recording
audit records.

T.AVAIL

An authorized user may not be
able to utilize NetScaler services
due to physical tampering of the
TOE or the network.

NOE.AC

The TOE environment must
regulate the temperature of the
facility where the TOE is located
so no damage is caused by heat or
cold.

NOE.AC ensures that the TOFE’s
security mechanisms cannot be
bypassed by tampering with the
TOE environment’s temperature.

OE.CONNECT

The TOE environment must
provide network connectivity to
the TOE. The network
connection to the TOE must be
reliable.

OE.CONNECT ensures that the
TOE has a reliable network
connection.

NOE.PHYSICAL

The physical environment must be
suitable for supporting a
computing device in a secure
setting.

NOE.PHYSICAL ensures that the
environment will protect the TOE
from physical tampering.

NOE.POWER

The TOE environment must
provide the electricity necessary
to the TOE to function. The
power to the TOE must be
reliable and protected from surges
and disconnects.

OE.POWER ensures that the
TOF'’s security mechanisms
cannot be bypassed by tampering
with the electrical connection to
the TOE.

T.MASQUERADE

A user or process may masquerade
as another entity in order to gain

NOE.CREDENTIALS

Users and administrators will set
secure passwords and will protect

NOE.CREDENTIALS ensures that
Administrators will not share
their passwords, making it harder
for an unauthorized person to
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Threats

Objectives

Rationale

unauthorized access to data or
TOE resources.

their access credentials.

pretend to be an authorized
Administrator.

O.AUDIT

The TOE must record the actions
taken by administrators (except
actions performed at the
underlying FreeBSD shell),
prevent unauthorized deletion of
the audit records stored on the
TOE, and provide the authorized
administrators with the ability to
review the audit trail.

O.AUDIT ensures that events of
security relevance (such as
Administrator login) are audited
(except actions performed at the
underlying FreeBSD shell).

O.AUTHENTICATE

The TOE must be able to identify
and authenticate administrators
prior to allowing access to TOE
administrative functions and data.

O.AUTHENTICATE ensures that
Administrators supply login
credentials before being granted
management access to the TOE.

T.MODCONF

An attacker or unauthorized user
may modify a user’s configuration.
This covers: modification of the
user’s set of permitted internal
network resources modification of
configuration data associated with
a user.

O.AUDIT

The TOE must record the actions
taken by administrators (except
actions performed at the
underlying FreeBSD shell),
prevent unauthorized deletion of
the audit records stored on the
TOE, and provide the authorized
administrators with the ability to
review the audit trail.

O.AUDIT ensures that events of
security relevance (such as
modification to a user’s
configuration) are audited (except
actions performed at the
underlying FreeBSD shell).

OE.EXTERNAL

The TOE environment must
ensure any authentication data in
the environment are protected
and maintained.

OE.EXTERNAL ensures that that
authentication data is stored
securely outside of the TOE.
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Threats Objectives Rationale
O.AUTHENTICATE O.AUTHENTICATE ensures that
Administrators identify and
The TOE must be able to identify |,y thenticate themselves before
and authenticate administrators they are given access to
prior to allowing access to TOE configuration data.
administrative functions and data.
NOE.MANAGE NOE.MANAGE ensures that the
TOE will be managed by

Sites deploying the TOE will competent, non-hostile
provide competent, non-hostile | ;gministrators who will configure
TOE administrators who are the system securely to limit access
appropriately trained and follow |, the user’s configuration data.
all administrator guidance. TOE
administrators will ensure the
system is used securely. The
reliability of the TOFE’s timestamps
will be ensured via periodic
manual checks by the TOE
administrator.

T.TAMPERING NOE.AC NOE.AC ensures that the TOFE’s

A user or process may be able to
bypass the TOFE’s security
mechanisms thereby compromising
TOE user or system data.

The TOE environment must
regulate the temperature of the
facility where the TOE is located
so no damage is caused by heat or
cold.

security mechanisms cannot be
bypassed by tampering with the
TOE environment’s temperature.

OE.CONNECT

The TOE environment must
provide network connectivity to
the TOE. The network
connection to the TOE must be
reliable.

OE.CONNECT ensures that the
TOE has a network connection.

NOE.PHYSICAL

The physical environment must be
suitable for supporting a

NOE.PHYSICAL ensures that the
environment will protect the TOE
from physical tampering.
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Threats

Objectives

computing device in a secure
setting.

Rationale

NOE.POWER

The TOE environment must
provide the electricity necessary
to the TOE to function. The
power to the TOE must be
reliable and protected from surges
and disconnects.

NOE.POWER ensures that the
TOF’s security mechanisms
cannot be bypassed by tampering
with the electrical connection to
the TOE.

Every Threat is mapped to one or more Objectiveéhartable above. This complete mapping
demonstrates that the defined security objectivesiter all defined threats.

8.4.2 Security Objectives Rationale Relating to Policies

There are no Organizational Security Policies definTherefore, there are no Security Objectiviging

to Policies.

8.4.3 Security Objectives Rationale Relating to Assumptions

Table 14 introduces the assumptions to objectivaspimgs for the TOE.

Table 14 — Assumptions:Objectives Mapping

Assumptions

A.LOCATE

The TOE is located within a
controlled access facility which
restricts physical access to the
appliance to authorized persons
only, and provides uninterruptible

Objectives

OE.CONNECT

The TOE environment must
provide network connectivity to
the TOE. The network
connection to the TOE must be
reliable.

Rationale

OE.CONNECT ensures that the
TOE has a reliable network
connection.
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Assumptions

power, air conditioning, and all
other conditions required for
reliable operation of the hardware.

Objectives

NOE.AC

The TOE environment must
regulate the temperature of the
facility where the TOE is located
so no damage is caused by heat or
cold.

Rationale

NOE.AC ensures that the TOFE’s
security mechanisms cannot be
bypassed by tampering with the
TOE environment’s temperature.

ANETCON

The TOE environment provides
the required network connectivity
and the connectivity is protected
from tampering. TOE Management

OE.CONNECT

The TOE environment must
provide network connectivity to
the TOE. The network
connection to the TOE must be

OE.CONNECT ensures that the
TOE has a reliable network
connection.

will only be performed from the reliable.
internal protected network.
A.DISCLOSE NOE.CREDENTIALS NOE.CREDENTIALS ensures that

Users and administrators will not
disclose their passwords.

Users and administrators will set
secure passwords and will protect
their access credentials.

users and Administrators will set
secure passwords, making it
harder for an unauthorized
person gain access to the TOE.

A.EXTERNAL

The external authentication
servers are operating correctly and
securely. Data transmitted
between the TOE and the external
servers is protected from
tampering by un-trusted subjects
during transfer to the external
server, during storage on the
external server, and during
transmission to the TOE from the
external server.

OE.EXTERNAL

The TOE environment must
ensure any authentication data in
the environment are protected
and maintained.

OE.EXTERNAL ensures that that
authentication data will be kept
secure outside of the TOE
boundary.

A.LOCATE

The TOE is located within a
controlled access facility which

OE.EXTERNAL

The TOE environment must
ensure any authentication data in

OE.EXTERNAL ensures that that
authentication data is stored
securely outside of the TOE.
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Assumptions

Objectives

Rationale

restricts physical access to the
appliance to authorized persons
only, and provides uninterruptible
power, air conditioning, and all
other conditions required for
reliable operation of the hardware.

the environment are protected
and maintained.

ANETCON

The TOE environment provides
the required network connectivity
and the connectivity is protected
from tampering. TOE Management
will only be performed from the
internal protected network.

OE.EXTERNAL

The TOE environment must
ensure any authentication data in
the environment are protected
and maintained.

OE.EXTERNAL ensures that that
authentication data is stored
securely outside of the TOE.

A.PASSWORDS

Administrators and users will set
passwords of at least eight
characters that are not dictionary
words or combinations of
dictionary words, using a
combination of uppercase,
lowercase, numeric, and symbolic
characters.

NOE.CREDENTIALS

Users and administrators will set
secure passwords and will protect
their access credentials.

NOE.CREDENTIALS ensures that
users and Administrators will set
secure passwords, making it
harder for an unauthorized
person gain access to the TOE.

A.CRYPTO

The TOE environment will ensure
that the TOE stored cryptographic
data is protected against tampering.

OE.CRYPTO

The TOE environment must
ensure that the stored
cryptographic data is protected
against tampering.

OE.CRYPTO ensures that the
TOE environment will protect the
stored cryptographic data against
tampering.

A.INSTALL

The TOE has been installed and
configured according to the
appropriate installation guides, and
all traffic between the internal and

NOE.INSTALL

Those responsible for the TOE
must ensure that the TOE is
delivered, installed, managed, and
operated in a manner which is
consistent with common IT

NOE.INSTALL ensures that the
TOE will be installed correctly
and configured securely. All
traffic between the internal and
external networks will flow

through the TOE.

Citrix NetScaler Platinum Edition Load Balancer Version 9.1

© 2010 Citrix Systems, Inc.

Page 62 of 75

This document may be freely reproduced and distributed whole and intact including this copyright notice.




Security Target, Version |

March 23,2010

Assumptions

Objectives

Rationale

external networks flows through it.

security policies. The TOE must
be installed such that all traffic
between the internal and external
networks flows through it.

AMANAGE

There is one or more competent
individual (administrator) assigned
to manage the TOE and the
security of the information it
contains.

NOE.INSTALL

Those responsible for the TOE
must ensure that the TOE is
delivered, installed, managed, and
operated in a manner which is
consistent with common IT
security policies. The TOE must
be installed such that all traffic
between the internal and external
networks flows through it.

NOE.INSTALL ensures that the
TOE will be installed correctly
and configured securely.

ANOEVIL

The users who manage the TOE
are non-hostile, appropriately
trained, and follow all guidance.

NOE.INSTALL

Those responsible for the TOE
must ensure that the TOE is
delivered, installed, managed, and
operated in a manner which is
consistent with common IT
security policies. The TOE must
be installed such that all traffic
between the internal and external
networks flows through it.

NOE.INSTALL ensures that the
TOE will be installed correctly
and configured securely.

A.INSTALL

The TOE has been installed and
configured according to the
appropriate installation guides, and
all traffic between the internal and
external networks flows through it.

NOE.MANAGE

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are
appropriately trained and follow
all administrator guidance. TOE
administrators will ensure the
system is used securely. The
reliability of the TOFE’s timestamps
will be ensured via periodic
manual checks by the TOE

NOE.MANAGE ensures that the
TOE will be managed by
competent, non-hostile
administrators who will configure
the system securely to limit access
to the user’s configuration data.
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Assumptions

Objectives

administrator.

Rationale

AMANAGE

There is one or more competent
individual (administrator) assigned
to manage the TOE and the
security of the information it

NOE.MANAGE

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are
appropriately trained and follow

NOE.MANAGE ensures that the
TOE will be managed by
competent, non-hostile
administrators who will configure
the system securely to limit access
to the user’s configuration data

contains. all administrator guidance. TOE |14 who will periodically check
administrators will ensure the the accuracy of the TOF’s
system is used securely. The timestamps.
reliability of the TOFE’s timestamps
will be ensured via periodic
manual checks by the TOE
administrator.

A.NOEVIL NOE.MANAGE NOE.MANAGE ensures that the

The users who manage the TOE
are non-hostile, appropriately
trained, and follow all guidance.

Sites deploying the TOE will
provide competent, non-hostile
TOE administrators who are
appropriately trained and follow
all administrator guidance. TOE
administrators will ensure the
system is used securely. The
reliability of the TOFE’s timestamps
will be ensured via periodic
manual checks by the TOE
administrator.

TOE will be managed by
competent, non-hostile
administrators who will configure
the system securely to limit access
to the user’s configuration data
and who will periodically check
the accuracy of the TOFE’s
timestamps.

A.LOCATE

The TOE is located within a
controlled access facility which
restricts physical access to the
appliance to authorized persons
only, and provides uninterruptible
power, air conditioning, and all
other conditions required for
reliable operation of the hardware.

NOE.PHYSICAL

The physical environment must be
suitable for supporting a
computing device in a secure
setting.

NOE.PHYSICAL ensures that the
TOF’s environment is suitable for
securely supporting the TOE.

NOE.POWER

The TOE environment must
provide the electricity necessary

NOE.POWER ensures that the
TOF'’s security mechanisms
cannot be bypassed by tampering
with the electrical connection to
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Assumptions Objectives Rationale

to the TOE to function. The the TOE.
power to the TOE must be

reliable and protected from surges

and disconnects.

Every assumption is mapped to one or more Objextivéhe table above. This complete mapping
demonstrates that the defined security objectipé®ld all defined assumptions.

8.5 Rationale for Extended Security Functional
Requirements

There are no extended security functional requirgmedefined.

8.6 Rationale for Extended TOE Security
Assurance Requirements

There are no extended TOE security assurance esgents defined.

8.7 Security Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.7.1 Rationale for Security Functional Requirements of the TOE
Objectives
Table 15 introduces the objectives to SFR mappings.

Table 15 — Objectives:SFRs Mapping

Objective Requirements Addressing the Rationale

Objective
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Objective

Requirements Addressing the

Objective

Rationale

O.ADMIN

The TOE must include a set of
functions that allow management
of its functions and data, ensuring
that TOE users with the
appropriate privileges and only
those TOE users, may exercise
such control.

FMT_MSA.3(a)

Static attribute initialisation

FMT_MSA.3b defines static
attribute initialization for the VPN
User Access Control SFP and who
can modify the default values.

FDP_ACC.|(a)

Subset access control

FDP_ACC.la requires the TOE
to enforce the Administrator
Access Control SFP.

FDP_ACF.1(a)

Security attribute based access
control

FDP_ACEF.la specifies the
attributes used to enforce the
Administrator Access Control
SFP.

FMT_MSA.I

Management of security attributes

FMT_MSA.| specifies which roles
can access security attributes.

FMT_MSA.3(d)

Static attribute initialisation

FMT_MSA.3(d) defines static
attribute initialisation for the Web
Application Firewall Information
Flow Control SFP and who can
modify the default values.

FMT_MSA.3(c)

Static attribute initialisation

FMT_MSA.3c defines static
attribute initialization for the VPN
User Information Flow Control
SFP and who can modify the
default values.

FMT_MTD.I

Management of TSF data

FMT_MTD.| specifies which roles
can access TSF data.

FMT_SMF.1

Specification of management
functions

FMT_SMF.| specifies the
management functions the TOE
must provide.
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Objective

Requirements Addressing the

Objective

Rationale

FMT_SMR.I

Security roles

FMT_SMR.I requires the TOE to
maintain separate Administrator
roles.

FMT_MOF.1

Management of security functions
behaviour

FMT_MOF.| restricts access to
TOE management functions.

O.AUDIT

The TOE must record the actions
taken by administrators (except
actions performed at the
underlying FreeBSD shell), prevent
unauthorized deletion of the audit
records stored on the TOE, and
provide the authorized
administrators with the ability to
review the audit trail.

FAU_SAR.|

Audit review

FAU_SAR.| requires that the
TOE provide the authorized
administrators with the ability to
read the audit records.

FAU_SAR3

Selectable audit review

FAU_SAR .3 requires that the
TOE provide the authorized
administrators with the ability to
search the audit records.

FAU_STG.I

Protected audit trail storage

FAU_STG.I requires that the
TOE protect the audit records it
holds.

FAU_GEN.I

Audit data generation

FAU_GEN.| requires that the
TOE record all commands
entered by an Administrator
(except actions performed at the
underlying FreeBSD shell).

O.AUTHENTICATE

The TOE must be able to identify
and authenticate administrators
prior to allowing access to TOE
administrative functions and data.

FIA_UAU.2

User authentication before any
action

FIA_UAU.2 requires
Administrators to be
authenticated before they are able
to perform any other actions.

FIA_UID.2

User identification before any
action

FIA_UID.2 requires
Administrators to be identified
before they are able to perform
any other actions.
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Objective

Requirements Addressing the

Objective

Rationale

O.INTACC

The TOE must allow access to
internal network resources only as
defined by the VPN User Access
Control SFP and the VPN User
Information Flow Control SFP.

FDP_IFF.1(a)

Simple security attributes

FDP_IFF.| specifies the attributes
used to enforce the VPN
Information Flow Control SFP.

FDP_ACC.I(b)

Subset access control

FDP_ACC.Ib requires the TOE
to enforce the VPN User Access
Control SFP.

FDP_ACF.1(b)

Security attribute based access
control

FDP_ACEF.|b specifies the
attributes used to enforce the
VPN User Access Control SFP.

FIA_UAU.2

User authentication before any
action

FIA_UAU.2 requires VPN users
to be authenticated before they
are able to perform any other
actions.

FMT_MSA.3(b)

Static attribute initialisation

FMT_MSA.3b defines static
attribute initialization for the VPN
User Access Control SFP and who
can modify the default values.

FDP_IFC.1(a)

Subset information flow control

FDP_IFC.I requires the TOE to
enforce the VPN Information
Flow Control SFP.

FIA_UID.2

User identification before any
action

FIA_UID.2 requires VPN users to
be identified before they are able
to perform any other actions.

O.EXTACC

The TOE must allow access to
external IT entities sending or
receiving traffic through the TOE
only as defined by the Web
Application Firewall Information

FDP_IFF.1 (b)

Simple security attributes

FDP_IFF.1(b) specifies the
attributes used to enforce the
Web Application Firewall
Information Flow Control SFP.

FDP_IFC.1(b)

FDP_IFC.I(b) requires the TOE
to enforce the Web Application

Citrix NetScaler Platinum Edition Load Balancer Version 9.1

© 2010 Citrix Systems, Inc.

Page 68 of 75

This document may be freely reproduced and distributed whole and intact including this copyright notice.




Security Target, Version | March 23,2010

Objective Requirements Addressing the Rationale
Objective
Flow Control SFP. Subset information flow control Firewall Information Flow Control
SFP.
O.TIME FPT_STM.I FPT_STM.I requires that the TOE

provide reliable timestamps for its
The TOE must provide reliable Reliable timestamps

timestamps for its own use.

own use.

8.7.2 Security Assurance Requirements Rationale

EAL2 augmented with ALC_FLR.2 was chosen to proxadew to moderate level of assurance that is
consistent with good commercial practices. As suthimal additional tasks are placed upon the vend
assuming the vendor follows reasonable softwarénergng practices and can provide support to the
evaluation for design and testing efforts. Thesemassurance level is appropriate with the thaeftsed
for the environment. While the System may act gataway from a hostile environment, it is expedted
be in a non-hostile position and embedded in oteted by other products designed to address thifeait
correspond with the intended environment. At EAL@mented with ALC_FLR.2, the System will have
incurred a search for obvious flaws to supporinitoduction into the non-hostile environment.

The augmentation of ALC_FLR.2 was chosen to giatgr assurance of the developer’s on-going flaw
remediation processes.

8.7.3 Dependency Rationale

This ST does satisfy all the requirement depenésnzi the Common Criteria. Table 16 lists each
requirement to which the TOE claims conformancénaitiependency and indicates whether the dependent
requirement was included. As the table indica#siependencies have been met.

Table 16 — Functional Requirements Dependencies

Dependencies Dependency Rationale
Met
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Dependencies Dependency Rationale
Met
FAU_STG.I FAU_GEN.I v
FDP_IFC.I(b) FDP_IFF.1(b) v
FIA_UAU.2 FIA_UID.I v Although FIA_UID.! is not included,
FIA_UID.2, which is hierarchical to FIA_UID.I,
is included. This satisfies this dependency.

FDP_IFF.1(a) FDP_IFC.I(a) v
FDP_IFC.I(a) FMT_MSA.3(a) v

FDP_IFF.1(a) v
FDP_ACF.1(a) FMT_MSA.3(a) v
FMT_MOF.1 FMT_SMF.1 v
FDP_ACC.1(2) FDP_ACF.1 v
FMT_MOF.1 FMT_SMR.1 v
FAU_SAR3 FAU_SAR.I v
FAU_SAR.I FAU_GEN.I v
FAU_GEN.| FPT_STM.I v
FMT_MSA.3(d) FMT_SMR.1 v

FMT_MSA.I v
FDP_IFF.1(b) FMT_MSA.3(d) v

FDP_IFC.I(b) v
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Dependencies Dependency Rationale
Met

FDP_ACF.1(a) FDP_ACC.I(a) v
FMT_SMF.1 No dependencies v
FDP_ACF.1(b) FDP_ACC.I(b) v
FDP_ACC.I(b) FDP_ACF.1(b) v
FMT_MSA.3(c) FMT_SMR.I v

FMT_MSA.I v
FMT_MSA.3(b) FMT_SMR.I v

FMT_MSA.I v
FIA_UID.2 No dependencies v
FMT_SMR.I FIA_UID.I v Although FIA_UID.! is not included,

FIA_UID.2, which is hierarchical to FIA_UID.lI,
is included. This satisfies this dependency.

FDP_ACF.1(b) FMT_MSA.3(b) v
FMT_MTD.I FMT_SMR.1 v

FMT_SMF.1 v
FMT_MSA.3(2) FMT_SMR.1 v

FMT_MSA.I v
FMT_MSA.I FMT_SMR.1 v

FMT_SMF.1 v
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Dependencies Dependency Rationale
Met
FDP_ACC.I or 4 FDP_ACC.| and FDP_IFC.I are included.
FDP_IFC.I
FPT_STM.I No dependencies 4
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9 Acronyms

9.1 Acronyms
Table 17 introduces the acronyms used throughdstitcument.
Table 17 — Acronyms

Acronym Definition

CcC Common Criteria

CLI Command Line Interface

Configuration Management

Domain Name System

Evaluation Assurance Level

Federal Information Processing Standard

File Transfer Protocol

Gigabyte

Gigabits per second

Graphical User Interface

Hypertext Transfer Protocol

Internet Protocol

Information Technology

Liquid Crystal Display

Lightweight Directory Access Protocol

Megabits per second

Network News Transfer Protocol

Operating System

Protection Profile

VAU Remote Authentication Dial-In User Service

SAR Security Assurance Requirement

SCP Secure Copy

SFP Security Functional Policy

SFP(t) Small form-factor pluggable transceiver

SFR Security Functional Requirement
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Acronym Definition

SFTP Secure Shell File Transfer Protocol

SSH Secure Shell

SSL Secure Sockets Layer

ST Security Target

Transmission Control Protocol

Target of Evaluation

TOE Security Function

TOE Security Policy

Uniform Resource Locator

Virtual Private Network

Wide Area Network

10 Gigabit small form-factor pluggable transceiver
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