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1 STINTRODUCTION

1.1 DOCUMENT ORGANIZATION

Section 1, ST Introduction provides the Security Target (ST) reference,Titwget of
Evaluation (TOE) reference, the TOE overview ared TOE description.

Section 2, Conformance Claimsdescribes how the ST conforms to the Common Caitamd
Packages. The ST does not conform to a ProteBtiofile.

Section 3 Security Problem Definition, describes the expected environment in which & T
is to be used. This section defines the set efisrthat are relevant to the secure operation of
the TOE, organizational security policies with whitbe TOE must comply, and secure usage
assumptions applicable to this analysis.

Section 4, Security Objectivesdefines the set of security objectives to besfat by the TOE
and by the TOE operating environment in responsieetproblem defined by the security problem
definition

Section 5, Extended Components Definitigrdefines the extended components which are then
detailed in Section 6.

Section 6, Security Requirementsspecifies the security functional and assuraagairements
that must be satisfied by the TOE and the Inforamaiiechnology (IT) environment.

Section 7,TOE Summary Specification describes the security functions and assurance
measures that are included in the TOE to enaltbeniteet the IT security functional and
assurance requirements.

Section 8, Terminology and Acronymsdefines the acronyms and terminology used inSfis

1.2 SECURITY TARGET REFERENCE

This document, version 0.8, dated 12 December 261Be Security Target for the
FortiAnalyzer™ v4.0 MR3 Centralized Reporting.

1.3 TARGET OF EVALUATION REFERENCE

The Target of Evaluation for this Security Targeidentified in Table 1. The FortiAnalyzer™
v4.0 MR3 Centralized Reporting is a combined haréveand software TOE.

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 7 of 54
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Product Firmware Version Hardware 1D
FortiAnalyzer | v4.0 MR3 Patch 6, 100C

build0691,121205 400B
400C
1000C
2000B
4000B

Table 1 - TOE Identification Details
1.4 TOE OVERVIEW

The TOE is a log collection and reporting devi€artiAnalyzer units are network appliances
that provide integrated log collection and repatiools. Logs for email, File Transfer Protocol
(FTP), web browsing, security events, and othewogk activity are analyzed to aid in the
identification of security issues and to reducevoek misuse and abuse.

In addition to logging and reporting, FortiAnalyaerits also have several features that augment
or enable certain FortiGate unit functionalitias;is as Data Leak Prevention (DLP) archiving
and quarantining, and make information about thtesif the network available to
administrators.

* Logging and reporting: The FortiAnalyzer unitaisle to aggregate and analyze log data
from Fortinet and other Syslog-compatible devi€asstomizable reports may be used to
filter and review records, including traffic, evewirus, attack, Web content, and email
data, mining the data to determine the securitycgta This may be used to ensure
regulatory compliance.

» DLP archiving: Both FortiGate DLP archive logsiaheir associated copies of files or
messages may be stored on and viewed from a Faiii2er unit. Data filtering may be
used to track and locate specific email or insta@ssages, or to examine the contents of
archived files.

* Quarantine repository: The FortiAnalyzer unit @ as a central repository for
suspicious files, or files known to be infectedabyirus.

* Vulnerability management: The FortiAnalyzer umiay be used to scan designated
target hosts for known vulnerabilities and opemsnaission Control Protocol (TCP)
and/or User Datagram Protocol (UDP) ports. Whenvthieerability scan is complete, the
FortiAnalyzer unit generates a report that deserthe discovered security issues and
their known solutions. FortiAnalyzer may use tlugtiGuard subscription service to
update the vulnerability database. This functidgad not included in the evaluated
version of the TOE.

» Packet capture: FortiAnalyzer units may be usddd observed packets to diagnose
areas of the network where firewall policies mayuiee adjustment, or where traffic
anomalies occur.

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 8 of 54
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* File explorer: An interface allows administrattmsorowse through the list of content
archive/DLP, quarantine, log, and report files lo@ FortiAnalyzer unit.

Administration of the system may be performed lycthirough the Command Line Interface
(CLI) using an administrator console or remotely &iremote administrator station through the
FortiAnalyzer Web-based manager (https) or the tGtdugh an SSH connection. Access to the
FortiAnalyzer administrative functions, includingetviewing of audit data, is restricted to
authenticated Administrators.

The FortiAnalyzer supports local authentication aathentication using Remote Authentication
Dial In User Service (RADIUS). Administrators aethenticated locally in the evaluated
version.

The FortiAnalyzer unit must be connected to thevoet with access to all of the devices to be
monitored. FortiAnalyzer also supports Interneait&col Security (IPSec) for encryption
between the unit and the monitored devices. Fogiyzer also requires appropriate hardware
and software to support the console or web-basddi@ministrative capabilities.

The TOE type is a log collection and reporting devi
1.5 TOE DESCRIPTION
1.5.1 Physical Scope

1.5.1.1 Physical Configuration

The FortiAnalyzer unit is a stand-alone appliaried toes not require supporting hardware.
The FortiAnalyzer unit consists of custom hardweamd firmware, including the following major
components: firmware, processor, memory, disk gemd I/O interfaces.

1.5.1.2 Physical Interfaces
The FortiAnalyzer unit has the interfaces definedable 2.

Product Interfaces
Interface Type Protocol Purpose
FortiAnalyzer- Console RJ-45 RS-232 Connection to the
100C management computer.
Provides access to the CLI
PORT1 and RJ-45 10/100/1000 Connection to the network
PORT2 Ethernet
PORT3 RJ-45 10/100 Ethernet  Connection to the nétwo
The speed cannot be
changed
USB USB Two optional connections
for the USB key, modem or
backup operation
Interface Type Protocol Purpose
FortiAnalyzer- PORT1, PORTZ, RJ-45 10/100/1000 Uphtee connections to

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 9 of 54
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Product Interfaces
Interface Type Protocol Purpose
400B PORT3, PORT4 Ethernet the internal network
Console RJ-45 RS-232 Optional connection to the
management computer.
Provides access to the CLI
USB USB Reserved for future use
Interface Type Protocol Purpose
FortiAnalyzer- PORT1, PORT2| RJ-45 10/100/1000 Up to three connections to
400C PORT3, PORT4 Ethernet the internal network
Console RJ-45 RS-232 Optional connection to th
management computer.
Provides access to the CLI
USB USB Reserved for future use
Interface Type Protocol Purpose
FortiAnalyzer- PORTL1, PORT2] RJ-45 10/100/1000 Network connection
1000C PORT3 and Ethernet
PORT4
USB USB Four optional connections
reserved for future use
Console DB9 RS-232 Optional connection to the
management computer.
Provides access to the CLI
Interface Type Protocol Purpose
FortiAnalyzer- PORT1, PORT2, RJ-45 10/100 Ethernet  Network connection
2000B PORTS3, and
PORT4,
PORT5 and 1000 Ethernet Network connection
PORT6
USB USB Four optional connections
reserved for future use
Console DB9 RS-232 Optional connection to the
management computer.
Provides access to the CLI
Interface Type Protocol Purpose
FortiAnalyzer- PORTL1 and RJ-45 10/100/1000 Network connection
4000B PORT2 Ethernet
PORT3 and small form- | 1 Gbps/auto Small form-factor pluggable
PORT4 factor Ethernet transceiver
Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 10 of 54
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Product Interfaces
Interface Type Protocol Purpose
pluggable
USB USB Two optional connections

reserved for future use

Console DB9 Optional connection to the
management computer.
Provides access to the CLI

Serial RS-232 serial Two serial ports connect a
serial device to the system

VGA One port to connect to a
monitor

Table 2 - FortiAnalyzer Interfaces

The FortiAnalyzer units may be securely administereer the external or internal networks or
locally within the secure area. The FortiAnalyaait provides the following administration
options:

* The FortiAnalyzer unit has a dedicated console @3rt with RJ-45 or DB9
connector). When connected to a terminal whictpstis VT100 emulation, the console
port allows access to the FortiAnalyzer unit via @LI. This Local Console CLI permits
an authenticated Administrator to configure thetiPoralyzer unit, monitor its operation
and examine the audit logs that are created.

* Remote administration may be performed via any agtyort that has been configured
by an Administrator to allow Hypertext Transfer ol Secure (HTTPS) (for the
Network Web-Based Graphical User Interface (GUJ &SH (for the Network CLI)
traffic. When connected to a remote administratation, this port provides remote
access to the Network CLI or to the Network Webdé#bh&UI and allows an
authenticated Administrator to configure the Fonadyzer unit, monitor its operation
and examine the audit logs that are created.

1.5.1.3 Logging, Analyzing and Reporting Workflow

Figure 1 shows the logging, analyzing and reponviogkflow of the FortiAnalyzer. These
functions provide the basis of the TOE aggregatmlysis, and reporting functionality.

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 11 of 54
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The FortiAnalyzer unit
collects logs from the devices
that it monitors

Devices monitored by FortiAnalyzer data
the FortiAnalyzer Unit receiving server

\ 4

v

Indexing and file

storage/database The FortiAnalyzer unit buffers,
reorganizes and stores the logs to
generate temporary log files

The administrator views log files

Log file
index/database
Administrator The FortiAnalyzer unit indexes
strato the log files to facilitate search
and report generation
v

The administrator configures

and requests reports .
Report engine

\ 4

The FortiAnalyzer unit generates
reports based on user
v configurations and requests

The administrator view reports Reports

\ 4

Figure 1 - FortiAnalyzer Logging, Analyzing and Remrting Workflow
1.5.1.4 TOE Environment

The FortiAnalyzer units are designed to be instladlied used in an operational environment that
is configured and controlled in accordance with eutrator guidance that is supplied with the
product.
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1.5.1.5 Physical Boundary

FortiAnalyzer

: 2= Local
: Console

FortiManager
|7 Devices
FortiGate
|7 Devices

Any Fortinet —  Other Syslog
. Device Devices
Target of Evaluation

di 4 Remote Administrator
““5; (web-based GUI
iip or CLI)

FortiClient
Devices

Figure 2 - FortiAnalyzer Deployment Configuration

Figure 2 shows the TOE in deployment configuratidhe Local Console, located within a
secure area, is a terminal or general purpose cmmpith a standard serial interface and
optional ethernet interfaces. A serial port isduseadminister the TOE via the Local Console
CLL.

The Remote Administrator station is a terminal engral purpose computer with a standard
network interface which is used to administer tiETremotely using the Network Web-Based
GUI or Network CLI.

1.5.1.5.1 Required Non-TOE Hardware / Software / Firmware

The TOE is a standalone appliance and does noireegoy non-TOE hardware, software, or
firmware.

1.5.1.6 TOE Guidance Documentation

The following guidance documentation is an integaat of the TOE:
* FortiAnalyzer Administration Guide Version 4.0 MR3
* FortiAnalyzer CLI Reference Version 4.0 MR3
* FortiAnalyzer Log Message Reference Version 4.0 MR3
* FortiAnalyzer Install Guide Version 4.0 MR3

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 13 of 54
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1.5.2 Logical Scope

The logical boundary of the TOE includes all inéeds and functions within the physical
boundary. The logical boundary of the TOE may tmkén down by the security function
classes described in Section 6. The following bdealn also provides the description of the
security features of the TOE, and loosely follotvs security functional classes described in
Section 6. Table 3 summarizes the logical scopghef OE.

Functional Classes

Description

Security Audit

Audit entries are generated for sitguelated events. The audit
logs are stored in a protected from unauthorizedification and
deletion and may be reviewed by authorized admatists.
Timestamp information is provided to support aungjti

Protection (Cryptographig
Support and Trusted
Path/Channel)

Cryptographic functionality is provided to alloweth
communications links between the TOE and the mosuato
devices, and between the TOE and its remote admgituss to be
protected, as appropriate.

Access Control

The TOE provides a role-based acmedsol capability to ensure

that only authorized administrators are able toiadter the TOE.
Authorized administrators may be restricted to austering
certain data types (specifically system data, nkwlata, admin
data, alerts data, devices data, log data, quaeaddta, DLP
archive data, and report data), for specific deymevirtual
domains. Access by devices is limited to thosesteged with the
TOE, and may be further limited by data type (IdgkP archives,
guarantined files, IPS Packet Logs, Reports) aski @iocation
limits.

)

Identification and
Authentication

Users must identify and authenticate prior to T@Eess.

Security Management

The TOE provides managememabddfes via a text-based Loca
Console CLI, via a text-based Network CLI interfaaed via a
Network Web-Based GUI, accessed via HTTPS. Managém
functions allow the administrators to configuretsys and
network settings (including connections to monitbdevices),
configure log storage and query features, perfaankbps,
manage the log and archive functionality, and cam® and
browse reports.

A

Data Collection and
Reporting

Data is collected from monitored devices, aggrejatel
analyzed. Based on that analysis, potential iariatmay be
identified, alarms may be raised and reports maydnerated.

Table 3 - Logical Scope of the TOE

Doc No: 1737-000-D0007
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2 CONFORMANCE CLAIMS

2.1 COMMON CRITERIA CONFORMANCE CLAIM

This ST has been prepared in accordance with tihen@m Criteria for Information Technology
Security Evaluation (CC), Version 3.1, CCMB-2006@®L July 2009 Revision 3, CCMB-2009-
07-002 July 2009 Revision 3 and CCMB-2007-09-008 2009 Revision 3.

The Target of Evaluation (TOE) for this ST is camfant with the functional requirements
specified in Part 2, as well as any explicitly-defil functional requirements. The Target of
Evaluation (TOE) for this ST, the FortiAnalyzer™.94MMR3 Centralized Reporting, is therefore
conformant with CC Part 2 extended.

The TOE for this ST is conformant to the CC Paas8urance requirements for EAL 2,
augmented with ALC_FLR.1 Basic flaw remediation.

2.2 PROTECTION PROFILE CONFORMANCE CLAIM
The TOE for this ST does not claim conformance \aitly Protection Profile (PP).
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3 SECURITY PROBLEM DEFINITION

3.1 THREATS, POLICIES AND ASSUMPTIONS

3.1.1 Threats

The threats discussed below are addressed by tke POtential threat agents are authorized
TOE users, and unauthorized persons. The levetdrtise of both types of attacker is assumed
to be unsophisticated. TOE users are assumed/&dtaess to the TOE, extensive knowledge
of TOE operations and to possess a high levelitf Skhey have moderate resources to alter
TOE parameters, but are assumed not to be wilhdbtile. Unauthorized persons have little
knowledge of TOE operations, a low level of sKilhited resources to alter TOE parameters and
no physical access to the TOE. It is expectedttieaFortiAnalyzer units will be protected to the
extent necessary to ensure that they remain cogohéxthe networks they protect.

T.PRIVILEGE

An unauthorized user may gain accedb@ol OE and
exploit system privileges to gain access to TOE
security functions and data.

T.BYPASS

A user may bypass the organization’s paksulting
in breaches of regulations.

T.LACKDATA

Unauthorized users may initiate widesadeattacks on
the system, which may go unnoticed due to a lack ¢
data.

f

T.COMPDATA

An unauthorized individual may attempt t
compromise the security of the data collected and
produced by the TOE by circumventing security.

3.1.2 Organizational Security Policies

The TOE must address the organizational securiigips described below.

P.ACCOUNT The authorized users of the TOE shalidld
accountable for their actions within the TOE.

P.INTEGRITY Data collected and produced by the TsDRIl be
protected from modification.

P.MANAGE The TOE shall be managed only by authatiasers.

3.1.3 Assumptions

The following specific conditions are assumed tisteix the TOE operational environment.
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A.LOCATE The TOE will be located within controlledcess
facilities, which will prevent unauthorized phydica
access.
A.MANAGE There are one or more competent individuasgsigned

to manage the TOE.

A.ACCESS The TOE is connected to the network irhsuavay
that it is able to access all of the monitored ueses.

A.NOEVIL The authorized administrators are not tessg, wilfully
negligent, or hostile, are appropriately trained euill
follow the instructions provided by the TOE
documentation.
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4 SECURITY OBJECTIVES

This section describes the security objectivestferTOE and the TOE’s operating environment.
The security objectives are divided between TORISgcObjectives (i.e., security objectives
addressed directly by the TOE) and Security Objestfor the Operating Environment (i.e.,
security objectives addressed by the IT domainyardn-technical or procedural means). The
mapping of security objectives to assumptions atsrand organizational security policies along
with the rationale for this mapping is found in e 4.3.

4.1 SECURITY OBJECTIVES FOR THE TOE

This section defines the security objectives thatta be addressed by the TOE and its
environment.

O.ACCESS The TOE must allow authorized users tesgonly
appropriate TOE functions and data.

O.AUDIT The TOE must record audit records for ukthe
TOE functions, and use of the resources protegted b
the TOE.

O.IDENTAUTH The TOE must be able to identify andranticate

users prior to allowing access to the administeativ
functions and data of the TOE.

O.ADMIN The TOE will provide all the functions addcilities
necessary to support the administrators in their
management of the security of the TOE, and restrjct
these functions and facilities from unauthorized.us

O.PROTECT The TOE must ensure the integrity o$ydtem and
audit data by protecting itself from unauthorized
access.

O.REPORT The TOE must gather, analyze, providecpiate

response and create reports on all events indgcatir
breach in the policy related to use of the resaurce
protected by the TOE.

—

O.SECURE The TOE must ensure the security of aitaund
system data.

O.TIME The TOE must provide reliable timestamps.

O.TRUST The TOE will maintain a mechanism for trantng

select data in a trusted manner.
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4.2 SECURITY OBJECTIVES FOR THE OPERATIONAL ENVIRONMENT

This section defines the security objectives thatta be addressed by the IT domain or by non-
technical or procedural means.

OE.PERSON Personnel working as authorized admatdss shall
be carefully selected and trained for proper opamaf
of the TOE.

OE.PHYSICAL Those responsible for the TOE must emsat those

parts of the TOE critical to security policy are
protected from any physical attack.

OE.AVAIL The TOE environment must ensure that the
monitored network is available and accessible ¢o th

TOE at all times.
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4.3 SECURITY OBJECTIVES RATIONALE

The following table maps the security objectiveshis assumptions, threats, and organisational
policies identified for the TOE.

<

L <| & | >
= =

Dlol <83 zl8 w i gl
J| 2 2lalololg| Rl gl nlS
S| <) x| S MR w
AR E R R
o|m| 30| 2|33 <2
Fl | R Rl dldldl << <<

O.ACCESS X X

O.AUDIT X X

O.IDENTAUTH X X | X X

O.ADMIN X X

O.PROTECT x| X X

O.SECURE X| X X

O.REPORT x| x| x

O.TIME X | X

O.TRUST X

OE.PERSON X X

OE.PHYSICAL X

OE.AVAIL X

Table 4 - Mapping Between Objectives, Threats, Orgazational Security Policies, and
Assumptions
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4.3.1 Security Objectives Rationale Related to Threats

Threat: An unauthorized user may gain access to the TOEegpldit system

T.PRIVILEGE privileges to gain access to TOE security functiang data.

Objectives: O.IDENTAUTH The TOE must be able to identify and
authenticate users prior to allowing access
the administrative functions and data of the
TOE.

O.ADMIN The TOE will provide all the functions and
facilities necessary to support the
administrators in their management of the
security of the TOE, and restrict these
functions and facilities from unauthorized
use.

O.PROTECT The TOE must ensure the integrity of all
system and audit data by protecting itself
from unauthorized access.

O.SECURE The TOE must ensure the security of @ita
and system data.

O.REPORT The TOE must gather, analyze, provide
appropriate response and create reports or
events indicating a breach in the policy
related to use of the resources protected by
the TOE.

Rationale: O.IDENTAUTH helps to mitigate the threat by ensgrthat only
credentialed users have access to the TOE. O.ADwitigates this
threat by ensuring that access to the securitytimmg of the TOE are
restricted to authorized users. O.PROTECT mitgy#tes threat by
ensuring the integrity of system and audit dataPRIDTECT mitigates
this threat by ensuring that system and audit disanot accessible.
O.SECURE mitigates the threat by ensuring thaesystata is protected.
O.REPORT helps to detect this threat, and resppptbariately.

Threat: A user may bypass the organization’s policy resglth breaches of

T.BYPASS regulations.

Objectives: O.PROTECT The TOE must ensure the integrity of all

system and audit data by protecting itself
from unauthorized access.

O.SECURE The TOE must ensure the security of @ita
and system data.

all
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O.REPORT The TOE must gather, analyze, provide
appropriate response and create reports or]
events indicating a breach in the policy
related to use of the resources protected by

all

n

all

the TOE.

O.TIME The TOE must provide reliable timestamps|.

Rationale: O.PROTECT mitigates this threat by protecting titegrity of the audit

data that provides evidence of any irregulariti@&sSECURE ensures tha

the system and audit data are secure, so thatibmased to provide
evidence of a policy breach. O.REPORT providegHerreports that
point to any breach in policy, and where approprittte response.

O.TIME ensures that audit and report data are stggavith accurate

time information.

Threat: Unauthorized users may initiate widespread attaokthe system, which

T.LACKDATA may go unnoticed due to a lack of data.

Objectives: O.AUDIT The TOE must record audit records for uke
the TOE functions, and use of the resource
protected by the TOE.

O.REPORT The TOE must gather, analyze, provide
appropriate response and create reports or]
events indicating a breach in the policy
related to use of the resources protected by
the TOE.

O.TIME The TOE must provide reliable timestamps|

Rationale: O.AUDIT mitigates this threat by ensuring the psion of the data that

may be used to discover an assault on the protsgsgdm. O.REPORT

provides for the reports that will uncover an dtan the system.

O.TIME ensures that audit and report data are stgghavith accurate

time information.

Threat: An unauthorized individual may attempt to compraartise security of

T.COMPDATA | the data collected and produced by the TOE by giv@nting security.

Objectives: O.ACCESS The TOE must allow authorized users to
access only appropriate TOE functions and
data.

O.IDENTAUTH The TOE must be able to identify and
authenticate users prior to allowing access
the administrative functions and data of the
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TOE.

O.TRUST The TOE will maintain a mechanism for
transmitting select data in a trusted manner.

Rationale: O.ACCESS ensures that only authorized users haesad¢o the TOE
functions and data. O.IDENTAUTH restricts accesauthorized users
by allowing access only after proper identificataomd authorization has
been verified. O.TRUST ensures that data is apfatgty protected in
transit.

4.3.2 Security Objectives Rationale Related to Organizatinal Security Policies

Policy: The authorized users of the TOE shall be held atedle for their
P.ACCOUNT actions within the TOE.
Objectives: O.AUDIT The TOE must record audit records for uke|o

n

the TOE functions, and use of the resource
protected by the TOE.

O.IDENTAUTH The TOE must be able to identify and
authenticate users prior to allowing access|to
the administrative functions and data of the
TOE.

Rationale: O.IDENTAUTH supports this policy by ensuring thaetTOE has a clear
identity for any user granted access to TOE fumetiity. O.AUDIT
ensures that the use of the TOE is recorded. mhisbe used to provide
evidence of a user’s actions.

Policy: Data collected and produced by the TOE shall beepted from
P.INTEGRITY modification.
Objectives: O.PROTECT The TOE must ensure the integrity of all

system and audit data by protecting itself
from unauthorized access.

O.SECURE The TOE must ensure the security of aitau
and system data.

Rationale: O.PROTECT supports this policy by preventing unat#ed access
which could allow the integrity of the system odéuwlata to be
compromised. O.SECURE further protects the secafithe audit and
system data.

Threat: The TOE shall be managed only by authorized users.
P.MANAGE
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Objectives: O.ACCESS The TOE must allow authorized users to
access only appropriate TOE functions and
data.
O.IDENTAUTH The TOE must be able to identify and

authenticate users prior to allowing access|to
the administrative functions and data of the
TOE.

O.ADMIN The TOE will provide all the functions and
facilities necessary to support the
administrators in their management of the
security of the TOE, and restrict these
functions and facilities from unauthorized
use.

Rationale: O.ACCESS supports this policy by restricting auided users to the
functions and data to which they have been graatedss.
O.IDENTAUTH ensures that only credentialed usergelaccess to the
TOE. O.ADMIN ensures that access to the secuuitgtions of the TOE
are restricted to authorized users.

4.3.3 Security Objectives Rationale Related to Assumptia

Assumption: The TOE will be located within controlled accessilfaes, which will
A.LOCATE prevent unauthorized physical access.
Objectives: OE.PHYSICAL Those responsible for the TOE must emsu

that those parts of the TOE critical to securjty
policy are protected from any physical attack.

Rationale: OE.PHYSICAL supports this assumption by protectimg TOE from
physical attack.

Assumption: There are one or more competent individuals asdigmenanage the
A.MANAGE TOE.
Objectives: OE.PERSON Personnel working as authorized

administrators shall be carefully selected and
trained for proper operation of the TOE.

Rationale: OE.PERSON supports this assumption by ensuringridiaed
individuals are in place to manage the TOE.

Assumption: The TOE is connected to the network in such a Wwayit is able to
A.ACCESS access all of the monitored resources.
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Obijectives: OE.AVAIL The TOE environment must ensure that th
monitored network is available and accessiple
to the TOE at all times

Rationale: OE.AVAIL supports this assumption by ensuring thaikability of the
network being monitored.

Assumption: The authorized administrators are not careles$ yilnegligent, or
A.NOEVIL hostile, are appropriately trained and will follole instructions provided
by the TOE documentation.

Obijectives: OE.PERSON Personnel working as authorized
administrators shall be carefully selected and
trained for proper operation of the TOE.

Rationale: OE.PERSON supports this assumption by ensuringhleandividuals
managing the TOE have been specifically choser toabeful, attentive
and non-hostile.
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5 EXTENDED COMPONENTS DEFINITION

This section specifies the extended Security FanatiRequirements (SFR)s used in this ST.
Four extended SFRs have been created to addrasisraldsecurity features of the TOE. They
are:

Aggregation (EXT_DCR_AGG.1);

Data Collection (EXT_DCR_COL.1);

Quarantine (EXT_DCR_QUA.1); and

Reporting (EXT_DCR_REP.1).

5.1 CLASS EXT_DCR: DATA COLLECTION AND REPORTING

Data Collection and Reporting addresses the calecif security information from monitored
devices, and the actions performed on that infaonatThese actions include collection,
aggregation, quarantine and reporting. The Date@mn and Reporting class was modelled
after the classes FAU: Security audit and FDP: dsa#a protection. Aggregation
(EXT_DCR_AGG.1) was modelled after FDP_SDI.1 Stattath integrity monitoring. Data
Collection (EXT_DCR_COL.1) was modelled after FALER:.1 Audit data generation.
Quarantine (EXT_DCR_QUA.1) was modelled after FDPI.$ Stored data integrity
monitoring. Reporting (EXT_DCR_REP) was modell&draFAU_SAA.1 Potential violation
analysis. Component levelling is shown in Figure 3

o o T p

EXT_DCR_AGG: Aggregation 1
EXT_DCR_COL: Data Collection 1
EXT_DCR_QUA: Quarantine 1
EXT_DCR_REP: Reporting 1

Figure 3 - EXT_DCR: Data Collection and Reporting Gass Decomposition
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5.1.1 EXT_DCR_AGG Aggregation

Family Behaviour

This family defines the requirements for the aggtiem of data. This family may be used to
specify that data be aggregated for the purposasaif/sis and reporting.

Component Levelling

EXT_DCR_AGG: Aggregation 1

Management

There are no management activities foreseen.

Audit

There are no auditable events foreseen.
EXT_DCR_AGG.1 Data Aggregation

Hierarchical to: No other components
Dependencies: EXT_DCR_COL.1 Data Collection

EXT_DCR_AGG.1.1 The TSF shall be able to aggregate data colld¢odea monitored devices for
further analysis and reporting.

5.1.2 EXT_DCR_COL Data Collection

Family Behaviour

This family defines the requirements for the cditat of data. This family may be used to
specify the information types to be collected.

Component Levelling

EXT DCR_COL: Data Collection 1

Management

The following actions could be considered for thenagement functions in FMT:
a. Configuring the targeted IT system resources; and
b. Configuring the information types to be collected.
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Audit

There are no auditable events foreseen.
EXT_DCR_COL Data Collection
Hierarchical to: No other components
Dependencies: No dependencies

ExT_DCR_coL.1.1  The TSF shall be able to collect the followingpmmation types from the
targeted IT system resource(s): [assignmiafdrmation typek

5.1.3 EXT_DCR_QUA Quarantine

Family Behaviour

This family defines the requirements for quaramgndata. This family may be used to specify
this function.

Component Levelling

EXT_DCR_QUA: Quarantine 1

Management
There are no management activities foreseen.
Audit

The following action should be auditable if FAU_GEB¥curity audit data generation is included
in the ST:

a. Minimal: Data quarantine event (data saved to quar@, examination of quarantined
data, data removed from quarantine.)

EXT_DCR_QUA Quarantine
Hierarchical to: No other components
Dependencies: No dependencies

EXT_DCR_QUA.1.1  The TOE shall be able to isolate selected datadmntainer controlled by the
TSF where it may be examined, deleted or restored.

5.1.4 EXT_DCR_REP Reporting

Family Behaviour

This family defines the requirements for the cr@abf reports. This family may be used to
describe the specific events, activities and paster trends that are to be addressed by the
reports.

Component Levelling
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EXT DCR_REP: Reporting 1
Management

The following action could be considered for thenagement function in FMT:
a) modification of report parameters.

Audit

There are no auditable events foreseen.

EXT_DCR_REP Reporting

Hierarchical to: No other components

Dependencies: EXT_DRC_AGG.1 Aggregation

exT_bcr_ReEP.1.1  The TSF shall be able to apply a set of ruldhe¢caggregated data to create
reports relating to the following events, actistier patterns: [assignment:
specific events, activities and pattgrns
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6 SECURITY REQUIREMENTS

Section 6 provides security functional and assweaaquirements that must be satisfied by a
compliant TOE. These requirements consist of fonal components from Part 2 of the CC,
extended requirements, and an Evaluation Assuraewe! (EAL) that contains assurance
components from Part 3 of the CC.

6.1 CONVENTIONS

The CC permits four types of operations to be peréml on functional requirements: selection,
assignment, refinement, and iteration. These opastwhen performed on requirements that
derive from CC Part 2 are identified in this SThe following manner:

. Selection: Indicated by surrounding brackets, ¢sglected item]. To improve
readability selections of [none] are generally stodwn.

. Assignment: Indicated by surrounding brackets &alits, e.g., §ssigned itef
To improve readability assignments abhg are generally not shown.

. Refinement: Refined components are identified bggianderlining additional
information, or-strikeeut for deleted text.

. Iteration: Indicated by assigning a number in ptresis to the end of the
functional component identifier as well as by mgit§ the functional component
title to distinguish between iterations, e.g., ‘FI¥ZC.1(1), Subset access control
(administrators)’ and ‘FDP_ACC.1(2) Subset accesgrol (devices)'.

6.2 TOE SECURITY FUNCTIONAL REQUIREMENTS

The security functional requirements for this STiget of the following components from Part 2
of the CC and extended components defined in Sebtisummarized in Table 5 - Summary of
Security Functional Requirements.

Class Identifier Name
Security Audit (FAU) FAU_ARP.1 Security audit aotatic response
FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_SAA.1 Potential violation analysis
FAU SAR.1 Audit review
FAU_STG.1 Protected audit trail storage
Cryptographic Support | FCS_CKM.1 Cryptographic key generation
(FCS) FCS_CKM.4 Cryptographic key Destruction
FCS_COP.1 Cryptographic operation
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Class Identifier Name
User Data Protection FDP_ACC.1(1) Subset access control (administrators
(FDP) FDP_ACC.1(2) Subset access control (devices)
FDP_ACF.1(1) Security attribute based access abntr
(administrators)
FDP_ACF.1(2) Security attribute based access abntr
(devices)
Identification and FIA_UAU.1 Timing of authentication
Authentication (FIA) FIA_UID.1 Timing of identification
Security Management | FMT_MSA.1 Management of security attributes
(FMT) FMT_MSA.3 Static attribute initialisation
FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
Protection of the TSF FPT_STM.1 Reliable time stamp
Trusted path/channels | FTP_ITC.1 Inter-TSF trusted channel
(FTP) FTP_TRP.1 Trusted path

Data Collection and EXT_DCR_AGG.1| Aggregation
Reporting (EXT_DCR) "ExT B5CR COL.1| Data Collection
EXT _DCR_QUA.1| Quarantine
EXT_DCR_REP.1| Reporting

Table 5 - Summary of Security Functional Requiremets
6.2.1 Security Audit (FAU)

6.2.1.1 FAU_ARP.1 Security alarms
Hierarchical to: No other components.
Dependencies: FAU_SAA.1 Potential violation anilys

FAU_ARP.1.1 The TSF shaltakesgnd a notification to an email address, SNMP tafyslog
servelt upon detection of a potential security violation.

6.2.1.2 FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
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FAU_GEN.1.1  The TSF shall be able to generate an audit rewioitte following auditable
events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the [not specified] lew¢laudit; and
c) [All auditable events listed in Tabl¢ 6

FAU_GEN.1.2 FAU_GEN.1.2 The TSF shall record within each aeliord at least the
following information:

d) Date and time of the event, type of event, subgasttity (if applicable),
and the outcome (success or failure) of the eaad;

e) For each audit event type, based on the auditafelet eefinitions of the
functional components included in the Sihfgrmation specified in Table 6
Auditable Event$

Requirement Auditable Events Additional Audit Record
Contents
FAU ARP.1 Action taken due to Condition that was
detection matched and message
details
FAU_GEN.1 Start-up and shutdown of
audit
FAU_GEN.2 None
FAU_SAA.1 Changes to the monitoring
rules
Detection of violation Condition that was
matched and action
performed
FAU _STG.1 None
FCS_CKM.1 Failure of the activity
FCS_CKM.4 None
FCS_COP.1 Failure of the cryptographiCype of cryptographic
operation operation
Any applicable
cryptographic mode(s) of
operation, excluding any
sensitive information
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Requirement

Auditable Events

Additional Audit Record
Contents

FDP_ACC.1(1)

None

FDP_ACC.1(2)

None

FDP_ACF.1(1)

Successful requests to
apply the administrator
access control SEP

FDP_ACF.1(2)

Successful requests to
apply the device access
control SFP

FIA_UAU.1 Use of the authentication | Claimed identity of the
mechanism user
FIA_UID.1 Use of the identification | Claimed identity of the
mechanism user
FMT_MSA.1 Modification of the security The identity of the
attributes Administrator performing
the function
FMT_MSA.3 Modification of the security The identity of the
attributes Administrator performing
the function
FMT_MTD.1 Modifications to the TSF | The identity of the
data Administrator performing
the function
FMT_SMF.1 Use of any of the
management functions
FMT_SMR.1 Modifications to an access The identity of the
profile or user. Administrator performing
the function
FPT_STM.1 Changes to the time
FTP_ITC.1 All attempted uses of the | Identification of the
trusted channel functions | initiator and target of all
trusted channels
FTP_TRP.1 All attempted uses of the Identificatdithe

initiator and target of all

! The administrator access control SFP controls aistmator access to the TOE.

2 The device access control SFP controls accessrfronitored devices to the TOE.
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Requirement Auditable Events Additional Audit Record
Contents
trusted path functions trusted channels

EXT_DCR_AGG.1 | No additional entries

EXT_DCR_COL.1 No additional entries

EXT_DCR_QUA.1 | Quarantine event Source of data being

quarantined

EXT_DCR_REP.1 No additional entries

Table 6 - Auditable Events

6.2.1.3 FAU_GEN.2 User identity association

FAU_GEN.2.1

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of ideedi users, the TSF shall be able to
associate each auditable event with the identith@fuser that caused the event.

6.2.1.4 FAU_SAA.1 Potential violation analysis

FAU_SAA.1.1

FAU_SAA.1.2

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall be able to apply a set of rulesamitoring the audited events and
based upon these rules indicate a potential varlaif the enforcement of the
SFRs.

The TSF shall enforce the following rules for ritonng audited events:

a) Accumulation or combination oeéfents causingn alert event’s trigger(s)
to reach the specified threshold frequdriayown to indicate a potential
security violation;

b) [Match on a condition defined by log type and seyef event, match on a
specified word in the log message

6.2.1.5 FAU_SAR.1 Audit review

FAU_SAR.1.1

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provideaithorized administratofsvith the capability to readill
audit information} from the audit records.

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 34 of 54



JEnWA

Enabiing & More Secure Fulure FortIAnaIyzerTM Secu rlty Target

FAU_SAR.1.2 The TSF shall provide the audit records in a reasaitable for the user to
interpret the information.

6.2.1.6 FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit recordaemaudit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [prevent] unauthorisedifications to the stored audit
records in the audit trail.

6.2.2 Cryptographic Support (FCS)

The FortiAnalyzer FIPS evaluation for FortiAnalyzea FIPS 140-2 Level 1 validation for the
OS/firmware and a FIPS 140-2 Level 2 validationtfar FortiAnalyzer 4000B platform. The
Cryptographic Module Validation Program (CMVP) derate number is thd.

6.2.2.1 FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.
Dependencies: FCS_COP.1 Cryptographic operation
FCS_CKM.4 Cryptographic key destruction
Fcs_ckm11  The TSF shall generate cryptographic keys in a@sare with a specified
cryptographic key generation algorithfFlPS-approved Random Number

Generator ANSI X9.31 Appendix APathd specified cryptographic key sizes
[listed in Table Ythat meet the following:dtandards listed in Tablg.7

Key Usage Key Size Standard | Cryptographic Algorithm
Validation Program
(CAVP) Certificate Number

Symmetric Cryptography

AES 128, 192 or | FIPS 197 1984
256
Triple-DES 168 FIPS 46-3| 1287, 1288

Asymmetric Cryptography

RSA 2048 ANSI 1030
X9.31

Table 7 - Cryptographic Key Generation
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6.2.2.2 FCS_CKM.4 Cryptographic key Destruction
Hierarchical to: No other components.
Dependencies: FCS_CKM.1 Cryptographic key germrati

The TSF shall destroy cryptographic keys in adance with a specified
cryptographic key destruction methdatys are zeroized when a factory reset is

FCS_CKM.4.1

performed via the CLI (local console or remétiat meets the followingHIPS
PUB 140-2 Key Management Security Leyel 1

6.2.2.3 FCS_COP.1 Cryptographic operation

Hierarchical to: No other components.

Dependencies:

FCS_CKM.4 Cryptographic key germnati

FCS_CKM.1 Cryptographic key destruction

rcs_cop.11  The TSF shall perforntje cryptographic operations specified in Tabjén8
accordance with a specified cryptographic algoriftime cryptographic
algorithms specified in Tablg &nd cryptographic key sizesrjptographic key
sizes specified in Tablg that meet the following:standards listed in Tableg).8
Operation Algorithm Key Size Standard CAVP Certificate
or Digest Number
Length
Encryption and Triple-DES | 168 FIPS 46-3 1287, 1288
Decryption
AES 128,192, | FIPS 197 1984
256
Message HMAC 160 FIPS 198 1197, 1198
authentication | SHA-1
coding
HMAC
SHA-256
Hashing SHA-1 160 FIPS 180-3 1739, 1740
SHA-2
Random ANSI 2048 ANSI X9.31 1043
Number X9.31 Appendix A.2.4
Generation Appendix
A
Digital RSA 2048 ANSI X9.31 1030
Signatures

Table 8- Cryptographic Operation
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6.2.3 User Data Protection (FDP)

6.2.3.1 FDP_ACC.1(1) Subset access control (administrators)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute basedss control

rop_Acc.1(1).1  The TSF shall enforce thadministrative access control SFén [
Subjects: Administrators
Objects: Security data
Operations: read only, read/write

Application Note: Security data refers to systertagaetwork data, admin data, alert data,
devices data, log data, quarantine data, DLP agdtata, and reports.

6.2.3.2 FDP_ACC.1(2) Subset access control (devices)

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute basedss control
rop_aAcc.12).1  The TSF shall enforce thddvice access control SFén [

Subjects: devices
Objects: logs, DLP archives, quarantined files, P& ket Logs, Reports
Operations: receivie

6.2.3.3 FDP_ACF.1(1) Security attribute based access contr@administrators)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

rop_acr.1(1).1  The TSF shall enforce thadministrative access control SH® objects based on
the following [

Subjects: Administrators
Security attributes
Username
Access Profile

Objects: Security data
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FDP_ACF.1(1).2

FDP_ACF.1(1).3

FDP_ACF.1(1).4

Security attributes

Data type (system, network, admin, alerts, deviogs,
guarantine, DLP archive, reporf)

The TSF shall enforce the following rules to deti@e if an operation among
controlled subjects and controlled objects is aldwan authorized
administrator may read only or read/write secuigta if the administrator’s
access profile contains the permission to perfdrat function for that data type

The TSF shall explicitly authorize access of sabjo objects based on the
following additional rules:the administrator is the admin administrator (ddfau
administrator account)

The TSF shall explicitly deny access of subjéztsbjects based on the following
additional rules: Administrative domain, which may be used to comstacess
privileges to a subset of devices or virtual dorggin

Application note: Administrative domains may bedisath the FortiAnalyzer 400B, 400C and
4000B models, but not the 100C.

6.2.3.4 FDP_ACF.1(2) Security attribute based access contr¢devices)

FDP_ACF.1(2).1

FDP_ACF.1(2).2

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

The TSF shall enforce thddvice access control SF#® objects based on the
following: [

Subjects: devices
Security attributes
Registered device indication
Objects: logs, DLP archives, quarantined files, IP&ket Logs, Reports
Security attributes
Data typé

The TSF shall enforce the following rules to deti@e if an operation among
controlled subjects and controlled objects is aldwithe TOE may receive data
from a registered device if device privileges hbgen established for that data

typd.
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FDP_ACF.12).3 The TSF shall explicitly authorize access of sabjo objects based on the
following additional rules:rjo additional ruleg

FoP_ACF.12).4 The TSF shall explicitly deny access of subjéetsbjects based on the following
additional rules:the disk allocation limit has been reached andabion
indicated is ‘Stop Loggindy

Application Note: The ‘data type’ in this casethe data type of the object, i.e. DLP archive,
guarantined file, IPS Packet log, or Report. Altteese data types would be available if the
registered device was running FortiGate firmwafeot.later. Fewer data type options are
available for other device types.

6.2.3.5 lteration Rationale

Two iterations of FDP_ACC.1 and FDP_ACF.1 wereudeld to address access control for both
administrators and devices.

6.2.4 Identification and Authentication (FIA)

6.2.4.1 FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allowro action$ on behalf of the user to be performed before the
user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be succegsfuthenticated before allowing
any other TSF-mediated actions on behalf of that.us

6.2.4.2 FIA_UID.1 Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 The TSF shall allowro action$ on behalf of the user to be performed before the
user is identified.

FIA_UID.1.2 The TSF shall require each user to be succegsfidhtified before allowing any
other TSF-mediated actions on behalf of that user.

6.2.5 Security Management (FMT)

6.2.5.1 FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
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FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 The TSF shall enforce thadministrative access control SH® restrict the
ability to [query, modify, delete] the securityréitites pccess profilpto
[authorized administratots
6.2.5.2 FMT_MSA.3 Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of securityoaiies
FMT_SMR.1 Security roles
rmT_MsA3.1  The TSF shall enforce thadministrative access control SF® provide
[restrictive] default values for security attribsitéhat are used to enforce the SFP.

rMT_MsA32  The TSF shall allow thenp oné to specify alternative initial values to override
the default values when an object or informatiooresated.
6.2.5.3 FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

rvuT_MTD.1.1  The TSF shall restrict the ability tpdrform the operations identified in Table 9
on| the [TSF data identified in Tabld ® [authorized administratots

Operation TSF Data
Read only, read/write System setting datd
Read only, read/write Network configuration
data
Read only, read/write Admin data
Read only, read/write Alerts
Read only, read/write Device data
Read only, read/write Logs
Read only, read/write Quarantine
Read only, read/write DLP Archive
Read only, read/write Reports

Table 9 - Management of TSF Data
6.2.5.4 FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
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Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the foilmumanagement functions
[query the system status (using the dashboard adiglets), configure network
settings, configure network shares, configure adstrigitor related settings,
configure log storage and query features, perfoankops, configure connections
to devices monitored by the TOE, manage the logaactiive functionality, and
configure and browse repotts

6.2.5.5 FMT_SMR.1 Security roles
Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

rMT_sMR.1.1  The TSF shall maintain the rolesdjnin administrator and other administrators
with customizable access profiles

FrMT_sMR.1.2  The TSF shall be able to associate users widsrol

6.2.6 Protection of the TSF (FPT)

6.2.6.1 FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.
FrT_sTM.1.1  The TSF shall be able to provide reliable tinzsrgis.
6.2.7 Trusted path/channels (FTP)

6.2.7.1 FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channekben itself and another
trusted IT product that is logically distinct framther communication channels
and provides assured identification of its end {soand protection of the channel
data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [another trusted IT prodaetinitiate communication via
the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the tegschanneHertp transmit or
receive logs, DLP archives, quarantined files, FR&ket Logs, and Reports,
where this data would otherwise traverse an unagdstetwork

6.2.8 FTP_TRP.1 Trusted path

Hierarchical to: No other components.
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Dependencies: No dependencies.

FTP_TRP.1.1 The TSF shall provide a communication path betwtself and [remote] users
that is logically distinct from other communicatipaths and provides assured
identification of its end points and protectiontieé communicated data from
[modification, disclosure].

FTP_TRP.1.2 The TSF shall permit [remote users] to initiadencnunication via the trusted
path.

FTP_TRP.1.3 The TSF shall require the use of the trusted featfinitial user authentication,
use of the Command Line Interface, use of the vaskébmanagement interfce

6.2.9 Data Collection and Reporting (EXT_DCR)

6.2.9.1 EXT_DCR_AGG.1 Aggregation
Hierarchical to: No other components.
Dependencies: EXT_DCR_COL.1 Data Collection
EXT_DCR_AGG.1.1 The TSF shall be able to aggregate data colldobead monitored devices for
further analysis and reporting.
6.2.9.2 EXT_DCR_COL.1 Data Collection
Hierarchical to: No other components.
Dependencies: No dependencies.

ext_bcr_coL.1.1  The TSF shall be able to collect the followinfpmmation types from the
targeted IT system resource(s$pd data, DLP archive files, quarantine files,
IPS Packet Data, Repotts

Application Note: Reports are generated rather tirdliected.

6.2.9.3 EXT_DCR_QUA.1 Quarantine
Hierarchical to: No other components.
Dependencies: No dependencies.
ExT_DCR_QUA.11 The TOE shall be able to isolate selected dasadmntainer controlled by the
TSF where it may be examined, deleted or restored.
6.2.9.4 EXT_DCR_REP.1 Reporting
Hierarchical to: No other components.
Dependencies: EXT_DRC_AGG.1 Aggregation

exT_bcr_ReP.1.1  The TSF shall be able to apply a set of ruldhe¢caggregated data to create
reports relating to the following events, actistier patterns:jandwidth
analysis, forensic analysis, threat analysis, amib\ltering activity.

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#®12 Page 42 of 54



JEnWA

R SRS Sesi s FortiAnalyzer™ Security Target

6.3 SECURITY REQUIREMENTS RATIONALE
The following table provides a mapping betweenSk&s and Security Objectives.

O.ACCESS
O.AUDIT
O.IDENTAUTH
O.ADMIN
O.PROTEC
O.SECURI
O.TIME
O.TRUST

> |0.REPOR’

FAU_ARP.1

FAU_GEN.1

X

FAU_GEN.2

X

FAU SAA.1 X

FAU_SAR.1 X

FAU_STG.1 X X X

FCS_CKM.1 X

FCS_CKM.4 X

FCS_COP.1 X

FDP_ACC.1(1) X X

FDP_ACC.1(2)

FDP_ACF.1(1) X X

X | X | x| X
X | X | x| X

FDP_ACF.1(2)

FIA_UAU.1 X

FIA_UID.1 X

FMT_MSA.1

FMT_MSA.3

X | X | x| X]|X
X
>

FMT_MTD.1

FMT_SMF.1 X

FMT_SMR.1 X| X

FPT_STM.1 X
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FTP_ITC.1 X
FTP_TRP.1 X
EXT_DCR_AGG.1 X
EXT_DCR_COL.1 X X
EXT_DCR_QUA.1 X
EXT_DCR_REP.1 X

Table 10 - Mapping of SFRs to Security Objectives
6.3.1 Security Functional Requirements Rationale Relatedo Security Objectives

Table 11 shows the Security Functional RequiremRatgonale related to Security Objectives.

Objective: The TOE must allow authorized users to accessappyopriate TOE

O.ACCESS functions and data.

Security FIA_UAU.1 Timing of Authentication

Funct.lonal i FIA_UID.1 Timing of Identification

Requirements:
FDP_ACC.1(2) Subset access control (administrators)
FDP_ACF.1(1) Security attribute based access control

(administrators)
Rationale: FIA_UAU.1 and FIA_UID.1 support this objective bgsairing that

users are identified and authenticated prior t@s&€c FDP_ACC.1(1)
and FDP_ACF.1(1) ensure that access to functiodslata are strictly

controlled.
Obijective: The TOE must record audit records for use of th& Tinctions, and
O.AUDIT use of the resources protected by the TOE.
Security FAU_GEN.1 Audit data generation
Funct_|onal ) FAU_GEN.2 User identity association
Requirements:

FAU_ SAR.1 Audit Review

FAU _STG.1 Protected audit trail storage
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EXT_DCR_COL.1 Data Collection

Rationale: FAU_GEN.1 and FAU_GEN.2 support the creation ofitnetords.
FAU_STG.1 ensures that they are protected. FAU_.$ARsures that
the records are usable, in that they may be réxd@_DCR_COL.1
supports the collection of audit data from monitbdevices.

Objective: The TOE must be able to identify and authenticasruprior to
O.IDENTAUTH | allowing access to the administrative functions data of the TOE.
Security FIA_UAU.1 Timing of Authentication
Funct.lonal i FIA_UID.1 Timing of Identification
Requirements:
FDP_ACC.1(2) Subset access control (administrators)
FDP_ACF.1(1) Security attribute based access cbntro
(administrators)
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialisation
FMT_SMR.1 Security roles
FMT_MTD.1 Management of TSF data
Rationale: FIA_UID.1 and FIA_UAU.1 support the identificati@md

authentication of users, respectively. FDP_ACQ.a(id
FDP_ACF.1(1) control access to administrative fioms.
FMT_MSA.1 restricts access to security data, and FMSA.3
provides restrictive default values. FMT_SMR.Dbwaf$ for roles to be|
used, and FMT_MTD.1 allows access to be contrdikeskd on those

roles.
Objective: The TOE will provide all the functions and fac#isi necessary to
O.ADMIN support the administrators in their managemenhefsecurity of the

TOE, and restrict these functions and facilitiesrfrunauthorized use.
Security FMT_MSA.1 Management of security attributes
Functional

. ) FMT_MTD.1 Management of TSF data

Requirements:

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of management functions
Rationale: FMT_SMF.1 ensures that management functions exsaipport the

management of the TOE. FMT_SMR.1 supports FMT_ SMy.
allowing for the administrative roles to be uset) &MT_MTD.1
allows access to be controlled based on those. rélgsl_ MSA.1
further supports this objective by restricting ascto security data.
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Objective: The TOE must ensure the integrity of all system aundit data by
O.PROTECT protecting itself from unauthorized access.

Security FAU_STG.1 Protected audit trail storage
Functional

Requirements:

FDP_ACC.1(2) Subset access control (administrators)

FDP_ACC.1(2) Subset access control (devices)

FDP_ACF.1(1) Security attribute based access cbntro

(administrators)

FDP_ACF.1(2) Security attribute based access cbntro

(devices)

FMT_MSA.1 Management of security attributes

EXT DCR_QUA.1 Quarantine

Rationale:

FAU_STG.1 protects the audit data from unauthorimedlification or
deletion. FDP_ACC.1(1) and FDP_ACF.1(1), and FREC.1(2)
and FDP_ACF.1(2) protect the TOE from access lauthorized
administrators and devices, respectively. FMT_MS#stricts acces
to data to authorized administrators. EXT_DCR_QUa&llows for
files to be isolated, thereby protecting the systemm potentially
malicious files.

Objective:
O.REPORT

The TOE must gather, analyze, provide appropregponse and
create reports on all events indicating a brea¢hamolicy related to
use of the resources protected by the TOE.

Security
Functional

Requirements:

FAU_ARP.1 Security alarms

FAU_SAA.1 Potential violation analysis

EXT_DCR_AGG.1 Aggregation

EXT DCR_COL.1 Data collection

EXT_DCR_REP.1 Reporting

Rationale: EXT_DCR_COL.1 supports the collection of data; ERCR_AGG.1
supports the aggregation of that data, and FAU_3A#lows for
analysis of that data to discover potential violas. FAU_ARP.1
allows for a response on detection of a potenéalisty violation, and
EXT_DCR_REP.1 supports the creation of reports.

Objective: The TOE must ensure the security of all audit aystiesn data.

O.SECURE
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Security FAU_STG.1 Protected audit trail storage
Functional —
. i FDP_ACC.1(2) Subset access control (administrators)
Requirements:
FDP_ACC.1(2) Subset access control (devices)
FDP_ACF.1(1) Security attribute based access contro
(administrators)
FDP_ACF.1(2) Security attribute based access contro
(devices)
Rationale: FAU_STG.1 supports the security of audit data gueng that it is

protected from unauthorized modification and deleti
FDP_ACC.1(1), FDP_ACC.1(2), FDP_ACF.1(1), and FDEFAL(2),
ensure the protection of data objects by contléincess to these

objects.
Objective: The TOE must provide reliable timestamps.
O.TIME
Security FPT_STM.1 Reliable time stamps
Functional
Requirements:
Rationale: FPT_STM.1 ensures the provision of reliable timegts.
Obijective: The TOE will maintain a mechanism for transmittselect data in a
O.TRUST trusted manner.
Security FCS_CKM.1 Cryptographic key generation
Funct_ional FCS_CKM.4 Cryptographic key destruction
Requirements: -
FCS_COP.1 Cryptographic operation
FTP_ITC.1 Inter-TSF trusted channel
FTP_TRP.1 Trusted path
Rationale: FCS_CKM.1, FCS_CKM.4 and FCS_CORP.1 provide for the

cryptography required to support trusted commuimoat FTP_ITC.1
supports trusted communications, where requirelyden devices,
including those required to meet the content arh@gquirements.
FTP_TRP.1 supports trusted communications betwserswand the
TOE, where required.

Table 11 - Security Functional Requirements Rationia
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6.4 DEPENDENCY RATIONALE

Table 12 - Functional Requirement Dependenciediftkesithe Security Functional
Requirements from Part 2 of the CC and their assedidependencies. It also indicates whether
the ST explicitly addresses each dependency.

SFR Dependencies | Dependency
Satisfied?
FAU_ARP.1 FAU SAA.1 Yes
FAU_GEN.1 FPT_STM.1 Yes
FAU_GEN.2 FAU_GEN.1 Yes
FIA_UID.1
FAU_SAA.1 FAU GEN.1 Yes
FAU_SAR.1 FAU_GEN.1 Yes
FAU_STG.1 FAU_GEN.1 Yes
FCS_CKM.1 FCS_COP.1 Yes
FCS_CKM.4
FCS_CKM.4 FCS_CKM.1 Yes
FCS_COP.1 FCS_CKM.1 Yes
FCS_CKM.4
FDP_ACC.1(1) FDP_ACF.1 Yes
FDP_ACC.1(2) FDP_ACF.1 Yes
FDP_ACF.1(1) FDP_ACC.1 Yes
FMT_MSA.3
FDP_ACF.1(2) FDP_ACC.1 Yes
FMT_MSA.3
FIA_UAU.1 FIA_UID.1 Yes
FIA_UID.1 None Yes
FMT_MSA.1 FDP_ACC.1 Yes
FMT_SMR.1
FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 Yes
FMT_SMR.1
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SFR Dependencies | Dependency
Satisfied?
FMT_MTD.1 FMT_SMR.1 Yes
FMT_SMF.1

FMT_SMF.1 None Yes
FMT_SMR.1 FIA_UID.1 Yes
FPT_STM.1 None Yes
FTP_ITC.1 None Yes
FTP_TRP.1 None Yes
EXT_DCR_AGG.1 | EXT_DCR_COL.1| Yes
EXT_DCR_COL.1 | None Yes

EXT _DCR_QUA.1 None Yes

EXT DCR_REP.1 | EXT DCR_AGG.l Yes

Table 12 - Functional Requirement Dependencies
6.5 TOE SECURITY ASSURANCE REQUIREMENTS

The TOE assurance requirements for this ST coabtbie requirements corresponding to the
EAL 2 level of assurance, as defined in the CC Baaugmented by the inclusion of Basic Flaw
Remediation (ALC_FLR.1). EAL 2 was chosen for cetipze reasons. The developer is
claiming the ALC_FLR.1 augmentation since thereaaneimber of areas where current Fortinet
practices and procedures exceed the minimum regaies for EAL 2.

The assurance requirements are summarized in thle Ta - EAL 2 Assurance Requirements.

Assurance Class

Assurance Components

Identifier Name
Development ADV_ARC.1 Security architecture dedeip
ADV_FSP.2 ?gg;;:g;gg;orcing functional
ADV_TDS.1 Basic design
Guidance Documents AGD_OPE.1 Operational useragaiel
AGD _PRE.1 Preparative procedures
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Assurance Class

Assurance Components

Identifier Name
Life-cycle support ALC_CMC.2 Use of a CM system
ALC_CMS.2 Parts of the TOE CM coverage
ALC DEL.1 Delivery procedures
ALC FLR.1 Basic flaw remediation
E\elgllfjréiitt)ilo'l;]arget ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
ASE_OBJ.2 Security objectives
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
Vulnerability AssessmentAVA_VAN.2 Vulnerability analysis

Table 13 - EAL 2 Assurance Requirements
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7 TOE SUMMARY SPECIFICATION

This section provides a description of the secduhctions and assurance measures of the TOE
that meet the TOE security requirements.

7.1 TOE SECURITY FUNCTIONS
A description of each of the TOE security functidoléows.
7.1.1 Security Audit

The TOE creates audit records for administrativenés; and access control decisions. The TOE
records time of the event, the identity of the austrator or user who caused the event and
details of the event as they occur. The adminmtraay review the audit records. The audit
records are stored locally. Audit records canmotodified and may only be deleted by the
administrators with appropriate privileges. In itidd to being time stamped, each audit record
is also assigned a sequential event ID. The TQFiges reliable timestamps using an internal
clock that may be set by an administrator. Changése date/time are audited.

The TSF is able to monitor the audit events andgeize a potential security violation based on
the severity of an event, or a number of eventsitorg within a preset time period. Upon
detection of a potential security violation, theFTi8ay be configured to send a notification to an
email address, and SNMP trap or a Syslog serverthése two functions, the TSF uses the
aggregate audit events, and not just those geddgitthe TOE itself.

TOE Security Functional Requirements addressed: BRP.1, FAU_GEN.1, FAU_GEN.2,
FAU_SAA.1, FAU_SAR.1, FAU_STG.1 and FPT_STM.1.

7.1.2 Protection (Cryptographic Support and Trusted PathChannel)

The TOE maintains an isolated security domaintown execution. No other applications
may be loaded onto the TOE. Administrators andsude not have access to the operating
system or the file system (i.e. there are no rgstén level users). The TOE stores all security
and configuration data in segregated configurdiles. The TOE also provides a quarantine
storage area to isolate potentially dangerous fidesxamination. The TOE only provides
identification, authentication and access conteolises to administrative users. The TOE uses
cryptography to ensure the integrity and privacyatia transmitted between devices and
between administrative users and devices.

TOE Security Functional Requirements addressed: BB#.1, FCS_CKM.4, FCS_COP.1,
EXT_DCR_QUA.1, FTP_ITC.1, and FTP_TRP.1

7.1.3 User Data Protection

The TOE provides for two distinct access controF3'S one for administrators and one for
devices. Administrative users are granted acaedata based on the permissions in their access
profiles. Users may also be constrained by adnatisge domains, which are used to limit
access privileges to a subset of devices or vidoalains. The devices that are monitored by the
TOE must first be registered with the TOE in orlecommunicate with the TOE.
Communications with other devices may be furthstrieted by data type and disk allocation
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limits. Communications between devices may beygred, where this is considered
appropriate. For example, transmission of cordechiive data may be encrypted.

TOE Security Functional Requirements addressed: ROR.1(1), FDP_ACC.1(2),
FDP_ACF.1(1), FDP_ACF.1(2), FTP_ITC.1.

7.1.4 ldentification and Authentication

In order to protect the TOE data and servicesTtBE requires identification and authentication
for all administrative access via the network ifgees. The identification and authentication
mechanism is a username and password combinalio®.TOE maintains administrator
accounts locally.

TOE Security Functional Requirements addressed: BAU.1 and FIA_UID.1.
7.1.5 Security Management

Administration may be performed locally through ttmasole using the CLI, or through the web-
based GUI. Remote administration may also be oacteduthrough the CLI or web-based GUI.
Communications between the TOE and remote admaiss are protected by an encrypted
path.

Administrative access to the TOE is restrictedutharized administrators and is controlled
through defined roles and access profile infornmatidvhen a new user is created, that user does
not have administrative privileges until those peges are specifically granted. Access must be
specifically granted to read from and/or write §s®m setting data, Network configuration

data, Admin data, Alerts, Device data, Logs, Quimad data, DLP Archive files, and Reports.

The TOE provides administrators with the abilitygteery the system status (using the dashboard
and widgets), configure network settings, configueenvork shares, configure administrator
related settings, configure log storage and queayufes, perform backups, configure
connections to devices monitored by the TOE, mattagéog and archive functionality, and
configure and browse reports.

TOE Security Functional Requirements addressed: AWHA.1, FMT_MSA.3, FMT_MTD.1,
FMT_SMF.1, FMT_SMR.1, and FTP_TRP.1.

7.1.6 Data Collection and Reporting

The TOE has the ability to collect log informatifsom a number of devices, aggregate that data,
analyse it and provide reports. Additionally, TF&F is able to monitor the audit events and
recognize a potential security violation basedrendeverity of an event, or the number of events
occurring within a preset time period. Upon detetof a potential security violation, the TSF
may be configured to send a notification to an éaxdress, an SNMP trap or a Syslog server.

TOE Security Functional Requirements addressed: BXOR_AGG.1, EXT_DCR_COL.1,
EXT_DCR_REP.1, FAU_ARP.1 and FAU_SAA.1.
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8 TERMINOLOGY AND ACRONYMS

8.1 TERMINOLOGY
The following terminology is used in this ST:
Term Description

Admin administrator This is the default administrasiccount. All administrative
permissions have been granted to this accountitremdccount
may not be deleted.

Quarantine Data is quarantined when it is isolatghkin a controlled
container from where it may be examined, deleteestored.

Syslog Syslog is a standard for logging programsagss. It allows
separation of the software that generates mes$ageshe system
that stores them and the software that reportsaaatyzes them.

8.2 ACRONYMS
The following acronyms are used in this ST:

Acronym Definition

ANSI American National Standards Institute
CAVP Cryptographic Algorithm Validation Program
CC Common Criteria

CLI Command Line Interface

CMVP Cryptographic Module Validation Program
DES Data Encryption Standard

DLP Data Leak Prevention

EAL Evaluation Assurance Level

FIPS Federal Information Processing Standards
FTP File Transfer Protocol

GUI Graphical User Interface

HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol Secure

IPS Intrusion Prevention System

IPSec Internet Protocol Security

IT Information Technology

NTP Network Time Protocol

Doc No: 1737-000-D0007 Version: 0.8 Date: 12 Decen#f12 Page 53 of 54



E mq FortiAnalyzer™ Security Target

Enabiing a More Secure Fulure

PKCS Public-Key Cryptography Standards
PP Protection Profile

RADIUS Remote Authentication Dial In User Service
RSA Rivest, Shamir and Adleman

SFP Security Function Policy

SFR Security Functional Requirement
SHA Secure Hash Algorithm

SNMP Secure Network Mail Protocol

SSH Secure Shell

ST Security Target

TCP Transmission Control Protocol

TOE Target of Evaluation

TSF TOE Security Functionality

UDP User Datagram Protocol

USB Universal Serial Bus
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