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1 Security Target Introduction

This section identifies the Security Target (STardget of Evaluation (TOE), ST conventions, ST comi@nce
claims, and the ST organization. The subjectsvafuation are the Network Chemistry RFprotect blistited
v6.1.2, RFprotect Sensor v6.1.22, and RFprotectilol6.1.2, and will hereafter be referred to as thOE
throughout this document. The TOE is a wirelessiion detection and intrusion prevention system.

1.1 Overview

This ST contains the following sections to providemapping of the Security Environment to the Séguri
Requirements that the TOE meets in order to remdinanish, or mitigate the defined threats:

» Security Target Introduction (Section 1) — Providelsrief summary of the content of the ST and dessr
the organization of other sections of this document

» TOE Description (Section 2) — Provides an overvieinthe TOE security functions and describes the
physical and logical boundaries for the TOE.

e TOE Security Environment (Section 3) — Describesttireats and assumptions that pertain to the T@E a
its environment.

» Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the TOE dtsd
environment.

e IT Security Requirements (Section 5) — PresentsStmurity Functional Requirements (SFRs) and Sigcuri
Assurance Requirements (SARs) met by the TOE arileby OE’s environment.

» TOE Summary Specification (Section 6) — Descriltesdecurity functions provided by the TOE to sstisf
the security requirements and objectives.

» Protection Profile Claims (Section 7) — Provides itientification of any ST Protection Profile clairas
well as a justification to support such claims.

* Rationale (Section 8) — Presents the rationalettier security objectives, requirements, and the TOE
summary specifications as to their consistency,etaness, and suitability.

» Acronyms (Section 9) — Defines the acronyms uselimvthis ST.

1.2 Security Target, TOE and CC Identification and  Conformance

Table 1 - ST, TOE, and CC Identification and Confor mance

Network Chemistry RFprotect™ v6.1.2, RFprotect™ Sensor v6.1.22, RFprotect™ Mobile
v6.1.2 Security Target

ST Version Version 1.0

Author Corsec Security, Inc.

TOE Identification Network Chemistry RFprotect™ v6.1.2 build 13, RFprotect™ Sensor v6.1.22, RFprotect™
Mobile v6.1.2 build 13

(Sl nineNeEIEN(®®EN Common Criteria for Information Technology Security Evaluation, Version 2.3; CC Part 2
Identification and extended, CC Part 3 conformant; Parts 2 and 3 Interpretations from the Interpreted CEM
Conformance as of September 6, 2006 were reviewed, and no interpretations apply to the claims made

in this ST.

PP Identification None

Evaluation Assurance EAL 2
Level

Keywords Wireless IDS, Wireless IPS, IDS, IPS, Wireless, Intrusion Detection, Intrusion Prevention

Network Chemistry RFprotect Distributed v6.1.2, RFprotect Sensor v6.1.22, and Page 6 of 51
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1.3 Conventions, Acronyms, and Terminology

1.3.1 Conventions

There are several font variations used within 8iIs Selected presentation choices are discusgedihaid the
Security Target reader.

The CC allows for several operations to be perfarme security requirements: assignment, refinenssigction,
and iteration. All of these operations are usetthiwithis ST. These operations are presenteckisdme manner in
which they appear in Parts 2 and 3 of the CC wighfollowing exceptions:

» Completed assignment statements are identifiedyUradicized text within brackets).

» Completed selection statements are identified uginderlined italicized text within brackets).

» Refinements are identified usimgld text. Any text removed is stricken (Example-FSFDatad should
be considered as a refinement.

» lIterations are identified by appending a letteparenthesis following the component title. Forragée,
FAU_GEN.1(a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.2 Acronyms

The acronyms used within this ST are describecenti®n 9 — “Acronyms.”

Network Chemistry RFprotect Distributed v6.1.2, RFprotect Sensor v6.1.22, and Page 7 of 51
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2 TOE Description

This section provides a general overview of the T&8EnN aid to understanding the general capabibtiel security
requirements provided by the TOE. The TOE dedonpprovides a context for the TOE evaluation bgnitifying
the product type and describing the evaluated gardkion.

2.1 Product Type

The Network Chemistry RFprotect suite is a wirel@gsusion detection system (IDS) coupled with usion

prevention functionality. This system uses wirgleetwork Sensors to detect and respond to suspieictivity and
to determine the impact of network attacks, basedallected forensic data. It analyzes the autegriwireless
network, checking for and responding to identifiednerabilities. Wireless intrusion prevention ahbjiities allow

the RFprotect system to prevent “rogue” wirelesgtians (including wireless access points, wirelasswork

clients, and ad-hoc wireless devices) from opegatithin the range of the product, and to neuteatizreats after
identification of an attack by terminating an akimrcs wireless session.

2.2 Product Description

The product is a wireless intrusion detection amdvention system which uses wireless Sensors teotol
information about target systems and networks. System contains an analyzer component to suppalysis of
the data and to initiate actions in response tbritings.

There are three TOE components which combine tm the two evaluated TOE configurations. Theseetir®E
components are:

* RFprotect Sensor
* RFprotect Server
» RFprotect Client

These TOE components can be instantiated on sepatat-dependent devices to form the first TOEfigamation,

or they can be combined onto one device (typicallynobile laptop workstation) to form the second TOE
configuration (calledRFprotect Mobile). RFprotect Mobile can operate independently ofnoconjunction with
standalone Sensors, Servers, and Clients.

2.2.1 RFprotect Sensor

The RFprotect Sensor is a self-contained appliawiieh is used to scan the channels defined in @218 wireless
networking specifications for unauthorized, maliggipor otherwise suspicious traffic, report itdfimgs back to the
RFprotect Server, and respond to unauthorized desirable network traffic as directed by the Sendécan detect
all 802.11 wireless devices within the Sensor’snscange, as well as anomalies such as malformedoniet
protocol headers and network traffic patterns whighy indicate malicious probes, attacks, deniakefvice

attempts, or other types of wireless network abuse.

Along with typical intrusion detection capabilitiise RFprotect Sensor can also be used to respoittntified
attacks or unauthorized network traffic by terminmgtor controlling the wireless connections of amireless
stations within its scanning range.

2.2.2 RFprotect Server

The RFprotect Server is a software package whidhstlled on standard server hardware and funstasthe
central management and analysis server for the d®&girsystem. The Server provides scanning pslitiethe
RFprotect Sensors deployed on the local networkraceives wireless traffic reports from them. Bwever stores
the reports from all of the Sensors on the netveoidk continuously analyzes the complete wirelesaidataset. If
the complete dataset indicates that suspicious alicious activity is or may be occurring, the Serveay be

Network Chemistry RFprotect Distributed v6.1.2, RFprotect Sensor v6.1.22, and Page 8 of 51
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configured to respond by instructing one or morasBes to take appropriate actions to mitigate tveat. The
Server allows authorized users to view events geeéiby the Sensors via the RFprotect Client soéwa

2.2.3 RFprotect Client

The RFprotect Client is a software package whidhnsgalled on standard Personal Computer (PC) hamelwlt is
used to manage the Server and the Sensors aneviaeports on wireless network activity. The Cliprovides a
Graphical User Interface (GUI) to manage usersthed associated roles, system policies, and alasssciated
with specific events. It also provides a meansiéw the status of all deployed Sensors and capladisreports
generated by the Server to provide summary infdomatbout attacks, activity graphs, and analysisveit trends.

2.2.4 RFprotect Mobile

The RFprotect Mobile software is made up of funwdiity from RFprotect Sensor, RFprotect Server RRgrotect
Mobile Client. It is installed on a standard PCrkatation, typically a laptop computer, to provigebility. In the

evaluated configuration of the RFprotect Mobiledaret, the Sensor functionality is provided by aeléss network
adapter and the RFprotect Agent software modukalied on the host laptop. The RFprotect Agentvearfe that
controls the wireless network adapter is includethe TOE, but the wireless network adapter hardwsanot. The
RFprotect Mobile configuration is architecturallynfiar to the separate Sensor, Server, and Clienfiguration;

however, in the evaluated configuration, the RFgrbtMobile configuration communicates only with tleeal

Sensor. Please see Figure 2 below for more inft@mabout this configuration.

2.3 TOE Boundaries and Scope

The TOE comprises both hardware and software. Fbation addresses what physical (hardware) andalog
(software) components of the TOE are included alwation.

2.3.1 Physical Boundary

Figure 1 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbgr all of the
components of the TOE and the constituents of B& Environment. The physical components that caraphe
TOE in the evaluated configuration are:

» The RFprotect Sensor

The following physical components are excluded frtihe TOE boundary, but are part of the Information
Technology (IT) environment in the TOE’s evaluatedfiguration:

» The computer hardware running the RFprotect Sexoftware

» The computer hardware running the RFprotect CBeftivare

* The computer hardware running the RFprotect Mobkidtware (including the 802.11 a/b/g wireless
network adapter hardware)

In addition, the Packetyzer is not included as parthe TOE.

Network Chemistry RFprotect Distributed v6.1.2, RFprotect Sensor v6.1.22, and Page 9 of 51
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Figure 1 - Physical TOE Boundary

2.3.2 Logical Boundary

The logical boundaries of each of the componenta®fTOE are shown in Figure 2 below. The logmalindaries

of the Server, Client, and Mobile TOE componentslude the RFprotect software components but not the
underlying OS. The logical boundary of the Sensoludes the radio, the RFprotect software, andutiderlying
operating system.
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Figure 2 - TOE Logical Boundary

2.3.2.1 RFprotect Sensor

The ipOS 6.8 operating system used in the RFpr&ensor is licensed from Ubicom, Inc. Ubicom atsakes the
IP3000 family processors used in the sensors. Ukiieom ipOS is the only OS supported by the hardwarhree
models of sensors can be used: model ND-10, N2u2@ND-30.

2.3.2.2 RFprotect Mobile

RFprotect Mobile is fitted with a Peripheral Companh Interconnect (PCI) card as part of the TOE remvnent.
This is currently a commercial-off-the-shelf cardhathe Atheros AR5004X chipset; however any Atlsechipset
may be used to communicate with the modified versibthe Atheros driver used in RFprotect Mobile.

The evaluated version of RFprotect Mobile may Isaitted on any of the following OSs:

« Windows XP Professional Service Pack 2
* Windows 2003 Server Service Pack 1

2.3.2.3 RFprotect Server
Any of the following OSs may be used for the evtddaversion of the RFprotect Server platform:

*  Windows (XP Professional Service Pack 2 or Wind2@83 Server Service Pack 1)
e Linux (Redhat Enterprise 9, Fedora Core 3, or SB8terprise 9.1)

2.3.2.4 RFprotect Client

The OS for the evaluated version of RFprotect Cli@n the Management Workstation) may be any of the
following:

* Windows XP Professional Service Pack 2
* Windows 2003 Server Service Pack 1

The Logical Boundaries of the TOE embody secutitiycfions that it implements. These TOE securitycfions
are usefully grouped under the following Securityé&tion Classes:

Network Chemistry RFprotect Distributed v6.1.2, RFprotect Sensor v6.1.22, and Page 11 of 51
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e Security Audit

» Identification and Authentication
e Security Management

* Protection of the TSF

» IDS Component Requirements

Please refer to Section 6.1 for descriptions af¢h®ecurity Function Classes.

Network Chemistry RFprotect Distributed v6.1.2, RFprotect Sensor v6.1.22, and Page 12 of 51
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3 TOE Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It plesithe statement of the TOE security environmehich
identifies and explains all:

» assumptions about the secure usage of the TOHEding physical, personnel and connectivity aspects,
» known and presumed threats countered by eitheF@te or by the security environment,
» Organizational Security Policies (OSPs) with whilsé TOE must comply.

3.1 Assumptions
This section contains assumptions regarding therggcenvironment and the intended usage of the TOmhe

following specific conditions are required to eresuhe security of the TOE and are assumed to é@xistn
environment where this TOE is employed.

3.1.1 Intended Usage Assumptions
A.ACCESS The TOE has access to all the IT Systata il needs to perform its functions.

A.DYNMIC The TOE will be managed in a manner thdbws it to appropriately address changes in he |
System the TOE monitors.

A.ASCOPE The TOE is appropriately scalable tolth8ystem the TOE monitors.

3.1.2 Physical Assumptions

A.PROTCT The TOE hardware and software criticabézurity policy enforcement will be protected from
unauthorized physical modification.

A.LOCATE The processing resources of the TOE balllocated within controlled access facilities, ethwill
prevent unauthorized physical access.

3.1.3 Personnel Assumptions

A.MANAGE There will be one or more competent indivals assigned to manage the TOE and the seairity
the information it contains.

A.NOEVIL The authorized administrators are notetess, willfully negligent, or hostile, and willlfow and
abide by the instructions provided by the TOE doentation.

A.NOTRST The TOE can only be accessed by authirizers.
3.1.4 Connectivity Assumption

A.CONNECT The TOE will be installed such that adtwork traffic will flow through the TOE.

3.2 Threats to Security

The following are threats identified for the TOEdathe IT System the TOE monitors. The assumed! lefre
expertise of the attacker for all the threats isamhisticated.
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3.2.1 TOE Threats

T.COMINT

T.COMDIS

T.LOSSOF

T.NOHALT

T.PRIVIL

T.IMPCON

T.INFLUX

T.FACCNT

T.BLIND

T.MSQERADE

An unauthorized user may attempt to coompise the integrity of the data collected and poadu
by the TOE by bypassing a security mechanism.

An unauthorized user may attempt to diselthe data collected and produced by the TOE by
bypassing a security mechanism.

An unauthorized user may attempt to resmandestroy data collected and produced by the. TOE

An unauthorized user may attempt to coompise the continuity of the System’s collection and
analysis functions by halting execution of the TOE.

An unauthorized user may gain accesh®TOE and exploit system privileges to gain actess
TOE security functions and data.

An unauthorized user may inappropriatdtprege the configuration of the TOE causing poténtia
intrusions to go undetected.

An unauthorized user may cause malfunctaf the TOE by creating an influx of data that the
TOE cannot handle.

Unauthorized attempts to access TOE dasecurity functions may go undetected.
An attacker may blind the TOE by physicadlifielding or damaging TOE antennas.

A network attacker may attempt to inetat client system in order to gain information ahtbe
vulnerabilities of the client system.

3.2.2 IT System Threats

The following identifies threats to the IT Systehmtt may be indicative of vulnerabilities in or ngsuof IT

resources.
T.SCNCFG
T.SCNMLC

T.SCNVUL
T.FALACT

T.FALREC

T.FALASC

T.MISUSE

T.INADVE

T.MISACT

Improper security configuration settinggsy exist in the IT System the TOE monitors.

Users could execute malicious code onlarSystem that the TOE monitors which causes
modification of the IT System protected data oremanes the IT System security functions.

Vulnerabilities may exist in the IT Systehe TOE monitors.

The TOE may fail to react to identified suspected vulnerabilities or inappropriate attjvi
thereby resulting in a threat to the IT system.

The TOE may fail to recognize vulnerai®k or inappropriate activity based on IDS datzeieed
from each data source, thereby resulting in a theethe IT system.

The TOE may fail to identify vulnerabigs or inappropriate activity based on associabbiDS
data received from all data sources, thereby liegult a threat to the IT system.

Unauthorized accesses and activity irtdieaof misuse may occur on an IT System the TOE
monitors.

Inadvertent activity and access may ocoaran IT System the TOE monitors.

Malicious activity, such as introduction§ Trojan horses and viruses, may occur on anyi§ie®n
the TOE monitors.
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3.3 Organizational Security Policies

An organizational security policy is a set of rylpsactices, and procedures imposed by an orgamiztt address
its security needs. This section identifies thganizational security policies applicable to theETO

P.DETECT Static configuration information that mmide indicative of the potential for a future irdion or
the occurrence of a past intrusion of an IT Systenevents that are indicative of inappropriate
activity that may have resulted from misuse, acaesmalicious activity of IT System assets must
be collected.

P.ANALYZ Analytical processes and information terive conclusions about intrusions (past, present,
future) must be applied to IDS data and appropriegponse actions taken.

P.MANAGE The TOE shall only be managed by auttestiasers.

P.ACCESS All data collected and produced by th&BBall only be used for authorized purposes.

P.ACCACT Users of the TOE shall be accountableffeir actions within the IDS.

P.INTGTY Data collected and produced by the TO#&8ldbe protected from modification.

P. PROTCT The TOE shall be protected from unaizbdr accesses and disruptions of TOE data and
functions.
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4 Security Objectives

This section identifies the security objectivestted TOE and its supporting environment. The sécutbjectives
identify the responsibilities of the TOE and itsyiganment in meeting the security needs.

4.1 TOE Security Objectives

The following are the TOE security objectives:
O.PROTCT The TOE must protect itself from unauitted modifications and access to its functions caua.

O.IDSCAN The TOE must collect and store staticfigpmation information that might be indicative tife
potential for a future intrusion or the occurrené¢a past intrusion of an IT System.

O.IDSENS The TOE must collect and store informatout all events that are indicative of inappiatpr
activity that may have resulted from misuse, acomsmalicious activity of IT System assets.

O.IDANLZ The TOE must accept data from Sensors theth apply analytical processes and information to
derive conclusions about intrusions (past, preserfyture).

O.RESPON The TOE must respond appropriately ttyfioal conclusions.

O.EADMIN The TOE must include a set of functiommtt allow effective management of its functions and
data.

O.ACCESS The TOE must allow authorized users tessonly appropriate TOE functions and data.

O.IDAUTH The TOE must be able to identify and aanticate users prior to allowing access to TOE tions
and data.

O.OFLOWS The TOE must appropriately handle poa¢atidit and System data storage overflows.
O.AUDITS The TOE must record audit records foradatcesses and use of the System functions.
O.INTEGR The TOE must ensure the integrity ofaaitlit and System data.

O.EXPORT When any IDS component makes its datdlade to another IDS component, the TOE will
ensure the confidentiality of the System data.

4.2 Security Objectives for the Environment

The TOE's operating environment must satisfy tHe¥ing objectives.

4.2.1 Non-IT Objectives

These objectives do not levy any IT requirementsabe satisfied by procedural or administrative soees.

OE.INSTAL Those responsible for the TOE must eadiat the TOE is delivered, installed, managed, an
operated in a manner which is consistent with Iqusigy.

OE.PHYCAL  Those responsible for the TOE must emgbat those parts of the TOE critical to secypitjicy
are protected from any physical attack.

OE.CREDEN  Those responsible for the TOE must enthat all access credentials are protected bygbes in
a manner which is consistent with IT security.

Network Chemistry RFprotect Distributed v6.1.2, RFprotect Sensor v6.1.22, and Page 16 of 51
RFprotect Mobile v6.1.2

© 2007 Network Chemistry



Security Target, Version 1.0 April 16, 2007

OE.PERSON Personnel working as authorized admanist shall be carefully selected and trainedpfaper
operation of the System.

OE.INTROP The TOE is interoperable with the IT t8ys it monitors.
4.2.2 1T Objectives

OE.TIME The IT Environment will provide reliablartestamps to the TOE.

OE.PROTECT The IT Environment will protect itsatid the TOE from external interference or tampering
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5 IT Security Requirements

This section defines the Security Functional Regruints (SFRs) and Security Assurance Requirem&atRs)
met by the TOE as well as Security Functional Regoénts met by the TOE IT environment. These requénts
are presented following the conventions identifire&ection 1.3.1.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. Beigtion organizes the SFRs by CC class. Tablerifies all
SFRs implemented by the TOE.

Table 2 — TOE Security Functional Requirements

SFR ID Description

FAU_GEN.1 Audit data generation

FAU_SAR.1 Audit review

FAU_STG.1 Protected audit trail storage

FIA_ATD.1 User attribute definition

FIA_UAU.1 Timing of authentication

FIA_UID.1 Timing of identification

FMT_MOF.1 Management of security functions behaviour

FMT_MTD.1 Management of TSF data

FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles

FPT_ITT.1 Basic internal TSF data transfer protection
FPT_RVM.1(1) |Non-bypassability of the TSP
FPT_SEP.1(1) |TSF domain separation

FPT_STM.1(1) |Reliable time stamps

IDS_NDC.1 Network data collection

IDS_ANL.1 Analyzer analysis

IDS_RCT.1 Analyzer react

IDS_RDR.1 Restricted data review

IDS_STG.1 Guarantee of System data availability

Section 5.1 contains the functional components fitne Common Criteria (CC) Part 2 with the operation
completed. For the conventions used in perforn@i@goperations please refer to Section 1.3.1.
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5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for thedt specified] level of audit; and
c) [auditable eventslisted in Table 3].
FAU_GEN.1.2
The TSF shall record within each audit record ast¢he following information:

a) Date and time of the event, type of event, slipgeentity, and the outcome (success or failuffethe
event; and

b) For each audit event type, based on the audial#nt definitions of the functional componentduded
in the PP/ST,Ho other information].

Dependencies: FPT_STM.1 Reliable time stamps

Table 3 — Auditable Events

Auditable Event

Alert unacknowledged by user

Alert deleted by user

Location record deleted

Location record moved

User logged on to database

All alerts from expert acknowledged

All alerts from expert unacknowledged

Expert alert acknowledged

Expert alert unacknowledged

Expert alert deleted

KnownStation record deleted

KnownStation record updated

Ignore status for known station changed

Cleared all events from event log

Database cleared by user

Built-in Sensor properties edited
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Auditable Event

Station deleted

Notification record created

Notification record deleted

Notification record edited

License key removed

License key added

Report generated

Sensor properties edited

New StationTemplate record created/edited

Sensor template deleted

Sensor template enabled

Sensor template disabled

Sensor record created

Sensor record deleted

Sensor edited

Sensor enabled

Sensor disabled

User added to the Account Manager

User deleted from the Account Manager

New KnownStation record created

FAU SAR.1 Audit review

Hierarchical to: No other components.

FAU_SAR.1.1

The TSF shall provideupers with the SysDBA and/or Administrator roles] with the capability to reada]l
audit data] from the audit records.

FAU_SAR.1.2

The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1 Protected audit trail storage

Hierarchical to: No other components.

FAU_STG.1.1

The TSF shall protect the stored audit records fumauthorised deletion.
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FAU STG.1.2
The TSF shall be able tprjevent] unauthorised modifications to the audit recordthie audit trail.

Dependencies: FAU_GEN.1 Audit data generation
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5.1.2 Class FIA: Identification and Authentication

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
FIA_ATD.1.1

The TSF shall maintain the following list of secyrattributes belonging to individual userssdu 1D,
hashed password, user role].

Dependencies: No dependencies

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1

The TSF shall allowser identification, accessto online help] on behalf of the user to be performed before
the user is authenticated.

FIA_UAU.1.2

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.1 Timing of identification
Hierarchical to: No other components.
FIA _UID.1.1

The TSF shall allowdccess to online help] on behalf of the user to be performed before uker is
identified.

FIA_UID.1.2

The TSF shall require each user to be successfidigtified before allowing any other TSF-mediated
actions on behalf of that user.

Dependencies: No dependencies
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5.1.3 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviou
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tanddify the behaviour of] the functions ¢f System data collection,
analysis, and reaction] to [authorised System administratorg].

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1

The TSF shall restrict the ability tgdery, modify, delete, clear] the [System data] to [the SysDBA and
Administrator roles].

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of management functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayisecurity management functionsISF data
management and security function management].

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1
The TSF shall maintain the roleS/§DBA, Administrator, Viewer].
FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.4 Class FPT: Protection of the TSF

FPT_ITT.1 Basic internal TSF data transfer protection
Hierarchical to: No other components.
FPT_ITT.1.1

The TSF shall protect TSF data fronistlosure, modification] when it is transmitted betwee®ensors

and the Serverseparateparts-ofthe TOE

Dependencies: No dependencies

FPT_RVM.1(1) Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1(1).1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function nvithi
the TSC is allowed to proceed.

Dependencies: No dependencies

FPT_SEP.1(1) TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1(1).1

The TSF shall maintain a security domain for itsno@xecution that protects it from interference and
tampering by untrusted subjects.

FPT_SEP.1(1).2
The TSF shall enforce separation between the sgdomains of subjects in the TSC.

Dependencies: No dependencies

FPT_STM.1(1) Reliable time stamps
Hierarchical to: No other components.
FPT_STM.1(1).1
The TSF shall be able to provide reliable time staufor its own use.

Dependencies: No dependencies
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5.1.5 Class IDS: IDS Functionality

IDS_NDC.1 Network data collection (EXP)
IDS_NDC.1.1
The System shall be able to collect the followinfpimation from the targeted network:

a) [identification and authentication events, data accesses, service requests, network traffic, data
introduction, detected known vulnerabilities, radio frequency characteristics and anomalies]; and

b) [no other events]. (EXP)
IDS_NDC.1.2
At a minimum, the System shall collect and rectwelfbllowing information:

. Date and time of the event, type of event, angestilidentity; and
. Specific service, Protocol, source address, antind¢éisn address. (EXP)

IDS_ANL.1 Analyzer analysis (EXP)
IDS_ANL.1.1
The System shall perform the following analysisction on all IDS data received:

a) [dtatistical, signature]; and

b) [no other functions]. (EXP)

IDS_ANL.1.2
The System shall record within each analytical ltestueast the following information:
a) Date and time of the result, type of resultntification of data source; and

b) [no other information]. (EXP)

IDS_RCT.1 Analyzer react (EXP)
IDS_RCT.1.1

The System shall send an alarm ttee[authorized administrator via the RFprotect Consol€] and [create a
System data record] when an intrusion is detected. (EXP)

IDS_RDR.1 Restricted data review (EXP)

IDS_RDR.1.1
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The System shall providehe SysDBA and/or Administrator roles] with the capability to reada[l System
data] from the System data. (EXP)

IDS_RDR.1.2

The System shall provide the System data in a mrasuigable for the user to interpret the informatio
(EXP)

IDS_RDR.1.3

The System shall prohibit all users read accestheéoSystem data, except those users that have been
granted explicit read-access. (EXP)

IDS_STG.1 Guarantee of System data availability (EP)
IDS_STG.1.1

The System shall protect the stored System data freauthorized deletion. (EXP)
IDS_STG.1.2

The System shall protect the stored System data freauthorized modification. (EXP)
IDS_STG.1.3

The System shall ensure thttd previously recorded] System data will be maintained when the following
conditions occur:Jystem data storage exhaustion]. (EXP)
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5.2 Security Functional Requirements on the IT Envi  ronment

This section specifies the SFRs for the TOE enwitent. This section organizes the SFRs by CC clasdle 4
identifies all SFRs implemented by the TOE envireninand indicates the ST operations performed am ea
requirement.

Table 4 — TOE Environment SFRs

SFR ID Description

FPT_RVM.1(2) Non-bypassability of the TSP

FPT_SEP.1(2) TSF domain separation

FPT_STM.1(2) Reliable time stamps

5.2.1 Class FPT: Protection of the TSF
FPT_RVM.1(2) Non-bypassability of the TSP

FPT_RVM.1.1(2)

The environment shall ensure that TSP enforcement functions avekied and succeed before each
function within the TSC is allowed to proceed.

FPT_SEP.1(2) TSF domain separation
FPT_SEP.1.1(2)

The environment shall maintain a security domain filre RFprotect Server’'s, RFprotect Sensor’s, and
RFprotect Mobile’s execution that protects them from interference tanapering by untrusted subjects

FPT_SEP.1.2(2)
Theenvironment shall enforce separation between the security dewd subjects in the TSC.
FPT_STM.1(2) Reliable time stamps

FPT_STM.1.1(2)

The environment of the RFprotect Server shall be able to provide reliable time stampstha RFprotect
Server’s and RFprotect Sensor’'aise.
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5.3 Assurance Requirements

This section defines the EAL 2 assurance requirésrfenthe TOE. Assurance requirements are tat@n the CC
Part 3 and are summarized in Table 5 below.

Table 5 — Assurance Requirements

Assurance Requirements

Class ACM: Configuration management |ACM_CAP.2 Configuration items

Class ADO: Delivery and operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV: Development ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration

Class AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Class ATE: Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.1 Developer vulnerability analysis
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6 TOE Summary Specification

This section details how the TOE meets the funaliamd assurance requirements described in presexions of
this ST.

6.1 TOE Security Functions

Each of the security requirements and the assakc@gscriptions correspond to the security functiodence, each
function is described by how it specifically sagsfeach of its related requirements. This setwdsth describe
the security functions and rationalize that theusggfunctions are suitable to satisfy the necgssaquirements.

Table 6 — Mapping of TOE Security Functions to Secu  rity Functional Requirements

TOE Security SFR ID Description
Function

Security Audit FAU_GEN.1 Audit data generation
FAU_SAR.1 Audit review
FAU_STG.1 Protected audit trail storage

Identificgtiop and FIA_ATD.1 User attribute definition

Authentication FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification

Security Management |FMT_MOF.1 Management of security functions behaviour
FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

Protection of the TSF |FPT_ITT.1 Basic internal TSF data transfer protection
FPT_RVM.1 Non-bypassability of the TSP
FPT_SEP.1 TSF domain separation
FPT_STM.1 Reliable time stamps

IDS Cpmponent IDS_NDC.1 Network data collection

Requirements IDS_ANL.1 Analyzer analysis
IDS_RCT.1 Analyzer react
IDS_RDR.1 Restricted data review
IDS_STG.1 Guarantee of System data availability

6.1.1 Security Audit

The TOE generates two types of audit data; auditrds which contain information regarding the adstiation
and management of the TOE, and IDS event recordshvadontain IDS information received from the sessand
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other local network devicés This security function addresses the generasimmage and viewing of audit records.
The separate TOE security function called “IDS Conmgnt Requirements” covers the generation, storage,
viewing of the IDS event records. IDS Event Resaatk discussed in Section 6.1.5.

The TOE administrators interact with the TOE throdlge RFprotect Console client software (hereatésrred to

as the “Console”) and the EngineMandgelient software interfaces. Both TOE administraitaterfaces are
mechanisms for interacting with the RFprotect Se(lereafter referred to as the “Server”) and ah sl audited
administrator actions made through either interfame recorded in the Server. The TOE creates dit mcord
when a TOE administrator causes any of the evenisable 3 above to occur. Audit records are stavtdin a
database which is a subcomponent of the Servedit fecords include the date and time of the evigpk of event,
subject identity, and the outcome (success orrigilaf the everit TOE administrators do not have direct access to
the database. TOE administrators can read awditde only through the TOE’s administrative inteds, and only
when authenticated as described below. TOE adiratiss are never given write access to the aadands.

Only TOE administrators can read the audit data.

Security Functional Requirements SatisfiedFAU_GEN.1, FAU_SAR.1, FAU_STG.1

6.1.2 Identification and Authentication

This section describes the TOE controls on usezsacand the user attributes employed by the TQRate access
control decisions. TOE administrators can propadgess the TOE in two ways; via the Console clientia the

EngineManager client. TOE administrators do no¢atly access the Sensors. For both methods @sacthe
identification and authentication mechanism is pied by the Server. The Server stores a usernan@shed
password (i.e. authentication data), and the red@@ated with the administrator (i.e. authorizagjo for each TOE
administrator. An administrator is authenticatduew the hash of the password that has been entetathes the
stored hashed password. No actions are allowedearalf of the administrator prior to identificaticand

authentication of an administrator. Any user afieng to interact with the TOE is presented onlyhwa login

screen until successful identification and autteatitbn is completed. A role is assigned to an adstrator when
the administrator account is created. Login ispenitted if there is no associated role for thmimistrator.

TOE Security Functional Requirements SatisfiedFIA_ATD.1, FIA_UAU.1, FIA UID.1

6.1.3 Security Management

This section describes the role definition and mémagement functionalities of the TOE. The TOHntains three
(3) roles which are identified in FMT_SMR.1. Thalas determine an administrator’s level of accessecurity
management functions provided by the TOE. Thesergg management functions are the managemerit atidit

and event records, management of access contwlmanagement of IDS functions used to collect, tremcand
analyze data. An administrator can be assignedaadrom the list of available roles.

User attempts to manage TOE security functionaditg change, query, modify, or delete security lattas
originate at the Console or the EngineManager fates. All requests for services from either afseh interfaces

! The TOE’s “RogueCheck” function probes the locabtpcted network to determine whether or not a eogu
wireless access point is physically connected te pnotected local area network. This probe inwlve
communication with various network devices whichiahe infrastructure of the protected network hsas routers
and switches.

2 EngineManager is run locally on the Server anovaladministrators to start, stop, and manage ¢neeBengine.

% In some cases, “success” of an event is indichgethe existence of an audit record, and “failup&’an event is
indicated by the non-existence of an audit record.
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are passed to the Server, which mediates the acoes®l to those functions. The Server makesatteess control
decision by comparing the administrator’s role #elprivilege requirement for the type of requeatim

TOE Security Functional Requirements SatisfiedFMT_MOF.1, FMT_MTD.1,FMT_SMF.1, FMT_SMR.1

6.1.4 Protection of the TSF

The TOE provides several mechanisms for protedtsigecurity functions. The TOE protects all TO&c&ity
Function (TSF) data from disclosure when it is sraitted between Sensors and the Server by usiregtdir
protection via Network Chemistry’s implementatiochAES. The Sensors and Server are configured avshared
secret to validate their identity and protect tle®@immunications.

The TOE consists of four architecturally separatponents that are listed below. Each physical T@Eponent
ensures that security mechanisms cannot be bypassedver, all TOE components rely on the TOE eamvinent
to enforce domain separation.

* RFprotect Server
» RFprotect Console
* RFprotect Sensor
* RFprotect Mobile

The RFprotect Server is a software application tvhigns on a standard server. This component ofTthE
ensures that the security mechanisms cannot beséga The security mechanisms cannot be bypassadide all
management and configuration functions of the TQE earried out only by Authorized TOE Users. All
management and configuration operations are coaeduntthe context of an associated managemenbgsessiis
management session is established only after aimedrator has successfully authenticated. Sessémsure that
all future communications within the context ofttlsassion are logically linked to the original antication. All
management and configuration operations are checkanmbnformance to the granted level of accessrajatted if
non-conformant. The management session is destnohien the corresponding TOE User logs out of skasion.
No management functions can be executed by a nierticated administrator. This ensures that $gcur
protection enforcement functions are invoked antteed before each function within the TSF scopeoatrol is
allowed to proceed.

Protection of the TOE from physical tampering iswed by its environment. It is the responsibilitf the
administrator to ensure that the physical connastimade to the TOE remain intact and unmodifiethe Server
runs on standard PC/server hardware on a genenabgrioperating system; the combination of SergpliGation,
the operating system, and the hardware and firmpeseide all the services necessary to implemeatSarver-
supported TSFs. The environment (that is, the visargl and operating system hosting the Server) aiagita
security domain for the Server's own execution thettects it from interference and tampering byrusted
subjects. The underlying assumption regardingoiberation of the Server is that it is maintainedaiphysically
secure environment. Using kernel/user mode switghthe underlying OS controls the execution ofheaimcess
and ensures that all the information used for mamemt purposes is protected from direct accessnpyother
process. Furthermore, in order to ensure the coeerecution of each process, the OS protects pemtess’s
private information (executable code, data, andkjtiom uncontrolled interferences from other msges. These
features ensure that the TSF maintains a secuwityach for its own execution that protects it framerference and
tampering by untrusted subjects.

The RFprotect Console application does not direetiforce any security mechanisms; therefore norassauility
is not applicable. The RFprotect Console operatess own domain of execution provided by the utygeg
operating system and hardware (the environmenthwib not part of the TOE.

The RFprotect Sensor is a software application winims on a dedicated appliance with a proprietgrgrating
system. It contains a wireless network interfadéctv scans the available radio channels in prorssumodej.e.

it receives and analyses all network traffic whiehches its antennas on the channel which it igotly scanning.
This component of the TOE enforces domain separatiod ensures that the security mechanisms careot b
bypassed. The tight control of the ability to malanfiguration changes on the Server ensures heaiSensor
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cannot be disabled by an attacker. The logic oéless protocol processing on the Sensor ensuaeslttactivities
indicative of intrusions are reported to the Sentberefore, the sensor will detect and react toappropriate
network traffic and is non-bypassable. All managaetrand configuration operations are conductetiercontext of
an associated management session. This managesessibn is established only after an administratms
successfully authenticated to the Server and/tihédSensor. No management functions can be exkbyta non-
authenticated administrator; this ensures thatr#gcprotection enforcement functions are invokew ssucceed
before each function within the TSF scope of cdris@llowed to proceed. These mechanisms aredirdeeply
into the operating system (OS) access control, gg®ananagement, and Transmission Control ProtdcoP)
session management mechanisms. These mechanisnadeoporrectly because they are protected by thredn
Separation mechanisms.

The RFprotect Mobile TOE component is a self-camgdi combination of the RFprotect Server softwahe, t
RFprotect Sensor software, and the RFprotect Censaftware running on a standard PC with a germrglose
operating system. The Mobile component has a n&timberface operating in promiscuous mode, it receives
and analyzes all network traffic. The Server safevand the Console software are configured andeimgnted
exactly as described above; the Sensor softwatsdasconfigured and implemented as described alexeoept that
the Sensor is not a self-contained appliance, &ilier the Sensor software runs on a general purppseting
system.

The Server provides reliable timestamps for its avge. The Server receives time information from fical
operating system.

TOE Security Functional Requirements SatisfiedFPT_ITT.1, FPT_RVM.1(1), FPT_SEP.1(1), FPT_STM)1(1

6.1.5 IDS Component Requirements

The TOE provides intrusion detection functions tinatude collection of data from sensor and scarfimections as
well as analysis functions found within the Server.

The Sensor is used to scan, monitor, and reguatd ireless networks. The Sensor can deteci@aap events
by monitoring network traffic from visible netwostations. The Sensor collects information abouéehless events
and sends this information back to the Server whien analyzes the data and generates IDS eventdseas
necessary. The Server provides functionality ewwcollected IDS event records as well as to detersummary
information.

6.1.5.1 Data Collection and Analysis by the RFprote  ct Sensor

The RFprotect Sensor’s primary purpose is to scaiows radio frequencies (“channels”) via its builtradio,
receive data packets, perform pre-processing asetpackets, and send the results to the Server.

The Sensor uses an adaptive algorithm to spend timeeon the channels which are currently seeiafi¢rand
less time on the channels that are not seeingdrafthe administrator specifies a default amourtiroe to spend
watching each channel, and the Sensor then adaiptsldfault time based on the traffic that is cotiyeseen on
various channels — channels with heavy trafficqratt will get more time, and channels with littleffic will get
less time. When the Sensor sees a data packettmamael, it collects and generates statistical dbbut the packet
and transmits this information to the Server instgir

6.1.5.2 Data Collection and Analysis by the RFprote  ct Server

The RFprotect Server stores all the IDS event tscgenerated by the sensors components of the m@iEéntral
location for analysis and viewing. The Server atothe IDS event records in a dedicated databdS@E
administrators in appropriate roles can read anheteléDS event records through the Server. Alarésgenerated
and stored in the database for viewing via the Btggt Console.

The RFprotect Console processes event data froi@eher and displays it in a human readable forrtgtrovides
tools for sorting, scoring, and listing events.
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TOE Security Functional Requirements Satisfied: IDS_NDC.1, IDS_ANL.1, IDS RCT.1, IDS_RDR.1,
IDS_STG.1

6.2 TOE Security Assurance Measures

EAL 2 was chosen to provide a basic level of indelemtly assured security. This section of the Bgcliarget
maps the assurance requirements of the TOE for 8&IC2 level of assurance to the assurance meassessfor
the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate
documentation to the TOE assurance requirements.

Table 7 — Assurance Measures Mapping to TOE Securit  y Assurance Requirements (SARS)

Assurance Assurance Measure
Component

ACM_CAP.2 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
Configuration Management

ADO_DEL.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
Secure Delivery

ADO_IGS.1 | Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 -
Installation Guide Supplement

ADV_FSP.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
TOE Architecture: High Level Design, Functional
Specification, and Representation Correspondence

ADV_HLD.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
TOE Architecture: High Level Design, Functional
Specification, and Representation Correspondence

ADV_RCR.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
TOE Architecture: High Level Design, Functional
Specification, and Representation Correspondence

AGD_ADM.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2
Administrator Guidance Supplement

AGD_USR.1 |[User Guides]

ATE_COV.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
Functional Tests and Coverage

ATE_FUN.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
Functional Tests and Coverage

ATE_IND.1 Generated by Common Criteria Testing Laboratory

AVA_SOF.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
Vulnerability Assessment

AVA_VLA.1 |Network Chemistry RFprotect Distributed v6.1.2,
RFprotect Sensor v6.1.22, and RFprotect Mobile v6.1.2 —
Vulnerability Assessment
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6.2.1 ACM_CAP.2: Configuration Management Document

The Configuration Management document provides scrif@ion of the various tools used to control the
configuration items and how they are used inteynall Network Chemistry. This document providesoaplete
configuration item list and a unique referencingesuoe for each configuration item. Additionallye tbonfiguration
management system is described including procedoa¢sre used by developers to control and traakges that
are made to the TOE. The documentation furtheaildethe TOE configuration items that are contabley the
configuration management system.

6.2.2 ADO_DEL.1: Delivery and Operation Document

The Delivery and Operation document provides a rifggan of the secure delivery procedures impleradniby
Network Chemistry to protect against TOE modifioatiduring product delivery. The Installation Docmtation
provided by Network Chemistry details the proceduie installing the TOE and placing the TOE inegwge state
offering the same protection properties as the enasipy of the TOE. The Installation Documentatmovides
guidance to the TOE Users(s) on configuring the T&0& how they affect the TSF.

6.2.3 ADO _IGS.1: Installation Guidance, AGD_ADM.1: Administrator Guidance,
AGD_USR.1: User Guidance

The installation guidance document provides thegdares necessary for the secure installation,rgéoe, and
start-up of the TOE for administrators and userghefT OE.

The administrator guidance documentation providetibd procedures for the administration of theET@&nd
description of the security functions provided bg TOE.

The User Guidance documentation provided direcersu®n how to operate the TOE in a secure manner.
Additionally, User Guidance explains the user-uisigecurity functions and how they need to be ésedc

6.2.4 ADV_FSP.1: Informal Functional Specification, ADV_HLD.1: High Level
Design, ADV_RCR.1: Representation Correspondence.

The Network Chemistry design documentation considtseveral related design documents that addiess t
components of the TOE at different levels of alestoam. The following design documents addresdxbeelopment
Assurance Requirements:

» The Functional Specification provides a descriptidrihe security functions provided by the TOE
and a description of the external interfaces toT8&. The Functional Specification covers the
purpose and method of use and a list of effectsgions, and errors message for each external TSF
interface.

» The High-Level Design provides a top level desigecification that refines the TSF functional
specification into the major constituent parts éqdbems) of the TSF. The high-level design
identifies the basic structure of the TSF, the ma&ements, a listing of all interfaces, and the
purpose and method of use for each interface.

e The Representation Correspondence demonstratesothespondence between each of the TSF
representations provided. This mapping is perfarime show the functions traced from the ST
description to the High-Level Design.

6.2.5 ATE_COV.1l: Test Coverage Analysis, ATE_FUN.1: Functional Testing,
ATE_IND.2: Independent Testing

There are a number of components that make updgbedbcumentation. The Coverage Analysis demdastthat
testing is performed against the functional speaiion. The Coverage Analysis demonstrates thenéxo which
the TOE security functions were tested as wellhasleével of detail to which the TOE was tested.stTRlans and
Test Procedures, which detail the overall effoftshe testing effort and break down the specifepsttaken by a
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tester, are also provided in order to meet therasse requirement Functional Testing. Independesting will be
performed by EWA in order to determine whether @E behaves as specified, and to gain confidendhen
developer’s test results by performing a sampliéefdeveloper’s tests.

6.2.6 AVA VLA.1l: Vulnerability Analysis, AVA_SOF.1: Strength of Function
Analysis

A Vulnerability Assessment is provided to demortstravays in which an entity could violate the TOEC@&#y
Policy (TSP) and provide a list of identified vutabilities. Additionally, this document providegigence of how
the TOE is resistant to obvious attacks.

The Strength of TOE Security Function Analysis dasimtes the strength of the probabilistic or peational
mechanisms employed to provide security functioitkivthe TOE and how they exceed the minimum 3ftierof
Function (SOF) requirements.
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance klai

7.1 Protection Profile Reference

There are no protection profile claims for thisig#ty target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the secur@yuirements are suitable to meet the securitgatives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existesfceach assumption, threat, and policy statenferttdompose the
Security Target.

8.1.1 Security Objectives Rationale Relating to Thr  eats

Table 8 demonstrates the mapping between the sheeat the security objectives is complete. Théviohg
discussion provides detailed evidence of coveragedch threat.

Table 8 — Relationship of Security Threats to Objec  tives

Objectives Environment

Threats

O.IDSCAN
O.IDSENS
O.IDANLZ
O.RESPON
O.EADMIN
O.0OFLOWS
O.AUDITS

Ay O.INTEGR
O.EXPORT
OE.INSTAL
OE.PHYCAL
OE.CREDEN
OE.PERSON
OE.INTROP
OE.TIME

T.COMINT
T.COMDIS
T.LOSSOF

AN OE.PROTECT

AN O.PROTCT

T.NOHALT

T.PRIVIL

AN NI O ACCESS
AN O.IDAUTH

T.IMPCON
T.INFLUX v
T.FACCNT v
T.BLIND v
T.MSQERADE v v | v v v
T.SCNCFG v
T.SCNMLC v
T.SCNVUL v
T.FALACT v
T.FALREC v
T.FALASC v
T.MISUSE v v
T.INADVE v
T.MISACT v v

«
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T.COMINT

T.COMDIS

T.LOSSOF

T.NOHALT

T.PRIVIL

T.IMPCON

T.INFLUX

An unauthorized user may attempt to compromise the integrity of the data collected and
produced by the TOE by bypassing a security mechasiin.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE data access. The
O.ACCESS objective builds upon the O.IDAUTH objeetby only permitting authorized users to
access TOE data. The O.INTEGR objective ensuresT@& data will be modified. The
O.PROTCT objective addresses this threat by progidiOE self-protection. The OE.PROTECT
objective supports the meeting of this policy bgummg that the environment protects the TOE
from bypass attacks.

An unauthorized user may attempt to discbse the data collected and produced by the TOE
by bypassing a security mechanism.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE data access. The
O.ACCESS objective builds upon the O.IDAUTH objeetby only permitting authorized users to
access TOE data. The O.EXPORT objective ensumsctimfidentiality of TOE data will be
maintained. The O.PROTCT objective addressestkineat by providing TOE self-protection.
The OE.PROTECT objective supports the meetingisffblicy by ensuring that the environment
protects the TOE from bypass attacks.

An unauthorized user may attempt to remog or destroy data collected and produced by the
TOE.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE data access. The
O.ACCESS objective builds upon the O.IDAUTH objeetby only permitting authorized users to
access TOE data. The O.INTEGR objective ensuresT@& data will be deleted. The
O.PROTCT objective addresses this threat by progidiOE self-protection.

An unauthorized user may attempt to compromise the continuity of the System’s collection
and analysis functions by halting execution of th& OE.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE function accesses.
The O.ACCESS objective builds upon the O.IDAUTH aaltive by only permitting authorized
users to access TOE functions. The O.IDSCAN, OHRNS, and O.IDANLZ objectives address
this threat by requiring the TOE to collect and lgp@ System data, which includes attempts to
halt the TOE.

An unauthorized user may gain access tohe TOE and exploit system privileges to gain
access to TOE security functions and data.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE function accesses.
The O.ACCESS objective builds upon the O.IDAUTHaattjve by only permitting authorized
users to access TOE functions. The O.PROTCT dbeatidresses this threat by providing TOE
self-protection.

An unauthorized user may inappropriately change the configuration of the TOE causing
potential intrusions to go undetected.

The OE.INSTAL objective states the authorized adstiators will configure the TOE properly.
The O.EADMIN objective ensures the TOE has all tlezessary administrator functions to
manage the product. The O.IDAUTH objective prosider authentication of users prior to any
TOE function accesses. The O.ACCESS obijectivedbuipon the O.IDAUTH objective by only
permitting authorized users to access TOE functions

An unauthorized user may cause malfunctio of the TOE by creating an influx of data that
the TOE cannot handle.
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T.FACCNT

T.BLIND

T.MSQERADE

T.SCNCFG

T.SCNMLC

T.SCNVUL

T.FALACT

T.FALREC

T.FALASC

The O.OFLOWS objective counters this threat by i@y the TOE handle data storage
overflows.

Unauthorized attempts to access TOE datar security functions may go undetected.

The O.AUDITS objective counters this threat by ilieigg the TOE to audit attempts for data
accesses and use of TOE functions.

An attacker may blind the TOE by physically shielding or damaging TOE antennas.

The OE.PHYCAL objective counters this threat byuieqg those responsible for the TOE to
ensure that the TOE is protected from any physittatk.

A network attacker may attempt to imitate a client system in order to gain information
about the vulnerabilities of the client system.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE data access. The
O.ACCESS objective builds upon the O.IDAUTH objeetby only permitting authorized users to
access TOE data. The O.EXPORT objective ensumsctinfidentiality of TOE data will be
maintained. The O.PROTCT objective addressestkineat by providing TOE self-protection.
The OE.PROTECT objective supports the meetingisffblicy by ensuring that the environment
protects the TOE from bypass attacks.

Improper security configuration settingsmay exist in the IT System the TOE monitors.

The O.IDSCAN objective counters this threat by igqg a TOE, that contains a Scanner, collect
and store static configuration information that htigpe indicative of a configuration setting
change. The ST will state whether this threat rheshddressed by a Scanner.

Users could execute malicious code on dil System that the TOE monitors which causes
modification of the IT System protected data or un@érmines the IT System security
functions.

The O.IDSCAN objective counters this threat by iggqg a TOE, that contains a Scanner, collect
and store static configuration information that htige indicative of malicious code. The ST will
state whether this threat must be addressed bamnSc

Vulnerabilities may exist in the IT Systen the TOE monitors.

The O.IDSCAN objective counters this threat by iggqg a TOE, that contains a Scanner, collect
and store static configuration information that mige indicative of a vulnerability. The ST will
state whether this threat must be addressed bamnSc

The TOE may fail to react to identified or suspected vulnerabilities or inappropriate
activity.

The O.RESPON objective ensures the TOE reacts #édytaoal conclusions about suspected
vulnerabilities or inappropriate activity.

The TOE may fail to recognize vulnerabilities or inappropriate activity based on IDS data
received from each data source.

The O.IDANLZ objective provides the function thdiet TOE will recognize vulnerabilities or
inappropriate activity from a data source.

The TOE may fail to identify vulnerabiliti es or inappropriate activity based on associationfo
IDS data received from all data sources.
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The O.IDANLZ objective provides the function thdiet TOE will recognize vulnerabilities or
inappropriate activity from multiple data sources.

T.MISUSE Unauthorized accesses and activity indi¢gave of misuse may occur on an IT System the TOE
monitors.

The O.AUDITS and O.IDSENS objectives address thiedt by requiring a TOE, that contains a
Sensor, collect audit and Sensor data.

T.INADVE Inadvertent activity and access may occuron an IT System the TOE monitors.

The O.AUDITS and O.IDSENS objectives address thiedt by requiring a TOE, that contains a
Sensor, collect audit and Sensor data.

T.MISACT Malicious activity, such as introductions of Trojan horses and viruses, may occur on an IT
System the TOE monitors.

The O.AUDITS and O.IDSENS objectives address thiedt by requiring a TOE, that contains a
Sensor, collect audit and Sensor data.

8.1.2 Security Objectives Rationale Relating to Ass  umptions

Table 9 demonstrates the mapping between the sheeat the security objectives is complete. Théviohg
discussion provides detailed evidence of coveragedch assumption.

Table 9 — Relationship of Security Assumptionsto O  bjectives

Objectives Environment

Assumptions

O.PROTCT
O.IDSCAN
O.IDSENS
O.IDANLZ
O.RESPON
O.EADMIN
O.ACCESS
O.IDAUTH
O.0OFLOWS
O.AUDITS
O.INTEGR
O.EXPORT
OE.INSTAL
OE.PHYCAL
OE.CREDEN
OE.PERSON
OE.INTROP
OE.PROTECT
OE.TIME

A.ACCESS

A.DYNMIC
A.ASCOPE
A.PROTCT
A.LOCATE
A.MANAGE
A.NOEVIL
ANOTRUST
A.CONNECT

Assumptions

A.ACCESS The TOE has access to all the IT System data it né®to perform its functions.
The OE.INTROP objective ensures the TOE has thdatkaccess.

A.DYNMIC The TOE will be managed in a manner thatallows it to appropriately address changes in the
IT System the TOE monitors.
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A.ASCOPE

A.PROTCT

A.LOCATE

A.MANAGE

A.NOEVIL

A.NOTRST

A.CONNECT

The OE.INTROP objective ensures the TOE has thegiraccess to the IT System. The
OE.PERSON objective ensures that the TOE will beagad appropriately.

The TOE is appropriately scalable to thdéT System the TOE monitors.

The OE.INTROP objective ensures the TOE has thesseey interactions with the IT System it
monitors.

The TOE hardware and software critical to security policy enforcement will be protected
from unauthorized physical modification.

The OE.PHYCAL provides for the physical protectafrthe TOE hardware and software.

The processing resources of the TOE wilbe located within controlled access facilities, whh
will prevent unauthorized physical access.

The OE.PHYCAL provides for the physical protectafrthe TOE.

There will be one or more competent indivduals assigned to manage the TOE and the
security of the information it contains.

The OE.PERSON objective ensures all authorized midtrattors are qualified and trained to
manage the TOE.

The authorized administrators are not careless, willfully negligent, or hostile, and will flow
and abide by the instructions provided by the TOE dcumentation.

The OE.INSTAL objective ensures that the TOE isperty installed and operated and the
OE.PHYCAL objective provides for physical protectiof the TOE by authorized administrators.
The OE.CREDEN objective supports this assumptioneloyiring protection of all authentication
data.

The TOE can only be accessed by authorideusers.

The OE.PHYCAL objective provides for physical peiten of the TOE to protect against
unauthorized access. The OE.CREDEN objective stppthis assumption by requiring
protection of all authentication data.

The TOE will be installed such that allnetwork traffic will flow through the TOE.

The OE.INSTAL objective provides for the correcstallation of the TOE. The O.IDSENS
objective ensures that that TOE is installed inagy what will allow it to monitor and collect all
relevant network data.

8.1.3 Security Objectives Rationale Relating to Pol icies

Table 10 demonstrates the mapping between thetshesa the security objectives is complete. THwiong
discussion provides detailed evidence of coveragedch policy.
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Policies

P.DETECT

P.ANALYZ
P.MANAGE
P.ACCESS
P.ACCACT
P.INTGTY
P.PROTCT

P.DETECT

P.ANALYZ

P.MANAGE

P.ACCESS

Table 10 — Relationship of Security Policies to Obj  ectives

Objectives Environment

O.PROTCT

Ay O.IDSCAN

A O.IDSENS
O.IDANLZ
O.RESPON
O.EADMIN
O.ACCESS
O.IDAUTH
0.OFLOWS

'Y O.AUDITS
O.INTEGR
O.EXPORT
OE.INSTAL
OE.PHYCAL
OE.CREDEN
OE.PERSON
OE.INTROP
OE.PROTECT

Static configuration information that might be indicative of the potential for a future
intrusion or the occurrence of a past intrusion ofan IT System or events that are indicative
of inappropriate activity that may have resulted from misuse, access, or malicious activity of
IT System assets must be collected.

The O.AUDITS, O.IDSENS, and O.IDSCAN objectives e this policy by requiring
collection of audit, Sensor, and Scanner data. ré/hequired these objectives are supported by
OE.TIME, the objective that the environment providkable timestamps.

Analytical processes and information to crive conclusions about intrusions (past, present,
or future) must be applied to IDS data and approprate response actions taken.

The O.IDANLZ objective requires analytical procesde applied to data collected from Sensors
and Scanners.

The TOE shall only be managed by authoried users.

The OE.PERSON objective ensures competent adnatossr will manage the TOE and the
O.EADMIN objective ensures there is a set of fumusi for administrators to use. The
OE.INSTAL objective supports the OE.PERSON objexty ensuring administrator follow all
provided documentation and maintain the securiticpo The O.IDAUTH objective provides for
authentication of users prior to any TOE functicnesses. The O.ACCESS objective builds upon
the O.IDAUTH objective by only permitting authorizeusers to access TOE functions. The
OE.CREDEN obijective requires administrators to geoall authentication data. The O.PROTCT
objective addresses this policy by providing TOE-geotection.

All data collected and produced by the TB shall only be used for authorized purposes.

The O.IDAUTH objective provides for authenticatiohusers prior to any TOE function accesses.
The O.ACCESS objective builds upon the O.IDAUTH aaltjve by only permitting authorized
users to access TOE functions. The O.PROTCT dbgeatidresses this policy by providing TOE
self-protection.
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P.ACCACT Users of the TOE shall be accountable fatheir actions within the IDS.

The O.AUDITS objective implements this policy byjoiring auditing of all data accesses and use
of TOE functions. The O.IDAUTH objective suppottss objective by ensuring each user is
uniquely identified and authenticated. Where resplithese objectives are supported by
OE.TIME.

P.INTGTY Data collected and produced by the TOE sall be protected from modification.
The O.INTEGR objective ensures the protection ¢& dieom modification.

P. PROTCT The TOE shall be protected from unauthoized accesses and disruptions of TOE data and
functions.

The O.OFLOWS objective counters this policy by liegg the TOE handle disruptions. The
OE.PHYCAL objective protects the TOE from unauthed physical modifications. The
OE.PROTECT objective supports the meeting of tlikcg by ensuring that the environment
protects the TOE from external entities.

8.2 Security Functional Requirements Rationale
Table 11 and the following discussion provides ifledeevidence of coverage for each security obyjecti

Table 11 — Relationship of Security Requirements to Objectives

m

Objectives

Requirements

OE.PROTECT

5 =z
© <
o ©
0:(/)
QD
o O

O.IDSENS
O.IDANLZ
O.RESPON
O.EADMIN
O.ACCESS
O.IDAUTH
O.0OFLOWS
ANl O.AUDITS
O.INTEGR
O.EXPORT
OE.TIME

FAU_GEN.1
FAU_SAR.1
FAU_STG.1
FIA_ATD.1
FIA_UAU.1
FIA_UID.1
FMT_MOF.1
FMT_MTD.1(1)
FMT_SMF.1
FMT_SMR.1

ANV N NY B N NU B NI B N RN

FPT_ITT.1 v Y
FPT_RVM.1(1) K4 v v v |v
FPT_SEP.1(1) K4 v v v v
FPT_STM.1(1) v
IDS_NDC.1 v |V
IDS_ANL.1 v
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IDS_RCT.1
IDS_RDR.1
IDS_STG.1

FPT_RVM.1(2)
UEJ FPT_SEP.1(2)
FPT_STM.1(2)

The following discussion provides detailed evideateoverage for each security objective.

O.PROTCT

O.IDSCAN

O.IDSENS

O.IDANLZ

O.RESPON

O.EADMIN

The TOE must protect itself from unauthorized modifications and access to its functions and
data.

The TOE is required to protect the audit data frdetetion [FAU_STG.1]. The System is
required to protect the System data from any mcatifbon and unauthorized deletion, as well as
guarantee the availability of the data in the evehtstorage exhaustion, failure, or attack
[IDS_STG.1]. The TOE should provide facilities énable the authorized user to manage the
TOE [FMT_SMF.1]. The TOE is required to provide thbility to restrict managing the behavior
of functions of the TOE to authorized users of fh@E [FMT_MOF.1]. Only authorized
administrators of the System may query and adde8ysand audit data, and authorized
administrators of the TOE may query and modify ather TOE data [FMT_MTD.1(1),
FMT_MTD.1(2), FMT_MTD.1(3), FMT_MTD.1(4), FMT_MTD.b)]. The TOE must ensure
that all functions are invoked and succeed befahdunction may proceed [FPT_RVM.1(1)].
The TSF must be protected from interference thatlévprevent it from performing its functions
[FPT_SEP.1(1)].

The Scanner must collect and store staticonfiguration information that might be indicative
of the potential for a future intrusion or the occurence of a past intrusion of an IT System.

A System containing a Scanner is required to colled store static configuration information of
an IT System. The type of configuration informaticollected must be defined in the ST
[IDS_NDC.1].

The Sensor must collect and store inforntian about all events that are indicative of
inappropriate activity that may have resulted frommisuse, access, or malicious activity of IT
System assets and the IDS.

A System containing a Sensor is required to coleeints indicative of inappropriate activity that
may have resulted from misuse, access, or mali@otigity of IT System assets of an IT System.
These events must be defined in the ST [IDS_NDC.1].

The Analyzer must accept data from IDS Sasors or IDS Scanners and then apply analytical
processes and information to derive conclusions abbintrusions (past, present, or future).

The Analyzer is required to perform intrusion asédyand generate conclusions [IDS_ANL.1].
The TOE must respond appropriately to anigtical conclusions.
The TOE is required to respond accordingly in then¢ an intrusion is detected [IDS_RCT.1].

The TOE must include a set of functions hat allow effective management of its functions
and data.
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O.ACCESS

O.IDAUTH

O.0OFLOWS

O.AUDITS

O.INTEGR

The TOE must provide the ability to review the audail of the System [FAU_SAR.1]. The

System must provide the ability for authorized austrators to view all System data collected
and produced [IDS_RDR.1]. The TOE must ensure dflatunctions are invoked and succeed
before each function may proceed [FPT_RVM.1(1)]. heTTSF must be protected from
interference that would prevent it from performitsggfunctions [FPT_SEP.1(1)].

The TOE must allow authorized users to @ess only appropriate TOE functions and data.

The System is required to restrict the review o$t€myn data to those granted with explicit read-
access [IDS_RDR.1]. The TOE is required to protketaudit data from deletion [FAU_STG.1].
The System is required to protect the System diatm fany modification and unauthorized
deletion [IDS_STG.1]. Users authorized to acchesliOE are defined using an identification and
authentication process [FIA_UID.1, FIA_UAU.1]. THA®E should provide facilities to enable
the authorized user to manage the TOE [FMT_SMFTHe TOE is required to provide the ability
to restrict managing the behavior of functions bé tTOE to authorized users of the TOE
[FMT_MOF.1]. Only authorized administrators of tBgstem may query and add System and
audit data, and authorized administrators of the&eT@ay query and modify all other TOE data
[FMT_MTD.1(1), FMT_MTD.1(2), FMT_MTD.1(3), FMT_MTDOL(4), FMT_MTD.1(5)].

The TOE must be able to identify and auttenticate users prior to allowing access to TOE
functions and data.

The System is required to restrict the review o$t€yn data to those granted with explicit read-
access [IDS_RDR.1]. The TOE is required to proteetstored audit records from unauthorized
deletion [FAU_STG.1]. The System is required totpct the System data from any modification
and unauthorized deletion, as well as guaranteavh#ability of the data in the event of storage
exhaustion, failure, or attack [IDS_STG.1]. Seyuattributes of subjects use to enforce the
authentication policy of the TOE must be definetA[FATD.1]. Users authorized to access the
TOE are defined using an identification and auticatibn process [FIA_UID.1, FIA_UAU.1].
The TOE should provide facilities to enable the hauted user to manage the TOE
[FMT_SMF.1]. The TOE is required to provide thdlihto restrict managing the behavior of
functions of the TOE to authorized users of the TEAT_MOF.1]. Only authorized
administrators of the System may query and adde8ysand audit data, and authorized
administrators of the TOE may query and modify ather TOE data [FMT_MTD.1(1),
FMT_MTD.1(2), FMT_MTD.1(3), FMT_MTD.1(4), FMT_MTD.B)]. The TOE must be able to
recognize the different administrative and useesdhat exist for the TOE [FMT_SMR.1]. The
TOE must ensure that all functions are invoked simcceed before each function may proceed
[FPT_RVM.1(1)]. The TSF must be protected fromeifgrence that would prevent it from
performing its functions [FPT_SEP.1(1)].

The TOE must appropriately handle potental System data storage overflows.

The TOE is required to protect the audit data framauthorized deletion [FAU_STG.1]. The
System is required to protect the System data &oynmodification and unauthorized deletion, as
well as guarantee the availability of the dataHe évent of storage exhaustion, failure or attack
[IDS_STG.1].

The TOE must record audit records for daia accesses and use of the System functions.

Security-relevant events must be defined and abiditeor the TOE [FAU_GEN.1]. The TOE
must ensure that all functions are invoked and esacbefore each function may proceed
[FPT_RVM.1(1)]. The TSF must be protected formeifgrence that would prevent it from
performing its functions [FPT_SEP.1(1)]. Time spmrassociated with an audit record must be
reliable [FPT_STM.1(1)].

The TOE must ensure the integrity of allaudit and System data.
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The TOE is required to protect the audit data frdeletion [FAU_STG.1]. The System is
required to protect the System data from any mealibn and unauthorized deletion
[IDS_STG.1]. The TOE should provide facilities ébable the authorized user to manage the
TOE [FMT_SMF.1]. Only authorized administratorstb&é System may query or add audit and
System data [FMT_MTD.1(1), FMT_MTD.1(2), FMT_MTD3) FMT_MTD.1(4),
FMT_MTD.1(5)]. The System must protect the cokectdata from modification and ensure its
integrity when the data is transmitted to anotAeptoduct [FPT_ITT.1]. The TOE must ensure
that all functions to protect the data are not lsgpd [FPT_RVM.1(1)]. The TSF must be
protected from interference that would preventahf performing its functions [FPT_SEP.1(1)].

O.EXPORT When any IDS component makes its data avlable to another IDS components, the TOE
will ensure the confidentiality of the System data.

The TOE must protect all data from modification agwsure its integrity when the data is
transmitted to another IT product [FPT_ITT.1].

OE.TIME The IT Environment will provide reliable t imestamps to the TOE

The IT environment of the Sensor is required tovig® reliable timestamps to the Sensor
[FPT_STM.1(2)]

OE.PROTECT The IT environment will protect itself and the TOE from external interference or tampering

The IT environment must ensure that all functioos protect the data are not bypassed
[FPT_RVM.1(2)]. The IT environment must protebetTOE from interference that would
prevent it from performing its functions [FPT_SER)].

8.3 Security Functional Requirement Refinement Rati  onale

FPT_ITT.1.1 was refined to more clearly describetthnsmission of data within the TOE.

8.4 Security Assurance Requirements Rationale

EAL 2 was chosen to provide a low to moderate lesfelassurance that is consistent with good comrakrci
practices. As such minimal additional tasks asc@ll upon the vendor assuming the vendor followsomable
software engineering practices and can provide aupp the evaluation for design and testing efforThe chosen
assurance level is appropriate with the threatsmee@ffor the environment. While the System may noora hostile
environment, it is expected to be in a non-howtdsition and embedded in or protected by other ywmtsddesigned
to address threats that correspond with the inttedeironment. At EAL 2, the System will have inad a search
for obvious flaws to support its introduction irtee non-hostile environment.

8.5 Rationale for Explicitly Stated Requirements

A family of IDS requirements was created to speaify address the data collected and analyzed b{p&n The

audit family of the CC (FAU) was used as a modeldi@ating these requirements. The purpose offéimsly of

requirements is to address the unique nature ofd&®& and provide for requirements about collectirgiewing

and managing the data. These requirements hawkependencies since the stated requirements embothea
necessary security functions.

8.6 Rationale for Strength of Function

The TOE minimum strength of function is SOF-basite evaluated TOE is intended to operate in coriaesnd
Department of Defense (DoD) low robustness envimmis processing unclassified information. Thisuséc
function is in turn consistent with the securityeattives described in Section 4.
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8.7 Dependency Rationale

This ST satisfies all the requirement dependencfethe Common Criteria. Table 12 Functional Reguient
Dependencies lists each requirement from the Sh witdependency and indicates whether the dependent
requirement was included. As the table indica#siependencies have been met.

Table 12 — Functional Requirements Dependencies

SFR ID Dependencies Dependency

Met

AN

FAU GEN.1 [y Ykt

SNURSN:ERN FAU_GEN.1

NS e FAU_GEN.1

FIA UAU.1  IZ7NEVIIoR

SVAR VIO FMT SMF.1 and FMT_SMR.1
SVAR VA ELEN FMT SMF.1 and FMT_SMR.1
SRR REIEN FMT SMF.1 and FMT_SMR.1
SRR FMT SMF.1 and FMT_SMR.1
SVARVA RN FMT SMF.1 and FMT_SMR.1
SRR AR FMT SMF.1 and FMT_SMR.1

SVRSYEES FIA UID.1

AN NN AN Y N I N I N B N BN

8.8 TOE Summary Specification Rationale

8.8.1 TOE Summary Specification Rationale for the S ecurity Functional
Requirements

Each subsection in the TOE Summary Specificatiecii§n 6) describes a security function of the TOEach
description is organized by set of requirement$ wationale that indicates how these requirememrgtsatisfied by
aspects of the corresponding security function.e $bt of security functions work together to sgtiahl of the
security functions and assurance requirementsth@&umore, all of the security functions are necgssaorder for
the TSF to provide the required security functidgal This section, in conjunction with the TOE Suary
Specification section, provides evidence that teeusty functions are suitable to fulfill the TOEecarity
requirements.

Table 13 identifies the relationship between ségugquirements and security functions, showing gilasecurity
requirements are addressed and all security furctise necessary (i.e., they correspond to at teastsecurity
requirement).

The only security mechanism that is realized byr@abilistic or permutational implementation is thassword
mechanism. For an analysis of the Strength of #am¢SOF), please refer to Section 8.6.

Table 13 — Mapping of Security Functional Requireme  nts to TOE Security Functions

TOE Security Function Rationale

Security Audit FAU_GEN.1 This requires that appropriate audit records are generated.

This requires that the audit records are viewable only by authorized

FAU_SAR.1 administrators.
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TOE Security Function SFR Rationale
FAU STG.1 This requires that the audit records are protected from unauthorized
- deletion.
FIA_ATD.1 This requires that the TOE stores information required to make

Gleritiesamn 2 identification and authentication decisions.

Authentication FIA_UAU.1 These require that administrators must identify themselves and be
FIA UID.1 authenticated before being allowed access to the TSF.

This requires that only authorized administrators can modify the

FMT_MOF.1 behaviour of the security functions.

. This requires that only authorized administrators can modify securit
STV EREGE NS FMT_MTD.1 attributgs y fy y

FMT_SMF.1 This requirement defines what management functions are available.

FMT_SMR.1 This requirement defines the roles used for access control.

This requirement protects the confidentiality and integrity of data flowing

FPT_ITT.1 between physically distinct components of the TOE.

Protection of the TSFE FPT_RVM.1(1) | This requirement ensures the TSF are not bypassable.

FPT_SEP.1(1) |This requirement ensures the TOE has a separate domain of operation.

FPT_STM.1(1) | This requirement ensures the TOE provides reliable timestamps.

IDS_NDC.1 This requirement ensures that IDS data is gathered.

IDS_ANL.1 This requirement ensures that IDS data is analyzed.
IDS Component IDS_RCT.1 This requirement ensures that IDS data is reacted to.
Requirements - - -
IDS_RDR.1 This requirement ensures that IDS data can only be viewed by

authorized administrators

IDS_STG.1 This requirement ensures that IDS data is stored appropriately..

8.8.2 TOE Summary Specification Rationale for the S ecurity Assurance
Requirements

EAL 2 was chosen to provide a basic level of indejemtly assured security. The chosen assuranet iev
consistent with the postulated threat environmeflthough the system may monitor a hostile envirenmit is
expected to be in a non-hostile position and embedid or protected by other products designed tress threats
that correspond to this environment. Therefore,thireat of malicious attacks is considered to dtegreater than
moderate. At EAL 2, the system will have incurgedearch for obvious flaws to support its introdarcinto the
non-hostile environment.

8.8.2.1 Configuration Management

The Configuration Management documentation proviaegescription of tools used to control the configion

items and how they are used at Network Chemisttye documentation provides a complete configuraitiem list

and a unique reference for each item. Additiondale configuration management system describepritmedures
that are used by developers to control and traeingbs that are made to the TOE. The documenthtitimer

details the TOE configuration items that are cdi@tby the configuration management system.

Corresponding CC Assurance Components:

e Configuration Items
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8.8.2.2 Delivery and Operation

The Delivery and Operation documentation providdgscription of the secure delivery procedures ém@nted by
Network Chemistry to protect against TOE modifioatiduring product delivery. The Installation Docmtation
provided by Network Chemistry details the procedure installing the TOE and placing the TOE ineawge state.
The Installation Documentation provides guidancethiie administrators of the TOE regarding configorat
parameters and how they affect the TSF.

Corresponding CC Assurance Components:

» Delivery Procedures
» Installation, Generation and Start-Up Procedures

8.8.2.3 Development

The Network Chemistry design documentation considtseveral related design documents that addiess t
components of the TOE at different levels of alestoam. The following design documents addresdxbeelopment
Assurance Requirements:

» The Functional Specification provides a descriptidrihe security functions provided by the TOE
and a description of the external interfaces toT8&. The Functional Specification covers the
purpose and method of use and a list of effectgions, and errors message for each external TSF
interface.

» The High-Level Design provides a top level desigecification that refines the TSF functional
specification into the major constituent parts éydbems) of the TSF. The high-level design
identifies the basic structure of the TSF, the ma@ements, a listing of all interfaces, and the
purpose and method of use for each interface.

» The Correspondence Analysis demonstrates the pomdence between each of the TSF
representations provided. This mapping is perfariee show the functions traced from the ST
description to the High-Level Design.

Corresponding CC Assurance Components:

» Informal Functional Specification
» Descriptive High-Level Design
» Informal Representation Correspondence

8.8.2.4 Guidance Documentation

The Network Chemistry Guidance documentation presiddministrator guidance on how to securely opettst
TOE. The administrator Guidance provides desanysti of the security functions provided by the TOE.
Additionally, it provides detailed accurate inforioa for administration of the TOE in a secure mamand how to
effectively use the TSF privileges and protectivmctions. Network Chemistry provides single vemsioof
documents which address the administrator Guidaar@ User Guidance; there are not separate guidance
documents specifically for non-administrator usgrthe TOE.

Corresponding CC Assurance Components:

* Administrator Guidance

8.8.2.5 Tests

Three components make up the Test documentatidre Coverage Analysis demonstrates the testing qpeefd
against the functional specification. The Coverdgemlysis demonstrates the extent to which the Te@E&urity
functions were tested as well as the level of tHataivhich the TOE was tested. Network ChemistegflPlans and
Test Procedures, which detail the overall effoftshe testing effort and break down the specifepsttaken by a
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tester, are also provided. The Common Criterigingd.aboratory generates and performs a sepagateptan in
order to independently verify the accuracy and detepess of the functional testing.

Corresponding CC Assurance Components:

» Evidence of Coverage
» Functional Testing
* Independent Testing

8.8.2.6  Vulnerability and TOE Strength of Function  Analyses

A Vulnerability Assessment is provided to demortstraays in which an entity could violate the TS anovide a
list of identified vulnerabilities. Additionallythe document provides evidence of how the TOE séstant to
obvious attacks. The Strength of TOE Security EoncAnalysis demonstrates the strength of the ghbdistic or
permutational mechanisms employed to provide sectduinctions within the TOE and how they exceed the
minimum SOF requirements.

Corresponding CC Assurance Components:

» Strength of TOE Security Function analysis
e Vulnerability Analysis

8.9 Strength of Function

Strength of function rating of SOF-basic was cladni@ this TOE to meet the EAL 2 assurance requénasy This
SOF is sufficient to resist the threats identifiadSection 3. Section 4 provides evidence thatatesimates that
TOE threats are countered by the TOE security ¢ibsz  Section 8 demonstrates that the securiggctibes for
the TOE and the TOE environment are satisfied leystcurity requirements. The evaluated TOE isded to
operate in commercial and DoD low robustness enmiients processing unclassified information.

The overall TOE SOF claim is SOF-basic becauseS@iE is sufficient to resist the threats identifiecsection 3.2
Section 8.1 provides evidence that demonstratdsTi& threats are countered by the TOE securitgdailyes.
Section 8.2 demonstrates that the security obgestfer the TOE and the TOE environment are satidbig the
security requirements.

The relevant security function and security furnmdib requirement which has probabilistic or permatsl
functions is FIA_UAU.1
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9 Acronyms
Table 14 — Acronyms

Acronym Definition

Common Criteria

Department of Defense

Evaluation Assurance Level

Graphical User Interface

Intrusion Detection System

Intrusion Prevention System

International Organization for Standardization

Information Technology

Operating System

Organizational Security Policy

Personal Computer

Peripheral Component Interconnect

Security Assurance Requirement

Security Functional Requirement

Strength of Function

Security Target

Transmission Control Protocol

Target of Evaluation

TOE Security Function

TOE Security Policy
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