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1 | ntroduction to the Security Target

1.1  Security Target |dentification

Title Security Target for BorderWare Firewd| Server 6.5

Assurance Levd: EAL4, augmented with ALC FLR.1and AVA VLA 3.
1.2  Security Target Overview

The BorderWare Frewd| Server (BFS) is designed to combine robust security with
the complete set of ancillary services necessary to implement an Internet connection
or to provide secure Intranet connections. The Frewall Server is built onthe S
CORE operating sysem. SCORE is a hardened operating system that has been
specificaly desgned by BorderWare Technologies Inc and is derived from BSD 4.4
Unix. SCORE hasdl non essentia functions removed and is further optimised for
security and through-pt.

The purpose-designed operating system provides a separate domain of execution for
each criticd subsystem and implements kernel-leve packet filtering to compliment
the application proxies and application servers.  The proxies manage connections for
al wdl-known TCP/IP gpplications, which the servers provide facilities such as DNS
and mal rdlay. BFS provides dud Domain Name Servers, which together with
Network Address Trandation ensure complete separation between Internd and
externd networks. The mail relay service ensures protects e-mall srvers by dlowing
mail digpatch and delivery without ever permitting a connection between the server
and the untrusted network.

1.3 CC Conformance Claim

This TOE has been deve oped to conform to the functiona components as defined in
the Common Criteriaverson 2.1 [CC] part 2, with the assurance leve of EAL4,
augmented with ALC FLR.1 and AVA_VLA .3 asidentified in pat 3 of [CC].
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2 TOE Description

2.1 Features

The BFSisan goplication-leve firewal. It mediatesinformation flows between
clients and servers located on internal and externa networks governed by the BFS.
The BFS employs proxies to screen information flows. Proxy servers on the BFS, for
sarvices such as FTP and Proxy Server HT TP requests (optiond), require
authentication at the BFS by client users before requests for such services can be
authorised. Thus, only valid requests are relayed by the proxy server to the actud
srver on theinterna network.

The BFS ddivers three security layers.

packet filtering;

circuit leve gateways, and
goplication level gateways.

The packet filtering controls are performed at the operating sysemkernd level. By
default, these security policy rules deny dl inbound information flows. Only an
authorised BFS adminigtrator has the authority to change the security policy rules.

The BFS s underlying operating system does not permit any operating System user
logins. All direct interaction with the BFS to perform configuration and
adminigration tasksis performed on the firewal| server console or using the Admin
GUI on adlient connected to the internd, protected network. The BFS administrator
isthe only user who is able to directly interact with the BFS. Interaction with the
BFSistrangparent to al other users.

The BFS adminidrator is able to perform basic configuration and administration of
the BFS using the firewd| server console, viathe “Admin menu’. Accessto the
conoleisto be physcdly protected and logicaly controlled through password
protection. Full adminigration services are only provided through use of the Admin
GUI a aclient workgtation. Use of the Admin GUI is protected by use of a
password. A chdlenge'response Crypto Card authentication token (56 bit DES
encryption) may be used, but thisis beyond the scope of the evauation.

The BFS supports up to six network cards, each of which is connected to a different
network segment. Each network segment must be physicaly separate for the other
segments. The minima configuration is two network cards, in this configuration one
network card is assigned the role of “interna” interface and will be connected to the
internd network. The second card will be assgned the role of “externd” interface
and will be connected to the externd network. In the mgority of casestheinternd
network will be a corporate LAN and the externa network will be the Internet, but
other uses are possible.

Page 8 of 8 Version 2.4
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If more that two network cards are used then additiona cards will be assigned the
role of SSN or Auxiliary (AUX) interfaces. The term SSN is used to describe the 3¢
network card, any additiona cards are described as AUX. Any number of additiond
cards up to amaximum of six cardsin totd is supported. The SSN and AUX
interfaces are identicd, they provide the functions of a de-militarised zone (DMZ).
The different names are assigned for historica reasons. Prior versons of the BFS
supported a maximum of three network interfaces; the 3% interface way termed the
SSN. This name has been retained for interface 3 for reasons of backwards
compdtibility; interfaces 4, 5 and 6 (if present) are named AUX1, AUX2 and AUX3.
This document refers callectively to the SSN and AUX interfaces as SSN/AUX.

A connection from the network connected to the Internd interface to a network
connected to the externd interface or to any of the SSN/AUX interfacesis considered
an outbound connection (connection from one network to a another network with a
lower leve of trust). Assuming the gppropriate information flow is permitted,

outbound connections provide a trangparent sarvice to the user on the originating
network.

Connections in the reverse direction, from the external to any SSN/AUX interface,
from the externd to the interna interface or from any SSN/AUX to the interna
interface are consdered inbound connections. Inbound connections are generaly
outside the scope of this security target. Where permitted these connections are not
transparent. Permitted connections must be mapped to pre-defined network address
on the destination network. For connections from Externd to any SSN/AUX
interface or to the internd interface, multiple destinations may be defined. This
fadlity, know as Multiple Address Trandation (MAT) requires that additiond
network addresses (diases) are assigned to the externd interface.

Connections between any two SSN/AUX interfaces are not permitted. Trangparent
address trandation is performed for dl outbound traffic. Requests for connections
from aclient on the interna network to a server on the externd network or any
SSN/AUX network are directed by the client to the server’ s actud IP address. If the
BFSis configured correctly, as the only connection between the internd and externd
or SSN/AUX networks, then the gppropriate proxy for the requested service will be
activated by the BFS (subject to successfully passng any gppropriate identification,
authentication or access controls) to handle that request. The proxy will ensure thet
the gpparent source address of that connection is set to that of the BFS s externd or
SSN/AUX interface before any IP datagrams are tranamitted on the external network.
Inbound address trandation is not trangparent. An externd entity must direct all
traffic to an address assgned to the BFS s externd or SSN/AUX interface. Subject
to successful identification and authentication this traffic can be rdayed to an entity
on theinternd network. The address trandation is augmented by the separate
Domain Name Servers who ensure that internal addresses are never disclosed to an
externd entity by domain name lookup.

2.2  TOE Hardware Requirements

The TOE requires a least two network interfaces to function correctly and can
support a maximum of Sx network interface cards, as shown in Fgure 2-1. If the
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TOE isrunning on a hardware platform with two network cards these are assgned
the function of internal and external network interfaces. If optiond additional
network cards are indaled, these cardsare  assigned the function of the SSNVAUX
network interface (i.e. up to 4 SSN/AUX interfaces may be present). Information
flows are not permitted between multiple SSN/AUX interfaces, but information
flows may be established between each SSN/AUX interface and theinterna and

externd interfaces. (see section6)

Scope of the TOE System
— Console
—\
Remote
Admin
GUI
|
S — BorderWare
Firewall
Internal Server
Network
Optional
................ SSN/AUX
Network(s)

Figure 2-1- Overview of BFS

The following table identifies the hardware requirements for an inddlation of the
Borde'Ware firewdl server. For the purposes of this evaluation, equipment within
the range of specifications sated in the following table were tested on Compaq,
Ddl, Intd and BorderWare (badged BSDi) hardware.

Hardware CPU Ram Network Cards Hard Disk(s)
Compaq 400MHz | 64 Mbytes 2 Ethernet 6 Gbyte IDE Disk
Deskpro Cdeon | Memory Interfaces
Compaq 600MHz | 128 Mbytes 3 Ethernet 9 Goyte SCH
Proliant PIlI Memory Interfaces Disk
Dell 466 MHz | 64 Mbytes 3 Ethernet 6 Gbyte IDE disk
Dimension Cderon | Memory Interfaces
Dell 500MHz | 256 Mbytes 6 Ethernet 9 Ghyte SCS
PowerEdge | PIII Memory Interfaces Disk
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Inte ISP 600MHz | 128 Mbytes 2 Ethernet 28 GhbyteIDE
1100 PII Memory Interfaces Disks
BorderWare | 700MHz | 256 Mbytes 3 Ethernet 220 GbyteIDE
R-2000 PIlI RAM Interfaces Disks

Security

Server

Table 2-1 Hardwar e Requirements of the TOE

With the exception of the Intel ISP 1100, each of the above hardware platforms
indude:

CD-ROM drive
35’ diskette drive;
monitor;

keyboard.

The Intd 1SP 1100 lacked aVGA card or attached monitor. To support hardware of
thistype (typicaly rack-mount systems) the TOE is able to divert the system console
to the serid port. An attached laptop running aVT100 competible termina emulator
was used for the system console on dl testing on this hardware platform.

2.3  Scope of evaluation

The proxies included within the scope of evduation of this product areidentified in
Section 6.1.5.

When recorded, the audit trail datais stamped with the date and time information.
Audit eventsinclude:

Every successftul inbound and outbound connection;
Every unsuccessful connection;
Every successful and unsuccessful administrator authentication attempt.

If the audit trail becomesfilled, then the trail will be archived and anew audit trall
initidised. If the limit of archived audit trails is reached, the oldest archive will be
deleted to dlow the current audit trall to be archived. This mechanism ensures that
partition on the TOE sdisc reserved for audit information never becomesfull, an
event which could lead to loss of audit information.

The BorderWare product aso provides the following functiondity thet is not within
the scope of this evauation:
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3rd Paty Authentication (e.g. Crypto Card for adminigtration authentication at
remote Admin GUI or Secure inbound FTP and Telnet proxies);

- Virtua Private Network (VPN);

User Defined Proxies;

URL Filtering (SmartFilter);

Secure adminigration of the BFS from the externd (unprotected) network;
- Web caching proxy;

Point-to-point Tunndling Protocol;

SNMP Agent.

24  Hardware and Software Requirementsfor Admin GUI

The Admin GUI required for remote adminidration of the TOE issupplied asan
goplication caled BWClient. BWClient runs on any Win32 operating sysem
(Windows NT, Windows 95, Windows 98 and Windows 2000). BWClient isauser
level program and has no specid hardware or software requirements, except that
Win32 system must be equipped with a network connection and must have TCP/IP
networking ingdled and configured. Certain early versgons of windows were lacking
certain network DLLswhich are supplied as part of the Internet Explorer package
and are required by BWClient. BWClient indudes a“minima impact” set of these
DLLsand will ingal them (after prompting for confirmation) if it detects that these
DLLsare not present. In addition it is recommended (but not mandatory) that NT
systems should be patched to at least Service pack 3.

A copy of BWClient isincuded on the TOE digtribution CD ROM. It is packeged as
agandard Windows inddlation package and should be ingdled on any Win32
syslem mesting the requirements outlined above.
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3 Security Environment
3.1 Introduction
This section provides the satement of the TOE security environment, which
identifies and explansdl:
- known and presumed threats countered by ether the TOE or by the security
environmert;
- organistiond security policies the TOE mugt comply with;
- assumptions about the secure usage of the TOE, induding physicd,
personnd and connectivity agpects.
3.2 Threats
This section identifies the thrests to the I T assets againgt which protection is required
by the TOE or by the security environmernt.
3.21 Threatscountered by the TOE
TheIT assets requiring protection are the services provided by, and data accessible
vig, hogts on theinternd network.
The generd threats to be countered are:
attackers on the externd network may gain ingppropriate access to resources
and data on the internd network;
users on the interna network may ingppropriately expose data or resources
to the externa network.
The following specific threets are countered:

T.EXT_CONN An attacker on the externa network may try to connect to
sarvices other than those expresdy intended to be availablein
accordance with the security policy (eg. an externd user
attempts to use unauthenticated FTP).

T.INT_CONN An attacker on the interna network may try to connect to
sarvices other than those expresdy intended to be available.

T.SOURCE An atacker on the interna/externd network may attempt to
Initiate a service from an unauthorised source.
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T.CONFIG An atacker on the interna/externd network may exploit an
insecure configuration (i.e. not in accordance with the chosen
network security policy) of the firewall.

T.UNAUTH Unauthorised changes to the configuration may be completed
without being identified.

T.0OS FAC An attacker on the interna/externa network may attempt to
use operding system facilities on the firewal server.

3.2.2 Threatscountered by the Operating Environment

Thefollowing isalig of thregts that must be countered by technical and/or non-
technicad measuresin the IT environment, or must be accepted as potentid security

rsks
TEVIOLATE Violation of network security policy as aresult of inaction, or
action taken, by cardess, wilfully negligent, or externd
system adminigtrators.

3.3  Organisational Security Policies

There are no organisationa security policies or rules with which the TOE must
comply.

34  Asaumptions

The following assumptions describe security agpects of the environment in which the
TOE will be used or isintended to be used. Thisindudes information about the
intended usage of the TOE and the environment of use of the TOE.

A.PHYSICAL The firewdl will be phydcaly protected to prevent hodtile
individuas engaging in theft, implantation of devices, or
unauthorised dteration of the physica configuration of the
firewdl (eg. bypassing thefirewdl dtogether by connecting
the internd and externa networks together).

ALIMIT Thefirewal will limit the access to resources and data
between an interna and externd network.

Page 14 of 14 Version 2.4
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4 Security Objectives
4.1  TOE Security Objectives

4.1.1 IT Security Objectives

The principd IT security objective of this firewal isto reduce the vulnerabilities of
an internd network exposed to an externd network by limiting the hogts and services
avalable Additiondly, the firewal has the objective of providing the ahility to
monitor established connections and attempted connections between the two
networks.

The specific IT security objectives are as follows.

O.VALID Thefirewal must limit the valid range of addresses expected on
eech of theinternd and externd networks (i.e. an externd host
cannot spoof an internd hogt).

OHOSTILE  Thefirewal must limit the hosts and service ports that can be
accesed from the externd network.

O.PRIVATE  Thefirewal must limit the hosts and service ports that can be
accessed from the internd network.

O.AUTH The firewdl mugt provide authentication of the end-user prior to
establishing a through connection, in accordance with the security
policy enforced on the BFS. (The palicy isto ensure no services
are dlowed for inbound connections.)

OATTEMPT  Thefirewdl mug provide afadlity for monitoring successful and
unsuccessful attempts at connections between the networks.

O.ADMIN Thefirewal mus provide a secure method of adminigrative control
of the firewall, ensuring that the authorised adminigtrator, and only
the authorised administrator, can exercise such control

O.SECPROC  Thefirewal must provide separate areas in which to process
security functions and service requests. The processing of a
security function must be completed prior to invocation of
subsequent security functions.

O.CONHG Thefirewal is designed or configured soldly to act as afirewadl and
does not provide any operating system user sarvices (eg. login
shdl) to any network users, only administrators have direct access.
(Thefirewdl does, however, provide gpplication proxy
authentication.)
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4.1.2 Non-IT Security Objectives

There are no non-IT security objectives to be satisfied by the TOE.
4.2  Environment Security Objectives
4.2.1 |IT Security Objectives

Thereare no IT environment security objectivesto be provided by software outsde
the scope of the TOE.

4.2.2  Non-IT Security Objectives

Thefollowing norHI T environment security objectives are to be satisfied without
imposing technicd requirementson the TOE. That is, they will not require the
implementation of functionsin the TOE hardware and/or software. Thus, they will
be satisfied largely through application of procedura or adminigtrative messures.

NOE.DELIV Those respongble for the firewal mugt ensurethat it is
delivered, ingdled, managed and operated in a manner that
maintains the security policy.

NOE.TRAIN Those respongble for the firewal mugt train adminigrators to
establish and maintain sound security policies and practices.

NOE.AUDIT Adminigrators of the firewal must ensure thet the audit
facilities are used and managed effectively. In particular,
audit logs should be ingpected on aregular basis and
gopropriate action should be taken on the detection of
breaches of security, or events thet are likely to leed to a
breach in the future. Furthermore, gppropriate archive action
must be taken to ensure security logs archived by the firewdl
are no overwritten before they are inspected

NOE.NETWORK Thefirewal must be configured as the only network
connection between the internd network and the external
network.

NOEMANAGE A firewdl adminidrator is assgned with respongbility for
day to day management and configuration of the firewall.
Including the management of the audit trail.

NOE.PHYSICAL Thefirewadl must be physicaly protected so thet only
adminigrators have access. (Thefirewdl must only be
adminigered via the dedicated management port on the
firewd or usng the adminigration GUI on the internd
network.)
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NOE.REVIEW The configuration of the firewal will be reviewed on a
regular basis to ensure that the configuration continuesto
meset the organisation’s security objectivesin the face of:

- changesto the firewdl configuration;
- changesin the security objectives,
- changesin the threets presented by the externa network;

- changesin the hogts and services made available to the
externd network by the internd network.
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5 I T Security Requirements
51  TOE Security Functional Requirements

The functiond security requirements for this Security Target are discussed in detall
below. The fallowing table summarises those security requirements.

Functional Components
FIA_UID.1 Timing of Identification
FIA UAU.1 Timing of Authentication
HA AFL.1 Authentication Fallure Handling
FMT MSA.1 Management of Security Attributes
FMT MSA.3 Satic Attribute Initidisation
FMT_SMR.1 Security Roles
FMT MTD.1 Management of the TSF Data
FAU_GEN.1 Audit Data Generdtion
FAU ARP.1 Security Alarms
FAU SAA.1 Security Audit Andlyss
FAU SAR1 Audit Review
FAU STG.1 Protected Audit Trall Storage
FPT_RVM.1 Non-Bypassahility of the TSP
FPT_SEP.1 TSF Domain Separation
FPT_STM.1 Rdiadle Time Stamps
FDP_ACC.1 Subset Access Control
FDP_ACF.1 Security Attribute Based Access Control
FDP_IFC.1 Subset Information How Control
FDP_IFF.1 Simple Security Attributes
Table 5-1: Functional Requirements
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511 | dentification and Authentication

This section addresses the requirements for functions to establish and verify a
cdamed user identify. Thisincdudesidentification of any actions thet the TOE may
complete on the user’ s behdf prior to identification or authentication.

The only type of user who can interact directly with the BFS interface (System
Console or remote Admin GUI) isa BFS adminidrator. Therefore, BFS
adminigrators are the only users who can log into the BFS interface (identify and
authenticate themsalves) and accessthe TSF data As BFS adminigrators are able to
access dl TSF data, the identification and authentication mechanismsto the BFS
interface provide a basic form of access control.

Unprivileged operators, use services provided by the TOE but do not vigbly interact
with the TOE. For the TOE to control requests for services by these unprivileged
users the TOE performs basic identification of the request in the form of checking the
source address of the request. However, thisis dedt with by the rulesin the
UNIDENTIFED and AUTHENTICATED information flow policies. The TOE
requires the user to authenticate prior to interaction with some servers provided by
BFS, these are specified in the AUTHENICATED information flow control policy.

A privileged operator, the FTP adminigtrator user (FTP account “admin”), isableto
access additiond aress (e.g. where system accounting logs are stored) on the FTP
server than an unprivileged FTP user, and has privileges to cregte, delete and modify
directories on the server which are not available to an unprivileged FTP user. This
acoount is referred to as “FTP Admin”. These privileges are controlled by the BFS
operating system. This account can only be accessed from arequest generated on the
interna network. It is assumed (as gated in the non-1T environment objective
NOE.MANAGE) that this account is used by those performing the adminigtration of
the BFS, induding the management of the audit trall.

FIA_UID.1 Timing of identification

HA UID.11 The TSF shdl dlow [information flows, compliant with the
UNIDENTIFED information flow FSP| on behaf of the user
to be performed before the user is identified.

HA UID.1.2 The TSF shdl require each user to be successfully identified
before dlowing any other TSFmediated actions on behdf of
that user.
Version 2.4 Page 19 of 19
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FIA_UAU.1 Timing of authentication
FIA_ UAU.11 The TSF ddl dlow:

a) [information flows, compliant withthe UNIDENTIFED
information flow FSP (informetion flow control decisons
basad on the information flow control outbound and
inbound proxies, and service request policiesto dlow or
deny treffic);

b) identification mechanisms defined in FIA_UID.1;
) audit of falled authentication attempts)]

on behdf of the user to be performed before the user is
authenticated.

FIA_UAU.1.2 The TSF shdl require each user to be successfully
authenticated before dlowing any other TSFmediated actions

on behdf of that user.
Application The“us” referred to in the SFRs above relates to both a BFS
Note: adminidrative user (adminidrator a the BFS console or using

the Admin GUI on an internd dlient) and a service requested
by an indirect user (induding FTP Admin), which is associated
with anindividud |P address on the internd or externa

network.
FIA_AFL.1 Authentication failure handling
FIA_AFL.11 The TSF shdl detect when [1] unsuccessful authentication

attempts occur related to [an authentication attempt originating
from an individud 1P address on the internd network or aBFS
adminigtrator].

FIA_ AFL.1.2 When the defined number of unsuccessful authentication
attempts has been met or surpassed, the TSF shdl [log the
unsuccessful authentication atempt].

5.1.2  Security Management

This section defines requirements for the management of security atributes thet are
used to enforce the SFP.

FMT_SMR.1 Security Roles

FMT_SMR.11 The TSF shdl maintain the roles [BFS adminigrator, FTP
Admin).

FMT_SMR.1.2 The TSF dhdl be able to associate users with the roles.
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FMT_MSA.1

FMT MSA.11

FMT MSA.3

FMT MSA.31

FMT MSA.32

FMT_MTD.1

FMT_MTD.11a

FMT_MTD.1.1b

5.1.3  Security Audit

BORDEWARE TECHNOLOGIESINC

Management of security attributes
The TSF shdl enforce the [BFS Access Control SFP] to redtrict
the ability to :

[change _default, query, modify and delete] the security
attributes [the rules (permissions) to permit or deny traffic
flow];

[query, modify, deete and [(ireete]] the security attributes
[BFS adminigtrator accounts™ and Proxy Server user
accounts);

[modify] the security attributes [the FTP admin password];

[change default, query, modify] the security attributes
[FTP server, Web server, Proxy Server];

[change default, query, modify] the security attributes
[events to be accounted and dlarm parameters]

to the [BFS adminigrator rolg].
Static attributeinitialisation

The TSF shdl enforce the [Information flow control SFP and
Access Control SFP] to provide [redtrictive] default vaues for
Security attributes that are used to enforce the SFP.

The TSF shdl dlow the [BFS adminidrator] to specify
dternative initid vaues to ovaride the default values when an
object or information is cregted.

Management of TSF data

The TSF shdl redrrict the ability to:
[query] the [audit logs];
[query and modify] the [time];
to [BFS adminigrator].

The TSF shdl redtrict the ability to [query, copy and delete]
the [audit logs] to [FTP adminigtrator].

This section involves recognising, recording and goring information reated to
Security relevant activities.

1 An element of the BFS Administrator account is the BFS administrator password.
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FAU GEN.1 Audit data generation

FAU _GEN.1.1 The TSF shdl be able to generate an audit record of the
following auditable events:

a) start-up and shutdown of the audit functions;

b) All auditable events for the [not specified] leve of audit;
and

) [Every successful inbound and outbound connecti on’;
Every unsuccessful connection;

Every successful and unsuccessful administrator
authentication attempt].

FAU _GEN.1.2 The TSF shdl record within each audit record at leest the
fallowing informetion:

a) Dae and time of the event, type of event, subject identity,
and the outcome (success or falure) of the event; and

b) For each audit event type, based on the auditable event
definitions of the functiona componentsinduded in the
PP/ST, [required destination address, and TCP/UDP port for
network connections).

FAU _ARP.1 Security alarms
FAU ARP.1.1 The TSF shdl take [the following actions:
a) log arecord of the event in the security trall;

b) e-mall the BFS adminidrator with details of the
actud/potentia security violation]

upon detection of a potentid security violation.
FAU SAA.l Potential violation analyss

FAU SAA11 The TSF shdl be able to gpply asat of rulesin monitoring the
audited events and based upon these rules indicate a potentid
violaion inthe TSP.

2 With the exception of NTP requests made to the BFS NTP server.
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FAU SAA.12

FAU SAR.1

FAU SAR.1.1

FAU _SAR.12

FAU STG.1
FAU_STG.11

FAU STG.12

BORDEWARE TECHNOLOGIESINC

The TSF shdl enforce the following rules for monitoring
audited events:

a) accumulation or combination of [a configurable number of
atempts to make a connection to a service which does not
have a sarver or proxy enabled] known to indicate a
potential security violation;

b) [no other rules].
Audit review

The TSF dhdl provide [BFS adminigirators] with the capability
to read [dl audit information] from the audit records.

The TSF dhdl provide the audit records in amanner suitable
for the user to interpret the information.

Protected audit trail sorage

The TSF shdl protect the stored audit records from
unauthorised deletion.

The TSF shdl be dble to [prevent] modifications to the audit
records.

5.1.4  Protection of the Trusted Security Functions

This section specifies functiond requirements that relate to the integrity and
management of the mechaniams providing the TSF and the TSF data

FPT_RVM.1

FPT_RVM.1.1

FPT_SEP.1

FPT_SEP.1.1

FPT_SEP.1.2

FPT_STM.1

FPT_STM.1.1

Version 2.4
23 January 2002

Non-Bypassability of the TSP

The TSF dhall enaure that TSP enforcement functions are
invoked and succeed before each function withinthe TSCis
alowed to proceed.

TSF domain separation

The TSF shdl maintain a security domain for its own execution
that protects it from interference and tampering by untrusted
subjects.

The TSF shdl enforce separation between the security domains
of subjectsinthe TSC.

Rdiable Time Stamps

The TSF shdl be able to provide rdiable time samps for its
own use.
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5.1.5 User Data Protection

This section specifies requirements for TOE security functions and TOE security
function policies relating to protecting user data. These are used to ensure a secure
channd for administration and the control of user traffic through the firewdl. The
policies selected for the control of user traffic will depend on the number of
interfaces configured in the TOE.

Accessto the BFS internd datais controlled by the identification and authentication
of aBFS adminigrator a the BFS console. Once this has been completed, according
to the requirements specified by the FIA dlass of components, an adminidrative user
isableto accessdl TSF data

Access to data stored in the FTP server is controlled according to the FTP account
the user has successfully provided the necessary authentication information. An
“anonymous’ or “ftp” FTP user can only access a subset of the information that the
FTP Admin user is able to access.

FDP_ACC.1 Subset access control
FDP_ACC.1l1a The TSF shdl enforce the [BFS Access Control SFP| on

1 [manipulation of TSF data and security attributes (as
spedified in FMT_MSA.1) by the BFS adminidrator;

2. no accessto TSF data by any other user].

FDP_ACC.1.1b The TSF shdl enforce the [FTP Access Control SFP] on [FTP
server data].

FDP_ACF.1 Security attribute based access control

FDP_ACF.1.1a The TSF shdl enforce the [BFS Access Control SFP] to objects
based on [the user being an authenticated BFS adminigtrator].

FDP_ACF.1.1b The TSF shal enforce the [FTP Access Control SFP] to objects
based on [the user being an authenticated FTP Admin user].

FDP_ACF.1.2a The TSF shdl enforce the following rulesto determineif an
operation among controlled subjects and controlled objectsis
dlowed: [the subject invoking an operation on the object isa
BFS adminigrator].
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FDP ACF.1.2b The TSF shdl enforce the following rulesto determine if an

operaion among controlled subjects and controlled objectsis
dlowed:

1. [creation, modification or deetion of objects on the FTP
server may only be performed by authenticated FTP admin
users,

2. accessto the admin area on the FTP server may only be
granted to authenticated FTP admin users;

3. anonymous FTP users are granted read and copy accessto
the public areaonly on the FTP server].

FDP _ACF.1.3 The TSF has explicitly authorised access of subjectsto objects
basad on the following additiond rules [none].

FDP_ACF.14 The TSF shdl explicitly deny access of subjects to objects
based on the [subject not being a BFS adminigtrator or an FTP
Admin us].

There are two types of information flow:

a) AUTHENTICATED - traffic from theinterna network to the TOE, providing
access to the BFS for aremote BFS Administrator on the internd network,
which requires the source subject to be identified and authenticated as a BFS
adminigrator. Also, Web access, if authentication requirements are
configured.

b) UNIDENTIFIED — outbound traffic from the internd network and inbound
traffic from the externd to the SSN/AUX3, serviced by proxies. Also, traffic
directed a the specified servers provided by the BFS.

Note: In the specification of the SFR FDP_IFF.1.2 below, the subsections of the
requirement lised as‘a))’, ‘b.)’, ‘c.)’, etc. areto beread as“or” operators and the
bullets within these subsections are to be read as “and” operators.

FDP_IFC.1 Subset information flow control

FDP IFC.1.1 The TSF shdl enforce the [AUTHENTICATED and
UNIDENTIFED informetion flow control SFHP| on:

a) [externd IT entitiesto send and recelve information through
the TOE;

b) internd IT entitiesto initiate a service and to send and
receive information through the TOE].

3 Only applicableif 3" or more network card are configured in the TOE.
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FDP_IFF.1 Simple security attributes

FDP IFF.1.1 The TSF shdl enforce the [AUTHENTICATED and
UNIDENTIFED information flow control SFPs| based on the
fallowing types of subject and information security atributes:

a) [the interface on which the request arrives,
b) the following information attributes
- presumed address of the source subject, as appropriate;
presumed address of the destination subject, as
aopropriete,
trangport |layer protocol;
requested service]
FDP_IFF.1.2 The TSF shdl permit an information flow between a controlled

subject and controlled information, via a controlled operation if
the fallowing rules hold:

a) [subjectson theinternd network can causeinformation to
flow through the TOE to ether the SSN/AUX or the
externa network if:

al information security attribute values are expresdy
permitted by the information flow SFP rules;

the request arrives on the interna interface;

the presumed address of the destination subject
trandates to an address on either the SSN/AUX or an
address that is reachable viathe externd network.

b) subjects on the externa network can cause information to
flow through the TOE to the internd network if:

dl information security atribute vaues are expressy
permitted by the information flow SFP rules;

the presumed address of the source subject trandates to
an externa network address,

the presumed address of the destination subject
trandates to an address assigned to the externd
interface of the TOE.

C) 4subjects on the externa network can cause information to

flow through the TOE to the SSN/AUX if:

al information security attribute values are expresdy
permitted by the information flow SFP rules;

4 Only applicableif 3 or more network card are configured in the TOE.
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the presumed address of the source subject trandatesto
an externd network address,

the presumed address of the destination subject
trandaes to an address assigned to the externa
interface of the TOE.

d 5subjects on the SSN/AUX can cause information to flow
through the TOE to the externa network if:
- dl information security attribute vaues are expressly
permitted by the information flow SFP rules;

the presumed address of the source subject trandates to
an SSN/AUX address,

the presumed address of the destination subject
trandates to an address on the externa network.

e) 6subjer:ts on the SSN/AUX can cause informetion to flow
through the TOE to the internd network if:

al information security attribute values are expresdy
permitted by the information flow SFP rules;;

the presumed address of the source subject trandates to
an SSN/AUX address,

the presumed address of the destination subject
trandates to an address assigned to an SSNVAUX
interface on the firewal.]

FDP_IFF.1.3 The TSF shdl enforce the [additiona SFP rules:

a) redrict by time].

s Only applicableif 3 or more network card are configured in the TOE.
6 Only applicableif 3 or more network card are configured in the TOE.
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5.2

FDP_IFF.14 The TSF shdl provide the following [natification to the user
(BFS adminidrator) if the attributes of the permitted
information flow specified are consdered to be insecure, in the
following instances:

a)
b)
c)
d
€)
f)
9

defining a non-authenticated inbound proxy;

encbling any externd to internd proxy;

cregting a user defined externd to interna proxy;
enabling any externd to SSNJAUX proxy”;

creating a user defined externd to SSN/AUX prowg;
encbling any SSN/AUX to internd proxyg;

creating ause defined SSN/AUX to internd proxylo.]

FDP_IFF.1.5 The TSF shdl explicitly authorise an information flow based
on thefallowing rules [no additiond rulesto authorise
information flow]

FDP_IFF.1.6 The TSF shdl explicitly deny an information flow based on the
falowing rules

a) [thereisno rule which explictly dlowsit;

b) if any of the attributes identified in FDP_IFF.1.1 do not

match].

TOE Security Assurance Reguirements

The assurance requirements for this Security Target, taken from Part 3 of the CC,
compose the EAL4 leve of assurance, augmented with the Haw Remediation
assurance component ALC _FLR.1 and the Vulnerability Analys's component
AVA_VLA.3, both identified in Part 3. The assurance components are summarised

in thefallowing table.

" Only applicableif 3 or more network card are configured in the TOE.

8 Only applicableif 3 or more network card are configured in the TOE.

o Only applicableif 3 or more network card are configured in the TOE.

10 Only applicableif 3 or more network card are configured in the TOE.
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Assurance Class Assurance Components
ACM_AUT.1 | Patid CM automation
Configuretion ACM_CAP4 | Generation support and acceptance
management procedures
ACM_SCP.2 | Problemtracking CM coverage
Delivery and operation ADO DEL.2 | Deection of modification
ADO 1GS.1 Ingalation, generation and Sart-up
procedures
ADV_FSP.2 Fully defined externd interfaces
ADV_HLD.2 | Security enforcing high-leve design
Development ADV_IMP.1 | Subset of theimplementation of the
TSF
ADV _LLD.1 | Desiptivelow-levd desgn
ADV_RCR.1 | Informd correspondence
demondration
ADV_SPM.1 | Informa TOE security policy modd
Guidance documents AGD ADM.1 | Adminidrator guidance
AGD USR1 | User guidance
ALC DVS1 | Identification of security measures
Life cycle support ALC FLR1 Badic flaw remediation
ALC LCD.1 | Deveoper defined life-cycle modd
ALC TAT.1 | Wdl-defined development tools
ATE COV.2 | Andydsof coverage
Tedts ATE DPT.1 | Teding: high-level desgn
ATE FUN.1 | Functiond testing
ATE_IND.2 Independent testing - sample
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5.3

5.4

Assurance Class Assurance Components

Vulnerability assessment | AVA_SOF.1

AVA MSU.2 | Vdiddion of andyss
Strength of TOE security function
evaugion

AVA VLA.3 | Modearatdy Resgant

Table 5-2: Assurance Requirements

Further information on these assurance components can be found in [CC] Part 3.

Security Requirementsfor the IT Environment

There are no security requirements on the IT environment of the TOE.

Strength of Function Claim

A Strength of Function (SoF) daim of SOF-MEDIUM is meade for the TOE.
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6 TOE Summary Specification
6.1  TOE Security Functions

This section describes the security functions provided by the TOE to meet the
security functional requirements specified for the BorderWare firewal|l server in
Section 5.1

6.1.1 Identification and Authentication

1. The BFSadminigrator must be authenticated with the TOE before any
adminigration functions can be completed. Interaction with the administrator
interface at the system console requires physica access to the console and the
passvord, or interaction with the adminigtrator interface at the admin GUI
requires identification and the corresponding password.

2. Theonly flows of information that can take place before identification of the
source of the request are those that conform to the UNIDENTIFIED information

flow palicy.

3. Theonly flowsof information that can take place before authentication of an
identified source are those that conform to the UNIDENTIF ED information flow

policy.

4. Any falure of an adminigrator (BFS adminigtrator or FTP Admin) to authenticate
with the TOE must result in the generation of arecord in the audit trall.

6.1.2 Management and Security Attributes

1. Therules, which soecify the permissible flows of informetion, can be modified by
an BFSadminigrator of the TOE. The BFS adminigtrator may provide
dternative initid values to be gpplied when an information flow ruleis created.

2. The TOE shdl default to deny dl flows of information through the TOE, al
proxies and servers are initidly dissbled. (Interaction with the BFS adminigtration
functions using the BFS console by an authenticated BFS adminigrator is
permitted at thisstage). After the ingtdlation, the BFS adminigtrator must go
through each service and enable the ones necessary for their network. The result
isacompletdy controlled environment in which specified services are alowed
and dl others are denied.

3. Accessto the TSF data and security attributes stored on the TOE (data required
for the TOE to operate in a secure manner) is controlled by authentication of an
authorised (access to the BFS console is permitted or identification if remote) BFS
adminigrator.

4. Accessto the data stored on the FTP server will be permitted according to the FTP
account for which the FTP user has successfully provided identification and
authentication information. An anonymous FTP user (identified as “anonymous’)
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may access only the dataiin the “public” directory of the FTP server. AnFTP
admin (identified as“admin” and authenticated) user may access dl data on the
FTP sarver (including the TSF audit data stored in the Admin area of the FTP
server).

. Theonly type of direct user of the TOE isa BFS adminigtrator. The FTP admin

user isonly able to access the data provided on the FTP server supported by the
BFS.

. In the following ingtances, where the attributes of the permitted information flow

Specified are congdered to be insecure, the TOE shdl provide the BFS
adminigrator with awarning:

a) defining a non-authenticated inbound proxy;
b) enabling any externd to internd proxy;
C) creding auser defined externd to internd proxy;

d) anoption of “none’ is selected as the authentication option for remote
adminigraion;

Thefollowing are dso gpplicable if three or more network cards areinddled in
the TOE:

€) enadling any externd to SSNV/AUX proxy;,
f) creating auser defined externd to SSN/AUX proxy;
g enabling any SSN/AUX to internd proxy;
h) creating auser defined SSN/AUX to internd proxy.

7. The BFS adminigtrator can query, cregte, delete and modify BFS administrator

accounts and reset a BFS adminigrator’ s password. The BFS adminigtrator can
query, creete, delete and modify Proxy Server user accounts and reset an FTP
Admin’s password.

8. The BFS adminigrator can configure and modify the FTP server for the storage of

audit trails, the Web sarver for remote access.

6.1.3  Audit
1. The accounting mechanisms cannot be disabled. The start-up and shutdown of
audit functions is synonymous with the sart-up and shutdown of the TOE. Start-
up and shut-down of the TOE must be recorded in the audit trail.
2. It shdl be possble to generate an accounting record of the following events:
Every successful inbound and outbound connection;
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Every unsuccessful inbound and outbound connection;

Every successful and unsuccessful adminigtrator (BFS adminigtrator and FTP
Admin) authentication attempt.

3. Thefollowing dataisto be recorded for each event:
Date and Time of the event;
type of event;
subject identity (source address);
outcome of the event;
required destination address,
TCP/UDP port for network connections.

4. Modifications to the content of the audit trall are not permitted. Read access only
Is permitted to the BFS adminigrator through a controlled interface.

5. An FTP admin user is permitted reed, copy or delete access only to an archived
audit log. AnFTP admin user is not permitted modify accessto an audit tral
whileit is stored in the admin area of the FTP server. Deetion of the audit trall
from the FTP server can only be performed by an FTP admin user.

6. A record will be generated in the security trail and an email sent to the BFS
adminidrator in the event of an attempt to make a connection to a service that
does not have a server or proxy enabled.

Protection of TOE Security Functions

1. The TOE will provide sdf -protection from externd modification or interference
of the TSF code or data structures by untrusted subjects. Untrusted subjects
cannat bypass checks, they will aways be invoked.

The functions that enforce the TOE Security Policy (TSP) will dways be invoked
and completed, before any function within the TSF Scope of Contral (those
interactions within the TOE that are subject to the rules of the TSP) isalowed to
proceed.

The TSF will protect itsdlf, ensuring that dl other processes are executed within
other domains to those of the TSF processes and thereby are unable to modify or

damage the TSF.

2. The TOE shdl provide rdidble time samps for use in determining whether an
information flow is permissible and for Samping entries in the audit trall.
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6.1.5 User Data Protection
1. There aretwo types of information flow that the TOE enforces:

a) AUTHENTICATED - traffic from the internd network to the TOE, providing
access to the BFS for aremote BFS adminigrator on the interna network,
which requires the source subject to be identified and authenticated as a BFS
adminigrator. Also, Web access, if authentication requirements are
configured.

b) UNIDENTIFIED — outbound traffic from the interrllisi network and inbound
traffic from the externd to an SSNV/AUX network™ ™, serviced by proxies
Also, traffic directed at the specified servers provided by the BFS.

2. Theinformation flow control security functiona policy mediates traffic between
the network interface cards of the BFS host and the BFS itsdlf. Thispolicy
ensures that when arequest for a connection arrives, the BFS takes the following
action:

a) Checksthe port and destination addressto seeif they are consstent with an
enabled server or proxy;

b) If they are, then the number of current sessons are checked againgt the
maximum st for thet service. |If anumber of sessonsisa the maximum, then
the connection isdenied. Otherwise, access rules are checked (asin ‘c.)’
below);

¢) For each access rule assgned to the sarvice, the following conditions must be
met for the particular connection request:

The access rule sesson limit has not been reached,;
The current time is within any configured time dat;
The source or destination addressis alowed.

d) Thefirewal decidesthefollowing:

If any ruleis applicable thet denies the connection, then the
connection is denied;

If no access rulesarezapplicdale or assgned to the sarvice, then the
connection is denied;

1 Only applicableif three or more network cardsare configured in the TOE.

12| no access rules are assigned to a service, then no access rules will ever be applicable, and so
accesswill always be denied
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Otherwise, the connection is alloweol1 3.
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3. Therequested sarvices are permitted according to the UNIDENTIFIED
information flow policy (based purely on the direction (source and destingtion) of
the request and the service type requested), as indicated in the following tables
(Teble6-1, Table 6-2and Table 6-3). These services can be configured on the
BFS (within the scope of this Security Target) to be provided by either Proxies,
Savers or Clients provided by the BFS,

I-E I-SSN/AUX™ | E-SSNJAUX™ | SSNJAUX-E'®
AmericaOn- Hinger Anonymous BookWhere
Line FTP (£39.50)
BookWhere FTP Finger DNS Relay
(Z39.50)
DNSRday Gopher | dent Finger
Finger ICMP NNTP FTP
Ang/Timestamp
FTP Ident Oracle Gopher
SQL*Net
Gopher IMAP SMTP Mall ICMP
Ring/Timestamp
ICMP Lotus Notes WWW |dent
Rng/Timestamp
Ident Magigtrate IMAP
(Snare)
IMAP MS SQL Lotus Notes
Lotus Notes NetShow Magidrate
(Snare)

13 Response packets will be checked against the packet filter rules but not the access rules, which are
used only to establish a connection.

14 Only applicableif 3 or more networks card are configured in the TOE.
15 Only applicableif 3 or more network cards are configured in the TOE.
16 Only applicableif 3 or more network cards are configured in the TOE.
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I-E I-SSN/AUX™ | E-SSN/AUX™ | SSNJAUX-E™®

Magistrate NNTP MS QL

(Share)

MSSQL Oracle NetShow

SQL*Net

NetShow POP Mail NNTP

NNTP RedAudio Oracle
SQL*Net

Oracle SMTP Mall POP Mall

SQL*Net

NetMesting'! | SH Redl Audio

POP Mall Tenet SMTPMall

Red Audio WWW SSH

SMTP Rday Telnet

SSH WWW

Tenet

Whaois

WWW

Table6-1 - UNIDENTIFIED Services provided by Proxies

The Internd to Externd and Externd to SSN/AUX WWW proxy identified in Table
6-1 above includes a data content filtering module which may optiondly be engbled.

The data content filtering module is designed to detect abnorma content in HTTP
headers. The primary purpose of the filtering module is to protect web servers

connected to one of the SSN/AUX interfaces from known vulnerabilities exploited
viamaformed HT TP headers (for example Trojan Horses and Worms such as Code

Red).

17 Only the H.323 and LDAP proxy connections are permissible to support the provision of the
NetM eeting service within the scope of this evaluation.
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Internal External SSN/AUX™®

DNS Anonymous FTP Anonymous FTP

Finger DNS DNS

FTP Finger Finger

ICMPPing/Timetamp | ICMP ICMP Ping/Timestamp
RAng/Timestamp

| dent | dent [dent

LDAP™ NTP NTP

NTP SMTP Mall POP Mall

POP Mail Traceroute Response | SMTP Mal

SMTP Mall WWW Traceroute Response

Traceroute Response WWW

WWW

Table 6-2 - UNIDENTIFIED Services provided by Servers

Internal External SSN/AUX?
NTP DHCP NTP
NTP

Table6-3— UNIDENTIFIED Services provided by Clients

4. The requested sarvices are permitted according to the AUTHNETICATED
information flow policy (based purely on the direction (source and destinetion) of
the request and the service type requested), asindicated in Table 6-4. These
sarvices can be configured on the BFS (within the scope of this Security Target) to

18 Only applicableif 3 or more network cards are configured in the TOE.

19| DAP server onInternal interface is provided to work with the NetMeeting proxy to support
Microsoft’ s Conferencing application.

2 Only applicableif 3 or more network cards are configured in the TOE.
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6.2

6.3

be provided by Servers (there are no sarvices provided by Proxies or Clientson
the BFS that conform to the AUTHENTICATED information flow palicy).

Internal

External

SSN/AUX?

FTP

GUI Config

Table6-4 — AUTHENTICATED Services provided by Servers

Assurance Measures

Deliverables will be produced to comply with the Common Criteria Assurance
Requirements for EAL4, augmented with ALC FLR.1 and AVA_VLA.3.

Permutational IT Security Functions

The only permutationa IT security functionsthet are redised in the TOE are the
adminigrator passwords at the system console and the adminigtration GUI, and the
ftp-admin password. The Stirength of function clam for these mechanismsis
SOFMEDIUM.

2 Only applicableif 3 or more network cards are configured in the TOE.
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7 Protection Profiles Claims

There are no Protection Profile Clams.
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8.2

Rationale

I ntroduction

This section identifies the rationae for the adequacy of the security functiond
requirements and the security assurance requirements in addressing the threats and
mesting the objectives of the TOE.

Security Objectivesfor the TOE and Environment Rationale

The following table demondrates how the objectives of the TOE and the TOE
environment counter the threats, policies and assumptionsidentified in Section 3.2.1.

Threats

Objectives/

Assumptions

T.CONFIG

T.UNAUTH

T.0S FAC

TEVIOLATE

A.PHYSICAL

O.VALID

<\ | TINT_CONN

O.HOSTILE

N | XN | TEXT CONN

S| N | T.SOURCE

O.PRIVATE

\

O.AUTH

OATTEMPT

AN AN S| N[ ALIMIT

O.ADMIN

O.SECPROC

O.CONFIG

NOEDELIV

NOE.TRAIN

NOE.AUDIT

NOE.NETWORK

NOE.MANAGE

NOE.PHYSCAL

NOEREVIEW
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8.2.2

8.2.3

8.24

8.25

8.2.6

BORDEWARE TECHNOLOGIESINC

Table 8-1 Objectives Rationale

As can be seen from the table above, dl threets and assumptions met by at least one
objective, ether TOE or environment, as applicable. The coverage of the threats and
assumptions countered by the TOE is discussed in the subsections below.

T.EXT_CONN

Asthe only point of connection between the networks, the BFS controls the
information flow between the internd and externd networks. BFS limitsthe hodts,
addressranges (i.e, it will rgect a packet received a the externa network interface
with an address within the internal network address range) and service ports available
from the externd network. No inbound services are permitted connection.

T.INT_CONN

Asthe only point of connection between the networks, the BFS controls the
information flow between the interna and externd networks. BFS limits the hogts,
addressranges (i.e., it will rgject a packet received at the internd network interface
with an address within the externa network address range) and service ports
avalable from the internd network.

T.SOURCE

BFS limits the hogts and service ports available from the internd and externd
network, in order to prevent exploitation of vulnerabilitiesin Internet services. BFS
will monitor attempits to initiate connections between the networks (internd and
externd, and SSN/AUX if 3 or more network cards are configured in the TOE).

T.CONFIG

BFS limits the range of addresses expected on the internd and externd networks.
BFSwill process security functions and service requests in separate domainsto
ensure the security functions are not affected by indirect user traffic. Each process
will complete before another process requiring the same data Structures/processesis
invoked.

T.UNAUTH

BFS ensures only the BFS administrator can amend the canfiguration. BFSwill
monitor attempts to initiate connections between the networks (internd and externd,
and SSN/AUX if 3 or more network cards are configured in the TOE), indluding
atempts to initiate a remote adminigration sesson.

T.OS FAC

BFS does not provide any operating system sarvicesto any user of the BFS. (There
is no commeand line access provided). BFS will process security functions and
service requests in separate domains to ensure the security functions are not affected
by indirect user traffic.
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8.2.7 TEVIOLATE

The adminigrators of the BFS are trugted to ingtd|, manage and operate (including
using and managing the audit fadilities) the BFS in a manner consstent with the
security policy. The BFS adminigrators should be provided with the appropriate
training in order to complete this.

828 APHYSCAL

The BFS mug be the only (physica and logica) connection between the internd and
externd networks, and the SSN/AUX network if 3 or more network cards are
configured in the TOE. Accessto the sysem console must be controlled.

829 ALIMIT

BFS limits the hogts and service ports available from the internd and externd
network, to prevent exploitation of vulnerabilitiesin Internet services. BFSwill
monitor attempts to initiate connections between the networks (internd and externd,
and SSN/AUX if 3 or more network cards are configured in the TOE). BFS limits
the address ranges (i.e., it will rglect a packet received at the interna network
interface with an address within the externd network address range, and vice vers)
available from the internd and externa network. Service requests will be subject to
authentication checks, in accordance with the security policy enforced on the BFS.

8.3  Security Requirements Rationale
8.3.1 Reguirementsareappropriate

The following table identifies which SFRs stiy the Objectives defined in Section

411
Objective Security Functional Requirement(s)
O.VALID FDP_IFC.1, FDP IFF.1%
O.HOSTILE FDP IFC.1, FDP IFF.I%, FMT MSA 3,
FIA UID.1, FIA_UAU.1, FPT_STM.1
OPRIVATE FDP IFC.1, FDP IFF.I**, FMT MSA 3,
FIA UID.1, FIA_UAU.1, FPT_STM.1

22 The valid range of addresses expected on internal and external interfaces are limited by the checks
of the interface on which the request arrives and the presumed source address of the request whether
there are 2 or more network cards configured inthe TOE.

2 The host and services ports that can be accessed from the external network are limited by the
following completions of the assignment in FDP_IFF.1.2: b) if there are 2 network cards configured in
the TOE, and b) and c) if there are 3 or more network cards configured in the TOE.
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Objective Security Functional Requirement(s)

OAUTH FIA_UID. 12 FIA_UAU.1, FDP_IFC.1,
FDP_IFF.1

OATTEMPT FAU GEN.1, FAU ARP.1, FAU SAA.L,

FAU_SAR.1, FAU_STG.1, HA_AFL.1,
FIA_UID.1, HA_UAU.1, FPT_STM.1

O.ADMIN FMT_SMR.1 FMT_MSA.1L, FMT_MSA S,
FMT_MTD.1, HA_UID.1, FA_UAU.1,
FDP_ACC.1, FDP_ACF.1

O.SECPROC FPT RVM.1, FPT SEP.1

O.CONHG FDP_IFF.1, FPT_RVM.1, FPT_SEP.1

Table 8-2 Mapping of Objectivesto SFRs
O.VALID

The range of addresses expected on the internd and externd network are limited by
the control of information flow through the BFS. Information flow control is based
on anumber of atributes of the request, including the source address of the request.
This addressis linked to the interface on which the request was recelved to ensure it
IS an address expected on that interface (FDP_IFC.1, FDP_IFF. 7 )

O.HOSTILE

The BFS mugt limit the internal hosts and service ports that can be accessed from the
externd network. The BFS achievesthis by contralling information flows with
respect to externd to internd network and internd to externd network. The BFS
controlsinformation flow Qy alowing or denying traffic through based on
(FDP_IFC.1, FDP | IFF.1° , FPT_STM.1):

24 The hosts and service ports that can be accessed from the internal network are limited by
completion a) of the assignment in FDP_IFF.1.2 whether there are 2 or more network cards
configured in the TOE.

25 The authentication of an end user will be provided according to the following completions of the
assignment in FDP_IFF.1.2: a) and b) if there are 2 network cards configured in the TOE, and @), b),
¢) d) and €) if there are 3 or more network cards configured in the TOE.

28 The valid range of addresses expected on internal and external interfaces are limited by the checks
of the interface on which the request arrives and the presumed source address of the request whether
there are 2 or more network cards configured in the TOE

27 The hosts and service ports that can be accessed from the internal network are limited by
completion @) of the assignment in FDP_IFF.1.2 whether there are 2 or more network cards
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Source address,

Dedtination address;

Sarvice usd;

Thetime the activity is performed is permitted.

The BFSwill dso deny any information flows for which no rule is defined and
defaults to deny dl information flows through the TOE (FMT_MSA.3) except
interaction with the adminigtration functions by an authenticated BFS adminisirator
(FIA_UID.1, HA_UAU.1).

O.PRIVATE

The BFS mugt limit the internd hosts and service ports thet can be accessed from the
externd network. The BFS achieves this by controlling information flowswith
respect to externd to internd network and internd to externd network. The BFS
contrals information flow %/ alowing or denying treffic through based on
(FDP_IFC.1, FDP_IFF.1°, FPT_STM.1):

Source address,

Dedtination address,

Service usd;

Thetime the activity is performed is permitted.

The BFSwill dso deny any information flows for which no ruleis defined and
defaults to deny dl information flows through the TOE (FMT_MSA.3) except
interaction with the adminidration functions by an authenticated BFS administrator
(FIA_UID.1, FHA_UAU.1).

O.AUTH

The BFS controls information flow by allowinggor denying traffic through based on
the configured rules (FDP_IFC.1, FDP_IFF.1""). These rulesimplement the
UNIDENTIFHED and AUTHENTICATED information flow polices. Any rule
implementing the AUTHENTICATED information flow policy requiresthe user to
identify and authenticate themselves with the BFS server prior to processing the
requested service (FIA_UID.1, FIA_UAU.1).

configured in the TOE.

2 The hosts and service ports that can be accessed from the internal network are limited by
completion a) of the assignment in FDP_IFF.1.2 whether there are 2 or more network cards
configured in the TOE.

29 The hosts and service ports that can be accessed from the internal network are limited by
completion a) of the assignment in FDP_IFF.1.2 whether there are 2 or more network cards
configured in the TOE.
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OATTEMPT

The BFS provides an accounting mechanism that cannot be disabled. The start-up
and shutdown of the audit function is synonymous with the start-up and shutdown of
the firewal. Start-up and shutdown of the TOE is recorded in the audit log. The
following events can be recorded with their associated data (FAU_GEN.1,
FPT_STM.1, FIA_AFL.1, FIA_UID.1, FIA_UAU.1):

All inbound and outbound connection atempts;
Every successful and unsuccessful adminigirator authentication;
Change of adminidrator passwvord;

The BFS provides the facility for the BFS adminidrator to view the audit trail (read
only access) and for the FTP Admin to read, copy and ddete the audit trall archived
to the admin area of the FTP server (FAU_SAR.1, FAU_STG.1).

The BFS ds0 provides derting fadilities. When the TOE encounters an event for
which derts are defined, it will record the event in the audit log and send e-mail to
the adminigrator (FAU_ARP.1, FAU_SAA.1).

O.ADMIN

BFS only maintainstwo types of user (FMT_SMR.1, FMT_MSA.1, FMT_MSA.3,
FMT_MTD.1):

BFS Adminidrator — able to manipulate the configuration of the firewal and
view the audit trail data;

FTP Admin — ableto view, copy and delete the audit trail data

| dentification and authentication of the requesting user provides an access control
mechanism to the management functions of the BFS (FIA_UID.1, HA_UAU.1,
FDP_ACC.1, FDP_ACF.1).

O.SECPROC

Control of security functions processes is provided by the separation of areasin
which to security functions and service requests are processed (FDP_SEP.1), and
through ensuring the completion of security function processing prior to invocetion
of subsequent security functions (FDP_RVM.1).

O.CONFIG

The BFSis designed to provide no operating system user services by ensuring the
information flows do not access the operating system (FDP_IFF.1) and that separate
domains are provided in which to process security functions (FDP_SEP.1) and
controlling the invocation of subsequent functions (FDP_RVM.1).

Asit can be seen in Table 8-2 and the descriptions above, dl objectives are satisfied
by &t least one SFR and dl SFRs are required to mest a least one objective.
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Therefore, as demondrated in Table 8-1 and Table 8-2, dl SFRs specified for the
TOE are gppropriate to counter the thrests and meet the objectives of the TOE.

8.3.2  Security Requirement dependencies ar e satisfied
() indicates an indirect dependency

[ ] indicates an optional dependency
Functional Dependencies
Component
FA AFL.1 HA_UAU.1
FIA_UAU.1 FIA_UID.1
HA_UID.1 none
FMT_MA.1 FDP_ACC1, FMT_SMR1
FMT _MSA3 FMT MSA.L FMT_SVIR1
FMT MTD.1 FMT _SVIR.1
FMT_SMR.1 FIA_UID.1
FAU_GEN.1 FPT_STM.1
FAU_ARP.1 FAU SAA1
FAU SAA.1 FAU_GEN.1
FAU _SAR.1 FAU_GEN.1
FAU STG.1 FAU _GEN.1
FPT_RVM.1 none
FPT_SEP1 none
FPT_STM.1 none
FDP_ACC.1 FDP_ACF.1
FDP_ACF.1 FDP_ACC.1, FMT_M&A.3
FDP_IFC.1 FDP_IFF.1
FDP_IFF.1 FDP_IFC.1, FMT_M3A.3

Table 8-3 Mapping of SFR Dependencies
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As demondtrated in the table above, each of the SFRs identified as dependencies
have been stated as Functional Components of the TOE. Therefore, al dependencies
have been satidfied.

8.3.3  Security Reguirementsare mutually supportive
The only interactions between the security requirements specified for the BFS are
those which are identified in the CC Part 2 as dependencies between the SFRs.
These dependencies are documented and demongtrated to be satisfied in Section
832 ‘_I'hese interactions are specified in the CC Part 2, and are therefore mutually
upportive
8.34 ST complieswith thereferenced PPs
This Security Target does not claim compliance with a Protection Prdfile.
8.3.5 IT security functions satisfy SFRs
Mapping of Section 6 IT functionsto SFRs (Section 5.1).
IT Function | Security Functiond Coverage of SFR(S) by IT
Requirement(s) Function
6.1.11 FIA_UAU.12 Complete
6.1.1/2 FIA UID.11 Complete
6.1.1/3 FIA_UID.1.2 Complete
FIA_UAU.11 Partsaand b
6.1.14 HA_AFL.11 Complete
FIA_AFL.1.2 Complete
FIA_UAU.11 Part c
6.1.2/1 FMT_MSA.11 Point 1
FMT MSA.32 Complete
6.1.2/2 FMT_MSA.31 Complete
FDP_ACF.14 Partid — BFS adminidrator
6.1.2/3 FMT MSA.11 Complete
FDP_ACC.lla Complete
FDP_ACF.1.1a Complete
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FDP ACF.12a Complete
FDP_ACF.14 Partid — BFS adminigtrator

6.1.2/4 FDP_ACC.11b Complete
FDP ACF.1.1b Complete
FDP_ACF.1.2b Complete
FDP_ACF.14 Partid — FTP

6.1.2/5 FMT _SMR.11 Complete
FMT_SMR.1.2 Complete

6.1.2/6 FDP_IFF.14 Complete

6.1.2/7 FMT M&A.11 Points2, 3, 4and 5

6.1.2/8 FMT_MSA.11 Point 6

6.1.3/1 FAU_GEN.11 Part a

6.1.3/2 FAU_GEN.1.1 Part ¢

6.1.3/3 FAU_GEN.1.2 Complete

6.1.34 FAU_STG.11 Complete
FAU_STG.1.2 Complete
FAU_SAR11 Complete
FAU SAR12 Complete

6.1.3/5 FAU_STG.1.1 Complete
FAU STG.12 Complete
FMT MTD.11a Complete
FMT_MTD.11b Complete

6.1.3/6 FAU_ARP.1.1 Complete
FAU SAA.11 Complete
FAU_SAA.12 Complete
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6.14/1 FPT_RVM.11 Complete
FPT_SEP.1.1 Complete
FPT_SEP.12 Complete
6.14/2 FPT_STM.11 Complete
6.15/1 FDP IFC.1.1 Partial
FDP IFF.1.2 Partial
6.15/2 FDP IFC.1.1 Partial
FDP IFF.1.1 Partial
FDP IFF.1.2 Partial
FDP IFF.1.3 Complete
FDP IFF.16 Complete
6.15/3 FDP IFF.1.1 Partial
FDP IFF.1.2 Partial
6.1.5/4 FDP IFF.1.1 Partial
FDP IFF.1.2 Partial

Table 8-4 Mapping of IT Functionsto SFRs
SFR FAU_GENL1.1 part b requiresno IT Functions.

SFRsFDP_ACF.1.3 and FDP_IFF.1.5 have not been trandated into I T security
functions, as they specify that no rules are required in addition to those specified in
other dements of the repective components.

The combination of the IT Functions specified in 6.1.5/1, 6.1.52, 6.1.5/3 and 6.1.54
fully provide the requirements of SFRs FDP_IFC.1.1, FDP_IFF.1.1 and
FDP_IFF.1.2.

Therefore, as demondtrated dl Security Functiond Requirements of the TOE are
fully provided by the IT security functions spedified in the TOE Summeary
Specification.

Also demongtrated in Table 84, dl 1T Security Functionsidentified for the TOE in

the TOE Summary Specification are required to meet the TOE Security Functiona
Requirements.
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8.3.6  IT security functions mutually supportive

The mutually supportive nature of the I'T security functions can be derived from the
mutua support of the SFRs (demondrated in Section 8.3.3), as each of the IT
functions can be mapped to one or more SFRS, as demondrated on Table 8-4.

8.3.7  Strength of Function claims are appropriate

The SoF dam made by the TOE is SOF-MEDIUM, which is defined in the CC Part
1 as“resstance to attackers possessing a moderate attack potentia”.

This product isto be used in environments such as government departments to
protect internd networks when connecting them to externd networks. The guidance
for such interconnections is to use Frewall products with ITSEC E3 or equivadent
(CC EAL4) assurance, for which agtrength of SOF-MEDIUM is generdly fdt to be

acceptable.

Therefore, the dam of SOF-MEDIUM made by BFS is viewed to be gppropriate for
thisuse.

8.3.8  Assurance measures satisfy assurance requirements
EAL4 isdefined in the CC as*“methodicaly designed, tested and reviewed”.

Products such as BFS are intended to be used in avariety of environments, and used
to connect networks with different levels of trust in the users. The BFSisintended to
be suitable for use in UK HMG, which requires an ITSEC E3 equivaent leve of
assurance, for which EAL4 assurance is suitable.

In the Internet area of IT new exploits are continualy being discovered and
published, which the BFS will be expected to protect the internal network againgt. It
is therefore congdered to be gppropriate to augment the EAL4 assurance
requirements for the BFSwiththe ALC FLR.1 and AVA_VLA.3 assurance
components. Thiswill provide additiona assurance that new vulnerabilities
identified and reported in the services the product supports, or in the product itsalf,
are addressed in a controlled and suitable manner and that the TOE has been
andysed and tested to demondrate that it is "moderatdy resgtant” to attack.
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