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Jlsec Japan Information Technology Security Evaluation and Certification Scheme

Certification No.

C0082

Certification date

2007-02-22

Name of TOE

Fuji Xerox DocuCentre-1l 4000/3000 Series Data Security Kit

Version of TOE

Controller ROM Verl1.0.17

TOE category

IT Product (data protection function in digital Copier)

Supplier Fuji Xerox Co., Ltd.
Name: Hiroyuki Saito
Division: System Development Office Product Business Group
Contact
Tel: +81-44-812-7063
E-mail: hiroyuki.saito@fujixerox.co.jp
Conformance claim EAL2
PP conformance None

Evaluation Facility

Japan Electronics and Information Technology Industries
Association, Information Technology Security Center
(JEITA ITSC)

Description of TOE

The TOE is an option for DocuCentre-11 4000/3000 Series digital
multifunction device with copy, print, scan and fax.
Data security kit is a firmware for digital multifunction device
protecting the residual document data in HDD from iniquity
disclosure after scan, copy, print and fax. This TOE has the
following security functions.

HDD overwriting for residual data.

HDD data encryption.

Key operator authentication.

Customer engineer operation restriction.




