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1 Security Target Introduction

This chapter presents the Security Target (ST) tifileation information and an
overview. An ST contains the Information Technolddl) security requirements of an
identified Target of Evaluation (TOE) and specifies functional and assurance security
measures offered by the TOE.

1.1 ST Reference

This section provides information needed to idgraifid control this ST and its Target of
Evaluation. This ST targets EAL3.

1.1.1 ST Identification

ST Title: CA Directory r12.0 SP3
ST Version: 3.0

ST Publication Date: November 30, 2010
ST Author: Booz Allen Hamilton

1.1.2 Document Organization

Chapter 1of this ST provides identifying information foreahCA Directory r12 SP3. It
includes an ST Introduction, ST Reference, ST Ifleation, TOE Reference, TOE
Overview, and TOE Type.

Chapter 2 describes the TOE Description, which includes phgsical and logical
boundaries, and describes the components and/bcatpms that are excluded from the
evaluated configuration.

Chapter 3describes the conformance claims made by this ST.

Chapter 4describes the Security Problem Definition as litess to threats, Operational
Security Policies, and Assumptions met by the TOE.

Chapter 5 identifies the Security Objectives of the TOE aofl the Operational
Environment.

Chapter 6describes the Extended Security Functional Reopgéngs (SFRs) and Security
Assurance Requirements (SARS).

Chapter 7describes the Security Functional Requirements.
Chapter 8describes the Security Assurance Requirements.

Chapter 9is the TOE Summary Specification (TSS), a desorpbf the functions
provided by CA Directory to satisfy the SFRs aiRS.
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Chapter 10is the Security Problem Definition Rationa#ad provides a rationale or
pointers to a rationale, for security objectivessuanptions, threats, requirements,
dependencies, and PP claims for the chosen EAL, dawations from CC Part 2
concerning SFR dependencies, and a mapping oftsht@a@assumptions, objectives, and
SFRs. It also identifies the items used to satiséySecurity Assurance Requirements for
the evaluation.

1.1.3 Convention Definitions

The requirements in this document are divided agsurance requirements and two sets
of functional requirements. The first set of funo@l requirements, which were drawn
from the Common Criteria, is designed to addressctite System requirements for self-
protection.

The CC permits four functional component operatieassignment, refinement,
selection, and iteration —to be performed on fworal requirements. This ST will
highlight the four operations in the following mamn

» Assignment: allows the specification of an ideptifiparameter. Indicated with
bold text and italicsif further operations are necessary by the SecUrdrget
author,

» Refinement: allows the addition of details. Indezhtwith italics if further
operations are necessary by the Security Targhbgut

» Selection: allows the specification of one or melements from a list. Indicated
with underlined textand

» lteration: allows a component to be used more trare with varying operations.
The Security Target author has identified iteradiomith a numbering value
between two parenthesis (Example: FAU_SEL.1(1)). cas be seen in the
example, the value (1) is an iteration of seleetablditing. Each iteration
follows this structure, such that an SFR iteraimmapped to a value (X) where
“X” represents the number of the iteration.

1.1.4 Terminology

This section defines the terminology used throughbis ST. The terminology used
throughout this ST is defined in Table 1-2: Ternhagy Definitions. This table is to be
used by the reader as a quick reference guideiforimology definitions.

Terminology Definition
Abstract Syntax Notation The method of sending data over dissimjlar
communication systems.
Access Control List An Access Control List (ACL) specifies the users
that are granted access to a resource and theotype
access to which the user is granted.
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Access Control Agent

of roles that can be assigned to a user who wishes

An Access Control (AC) Agent is any of three ty}es

access the TOE. These types include Regis
User, Administrative User, and SuperUs&ruser of
the TOE can be both an Administrative User
a Registered User. This is dependent upon
subtrees the roles are set te.g. Administrative
User for one subtree and Registered User for an
subtree).

ered

and
wvhat

bthe

Administrative User

An Administrative User has read/write access
a subtree of the Directory Information Tr
(DIT). The DIT may be contained in a sing
Data Store or distributed over a number of D
Stores, each server by its own DSA.

Anonymous User

Anonymous users are those users that only have
access to those files stored in the public repns
and cannot modify any information stored on

TOE.

read
to
the

Data DSA

A Data DSA is a TOE configuration in which there
a Data Store. The TOE can perform the operat
and execute them locally on its Data Store. A O
DSA can also receive commands from a Router [
to perform operations on its Data Store.

is
ons
ata
DSA

Data Store

The main repository that contains information
users and attributes assigned to those users.

on

Directory Administrator

A Directory Administrator is an operatir
system user on the machine on which
DXserver is installed who has access to
Configuration files for the TOE

g
the

the

Directory Information Base

The DIB is the set of information managed by
Directory. DIB applies to the Data Store of the TO

Directory Server Agent

The DSA is a single instance of the Directory Ser
An X.500 program manages tl
Directory Information Base (DIB), also known

white pages. It accepts requests from the Direg
User Agent (DUA) counterpart in the workstation.

Directory User Agent

A DUA is a client that can send a number

different requests to th®irectory Server Agegr
n

(DSA) via the DAP protocol. Similarly
LDUA is a client that uses the LDAP protocol.

of

Distinguished Name

The attribute within the Directory which unique
identifies any entry in the Directory, ng

necessarily a userthe DN is also used to

authenticate to the TOE along with a password
based on the privileges or ACLs defined.

ly
t

and

Host

The machine where CA Directory components
installed.

are

Booz Allen CCTL & CA
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Lightweight Directory Access Protocq

LDAP is a network protocol used for accessing
information directories.

of

Object A record on the TOE or third party trusted DSA
or a resource on the OS.

Policy A rule or group of rules assigned to a record o$er
or resource (ex. ACL).

Public User Synonymous with Anonymous User

Registered User

Any user that has an entry that is stored in th&l
Store. A Registered User can read from a partig
subtree of TSF data.

Replicated DSA

When configured for High Availability, the TOE h
a second DSA that is paired with the original DSA
the TOE. If an issue occurs that kills the origi
DSA, the TOE will transfer communication to t
Replicated DSA for 180 second intervals wh
waiting for the original DSA to recover.

Router DSA

A Router DSA is a TOE configuration where therg
no Data Store. Operations sent to the Router D4
directed to Data DSAs which can then perform
operation.

Rule

A rule is written by a System Administrator
Directory Administrator to determine a user’s asg
to a resource.

Subject

An individual (Registered User, Administrative Us
SuperUser, Trusted Peer DSA) in the context
attempting to access protected resources (€
managed by the TOE or part of it).

Subtree

A portion of the Directory data. Often used wh
defining scope of a user, allowing them to acg
only a certain portion of information.

SuperUser

A SuperUser is a user of the TOE that has read/v
to all Directory data within the DIT/DIB.

System Administrator

A System Administrator is any user, not on the T(
who has root access to the underlying OS. This
include a Directory Administrator.

Trusted Peer DSA

See information in Table 2-2. The Trusted Peer [
component includes DAP servers, LDAP servers,
any other DSA (a single instance of a Direct
Server).

User

A user of the TOE that can have differing levels
access to different subtrees of the TOE. Thesadg
include: Administrative User, Registered User,

Da
ula

ser
of
ither

en
ess

vrit

DE,
can

SA
and

Ory

of
3V
or

SuperUser with an entry in the DIT.

Table 1-1: Customer Specific Terminology

Booz Allen CCTL & CA

Page 9



Term

Definition

Authorized user

A user who, in accordance with proper authenticdtiothorization
performs an operation.

External IT entit

y

Any IT product or system, untrusted or trustedsiulgt of the TOE that
interacts with the TOE. If trusted, it is referredas Trusted third party
entity.

TOE Security Functions

(TSF)

A set consisting of all hardware, software, andhiare of the TOE
that must be relied upon for the correct enforcaroéthe TSP.

1.1.5 Acronyms

Table 1-2: CC Specific Terminology

The acronyms used throughout this ST are defineBaisle 1-3: Acronym Definitions.
This table is to be used by the reader as a gefekance guide for acronym definitions.

Acronym Definition
ACL Access Control List
ASN Abstract Syntax Notation
CLI Command Line Interface
DAP Directory Access Protocol
DIB Directory Information Base
DISP Directory Information Shadowing Protocol
DN Distinguished Name
DSA Directory Server Agent
DSP Directory Server Protocol
DUA Directory User Agent
EAL Evaluation Assurance Level
FSP Functional Specification
GUI Graphical User Interface
I&A Identification and Authentication
IT Information Technology
LDAP Lightweight Directory Access Protocol
OS Operating System
PP Protection Profile
SAR Security Assurance Requirements
SFR Security Functional Requirements
SNMP Simple Network Management Protocol
ST Security Target
TCP/IP Transmission Control Protocol / Internet
Protocol
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Function
TSFI TOE Security Function Interface
TSS TOE Summary Specification
X.500 International ~ Standard  for  Electronjc
Directories including DAP, DSP, DISP, DOHR
X.501 X.500 Series Standard for Directory Models
Table 1-3: Acronym Definitions
Booz Allen CCTL & CA Page 10



1.1.6 References

[1] Common Criteria for Information Technology Secutityaluation, CCMB-2009-
07-004, Version 3.1 Revision 3, July 2009

[2] CA Directory Administration Guide for r12.0
[3] CA Directory Installation Guide for r12.0

[4] CA Directory Reference Guide for r12.0

[5] CA Directory Release Summary for r12.0

1.2 TOE Reference
CA Directory r12.0 SP3 Build 4346
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Figure 1 — TOE Boundary as Data DSA
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Figure 2: TOE Boundary as Router DSA

As shown above, the TOE can be configured intoriveales. These modes are a Router
DSA and Data DSA. The functionality performed irsh modes is identical except for
the configuration of data. In a Data DSA, the TQ@iatains a Data Store which can be
used to locally maintain Directory data. In a RoUudsSA, the TOE contains no Data
Store but has a list of Data DSAs it communicatél.WVhen an operation is sent to the
TOE via a TSFI, the TOE finds the location of tlita or subtree and passes the
operation to that Data DSA.

As llustrated in Figures 1 and 2, the TOE boundaontains three subsystems —
DXserver, DXconsole, and DXtools. Additionally, tbe&ternal interfaces outside of the
underlying Operating System provide connectionshéoDirectory Server. The DXserver
provides the main enforcement for all TSFs, inadgdhudit Generation, Access Control,
Data Protection, Identification and Authenticatid®rotection of TSF Data, Resource
Utilization, and Security Management. The LDAP wtigJXplorer in the evaluated
configuration) is also capable of performing mamaget of TSF data as long as the user
is authorized on the DSA. Listed below are operetiavailable to be performed on the
TOE.

* Authentication through an LDAP/DAP client, DXconsplDXtools, or by a
trusted peer DSA. This occurs when one of theeaf@ntioned entities is

Booz Allen CCTL & CA Page 12



attempting to connect to a DSA. Once a bind has beerformed and a
connection between the client and DSA has beenbledtad no more
authentications are performed.

* With authorization through DXtools, LDAP/DAP clieatand DXconsole, a user
with the proper ACL (access control level) can perf search, modify, or delete
operations on the TOE.

* If the DSA on the TOE fails, a Replicated DSA cam fllassed operations to
ensure functionality. The trusted peer DSAs alsves as Distributed DSAS,
providing remote connection to data that is notest@n the DXserver Data Store.

The Directory can be setup as a standalone, Re&dicASA (for high availability),
and/or distributed Directory. For more informatidhe Administration guide contains
information regarding the set up of Replication aed up of Distribution and Routing.
DXconsole and DXtools provide interfaces into theOE[ enforcing Security
Management requirements by allowing an authorizeel to manage the TOE through
the DXconsole and DXtools. The DXtools are a atiten of binaries that can be used
for managing the directory data (when the DSA @pped) and for accessing the data via
the LDAP interface when the DSA is running. A uséth proper authorization can
perform management on the data store through titesface. DXconsole allows for
viewing of DSA data as well as management of thdéd dnd access control levels.

Finally, the Data Store is accessed by users oT@E as well as by third party trusted
entities to perform data management of the TOE. is Istored on the operational
environment along with the audit and configuratibles and requires Directory
Administrator/System Administrator access to thedarlying Operating System to
perform any modifications to the data.
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DSP-LDAP vna SSL/TLS

J

LDAP Server(s)

Figure 3 — TOE Deployment

As illustrated in Figure 2, the TOE deployment eamé a remote console connected
through a secure connection along with LDAP and Doént applications that access
the main CA Directory which provides access conpeimissions to data.

1.3 TOE Type

The TOE type for CA Directory r12 SP3 is a netwaxdcess control. A directory is a
service for information management. It stores imf@ation about people, resources, and
systems. A directory allows users to instantly legkcritical everyday information. By
applying access control rules to the directory agliring certain levels of access to
perform security management on the TOE, CA Dirgctd2 SP3 is working as an access
control to the network by maintaining a Data Stof¢hose user’s Distinguished Names
and their privileges.
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2 TOE Description

CA Directory is a Directory software applicatiomdaas such it provides a system to
store and manage electronic information. CA Direct®12 SP3 can operate in a
standalone mode or, as typical for directories,viol® Directory services to other
applications, operating as part of larger syste€ddsDirectory can also operate in a large
distributed Directory system and itself be deployed a large distributed Directory,
supporting Directory functionality such as replioatand chaining, involving distributed
authentication mechanisms. The scope of the evafuaicludes the CA Directory server
(DXserver), DXtools and the administrative inteda@®Xconsole) within the TOE and
the Data Store in the Operational Environment. DXserver and DXconsole implement
the Directory security services to its users througAP, LDAP, DSP, and DISP
interfaces. These are the X.500 interfaces visthedministrative and non-administrative
users. DAP and LDAP are used for human users ccRiry-enabled applications to
access the Directory repository information. DSB BASP are used when the Directory
works with other standard Directory servers (DSAs)part of a Directory system, and
are used for distributed authentication and repboa respectively. These other DSAs,
external to the TOE, are referred to in this STTassted Peer DSAs’.

2.1  Evaluated Components of the TOE

The following table describes the TOE componenthéevaluated configuration:

Component Definition

DXserver is the central component of CA
Directory. Each DSA uses a DXserver process.
Many DSAs can be run on one computer, put
DXserver needs to be installed only once on each.
The DXserver provides:

* Network connection between the TOE, a
Replicated DSA, users, telnet, and trusted
peers DSAs.

e Security management of the TOE and
authentication to the TOE.

» Processing operations generated from uyser
interaction with the TOE through any of
the possible interfaces.

» Creation of audit entries in the configured
audit files

DXserver

The DXserver in the operational environment| is
provided as a Replicate of the pre-existing TORE or
as a distributed TOE for sharing of data oyer
several DSAs. This is still a TOE-to-TOE
communication.

If the DXserver is used for replication from the
original TOE DSA, it receives updates made during
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regular operation or at initialization and keepsa
date with the original DSA.

If that DSA fails, the

TOE checks the configuration data in memory and
finds the Replicated DSA, quickly changing to that
DSA and minimizing downtime to only a brief

second.

DXconsole

DXconsole is actually a component of DXseryer

but is a user interface and therefore shown as a
component of the operational environment becguse
it can be accessed either locally or remotely by a

user through a telnet connection.

The DXconsole is a command line interface (CLI)

through telnet which provides Administrators of
TOE access to audit information and reposit
data. In the evaluated configuration, the DXcons
is the only user-interface accessing the TOE.
web server interface is disabled in the evalue
configuration and is rationalized in Section 2.3.1

he
ory
ole
The
ited

DXtools

Directory Administration maintenance utilitie
Used during initialization and configuration befa
TOE is in use. Some operations are availg
during regular use.

re
ble

Table 2-1: Evaluated Components of the TOE

2.2

Components and Applications in the Operational Enwionment

The following table lists components and applicadion the environment that the TOE

relies upon in order to function properly:

Component

Definition

LDAP Client

An interface used by authorized users of the D
to search, modify, and query data stored on
DSA. In the evaluated configuration, the LDA

client will be JXplorer. For testing purposes oé th

TOE, DUA and LDUA are also included in th
evaluation. These agents allow for command
entries as well as test scripts to be run
automation of tests.

SA
the
P

e
ine
for

Data Store

The Data Store is installed on the Underly
Operating System and
installation of CA Directory R12 SP3. User dats
stored on the data store while access levels
configured to have RBAC) are mapped i
memory to be leveraged by the TOE dur
runtime.

ng

is provided with the

is
(if

to

ng

Audit Files

The audit files on the TOE are a configurable $¢e
flat files that collect information specific to th
audit file type. These audit types, as specifiec

t o
e
[

the forms of selectable auditing are: Summg

ary,
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Stats, Query, Connect, Update, Cert, Alert, Warn,

Diag, Time, SNMP, and Alarm. Addition
information about configuring these files can
found in the Administrative Guidance for Ci
Directory R12.

I
be
A

Configuration Files

The configuration files are stored on the undedyi
Operating System where the TOE DXserver has
been installed and provides the knowledge files 1
are used during initialization of the TOE. These
configurations determine access control rules an
mapping of DSAs and their Replicates or
distributions.

Once initialized, the configuration data is stomed
runtime memory and any changes made are onl
made to those configurations in memory. If
restarted or shutdown, the TOE returns to the
configuration defined in the configuration fileé.
user who wishes to alter these configurations
requires Directory/System Administrator access
the underlying OS.

>

to

Trusted Peer DSA

The trusted peer DSAs mapped to the TOE incly
both LDAP and X.500 servers. It is similar to thg
of the distributed capability discussed in DXservg
below. If a user on the TOE or a Trusted Peer D
wishes to communicate with the other to gather

Directory data, authentication occurs between th
two points and if successful, data is passed tdtre
in a successful operation.

The Trusted Peer DSA component includes DAR
servers, LDAP servers, and any other DSA (a

des

2r
SA

n

single instance of a Directory Server).

Table 2-2: Evaluated Components of the Operationdtnvironment

2.3 Excluded from the TOE

The following optional products, components, an@jpplications can be integrated with
CA Directory but are not included in the evaluatedfiguration. They provide no added
security related functionality. They are separatd@d three categories: not installed,
installed but requires a separate license, andliedtbut not part of the TSF.
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231

Not Installed

1. DXmanager— This allows monitoring and configuring of CA Batory. This

2.3.2

package is notequired to run CA Directory and is therefore exied from the
evaluated configuration. If this is not installedemn the core Directory is
configured with text configuration files.

Installed but Requires a Separate License

No components installed with CA Directory requigedeparate license.

2.3.3

1.

2.4

Installed but not part of the TSF

The Local CLI (Command Line Interface)Part of the underlying Operating
System and is used solely for the initialization the TOE. This requires

Directory Administrator access to the TOE and is uged once the TOE is in a
successful running state. For this reason, itdedsrmined that this component is
outside of the scope of any TSF.

The Configuration Files- Files which are stored on the underlying Opegati
System where the TOE DXserver has been installddoanvides the knowledge
files that are used during initialization of the EO These configurations
determine access control rules and mapping of D&Ad their Replicates or
distributions.

Once initialized, the configuration data is stoiedruntime memory and any
changes made are only made to those configuratiomeemory. If restarted or
shutdown, the TOE returns to the configurationriediin the configuration files.
A user who wishes to alter these configurationsiireg Directory Administrator
access to the underlying OS. These files are nmbvtgbdhe TSF because they are
used only during initialization. They do not prdeiconfiguration decisions once
CA Directory R12 SP3 is initialized. When the Lb€4 initializes the TOE, the
configuration data is loaded into the TOE'’s runtimemory and the files are no
longer used during regular use of the CA Directdfgmory is then responsible
for maintaining the evaluated configuration.

DXadmind — DXadmind is the interface between the user ded TOE when
DXmanager is installed. Even though DXadmind &alfled, it is not configured
for the reason that DXmanager is not incorporatetb ithe evaluated
configuration.

Physical Boundary

The Target of Evaluation (TOE) is a distributeditware-only TOE. The TOE requires
dedicated hardware.

CA Directory supports the following OS platforms:
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» Solaris 10 SPARCc or x86: Used in the Evaluated {Qardtion

* Windows Server 2003 64-bit: Used in the Evaluatedf@uration
* Linux x86/ servers: Out of Scope

* Windows x86/64 servers: Out of Scope

* AlX servers: Out of Scope

 HPUX RISC: Out of Scope

« HPUX 1A64: Out of Scope

The following table lists the minimum hardware regments of the TOE.

Computer Role Minimum RAM Minimum Disk Space Require Software
Directory Host 2 GB 100 GB JRE 1.6.0_16 for
JXplorer

Table 2-3: Minimum Hardware Requirements for the TOE

2.5 Logical Boundary

The logical boundary of the TOE is described intiémens of the security functionalities
that the TOE provides to the systems that utileg product for intrusion detection.

The logical boundary of the TOE will be broken dointo six security classeSecurity
Audit, Data Protectionldentification and AuthenticatignSecurity Managementand
High Availability. Listed below are the security functions with istihg of the
capabilities associated with them:

2.5.1 Security Audit

The TOE generates audit records for selected sgawents. The records are stored in
the log text files on the DXserver platform and aievable provided that an application

in the TOE environment is available to read theitanedords. Any standard text viewing

application is capable of viewing the audit records

A CA Directory Administrator can define an actianttke when a violation occurs (e.g.
failed authentication attempt limit reached). Tédastions are stored in the configuration
store and are available as SNMP triggers to alelB client applications. In the
evaluated configuration of CA Directory, the auditords are stored as flat files and are
separated into: an alarm log, warn log (errorswaachings), statistics log, and an update
log which informs a Directory Administrator of whig performing updates to the
Directory at a given time. Refer to Section 7.1dt &dditional log files under the
application notes. Audit logs are rolled over edely and only restricted by the amount
of disk space still available on the machine. Tewaudit information, a user must have
read access to the audit file location. This aztesontrolled by the underlying OS.

2.5.2 User Data Protection

The TOE uses the X.501 access control scheme tootaccess to its repository data for
users accessing the Directory using DAP and LDARRSE users are the relying parties
(AC Agents) using a Directory-enabled interface.FDand LDAP are the only interfaces
for these users. Access controls are configureereally to the Directory data, therefore

Booz Allen CCTL & CA Page 19



normal access control rules are not determinednlyysacurity attributes. The individual
access control rules specify what level of accesshat subtrees, entries or attributes a
user DN is allowed.

The access control policy is a single set of acces#rols that are static in nature. The
access controls are defined and stored in confiiguréiles, and are copied into the TOE
memory during startup. This memory copy is usednduoperation. Once copied into
memory and the TOE is initialized, these configoratfiles are not referenced and
moved out of scope.

2.5.3 Identification & Authentication

CA Directory provides the following levels of auttieation on the TOE: Client to DSA
authentication (via DAP or LDAP), and DSA to DSAtl@ntication (via DSP or DISP).
When a client binds to the Directory, the clientially chooses an authentication type. If
that authentication type is permitted by the DSA #re authentication requirements are
met by the client, then the authentication is p#edi The three forms of authentication
allowed are anonymous, clear password, and SSleatithtion. For the evaluated
configuration, only clear password will be enabledAnonymous authentication is
enabled but it is the responsibility of a Directofgministrator to ensure that the
information presented to an Anonymous User is pousty relevant. SSL authentication
is not included in the evaluation of the TOE.

The TOE provides DAP and LDAP users with two autitation mechanisms:
password-based and distributed authentication fersuin a distributed Directory
environment. The remote trusted peer DSAs thatsscttee TOE using DSP and DISP
are required to authenticate using the mutual atitetion when establishing a
connection to the DSP and DISP sessions. The DEsealidates the identity provided
by the client for the mutual authentication andumes its identity to create a mutual,
trusted session between the two servers. The DXt®nusers are authenticated by the
TOE using a password mechanism. A TOE configurdfilenspecifies which users are
allowed access to the DXconsole based on theirsraled then those users are
authenticated using the same password mechani®ARsIsers.

With the evaluated password policy, there is polaglit setting that is set to restrict the
number of authentication attempts before an accmustispended. When an account is
suspended for reaching the limit of failed attenp&g unique DN is then locked out for a
configured length of time before being allowed ti@@pt his or her login again.

When logging in to the TOE, a user can be assignsgecific role appropriate to their

Distinguished Name (DN) and password. The fouegoprovided are SuperUser,

Administrative User, Registered User, and PubliertUsSuperUsers have unrestricted
read/update access to all parts of the DSA, Admatss have read/update privileges
within their specified Administrator scope (a seletrentry, or designated attributes in an
entry or subtree), and Registered Users have reagss within the same style of scope.
Public users have read access only to those etttaesare non-TSF relevant.
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It should be noted that a user may have differeaéss control rights over different parts
of the DIT. For example, a user may have Admiaiste rights over one subtree but
only Registered User rights over another.

2.5.4 Security Management

The TOE, through the DXconsole, provides the TARgctory Administrator access to
some of the security functionality of the TOE. Ass&€ontrols cannot be changed via the
DXconsole as any changes made will be reset toctwiguration file settings at
restart/startup. While all the security functionsdadata can be accessed from the
DXconsole, some of the trusted data resides inigorgtion text files on the DXserver
and some in the repository. The data in the cordigon files requires a Directory
Administrator to modify the files using a text exdtiton the operating system for the
modifications to be persistent when the DXservestams. In addition, Directory
Administrator-specified remote trusted peer DSAs avle to update defined portions of
the repository data through replication.

Supporting the password-based authentication méhaa Directory Administrator can
specify a policy for passwords that includes autilcation failure mechanisms and rules
that define acceptable passwords.

The console interface is used solely by the Dimycfadministrator. It can be password
protected and can be limited to being availabley @ml the machine running the DSA.
The console can be used to change some DSA sethogsot access controls, and to
access the Directory itself. Directory access iregua bind as per the DAP/LDAP
interface and access control rules are applied eastipe DAP/LDAP interface. A
Directory Administrator can also view audit infortioa in text format and modify some
policies through the CLI.

2.5.5 High Availability (FRU + FPT)

The TOE protects the TSF by providing high avallgbsupport and confidential data

transmission. As discussed in Table 2-2, Evalu&ediponents of the Operational
Environment, the concept of replication is discdss&he TOE leverages this capability
(if configured to do so) by keeping an up-to-dateldtation of the DXserver to provide a
functional Data Store if the original DSA failsn the case that the original DSA fails
during a user operation, the TOE will perform ddieer based on the configuration data
in memory and transfer the request to the Replic&®8A. The TOE will check to see

that the first DSA is unreachable and then cheokgléntify the name of the backup
DSA. If located based on configuration, the TOH awitch and process the operation
successfully as long as the user is authorize t&od

The TOE is capable of ensuring the operation o$edurity operations (query, modify, or
delete TSF data) by providing a Replicated DSA that TOE can switch to when a
failure of the original DSA occurs.

Failover is usually performed by a DXserver. ThésBrver will have knowledge of two
or more data DSAs and will switch between them.
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3 Conformance Claims
3.1 CC Version

This ST is compliant with Common Criteria for Infieation Technology Security
Evaluation, CCMB-2007-09-004, Version 3.1 Revisiduly 2009.

3.2 CC Part 2 Conformance Claims

This ST and Target of Evaluation (TOE) is Part afoomant for EAL3, to include all
applicable NIAP and International interpretatiohotigh 30 November 2010.

3.3 CC Part 3 Conformance Claims

This ST and TOE is Part 3 augmented with ALC_FLRkis includes all applicable
NIAP and International interpretations through 3@Bmber 2010.

3.4 PP Claims

This ST does not claim Protection Profile (PP) comiance.

3.5 Package Claims

This TOE has a package claim of EAL3.

3.6 Package Name Conformant or Package Name Augmented

This ST and Target of Evaluation (TOE) is confortném EAL3 package claims
augmented with ALC_FLR.1.

3.7 Conformance Claim Rationale

There is no Conformance Claim rationale for this ST
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4 Security Problem Definition
4.1 Threats

The TOE itself has threats and the TOE is alsoarsiple for addressing threats to the
environment in which it resides. The assumed lefeixpertise of the attacker for all the
threats is unsophisticated. The following are tty@aldressed by the TOE.

T.ACCESS A legitimate user of the TOE could gain unauthatizecess to
resources or information protected by the TOE, erfqym
operations for which no access rights have beentgglavia user
error, system error, or other actions.

T.ADMIN_ERROR A Directory Administrator may incorrectly instalt gonfigure the
TOE, or install a corrupted TOE resulting in inetige security
mechanisms.

T.AUDIT_COMPROMISE A malicious user or process may view audit records,
cause audit records to be lost or modified, or
prevent future audit records from being recorded;
thus masking a user’s action.

T.MASK Users, whether they are malicious or non-maliciaejld gain
unauthorized access to the TOE by bypassing ideatidn and
authentication measures.

T.MASQUERADE A user or process may masquerade as another amtdyder to
gain unauthorized access to data or TOE resources

4.2  Assumptions

This section contains assumptions regarding thergsg@environment and the intended
usage of the TOE.

4.2.1 Personnel Assumptions

A.ADMIN: One or more authorized Directory Administrators wé assigned
to install, configure and manage the TOE.

A.PATCHES: Directory Administrators exercise due diligenceipalate the TOE
with the latest patches and patch the Operationair@hment
(e.g., OS and database) to ensure all known systiémarabilities
are not exploited.

A.NOEVIL: Directory Administrators, Administrative Users daBuperUsers of
the TOE are not careless, willfully negligent, ostile and will
follow and abide by the instructions provided bg thuidance
documentation.
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4.2.2 Physical Assumptions

A.LOCATE: The TOE will be located within controlled accessilfaes that
will prevent unauthorized physical access.
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5 Security Objectives

This section identifies the security objectiveshe TOE and its supporting environment.
The security objectives identify the responsil@btof the TOE and its environment in
meeting the security needs.

5.1  Security Objectives for the TOE:

The following are the TOE security objectives:

O.ACCESS: The TOE will provide measures to authorize usectess
specified TOE resources once the user has been
authenticated. User authorization is based onsaceghts
configured by the authorized administrators.

O.AUDIT: The TOE will provide measures for recording seguri
relevant events that will assist the authorizedrausa
detecting misuse of the TOE and/or its securitytuiess
that would compromise the integrity of the TOE aralate
the security objectives of the TOE.

O.IDENTIFY The TOE will provide measures to uniquely identély
users and will maintain their original identitythey issue
commands as a Directory Administrator in the
environment.

O.MANAGE: The TOE will provide authorized Directory Administors
and Administrative Users with the resources to mgarend
monitor user accounts, resources, and securitynrgton
relative to the TOE.

O.PASSWORD: The TOE will enforce defined organizational passivo
complexity requirements.

O.SELF_PROTECTION: The TOE will preserve a secure state and ensuresscc
control to resources when a component of the TQE fa

O.ROBUST_ADMIN_GUIDANCE: The TOE will provide Directory
Administrators  with  the  necessary
information for secure delivery and
management.

5.2  Security Objectives for the Operational Environment
The TOE’s operating environment must satisfy tHe¥wang objectives.

OE.ADMIN: One or more authorized Directory Administrators| v
assigned to install, configure and manage the TOE.
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OE.NOEVIL:

OE.LOCATE:

OE.AUTH:

OE.SYSTIME:

OE.FILESYS

Administrative Users of the TOE are not carelegfully
negligent, or hostile and will follow and abide lge
instructions provided by the guidance documentation

The TOE will be located within controlled acceasilities
that will prevent unauthorised physical access.

The Operational Environment will provide measures t
uniquely identify Directory/System Administratonscawill
authenticate the claimed identity prior to grantitigm
access to the TOE configuration files stored on the
underlying OS.

The operating environment will provide reliablgstem
time.

The Security features offered by the underlying 1@fpeg
System protect the audit files used by the TOEeuiring
authentication to the OS before reviewing audésfil
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6 Extended Security Functional and Assurance Requireents
6.1 Extended Security Functional Requirements for the DE

There are no extended Security Functional Requinésfer this ST.

6.2 Extended Security Assurance Requirements
There are no extended Security Assurance Requitsnrethis ST.
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7  Security Functional Requirements

7.1  Security Functional Requirements for the TOE

The following table provides a summary of the SiguFunctional Requirements

implemented by the TOE.

Security Function

Security Functional Components

Security Audit
(FAU)

FAU_GEN.1(Audit Generation)

FAU_SEL.1(1)(Selective Audit)

FAU_SEL.1(2)(Selective Audit)

User Data Protection
(FDP)

FDP_ACC.1(Subset Access Control)

FDP_ACEF.1(Security Attribute Based Access Control)

Identification and Authentication
(FIA)

FIA_AFL.1 (Authentication Failure Handling)

FIA_ATD.1 (User Attribute Definition)

FIA_SOS.1(Verification of Secrets)

FIA_UAU.1 (Timing of Authentication)

FIA_UAU.5 (Multiple Authentication Mechanisms)

FIA_UID.1 (Timing of Identification)

Security Management
(FMT)

EFMT_MSA.1 (Management of Security Attributes)

FMT_MSA.3 (Static attribute initialization)

FMT_MTD.1 (Management of TSF Data)

EMT_SME.1(Specification of Management Functions)

FMT_SMR.1(Security Roles)

Protection of TSF Data
(FPT)

FPT_FLS.1(Failure with preservation of secure state)

Resource Utilization
(FRU)

FRU_FLT.1(Degraded fault tolerance)

Table 7-1: Security Functional Requirements for theTOE

Note: High Availability is a grouping of the reqaments FRU_FLT.1 and FPT_FLS.1.

7.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit data generation

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate watt aecord of the
following auditable events:
a) Start-up and shutdown of the audit functions;
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b) All auditable events for tHaot specified]level of audit;
and

c) [the auditable events listed in the table below].

Application Note: The auditable events for the -specific level of auditing
are included in the table below.

Component Event Additional Details
FAU_GEN.1 Start-up and shutdown of audit functions N/A
Modifications to the audit configurationNone
FAU_SEL.1(1) regarding the event types that have bgen

selected for auditing.
Modifications to the audit configurationNone

FAU_SEL.1(2) regarding the log types that have been selefrted
for auditing.
FDP _ACC.1 None N/A
FDP_ACF.1 Enforcement of the user policy The identity of theer

that caused the event.
Incorrect password entered for authenticafidwA

FIA_AFL.1 and attempts to log in through DXconsgle
when a session is already currently established.
FIA ATD.1 None N/A
FIA_SOS.1 None N/A
Unsuccessful use of the password basé@the identity of the usef
FIA_UAU.1 S .
- authentication mechanism. that caused the event.
The final decision on authentication The identitly the user|
that caused the event.
FIA_UAU.5 Must exclude all

password information it
the audit record.

Unsuccessful use of the password basé@the identity of the usef
FIA_UID.1 ) o .
- identification mechanism. that caused the event.
FMT_MSA.1 Modifications of access control rules None
1. Operations on the TSF data located in |tiNone
FMT_MTD.1 repository.

2. Operations performed on the operat|ng
memory from the console.
FMT_SMF.1 None N/A
FMT_SMR.1 None N/A

Table 7-2: Auditable Events

Application Note: The TOE defines the startup amditdown of the audit
function as the same as the startup and shutdowimeof
DXserver.

FAU_GEN.1.2 The TSF shall record within each auddord at least the
following information:
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a) Date and time of the event, type of event, subject
identity, and the outcome (success or failure) haf t
event; and

b) b) For each audit event type, based on the auditabl
event definitions of the functional components unied
in the PP/ST[information specified in Column Three
of the table above]

FAU_SEL.1(1) Selective audit

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data

FAU_SEL.1(1).1 The TSF shall be able to select $be of events to be
audited from the set of all auditable events basedhe
following attributes:

a) [event types

b) No additional attributes]

Application Note: The TOE defines the followinfprmation that is captures
for the event types: alert, cert, connect, diag,Al,
error, LDAP, Limit, Query, Stack, stats, summaiymet,
update, warn, X.500, and ASN.

FAU_SEL.1(2) Selective audit

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data

FAU_SEL.1(2).1 The TSF shall be able to select 4be of events to be
audited from the set of all auditable events basedhe
following attributes:

a) [type of daily log to record

b) No additional attributes]

Application Note: Daily logs include the followingudit files: Summary,
Trace, Stats, Query, Connect (only successful
authentication, IP/address, form of authenticatjon)
Update, Cert, Alert, Warn, Diag, Time, and Alarm.
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7.1.2 Class FDP: User Data Protection

FDP_ACC.1 Subset Access Control

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute basedss control
FDP_ACC.1.1 The TSF shall enforce fluser policy on [

0 Subject: LDAP and DAP Sessions, DSAs

0 Objects: DSP protocol, the repository information,
both information entries and information attribute
types; and

o Operations: add, search, list, modify, mod-rdn, tka
compare, delete].

FDP_ACF.1 Security Attribute Based Access Control

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 The TSF shall enforce thségr policy to objects based on
the following:[
« Subject Security Attributes:
o Distinguished Name,
o0 User Groups,
0 User Roles,
0 Authentication Level;
« Object Security Attributes:
0 Access Control rule(s) each specifying the
following:
= Objects for which the access control rule
applies
= Subjects for which the access control
rule applies
= Priority of the access control rule
permissions: SuperUser, Administrative
User, Registered User, Public User
= Optional permissions: read, add, remove,
rename, all, and modify.
= Authentication level required].

Application Note: Authentication level refers tovhthe subject authenticated
to the Directory: anonymous, clear password, or ssl
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Application Note:

FDP_ACF.1.2

Application Note:

FDP_ACF.1.3

FDP_ACF.1.4

Application Note:

authentication. In the evaluated configuration, yorlear
password is leveraged by the TOE to perform
authentication.

‘Permissions’ translates to bottb01 permissions and to
X.501 precedence in the access control decisiontifum
specified at the end of FDP_ACF.1.2. It is not gussto
change precedence of the rule, as defined in X.501.

The TSF shall enforce the followingesuto determine if
an operation among controlled subjects and coetioll
objects is allowed:

« The access control rules must include rules where:

o the subject requestor (distinguished name, user
group, role) is in the access control rule subject
set;

o the protected object of the operation is in the
access control rule object set;

o the subject requestor is authenticated at the
required level;

« The access control decision must apply the follogin
rules to the ‘associated access control rules’
o only access control rules with the highest
priority are considered;
0 grant access only if all access control decisions
protecting that object are approved. ]

The policy implements the X.Sdhplified Access Control
requirements.

The TSF shall explicitly authorize asceof subjects to
objects based on the following additional rulesto [
additional ruleq.

The TSF shall explicitly deny accessudjjects to objects
based on ther(file that protected items are never available
to Registered Use}s

By default, no access controlesuare defined, denying
access to all subjects as long as access contrehabled
with no configured roles or privileges.
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7.1.3 Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failures

Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of Authentication

FIA_AFL.1.1 The TSF shall detect whega Directory Administrator
configurable positive integerhinsuccessful authentication
attempts occur related fansuccessful LDAP/DAP client

binds].

FIA_AFL.1.2 When the defined number of unsuccessifuthentication
attempts has been met or surpassed, the TSF[disalble
the account for the Directory Administrator-specal
period of time]

Application Note: The user is required to use dugathat supports the
security policy as specified in the Administratouic

Supplement.

FIA_ATD.1 User attribute definition

Hierarchical to: No other components
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the followingstl of security
attributes belonging to individual usefs:
a) Distinguished Name,;

b) Role;
c) Group;
d) Password;

e) User status].

FIA_SOS.1 Verification of Secrets

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_SOS.1.1 The TSF shall provide a mechanismetafy that secrets

meet [minimum length, character composition
requirements, character repetition, and passworceag

Application Note: The configured password polial} state that the minimum
length of a user's password contains at least 6ratizrs
as well as the following requirements: at least cagital
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letter, one number, and one special character, cann
repeat a character more than 2 times, cannot maieh
user’s previous 3 passwords, cannot contain the'sisa/n
name or DN, and cannot be older than 90 days.

FIA_UAU.1 Time of Authentication

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

No other components.
No dependencies.

The TSF shall allowHead access to public repository
information in accordance with the user poligyn behalf

of the users to be performed before the user is
authenticated.

The TSF shall require each user to $eccessfully
authenticated before allowing any other TSF-mediate
actions on behalf of that user.

FIA_UAU.5 Multiple Authentication Mechanisms

Hierarchical to:
Dependencies:

No other components.
No dependencies.
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FIA_UAU.5.1

Application Note:

The TSF shall provide

a) Clear password,

b) Password (console)

c) Distributed authentication via ‘Peer DSA Passvdor
Check’,

d) and Distributed authentication via ‘conveyed
originator’]

to support user authentication.

Distributed authentication iseaswhen the TOE works as
part of a distributed Directory system. The credsnt
information required to make an authentication dem is
in a different Directory server than the one thaids the
information the user wants to access. A user can
authenticate to the TOE with their password creddst
stored on a Trusted Peer DSA using ‘Peer DSA Paskswo
Check'’.

FIA_UID.1 Timing of identification

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

Application Note:

No other components.
No dependencies.

The TSF shall allowRead access to public repository
information in accordance with the user policygn behalf
of the user to be performed before the user idtiitkeh

The TSF shall require each user to $eccessfully
identified before allowing any other TSF-mediatetians
on behalf of that user.

Users do not need to provideidentifier when viewing
information in the public repository. The infornai is
read only and cannot be modified without authernitngato
the TOE.

7.1.4 Class FMT: Security Management

FMT_MSA.1 Management of Security Attributes

Hierarchical to:
Dependencies:

No other components.

[FDP_ACC.1 Subset Access Control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of Management Functions
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FMT_MSA.1.1 The TSF shall enforce tHaser policy] to restrict the
ability to [query, modify, and deletehe security attributes
[access control rulesto [Directory Administrators via the
configuration files].

Application Note: It's important to note that ciges can be made at the
DXconsole but only take effect until the TOE idaeed.
The only method to permanently affect the usecpadi for
a Directory Administrator to edit the configuratidites.

FMT_MSA.3 Static Attribute Initialization
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of securitybaites
FMT_SMR.1 Security roles

FMT_MSA.3.1 The TSF shall enforce thiser policy] to provide
[restrictive] default values for security attributes that are

used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allow théAdministrative Users with
appropriate scope or SuperUsetb specify alternative
initial values to override the default values wtamobject
or information is created.

Application Note: Administrative Users and Supset$ define the variables
for entries into the Directory when created. Thare no
default values. All initial values are specifie¢ these
roles.

FMT_MTD.1 Management of TSF Data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 The TSF shall restrict the ability tfperform] the
[operations against TSF data as determined in TaGle
below]to [the roles listed in Table 7-4 below].

Operations | TSF data ‘ Roles

Repository Data
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Operations | TSF data Roles
Query « (FMT_MTD.1) Managing the group of roles | «  Directory Administrator-
Modify that can interact with the security attributes. specified SuperUser
Delete * (FMT_SMR.1) Managing the group of roles |, pjirectory Administrator-
except Trusted Peer DSA that can interact wit specified Trusted Peer DSA
the TSF data. Directorv Administrat
« (FIA_UID.1) DN for users for Directory irectory Administrator
Administrator-specified portions of the
repository.
Modify * (FIA_UAU.1) Passwords Directory Administrator
« Directory Administrator-
specified SuperUser
* Registered User for the
password when specified by
the Administrator
Query + Directory Data « Administrative User via
LDAP/DAP client
« Directory Administrator
* Registered Users with scope
to subtree
e Directory Administrator-
specified SuperUser
Configuration File Data in TOE Memory
Query i (FAU_SEL].) the TSF data that determines . Directory Administrator
Modify which events are being audited.

(FIA_AFL.1) management for the threshold for,
unsuccessful authentication attempts and actig
to be taken in the event of an authentication
failure.

(FIA_SOS.1) metrics used to verify secrets

Table 7-3: Management of TSF Data

FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

security management

The TSF shall be capable of performthg following
functionsjas

specified in

FMT_MSA.1 and Table 7-4 above].

FMT_SMR.1 Security Roles

Hierarchical to:
Dependencies:

No other components.

FIA_UID.1 Timing of Identification.

Booz Allen CCTL & CA

Page 37




FMT_SMR.1.1 The TSF shall maintain the rdles
* SuperUser,
* Administrative User;
* Registered User;
* Trusted Peer DSA].

FMT_SMR.1.2 The TSF shall be able to associatesusih roles.

7.1.5 Class FPT: Protection of the TSF

FPT_FLS.1 Failure with Preservation of Secure State

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT FLS.1.1 The TSF shall preserve a secure stad® the following

types of failures occuffailure of a DSA].
Application Note: The TOE preserves a secure esthy providing a

replication of the DSA. When the primary serveisfahe
infrastructure fails over to the Replicated DSA.

7.1.6 Class FRU: Resource Utilization

FRU_FLT.1 Degraded Fault Tolerance

Hierarchical to: No other components.

Dependencies: FPT_FLS.1 Failure with preservatisgecure state

FRU FLT.1.1 The TSF shall ensure the operation [af security
functions] when the following failures occuffailure of a
DSA].
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8 Security Assurance Requirements

This section identifies the Security Assurance Reguent components met by the TOE.
These assurance components meet the requirementE£Ab3 augmented with
ALC_FLR.1.

8.1  Security Architecture
8.1.1 Security Architecture Description (ADV_ARC.1)

ADV_ARC.1.1D: The developer shall design and immemthe TOE so that the
security features of the TSF cannot be bypassed.

ADV_ARC.1.2D: The developer shall design and imptaithe TSF so that it is able
to protect itself from tampering by un-trusted aetentities.

ADV_ARC.1.3D: The developer shall provide a segudtchitecture description of
the TSF.

ADV_ARC.1.1C: The security architecture descriptsimall be at a level of detalil
commensurate with the description of the SFR-emigrc
abstractions described in the TOE design document.

ADV_ARC.1.2C: The security architecture descriptishall describe the security
domains maintained by the TSF consistently withSk&s.

ADV_ARC.1.3C: The security architecture descriptsimall describe how the TSF
initialization process is secure.

ADV_ARC.1.4C: The security architecture descriptishall demonstrate that the
TSF protects itself from tampering.

ADV_ARC.1.5C: The security architecture descriptishall demonstrate that the
TSF prevents bypass of the SFR-enforcing functignal

ADV_ARC.1.1E: The evaluator shall confirm that théormation provided meets all
requirements for content and presentation of eviden

8.1.2 Security-enforcing functional specification (ADV_FSP.3)
ADV_FSP.3.1D The developer shall provide a funwicspecification.

ADV_FSP.3.2D The developer shall provide a tracifigm the functional
specification to the SFRs.

ADV_FSP.3.1C The functional specification shalingetely represent the TSF.

ADV_FSP.3.2C The functional specification shalécibe the purpose and method
of use for all TSFI.
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ADV_FSP.3.3C

ADV_FSP.3.4C

ADV_FSP.3.5C

ADV_FSP.3.6C

ADV_FSP.3.7C

ADV_FSP.3.1E

ADV_FSP.3.2E

The functional specification shallentify and describe all
parameters associated with each TSFI.

For each SFR-enforcing TSFI, the fional specification shall
describe the SFR-enforcing actions associated tivel SFI.

For each SFR-enforcing TSFI, the fional specification shall
describe direct error messages resulting from #gcanforcing
effects and exceptions associated with invocatiche TSFI.

The functional specification shalhhsnarize the SFR-supporting
and SFR-non-interfering actions associated witln d&&FI.

The tracing shall demonstrate that3kRs trace to TSFIs in the
functional specification.

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of eviden

The evaluator shall determine thatftimctional specification is an
accurate and complete instantiation of the SFRs.

8.1.3 TOE Design (ADV_TDS.2)

ADV_TDS.2.1D

ADV_TDS.2.2D

ADV_TDS.2.1C

ADV_TDS.2.2C

ADV_TDS.2.3C

ADV_TDS.2.4C

ADV_TDS.2.5C

ADV_TDS.2.6C

ADV_TDS.2.7C

The developer shall provide the desafjthe TOE.

The developer shall provide a mappingm the TSFI of the
functional specification to the lowest level of dagosition
available in the TOE design.

The design shall describe the stmgctof the TOE in terms of
subsystems.

The design shall identify all subgyas of the TSF.

The design shall describe the behravieeach SFR non interfering
subsystem of the TSF in detail sufficient to defesrthat it is SFR
non-interfering.

The design shall describe the SFRy@irig behavior of the SFR
enforcing subsystems.

The design shall summarize the SFHReting and SFR-non
interfering behavior of the SFR-enforcing subsystem

The design shall summarize the bedragf the SFR-supporting
subsystems.

The design shall provide a descriptid the interactions among all
subsystems of the TSF.
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ADV_TDS.2.8C

ADV_TDS.2.1E

ADV_TDS.2.2E

The mapping shall demonstrate thebahavior described in the
TOE design is mapped to the TSFIs that invoke it.

The evaluator shall confirm that thiormation provided meets all
requirements for content and presentation of ewden

The evaluator shall determine that tiesign is an accurate and
complete instantiation of all security functionafuirements.

8.2  Guidance Documents
8.2.1 Operational user guidance (AGD_OPE.1)

AGD_OPE.1.1D
AGD_OPE.1.1C

AGD_OPE.1.2C

AGD_OPE.1.3C

AGD_OPE.1.4C

AGD_OPE.1.5C

AGD_OPE.1.6C

AGD_OPE.1.7C
AGD_OPE.1.1E

The developer shall provide operafiaser guidance.

The operational user guidance slealtiibe, for each user role, the
user-accessible functions and privileges that shbel controlled
in a secure processing environment, including gmete
warnings.

The operational user guidance shedtibe, for each user role,
how to use the available interfaces provided by Ti@E in a
secure manner.

The operational user guidance slealtiibe, for each user role, the
available functions and interfaces, in particuldl security
parameters under the control of the user, indigasiecure values
as appropriate.

The operational user guidance shall,each user role, clearly
present each type of security-relevant event radatd the user-
accessible functions that need to be performedijdiveg changing
the security characteristics of entities undercihvetrol of the TSF.

The operational user guidance stalitify all possible modes of
operation of the TOE (including operation followirgilure or
operational error), their consequences and imjpdicat for
maintaining secure operation.

The operational user guidance sfoaleach user role, describe the
security measures to be followed in order to fuliile security
objectives for the operational environment as dbeedrin the ST.

The operational user guidance sleatiéar and reasonable.

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of eviden
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8.2.2 Preparative Procedures (AGD_PRE.1)

AGD_PRE.1.1D

AGD_PRE.1.1C

AGD_PRE.1.2C

AGD_PRE.1.1E

AGD_PRE.1.2E

The developer shall provide the TQ@Eluding its preparative
procedures.

The preparative procedures shallrdesall the steps necessary
for secure acceptance of the delivered TOE in alzcwre with the
developer's delivery procedures.

The preparative procedures shallrdesall the steps necessary
for secure installation of the TOE and for the sequreparation of
the operational environment in accordance with #ezurity
objectives for the operational environment as dbedrin the ST.

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of ewden

The evaluator shall apply the prepargprocedures to confirm
that the TOE can be prepared securely for operation

8.3  Lifecycle Support
8.3.1 Use of a CM system (ALC_CMC.3)

ALC_CMC.3.1D The developer shall provide the TOtd a reference for the TOE.

ALC_CMC.3.2D The developer shall provide the CMaimentation.

ALC CMC.3.3D The developer shall use a CM system.

ALC_CMC.3.1C The TOE shall be labeled with its uregqeference.

ALC_CMC.3.2C The CM documentation shall descrheemethod used to uniquely
identify the configuration items.

ALC_CMC.3.3C The CM system shall uniquely identdly configuration items.

ALC_CMC.3.4C The CM system shall provide measstesh that only authorized
changes are made to the configuration items.

ALC_CMC.3.5C The CM documentation shall includéM plan.

ALC_CMC.3.6C The CM plan shall describe how the €9dtem is used for the
development of the TOE.

ALC_CMC.3.7C The evidence shall demonstrate thaoafiguration items are
being maintained under the CM system.

ALC_CMC.3.8C The evidence shall demonstrate thatG@M system is being
operated in accordance with the CM plan.
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ALC_CMC.3.1E The evaluator shall confirm that thioermation provided meets all
requirements for content and presentation of ewideRarts of the
TOE

8.3.2 CM coverage (ALC_CMS.2)
ALC _CMS.3.1D The developer shall provide a confegion list for the TOE.

ALC_CMS.3.1C The configuration list shall inclutiee following: the TOE itself;
the evaluation evidence required by the SARs; plaets that
comprise the TOE; and the implementation repretienta

ALC _CMS.3.2C The configuration list shall uniquelgentify the configuration
items.

ALC _CMS.3.3C For each TSF relevant configuratitemi, the configuration list
shall indicate the developer of the item. Evaluaititon elements:

ALC_CMS.3.1E The evaluator shall confirm that ii@rmation provided meets all
8.3.3 Delivery Procedures (ALC_DEL.1)

ALC DEL.1.1D The developer shall document procediuor delivery of the TOE
or parts of it to the consumer.

ALC DEL.1.2D The developer shall use the deliverycedures.

ALC_DEL.1.1C The delivery documentation shall dése all procedures that are
necessary to maintain security when distributingsiems of the
TOE to the consumer.

ALC DEL.1.1E The evaluator shall confirm that theormation provided meets all
requirements for content and presentation of ewden

8.3.4 Identification of Security Measures (ALC_DVS.1)
ALC DVS.1.1D The developer shall produce developinsecurity documentation.

ALC DVS.1.1C The development security documentesioall describe all the
physical, procedural, personnel, and other secorégsures that
are necessary to protect the confidentiality atelgty of the
TOE design and implementation in its developmertrenment.

ALC _DVS.1.1E The evaluator shall confirm that thisrmation provided meets all
requirements for content and presentation of ewiden

ALC_DVS.1.2E The evaluator shall confirm that seeurity measures are being
applied.

8.3.5 Life-cycle Definition (ALC_LCD.1)

ALC LCD.1.1D The developer shall establish a Gfesle model to be used in the
development and maintenance of the TOE.
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ALC_LCD.1.2D
ALC_LCD.1.1C

ALC_LCD.1.2C

ALC_LCD.1.1E

The developer shall provide life-ogaefinition documentation.

The life-cycle definition documentai shall describe the model
used to develop and maintain the TOE.

The life-cycle model shall provide fine necessary control over
the development and maintenance of the TOE. Evalaation
elements:

The evaluator shall confirm that theormation provided meets all
requirements for content and presentation of eviden

8.3.6 Flaw reporting procedures (ALC_FLR.1)

ALC_FLR.1.1D

ALC_FLR.1.1C

ALC_FLR.1.2C

ALC_FLR.1.3C

ALC_FLR.1.4C

ALC_FLR.1.1E

The developer shall document flaw egimation procedures
addressed to TOE developers.

The flaw remediation procedures doentation shall describe the
procedures used to track all reported securitydlaneach release
of the TOE.

The flaw remediation procedures sheduire that a description of
the nature and effect of each security flaw be e, as well as
the status of finding a correction to that flaw.

The flaw remediation procedures sheduire that corrective
actions be identified for each of the securitywla

The flaw remediation procedures doentation shall describe the
methods used to provide flaw information, corm@es, and
guidance on corrective actions to TOE users.

The evaluator shall confirm that thearmation provided meets
all requirements for content and presentation afence.

8.4  Security Target Evaluation

8.4.1 Conformance Claims (ASE_CCL.1)

ASE_CCL.1.1D
ASE_CCL.1.2D
ASE_CCL.1.1C

ASE_CCL.1.2C

The developer shall provide a confamoe claim.
The developer shall provide a confamoe claim rationale.

The conformance claim shall conta@Caconformance claim that
identifies the version of the CC to which the ST dme TOE claim
conformance.

The CC conformance claim shall desctite conformance of the
ST to CC Part 2 as either CC Part 2 conformant ©r Rart 2
extended.
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ASE_CCL.1.3C

ASE_CCL.1.4C

ASE_CCL.1.5C

ASE_CCL.1.6C

ASE_CCL.1.7C

ASE_CCL.1.8C

The CC conformance claim shall descthe conformance of the
ST to CC Part 3 as either CC Part 3 conformant ©r Rart 3
extended.

The CC conformance claim shall be ist&st with the extended
components definition.

The conformance claim shall identd&l PPs and security
requirement packages to which the ST claims cordoga.

The conformance claim shall descaibg conformance of the ST
to a package as either package-conformant or paekagmented.

The conformance claim rationale sbalihonstrate that the TOE
type is consistent with the TOE type in the PPs ¥drich
conformance is being claimed.

The conformance claim rationale shd#monstrate that the
statement of the security problem definition is sistent with the
statement of the security problem definition in s for which
conformance is being claimed.

8.4.2 Extended Components Definition (ASE_ECD.1)

ASE_ECD.1.1D
ASE_ECD.1.2D
ASE_ECD.1.1C

ASE_ECD.1.2C

ASE_ECD.1.3C

ASE_ECD.1.4C

ASE_ECD.1.5C

ASE_ECD.1.1E

The developer shall provide a statgraksecurity requirements.
The developer shall provide an ex¢dntbmponents definition.

The statement of security requiremehgll identify all extended
security requirements.

The extended components definitionll stheéfine an extended
component for each extended security requirement.

The extended components definitioall sescribe how each
extended component is related to the existing C@poments,
families, and classes.

The extended components definitioall siise the existing CC
components, families, classes, and methodology amdel for
presentation.

The extended components shall congfstmeasurable and
objective elements such that conformance or nomcorEnce to
these elements can be demonstrated.

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation of eviden
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ASE_ECD.1.2E

The evaluator shall confirm that méeeded component can be
clearly expressed using existing components.

8.4.3 ST Introduction (ASE_INT.1)

ASE_INT.1.1D
ASE_INT.1.1C

ASE_INT.1.2C
ASE_INT.1.3C
ASE_INT.1.4C

ASE_INT.1.5C
ASE_INT.1.6C

ASE_INT.1.7C
ASE_INT.1.8C
ASE_INT.1.1E

ASE_INT.1.2E

The developer shall provide an STaduction.

The ST introduction shall contain &1 reference, a TOE
reference, a TOE overview and a TOE description.

The ST reference shall uniquely idgrihe ST.
The TOE reference shall identify TH@E.

The TOE overview shall summarize tisage and major security
features of the TOE.

The TOE overview shall identify th®E type.

The TOE overview shall identify any nAdOE
hardware/software/firmware required by the TOE.

The TOE description shall describe physical scope of the TOE.
The TOE description shall describelthgical scope of the TOE.

The evaluator shall confirm that thiermation provided meets all
requirements for content and presentation of eviden

The evaluator shall confirm that th®E reference, the TOE
overview, and the TOE description are consistetit aach other.

8.4.4 Security objectives (ASE_OBJ.2)

ASE_OBJ.2.1D
ASE_OBJ.2.2D
ASE_0BJ.2.1C

ASE_OBJ.2.2C

ASE_0BJ.2.3C

ASE_0BJ.2.4C

The developer shall provide a stateémisecurity objectives.
The developer shall provide secwutifjgctives rationale.

The statement of security objectisieall describe the security
objectives for the TOE and the security objectivies the
operational environment.

The security objectives rationaldl stece each security objective
for the TOE back to threats countered by that s$igcobjective
and OSPs enforced by that security objective.

The security objectives rationaldl stece each security objective
for the operational environment back to threatsntered by that
security objective, OSPs enforced by that secwftjective, and
assumptions upheld by that security objective.

The security objectives rationalelstexhonstrate that the security
objectives counter all threats.
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ASE_OBJ.2.5C

ASE_0OBJ.2.6C

ASE_OBJ.2.1E

The security objectives rationaldl slemonstrate that the security
objectives enforce all OSPs.

The security objectives rationaldl sleanonstrate that the security
objectives for the operational environment uphdldssumptions.

The evaluator shall confirm thatitfiermation provided meets all
requirements for content and presentation of ewden

8.4.5 Derived security requirements (ASE_REQ.2)

ASE_REQ.2.1D
ASE_REQ.2.2D
ASE_REQ.2.1C

ASE_REQ.2.2C

ASE_REQ.2.3C

ASE_REQ.2.4C

ASE_REQ.2.5C

ASE_REQ.2.6C

ASE_REQ.2.7C

ASE_REQ.2.8C

ASE_REQ.2.9C

ASE_REQ.2.1E

The developer shall provide a statémksecurity requirements.
The developer shall provide a secuejuirement’s rationale.

The statement of security requiremeinall describe the SFRs and
the SARs.

All subjects, objects, operationscusgy attributes, external
entities and other terms that are used in the Skidsthe SARsS
shall be defined.

The statement of security requiremehall identify all operations
on the security requirements.

All operations shall be performedexcity.

Each dependency of the security reogints shall either be
satisfied, or the security requirements rationdiallsjustify the
dependency not being satisfied.

The security requirements rationhldl srace each SFR back to
the security objectives for the TOE.

The security requirements rationalall siemonstrate that the
SFRs meet all security objectives for the TOE.

The security requirements rationakdl stkxplain why the SARs
were chosen.

The statement of security requiremeshsll be
consistent.

internally

The evaluator shall confirm thatitfiermation provided meets all
requirements for content and presentation of eviden

8.4.6 Security Problem Definition (ASE_SPD.1)

ASE_SPD.1.1D The developer shall provide a secpritblem definition.
ASE_SPD.1.1C The security problem definition sdabcribe the threats.
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ASE_SPD.1.2C

ASE_SPD.1.3C
ASE_SPD.1.4C

ASE_SPD.1.1E

All threats shall be described im&gepf a threat agent, an asset,
and an adverse action.

The security problem definition skhakcribe the OSPs.

The security problem definition shddiscribe the assumptions
about the operational environment of the TOE.

The evaluator shall confirm thatitiiermation provided meets all
requirements for content and presentation of ewden

8.4.7 TOE Summary Specification (ASE_TSS.1)

ASE_TSS.1.1D
ASE_TSS.1.1C

ASE_TSS.1.1E

ASE_TSS.1.2E

8.5 Tests
ATE _COV.2.1D
ATE_COV.2.1C

ATE_COV.2.2C

ATE_COV.2.1E

The developer shall provide a TOEmsary specification.

The TOE summary specification shaicdee how the TOE
meets each SFR.

The evaluator shall confirm thatitiiermation provided meets all
requirements for content and presentation of eviden

The evaluator shall confirm thatTd& summary specification is
consistent with the TOE overview and the TOE desiom.

The developer shall provide an analg$ the test coverage.

The analysis of the test coveragd slemonstrate the
correspondence between the tests in the test dodtatios and the
TSFIs in the functional specification.

The analysis of the test coveragdl sleanonstrate that all TSFls
in the functional specification have been tested.

The evaluator shall confirm that thi@rmation provided meets all
requirements for content and presentation of eviden

8.5.1 Basic Design (ATE_DPT.1)

ATE_DPT.1.1D
ATE_DPT.1.1C

ATE_DPT.1.2C

ATE_DPT.1.1E

The developer shall provide the asialpf the depth of testing.

The analysis of the depth of testihgll demonstrate the
correspondence between the tests in the test dotatioe and the
TSF subsystems in the TOE design.

The analysis of the depth of testihgll demonstrate that all TSF
subsystems in the TOE design have been tested.

The evaluator shall confirm that ithfermation provided meets all
requirements for content and presentation of ewden
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8.5.2 Functional Tests (ATE_FUN.1)

ATE_FUN.1.1D
ATE_FUN.1.2D
ATE_FUN.1.1C

ATE_FUN.1.2C

ATE_FUN.1.3C

ATE_FUN.1.4C

ATE_FUN.1.1E

The developer shall test the TSF @mcliment the results.
The developer shall provide test doeatation

The test documentation shall corisést plans, expected test
results and actual test results.

The test plans shall identify thedds be performed and describe
the scenarios for performing each test. These sosnghall
include any ordering dependencies on the resulighafr tests.

The expected test results shall stimnanticipated outputs from a
successful execution of the tests.

The actual test results shall be isbast with the expected test
results.

The evaluator shall confirm that theermation provided meets all
requirements for content and presentation of ewden

8.5.3 Independent Testing (ATE_IND.2)

ATE_IND.2.1D
ATE_IND.2.1C
ATE_IND.2.2C

ATE_IND.2.1E

ATE_IND.2.2E

ATE_IND.2.3E

The developer shall provide the TQIE testing.
The TOE shall be suitable for testing

The developer shall provide an eqgl@maset of resources to those
that were used in the developer's functional tgstirnthe TSF.

The evaluator shall confirm that theermation provided meets all
requirements for content and presentation of ewden

The evaluator shall execute a sarnplests in the test
documentation to verify the developer test results.

The evaluator shall test a subseéhefTSF to confirm that the TSF
operates as specified.

8.6  Vulnerability Assessment

8.6.1 Vulnerability Analysis (AVA_VAN.2)

AVA VAN.2.1D The developer shall provide the TOd festing.

AVA VAN.2.1C The TOE shall be suitable for testing

AVA VAN.2.1E The evaluator shall confirm that tiformation provided meets all
requirements for content and presentation of ewden

AVA _VAN.2.2E The evaluator shall perform a seaotipublic domain sources to
identify potential vulnerabilities in the TOE.
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AVA VAN.2.3E The evaluator shall perform an indagent vulnerability analysis
of the TOE using the guidance documentation, foneti
specification, TOE design and security architectiescription to
identify potential vulnerabilities in the TOE.

AVA VAN.2.4E The evaluator shall conduct penetattesting, based on the
identified potential vulnerabilities, to determitiat the TOE is
resistant to attacks performed by an attacker gessg Basic
attack potential.
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9 TOE Summary Specification
9.1 TOE Security Functions

The following sections identify the security furmeis of the TOE. They includgecurity
Audit, User Data Protectiondentification and AuthenticatiorSecurity Management
andHigh Availability.

9.2  Security Audit

The TOE generates audit records for TSF-relevaentsvin its audit files which are

located on the operating system supporting the DX¢seThe audit mechanism is always
active while the DXserver is running, thereforatatg and stopping of the audit function
is done when the DXserver is started and stoppids action is recorded in the alarm
log. Any action relevant to the TSFs is captunedhie audit files on the OS, such as
LDAP binds, LDAP authentication, searches, and fiations.

The Directory Administrator selects the auditableergs to include and exclude by
opening and closing the associated audit file.e fyjpes of audit events are organized by
the event type of the audit file as well as theeleaf the trace as determined by the
configuration in memory. Any user who has accesth#oaudit file folder location can
view audit files. This is an Operating System leyp&rmission management issue.
Additionally, the identity of the user that caugkd event is included in the audit records
except for updates to the operating memory fronidbal console.

9.2.1 Event Types

The audit trace file is responsible for collectaiginformation relating to each event on
the TOE. When an operation is being performedirdee file, if configured to “all,” will
record every step the DXserver and its modulesoparin the process of executing the
task. This includes authentication processing, POgotocols, errors, and updates to the
DSA. The trace levels include: none (not to beduisethe evaluated configuration),
warn, stats, diag, alert, and those listed beloWwaible 9-1.

Trace Level Content

Alert Displays authentication errors

Cert Displays certificate operations

Connect Displays connections

Diag Traces local DXserver operations that weresed

DSA/AII Similar to the x500 trace, but also inclisdeacing of the module flow inside
the DSA. This is a full code tracing for each opiera

Error Displays error messages of high severity. gama with trace warn. Thege
are events that may have an impact on the abifilpXserver to perform a
requested operation. This is the default tracelleve

Ldap Traces detailed LDAP operations. The output lmacome quite large whegn
searches return a large number of entries.
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Limit Traces any violation of size or time limits

Query Displays a one-line summary containing theeserequest and result.

Stack Displays detailed protocol tracing. The otian become quite large

Stats Displays statistical information for each atinthe DSA is not idle

Summary Displays a one-line summary containingstheice request and result

Time Displays the time taken for successful operesi

Update Displays update operations-add, delete,fjaatid rename

Warn Displays error messages of moderate seveCitynpare with trace errof.
Warn messages usually represent a user error,rréthe a problem with
DXserver

X.500 Displays the full details of the service rest) confirmation, or error. This
traces DAP, DSP, and LDAP operations. The outpatherome quite largg
when searches return a large number of entries.

ASN ASN protocol encoding

Table 9-1: Trace Levels (Event Types)

9.2.2 Log Types

CA Directory R12 allows for the configuration ofdiufiles based on event types. A
Directory Administrator with access to the undertyiOS can configure the auditable
events on the TOE based on which audit files aebled. Listed below in the table is
the audit files and what is collected by each.

Audit file Content

Summary Summary of all operations written. The samyrog displays a summaly
(no real detail) of each operation that is procgsBepending upon what the
operation is, there is a fixed set of fields sumimiag that operation. A
summary log is useful to give more details aboutrafons than the stafs
log. e.g. gauge the ratio of updates to searchemoge the ratio of simple
searches to complex searches.

Trace Current level of tracing written. Furthefoimation regarding the Trace Iqg
can be found in Section 9.2.2. This log does ndibver daily and is
configured by default to be running.

Stats Each stats entry is the sum of all the dgtfer the past 60 seconds. Entries
are only written when the DSA is active.
Query The query log records all operations progkssethe DSA. Each operatig

n
has a result written to indicate the success duraiof the operation. Eagh
operation is paired with the DSA’s response. A gukrg is useful for
finding rogue queries (ones that take a long tileadise they are vely
complex or return huge amounts of data)

Connect This log contains a list of all successfhnections to the CA Directony
DSA.

Update The update log generates one line for e®®RDATE operation performed.
This includes ADD, MODIFY, MODDN (Rename) or DelefREMOVE)
operations.

Cert The cert log captures all operations thatgierto certificate objects withip
the Directory.

Alert The alert log captures all security relatedeptions generated by the DSA

Warn The warn log captures all warnings generatgdthe DSA. The warr

message itself is free form in nature, dependenthenwarning generate
but the first few fields are fixed. A warn log iseful as an early warnin
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mechanism.

Diag The diag log records all protocol or clientogs (e.g. bad DN, credential
filter)

iy

Time If an operation takes longer to process tham ttme log limits specify
operation details are written to this log. This de used to determine whiat
operations are taking a long time to process.

Alarm The alarm log captures all alarms generatedhe DSA. DSA alarms arp
defined as any message that condition which thmsatr impacts the
stability of the DSA itself. The alarm log shouldvays be monitored. This
log does not rollover daily and cannot be disablédhe DSA if running, the
alarm log is active.

Table 9-2: Audit files (Log Types)

All audit files are stored in flat file format amdlled over every 24 hours (except for the
Alarm and Trace Log which are done at the discnetad the System/Directory

Administrator) with time stamps applied to the fiéend events within each audit.
Timestamps on audit records are obtained from pleeading system where the product is
running.

The only restriction is the amount of disk spacailable on the hard drive where the logs
are being stored. The summary log shows associatiarbers and the binds recorded in
this log show the Distinguished name of the ugére identity of the remote trusted peer
for the DSP bind is included in the trace-log.

9.3 User Data Protection

Access controls are configured externally to thee@bry data, therefore normal access
control rules are not determined by any securitytaites. The individual access control
rules specify what level of access to what subtreasries or attributes a user DN is
allowed.

CA Directory provides access control rules that emsy to work with and maps these
rules to the X.501 access control standards. Thesaccontrol rules work by answering
the question of “Is the client permitted to perfoam operation on a certain subtree of
data?”

* Client: A user (based on distinguished name), a ad defined by RBAC (role
based access control), a user group, or authantidatvel (clear password)

» Operation: Add, Search, List, Modify, Modify-dn, Bt
» Data: Any data stored by the TOE in its data sterdeish are part of the DSA
» Subtree: A subsection of the data store

Each Directory has one access control policy. Plikcy is the collection of rules that
define who can access what, and under what ciramoss. It is recommended that the
same access control rules are applied to every DBAis does not mean that only one
rule is possible but rather that several access$raopolicies cannot apply to various
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subtrees of the data stored on the DSA data sidwe.access control rules for the TOE
are stored on the underlying OS where the DXsdmasrbeen installed. If a user of the
TOE wishes to change an access control rule, thegt rhave Directory/System
Administrator access to the underlying OS and apoiated, restart the TOE to apply the
updated rules. Additional basic information can feaind in Chapter 18 of the
Administrative Guide for CA Directory R12.

9.3.1 Access Levels

By default, no access control rules are definedyihg access to all subjects as long as
access control is enabled with no configured rotegrivileges. If the TOE is configured
to use access control rules, the order of accdsgiarchical. The DSA, when receiving
access requests for operations, will check fotigbest applicable rule that apply to that
user or trusted peer DSA based on the followingleevn order of highest to lowest
precedence:

1. SuperUser — Access rights at this level cannoakert away.
2. Administrative User — Access rights at this levahigot be taken away.

3. Protected Items — Rules at this level deny acdghssrgiven to lower precedence
levels.

4. Registered User — Access rights are granted bubeaaken away.
5. Public User — Grant read rights, but can be takemya

Access rights granted to these roles also operata hierarchical manner. If an
Administrative User access level is given the mpgiérmission only, this implicitly
grants the Administrative User read access. |y @gien read access, a user with that
access level could only perform read operationdabé. In the evaluated configuration,
Public Users only have read access to the Directlirgn item is protected, any specified
permission means that operation is denied (e.qllifoperations are specified, all
operations are denied). This does not operatargigically though. If modify is only
specified for a protected item, all other operatiare still available.

Finally, it should be noted that privileges are e although the scope may be the
entire Directory Data Store. Scoping can be bytreeb entry or attribute or by a
combination of these.

9.3.2 Access by Administrative User or SuperUser

A user granted SuperUser access has their permssset to allow all. This means that
the specified user can modify and read all inforamatwithin the entire Directory.
Administrative user access gives a user read amdtepaccess rights over specified
scope. This scope could be a subtree, entry, partset of attributes within an entry or
subtree. If the latter is done, the Administrativeer cannot add or remove entries but
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only modify the attributes they have access to. (@sgr passwords). These two access
levels are not affected by the protected itemssckyvel.

9.3.3 Role Based Access Control

CA Directory access controls also include Role Ba&decess Controls (RBAC). A role
can be viewed as being a “security attribute” fa tiser binding to the Directory. If role
based access controls are enabled, and a useramber of a specific role, then that user
automatically inherits all of the access permitbgdhe role based access controls loaded
by the DSA. An overview of the role based accesgrots can be found below.

When access control rules are applied to a rokey t#re known as role-based access
controls. A role is a Directory entry that can kssaciated with user entries. These
associated user entries are member entries. Awalecontain any number of members.
This can be useful in a large distributed Directenyironment where people change their
roles frequently, and when the Directory is to Beduas an authorization engine. Roles
are maintained in a subtree of the Directory infation tree (DIT).

RBAC operates in the following manner:
1. A user attempts to bind to the DSA

2. The DSA searches the role subtree for the attegpiser's DN in the member
attribute

3. The DSA stores the names returned by the seartheales pertaining to the
connection, and uses them in access control desisio

Access controls are not active by default when & DSinitially created. This is by
design and required in the evaluated configuratidiithout binding/connecting to the
Directory, there are no operations that can beopmdd on the data contained in the
DSA. A successful bind/connection needs to be &shadal to a DSA in order to operate
on the data contained in the DSA. If access contied in place, only operations allowed
by the enforced access controls will be permitted.

9.4 Identification and Authentication

When an LDAP/DAP client binds to the Directory, thBAP client initially chooses an
authentication type. If that authentication type permitted by the DSA and the
authentication requirements are met by the LDARNt)i then the authentication is
permitted.

9.4.1 Authentication Levels (LDAP client to DSA)

When a user is attempting to authenticate to th& Tt@ough an LDAP client, they are
subject to three possible authentication levelfiwithe evaluated configuration. The
authentication level is detailed below.

Clear password: This is configured in the DSA'sisgs file using the command “set
min-auth = clear password”. The value of “cleargvasd” requires a password to be
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provided. For clear password simple authenticattbe users connecting to the TOE
must have corresponding user entries stored onT@E with a password attribute.
Authentication will fail if the entry named cannbé found, the user entry does not
contain a password attribute, or the password geavidoes not match the stored
password.

Clear password binds will also be accepted whenntiveauth = none as min-auth
specifies the minimum authentication level thadsepted by the DSA.

Note: This is different from the auth-level settinghe knowledge files which is used for
DSA-DSA authentication. The auth-level settingyoallows binds of the specified
values.

9.4.2 Authentication (DSA to DSA)

The types of authentication levels supported in @A0o DSA are controlled by the
“auth-levels” specified in a DSA’s knowledge fi/hen a DSA binds to another DSA it
will attempt to use the same authentication legelh@® LDAP Client. Similar to client to
DSA binding, the following level is implemented arDSA to DSA basis:

Clear password: This is where a DSA to DSA mutugthentication (bind) will be
performed based upon the originators “DSA-NAME” &SA-PASSWORD”. When
DSAL binds to DSAZ2, using a clear password autbatitin level, it sends a bind request
to DSA2 containing it's dsa-name and dsa-passwo8h2 compares the dsa-name and
dsa-password passed within the bind request angha@s it to the registered dsa-name
and dsa-password it's cached for DSAL.

When a DSA attempts to bind to another DSA, it esdhrough mutual authentication.
This means that both DSAs have to be aware of etlsdr and contain credentials to
confirm that they are trusting of one another ali. wehe process of this authentication is
explained below:

1. The sending DSA includes its credentials within thied request which are
collected from its knowledge file.

2. The receiving DSA checks the credentials as wethasDSA name, IP address,
and password of the sending DSA against its owwleuge file of the sending
DSA.

3. The receiving DSA then sends its own credentialklia the sending DSA to
confirm that it is the DSA the sender actually vgatd communicate with. The
sending DSA will also check the IP address of thel kconfirm sent by the
receiving DSA with its knowledge file.

4. If the credentials match, the bind is successfihe@uise, it is denied and the
authentication failure is logged.
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9.4.3 Password Policy

The TOE implements a password policy to ensurengtheof secrets. By requiring
certain minimum password structure, the risk ofastacker is greatly mitigated. The
password structure, as defined in the passworayalkequires the following items to be
configured:

* At least 6 characters long

» At least one capital letter

* At least one number

» At least one special character

» Cannot repeat a character more than 2 times

» Cannot match the user’s previous 3 passwords
» Cannot contain the user’s own name or DN

» Cannot be older than 90 days.

If a password does not fit within the above defipeticy, it is rejected and the user must
attempt to configure their password again.

When the password policy is configured (based erSfiR information and supplemental
guidance), there is a password policy audit settiiag) can be set to restrict the number of
authentication attempts before an account is sageknNVhen an account is suspended
for failing to successfully authenticate after ansecutive number of attempts, the
account is locked out from anymore attempts. A#teconfigured length of time, the
account can attempt to log in again. The lengtbusfpension is based on the “password-
max-suspension” variable. This only applies to aots that have been suspended due to
“max-retries” being exceeded. These values areaomfigured by default but guidance is
provided on how to configure the password poliayperly.

Finally, when the password policy is active, a uaecount can be active, expired,
suspended, or locked. Active means that the useapsble of logging in regularly.
Expired means that the user can no longer log calse they have not changed their
expired password. Suspended applies to a user ahdailed to authenticate too many
times in a row and locked applies to any accouat ttas been manually locked by an
Administrative User for any number of reasons (demgth of password, special
characters missing, user is on vacation).

9.5  Security Management

The TOE, through the DXconsole, provides the TABigctory Administrator access to
control the security functions and manage the éduslata. While all the security
functions and data can be accessed from the DXémrnsame of the trusted data resides
in configuration text files on the DXserver and ®m the Data Store. The data in the
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configuration files requires a Directory Adminigtato modify the files using a text
editor on the operating system for the modificadiom be persistent when the DXserver
restarts. In addition, Directory Administrator-sgied remote trusted peer DSAs are able
to update defined portions of the repository dataugh replication.

Once authenticated to the TOE, a user can perf@@nations on the Directory based on
the access controls in place and the access mftite user. This can be determined by
their scope of the Directory (subtree, entry, bttie), their level of access (SuperUser,
Administrative User, Registered User, Public Ugemtected items), or the access
controls in place (static, RBAC). If successfullytlzenticated, a user can perform
gueries, modifications, and deletions of data am TOE as long as it is within their
scope. Additionally, Administrative Users of thaderlying OS can configure the
configuration (knowledge) files and view both th@sel the audit files for review. Audit
review is done by the Operational Environment dretdfore not a responsibility of the
TOE.

9.5.1 Levels of Access

By engaging CA Directory access controls, a DSA thasfollowing levels of access in
the product:

» SuperUser: SuperUsers have unrestricted read jpahates access to all parts of
the DSA. Add users to the list of SuperUsers eit®rsingle users, groups of
users, roles, or all users in a specified subtree.

* Administrative User: This requires a clear passwanetlentialed authentication
bind. Within a specified subtree, you can assigmmistrative User authority to
users. Administrative users have read and updatéleges over a specified
administrative scope. This scope is a subtreey eotrdesignated attributes in an
entry or subtree. The Administrative User can veavd update protected items
within the administrative scope. Add users to teedf administrative users either
as single users, groups of users, roles, or atsuse specified subtree.

* Protected Items: Protected items are those whicke Heen configured by a
Directory Administrator to disallow viewing by Regered and Public Users of
the data marked as protected. It should be notadpitotected items are not an
access level for users but rather a classificamplied to TSF data that is deemed
viewable only by Administrative Users and Superdser

. Regist
ered User: This requires a clear password crededtiauthentication bind.
Registered Users have read privileges over a speéc@tope: a subtree, entry, or
the designated attributes in an entry or subtri@mtécted items” in the scope are
invisible.

Trusted Peer DSAs also authenticate to the TOEugtranutual authentication. The
access controls which apply to the DSA do not daltler the scope of any one specific
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access level. See Section 9.4.2 for more infaonategarding the DSA to DSA
authentication.

The console interface is used solely by the Dimgctddministrator. It is password
protected and limited to being accessible by omlg oser at a time. The console can be
used to change some DSA settings, but not accedslsy and to access the Directory
itself. Directory access requires a bind as per IIAP/LDAP interface and access
control rules are applied as per the DAP/LDAP iiatee.

The DSP interface is used for DSA-DSA communicati@perations performed via DSP
are subject to DSP binds being performed and usstentials being passed with the
operation. This means that access control rulesapplied by the DSA receiving the
request.

9.6  High Availability (FRU+FPT)

The TOE is capable of ensuring the operation o$edurity operations (query, modify, or
delete TSF data) by providing a Replicated DSA that TOE can switch to when a
failure of the original DSA occurs.

In addition to the use of Replicated DSAs to previdll operation of TSF resources, the
TOE can generate online backups of the Data Stboeensure that in case of any failure
of a Data Store, an authorized Administrative Usar recover the data from an online
location and load the data back into the TOE thihouge DXtools component.
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10 TOE Summary Specification Rationale

This section identifies the security functions pded by the TOE mapped to the security
functional requirement components contained in®Tis This mapping is provided in the
following table.

Security Function Security Functional Components

FAU_GEN.1(Audit Generation)

Security Audit

(FAU)

FAU_SEL.1(1)(Selective Audit)

FAU_SEL.1(2)(Selective Audit)

User Data Protection
(FDP)

FDP_ACC.1(Subset Access Control)

FDP_ACEF.1(Security Attribute Based Access Control)

FIA_AFL.1 (Authentication Failure Handling)
FIA_ATD.1 (User Attribute Definition)
FIA_SOS.1(Verification of Secrets)

FIA_UAU.1 (Timing of Authentication)
FIA_UAU.5 (Multiple Authentication Mechanisms)
FIA_UID.1 (Timing of Identification)

FMT_MSA.1 (Management of Security Attributes)
EMT_MSA.3 (Static attribute initialization)
EMT_MTD.1 (Management of TSF Data)
FMT_SMF.1(Specification of Management Functions)
FMT_SMR.1(Security Roles)

Identification and Authentication
(FIA)

Security Management
(FMT)

Protection of TSF Data
(FPT)
Resource Utilization
(FRU)
Table 10-1: Security Functional Requirements for te TOE

FPT_FLS.1(Failure with preservation of secure state)

FRU_FLT.1(Degraded fault tolerance)

Note: High Availability is a grouping of the reqaments FRU_FLT.1 and FPT_FLS.1.
10.1 Security Audit

The security audit function of the TOE enforces fi#dJ GEN.], FAU_SEL.1(1) and
FAU_SEL.1(2) requirements. FAU_GEN.1 requires a reliable tstewnp, which is
provided by the Operational Environment via thearhydng Operating System.

By default, DXserver creates the audit logs as flets and stores them on the
Operational Environment. For the same reason, ubé bbgs are created with read/write
permissions granted only to users who have beartegtaaccess to the Operating System
that the files are stored on. In the evaluatedigardtion, the audit files store the record
of the startup and shutdown of the TOE’s audit fioms. The iterations of FAU_SEL.1
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serve the purpose of identifying the two methodswvimch audit information can be
collected. Audits can be collected based on tiawels and audit file configurations. For
iteration one, the following event types can beisdhe trace configuration: alert, cert,
connect, diag, DSA/all, error, LDAP, limit, Queitack, stats, Summary, Time, Update,
Warn, X.500, and ASN. The second iteration shdves & Directory Administrator can
configure the audit files that are to be used & dbllection of data. These files include
the following: summary, trace, stats, query, cohngodate, cert, alert, warn, diag, time,
and alarm. Each audit file collects a certain tgpmformation.

The minimum contents of each entry in the audibrepclude the following: Date and
time of the event, type of event, subject identayd the outcome (success or failure) of
the event (see Table 7-2 Auditable Events for nidfiegmation).

The TOE relies on the underlying operating systemprovide accurate time stamps to be
used for audit records.

10.2 User Data Protection

The User Data Protection function of the TOE erdertheFDP ACC.hndFDP ACF.1
requirements.

The TOE uses the X.501 access control scheme tootaccess to its repository data for
users accessing the Directory using DAP and LDARRSE users are the relying parties
and Administrative Users using a Directory-enalilgdrface. DAP and LDAP are the
only interfaces for these users. Access contr@sanfigured externally to the Directory
data, therefore normal access control rules areletarmined by any security attributes.
The individual access control rules specify whatleof access to what subtrees, entries
or attributes a user DN is allowed. CA Directocgass controls also include Role Based
Access Controls (RBAC). A role can be viewed asipa “security attribute” for the
user binding to the Directory. This role, once &maplto a user of the TOE, assists in
determining whether the individual can read/wrdedaita and specifically what subtrees
of data that individual can even see.

10.3 Identification and Authentication

The identification and authentication function diet TOE enforcesFlA AFL.1,
FIA ATD.1, FIA UAU.1, FIA UAU.5, FIA UID.1, andFIA SOS.1

The TOE provides authentication mechanisms to B& @epending on the interface in
which the communication is occurring. The DXtothlat access the Directory using the
LDAP interface and DAP/LDAP clients can use a Digtished Name (DN) and for

authentication and authorization. A user conngctiimough the DXconsole however
only requires the secure password. If the userewiag or modifying the DSA settings

or if the Directory data is to be accessed via E¢console, a bind (similar to a

DAP/LDAP bind) must be performed using the autleaiion methods above.

Additionally, any interaction between the TOE artlen DXservers and Trusted Peer
DSAs goes through a process of mutual authenticattothat both parties confirm one
another.
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The TOE also provides authentication between on@ B&d another DSA. When an
operation that requires distributed data to be ssmuk the TOE or external DSA will
authenticate to one another through mutual auttedn. One DSA will send its
credentials to the receiving DSA which will detenmiif it trusts the sender. The
receiving DSA then sends its credentials back lmnathe sending DSA to confirm its
identity as well. Once this has occurred succelgsfiihe operation can occur. For
additional information, reference Section 9.4.2.

Administrative Users have to identify and autheatecthemselves to the TOE before
being able to remotely manage the TOE through Dv&ser The TOE is capable of
uniquely identifying a remote DSA or a user by tHgistinguished Name (DN). Remote
DSAs can also be identified by their IP address.

Authentication failures are handled by the TOE aralconfigured to lockout a user after
a configured number of failed authentication attesmpccurs. This lockout would
automatically suspend the user for a period of ti@re attempting to let them attempt
authorization again.

During authorization, CA Directory’s DXserver commcates with the Data Store or

Configuration data in memory to determine that th&tinguished name (DN) and/or

password is retrieved from a user who is requesitwess to the TOE or its resources.
When a user attempts to access an object, CA Dmeases the user’s information along
with any defined ACLs stored in memory to determileat the user can access and
perform.

The rules and policies defined in the runtime megnemecify the objects that the user is
allowed to access.

10.4 Security Management

The security management function of the TOE enfotheFMT_MSA.1, EMT_MSA.3,
FMT_SMR.1 EFMT_SMF.], andEMT_MTD.1 requirements.

The TOE provides management capabilities through UBDAP client, DXtools, and
DXconsole. The DXconsole interface can be used reljmdhrough a telnet connection
and allows an authorized user to perform searchdsvadifications to TSF data. The
TSF shall provide the ability to manage its segufiinctions including the management
of user accounts and accessor access rights, T&#iroes and security information
recorded in the audit logs.

The TSF shall maintain the roles SuperUser, Adrtriative User, Registered User, and
Trusted Peer DSA. An Administrative User and SuperUnave read/write access to
certain subtrees or entries in the Data Store. AimiAistrative User with read/write
access to all trees of the TOE is defined as arSisge.

10.5 High Availability (FRU + FPT)

The Protection of the TSF function of the TOE eoésr theFPT_FLS.1requirement.
The Resource Utilization function of the TOE engg¢heFRU_FLT.1requirement.
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The TSF shall ensure the operation of CA Directorits resources when the DSA goes
down by providing failover capabilities. This iscamplished by the period monitoring
of the DSA through user operations. When one ofiBAs goes down, the Replicated
DSA will take the place of the original DSA and ¢akver user operations directed
towards the original. The failed DSA receives ratés to restart every 180 seconds and
will resume operation as the new Replicate to the lead DSA. This ensures that there
is no discontinuity of resource protection.
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11 Security Problem Definition Rationale

11.1 Security Objectives Rationale

The following table provides a mapping with ratitmn#o identify the security objectives
that address the stated assumptions and threats.

Assumption Objective Rationale
AL ADMIN: One or morg OE. ADMIN One or moreg OE. ADMIN maps to A.
authorized Directory authorized Directory ADMIN in order to ensure tha

Administrators will be assigned {
install, configure and manage tf
TOE.

oAdministrators will be assigned t
nenstall, configure and manage t

TOE.

oauthorized Directory
néddministrators install, manag
and operate the TOE in
manner that maintains
security objectives.

it

1

[¢)

n

A.PATCHES: Directory | OE. ADMIN One or morg OE. ADMIN maps to A.
Administrators  exercise  dueauthorized Directory PATCHES in order to ensure
diligence to update the TOE withAdministrators will be assigned tothat the authorized
the latest patches and patch thiastall, configure and manage théddministrative Users and
Operational Environment (e.g.,TOE. Directory Administrators
OS and database) to ensure |all properly patch the TOE and the
known system vulnerabilities are Operational environment in ja
not exploited. manner that maintains its
security objectives.
A.NOEVIL : Directory | OE.NOEVIL Administrative | OE.NOEVIL maps to

Administrators,  Administrative
Users, and SuperUsers of the T(
are not careless, willfully
negligent, or hostile and wi
follow and abide by the
instructions provided by th
guidance documentation.

h

a)

DRvillfully negligent, or hostile ang

Users of the TOE are not carele

will follow and abide by the
instructions  provided by th
guidance documentation.

5#.NOEVIL in order to ensurg
that there are no careles
willfully negligent, or hostile
e Administrative Users of the
TOE.

A.LOCATE: The TOE will be
located within controlled acceg
facilities that will prevent
unauthorized physical access.

docated within controlled acces

OE.LOCATE The TOE will be

facilities that will prevent

OE.LOCATE maps to
SA.LOCATE in order to ensurg
the physical security in whic

unauthorized physical access.

the TOE operates.

-

Table 11-1: Assumption to Objective Mapping
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Threat

Objective

Rationale

T.ACCESS A legitimate user of
the TOE could gain unauthorize
access to resources or informati
protected by the TOE, or perforn|
operations for which no acce
rights have been granted, via us
error, system error, or othg
actions.

O.ACCESSThe TOE will provide

dneasures to authorize users
oaccess specified TOE resourd
ionce the user has be
s@authenticated. User authorizati
5ds based on access  righ
zrconfigured by the authorized use
of the TOE.

O.ACCESS (FDP_ACC.1,
t6DP_ACF.1, FIA_AFL.1,
eBIA_UAU.1, FIA_UAU.5)
craddresses T.ACCESS k
tsvith the capability to specify
raccess restrictions on th
protected TOE resources
authenticated users.

pproviding the authorized usef

fo

O.SELF_PROTECTION The
TOE will preserve a secure st3
and ensure access control
resources when a component of
TOE fails.

O.SELF_PROTECTION
t¢FPT_FLS.1, FRU_FLT.1)
taddresses T.ACCESS by
hensuring connectivity of failed

components are reinitialized

prior to resources being
accessed.

OE.AUTH The  Operationa
Environment will provide
measures to uniquely identify g
users and will authenticate th
claimed identity prior to granting
user access to the resourg
protected by the TOE. Th
Operational Environment  wil
provide measures to unique
identify all wusers and wil
authenticate the claimed identi
prior to granting any access to t
TOE.

OE.AUTH helps to mitigate
T.ACCESS by providing
lImeasures to uniquely identify
eand authenticate users throug
athe OS authentication.
es
e

ly

Ly
ne

=

O.PASSWORD The TOE will
enforce defined organization
password complexity
requirements.

O.PASSWORD (FIA_S0S.1)
alhelps to mitigate T.ACCESS b
ensuring that the system
passwords of accessors canng
be easily guessed or cracked.

—

T.ADMIN_ERROR A Directory
Administrator may incorrectly
install or configure the TOE, (¢
install a corrupted TOE resultin
in ineffective security
mechanisms.

0O.ROBUST_ADMIN_GUIDAN
CE The TOE will provide
rDirectory Administrators with the
gnecessary information for secu
delivery and management.

0O.ROBUST_ADMIN_GUID

ANCE (ALC_DEL.1,

> AGD_PRE.1, and

rédAGD_OPE.1) helps to mitigate
T.ADMIN_ERROR by
ensuring the Directory
Administrators have guidance
that instructs them how to
administer the TOE in a secur
manner and to provide the
Directory Administrator with
instructions to ensure the TOE
was not corrupted during the
delivery process. Having this
guidance helps to reduce the
mistakes that an Directory
Administrator might make that

1%

could cause the TOE to be
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Threat Objective Rationale

configured in a way that is
unsecure.

O.MANAGE The TOE will| O.MANAGE (FMT_MSA.1,
provide authorized Directory FMT_MSA.3, FMT_MTD.1,
Administrators and Administrative FMT_SMF.1, and

Users with the resources to manageMT_SMR.1) addresses

and monitor user accounts,T.ADMIN_ERROR by
resources, and security informatiprensuring only authorized
relative to the TOE. Directory Administrators and
Administrative Users can use
the provided resources for
managing and monitoring user
accounts, TOE resources and
security information relative to
the TOE.

T.AUDIT_COMPROMISE A | OE.SYSTIME The operating OE.SYSTIME is necessary for
malicious user or process mayenvironment will provide reliable the Audit logs to contain the
view audit records, cause audisystem time. accurate system time of event

records to be lost or modified, @fse = ESyS ™ The  Security] OE.FILESYS addresses
prevent future audit records fro ;
being recorded; thus masking T%gature.s offered by the underly|rgT.AUDIT_COMPROMISE py
user's action. Operating System protect the aydlensurmg th_at the TOE provide
files used by the TOE by requiringthe capability to protect the
authentication to the OS beforeaudit files used by the TOE.
reviewing audit files.
OE.AUTH The  Operational| OE.AUTH helps to mitigate
Environment will provide| T.AUDIT_COMPROMISE by
measures to uniquely identify gllproviding measures to uniquel
users and will authenticate thadentify and authenticate users
claimed identity prior to granting pthrough the OS authentication
user access to the resourges
protected by the TOE. The
Operational Environment  wil
provide measures to uniquely
identify all wusers and wil
authenticate the claimed identity
prior to granting any access to the
TOE.

T.MASK Users, whether they ateO.AUDIT The TOE will provide| O.AUDIT (FAU_GEN.1,
malicious or non-malicious, couldmeasures for recording securitfFAU_SEL.1(1), and

gain unauthorized access to theelevant events that will assist th&=AU_SEL.1(2)), addresses
TOE by bypassing identificationauthorized users in detectingl.MASK by providing the
and authentication misuse of the TOE and/or itsauthorized users with tools
countermeasures. security features that wouldnecessary to monitor user
compromise the integrity of theactivity to ensure that misuse
TOE and violate the securitythe TOE does not occur.
objectives of the TOE.
O.IDENTIFY The TOE will| O.IDENTIFY (FIA_ATD.1,
provide measures to uniquelyFIA UID.1) addresses
identify all users and will maintain T.MASK by limiting the ability
their original identity if they issue of users not fully authenticated
commands as a SuperUser in thiey the TOE.
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Threat Objective Rationale

environment.

OE.SYSTIME The operating OE.SYSTIME is necessary for
environment will provide reliable the Audit logs to contain the

system time. accurate system time of events.
OE.AUTH The  Operational| OE.AUTH helps to mitigate
Environment will provide| T.AUDIT_COMPROMISE by

measures to uniquely identify allproviding measures to uniquely
users and will authenticate theadentify and authenticate users
claimed identity prior to granting pthrough the OS authentication
user access to the resourges

protected by the TOE. The
Operational Environment  wil
provide measures to uniquely
identify all wusers and wil
authenticate the claimed identity
prior to granting any access to the
TOE.

T.MASQUERADE A wuser or| O.ACCESSThe TOE will provide]| O.ACCESS(FDP_ACC.1,
process may masquerade |ameasures to authorize users [tBDP_ACF.1, FIA_AFL.1,
another entity in order to gainaccess specified TOE resourgeBIA_UAU.1, and FIA_UAU.5)
unauthorized access to data |amnce the user has beemddresses T.ACCESS by
TOE resources. authenticated. User authorizatipmproviding the authorized users
is based on access rightsvith the capability to specify
configured by the authorized useraccess restrictions on the

of the TOE. protected TOE resources to
authenticated users.

Table 11-2: Threat to Objective Mapping

11.2 Security Functional Requirements Rationale

The following table provides a mapping with ratitn#o identify the security functional
requirement components that address the statedah@Environment objectives.

Security Functional
Components

Objective Rationale
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Security Functional

Objective Rationale
Components
O.ACCESS The TOE will| FDP_ACC.1 FDP_ACC.1 states the TSF shall
provide measures to authori ,>ubset access control enforce the Policy on Users to
users to access specified TQE access resources.
resources once the user haBDP_ACF.1 FDP_ACF.1 states the TSF shall

been authenticated. Us
authorization is based o

access rights configured by the

authorized users of the TOE.

ncontrol

eSecurity attribute based accessenforce the access control rules arf

policies to objects based on the
Resource Record and Accessor
Record.

FIA AFL.1
Authentication Failures

FIA_AFL.1 states that the TSF sha

provide a configured policy that will

deny users access if they have failed

to properly authenticate to the TOE

after a set number of attempts. Th
will then be locked out for a period
of time before being allowed

another attempt at authentication.

FIA_UAU.1
Timing of Authentication

FIA_UAU.1 states that the TSF

shall enforce the requirement that al

users must be fully authenticated
before performing TSF-mediated
operations on the TOE.

O.AUDIT The TOE will
provide measures fo
recording security relevar
events that will assist th
authorized users in detectin
misuse of the TOE and/or i
security features that woul
compromise the integrity o
the TOE and violate th
security objectives of th
TOE.

Audit data generation

=

T O H g P~

FIA_UAU.5 FIA_UAU.5 states that the TOE wi
Multiple Authentication provide mechanisms for users to
Mechanisms access the TOE to all for proper
authentication by those users.
FAU_GEN.1 FAU_GEN.1 states that the TSF

shall be able to generate an audit

record for the start-up and shutdown

of the audit functions and all
auditable events for the level of

audit. For each record, the TSF sha

record the date/time/type of
event/outcome of the event and
subject identity. Also, the TSF sha
generate audits based on the
configured audit files.

FAU_SEL.1(1)
User identity association

FAU_SEL.1(1) states that the TSF
shall be able to select what is
audited by the TOE based on tracg
level. These include: none, error,
dsa, Idap, warn, stats, query, time,
asn, stack, and fall.

FAU_SEL.1(2)
Audit Review

FAU_SEL.1(2) states that the TSF
shall be able to select what is
audited by the TOE based on whic
audit files have been configured.

These files include: summary, stat
guery, connect, update, cert, alert,

n.

warn, diag, time, SNMP, and Alarn
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Objective

Security Functional
Components

Rationale

O.IDENTIFY The TOE will
provide measures to unique
identify all users and wil
maintain their original identity
if they issue commands as
SuperUser in the environmen

FIA_UID.1

>}Jser Identification before Any

Action

a

FIA_UID.1 states that the TSF sha
allow users Read access to the
public repository based on user
policy configurations. This can be
disabled.

tFIA_ATD.1

User Attribute Definition

FIA_ATD.1 states that the TSF sha
maintain user attributes that are ug
for authentication. These attribute
allow for the unique identification g
users during their authentication.

i1

- U

O.MANAGE The TOE will
provide authorized Director
Administrators and
Administrative Users with thé

Y

y

FMT_MTD.1
Management of security
functions behaviour

FMT_MTD.1 states that the TSF
shall be able to search, query,
modify, and delete repository and

configuration file data based on role.

resources to manage a
monitor user accounts
resources, and securi
information relative to the
TOE.

"FMT_MSA.1

,Management of security

yattributes

FMT_MSA.1 states that the user
policy levied by the TOE allows for
querying, modification, and deletio
of access control rules by Directory
Administrators via the
Configuration Files.

FMT_MSA.3
Static attribute initialization

FMT_MSA.3 states the TSF shall

enforce the Access Control rules and

policies to provide restrictive defau
values for security attributes.

FMT_SMF.1
Specification of management
functions

FMT_SMF.1 states the TSF shall &
capable of performing the
management functions as describe
in Table 7-3: Global Group and
Group Authorization Attributes for
Administrative Users.

FMT_SMR.1
Security Roles

FMT_SMR.1 states that the TOE
will provide the ability to set roles
for security relevant authority as
well as to restrict the ability to
define and assign roles to authoriz
Administrative Users as well as to
view Directory data by those users
authorized to do so.

It

2d
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Objective

Security Functional
Components

Rationale

O.PASSWORD The TOE
will enforce defined
organizational passwor|
complexity requirements.

FIA_SOS.1 Verification of
Secrets

d

FIA_ SOS.1 states that the TSF sh
provide a mechanism to verify that
secrets meet password age, length
and composition requirements. Th
ensures that all passwords are
sufficiently complex for a secure
configuration.

O.SELF_PROTECTION

FPT_FLS.1

FPT_FLS.1 requires that the TSF

=

n

The TOE will preserve a Failure with preservation of shall preserve a secure state when a
secure state and ensure accessecure state failure of a DSA occurs.
control to resources when a
component of the TOE fails.
FRU FLT.1 FRU_FLT.1 ensures the operation
Degraded Fault Tolerance of access control to resources when
the DSA fails.
O.ROBUST_ADMIN_GUID | ALC_DEL.1 ALC _DEL.1 describes product
ANCE The TOE will provide | Delivery Procedures delivery and a description of all
Directory Administrators with procedures used to ensure objectives
the necessary information for are not compromised in the deliveny
secure delivery and process.
management.
AGD_PRE.1 AGD_PRE.1 documents the
Preparative Procedures procedures necessary and describes
the steps required for the secure
installation, generation, and start-up
of the TOE.
AGD_OPE.1 AGD_OPE.1 describes the proper
Operational User Guidance use of the TOE from a user
standpoint.
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Objective

Security Functional
Components

Rationale

OE.NOEVIL Administrative
Users of the TOE are no
careless, willfully negligent, or
hostile and will follow and

AGD_PRE.1
{Preparative Procedures

abide by the
provided by
documentation.

instructions
the guidanceAGD_OPE.1

AGD_PRE.1 documents the
procedures necessary and describ
the steps required for the secure
installation, generation, and start-u
of the TOE.

Operational User Guidance

AGD_OPE.1 describes the proper
use of the TOE from a user
standpoint.

OE.ADMIN One or
authorized
Administrators will
assigned to install, configu
and manage the TOE.

more
Directory
be

AGD_PRE.1
Preparative Procedures

e

AGD_PRE.1 documents the

procedures necessary and describes

the steps required for the secure
installation, generation, and start-u
of the TOE.

AGD_OPE.1
Operational User Guidance

AGD_OPE.1 describes the proper
use of the TOE from a user
standpoint.

Table 11-3: Security Functional Requirements Ratioale

11.3 EAL Justification

The threats that were chosen are consistent witlatetker of low attack potential,
therefore EAL3 augmented with ALC_FLR.1 was choerthis ST.

11.4 Requirement Dependency Rationale

Functional Component Dependency Included
No, in the evaluated
FAU GEN.1 FPT STM.1 conflgur_atlon the OS ig
e — - responsible for
providing time stamps
FAU_ GEN.1 Yes
(1)
FAU SEL.1A FMT_MTD.1 Yes
FAU_ GEN.1 Yes
FAU_SEL.1(2)
FAU SEL.L(2 FMT_MTD.1 Yes
FDP_ACC.1 FDP_ACF.1 Yes
FDP_ACC.1 Yes
FDP_ACE.1 FMT_MSA.3 Yes
FIA AFL.1 FIA_UAU.1 Yes
FIA_ATD.1 None N/A
FIA SOS.1 None N/A
FIA_ UAU.1 None N/A
FIA_UAU.5 None N/A
FIA_UID.1 None N/A
FDP_ACC.1 Yes
No, Not required if
EMT MSA.1 FDP_IFC.1 FDP_ACC.1is
S included
FMT_SMR.1 Yes
FMT_SMF.1 Yes
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Functional Component Dependency Included

FMT MSA.1 Yes
FMT_MSA.3 FMT_SMR.1 Yes

FMT_SMR.1 Yes
FMT_MTD.1 FMT_ SMF.1 Yes
FMT_SMF.1 None N/A
FMT_SMR.1 FIA UID.1 Yes
FPT FLS.1 None N/A
FRU FLT.1 FPT FLS.1 Yes

Table 11-4: Requirement Dependencies

11.5 Assurance Measures

The SARs for this evaluation have been chosen Isecthey are consistent with the
package claim of EAL3. CA Directory R12 SP3 is asgmented with ALC_FLR.1.

The following table identifies the SARs for this ST

Component

Document(s)

Rationale

ADV_ARC.1

Security Architecture
Design

TOE Design Specification for CA This document describes the

Directory R12 SP3

security architecture of the
TOE.

ADV_FSP.3

Functional Specification
with complete summary

Functional Specification
Document for CA Directory R12
SP3

This document describes the

functional specification of
the TOE with complete
summary.

ADV_TDS.2
Architectural Design

TOE Design Specification for CA
Directory R12 SP3.

\ This document describes the
architectural design of the
TOE.

AGD_OPE.1 » CA Directory Integration This document describes the
Operational User Guide R12 operational user guidance for
Guidance - CA Directory Administration | CA Directory.
Guide R12
» CA Directory Reference
Guide R12
AGD_PRE.1 « CA Directory Installation This document describes the
Preparative Procedures Guide R12 preparative procedures that
« CA Directory Releaseneed to be done prior to

Summary R12

installing CA Directory R12
SP3.

ALC _CMC.3
Authorizations Controls

CA Directory R12 Authorization
Controls v1

5 This document describes the
authorization controls for the
TOE.

ALC_CMS.3 CA Directory R12 CM Scope v1| These documents describe
CM Scope the CM scope of the TOE.
ALC_DEL.1 CA Directory R12 Delivery This document describes
Procedures v1 product delivery for CA
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Component

Document(s)

Rationale

Delivery Procedures

Directory and a description
of all procedures used to
ensure objectives are npt
compromised in the delivery
process.

ALC_DVS.1

Identification of Security
Measures

CA Directory R12 Identificatior

of Security Measures v1

This document provides &an
identification of  security
measures for the TOE.

ALC_LCD.1
Life-Cycle Definition

CA Directory R12 Life-Cycle

Definition v1

This document provides the
life-cycle definition of the
TOE.

ASE_CCL.1
Conformance Claims

CA Directory R12 SP3 Security

Target v3.0

This document describes the
CC conformance claims
made by the TOE.

ASE_ECD.1

Extended Components
Definition

CA Directory R12 SP3 Security

Target v3.0

This document provides |[a
definition for all extended
components in the TOE.

ASE_INT.1 CA Directory R12 SP3 Security | This document describes the
Security Target Target v3.0 Introduction of the Security
Introduction Target.

ASE_OBJ.2 CA Directory R12 SP3 Security | This document describes a

Security Objectives

Target v3.0

of the security objectives fa
the TOE.

=

ASE_REQ.2
Security Requirements

CA Directory R12 SP3 Security

Target v3.0

This document describes all
of the security requirements
for the TOE.

ASE_SPD.1 CA Directory R12 SP3 Security | This document describes the
Security Problem Target v3.0 security problem definition
Definition of the Security Target.
ASE_TSS.2 CA Directory R12 SP3 Security | This document describes the
TOE Summary Target v3.0 TSS section of the Security
Specification Target.

ATE_COV.2 CA Directory R12 Analysis of | This document provides an

Analysis of Coverage

Coverage v1.0

analysis of coverage for the
TOE.

ATE_DPT.1
Basic Design

CA Directory R12 Basic Design

v1.0

This document describes the
basic design of the TOE.

Table 11-5: Assurance Requirements Evidence

Booz Allen CCTL & CA

Page 73



