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1 Security Target Introduction

This section identifies the Security Target (STarget of Evaluation (TOE) identification, ST contiens, ST
conformance claims, and the ST organization. Tam@at of Evaluation is InterSystems Caché v5.1®@®2and
will hereafter be referred to as the TOE throughbist document.

1.1 Purpose

This ST contains the following sections to providepping of the Security Environment to the Security
Requirements that the TOE meets in order to remdinanish, or mitigate the defined threats:

1.2 Security Target, TOE and CC Identification and

Security Target Introduction (Section 1) — Providelsrief summary of the content of the ST and dlessr
the organization of other sections of this document

TOE Description (Section 2) — Provides an overviginthe TOE security functions and describes the
physical and logical boundaries for the TOE.

Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE tand i
environment.

Security Objectives (Section 4) — Identifies thewd#y objectives that are satisfied by the TOE dsd
environment.

Security Requirements (Section 5) — Presents theribe Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE aritleby OE’s environment.

TOE and TOE Environment Summary Specification (i8add) — Describes the security functions provided
by the TOE to satisfy the security requirements @njéctives.

Protection Profile Claims (Section 7) — Provides ittentification of any ST Protection Profile (R#ims

as well as a justification to support such claims.

Rationale (Section 8) — Presents the rationaletlier security objectives, requirements, and the TOE
summary specifications as to their consistency,metaness, and suitability.

Acronyms (Section 9) — Defines the acronyms uselimvthis ST.

Conformance

Table 1 - ST, TOE, and CC Identification and Confor mance

ST Title
ST Version

Author

TOE |dentification

Common Criteria (CC)

Identification and
Conformance

PP Identification
Evaluation Assurance
Level
Keywords

InterSystems Corporation Caché v5.1.0.826.0 Security Target

Version 1.1

Corsec Security, Inc.
Nathan S. Lee

InterSystems Caché v5.1.0.826.0

Common Criteria for Information Technology Security Evaluation, Version 2.2 Revision
326, December 2004 (aligned with ISO/IEC 15408:2004); Interpretation 1-0414: Site-
Configurable Prevention Of Audit Loss has been applied to this evaluation. This
evaluation is Part 2 extended, Part 3 conformant, and EAL3 conformant.

None

EAL3

Database, DB, DBMS, SQL, Caché, InterSystems

InterSystems Caché v5.1.0.826.0
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1.3 Conventions, Acronyms, and Terminology

1.3.1 Conventions

There are several font variations used within 8ils Selected presentation choices are discussedtherid the
Security Target reader.

The CC allows for several operations to be perfarme security requirements: assignment, refinemsaigction
and iteration. All of these operations are usetthiwithis ST. These operations are presenteckisdme manner in
which they appear in Parts 2 and 3 of the CC wighfbllowing exceptions:

» Completed assignment statements are identifiedydalicized text within brackels

» Completed selection statements are identified Usinderlined italicized text within brackéts

» Refinements are identified usimgld text. Any text removed is stricken (Example-FSFDatad should
be considered as a refinement.

» lIterations are identified by appending a letteparentheses following the component title. Fomexa,
FAU_GEN.1(a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.2 Acronyms

The acronyms used within this ST are describecenti®n 9 — “Acronyms.”

InterSystems Caché v5.1.0.826.0 Page 7 of 65
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2 TOE Description

This section provides a general overview of the T&8EnN aid to understanding the general capabibtiel security
requirements provided by the TOE. The TOE dedonpprovides a context for the TOE evaluation bgnitifying
the product type and describing the evaluated gardkion.

2.1 Product Type

The TOE is a post-relational database softwarerproghat uniquely offers three integrated data ss@gtions
which can be used simultaneously on the same databust object database, high performastractured Query
Language (SQL), and rich multidimensional access. No magpis required between object, relational, and
multidimensional views of data, resulting in hugeiags in both development and processing timeh€amnables
rapid Web application development, extraordinagnsaction processing speed, massive scalabilityreal-time
gueries against transactional data.

Figure 1 below shows the details of the deployneenfiguration of the TOE:

The World Enterprise

Internet

Firejvall(s)

LAN

Web Server

Corporate

Network
Client

h E Management Clients
Kerbero i

KDC Caché

Figure 1 - Deployment Configuration of the TOE
2.2 Product Description

2.2.1 Caché Architecture Overview

The TOE is a high performance, massively scalalgst-pelational database system designed to enaipliel r
application development. Caché stores data inidménsional form, which ensures that Caché dediviegh
performance even under heavy loads or running ssidapable hardware platforms. Data stored witlenT OE is

InterSystems Caché v5.1.0.826.0 Page 8 of 65
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accessible through a wide variety of connectiomnetogies, which promotes both openness and rggtication
development because developers can work with famiieadily-available tools.

2.2.2 The Multidimensional Data Engine

Unlike relational databases, which force data in-thmensional tables, Caché stores data in mulédsional
arrays. In addition to enabling realistic data elod), multidimensional arrays allow faster accbesause they
eliminate the processing overhead associated wathie¢-hopping” and “joins” that typify relationadhnology.

Although data is stored in multidimensional forraoBé gives developers the freedom to model thedr alay way
they choose: as objects, as tables, or as multidiimeal arrays. Caché comes with an easy-to-usghgr user
interface for creating Caché Objects. It can alszept input from Rational Rose (an object modetid) and Data
Definition Language (DDL) files (the standard fafiching relational tables).

By virtue of the Unified Data Architecture of Cacla#l data is automatically accessible as bothaibjand tables.
There is never a need to “map” from one form todtteer, and no processing overhead required toezbbetween
forms. The Unified Data Architecture increaseshlmoductivity and performance.

Caché also allows choices when it comes to datadmagdousiness logic scripting. Caché ObjectSatippports all
data access methods: objects and multidimensianaysa Caché Basic is similar to Visual Basic,hwit few
modifications to take advantage of unique Cachélgiipes.

2.3 Product Security Architecture
Caché provides security in three “regions”:

» Outside of Caché;
* Inside of Caché; and
» Within a Caché Application.

These “regions” are show in Figure 2 below:

Application

Figure 2 - Security Regions

The first “region” of security is outside of Cach&ecurity threats that arise outside of Cachéudelattempts to
steal Cache database files or to eavesdrop on rletwansmissions. Security in this region is eoéat by the
information technology (IT) environment.

InterSystems Caché v5.1.0.826.0 Page 9 of 65
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The second “region” of security is inside of Cachghis region of security is concerned with ensgirihat only
authorised users can use Caché itself, that orttyoemed services are available to authorised usard that only
authorised users can use a Caché application. ri§ecuthis region is enforced by Caché itself ailt-in Caché
security facilities (i.e. restricting/granting assgo Caché utilities).

The third “region” of security is within a Caché plation. A Caché Application is an applicationitten by the
user which runs inside of Caché and uses servitgeslata provided by Caché. This region of secisitgoncerned
with ensuring that users can only use the portadrthe Application for which they have been auteed. Security
in this region is enforced by the Application; CAatmpowers Application developers to build securitp their

Applications by providing infrastructure that thegn use to control access to Application abilities.

2.4 TOE Boundaries and Scope

This section will primarily address what physicatidogical components of the TOE are included ialeation.

2.4.1 Physical Boundary

Figure 3 below illustrates the physical scope &edpthysical boundary of the overall solution aed together all of
the components of the TOE and the constituentseoTOE Environment.

The TOE is software (comprising multiple file libies and executables). The TOE is installed oeraes that
resides in the IT environment as depicted in Figdineelow. The server hosting the TOE must run ohéhe
following three operating systems:

*  Windows Server 2003
» OpenVMS for Alpha version 8.2
* Red Hat Enterprise Linux AS (Intel 32-bit) Versién

Both the server hardware and the server operayistgis are excluded from the TOE.

InterSystems Caché v5.1.0.826.0 Page 10 of 65
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Enterprise
Legend:
! TOE Boundary l. ¢ s o e o e emm—
- — = e | Caché Software |
| Operating System _ | Workstations
The World
— h
Internet i
Cachg, \ <
$S
LAN Corporate
Servers

Firewall(s) k

Web Server
Management Clients
Network Kerbero
Client KDC

Figure 3 - Physical TOE Boundary

2.4.2 Logical Boundary

The logical boundary of the TOE is shown in Figdrbelow, and includes the Caché software compomanhot
the underlying operating system (OS).

It is worth noting that Figure 4 shows several comgnts labeled “Caché,” each within a separate HGdnhdary.
These components are separate instantiations of@e software running on the same physical sermdran the
same underlying OS, but they have no direct relatigp or interaction with each other. The TOE ransrocess
called the “Super Server” which listens for incomioonnections and creates a new instance of Caxrhéath
active connection. After initial start-up, the 8uBerver has no interaction with any instanceah@. The Super
Server is outside the TOE boundary. There canupgerous instantiations of the TOE running on theesaerver,
and each instantiation is independent of the others

InterSystems Caché v5.1.0.826.0 Page 11 of 65
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Enterprise
r ——————————— - @ — = == = = = -
| ! | | | . |
I Caché | | I Caché I | Caché I
______ I = a4 [
Super Server
Operating System
Legend:
§\: I TOE Boundary I
LAN o . 1
™
| U
Caché

Figure 4 - Logical TOE Boundary

The logical boundary of the TOE embodies secutitycfions that it implements. These TOE securitycfions are
usefully grouped under the following Security FuoetClasses:

» Class FAU: Security Audit

» Class FDP: User Data Protection

» Class FIA: Identification and Authentication
» Class FMT: Security Management

* Class FPT: Protection of the TSF

Please refer to Section 6.1 for descriptions aféh®ecurity Function Classes.

2.4.3 Physical/Logical Features and Functionality N ot Included in the Evaluated
Configuration of the TOE

The following features and functionality are nottp the evaluated configuration of the TOE:

» Caché Applications written by the end-user

InterSystems Caché v5.1.0.826.0 Page 12 of 65
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3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It piesithe statement of the TOE security environmehich
identifies and explains all:

« Assumptions about the secure usage of the TORidimg} physical, personnel and connectivity aspects
» Known and presumed threats countered by eitheF @t or by the security environment
» Organizational Security Policies (OSPs) with whilsé TOE must comply

3.1 Assumptions

This section describes the security aspects ofritended environment for the evaluated TOE. Theragonal
environment must be managed in accordance witlrasse requirement documentation for delivery, opemaand
user guidance. The following specific conditioms sequired to ensure the security of the TOE archasumed to
exist in an environment where this TOE is employed.

Table 2 - Assumptions

Assumption Name Assumption Description

A. NO_EVIL Authorised administrators are non-hostile, appropriately trained and follow all
administrator guidance.

A.PHYSICAL It is assumed that appropriate physical security is provided within the domain for
the value of the IT assets protected by the TOE and the value of the stored,
processed, and transmitted information.

A.NO_GENERAL_PURPOSE | There are no general-purpose computing capabilities (e.g., compilers or user
applications) available on Database Management System (DBMS) servers, other
than those services necessary for the operation, administration and support of the
DBMS.

A.ROBUST_ENVIRONMENT | Itis assumed that the IT environment is at least as robust as the TOE.

A.SECURE_COMMS It is assumed that the IT environment will provide components to support secure
data communications.

3.2 Threats to Security

This section identifies the threats to the IT assgfainst which protection is required by the T@bBythe security
environment. The threat agents are divided inteetitategories:

» Attackers who are not TOE users: they have pulimedge of how the TOE operates and are assumed to

possess a low skill level, limited resources terafOE configuration settings/parameters and ncsighl
access to the TOE.

» TOE users: they have extensive knowledge of howtbE operates and are assumed to possess a High ski

level, moderate resources to alter TOE configunasiettings/parameters and physical access to the TO
(TOE users are, however, assumed not to be willhudistile to the TOE.)

» TOE developers: they have extensive knowledge e@firther workings of the TOE and how it operates and

are assumed to possess a high skill level and res®to modify the TOE during development.

The first two threats are assumed to have a lowllef motivation. TOE developers have high mofwatto
prevent attacks on the TOE. The IT assets regupiotection are the user data saved on or transitj through
the TOE and the hosts on the protected networkmd®al and mitigation of the threats are achievedugh the
objectives identified in Section 4.
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Table 3 - Threats

Threat Name Threat Description

T. ADMIN_ERROR

An authorised administrator may incorrectly install or configure the TOE
resulting in ineffective security mechanisms.

T.AUDIT_COMPROMISE

A process or user may cause audit data to be inappropriately accessed (viewed,
modified or deleted), or prevent future records from being recorded, thus
masking an attacker’s actions.

T.INSECURE_DELIVERY

The authorized administrator may receive the delivered TOE without the
appropriate installation guidance, resulting in the improper installation or
configuration of the TOE.

T.INSECURE_START

An authorized administrator may configure the TOE in such a way that a reboot
will result in insecure state of the TOE.

T.MASQUERADE

An unauthorised user, process, or external IT entity may masquerade as an
authorised entity to gain access to data or TOE resources.

T.POOR_DESIGN

The TOE developers may cause unintentional or intentional errors in the
requirement specification, design, or development of the TOE.

T.POOR_IMPLEMENTATION

The TOE developers may cause unintentional or intentional errors while
implementing the design of the TOE.

T.POOR_TEST Lack of or insufficient testing by the TOE developers to demonstrate that all
TOE security functions operate correctly (including in a fielded TOE) may result
in incorrect TOE behavior being undiscovered thereby causing potential security
vulnerabilities.

T.SYSACC A malicious process or user may gain unauthorised access to the authorized

administrator account, or that of other trusted personnel.

T.TSF_COMPROMISE

A malicious user or process may cause configuration data to be inappropriately
accessed (viewed, modified or deleted).

T.UNATTENDED_SESSION

A user may gain unauthorized access to an unattended session.

T.UNAUTH_ACCESS

A user may gain unauthorized access (view, modify, delete) to user data.

T.UNDETECTED_ACTIONS

Users of the IT operating system may perform unauthorized actions which are
not detected and recorded by the IT operating system.

T.UNIDENTIFIED_ACTIONS

The authorized administrator may fail to identify and act upon unauthorised
actions.

3.3 Organizational Security Policies

There are no Organizational Security Policies djgetfor the TOE.
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment.

The shcobjectives

identify the responsibilities of the TOE and itsyiganment in meeting the security needs.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE aréadisws:

Table 4 - TOE Security Objectives

TOE Objective Description

O.ACCESS

The TOE will ensure that users gain only authorised access to it and to the
resources that it controls.

O.ADMIN_GUIDANCE

The TOE will provide authorised administrators with the necessary information for
secure management of the TOE.

O.ADMIN_ROLE

The TOE will provide authorised administrator roles to isolate administrative actions.

O.AUDIT_GENERATION

The TOE will provide the capability to detect and create records of security relevant
events associated with users.

O.AUDIT_PROTECTION

The TOE will provide the capability to protect audit information.

O.AUDIT_REVIEW

The TOE will provide the capability to selectively view audit information, and alert the
authorised administrator of identified potential security violations.

O.DISCRETIONARY_ACCESS

The TOE will control access to resources based upon the identity of users or groups
of users.

O.INSTALL The TOE will be delivered with the appropriate installation guidance to establish and
maintain TOE security.
O.MANAGE The TOE will provide all the functions and facilities necessary to support the

authorised administrators in their management of the security of the TOE.

O.INTERNAL_TOE_DOMAINS

The TOE Security Function (TSF) will maintain internal domains for separation of
data and queries belonging to concurrent users.

O.PROTECT

The TOE will provide mechanisms to protect user data and resources.

O.SOUND_DESIGN

The TOE will be designed using sound design principles and techniques. The TOE
design, design principles and design techniques will be adequately and accurately
documented.

O.SOUND_IMPLEMENTATION

The implementation of the TOE will be an accurate instantiation of its design.

O.TESTING

The TOE will undergo developer and independent testing that includes test
scenarios and results.

O.TRAINED_USERS

The TOE will provide authorised users with the necessary guidance for secure use
of the TOE, to include secure sharing of user data.

O.USER_AUTHENTICATION

The TOE will verify the claimed identity of users.

O.USER_IDENTIFICATION

The TOE will uniquely identify users.
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4.2 Security Objectives for the Environment

4.2.1 IT Security Objectives
The following IT security objectives are to be si¢id by the environment:

Table 5- Environmental IT Security Objectives

IT Environmental Objective Description

OE. NO_GENERAL_ PURPOSE There will be no general-purpose computing capabilities (e.g., compilers or
user applications) available on DBMS servers, other than those services
necessary for the operation, administration and support of the DBMS.

OE.TIME The IT environment will provide a time source that provides reliable time
stamps.
OE.SECURE_COMMS The IT environment will provide a secure line of communications between the

remote user and the TOE.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectvare to be satisfied without imposing technicgureements
on the TOE. That is, they will not require the lerpentation of functions in the TOE software. Thigy will be
satisfied largely through application of procedwahdministrative measures.

Table 6 - Environmental Non-IT Security Objectives

Non-IT Environmental Objective Description

OE.NO_EVIL Sites using the TOE shall ensure that authorised administrators are non-hostile,
appropriately trained and follow all administrator guidance.

OE.CONFIG The TOE will be installed, configured, managed and maintained in accordance
with its guidance documentation and applicable security policies and procedures

OE.PHYSICAL Physical security will be provided within the domain for the value of the IT assets
protected by the TOE and the value of the stored, processed, and transmitted
information.

OE.ROBUST_ENVIORNMENT The IT environment that supports the TOE for enforcement of its security
objectives will be of at least the same level of robustness as the TOE.

OE.SELF_PROTECTION IT environment and its assets will be protected from external interference,
tampering or unauthorised disclosure.
OE.TOE_PROTECTION The IT environment will provide protection to the TOE and its assets from

external interference or tampering.

OE.TRUST_IT Each IT entity the TOE relies on for security functions will be installed,
configured, managed and maintained in a manner appropriate to the IT entity,
and consistent with the security policy of the TOE and the relationship between
them.
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5 Security Requirements

This section defines the SFRs and SARs met by @E &@s well as SFRs met by the TOE IT environméiitese
requirements are presented following the conventidantified in Section 1.3.1.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. Beigtion organizes the SFRs by CC class. Tablentifées all
SFRs implemented by the TOE.

Table 7 - TOE Security Functional Requirements

SFR I|dentifier SFR Name

FAU_GEN.1 Audit data generation

FAU_GEN.2 User identity association

FAU_SAR.1 Audit review

FAU_SAR.2 Restricted audit review

FAU_SAR.3 Selectable audit review

FAU_SEL.1 Selective audit

FAU_STG.1 Protected audit trail storage
FAU_STG.NIAP-0414 | Site-Configurable Prevention of Audit Loss
FDP_ACC.1 Subset access control

FDP_ACF.1 Security attribute based access control
FIA_AFL.1 Authentication failure handling

FIA_ATD.1 User attribute definition

FIA_SOS.1 Verification of secrets

FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action
FMT_MOF.1 Management of security functions behaviour
FMT_MSA.1 Management of security attributes
FMT_MSA.2 Secure security attributes

FMT_MSA.3 Static attribute initialisation
FMT_MTD.1(1) Management of TSF data (audit events)
FMT_MTD.1(2) Management of TSF data (audit records)
FMT_MTD.1(3) Management of TSF data (user authentication data)
FMT_REV.1(1) Revocation (user attributes)
FMT_REV.1(2) Revocation (subject, object attributes)
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FPT_ITD_EXP.1 SFP domain separation

FPT_RVM.1(1) Non-bypassability of the TSP
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Section 5.1 contains the functional components fribwe CC Part 2 with the operations completed. Far t
conventions used in performing CC operations pleafes to Section 1.3.1.

5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
FAU_GEN.1.1
Refinement: The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable eventdjsted in Table 8, for the[not specified]level of audit; and
c) [Start-up and shutdown of the DBMS;

d) Use of special permission (e.g., those ofterd use authorised administrators to circumvent access
control policies);

e) Any standard audit report is run;

f) The list of events being audited is changed;

g) Audit records are erased or deleted;

h) The definition of a user, application, or rokedreated, changed, or deleted].
FAU_GEN.1.2

The TSF shall record within each audit record astehe following information:

a) Date and time of the event, type of event, suibgentity, and the outcome (success or failuffethe
event; and

b) For each audit event type, based on the audigal@nt definitions of the functional componentduded
in the PP/ST,the items listed in Table 8.]

Dependencies: FPT_STM.1 Reliabletime stamps

Table 8 - Auditable Events

Security Functional Requirement Auditable Event(s) Additional Audit Record Contents
FAU_SAR.1 None
Audit review
FAU_SAR.2 None

Restricted Audit Review

FAU_SAR.3 None
Selectable Audit Review
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Security Functional Requirement

Auditable Event(s)

Additional Audit Record Contents

FAU_SEL.1
Selective audit

All modifications to the audit
configuration that occur while the
audit collection functions are
operating.

FAU_STG.1
Protected audit trail storage

None

FAU_STG.NIAP-0414
Site-Configurable Prevention of Audit
Loss

Actions taken due to the audit storage
failure. Selection of an action to be
taken when there is an audit storage
failure.

FDP_ACC.1 None
Subset access control
FDP_ACF.1 Successful requests to perform an

Security attribute based access
control

operation on an object covered by the
Security Function Policy (SFP).

FIA_AFL.1
Authentication failure handling

The reaching of the threshold for the
unsuccessful authentication attempts
and the actions (e.g., disabling of a
terminal) taken and the subsequent, if
appropriate, restoration to the normal
state (e.g., re-enabling of a terminal).

FIA_ATD.1 None

User attribute definition

FIA_SOS.1 Rejection by the TSF of any tested

Verification of secrets secret.

FIA_UAU.2 Unsuccessful use of the Identity of the user or authorised

User authentication before any action

authentication mechanism.

administrator that entered the
incorrect authentication data, but not
the incorrect authentication data itself.

FIA_UID.2
User identification before any action

Unsuccessful use of the user
identification mechanism, including
the user identity provided.

Identification information entered.

FMT_MOF.1 None

Management of security functions

behavior

FMT_MSA.1 None

Management of security attributes

FMT_MSA.2 All offered and rejected values for a
Secure security attributes security attribute.

FMT_MSA.3 None

Static attribute initialization

FMT_MTD.1 None

Management of TSF data

FMT_REV.1 Unsuccessful revocation of security
Revocation attributes.

FMT_SMF.1 None

Specification of management
functions
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Security Functional Requirement Auditable Event(s) Additional Audit Record Contents
FMT_SMR.1 Modifications to the users that are
Security roles part of a role.

FPT_RVM.1 None
Non-bypassability of the TSP
FPT_ITD_EXP.1 None
Internal TOE domains

FPT_SEP.1 None
TSF domain separation

FPT_STM.1 None
Reliable time stamps

FAU_GEN.2 User identity association
Hierarchical to: No other components.
FAU_GEN.2.1
The TSF shall be able to associate each audiéadelet with the identity of the user that causedetent.

Dependencies. FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU SAR.1 Audit review
Hierarchical to: No other components.
FAU SAR.1.1

The TSF shall provideauthorised usetswith the capability to reada]l database audit informatigrfrom
the audit records.

FAU_SAR.1.2

Refinement: The TSF shall provide the audit records in a marsutable for theauthorised userto
interpret the information.

Dependencies. FAU_GEN.1 Audit data generation

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
FAU_SAR.2.1

The TSF shall prohibit all users read access tatlut records, except those users that have heerted
explicit read-access.
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Dependencies:

FAU_SAR.1 Audit review

FAU_SAR.3 Selectable audit review

Hierarchical to: No other components.

FAU_SAR.3.1

Refinement: The TSF shall provide the ability to perforsehrchingand/or, sorting,] of audit data based

on
[2)

b)
c)
d)
e)
f)
9)
h)
i)
)
k)
1)
m)

Dependencies:

User identity;

Date of event;

Time of event;

Type of event;

Event status (success/failure);
Event source;

Event data;

Process ID which logged the event;
User roles;

Routine that was being executed by the procésnuwhe event was logged,;
Client's IP address;

Client’'s application identifier;
Free-test description of event].

FAU_SAR.1 Audit review

FAU _SEL.1 Selective audit

Hierarchical to: No other components.

FAU_SEL.1.1

The TSF shall be able to include or exclude autiitalvents from the set of audited events baseden t
following attributes:

a) [ object identity, user identity, event type

b) [success of auditable security events, faildrawaitable security events]

Dependencies:

FAU_GEN.1 Audit data generation, FMT_M TD.1 Management of TSF data
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU_STG.1.1

Refinement: The TSF shall restrict the deletion of audit records in the audit trail to the authorised
administrator.

FAU STG.1.2
The TSF shall be able tprevent unauthorised modifications to the audit recordthie audit trail.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.NIAP-0414 Site-Configurable Prevention of Audit L oss

Hierarchical to: FAU_STG.4.

FAU_STG.NIAP-0414.1
The TSF shall provide the authorized administrater capability to select one or more of the follogyi
actions to be taken if the audit trail is full: oweite the oldest stored audit records, alert ththerized
administrator.

FAU_STG.NIAP-0414.2

The TSF shall overwrite the oldest stored audibrés and alert the authorized administrator if dlieit
trail is full and no other action has been selected

Dependencies. FAU_STG.1 Protected Audit Trail Storage, FMT_MTD.1 Management of TSF Data
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5.1.2 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1

The TSF shall enforce th®ijscretionary Access Contropolicy ] on [all subjects, all DBMS-controlled
objects and all operations among tHem

Dependencies. FDP_ACF.1 Security attribute based access control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1

The TSF shall enforce th®iscretionary Access Control policio objects based on the following: [

a) the authorized user identity associated withubject, and
b) access operations implemented for DBMS-contiadlgiects].
FDP_ACF.1.2

Refinement: The TSF shall enforce the following rules to detiee if an operation among controlled
subjects andBM S-controlled objects is allowed: |

The Discretionary Access Control policy mechanisialiseither by explicit authorized user action loy
default, provide that database management systemratied objects are protected from unauthorized
access according to the following ordered rules:

1) If the requested mode of access is permittédaibauthorized user, permit access.
2) Else deny access].
FDP_ACF.1.3

Refinement: The TSF shall explicitly authorise access of sciisjéo DBM S-controlled objects based on
the following additional rules:Authorized administrators must follow the abovdestaDiscretionary
Access Control policy, except after starting theETi® emergency recovery mode].

FDP_ACF.14

The TSF shall explicitly deny access of subjectstjects based on thedng.

! Discretionary Access Control is often abbreviaaedDAC”.

InterSystems Caché v5.1.0.826.0 Page 23 of 65
© 2007 InterSystems Corporation — Confidential and Proprietary



Security Target, Version 1.1 2 January 2007

Dependencies. FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributeinitialization
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5.1.3 Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.

Interpretation Note: The following element was nfiedi per Common Criteria Interpretations ManagemBoard
(CCIMB) Interpretation 111.

FIA_AFL.11

The TSF shall detect wher[a[ configurable integer within a range chosen bye tlauthorized
administratof unsuccessful authentication attempts occur rélatdall user authentication processes].

FIA_AFL.1.2

When the defined number of unsuccessful authdiditattempts has been met or surpassed, the T8IF sh
[prevent the [entity requesting authorizatiofijom performing activities that require authentication until
an action istaken by the authorized administrator].

Application Note: The %All role is excluded frohetFIA AFL.1.2 requirement in order to prevent dérof
access. FIA_AFL.1 does not apply when Kerberosemiication is being performed.

Dependencies. FIA_UAU.1 Timing of authentication

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
FIA_ATD.1.1

The TSF shall maintain the following list of sed¢ymttributes belonging to individual users: [

a) Database user identifier;

b) Security-relevant database roles; and

C) Timestamp of most recent successful login ¢foally authenticated sessions);

d) Device used for most recent successful loginigfmally authenticated sessions);

e) Service used for most recent successful logimd€ally authenticated sessions);

f) Number of invalid login attempts (for locallythenticated sessions);

0) Timestamp of most recent invalid login attenfiqt lpcally authenticated sessions);

h) Service of most recent invalid login attempt [ézally authenticated sessions);

i) Device used for most recent invalid login attertipr locally authenticated sessions);
)] Error thrown for most recent invalid login attgain(for locally authenticated sessions)].

Dependencies: No dependencies

InterSystems Caché v5.1.0.826.0 Page 25 of 65
© 2007 InterSystems Corporation — Confidential and Proprietary



Security Target, Version 1.1 2 January 2007

FIA_ SOS.1 Verification of secrets
Hierarchical to: No other components.
FIA_SOS1.1
Refinement: The TSF shall provide a mechanism to verify tle&trsts meethe following [

a) For each attempt to use the authentication meisma, the probability that a random attempts will
succeed is less that one in 5%1@nd

b)Any feedback given during an attempt to use ththemtication mechanism will not reduce the
probability below the above metrics].

Dependencies: No dependencies

FIA_ UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1
FIA_UAU.2.1

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies. FIA_UID.1 Timing of identification

Dependencies: No dependencies

FIA_UID.2 User identification beforeany action
Hierarchical to: FIA_UID.1
FIA_UID.2.1

The TSF shall require each user to identify itbelfore allowing any other TSF-mediated actions einaltf
of that user.

Dependencies: No dependencies
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5.1.4 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability talifable and enablethe functions felating to the specification of
events to be auditgtb [the authorized administratdrs

Dependencies. FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.
FMT MSA.1.1

Refinement: The TSF shall enforce th®iscretionary Access Control polikyo restrict the ability to
[managéthe security attributesf database user s to [authorized administrators].

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_M SA.2 Secure security attributes
Hierarchical to: No other components.
FMT MSA.21
The TSF shall ensure that only secure values aepéed for security attributes.
Dependencies. ADV_SPM.1 Informal TOE security policy model
[FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3 Static attributeinitialisation
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce th®iscretionary Access Control policto provide festrictivd default values for
security attributes that are used to enforce tHe. SF
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FMT_MSA.3.2

The TSF shall allow theajithorized administratgrto specify alternative initial values to overridee
default values when an object or information isated.

Dependenciess. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MTD.1(1) Management of TSF data (audit events)
Hierarchical to: No other components.
FMT_MTD.1.1

The TSF shall restrict the ability toinflude or exclude] the [auditable eventsto [authorised
administrator$.

Dependencies. FMT_SMF.1 Specification of management functionsFMT_SMR.1 Security roles

FMT_MTD.1(2) Management of TSF data (audit records)
Hierarchical to: No other components.
FMT_MTD.1.1
The TSF shall restrict the ability tgdery and cledrthe [audit record$ to [the authorised administratofs

Dependencies. FMT_SMF.1 Specification of management functionsFMT_SMR.1 Security roles

FMT_MTD.1(3) Management of TSF data (user authentication data)
Hierarchical to: No other components.
FMT _MTD.11

The TSF shall restrict the ability teef and reset] the [user authentication dajato [the authorised
administrator$.

Dependencies. FMT_SMF.1 Specification of management functions FMT_SM R.1 Security roles

FMT_REV.1(1) Revocation (user attributes)
Hierarchical to: No other components.
FMT_REV.1.1

The TSF shall restrict the ability to revoke setyuaittributes associated with thesgrg within the TSC to
[the authorised administratofs

FMT_REV.1.2
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The TSF shall enforce the rulemhg.

Dependenciess. FMT_SMR.1 Security roles

FMT_REV.1(2) Revocation (subject, object attributes)
Hierarchical to: No other components.
FMT_REV.1.1

The TSF shall restrict the ability to revoke setyuattributes associated with thsupjects and objedts
within the TSC tothe authorised administratdrs

FMT_REV.1.2
The TSF shall enforce the ruleshg.

Dependenciess. FMT_SMR.1 Security roles

FMT_SMF.1 Specification of management functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayvecurity management functionasgr management;
audit management; database management; and diso@ly access control managemnient

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1

The TSF shall maintain the roles [

a) authorised administrator; and
b) Operator (user);
C) SQL (user)].

FMT_SMR.1.2

The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.5 Class FPT: Protection of the TSF

FPT_ITD_EXP.1 SFP domain separation
Hierarchical to: No other components.
FPT_ITD_EXP.1.1
The TSF shall enforce separation between the sgdoimains of subjects in the TOE Scope of Control.

Dependencies. No dependencies

FPT_RVM.1() Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1(1).1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function mvithi
the TSC is allowed to proceed.

Dependencies. No dependencies
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5.2 Security Functional Requirements on the IT Envi  ronment

The TOE has the following security requirementsif®tT environment. The stated SFRs on the ITiEemment of
the TOE presented in this section have been drewm &nd are conformant to Part 2 of the CC Ver2i@n

Table 9 - IT Environmental Security Functional Requ  irements
ID Functional Component

FPT_RVM.1(2) |Non-bypass ability of the TSP
FPT_SEP.1 TSF domain separation

FPT_STM.1 Reliable time stamps

FPT_RVM.1(2) Non-bypassability of the TSP
Hierarchical to: No other components.

FPT_RVM.1(2).1 Refinement: Thehost OS security functions shall ensure thdtost OS security policy
enforcement functions are invoked and succeed &efach function within thecope of control of the
host OSis allowed to proceed.

Dependencies: No dependencies

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.

FPT_SEP.1.1 Refinement: The security functions of the host OS shall maintain a security domain for its own
execution that protects it from interference amdgaring by untrusted subjects.

FPT_SEP.1.2 Refinement: Thesecurity functions of the host OS shall enforce separation between the security
domains of subjects in tleeope of control of the host OS.

Dependencies. No dependencies

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.

FPT_STM.1.1 Refinement: Thesecurity functions of the host OS shall be able to provide reliable time stamps
for its own usend for the TOE.

Dependencies. No dependencies
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5.3 Assurance Requirements

This section defines the EAL3 assurance requiresnientthe TOE. Assurance requirements are tal@n the CC
Part 3 and are summarized in Table 10 below.

Table 10 - Assurance Requirements

Assurance Requirements

Class ACM: Configuration management | ACM_CAP.3 Authorisation controls
ACM_SCP.1 TOE CM coverage

Class ADO: Delivery and operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV: Development ADV_FSP.1 Informal functional specification

ADV_HLD.2 Security enforcing high-level design

ADV_RCR.1 Informal correspondence demonstration

Class AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Class ALC : Life Cycle Support ALC_DVS.1 Identification of security measures

Class ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_MSU.1 Examination of guidance

AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.1 Developer vulnerability analysis
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6 TOE and TOE Environment Summary Specification

This section presents information to detail how T@E and the TOE Environment meets the functiomal a
assurance requirements described in previous ssaticthis ST.

6.1 TOE Security Functions Summary

Each TOE security function is described below agldted to the security requirements it satisfigébis serves to
both describe the security functions and ratioeattzat the security functions are suitable to Satise necessary
requirements.

Table 11 - Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security SFR Identifier Description
Function

Security Audit FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_SAR.1 Audit review (TOE)
FAU_SAR.2 Restricted Audit Review
FAU_SAR.3 Selectable audit review (TOE)
FAU_SEL.1 Selective audit
FAU_STG.1 Protected audit trail storage (TOE)
FAU_STG.NIAP- | Site-Configurable Prevention of Audit Loss
0414

User Data Protection FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control

Identificgtiop and FIA_AFL.1 Authentication failure handling

Authentication FIA_ATD.1 User attribute definition
FIA_SOS.1 Verification of secrets
FIA_UAU.2 Timing of authentication (TOE)
FIA_UID.2 Timing of identification (TOE)

Security Management |FMT_MOF.1 Management of security functions behavior
FMT_MSA.1 Management of DAC security attributes
FMT_MSA.2 Secure security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1(1) Management of TSF data (audit events)
FMT_MTD.1(2) Management of TSF data (audit records)
FMT_MTD.1(3) Management of TSF data (user authentication data)
FMT_REV.1(1) Revocation (user attributes)
FMT_REV.1(2) Revocation (subject, object attributes)
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
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TOE Security SFR Identifier Description

Function
Protection of the TSF  |FPT_ITD_EXP.1 Internal TOE domains
FPT_RVM.1(1) Non-bypassability of the TSP

6.1.1 Security Audit

The TOE logs key events in a secure audit log, Wwigcstored in the database CACHEAUDIT locateddeshe
TOE. Only audit records are stored within thisabaise and the TOE protects this database from targpeA
special auditing application programming interf{é€l) must be used to access the audit databasegxsting
records cannot be individually modified or dele(ggbugh new entries can be appended to the erft.d@tabase is
exposed to the SQL environment in “read-only/appenig” mode. Because of this, individual recor@scot be
deleted or edited from the SQL environment oncg theve been initially created. The only way thédialog can
be cleared is by the administrator via the protktetaditing APIl. However, clearing the audit logié recorded as
an audited event after the log has been clearee.alidit log can be backed up and otherwise mankigedny
other database by an authorized administrator.

The audit log can contain a finite number of auédords, and when the audit log contains the maximumber of
audit records, the audit engine alerts the authdradministrator that the audit log is full and wates the oldest
audit records with new audit records. This will ione until the authorized administrator createsman the audit
log either by clearing the log or by expanding m@ximum size of the audit log. The authorized addstiator can
review the audit records in the audit log via tipecal auditing API that can be accessed eithedirect SQL
“select” commands or via one of the Management lycah user interfaces (GUIs). The TOE allows ththarized
administrator to search and sort the audit records.

The TOE audit records contain the following infotia:

Table 12 - Audit Record Contents

Service Event Occurs Event Data Contains Mandatory/ Optional

%System | Start Caché starts Indication of whether Mandatory
recovery was performed

ConfigurationChange | Caché successfully starts User name Mandatory
with a configuration different
than the previous start, or
new configuration is
activated while Caché is

running
Stop Caché is shut down Mandatory
%Login Login Successful login Optional
LoginFailure Unsuccessful login attempt | User name Optional
%Security | UserChange Definition of a user created, |Action (new, modify, Mandatory
changed, or deleted delete), old and new user
data
ApplicationChange | Definition of an application Action (new, modify, Mandatory

created, changed, or deleted |delete), old and new
application data

RoleChange Definition of a role created, Action (new, modify, Mandatory
changed, or deleted delete), old and new role
data
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Service Event Occurs Event Data Contains Mandatory/ Optional
AuditChange Audit is stopped or started, Action (stop, start, erase, |Mandatory
entries are erased or deleted, | delete, specify), old and
or the list of events being new audit settings
audited is changed
Protect A security protection error is | Error Optional
given to a process
AuditReport Any standard audit report is | Identification of audit Mandatory
run report

TOE Security Functional Requirements Satisfied: [FAU_GEN.1, FAU_GEN.2, FAU_SAR.1, FAU_SAR.2,
FAU_SAR.3, FAU_SEL.1, FAU_STG.1, FAU_STG.NIAP-0414

6.1.2 User Data Protection

There are three different data access permissiaigtie TOE can grant to usersad write, anduse Permissions
must be explicitly granted, else they will be ineily denied.

Table 13 - TOE Permissions

Permission Typical Usage

Read View (but not change) the contents of a resource
Write View or change the contents of a resource
Use Use a resource, such as an application or service

The meaning of each permission is dependent upmnetfource with which it is used, as defined belblae TOE
defines a set of resources that it protects, aloadvel TOE applications developed within the TOE'velepment
environment to define application-specific resosrcApplication resources are not covered by this S

6.1.2.1 Database Resources

Database (DB) Resources control access to therisnté TOE databases. Database items (such aisesuir
globals) are assigned to Resource groups. Peonsssire then granted to those general groups thstEshe
individual items. SQL table-level access contradlso provided by the TOE.

In order for a user to have effective access tadtitabase, the user must also have relevant semitgleges. At
least one service must be granted in order forfeetese connection to be established, otherwigeuber will not

be able to view or modify data in that databasatabase privileges are defined Table 14 and Sepvicideges are
defined in Table 15.

Table 14 - Database Privileges

Resource Permission Enables
%DB/<Database Resource Name> | Read Data access and routine execution
Write Modification of data

6.1.2.2 Service Privileges

Service privileges control the ability to connectthe TOE using various TOE connection technologi€®me
services involve connecting to a local system, avloither services are network based. Service paongs®nly
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allow the opportunity to connect to the databasey o not grant a user or a resource any righth®mulata stored
in the database. In order for a Service privilagbe effective, the user must also hold relevaatbbase privileges.
A list of the service privilege allowed by Cachélefined below in Table 15:

Table 15 - Services Privileges

Resource Permission Enables

%Service/CacheDirect | Use Connection to Caché via Caché Direct

%Service/Callin Use Connection to Caché via call-in

%Service/ComPort Use Connection to Caché via Windows COM ports

%Service/Console Use Connection to Caché on Windows systems via CSESSION or CSS

%Service/CSP Use Connection to Caché via Caché Server Pages

%Service/LAT Use Connection to Caché via the Caché LAT service for Windows

%Service/Object Use Connection to Caché via Caché object or SQL client and execute object
requests

%Service/SQL Use Connection to Caché via Caché object or SQL client and execute SQL
requests

%Service/Telnet Use Connection to Caché via the Caché Telnet service for Windows

%Service/Terminal Use Connection to Caché via terminal on non-Windows systems

6.1.2.3 Administrative Privileges

Administrative privileges enable a user to perfadesignated TOE administration tasks. These pgeseare
checked regardless of the interface or tool useadtawy out the administrative functions. If a udelds
administrative privileges the system will not chdok additional database privileges. Passwordsaxer visible
even to users with the %Admin/Secure:Use privildgayever, an authorized administrator can changasaword
or require that a new password be entered thetimesta user logs in.

Table 16 - Administrative Privileges

Resource Permission Enables

%Admin/Manage Use « Create/modify/delete TOE configurations

« Create/modify/delete backup definitions

« Add/modify characteristics/delete TOE databases
* Modify namespace map

« Perform database and journal restores

%Admin/Operate Use » Start/ stop the TOE

« Examine / terminate processes
e Mount/ dismount databases

« Perform integrity checks

e Start/ stop / switch journals

e Perform database backups

« Examine / delete locks

e Examine logs

e Start/ stop services

%Admin/Secure Use « Create / modify / delete users

e Create / modify / delete roles

e Create / modify / delete application definitions and application
resources

* Modify audit settings
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6.1.2.4 Development Privileges

Development privileges control access to TOE dgquaknt facilities. The TOE is not only a databasediso a
database-application development platform and enwient, and as such provides a range of TOE-specifi
application development and debugging facilitieBhese development facilities and the associate@ldpment
privilege tree are not included in this evaluation.

TOE Security Functional Requirements Satisfied: [FDP_ACC.1, FDP_ACF.1].

6.1.3 Identification and Authentication
There are three authentication methods in the Cag$tém which can be used to access the TOE:

e Caché Simple Passwords
» Kerberos
e Local OS

Caché Simple Passwords and Kerberos can provithemtidation for local and network connections. Theal OS
authentication method can be used to authenticatgen connecting to Caché from the local systerhe dser’s
account will be locked after the maximum allowednier of failed authentication attempts has beepassed;
however, if a user is assigned t@ll role then the account will not be locked. Userssirie identified and
authenticated before any other TSF mediated atgiatowed.

For authentication using Caché Simple PassworésT@®E maintains a password hash for each user aceod
compares that hash to a hash of the password a¥id the user at each login. If a set of 94 ssiharacters is
used (which would consist of: upper case lettensgl case letters, numbers, and other printableiapeharacters)
to meet the requirement as stated in FIA_SOS. Ifen&trength of Function (SOF) claims, the passwandst be a
minimum of six characters long; by default Caclgunes that passwords be a minimum of eight charadbng.

The Local OS authentication method provides autbation for local users. For Local OS authentioatihen a
user on the local system attempts to log into Ca€la&hé retrieves the local user’s local OS accoante and
determines whether or not that user name match&@Eauser name. If the local OS user name is fotle list of
authorized TOE users then the user is granted sieresno further authentication occtirs.

Kerberos authentication is used when “strong aditetion” is desired. For Kerberos authenticatitthrg TOE uses
the industry-standard Kerberos protocol to enalats and the TOE to identify each other. Theli€eos protocol
provides a centralized key management architectingre users identify themselves to a Kerberos atittagion

server (AS) which provides the user with an enagicket-granting ticket. Only the authorized usan decrypt
and use the ticket from the AS. The user then theesicket-granting ticket to obtain a servicekéitfor the TOE
from a Kerberos ticket-granting server. The TO&ntkexamines the service ticket to verify the idgrif the user.
Once the user is verified via his Kerberos tickiee TOE then allows or denies access to functibnafithe TOE

based upon the privileges assigned to that usahéuthorized administrator. Detailed informatepout the
industry-standard Kerberos protocol is availabl¢him public domain. The official Kerberos page banlocated at
http://web.mit.edu/kerberos/www/

Each TOE user account has the following properties:

% This authentication method assumes that the I@&lknd server upon which the TOE operates are est@nd
protected in accordance with the assumptions ligtediously in this ST.
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Field Name Content

Table 17 - User Account Properties

Name Can include any characters except the @, which is used to identify a domain. User names
are case insensitive.

FullName Displayable name

Comment Descriptive text

Enabled Flag indicating whether or not the account is currently enabled

Expiration Date

Indicates last date that the account can be used

Roles

Comma-separated list of roles assigned to user

Terminal Namespace

Namespace in which to begin execution following a log in from a terminal-type service.

This property overrides any namespace value provided via the command invoking Caché.

Default: User

Terminal Routine

Routine to execute automatically following a log in from a terminal-type service. This
property overrides any routine value provided via the command invoking Caché.

LastLogin Timestamp

Date and time of last successful login (prior to the current session) or 0 if this is the first
successful login [Read-Only]

LastLogin Device

Device used for last successful login (prior to the current session) or “” if this is the first
successful login [Read-Only]

LastLogin Service

Service used for last successful login (prior to the current session) or “” if this is the first
successful login [Read-Only]

InvalidLogin Attempts

Number of invalid login attempts since the last successful login [Read-Only]

InvalidLogin Timestamp

Date and time of most recent invalid login attempt [Read-Only]

InvalidLogin Service

Service used for most recent invalid login attempt [Read-Only]

InvalidLogin Device

Device used for most recent invalid login attempt [Read-Only]

InvalidLogin Status

Error thrown for most recent invalid login attempt [Read-Only]

2 January 2007

TOE Security Functional Requirements Satisfied:
FIA_UID.2]

[FIA_AFL.1, FIA_ATD.1, FIA_SOS.1, FIA_UAU.2,

6.1.4 Security Management

Correct security management of the TOE requires@a&hé is correctly installed and all appropriai@ntenance
or configuration changes are preformed on the TOHese maintenance activities are performed bytifiled and
authenticated administrators, who access the T@igeitly via one of the Management GUIs.

TOE Administrators have complete access to the TO&me TOE Administrators have additional privilege the
host OS for initial installation of the TOE and eptional events (e.g. maintenance of the file syste disaster
recovery), and all TOE Administrators have indiractess to the TOE via the Management GUIs.

An Administrator can create users at the samewerdevels of access. These accounts will be cleatth secure
default values and privileges, and an authorizedimidtrator can override the default values if reseey.

The product provides functionality that allows adisirators with appropriate privileges to contrblaspects of the
operation of the product. In summary these awmgtisg and stopping the TOE, managing the TOE nifefi and

distributing security policy to the database inst) management of audit logs and auditable eveats]

monitoring the status of the TOE components.
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TOE Security Functional Requirements Satisfied: [FMT_MOF.1, FMT_MSA.1, FMT_MSA.2, FMT_MSA.3,
FMT_MTD.1(1), FMT_MTD.1(2), FMT_MTD.1(3), FMT_REV(@), FMT_REV.1(2), FMT_SMF.1,
FMT_SMR.1].

6.1.5 Protection of the TSF

Non-bypassability of the TOE is provided by a comaltion of the basic configuration and enforcementhe
security policy rules. The assumed secure basifigiration maintaining physical and logical isadat supports
the protection of security functions. The funcdhat enforce the TSP will always be invoked befony function
within the TSF Scope of Control is allowed to prede The TOE manages and keeps separate the infonma
space, command space, and memory space of eachsesson. The design of the TOE architecture and
functionality makes it impossible for a user torfpasefully or accidentally) obtain or affect théoinmation space,
command space, or memory space of another useaars Wath administrative privileges may affect trermissions

of other users through use of their administragitigileges to assign or revoke another user’s |ggés, and a user
may interact with databases (for which he has legés) for which another user also has privilepesthese types

of interactions are controlled by the TSF and apgddy the TSP.

The architecture of the TOE is such that each inegnaommand must be processed by the permissiogisesn
before it can be executed. The permissions erdgbermines whether or not the user requesting ¢xecaf the
command has the required privileges to executecthiaimand on the specified element — if not, thenetkecution
request is rejected, the execution attempt is ldggead the requested command is discarded; otherifithe user
has the required privileges, then the commandesed.

No general purpose operating system, programmitegfates or external disk storage is provided &y TOE.

Caché maintains a security domain for its own etienuthat protects it from interference and tampgrby

untrusted subjects. The underlying assumption digarthe operation of the TOE is that it is main& in a
physically secure environment. Furthermore, in orateensure the correct execution of each procigs,0S

protects each process’ private information (exddataode, data, and stack) from uncontrolled isterice by other
processes. These features ensure that the TSRamaim security domain for its own execution thadtects it

from interference and tampering by untrusted subjec

TOE Security Functional Requirements Satisfied: [FPT_ITD_EXP.1, FPT_RVM.1(1)].

TOE Environment Security Functional RequirementisSed: [FPT_RVM.1(2), FPT_SEP.1, FPT_STM.1].

6.2 TOE Security Assurance Measures

EAL3 was chosen to provide a basic level of indeleetly assured security. This section of the Sgciiarget
maps the assurance requirements of the TOE for &8IQ3 level of assurance to the assurance measigezs for
the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate
documentation to the TOE assurance requirements.

I Note to Evaluator: The final versions of these doents have not yet been produced. The versionersmill be !

! completed when the evaluation is close to compietial the documents have been finalized. !

Table 18 - Assurance Measures Mapping to TOE SARs

Assurance Assurance Measure
Component
ACM_SCP.1 |InterSystems Caché v5.1.0.826.0 — Configuration Management
ACM_CAP.3

ADO_DEL.1 |InterSystems Caché v5.1.0.826.0 — Secure Delivery
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Assurance Assurance Measure
Component

ADO_IGS.1 |Installation and Setup Procedure

ADV_FSP.1 |InterSystems Caché v5.1.0.826.0 — TOE Architecture: High Level Design, Functional Specification,
and Representation Correspondence

ADV_HLD.2 |InterSystems Caché v5.1.0.826.0 — TOE Architecture: High Level Design, Functional Specification,
and Representation Correspondence

ADV_RCR.1 |[InterSystems Caché v5.1.0.826.0 — TOE Architecture: High Level Design, Functional Specification,
and Representation Correspondence

AGD_ADM.1 |Administrator Guides

AGD_USR.1 |User Guides

ALC_DVS.1 |[InterSystems Caché v5.1.0.826.0 — Development Security

ATE_COV.2 |InterSystems Caché v5.1.0.826.0 — Functional Tests and Coverage

ATE_DPT.1

ATE_IND.2 Performed by Laboratory

ATE_FUN.1 |InterSystems Caché v5.1.0.826.0 — Functional Tests and Coverage

AVA_SOF.1 |InterSystems Caché v5.1.0.826.0 — Vulnerability Assessment

AVA_VLA1

AVA_MSU.1

6.2.1 ACM_CAP.3, ACM_SCP.1: Configuration Managemen t Document

The Configuration Management document provides scrif@ion of the various tools used to control the
configuration items and how they are used inteynall InterSystems. This document provides a cotaple
configuration item list and a unique referencingesuoe for each configuration item. Additionallye tbonfiguration
management system is described including procedoa¢sre used by developers to control and traakges that
are made to the TOE. The documentation furtheaildethe TOE configuration items that are contblley the
configuration management system.

6.2.2 ADO_DEL.1: Delivery and Operation Document

The Delivery and Operation document provides a rifggan of the secure delivery procedures impleradnby
InterSystems to protect against TOE modificatiorrirdy product delivery. The Installation Documeitdat
provided by InterSystems details the proceduresirfstalling the TOE and placing the TOE in a secstae
offering the same protection properties as the enasipy of the TOE. The Installation Documentatmovides
guidance to the TOE Users(s) on configuring the ED& how they affect the TSF.

6.2.3 ADO _IGS.1: Installation Guidance, AGD_ADM.1: Administrator Guidance,
AGD_USR.1: User Guidance

The installation guidance document provides thegdares necessary for the secure installation,rggoe, and
start-up of the TOE for administrators and userghefT OE.

The administrator guidance documentation providetilbd procedures for the administration of theET@&nd
description of the security functions provided bg TOE.

The User Guidance documentation provided direcersu®n how to operate the TOE in a secure manner.
Additionally, User Guidance explains the user-uisigecurity functions and how they need to be ésedc
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6.2.4 ADV_FSP.1: Informal Functional Specification, ADV_HLD.2: High Level
Design, ADV_RCR.1: Representation Correspondence.

The InterSystems design documentation consistevafral related design documents that address thpaments of
the TOE at different levels of abstraction. Thé#ofeing design documents address the Developmestirasice
Requirements:

e The Functional Specification provides a descriptidrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,e&mors message for each external TSF interface.

e The High-Level Design provides a top level desigmecsfication that refines the TSF functional
specification into the major constituent parts ébems) of the TSF. The high-level design idergithe
basic structure of the TSF, the major elementistiad of all interfaces, and the purpose and nettbfouse
for each interface.

» The Representation Correspondence demonstratescahespondence between each of the TSF
representations provided. This mapping is perfarteeshow the functions traced from the ST desoript
to the High-Level Design.

6.2.5 ATE_COV.2: Analysis of Coverage, ATE_DPT.1: T esting: High-Level
Design, ATE_FUN.1: Functional Testing

There are a number of components that make updbedbcumentation. The Coverage Analysis demdastthat
testing is performed against the functional speaiion. The Coverage Analysis demonstrates thenéxd which
the TOE security functions were tested as welhadavel of detail to which the TOE was tested.e Tésting Depth
analysis provides assurance that the TSF subsystawesbeen correctly realized and that no subsyfieens are
present. Test Plans and Test Procedures, whiclil tle¢ overall efforts of the testing effort anceék down the
specific steps taken by a tester, are also provigedder to meet the assurance requirement Furaitibesting.

6.2.6 AVA MSU.1: Misuse, AVA SOF.1: Strength of Fun ction Analysis,
AVA_VLA.1: Vulnerability Analysis

The Misuse documentation investigates whether thE Tan be configured or used in a manner thatsiscire but
that an administrator or user of the TOE would oeably believe to be secure.

The Strength of TOE Security Function Analysis dasimtes the strength of the probabilistic or peational
mechanisms employed to provide security functiorithiv the TOE and how they exceed the minimum SOF
requirements.

A Vulnerability Assessment is provided to demortstraays in which an entity could violate the TS anovide a
list of identified vulnerabilities. Additionallythis document provides evidence of how the TOEemstant to
obvious attacks.
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance elai

7.1 Protection Profile Reference

There are no protection profile claims for this @&y Target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the securiiuirements are suitable to meet the securitgadives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existesiceach assumption and threat that compose theri§eTarget.
Table 19 demonstrates the mapping between the asisms and threats to the security objectives ralete. The
following discussion provides detailed evidence@ierage for each assumption and threat.
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Table 19 - Relationship of Security Threats to Obje  ctives

Objectives Objectives

ROLE
O.SOUND_IMPLEMENTATION
O.USER_AUTHENTICATION
OE.SECURE_COMMS

O.AUDIT_GENERATION
O.TESTING

OE.TOE_PROTECTION

O.AUDIT_PROTECTION

O.AUDIT_REVIEW
O.DISCRETIONARY_ACCESS

O.USER_IDENTIFICATION

OE.CONFIG

A OE.NO_EVIL

OE.TIME

Threats,
Assumptions

OE.NO GENERAL PURPOSE

O.INTERNAL_TOE_DOMAINS
OE.PHYSICAL
OE.ROBUST_ENVIRONMENT
OE.SELF_PROTECTION

O.SOUND_DESIGN
O.TRAINED_USERS

O.ACCESS

A O.ADMIN_GUIDANCE
O.ADMIN

N O.INSTALL

N O.MANAGE
O.PROTECT
OE.TRUST_IT

T.ADMIN_ERROR

T.AUDIT_COMPRO
MISE

T.INSECURE_DELI
VERY

T.INSECURE_STA
RT

T.MASQUERADE
T.POOR_DESIGN

T.POOR_IMPLEME
NTATION

T.POOR_TEST
T.SYSACC

T.TSF_COMPROMI
SE

T.UNATTENDED_S
ESSION

T.UNAUTH_ACCES
S

T.UNDETECTED_A
CTIONS

T.UNIDENTIFIED_A
CTIONS

A.NO_EVIL

A.NO_GENERAL_P
URPOSE

A.PHYSICAL

A.ROBUST_ENVIR
ONMENT

A.SECURE_COMM
S

Assumptions

InterSystems Caché v5.1.0.826.0 Page 44 of 65
© 2007 InterSystems Corporation — Confidential and Proprietary



Security Target, Version 1.1 2 January 2007

T.ADMIN_ERROR

An authorized administrator may incorrectly install configure the TOE resulting in ineffective
security mechanisms

Improper administration could result if the autked administrator is unknowledgeable or if the
TOE does not provide the proper administration godlhere is always the possibility that the
administrator will make an honest mistake.

This threat will be mitigated as long as the TOBvtes the necessary administrator support
(O.MANAGE) and the authorized administrator is pdad with knowledge necessary to carry
out administrative duties (O.ADMIN_GUIDANCE). Theuthorized administrator is provided
with necessary installation instructions from threveloper that details how to securely install the
TOE (O.INSTALL). The authorized administrator mustt act in a malicious manner against the
system (OE.NO_EVIL).

T.AUDIT_COMPROMISE

A process or user may cause audit data to be ingppately accessed (viewed, modified or
deleted), or prevent future records from being rded, thus masking an attacker’s actions.

Not recording auditable events could also makeaider to determine if a security breach has
occurred or if there is a weakness in the systeithdlt the log of auditable events changes to the
system configuration would be harder to detect.

The TOE will generate an audit log (O.AUDIT_GENER®N). The environment must address
the possible compromise of audit data due to phjysiveans (OE.PHYSICAL). The IT
environment must also protect itself and its as§@ts.SELF_PROTECTION). The TOE shall
only be installed in an IT environment that is atadt as robust as the TOE
(OE.ROBUST_ENVIRONMENT). The TOE must also provigeotection for its audit data
(O.AUDIT_PROTECTION).

T.INSECURE_DELIVERY

The authorized administrator may receive the dedisleT OE without the appropriate installation
guidance, resulting in the improper installation @nfiguration of the TOE.

This threat is addressed by ensuring the apprepimetallation guidance necessary to properly
and securely install the TOE is provided (O.INSTALland that authorized administrators
performing the installation have adequate knowledgehow to install the TOE properly and

securely (O.ADMIN_GUIDANCE). Care must be taken whastalling the TOE to ensure the

configuration settings are as specified in theailtetion guidance for proper, secure installation
(OE.CONFIG). The authorized administrator must aot in a malicious manner against the
system (OE.NO_EVIL).

T.INSECURE_START

An authorized administrator may configure the T@Esuch a way that a reboot will result in
insecure state of the TOE.

This threat is addressed by ensuring that the am#th administrators have the knowledge
necessary to start the system in a secure stad@N_GUIDANCE and O.MANAGE).

T.MASQUERADE

An unauthorized user, process, or external IT gntiny masquerade as an authorized entity to
gain access to data or TOE resources.
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Addressing the threat of a process or user masdimgras a different process or user produces an
objective of uniquely identifying each user (O.USHBENTIFICATION). Unique user
identification must be supported by the objectiveequiring all users of the TOE to prove their
claimed identity (O.USER_AUTHENTICATION). The emohment must provide a secure line
of communication for transfer of the authenticatioformation (OE.SECURE_COMMS) and the
authorized administrator must not act in a malisimanner against the system (OE.NO_EVIL).

T.POOR_DESIGN

The TOE developers may cause unintentional or fieal errors in the requirement
specification, design, or development of the TOK owur.

Bugs may appear at some point in the design orlder®nt of the system. These bugs could be
due to a mistake in coding or production.

Faults in the TOE’s design can be reduced by eblitimig errors in the design through the use of
sound design principles and documentation of th& ™asign (O.SOUND_DESIGN). Design
flaws can be mitigated through discovery resultifiggm testing the implementation
(O.TESTING).

T.POOR_IMPLEMENTATION

T.POOR_TEST

T.SYSACC

The TOE developers may cause unintentional or fiteal errors while implementing the design
of the TOE.

Testing the security functions of the TOE (O.TESGINcan discover implementation errors and
show whether the Iimplementation is a faithful ing&ion of its design
(O.SOUND_IMPLEMENTATION).

Lack of or insufficient testing by the TOE devetsptm demonstrate that all TOE security
functions operate correctly (including in a field@®E) may result in incorrect TOE behavior
being undiscovered thereby causing potential sécutilnerabilities.

This threat deals with the sufficiency of secutiégts to show that the TOE security functions
behave correctly. Addressing this threat requites developer to demonstrate that adequate
testing methods are used that exercise securityressa (O. TESTING).

A malicious process or user may gain unauthorizedeas to the authorized administrator
account, or that of other trusted personnel.

If a malicious process or user was able to gainutimaized access to the system, they may be able
to modify the system, the system’s auditing funtsioor perform some other action that would
cause the TOE to enter an insecure state.

The threat of the wrong individual gaining unauthed access to the authorized administrator’s
account (O.ACCESS) may be addressed by physicahsn@E.PHYSICAL), such as in cases
where the authorized administrator console is liklirocked door. For other cases, the threat
may be mitigated by requiring the authorized adstinior to be uniquely identified
(O.USER_IDENTIFICATION) and authenticated (O.USERJPHENTICATION). Authorized
administrators will have to know (O.ADMIN_GUIDANCRED check this information at each
login. The authorized administrator must also barawthat he/she must protect the authentication
information that allows access to the authorizediiatstrator account (O.ADMIN_GUIDANCE).
The TOE will provide mechanisms for the authorizehninistrator to set the security attributes
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for users so they are not allowed admin access ABLMSE). The authorized administrator must
not act in a malicious manner against the systeElNO_EVIL).

T.TSF_COMPROMISE

A malicious user or process may cause configuradiaia to be inappropriately accessed (viewed,
modified, or deleted).

The IT environment will protect the TSF data an@arable code from a compromise through
physical protection on the site where the compigtdocated. (OE.PHYSICAL). The TOE shall
only be installed in an IT environment that is atadt as robust as the TOE.
(OE.ROBUST_ENVIRONMENT). The TSF data and execlgtadnde is protected under the
environmental objective for TOE protection (OE.T®GROTECTION) and the environment must
provide a secure line of communication for transfer the authentication information
(OE.SECURE_COMMS). The IT entities in the envirominare correctly installed, configured,
managed and maintained (OE.TRUST _IT).

T.UNATTENDED_SESSION
A user may gain unauthorized access to an unattesession.

If a user was to leave their computer unattendedrauthorized user could go to their location
and masquerade as the authorized user.

Unattended sessions must be protected (O.PROTE®GM) finauthorized access (O.ACCESS).
The TOE must meet objectives for detecting whesisas are unattended and preventing access
to those sessions, unless the user re-authentid@tessmight be accomplished by simply alerting
users that they must not leave sessions unatt§@@@®AINED _USERS) or by requiring users to
re-authenticate themselves (O.USER_AUTHENTICATIO&Rer returning to the unattended
session.

T.UNAUTH_ACCESS
A user may gain unauthorized access (view, modifgte) to user data.

The threat of unauthorized physical access is addre by the environment (OE.PHYSICAL).
Logical unauthorized access is mitigated by pratgctuser data and access to the TOE.
(O.PROTECT). The TOE must satisfy the objectiveen§uring that only authorized users may
gain access to the TOE and the resources it psptaot that users are not allowed to access
protected data for which they are not authorized\(@TESS). Access to TSF data is controlled by
a discretionary policy (O.DISCRETIONARY_ACCESS). elHdiscretionary policy will be
maintained by an authorized administrator. (O.ADMROLE) The TOE maintains internal
domains to keep data and processes of concurrems sgparate, so users cannot observe or
interfere with other users’ data or queries (O.IRNAL TOE_DOMAINS). The IT
environment must also protect itself and its as@@ts.SELF_PROTECTION). The TOE shall
only be installed in an IT environment that is atadt as robust as the TOE
(OE.ROBUST_ENVIRONMENT).

T.UNDETECTED_ACTIONS
Failure of the IT operating system to detect armzbrd unauthorized actions may occur.

If unauthorized access occurs, and is not deteatader could modify TOE security functions and
bring the TOE into an insecure state. If unautheatiaccess occurs, and it is not recorded, it will
be considerably harder to determine the time anthodeof the breech.

The threat of undetected physical manipulatiorhef TOE is addressed by the physical protection
in the environment (OE.PHYSICAL). The protectiorphg@d to the IT environment must be at
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least as strong as the level of security maintainedside the TOE
(OE.ROBUST_ENVIRONMENT). Other actions are detectethd a record is made
(O.AUDIT_GENERATION) including timestamps (OE.TIMEHowever, it is important to
understand that since this evaluation is at thécBasbustness level, only the minimum level of
audit generation is required, which is commensunatie Basic Robustness. To prevent removing
evidence of unauthorized actions, the audit recorelsd to be protected from unauthorized
modification (O.AUDIT_PROTECTION).

T.UNIDENTIFIED_ACTIONS

A.NO_EVIL

The authorized administrator may fail to identifydaact upon unauthorised actions.

The threat of an authorized administrator failingkhow about malicious audit events produces
the objectives of the authorized administrator hgwhe facilities (O.MANAGE) to review audit
records (O.AUDIT_REVIEW) and knowing how to do $2.ADMIN_GUIDANCE).

Authorized administrators are non-hostile, apprepely trained, and follow all administrator
guidance.

All authorized administrators are trustworthy indwals, having background investigations
commensurate with the level of data being protedteste undergone appropriate admin training,
and follow all admin guidance (OE.NO_EVIL). Authped administrators are trusted to properly
configure the TOE so it enforces its security feBg OE.CONFIG).

A.NO_GENERAL_PURPOSE

A.PHYSICAL

There are no general-purpose computing capabilifiesy., compilers or user applications)
available on Database Management System (DBMSggrather than those services necessary
for the operation, administration, and support lo¢ DBMS.

The DBMS server must not include any general-pueposmmuting or storage capabilities
(OE.NO_GENERAL_PURPOSE). This will protect the T&&ta from malicious processes.

It is assumed that appropriate physical securitprigvided within the domain for the value of the
IT assets protected by the TOE and the value of sioged, processed, and transmitted
information.

The TOE, the TSF data, and protected user datssisnzed to be protected from physical attack
(e.g., theft, modification, destruction, or eavegghing). Physical attack could include
unauthorized intruders into the TOE environment, ibudoes not include physical destructive
actions that might be taken by an individual ttetuthorized to access the TOE environment
(OE.PHYSICAL).

A.ROBUST_ENVIORNMENT

It is assumed that the IT environment is at leastadbust as the TQE

The TOE shall only be installed in an IT environmgat is at least as robust as the TOE. The
TOE is basic robustness, therefore, all elementthénenvironment the TOE depends on for
enforcement of its security objectives are alsamesl to be basic robustness. These elements
could include the operating system, encryption ckeyi and/or boundary protection devices
(OE.ROBUST_ENVIORNMENT).
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The IT entities in the environment are correctlgtalled, configured, managed and maintained
(OE.TRUST_IT).

A.SECURE_COMMS

It is assumed that the IT environment will providemponents to support secure data
communications.

The environment must provide a secure line of comication for transfer of TSF data
(OE.SECURE_COMMS). This is necessary because the i@y be distributed geographically
with users and authorized administrators in diffiérecations. It may also be the case that the
TOE is a distributed architecture, with databaseess in different geographic locations.

The objective OE.SECURE_COMMS does not necessaniyndate that the communications
between the remote administrator and the TOE beypterd. Remote administration implies
administration from any location other than the T@iasole. In many implementations, remote
administration will be done from another workstatimn the same LAN as the TOE, but within a
protected enclave. In this case, there is no need cfyptographic protection of the

communications between the authorized administiatdrthe TOE.

8.2 Security Functional Requirements Rationale

The following discussion provides detailed evidenteoverage by SFRs for each security objectiVae security
objectives cover a wide range of concerns. Likewtbe security requirements must cover a wide raofje
functionality. User identification and authenticatirequirements allow the enforcement of user gatdection.
Additional security is added by including audit ueg@ments. The security management requirememsifgpghow
these other functions will be managed by the TOmiattrators. Lastly, the protection requiremestsure the
TOE and the rest of the functions are protecte@ Jdiection of these requirements was fairly compigolving
analyzing the threats to the TOE and considering &lb the objectives would be met. The set of regmients has
been analyzed and it has been determined thatgte requirements forms a mutually supportiveleh

Table 20 - Relationship of Security Requirements to Objectives

Objectives

 ROLE
O.USER_IDENTIFICATION

O.SOUND_IMPLEMENTATION

O.ADMIN_GUIDANCE
O.AUDIT_PROTECTION
O.AUDIT_REVIEW
O.DISCRETIONARY_ACCESS
O.INTERNAL_TOE_DOMAINS
O.SOUND_DESIGN
O.TRAINED_USERS
O.USER_AUTHENTICATION
OE.SELF_PROTECTION
OE.TOE_PROTECTION

O.PROTECT

(7]
(7]
L
O
Q
<
o

O.ADMIN
O.INSTALL
O.MANAGE
O.TESTING
OE.TIME

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_SAR.3
FAU_SEL.1
FAU_STG.1

AN O AUDIT GENERATION
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Objectives

O.USER_AUTHENTICATION

OE.TOE_PROTECTION

O.SOUND_IMPLEMENTATION

O.ACCESS
O.ADMIN_GUIDANCE
O.ADMIN_ROLE
O.AUDIT_GENERATION
O.AUDIT_REVIEW
O.DISCRETIONARY_ACCESS
O.INSTALL
O.INTERNAL_TOE_DOMAINS
O.MANAGE

O.PROTECT
O.SOUND_DESIGN
O.TESTING
O.TRAINED_USERS
O.USER_IDENTIFICATION
OE.SELF_PROTECTION
OE.TIME

SFRs

FAU_STG.NIAP-
0414

FDP_ACC.1
FDP_ACF.1
FIA_AFL.1
FIA_ATD.1
FIA_SOS.1
FIA_UAU.2
FIA_UID.2
FMT_MOF.1
FMT_MSA.1
FMT_MSA.2
FMT_MSA.3
FMT_MTD.1(1)
FMT_MTD.1(2)
FMT_MTD.1(3)
FMT_REV.1(1)
FMT_REV.1(2)
FMT_SMF.1
FMT_SMR.1
FPT_ITD_EXP.1
FPT_RVM.1(1)
FPT_RVM.1(2)
FPT_SEP.1
FPT_STM.1
ADO_DEL.1
ADO_IGS.1
ADV_FSP.1
ADV_HLD.2
ADV_RCR.1

Al O.AUDIT PROTECTION

Assurance
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Objectives

AGD_ADM.1
AGD_USR.1
ATE_COV.2
ATE_FUN.1
ATE_IND.2
AVA_MSU.1
AVA_SOF.1
AVA_VLA.1

O.ACCESS

OE.SELF_PROTECTION

O.SOUND_IMPLEMENTATION

O.ADMIN_ROLE
O.AUDIT_GENERATION
O.AUDIT_PROTECTION
O.AUDIT_REVIEW
O.DISCRETIONARY_ACCESS
O.INTERNAL_TOE_DOMAINS
O.PROTECT
O.SOUND_DESIGN
O.TRAINED_USERS
O.USER_AUTHENTICATION
O.USER_IDENTIFICATION
OE.TOE_PROTECTION

%)
%)
[
@)
@]
<
o

O.INSTALL
O.MANAGE
O.TESTING

A O.ADMIN_GUIDANCE
OE.TIME

The TOE will ensure that users gain only authorizedess to it and to its resources that it
controls. The subjects and objects within the TO& under the enforcement of a discretionary
access control policy. (FDP_ACC.1)

The subjects and objects under the discretionazgsaccontrol policy will have certain rules that
apply to all accesses between them. The rulesheilbased on certain attributes of those subjects
and objects. (FDP_ACF.1)

Security attributes associated with subjects anelctdare the basis for access control. Revocation
of these security attributes would modify the ascesntrol policy. The authorized administrator
should have control over security attributes asgedi with users (such as user authentication
data), being the only role that can revoke therTEREV.1(1))

O.ADMIN_ROLE

The TOE will provide authorized administrator rotessolate administrative actions.

The TOE will establish, at least, an authorized iaistrator role. An authorized administrator
may choose to specify more roles. The authorizemhiridtrator will be given privileges to
perform certain tasks that other users will noabke to perform. These privileges include, but are
not limited to, access to audit information andusitg functions. (FMT_SMR.1)

O.AUDIT_GENERATION

The TOE will provide the capability to detect andbate records of security relevant events
associated with users.

This objective is satisfied in part by the requisgrnthat the TOE generate audit records according
to the not specified level of auditing, as defiredthe Common Criteria. (FAU_GEN.1) Each
audit record written must be descriptive of thergvibat caused a record to be generated, and must
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be associated with the unique identity of the ukat caused the event. (FAU_GEN.2) The TOE
enables the authorized administrator to pre-seleents to include in the audit log. (FAU_SEL.1)

The TOE ensures that the authorized administratieris the only role authorized to manipulate
the behavior of the audit generation mechanism. TFMOF.1) The TOE allows only authorized
administrators to perform pre-selection of audegablents. (FMT_MTD.1(1)) The mechanisms
providing self-protection are always invoked and afale to be bypassed. (FPT_RVM.1(1))

Reliable time stamps are assumed to be providedebyT environment. (FPT_STM.1)

O. AUDIT_PROTECTION
The TOE will provide the capability to protect atidiformation.

Users must not be able to read the audit recondgss they have been granted explicit read-
access to the audit log. (FAU_SAR.2) The TOE pré&venauthorized deletion or modification of
audit records. (FAU_STG.1)

The TOE provides site-configurable options to prévess of audit data in the event the audit
storage space is exhausted. (FAU_STG.NIAP-0414)

The TOE ensures that the authorized administratieris the only role authorized to manipulate
the behavior of the audit generation mechanism.TFMOF.1)

Only the authorized administrator has the abilitgjtiery or clear audit records. (FMT_MTD.1(1),
FMT_MTD.1(2))

O.AUDIT_REVIEW

The TOE will provide the capability to selectiveligw audit information, and alert the authorized
administrator of identified potential security \atibns.

The authorized administrator will be the only usdlowed access to the database audit
information. This will prevent unauthorized usersni modifying the audit information. In order
for the authorized administrator to review the alogs they must be in a suitable form for the
authorized administrator to read, which means ththaized administrator should have the
appropriate software needed to interpret the dafsl) SAR.1)

The authorized administrator can perform querieshenaudit data based on date, time, type of
event, event status (success or failure), or angratriteria chosen for FAU_SAR.3 in section 5 of

the ST. This will allow the authorized administrato search for specific events more efficiently.

(FAU_SAR.3)

Reliable time stamps are assumed to be providethéyiT environment. The host operating
system must provide accurate time stamps for ita age as well as for the TOE. These time
stamps will be used for documenting auditing eveifBT_STM.1)

O.DISCRETIONARY_ACCESS
The TOE will control access to resources based tipoidentity of users or groups of users.

The subjects and objects within the TOE are unberenforcement of a discretionary access
control policy. This policy can be configured byauthorized administrator to apply to a subset of
the objects under control of the TOE. The admiaist may configure some objects to be
publicly accessible, and not under the control i Discretionary policy. For example, the
database system could have an interface to thenbitehat lets users view certain public
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information using their browser, while protectedrtimms of the database are available only to
certain users of the database. Consider a datdbasefinancial institution. Public information
might include current rates for savings accountsfanvarious types of loans. Private information
might include information associated with each issaccount, such as account balances and
status of loan applications. (FDP_ACC.1)

The subjects and objects under the discretionasgsaccontrol policy will have certain rules that
apply to all accesses between them. The rulesbeilbased on certain attributes of those subjects
and objects. First the discretionary access cog#8lC) mechanism will check to see if the user
is authorized fro the requested action. If theyrmeauthorized, the action will be denied. These
rules are further defined in the FDP_ACF.1 sectibheading 5. (FDP_ACF.1)

Only authorized administrators may manipulate tkeusty attributes of database users.
(FMT_MSA.1, FMT_MSA.3)

The Discretionary Access Control policy is not te bypassed or optional. The discretionary
aspect of the policy is that users who control agde objects can set that access to be restrictive
or permissive to other users at their discretidre policy is to be always enforced, never optional.
(FPT_RVM.1(1))

O.INTERNAL_TOE_DOMAINS

The TSF will maintain internal domains for sepamatof data and queries belonging to concurrent
users.

The mechanisms providing self-protection are alwaywsked and not able to be bypassed.
(FPT_RVM.1(1))

The TSF enforces separation between the securitpathe within its scope of control.
(FPT_ITD_EXP.1)

O.MANAGE
The TOE will provide all the functions and facdit necessary to support the authorized
administrators in their management of the secufithe TOE. (FMT_SMF.1)
Only the authorized administrator will be able t@ble or disable functions of the audit log.
This will prevent a malicious user from turning it audit log while he/she performs a malicious
act, then turning it back on when he/she is doRBLT_ MOF.1)
Only authorized administrators may manipulate tkeusty attributes of database users.
(FMT_MSA.1, FMT_MSA.2, FMT_MSA.3)
Only authorized administrators are able to manhgariclusion/exclusion of specific events to be
audited. (FMT_MTD.1(1))
Only authorized administrators are authorized tergur clear the audit log. (FMT_MTD.1(2))
Only authorized administrators are authorized td ee reset user authentication data.
(FMT_MTD.1(3))

O.PROTECT
The TOE will provide mechanisms to protect useadatd resources.
The Discretionary Access Control policy appliesatboperations between subjects and objects
controlled by the TOE. (FDP_ACC.1)
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The subjects and objects under the discretionasgsaccontrol policy will have certain rules that
apply to all accesses between them. The rulesbeilbased on certain attributes of those subjects
and objects. First the DAC will check to see if theer is authorized fro the requested action. If
they are not authorized, the action will be deni@tiese rules are further defined in the
FDP_ACF.1 section of heading 5. (FDP_ACF.1)

Authorized administrators are allowed to modify seeurity attributes of subjects and objects as
permitted by the Discretionary Access Control poliEMT_REV.1(2))

Users will not be able to bypass the security poiic order to enter the TOE. This means they
must identify and authenticate themselves befooessing the TOE, and that the Discretionary
Access Control policy is always enforced (FPT_RV{)1

The TOE enforces security domains within its scopeontrol. (FPT_ITD_EXP.1)
O.USER_AUTHENTICATION
The TOE will verify the claimed identity of users.

To prevent brute force attacks on authenticatiota,ddne administrator must specify an upper
bound on the number of unsuccessful authenticatibas will be allowed. Surpassing that
threshold could indicate a brute force user autbetbn attack, and the TOE needs to take
appropriate action. (FIA_AFL.1)

User authentication is meaningful only if thereais extremely low probability of success for
random attempts to authenticate as an authorized. uBhe requirement that the secret
authentication data be computationally difficult goiess randomly (FIA_SOS.1) Also, users
authorized to access the TOE must identify thenesele the TOE. (FIA_UAU.2)

Only authorized administrators may access admatise resources. Specifically, only authorized
administrators may manipulate the audit policy bgalding or disabling audit events.
(FMT_MOF.1) The user authentication data is to &easly by an authenticated individual in an
authorized role. (FMT_MTD.1(3))

The security attributes cannot be set to insecalges. Specifically, the security attributes foeus
authentication is the user authentication datdT(AMSA.2)

O.USER_IDENTIFICATION

The TOE will uniquely identify users. Each databaser will have a list of security attributes
associated with them. (FIA_ATD.1) Users authorimedccess the TOE must identify themselves
to the TOE. (FIA_UID.2)

8.3 Security Functional Requirements Rationale for the |IT
Environment.

OE.SELF_PROTECTION

The IT environment and its assets will be protediredn external interference, tampering or
unauthorised disclosure.

Both the TOE and the IT environment will be progecfrom interference and will maintain its
own secure domain. (FPT_SEP.1)

OE.TOE_PROTECTION
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OE.TIME

The IT environment will provide protection to th©IE and its assets from external interference or
tampering.

Both the functions preformed in the TOE and thestivironment will execute correctly and will
be protected from interference. (FPT_RVM.1(1), FRVYM.1(2), FPT_SEP.1).

The TOE operating environment shall be able to gaaeeliable timestamps for the TOE's use.
The TOE environment provides reliable time stangusue by the TOE. (FPT_STM.1)

8.4 Security Assurance Requirements Rationale

O.ADMIN_GUIDANCE

O.INSTALL

The TOE will provide authorized administrators withe necessary information for secure
management of the TOE.

When the TOE is delivered for installation, theheized administrator must have confidence that
it is the genuine, unaltered TOE procured from TRE vendor. Procedures for delivery of the

TOE will give the authorized administrator confidenn the TOE, its security mechanisms, and
authorized administrator documentation that dessrihow to perform administrative duties

securely. (ADO_DEL.1)

Installation and start-up procedures give the aigbhd administrator information necessary for
initial generation of the TOE as intended by theeti@per. (ADO_IGS.1)

Since this is a software-only TOE, there are soeggirements that may be allocated to the IT
environment. The host operating system will be ddpd upon for security support and some
security mechanisms. The administrator guidancet exist for the IT environment components
that the TOE depends on. (AGD_ADM.1)

The Misuse assurance requirement forces the destetopprovide guidance documentation, and
for the evaluator to analyze the guidance for radileg, unreasonable or conflicting guidance that
could hamper secure management of the TOE. (AVA_M}pU

The TOE will be delivered with the appropriate allttion guidance to establish and maintain
TOE security.

The developer must provide and adhere to proceduresecure transfer of the TOE from the
development site to the customer’s site. This ailsure the TOE is delivered with all necessary
security components and is not maliciously modifieefore it has been installed in the
environment. (ADO_DEL.1)

The developer must provide the customer with @pstnecessary for the secure installation and
startup of the TOE. This must include the configora of the TOE and its initial startup in a
secure state. (ADO_IGS.1)

O.SOUND_DESIGN

The TOE will be designed using sound design priesipnd techniques. The TOE design, design
principles and design techniques will be adequately accurately documented.

InterSystems Caché v5.1.0.826.0 Page 55 of 65

© 2007 InterSystems Corporation — Confidential and Proprietary



Security Target, Version 1.1 2 January 2007

The evaluators examine the developer’s guidanceoofiguring the TOE securely. The purpose
for the examination of the guidance is to ensum this not self-contradictory, confusing or
unreasonable. (AVA_MSU.1)

The developer’s analysis of the strength of thecfions of the TSF shows that the functions meet
or exceed SOF-basic. (AVA_SOF.1)

The developer conducts a vulnerability analysi¢ thews whether any identified vulnerabilities
in the TOE provide an obvious way to circumvent TigF. (AVA_VLA.1)

The developer provides an informal functional sfieafion of the TOE that describes the user-
visible interface and behavior of the TSF. (ADV_FBP

The developer must document the informal high-llelesign of the TOE, describing the TOE in
terms of major structural units and the securityctions each unit provides. (ADV_HLD.2)

The correspondence between the various levels sifaaition of the TOE representation shows
that there is correspondence between the highd @esign and the functional specification.
(ADV_RCR.1)

O.SOUND_IMPLEMENTATION
The implementation of the TOE will be an accuiastantiation of its design.

The developer provides an informal functional sfieafion of the TOE that describes the user-
visible interface and behavior of the TSF. (ADV_FBP

The developer must document the informal high-llelesign of the TOE, describing the TOE in
terms of major subsystems and the security funsté&ath subsystem provides. This will assist the
developer in finding any flaws in the design befibiie implemented. (ADV_HLD.1)

The correspondences between the various levelbsifaation of the TOE representation show
that there is correspondence between the highd l@esign and the functional specification.
(ADV_RCR.1)

The coverage of testing is sufficient to show ttie TSF is tested and shown to operate as
specified in the functional specification. This lwihelp to reduce implementation flaws.
(ATE_COV.2)

The functional components of the TSF are tested)] shown to operate as specified.
(ATE_FUN.1)

An independent party other than the developer ceoisdtesting. This overcomes the risk of
incorrect assessment of the test outcomes on thieopthe developer. This will help to reduce
implementation flaws. (ATE_IND.2)

The evaluators examine the developer's guidanceoofiguring the TOE securely. The purpose
for the examination of the guidance is to ensued this not self-contradictory, confusing or
unreasonable. (AVA_MSU.1)

The developer must perform a strength of TOE sictuinction analysis on all mechanisms that
hold a strength of function claim. The developerstrshow it meets or exceeds its strength of
function level, which in this case is SOF-basicvVfA SOF.1)

The developer conducts a vulnerability analysis #ws whether any identified vulnerabilities
in the TOE provide an obvious way to circumvent Ti&F. This analysis will show the developer
if there are any vulnerabilities that he/she wil/a to fix. (AVA_VLA.1)
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O.TESTING
The TOE will undergo developer and independettirtigs$hat include test scenarios and results.

The developer will show evidence of the test cogeralhis must correspond with the tests
identified in the test documentation. (ATE_COV.2)

The developer must test the TSF and document thdtse The documentation must include test
plans, procedures, expected results, and actualtsesThe plans must identify the security
functions tested. (ATE_FUN.1)

The developer must have the TOE tested by an imdkgme party. The evaluator will test a subset
of the TSF and confirm it operates as specifiedhgydeveloper. The evaluator will then provide
the appropriate evidence that it was tested. (AND.P)

O.TRAINED_USERS

The TOE will provide authorized users with the resegy guidance for secure use of the TOE, to
include secure sharing of user data.

The developer of the TOE must provide approprigter graining in order to avoid misuse of the
TOE resulting in a leak of protected data. Thentrej will be consistent with all other
documentation for the TOE. The training does nadnt® include instruction on administrative
functions. (AGD_USR.1)

8.5 Dependency Rationale

This ST does satisfy all the requirement depen@snaf the Common Criteria. Table 21 lists eacluiregnent to
which the TOE claims conformance with a dependeawcg indicates whether the dependent requirement was
included. As the table indicates, all dependencia® been met.

Table 21 - Functional Requirements Dependencies

SFR Identifier Dependencies Dependency Met

F\ORCE=NEE FPT _STM.1 v
SN\ FAU_GEN.1, v
FIA_UID.1
FORS RN FAU_GEN.1 v
SRS AN FAU_SAR.1 v
SRS FAU_SAR.1 v
F\ORSIEBEN FAU_GEN.1, v
FMT.MTD.1(1)
F\ORSER I FAU_GEN.1 v
IR NI=EN FAU_STG.1, v
0414 FMT_MTD.1
=]V NeloN I FDP_ACF.1 v
=p)=VNe=E FDP_ACC.1,
FMT_MSA.3
FIA_AFL.1 FIA_UAU.1 v
FIA_ATD.1 [none] 4
FIA SOS.1 [none] 4
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SFR Identifier Dependencies Dependency Met

FIA_UAU.2 FIA_UID.1 v
FIA_UID.2 [none] v
FMT_MOF.1 FMT_SMF.1, v
FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 OR v
FDP_IFC.1,
FMT_SMF.1,
FMT_SMR.1
FMT_MSA.2 ADV_SPM.1, See below.
FDP_ACC.1
or
FDP_IFC.1,
FMT_MSA.1,
FMT_SMR.1
FMT_MSA.3 FMT_MSA.1, v
FMT_SMR.1
FMT MTD.1(1) [EYIESYEN v
FMT_SMR.1
SRR FMT_SMF.1, v
FMT_SMR.1
SRR FMT_SMF.1, v
FMT_SMR.1
SVAREVARESES FMT_SMR.1 v
SAREVAEAN FMT_SMR.1 v
FMT_SMF.1 [N 4
FMT.SMR.1 FIA_UID.1 v
FPT_ITD_ExP.1 [N v
FPT_ RVM.1(1) e v
FPT_RVM.1(2) (Niglelals)| v
FPT SEP.1 [ v
FPT sTM.1 [0 v

ADV_SPM.1 is a dependency of FMT_MSA.2. ADV_SPMa4dsmot been included in this evaluation because the
TOE security policies are clearly defined in the. She one explicit security policy is the Discretimy Access
Control policy. This policy is clearly defined biyet requirements FDP_ACC.1 Subset access contrd?, BOF.1
Security attribute based access control, FMT_MS¥dnagement of security attributes, and FMT_MSA . &tist
attribute initialization. These requirements clgadefine subjects, objects, attributes and actidois the
Discretionary Access Control policy. There are fadditional implicit security policies defined ineg ST. These are
the audit policy, identification and authenticatipalicy, security management policy, and TSF pridecpolicy.
These policies are also clearly defined by the irements listed in this ST. Since all of the setyupolicies
explicitly or implicitly listed in the ST are defad by the ST, it was determined that the Securdtyg&t document is
sufficient to meet this dependency.
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8.6 TOE Summary Specification Rationale

8.6.1 TOE Summary Specification Rationale for the S ecurity Functional
Requirements

Each subsection in the TOE Security Functions Sumitection TOE Security Functions Summary) deswia
security function of the TOE. Each descriptiomiiganized by set of requirements with rationale thdicates how
these requirements are satisfied by aspects ofdhesponding security function. The set of segutinctions
work together to satisfy all of the security fuocts and assurance requirements. Furthermoref #iecsecurity
functions are necessary in order for the TSF tovigeo the required security functionality. This Se, in

conjunction with the TOE Summary Specification g&ttprovides evidence that the security functiares suitable
to fulfill the TOE security requirements.

Table 22 identifies the relationship between ségugquirements and security functions, showing gilasecurity
requirements are addressed and all security furctise necessary (i.e., they correspond to at teestsecurity
requirement).

The only security mechanism that is realized byr@babilistic or permutational implementation is thaessword
mechanism. For an analysis of the Strength of fiemcrefer to Strength of Function (SOF) Rationsgetion.

Table 22 - Mapping of Security Functional Requireme  nts to TOE Security Functions

TOE Security Function SFR Rationale

Security Audit FAU_GEN.1 Audit data generation is required for having a secure audit, because it
creates the initial audit information. Without generating audit records no
other audit functions can occur.

FAU_GEN.2 User identity association is required for having a secure audit because
it allows someone reviewing the audit log to know who triggered a
particular event. This information would be invaluable in determining an
attempt to gain unauthorized access.

FAU_SAR.1 It will not matter if audit records are created if there is not a method to
review the records.

FAU_SAR.2 Some of the audit records may contain sensitive information and this
information should only be viewed by people with a need to know.

FAU_SAR.3 Some audit records may not need to be reviewed at all times. Also all
administrators may not need to have the right to view all audit records.

FAU_SEL.1 An authorized administrator may not need to audit everything the
system can perform. Since audit space is finite this will lessen the
chance of the audit logs becoming full, or at least delay the problem.

FAU_STG.1 Since the audit logs maintain the history of all security related actions,
it is important to make sure these records can only be erased by
authorized administrators. This prevents someone from breaking into
the system, and then hiding their attack by clearing the audit log.

FAU_STG.NIAP- | The audit logs have a finite space for records. It is important to

0414 establish a policy of what actions to take if the space becomes full. In
the case of Caché the oldest audit records are overwritten and the
administrator is contacted.

User Data Protection FDP_ACC.1 A DAC policy is important because it provides a mechanism to enforce
access control on subject, objects and operations. Caché uses an
Access Control List to enforce its DAC policy.

FDP_ACF.1 It is important to enforce the DAC policy in a specific order so objects
can only use privileges that are explicitly granted.
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TOE Security Function

Identification and
Authentication

Security Management

SFR
FIA_AFL.1

Rationale

It is important to have an upper bound of unsuccessful attempts so that
a user cannot attempt to gain unauthorized access into the TOE.
Specifically this precaution helps to mitigate brute force and dictionary
attacks.

FIA_ATD.1

By assigning each user security attributes it will be possible to see if
they are subject to an attack. It will also be possible to see what threat
to the overall system if the attack is successful.

FIA_SOS.1

It is important to have strong passwords so it will not be easy to
perform a brute force attack against the system. Caché surpasses the
minimum requirement for this by requiring a password of 8 characters.

FIA_UAU.2

It is important that a user cannot perform any functions inside the TOE
until they are authenticated. If the user cannot be properly identified or
authenticated, then they cannot be trusted to not perform malicious
acts.

FIA_UID.2

It is important that a user cannot perform any functions inside the TOE
until they are authenticated. If the user cannot be properly identified or
authenticated, then they cannot be trusted to not perform malicious
acts.

FMT_MOF.1

It important to limit the ability to change the audit functions to only
authorized administrators. Otherwise a user could turn off audit
functionality before an attack occurred.

FMT_MSA.1

It is important to limit the ability to change security attributes to
authorized administrators only. If all users could change these
attributes, then a user could grant themselves more privileges than
they needed. This would compromise the security of the TOE.

FMT_MSA.2

There will be no insecure security attributes. This will force all the
security functions of the product to perform in an expected manner.

FMT_MSA.3

It is important to initialize accounts with the minimum privileges
possible so that users only have rights that are explicitly assigned to
them. This will prevent users having rights they do not need.

FMT_MTD.1(1)

It important to limit the ability to change the audit functions to only
authorized administrators. Otherwise a user could turn off audit
functionality before an attack occurred.

FMT_MTD.1(2)

It important to limit the ability to change the audit data to only
authorized administrators. Otherwise a user could turn erase audit data
after an attack occurred.

FMT_MTD.1(3)

It is important to restrict the ability to set and reset user authentication
values to authorized administrators so that a user could not reset the
account of someone with greater privileges. Being able to reset
anyone’s password would allow a user to masquerade as another user
and view data they were not authorized to view.

FMT_REV.1(1)

It is important to restrict the ability to revoke user attributes because if
anyone could do this, an attacker could launch an attack merely by
deleting everyone’s accounts, which would prevent the authorized TOE
users from gaining access.

FMT_REV.1(2)

It is important to restrict the ability to revoke subject and object
attributes because if anyone could do this an attacker could launch an
attack merely by deleting the privileges associated with subjects and
objects. Even if a users was able to authenticate, it would be very hard
to have a productive use of Caché because they would not be able to
harness the system'’s functionality
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TOE Security Function SFR Rationale

FMT_SMF.1 An authorized administrator must be able to effectively manage its
users, data and access control policy.

FMT_SMR.1 Roles provide a method for an authorized administrator to define a
user’s attributes. This cuts down on an administrator’s time in creating
new accounts and ensures that the correct set of rights are assigned to
a user.

Protection of the TSF FPT_ITD_EXP.1 |Itisimportant for each subject in the TOE scope of control to remain
separate so there is no bleeding over of privileges or information from
one subject to another.

FPT_RVM.1(1) It is important that it is not possible to bypass the security implemented
by the TOE. If the security functionality protecting the TOE can be
bypassed then the methods used to protect the TOE are irrelevant.

8.6.2 TOE Environment Summary Specification Rationa le for the Security
Functional Requirements

This section provides evidence that the TOE Envirent security functions are suitable to fulfill tHeOE
Environment security requirements.

Table 23 identifies the relationship between ségugquirements and security functions, showing gilasecurity
requirements are addressed and all security furctise necessary (i.e., they correspond to at teastsecurity
requirement).

Table 23 - Mapping of Security Functional Requireme  nts to TOE Security Functions

TOE Security Function Rationale

Protection of the TSF FPT_RVM.1(2)

It is important that it is not possible to bypass the security implemented
by the TOE Environment. If the security functionality protecting the
TOE Environment can be bypassed then the methods used to protect
the TOE are irrelevant.

FPT_SEP.1 It is important that environmental components maintain their own
security domains in order to protect themselves from interference and
tampering.

FPT_STM.1 It is important that the environment provide reliable time stamps so that

the administrator can be assured that audited events truly happened at
the specified time.

8.6.3 TOE Summary Specification Rationale for the S ecurity Assurance
Requirements

EAL3 was chosen to provide a basic level of indeleatly assured security in the absence of readyabiiy of
the complete development record from the vendone Ghosen assurance level is consistent with tistulated
threat environment.

While the TOE may monitor a hostile environmentsiexpected to be in a non-hostile position anbedded in or
protected by other products designed to addresatththat correspond with the intended environm@ihie chosen
assurance level was also selected for conformaitbehe client’s needs.
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8.6.3.1 Configuration Management

The Configuration Management documentation provigedescription of tools used to control the configion
items and how they are used at the InterSystentgee dbcumentation provides a complete configuraitiem list
and a unique reference for each item. Additiondle configuration management system is describeldding
procedures that are used by developers to comibtrack changes that are made to the TOE. Thendewtation
further details the TOE configuration items tha eontrolled by the configuration management system

Corresponding CC Assurance Components:

» Configuration Items

8.6.3.2 Delivery and Operation

The Delivery and Operation documentation providdsscription of the secure delivery procedures émanted by
InterSystems to protect against TOE modificatiorrirdy product delivery. The Installation Documeitdat
provided by InterSystems details the proceduresirfstalling the TOE and placing the TOE in a secstae
offering the same protection properties as the enasipy of the TOE. The Installation Documentatmovides
guidance to the administrator on the TOE configaraparameters and how they affect the TSF.

Corresponding CC Assurance Components:

» Delivery Procedures
» Installation, Generation and Start-Up Procedures

8.6.3.3 Development

The InterSystems design documentation consistevaral related design documents that address thpaeents of
the TOE at different levels of abstraction. Théofeing design documents address the Developmestirasice
Requirements:

» The Functional Specification provides a descriptifrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,&mors message for each external TSF interface.

e The High-Level Design provides a top level desigmecsfication that refines the TSF functional
specification into the major constituent parts &gbems) of the TSF. The high-level design idertithe
basic structure of the TSF, the major elementistiag of all interfaces, and the purpose and nibibfouse
for each interface.

» The Correspondence Analysis demonstrates the pomdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.

Corresponding CC Assurance Components:

» Informal Functional Specification
» Descriptive High-Level Design
» Informal Representation Correspondence

8.6.3.4 Guidance Documentation

The InterSystems Guidance documentation providesrastrator and user guidance on how to securedyatp the
TOE. The administrator Guidance provides descmistioof the security functions provided by the TOE.
Additionally, it provides detailed accurate infortioa on how to administer the TOE in a secure maand how to
effectively use the TSF privileges and protectivactions. The User Guidance provided directs usarbow to
operate the TOE in a secure manner. Additionalser Guidance explains the user-visible securibctions and
how they are to be used and explains the useréiromaintaining the TOE’s Security. InterSystepnevides
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single versions of documents which address the mdtrator Guidance and User Guidance; there aresewdrate
guidance documents specifically for non-administraisers of the TOE.

Corresponding CC Assurance Components:

» Administrator Guidance
» User Guidance

8.6.3.5 Tests

There are a number of components that make upebedbcumentation. The Coverage Analysis demdastthe
testing performed against the functional speciiicat The Coverage Analysis demonstrates the extewhich the
TOE security functions were tested as well as ¢vellof detail to which the TOE was tested. Inyst&ms Test
Plans and Test Procedures, which detail the oveffdtts of the testing effort and break down tpedfic steps
taken by a tester, are also provided.

Corresponding CC Assurance Components:

» Evidence of Coverage
* Functional Testing

8.6.3.6  Vulnerability and TOE Strength of Function  Analyses

A Vulnerability Assessment is provided to demortstraays in which an entity could violate the TS anovide a
list of identified vulnerabilities. Additionallythe document provides evidence of how the TOE séstant to
obvious attacks. The Strength of TOE Security FiancAnalysis demonstrates the strength of the alodistic or
permutational mechanisms employed to provide sgcduinctions within the TOE and how they exceed the
minimum SOF requirements.

Corresponding CC Assurance Components:

» Strength of TOE Security Function analysis
* Vulnerability Analysis

8.7 Explicitly Stated Requirements Rationale

The following explicitly stated SFRs were addedhis Security Target to more accurately reflect sy that the
TOE operates with regard to the Security Functions:

FAU_STG_EXP.NIAP-0414: The FAU_STG family does sapport a way for the administrator to specify tiat

actions taken by the TSF to prevent audit datawds=n the audit trail is full can be site seleatalhh fact, the FAU
STG.4 component explicitly states the actions totdken by the TSF when the audit log is full. Thisrding

implicitly prevents a site from selecting the antitaken to prevent loss of audit data. This TOEvioies the
administrator with a selectable list of actionshbtotaken in the event that the audit log is full.l@ast one of the
actions must be selected and there is a defautinadtor this reason, the explicitly stated segufiinctional

requirementFAU_STG_EXP.NIAP-0414 which is modelad=A\U_STG.4 has been included in the ST.

FPT_ITD_EXP.1: The FPT_SEP family does not providevay for the TSF to enforce separation between the
security domains of the subjects in the TSC, but maintain a security domain for its own executioithe
requirement FPT_SEP.1, from which this requirenigriiased, provides both these requirements. Thig d@es
provide enforcement of separation between the #gcdomains of the subjects in the TSC. Howeveg th
environment provides a security domain for its exien. For this reason, the explicitly stated saéguunctional
requirement FPT_ITD_EXP.1 which is modeled on FFHP 3 has been included in the ST.
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8.8 Strength of Function

Strength of function rating of SOF-basic was clainier this TOE to meet the EAL3 assurance requirgmehis

SOF is sufficient to resist the threats identifiadSection 3.2. Section 4 provides evidence thatatestrates that
TOE threats are countered by the TOE security tibs: Section 8 demonstrates that the securityatives for the
TOE and the TOE environment are satisfied by tloairsty requirements. The evaluated TOE is intendeaperate
in commercial and Department of Defense low robesgrenvironments processing unclassified informatio

The overall TOE SOF claim BOF-basidecause this SOF is sufficient to resist the tirigkentified in Section 3.2.
Section 8.1 provides evidence that demonstratdsTi& threats are countered by the TOE securitgdailyes.
Section 8.2 demonstrates that the security obgstfer the TOE and the TOE environment are satidbig the
security requirements.

The relevant security function(s) and security fiowal requirement(s) which have probabilistic @rmputational
functions are:

« FIA_UAU.2

The SOF for this requirement is explicitly statadsiA_SOS.1.1. The requirement states that for estetmpt to use
the authentication mechanism, the probability thaandom attempt will succeed is less than onexi®'s. This
exceeds the overall SOF claim. Thus, the ov&@l¥ claim is stronger than the requirements of $&sie.
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9 Acronyms
Table 24 - Acronyms

Acronym Meaning

API Application Programming Interface

Common Criteria

Common Criteria Interpretations Management Board

Discretionary Access Control

Database

Database Management System

Evaluation Assurance Level

Graphical User Interface

Internet Protocol

Information Technology

Operating System

Protection Profile

Security Functional Requirement

Security Function Policy

Strength of Function

Structured Query Language

Security Target

Target of Evaluation
TSF Scope of Control

TOE Security Functions

TOE Security Policy
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