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1 Security Target Introduction

This section identifies the Security Target (STardget of Evaluation (TOE), ST conventions, ST comi@nce
claims, and the ST organization. The Target ofl&at#on is the EMC ControlCenter® 5.2 Service Packnd will
hereafter be referred to as the TOE throughout tlisument. The TOE is a suite of integrated sakwa
applications which allow centralized managementasfous SAN products.

1.1 Purpose

This ST contains the following sections to providepping of the Security Environment to the Security
Requirements that the TOE meets in order to rendin@inish or mitigate the defined threats:

» Security Target Introduction (Section 1) — Providelsrief summary of the content of the ST and dessr
the organization of other sections of this document

» TOE Description (Section 2) — Provides an overvieginthe TOE security functions and describes the
physical and logical boundaries for the TOE.

e Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE tand i
environment.

» Security Objectives (Section 4) — Identifies thewsgy objectives that are satisfied by the TOE dtsd
environment.

» Security Requirements (Section 5) — Presents tloer®g Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE arilebYOE’s environment.

» TOE Summary Specification (Section 6) — Descriltesdecurity functions provided by the TOE to sstisf
the security requirements and objectives.

» Protection Profile Claims (Section 7) — Provides ithentification of any ST Protection Profile (R#dims
as well as a justification to support such claims.

* Rationale (Section 8) — Presents the rationalettier security objectives, requirements, and the TOE
summary specifications as to their consistency,etaness, and suitability.

» Acronyms (Section 9) — Defines the acronyms uselimvthis ST.

1.2 Security Target, TOE and CC Identification and = Conformance

Table 1 — ST, TOE, and CC ldentification and Confor mance

ST Title EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 Security Target
ST Version Version 1.01

Author Corsec Security, Inc.
Nathan Lee and Matthew Appler

TOE Identification EMC ControlCenter® 5.2 Service Pack 5

Common Criteria for Information Technology Security Evaluation, Version 2.3, August
2005 (aligned with ISO/IEC 15408:2005); CC Part 2 conformant; CC Part 3 conformant;
PP claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of 2006-06-30
were reviewed, and no interpretations apply to the claims made in this ST.

Common Criteria (CC)

Identification and
Conformance

PP Identification None

Evaluation Assurance EAL2+: EAL2 Augmented with ALC_FLR.1 Basic flaw remediation
Level

Keywords Storage Area Network (SAN), storage array, data storage

EMC ControlCenter® 5.2 Service Pack 5 Page 5 of 43
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1.3 Conventions

There are several font variations used within 8is Selected presentation choices are discusseddaid the ST

reader.

The CC allows for several operations to be perfarme security requirements: assignment, refinenmgction,
and iteration. These operations are presentedeisame manner in which they appear in Parts Basfdhe CC
with the following exceptions:

Completed assignment statements are identifiedysalicized text within brackels

Completed selection statements are identified uginderlined italicized text within brackéts

Refinements are identified usimgld text. Any text removed is stricken (Example-—F+SFEDatad should
be considered as a refinement.

Iterations are identified by appending a letteparenthesis following the component title. Forragée,
FAU_GEN.1(a) Audit Data Generation would be thestfiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

EMC ControlCenter® 5.2 Service Pack 5 Page 6 of 43
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2 TOE Description

This section provides a general overview of the T&@BEn aid to understanding the general capabilitig security
requirements provided by the TOE. The TOE desornipprovides a context for the TOE evaluation bsniifying
the product type and describing the evaluated gardtion.

2.1 Product Type

The EMC ControlCenter family of products enablemauistrators to discover, monitor, automate, priovisand
report on host storage resources, networks, amdgecacross their entire information environmeotrira single
console.

EMC ControlCenter shows a consolidated view of sterage environment. This view allows administratto
monitor the health of, track the status of, remart and control each managed object. From a soagisole, EMC
ControlCenter can manage or monitor:

» Storage components — such as EMC Symmetrix® aret gdndor’s storage arrays.

» Connectivity components — such as Fibre Channdthes and hubs.

» Host components — such as host operating systédmsystems, volume managers, databases, and backup
applications.

EMC ControlCenter comprises three main types offmments:

» ControlCenter Infrastructure: acts as the cenedlimanagement, storage, and decision-making pmirhé
TOE

» Console software: provides administrative accesadControlCenter Infrastructure

» Agents: provide intelligence to manage or monitpedific object domains (such as Symmetrix storage
arrays; Windows, UNIX, or MVS hosts; and Fibre Chelrswitches)

In a typical deployment scenario, a variety of &ggtlon servers and Storage Area Network (SAN) ceviare
connected to the ControlCenter Infrastructure \Ra metworking or Fibre Channel, and Agents are itetal
throughout this infrastructure to provide managemand monitoring functionality for each device. [$A
administrators utilize the EMC ControlCenter pradiacmanage and monitor these various SAN devices.

Figure 1 below shows the details of the deployneenfiguration of the TOE:

! For a more detailed general overview of these aovapts, please refer to the document entifddC
ControlCenter Version 5.0 INTRODUCTION available at the EMC Powerlink website at:
http://powerlink.emc.com

2P = Internet Protocol

EMC ControlCenter® 5.2 Service Pack 5 Page 7 of 43
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Figure 1 — Deployment Configuration of the TOE

2.2 Product Description

EMC ControlCenter is designed for use in a hetamegas environment of multivendor storage, multiratorage
networks, and multivendor storage hosts. Inforamtian reside on technologically disparate devicesing a
variety of operating systems, in geographicallyedée locations. From a single console, EMC CoGgnoter can
monitor or manage the following types of storagays:

*  EMC Symmetrix®

» EMC Centera®

 EMC Celerra™

*+ EMC CLARIION®

e HP StorageWorks™

¢ HDS™ (Sun™) 7700E, 9900™

» IBM® Enterprise Storage Server™

e IBM RAMAC® Virtual Array (RVA) and StorageTek® Shed Virtual Array™ (SVA™)
* Network Appliance

* Tape Management systems, including STK, VTS, CArl RMM

EMC ControlCenter can manage storage network caiwitgccomponents from a variety of vendors inclugti

* Brocade
» Connectrix™
e McData™

* Qlogic
» Cisco
EMC ControlCenter can manage the following hosts:

*  Windows NT®, Windows® 2000, Windows® 2003

EMC ControlCenter® 5.2 Service Pack 5 Page 8 of 43
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» Solaris®, HP-UX®, AIX®, Linux
e MVYS™

These different host platforms typically run a edriassortment of host applications, for examplBpgell® file
system; an Oracle®, Microsoft SQL Server, Sybasfrinix, or a DB2® database; or a backup systermingn
under Tivoli® Storage Manager. EMC ControlCentan enonitor and report on these host applicatioss. al

The ability to manage host applications and thesoaiated storage needs across disparate platfoomsa single
interface not only greatly simplifies storage maragnt tasks but also makes it possible to manage effectively
and implement cross-platform storage-wide strategiAdministrators can continue to leverage thdviddal
strengths of each of their storage assets while EGtDtrolCenter masks their complexity, bringing die
components together in one view.

2.3 TOE Boundaries and Scope

This section will primarily address what physicatldogical components of the TOE are included ialeation.

2.3.1 Physical Boundary

Figure 2 below illustrates the physical scope andnbary of the overall solution and ties togethkro& the
components of the TOE and the constituents of tB& Environment. The TOE is a software suite whiafs on
general purpose computing hardware running a geperpose operating system (OS).

Table 2 below shows the three main TOE Componemdsiae evaluated operating system.

Table 2 — Evaluated Operating Systems

TOE Component Evaluated Operating Systems

ControlCenter Infrastructure Windows Server 2003 SP2
Console Software Windows Server 2003 SP2
Agents Windows Server 2003 SP2

Windows 2000 SP4
Red Hat Linux ES 4 Nahant Update 2
HP-UX B11.11
Sun Solaris 2.9
IBM AIX 5.2

EMC ControlCenter® 5.2 Service Pack 5 Page 9 of 43
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Figure 2 — Physical TOE Boundary

2.3.2 Logical Boundary

The security functional requirements implementedhsy TOE are usefully grouped under the followirer @ity
Function Classes:

e Security Audit

» User Data Protection

» |dentification and Authentication
» Security Management

» Protection of the TSF

2.3.2.1 Security Audit

The TOE records audit events relating to the TO& tarthe managed environment. The events arededan the
TOE’s “Command History” which is stored in the T@Hhternal database. The audit data can be vidyetlOE
users through the console application and the webale.

2.3.2.2 User Data Protection

The User Data Protection function protects datd thaentrusted to the TOE. This functionality ignparily
enforced by the ControlCenter Infrastructure TOHnponent. Once users of the TOE are identified and
authenticated, either by the TOE or the TOE Envitent, they are then granted access to audit datalr&@kt
configuration data. Each user has access permgsagsociated with his user account that allowsigiee to access
audit data and TOE configuration information.

2.3.2.3 Identification and Authentication

The Identification and Authentication function eresithat the TOE user that is requesting a sehaseprovided a
valid username and password and is authorizeddesachat service. When TOE users enter theinaser and
password at the login screen of the console apflitaor web console, the information is passed he t
ControlCenter Infrastructure. The informationhen verified against the username and passworedsiorthe TOE

EMC ControlCenter® 5.2 Service Pack 5 Page 10 of 43
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environment (for example, the local Windows OS'ruaecounts or an Active Directory service). If {vided
username and password are valid, the TOE usesignasl the privileges associated with that usernaitien the
TOE. Before identification and authentication, TH@E user is only able to identify and authentid@taself.

2.3.2.4 Security Management

The TOE assigns granular privileges directly touatimited number of users and user-defined usenggo Users
perform all management of the TOE through the clenapplication.

2.3.2.5 Protection of the TSF

Non-bypassability of the TOE is provided by a comalbion of basic configuration and enforcement afusity
policy rules. It is not possible to perform anycwdty-relevant actions on the system without sastdly
authenticating. Once a user has been authentjdageid bound to the appropriate roles and anyilpges defined
by the TOE access control.

2.3.3 Product Components Included In and Excluded F  rom the TOE

The TOE has a range of command line interfaces wilities which only need to be used during instail
troubleshooting. They are excluded from the Comrfisiteria evaluated configuration. The TOE corssist
software applications. The underlying hardware apdrating systems are part of the TOE environnenis the
web server and the web browser.

Product components that are part of the evaluaiatiguration of the TOE are:

* SAN Manager
» StorageScope
e Symmetrix Manager

Product components that are not part of the evaduednfiguration of the TOE are:

Automated Resource Manager
» Performance Manager

SAN Advisor

e Symmetrix Optimizer

EMC ControlCenter® 5.2 Service Pack 5 Page 11 of 43
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3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It plesithe statement of the TOE security environme&hich
identifies and explains all:

» Assumptions about the secure usage of the TORidimg physical, personnel and connectivity aspects
» Known and presumed threats countered by eithef @ie or by the security environment
» Organizational security policies with which the T@tast comply

3.1 Assumptions

This section describes the security aspects oirttemded environment for the evaluated TOE. Theragonal
environment must be managed in accordance withrassel requirement documentation for delivery, ofp@maand
user guidance. The following specific conditiome eequired to ensure the security of the TOE ardaasumed to
exist in an environment where this TOE is employed.

Name Description

A.NOEVIL Administrators are non-hostile, appropriately trained, and follow all
administrator guidance.

A.PHYSCAL Physical security will be provided for the TOE and its environment.

3.2 Threats to Security

This section identifies the threats to the InforioatTechnology (IT) assets against which the TOEtnmrotect.
The threat agents are individuals who are not aizbd to use the TOE. The threat agents are asstone

» have public knowledge of how the TOE operates

* possess a low skill level

* have limited resources to alter TOE configuratiettisgs
» have no physical access to the TOE

» possess a low level of motivation

* have a low attack potential

The IT assets requiring protection are the confijan data and the servers on the managed networks.

EMC ControlCenter® 5.2 Service Pack 5 Page 12 of 43
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The following threats are applicable:

Name Description

T.COMINT An unauthorized individual may attempt to compromise the integrity of the audit
data collected and produced by the TOE or TOE -configuration data by
bypassing a security mechanism.

T.PRIVIL An unauthorized individual may gain access to the TOE and exploit system
privileges to gain access to TOE security functions and data.

3.3 Organizational Security Policies

An organizational security policy is a set of rylpsactices, and procedures imposed by an orgamiztt address
its security needs. This section describes tharorgtional security policies with which the TOE shaomply.

Name Description

P.PASSWORD An authorized TOE user must use a sound password to access the TOE. A
user password must have a minimum password length of eight characters and
must contain at least one non-alphanumeric character (from a set of 33), one
numeric character (from a set of 10), and two alphabetical characters (from a
set of 52, since upper- and lowercase characters are differentiated).

EMC ControlCenter® 5.2 Service Pack 5 Page 13 of 43
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment. The dgcobjectives
identify the responsibilities of the TOE and itwvigonment in meeting the TOE’s security needs.

4.1 Security Objectives for the TOE

The specific security objectives are as follows:

Name Description

O.ACCESS The TOE must allow authorized users to access only appropriate TOE functions
and data.
O.ADMIN The TOE must include a set of functions that allow efficient management of its

functions and data, ensuring that TOE users with the appropriate privileges,
and only those TOE users, can exercise such control.

O.AUDIT The TOE must gather audit records of actions on the TOE which may be
indicative of misuse.

O.IDAUTH The TOE must be able to identify and authenticate users prior to allowing
access to TOE administrative functions and data.

O.INTEGR The TOE must ensure the integrity of all audit data.

O.PROTECT The TOE must protect itself from unauthorized modifications and access to its
functions, audit data, and configuration data.

EMC ControlCenter® 5.2 Service Pack 5 Page 14 of 43
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4.2 Security Objectives for the Environment

4.2.1 IT Security Objectives

The following IT security objectives are to be séid by the environment:

INETE Description

OE.SEP The IT Environment will protect the TOE from external interference or
tampering.

OE.TIME The IT Environment will provide reliable timestamps to the TOE.

4.2.2 Non-IT Security Objectives
The following non-IT environment security objectivare to be satisfied without imposing technicgureements

on the TOE. They will not require the implemerdatiof functions in the TOE hardware and/or softwaliéus,
they will be satisfied largely through applicatiohprocedural or administrative measures.

Name Description

NOE.NOEVIL TOE users are non-hostile, appropriately trained, and follow all user guidance.

NOE.PHYSCL The TOE will be located within controlled access facilities, which will prevent
unauthorized physical access.

EMC ControlCenter® 5.2 Service Pack 5 Page 15 of 43
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5 Security Requirements
This section defines the Security Functional Rezrugnts (SFRs) and Security Assurance Requirem8&RY)

met by the TOE as well as Security Functional Regoénts met by the TOE IT environment. These requénts
are presented following the conventions identifire&ection 1.3.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. TBhistion organizes the SFRs by CC class. Table@ifibs all
SFRs implemented by the TOE and indicates the Sfatipns performed on each requirement.

Table 3 — TOE Security Functional Requirements

Description
FAU_GEN.1 Audit Data Generation
FAU_SAR.1 Audit review
FAU_STG.1 Protected audit trail storage
FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control
FIA_ATD.1 User attribute definition
FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action
FMT_MOF.1 Management of security functions behaviour
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialisation
FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

EMC ControlCenter® 5.2 Service Pack 5
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Description

FPT_RVM.1 Non-bypassability of the TSP

Note: S=Selection; A=Assignment; R=Refinement;drdtion

Section 5.1 contains the functional components fitnd Common Criteria (CC) Part 2 with the operagion
completed. For the conventions used in perforn@i@goperations please refer to Section 1.3.
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5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redattiedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for that specifiefilevel of audit; and
c) [The auditable events specified in Tabje 4

Table 4 — Auditable Events

Auditable Event Description

User Logon

User Logoff Audited when the java console exits normally via the File/Exit menu option.
Add ECC?® User Creating a new User

Remove ECC User

Set User Description Adding/updating description for a User

Add ECC User Group Creating a new User Group

Set User Group Description Adding/updating description for a User Group

Set User Group Name Updating a User Group name

Add ECC User to Group

Remove ECC User From Group

Remove ECC User Group

Replace Authorization Rule Set | Creating/updating/deleting an authorization rule

FAU_GEN.1.2
The TSF shall record within each audit record astehe following information:

a) Date and time of the event, type of event, suibgentity, and the outcome (success or failuffethe
event; and

3 EMC ControlCenter
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b) For each audit event type, based on the audial#nt definitions of the functional componentduded
in the PP/ST,Hjo other audit relevant informatign

Dependencies: FPT_STM.1 Reliable time stamps

FAU SAR.1 Audit review
Hierarchical to: No other components.
FAU SAR.1.1

The TSF shall provideauthorised usefswith the capability to reada]l audit informatior} from the audit
records.

FAU_SAR.1.2
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU_STG.1.1
The TSF shall protect the stored audit records fumauthorised deletion.
FAU_STG.1.2
The TSF shall be able tprfevent unauthorised modifications to the stored audibrds in the audit trail.

Dependencies: FAU_GEN.1 Audit data generation
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5.1.2 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1
The TSF shall enforce thadcess control SHRoN [all security attributel

Dependencies: FDP_ACF.1 Security attribute based aess control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1
The TSF shall enforce thadcess control SHRo objects based on the following: [
e Subjects: authorized users
0 Security Attributes:
* user name
=  permissions
» Objects: audit data and TOE configuration
0 Security Attributes:
= permissions
1
FDP_ACF.1.2

The TSF shall enforce the following rules to deteenif an operation among controlled subjects and
controlled objects is allowedaf authorized user can manipulate audit data andiier TOE configuration
if the user has the appropriate permissipns

FDP_ACF.1.3

The TSF shall explicitly authorise access of sulsjéoc objects based on the following additionaksul
[nond.

FDP_ACF.1.4
The TSF shall explicitly deny access of subjectstjects based on thedng.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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5.1.3 Class FIlA: Identification and Authentication

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
FIA_ATD.1.1

The TSF shall maintain the following list of sec¢yrattributes belonging to individual userasgr name,
permissionp

Dependencies: No dependencies

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1
FIA_UAU.2.1

The TSF shall require each user to be successéulthenticatecdby the TOE Environment before
allowing any other TSF-mediated actions on behithat user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1
FIA_UID.2.1

The TSF shall require each user to identify itselthe TOE Environment before allowing any other TSF-
mediated actions on behalf of that user.

Dependencies: No dependencies
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5.1.4 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviou
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tddtermine the behaviour of, disable, enable, mdtiéybehaviour §f
the functions &ll functiong to [authorized administratots

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1

The TSF shall enforce thadcess control SHRo restrict the ability toquery, modify, deletehe security
attributes @ll security attributepto [authorized administratofs

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.3 Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce thadcess control SHRo provide [estrictivg default values for security attributes
that are used to enforce the SFP.

FMT_MSA.3.2

The TSF shall allow thealthorized administratofsto specify alternative initial values to overridee
default values when an object or information isated.

Dependencies: FMT_MSA.1 Management of security atibutes
FMT_SMR.1 Security roles

FMT_MTD.1 Management of TSF data

Hierarchical to: No other components.
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FMT_MTD.1.1

The TSF shall restrict the ability tguery, delete, cledrthe [audit data and TOE configuratidprto
[authorized administratots

Dependencies: FMT_SMF.1 Specification of managemefinctions FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayvsecurity management functionsegurity attribute
management, TSF data management, and securitydaomainagemeht

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1
The TSF shall maintain the rolasser-defined rolds
FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.5 Class FPT: Protection of the TSF

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function mvithi
the TSC is allowed to proceed.

Dependencies: No dependencies
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5.2 Security Functional Requirements on the IT Env  ironment

This section specifies the SFRs for the IT Envirentn This section organizes the SFRs by CC cld$we table
below identifies all SFRs implemented by the IT Eomment and indicates the ST operations perforore@ach
requirement.

Name Description S A R |
FPT_SEP.1 TSF domain separation v
FPT_STM.1 Reliable time stamps v

Note: S=Selection; A=Assignment; R=Refinement;drdtion

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1.1

The TOE environment shall maintain a security domain fidre TOE's execution that protecthe TOE
from interference and tampering by untrusted subjec

FPT_SEP.1.2
The TOE environment shall enforce separation between the security dontd subjects in the TSC.

Dependencies: No dependencies

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
FPT_STM.1.1
The TOE environment shall be able to provide reliable time stampsffieruse of the TOE

Dependencies: No dependencies
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5.3 Assurance Requirements

This section defines the assurance requirementhdéof OE. Assurance requirements are taken frenCi@ Part 3
and are EAL2+ augmented with ALC_FLR.1. TableAssurance Requirements summarizes the requirements.

Table 5 — Assurance Requirements

Assurance Requirements

Class ACM: Configuration management | ACM_CAP.2 Configuration items

Class ADO: Delivery and operation ADO_DEL.1 Delivery procedures
ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV: Development ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration

Class AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Class ALC: Life Cycle ALC_FLR.1 Basic Flaw Remediation

Class ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_VLA.1 Developer vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how TI@E meets the functional and assurance requirentkscribed

in previous sections of this ST.

6.1 TOE Security Functions

Each of the security requirements and the assac@gscriptions correspond to the security functiodence, each
function is described by how it specifically sagsfeach of its related requirements. This setwdsth describe
the security functions and rationalize that theusggfunctions are suitable to satisfy the necgssaquirements.

Table 6 — Mapping of TOE Security Functions to Secu

rity Functional Requirements

TOE Security Function SFR ID Description

Identification and Authentication FIA_ATD.1 User attribute definition
FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action

Protection of the TSF FPT_RVM.1 Non-bypassability of the TSP

Security Audit FAU_GEN.1 Audit data generation
FAU_SAR.1 Audit review
FAU_STG.1 Protected audit trail storage

Security Management FMT_MOF.1 | Management of security functions behaviour
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialisation
FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of management functions
FMT_SMR.1 | Security roles

User Data Protection FDP_ACC.1 Subset access control
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TOE Security Function Description

FDP_ACF.1 Security attribute based access control

6.1.1 Security Audit

The Security Audit function records an audit everitenever a user attempts to login or logs off. autits
manipulation of TOE user accounts, including thadtdition, deletion, or modification (including usgroup
membership). The Security Audit function auditsnipalation of TOE user groups, including their dabaf,
deletion, modification. It also audits the creatiopdating, or deletion of authorization rules.

The TOE audit records contain at least the follgnimformation: date and time of the event, typeewadnt, subject
identity, and the outcome (success or failurehefdavent.

The audit data can be viewed by TOE users throgltonsole application and the web console. Thé kngs are
stored in the internal database. They are pratestehat only authorized users can delete theseds.

6.1.2 User Data Protection

The TOE provides the User Data Protection sectuitgtion to manage access to audit data and TOFgcmation
data to authorized users.

Identification and authentication of authorizedrssis performed by the Identification and Autheation security
function. After a user has been successfully auit@ted, the TOE posesses the EMC ControlCentenipsions
for that user. Using the Security Management scfunction, the user's permissions are used tdiate access
and manipulation to audit data and TOE configuratiata.

6.1.3 Identification and Authentication

The Identification and Authentication function eresuthat the TOE user that is requesting a sehaseprovided a
valid username and password and is authorizeddesadhat service. For each user, the TOE sthesfoliowing

security attributes in the database: usernamepamdissions. When a TOE user enters his usernathpassword
at the login screen of the console software or wehsole, the information is passed to the Contnol€re
Infrastructure, where it is in-turn passed to tf@ETEnvironment for verification. If the providedarname and
password are valid then the ControlCenter Infrastime allows the user to access the TOE with thenigsions

associated with that username. Before identificeind authentication, the TOE user is only abla¢ntify and

authenticate himself.

6.1.4 Security Management

The TOE assigns granular privileges directly touatimited number of users and user-defined usenggo Users
perform all management of the TOE through the clenapplication.

The TOE enforces which users have access to TSE siath as events, notifications, and configurasiettings.
Attempts by the user to query, modify, or deleteusiy attributes (such as username or permissiorSF data
(such as audit data and configuration settings) ,s@curity are mediated by the TOE.

6.1.5 Protection of the TSF

The Protection of the TSF function provides thegnity and management of the mechanisms that peahiel TSF.
Protection of the TOE from physical tampering iswed by its environment. It is the responsibilitf the
administrator to ensure that physical connectioaderto the TOE remain intact and unmodified.
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Non-bypassability of the TOE is provided by a comalbion of basic configuration and enforcement afusity
policy rules. Each subject’s and user’s securityileges are separated. It is not possible tdgpar any actions on
the system without successfully authenticating.céa user has been authenticated, he is boune& @pfropriate
privileges defined by the TOE access control. &uor user to perform a TOE operation, an Administratust have
granted that user the rights to perform that opmmat These privileges are granted on a per ussisbdaince all
access control rights are checked by the TOE's ar@sins and the TOE uses unique attributes for eseh then
the TSF maintains separation between differentsuséis an example, if a user without explicit pession tries to
edit a policy, the user will not be able to save ¢hanges.

6.2 TOE Security Assurance Measures

EAL2+ was chosen to provide a basic level of incejemtly assured security. This section of the Bcliarget
maps the assurance requirements of the TOE for BAIQ+ level of assurance to the assurance meassesfor
the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate
documentation to the TOE assurance requirements.

Table 7 — Assurance Measures Mapping to TOE Securit  y Assurance Requirements (SARS)

Assurance Assurance Measure

Component

ACM_CAP.2 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 - Configuration Management: Capabilities

ADO_DEL.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 - Delivery and Operation: Secure Delivery

ADO_IGS.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 Planning and Installation Guide Volume 1
P/N 300-003-716 REV A02

EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 Planning and Installation Guide Volume 2
(MVS Agents) P/N 300-003-717 REV A01

ADV_FSP.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 - TOE Architecture: High Level Design,
Functional Specification, and Representation Correspondence

ADV_HLD.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 - TOE Architecture: High Level Design,
Functional Specification, and Representation Correspondence

ADV_RCR.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 - TOE Architecture: High Level Design,
Functional Specification, and Representation Correspondence

AGD_ADM.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 — Common Criteria Administrative Guide
Supplement

EMC ControlCenter® 5.2 Service Pack 5 Support Matrix P/N 300-003-704 REV A02

EMC ControlCenter® 5.2 Service Pack 5 Overview P/N 300-003-719 REV A01

EMC ControlCenter® 5.2 Service Pack 5 Administration/User Guide P/N 300-003-718 REV A01
EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 StorageScope Reference Guide P/N 300-
003-712 REV A01

EMC Corporation EMC ControlCenter 5.2 Integration Packages Product Guide P/N 300-000-300
REV A05

EMC Corporation EMC ControlCenter Framework Integration Examples 5.2 P/N 300-003-519 REV
A01

EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 Performance and Scalability Guidelines
P/N 300-003-703 Rev A01

EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 Storage Provisioning Services Command
Line Interface Reference Guide P/N 300-003-714 REV A01

EMC ControlCenter® 5.2 Service Pack 5 Integration Packages Product Guide P/N 300-003-710 REV
A01

EMC ControlCenter® 5.2 Service Pack 5 Performance and Scalability Guidelines P/N 300-003-
703Rev AO1

SAN Manager™ Quick Start Discovery EMC ControlCenter 5.2 P/N 300-001-417 REV A01

EMC ControlCenter® 5.2 Service Pack 5 Storage Provisioning Services Allocating and Deallocating
Storage P/N 300-003-720 REV A0l
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Assurance Assurance Measure
Component
AGD_USR.1 |Note: The only “users” of the EMC ControlCenter® 5.2 Service Pack 5 are Administrators. Therefore,
only AGD_ADM.1 applies.
ALC_FLR.1 EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 — Life Cycle Support: Flaw Remediation
ATE_COV.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 — Testing: Coverage
ATE_FUN.1 |Common Criteria Test Cases for ECC 5.2 SP5
EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 — Tests: Functional Tests
ATE_IND.2 Provided by laboratory evaluation
AVA_VLA.1 |EMC Corporation EMC ControlCenter® 5.2 Service Pack 5 - Vulnerability Assessment
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance klai

7.1 Protection Profile Reference

There are no protection profile claims for thisig#ty target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the securiiuirements are suitable to meet the securitgadives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existesiceach assumption, threat, and policy statenfeitdompose the
Security Target. The tables below demonstrate ttt&tmapping between the assumptions, threatspalncks to
the security objectives is complete. The followdigcussion provides detailed evidence of covefageach threat,

assumption, and policy.

8.1.1 Security Objectives Rationale Relating to Thr

Threats

T.COMINT

An unauthorized individual may
attempt to compromise the

integrity of the audit data collected
and produced by the TOE or TOE
configuration data by bypassing a
security mechanism.

Objectives

O.ACCESS

The TOE must allow authorized users
to access only appropriate TOE
functions and data.

eats

Rationale

The O.ACCESS objectives ensure
that unauthorized modifications and
access to functions and data is
prevented. The O.ACCESS objective
provides that the TOE must allow
authorized operators to access only
appropriate TOE functions and data.

O.AUDIT

The TOE must gather audit records of
actions on the TOE which may be
indicative of misuse.

The O.AUDIT objective provides
defense in depth, by requiring the
recording and availability of audit
records for review by an authorized
operator of the TOE.

O.IDAUTH

The TOE must be able to identify and
authenticate users prior to allowing
access to TOE  administrative
functions and data.

The O.IDAUTH obijective requires that
the TOE must be able to identify and
authenticate  operators  prior to
allowing access to TOE functions and
data.

O.INTEGR

The TOE must ensure the integrity of
all audit data.

This threat is primarily diminished by
the O.INTEGR objective, which
requires that the TOE ensure the
integrity of all audit data.

O.PROTECT

The TOE must protect itself from
unauthorized modifications and
access to its functions, audit data, and
configuration data.

The O.PROTECT objective requires
that the TOE protect itself from
unauthorized modifications and
access to its functions and data.
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Threats Objectives Rationale
OE.SEP The OE.SEP objective also supports
these objectives by requiring that the
The IT Environment will protect the | IT environment protect the TOE from
TOE from external interference or | interference that would prevent it from
tampering. performing its functions.
OE.TIME The OE.TIME objective supports
these objectives by providing for
The IT Environment will provide | reliable timestamps to be used by the
reliable timestamps to the TOE. TOE.
T.PRIVIL O.ACCESS The O.ADMIN and O.ACCESS

An unauthorized individual may | The TOE must allow authorized users
gain access to the TOE and | to access only appropriate TOE

exploit system privileges to gain | functions and data.

access to TOE security functions
and data.

objectives together ensure that
policies won't be subverted or
changed by unauthorized users. The
O.ACCESS objective provides that the
TOE must allow authorized operators
to access only appropriate TOE
functions and data.

The TOE must
functions that allow
management of its functions and data,
ensuring that TOE users with the
appropriate privileges, and only those
TOE users, can exercise such control.

O.ADMIN

include a set of
efficient

The O.ADMIN and O.ACCESS
objectives together ensure that
policies won't be subverted or
changed by unauthorized users. The
O.ADMIN objective ensures that only
TOE operators with appropriate
privileges can manage the functions
and data of the TOE.

O.AUDIT

The TOE must gather audit records of
actions on the TOE which may be
indicative of misuse.

The O.AUDIT objective provides
defense in depth, by requiring the
recording and availability of audit
records for review by an authorized
operator of the TOE.

access
functions and data.

O.IDAUTH

The TOE must be able to identify and
authenticate users prior to allowing
administrative

to TOE

This threat is primarily diminished by
the O.IDAUTH objective, which
requires that the TOE must be able to
identify and authenticate operators
prior to allowing access to TOE
functions and data.

O.PROTECT

The TOE must protect itself from
unauthorized
access to its functions, audit data, and
configuration data.

modifications

The O.PROTECT objective requires
that the TOE protect itself from
unauthorized modifications and
access to its functions and data.

EMC ControlCenter® 5.2 Service Pack 5

© 2007 EMC Corporation

Page 33 of 43




Security Target, Version 1.01

October 11, 2007

Threats

OE.SEP

Objectives

The IT Environment will protect the
TOE from external

interference or

Rationale

The OE.SEP objective also supports
these objectives by requiring that the
IT environment protect the TOE from
interference that would prevent it from

reliable timestamps to the TOE.

tampering. performing its functions.

OE.TIME The OE.TIME objective supports
these objectives by providing for

The IT Environment will provide | reliable timestamps to be used by the

TOE.

8.1.2 Security Objectives Rationale Relating to Ass  umptions
Assumptions Objectives Rationale
A.PHYSCAL NOE.PHYSCL The NOE.PHYSCL objective requires

Physical security will be provided
for the TOE and its environment.

The TOE will be
controlled access facilities, which will
prevent unauthorized physical access.

located within

that the TOE will be located within
controlled access facilities, which will
prevent unauthorized physical access.

A.NOEVIL

Administrators are non-hostile,
appropriately trained, and follow all
administrator guidance.

TOE
appropriately trained, and follow all
user guidance.

NOE.NOEVIL

users are non-hostile,

The NOE.NOEVIL objective ensures
that TOE wusers are non-hostile,
appropriately trained, and follow all
operator guidance.

8.1.3 Security Objectives Rationale Relating to Pol icies
Policies Objectives Rationale
P.PASSWORD O.IDAUTH O.IDAUTH ensures that a user must

The TOE must be able to identify and
authenticate users prior to allowing
access to TOE administrative
functions and data.

identify and authenticate before
access to the TOE is granted.

O.ACCESS

The TOE must allow authorized users
to access only appropriate TOE
functions and data.

O.ACCESS ensures that only
authorized users are allowed access
to the TOE.

8.2 Security Functional Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.
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8.2.1 Rationale for Security Functional Requirement

Objective

s of the TOE Objectives

Requirements Addressing the Objective Rationale

O.AUDIT

The TOE must gather audit
records of actions on the TOE
which may be indicative of misuse.

FAU_GEN.1

Audit data generation

Security-relevant events must be
audited by the TOE.

FAU_SAR.1 The TOE must provide the ability to
review the audit trail of the system.
Audit review
O.INTEGR FAU_STG.1 The TOE is required to protect the

The TOE must ensure the integrity
of all audit data.

Protected audit trail storage

audit data from unauthorized deletion.

FDP_ACF.1 Only authorized TOE users with the
appropriate permissions may access

Security  attribute based access | audit data.

control

FMT_MSA.1 Only authorized users of the System

Management of security attributes

may query and modify TOE data.

FMT_MTD.1

Management of TSF data

Only authorized users of the System
may query and modify TOE data.

FPT_RVM.1

Non-bypassability of the TSP

The TOE must ensure that all
functions to protect the data are not
bypassed.

O.IDAUTH

The TOE must be able to identify
and authenticate users prior to
allowing access to TOE
administrative functions and data.

FIA_ATD.1

User attribute definition

Security attributes of subjects used to
enforce the authentication policy of
the TOE must be defined.

FIA_UAU.2

User authentication before any action

The TOE will not give any security
sensitive access to a user until the
TOE Environment has authenticated
the user.

FIA_UID.2

User identification before any action

The TOE will not give any security
sensitive access to a user until the
TOE Environment has identified the
user.
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Objective

Requirements Addressing the Objective

Rationale

FMT_SMR.1

Security roles

The TOE must be able to recognize
the different user roles that exist for
the TOE.

FPT_RVM.1

Non-bypassability of the TSP

The TOE must ensure that all
functions are invoked and succeed
before each function may proceed.

O.ACCESS

The TOE must allow authorized
users to access only appropriate
TOE functions and data.

FIA_UAU.2

User authentication before any action

The TOE will not give any security
sensitive access to a user until the
TOE Environment has authenticated
the user.

FIA_UID.2

User identification before any action

The TOE will not give any security
sensitive access to a user until the
TOE Environment has identified the
user.

FDP_ACC.1

Subset access control

The TOE has an access control policy
that ensures that only authorized
users gain access to TOE functions
and data.

FDP_ACF.1 The TOE is required to provide
authorized users access to TOE

Security  attribute based access | functions and data.

control

FMT_MSA.3 Restrictive values for TOE functions

Static attribute initialisation

and data are provided, and the
authorized administrator can change
them when an object is created.

FMT_MOF.1

Management of security functions
behaviour

The TOE is required to provide the
ability to restrict managing the
behavior of functions of the TOE to
authorized users of the TOE.

FMT_MTD.1

Management of TSF data

Only authorized users of the System
may query and modify TOE data.

FPT_RVM.1

Non-bypassability of the TSP

The TOE must ensure that all
functions are invoked and succeed
before each function may proceed.
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Objective

Requirements Addressing the Objective

Rationale

O.ADMIN

The TOE must include a set of
functions that allow efficient
management of its functions and
data, ensuring that TOE users with
the appropriate privileges, and
only those TOE users, can
exercise such control.

FMT_MSA.3

Static attribute initialisation

Restrictive values for TOE functions
and data are provided, and the
authorized administrator can change
them when a data object is created.

FMT_MOF.1

Management of security functions
behaviour

Only those roles defined in
FMT_SMR.1 are given the right to
control the behavior of the TSF.

FMT_MTD.1

Management of TSF data

Only those roles defined in
FMT_SMR.1 are given the right to
access TSF data.

FMT_SMF.1 Mechanisms exist to enforce the rules
defined in FMT_MOF.1,
Specification of management | FMT_MTD.1(a), and FMT_MTD.1(b).
functions
FMT_SMR.1 The TOE defines a set of roles.
Security roles
O.PROTECT FDP_ACC.1 The TOE has an access control policy
that ensures that only authorized
The TOE must protect itself from | Subset access control users can modify and access TOE
unauthorized modifications and functions and data.
access to its functions, audit data,
and configuration data.
FDP_ACF.1 The TOE provides access control
functionality to manage access to
Security  attribute based access | TOE functions and data.
control
FMT_MOF.1 The TOE is required to provide the

Management of security functions
behaviour

ability to restrict managing the
behavior of functions of the TOE to
authorized users of the TOE.

FMT_MTD.1

Management of TSF data

Only authorized users of the System
may query and modify TOE data.

FPT_RVM.1

Non-bypassability of the TSP

The TOE must ensure that all
functions are invoked and succeed
before each function may proceed.
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8.2.2 Rationale for Security Functional Requirement s of the IT Environment

Objective Requirements Addressing the Objective Rationale

OE.SEP FPT_SEP.1 The IT Environment must protect the
TOE from interference that would

The IT Environment will protect the | TSF domain separation prevent it from performing its

TOE from external interference or functions.

tampering.

OE.TIME FPT_STM.1 The IT Environment is required to
provide reliable timestamps to the

The IT Environment will provide | Reliable time stamps TOE.

reliable timestamps to the TOE.

8.3 Security Assurance Requirements Rationale

EAL2+ was chosen to provide a low to moderate levelhssurance that is consistent with good comrmakrci
practices. As such, minimal additional tasks dexgd upon the vendor assuming the vendor folleesanable
software engineering practices and can provide @ the evaluation for design and testing efforThe chosen
assurance level is appropriate with the threatimeeéffor the environment.

8.4 Dependency Rationale

This ST does satisfy all the requirement dependsnof the Common Criteria. Table 8 lists each irequent to
which the TOE claims conformance with a dependemog indicates whether the dependent requirement was
included. As the table indicates, all dependencas® been met.

Table 8 — Functional Requirements Dependencies

SFR ID Dependencies Depelcllg;ency

FAU_GEN.1 FPT_STM.1 v
FAU_SAR.1 FAU_GEN.1 v
FAU_STG.1 FAU_GEN.1 v
FDP_ACC.1 FDP_ACF.1 v
FDP_ACF.1 FDP_ACC.1 v

FMT_MSA.3 v
FIA_ATD.1 None v
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SFR ID Dependencies Depel\;llgfncy
FIA_UAU.2 FIA_UID.1 v
FIA_UID.2 None v
FMT_MOF.1 FMT_SMF.1 v

FMT_SMR.1 v
FMT_MSA.1 FDP_ACC.1 or v

FDP_IFC.1

FMT_SMF.1 v

FMT_SMR.1 v
FMT_MSA.3 FMT_MSA.1 v

FMT_SMR.1 v
FMT_MTD.1 FMT_SMF.1 v

FMT_SMR.1 v
FMT_SMF.1 None v
FMT_SMR.1 FIA_UID.1 v
FPT_RVM.1 None v
FPT_SEP.1 None v
FPT_STM.1 None v

8.5 TOE Summary Specification Rationale

8.5.1 TOE Summary Specification Rationale for the S ecurity Functional
Requirements

Each subsection in the TOE Summary Specificati@tt{8n 6.1) describes a security function of theETCEach
description is organized by a set of requiremeritis iationale that indicates how these requiremargssatisfied by
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aspects of the corresponding security function.e $at of security functions work together to sgtiall of the
security functional requirements. Furthermore,oflthe security functions are necessary in ordertlie TSF to
meet the security functional requirements. Thistiea, in conjunction with the TOE Summary Spedgifion
section, provides evidence that the security famstiare suitable to fulfill the TOE security requirents.

Table 6 — Mapping of TOE Security Functions to 3@gurunctional Requirements identifies the relasbip
between security requirements and security funstishowing that all security requirements are asie and all
security functions are necessary (i.e., they cpoed to at least one SFR).

8.5.2 TOE Summary Specification Rationale for the S ecurity Assurance
Requirements

EAL2+ was chosen to provide a basic level of incejemtly assured security in the absence of readiadility of
the complete development record from the vendone Ghosen assurance level is consistent with tistulated
threat environment. The augmentation of ALC_FLRAs chosen to provide assurance to customers hbat t
developer has processes in place to capture, wmadkgorrect any future flaws that may be founthenTOE.

8.5.2.1 Configuration Management

The EMC ControlCenter - Configuration Management: Catititibs documentation provides a description of tools
used to control the configuration items and howythee used at EMC. The documentation providesraptete
configuration item list and a unique referencedach item. Additionally, the configuration managemnsystem is
described including procedures that are used bgldpers to control and track changes that are rmtiee TOE.
The documentation further details the TOE confijaraitems that are controlled by the configuratinanagement
system.

Corresponding CC Assurance Components:

» Configuration Items

8.5.2.2 Delivery and Operation

The EMC ControlCenter - Delivery and Operation: Secielivery documentation provides a description of the
secure delivery procedures implemented by EMC tbegt against TOE modification during product defix The
Installation Documentation provided by EMC det#lile procedures for installing the TOE and plachgy TOE in a
secure state offering the same protection proeaiethe master copy of the TOE. The Installaflonumentation
provides guidance to the administrator on the TO®Eiguration parameters and how they affect the. TSF

Corresponding CC Assurance Components:

» Delivery Procedures
» Installation, Generation and Start-Up Procedures

8.5.2.3 Development

The EMC ControlCenter - TOE Architecture: High Level dign, Functional Specification, and Representation
Correspondenceéesign documentation consists of several relagsibd documents that address the components of
the TOE at different levels of abstraction. Théofeing design documents address the Developmestirasice
Requirements:

» The Functional Specification provides a descriptifrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,emor messages for each external TSF interface.

» The High-Level Design provides a top level desigrecification that refines the TSF functional
specification into the major constituent parts ébems) of the TSF. The high-level design idergithe
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basic structure of the TSF, the major elementistiag of all interfaces, and the purpose and nebibfouse
for each interface.

» The Correspondence Analysis demonstrates the pomdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.

Corresponding CC Assurance Components:

» Informal Functional Specification
» Descriptive High-Level Design
» Informal Representation Correspondence

8.5.2.4 Guidance Documentation

The EMC ControlCenteGuidance documentation provides administrator asetr guidance on how to securely
operate the TOE. The Administrator Guidance presidescriptions of the security functions providgdhe TOE.
Additionally, it provides detailed accurate infortioa on how to administer the TOE in a secure maand how to
effectively use the TSF privileges and protectivactions. The User Guidance provided directs usarbow to
operate the TOE in a secure manner. Addition&lser Guidance explains the user-visible securiticfions and
how they are to be used and explains the userésiroimaintaining the TOE’s Security. EMC providgagle
versions of documents which address the Adminmtr&uidance and User Guidance; there are not depara
guidance documents specifically for non-administraisers of the TOE.

Corresponding CC Assurance Components:

* Administrator Guidance
» User Guidance

8.5.2.5 Life Cycle Support

The EMC ControlCenter — Life Cycle Support: Flaw Reraéidh documentation describes the processes that EMC
follows to capture, track, and correct flaws (omu¢s”) that are found within the TOE. The documgata
demonstrates that all discovered flaws are recoasheldthat the process ensures that flaws are ttatkeugh their
entire life cycle.

Corresponding CC Assurance Components:

» Basic Flaw Remediation

8.5.2.6 Tests

A number of components make up #BRIC ControlCenter Functional Tests and Coveragecumentation. The
Coverage Analysis demonstrates the testing perfdrmgainst the functional specification. The CogerAnalysis
demonstrates the extent to which the TOE secunitigtfons were tested as well as the level of détailhich the
TOE was tested. EMC ControlCenter Test Plans asd Procedures, which detail the overall efforttheftesting
effort and break down the specific steps taken taster, are also provided.

Corresponding CC Assurance Components:

» Evidence of Coverage
» Functional Testing
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8.5.2.7 Vulnerability Analyses

The EMC ControlCenter - Vulnerability Assessmeéoicumentation is provided to demonstrate ways hirckivan
entity could violate the TSP and provide a listidéntified vulnerabilities. Additionally, the doment provides
evidence of how the TOE is resistant to obviouasckt.

Corresponding CC Assurance Components:

* Vulnerability Analysis

8.6 Strength of Function

There is no SOF claim for the TOE. There are mababilistic or permutational functions within tH®©E since
I&A is performed in the TOE Environment (See Sectl.3).
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9 Acronyms
Table 9 — Acronyms

Acronym Definition

Common Criteria

Common Evaluation Methodology

Evaluation Assurance Level

EMC ControlCenter

Internet Protocol

Information Technology

Logical Unit

Operating System

Protection Profile

Storage Area Network

Security Assurance Requirement

Security Function Policy

Security Functional Requirement

Security Target

Target of Evaluation

TOE Security Function

TOE Security Policy
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