EMC Corporation
EMC® Disk Library v3.1

Security Target

Evaluation Assurance Level: EAL2+
Document Version: 1.02

Prepared for: Prepared by:

EMC Corsec,
where information lives .//

EMC Corporation Corsec gecurity, Inc.
176 South Street 10340 Democracy Lane, Suite 201
Hopkinton, MA 01748 Fairfax, VA 22030
Phone: (508) 435-1000 Phone: (703) 267-6050
http://www.emc.com http://www.corsec.com

© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

Revision History

Version Modification Date Modified By Description of Changes
1.02 2008-01-08 Nathan Lee Initial release.
EMC Disk Library Page 2 of 37

© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

Table of Contents

REVISION HISTORY oottt et e e e et e e et e e e e e e e e aa e e eaa e e st e e e ta e eaan e e st e ee b e eannseerneerannes 2
TABLE OF CONTENT S L.ttt ettt et et e e et e e e e st e e s et e e eeaa s e s eaa e e s et e e ean e s aan e saneeraneeennseeens 3
TABLE OF FIGURES ... ..ottt ettt ettt et e e e e e e e e et e e e s e s et e e e et e e eaa e s st e ereaeeeannseraen 4
L S I O i N = I S 4
1 SECURITY TARGET INTRODUGCTION ...ttt e e et e e e e e e e e e e et e s et e s et e e eennnns 5
R = == 1 N 5.
1.2 SECURITY TARGET, TOE AND CCIDENTIFICATION AND CONFORMANCE ......ucitniitiiiiiiieiiieiieeitiesieesneesnaas 5
1.3 CONVENTIONS AND TERMINOLOGY ..euuitttetuittsttettsttesaesstsssesnesssssan st esan sttt easeteraasstseeraerasssnresns 6
I 20 A T 1911 (o] (o o R RPN PPPPP 6
A O] o B ] S O 2 41 1 (O ] TR 7...
2.1 2T 51U Lo B = = 7
2.2 (2 2T 01U on i B =IST0! =1 =3 T TR 7
2.3  TOEDBOUNDARIES ANDSCOPE ... .ccuutiittieetiieteiee et e e et et e e eaaaeeeat s eaaeeet s eet s eaaeseteerateeeransesenneerenns 8
22 T N = o | VA Tor- | = Yo 10T o F- T oY S SPS 8
P22 B Mo To [T 1 = o 10 g o -1 o ST 8
2.3.3  Physical/Logical Features and Functionality Notlued in the Evaluated Configuration of the TOE
9
3 SECURITY ENVIRONMENT ..ottt e et e et e e e e et e e e et e e e e e e saa e s eet e e ean e s et e eeneeeaneseen 10
G Tt R AN UV 1= T ] T 10
3.2 THREATS TOSECURITY . etiiittiittitietteeeteetttetaeest e st e st s sassaa e st e saa et et b e ea s st e san s et ssbassansesnsesnessnssensasnssennns 10
3.3 ORGANIZATIONAL SECURITY POLICIES . .ou ittt e e e e e e e e s e s e et e et e e e e et e eaas 11
4 SECURITY OBJIECTIVES ...ttt e e ettt e ettt e et e e e e e et e s e st e e saa e e et e esaaeesaassstneeeanas 12
4.1 SECURITY OBJECTIVES FOR THETOEE ... ottt ettt e e e et e e st e e e et s e e s e st e s e sananen 12
4.2  SECURITY OBJECTIVES FOR THEENVIRONMENT ....uutiitueeetieeeeteeeeaeesetaeeeanessansssaasesansesssneessnaseransesennaesens 12
421 ST o U A O o=t (1Y SRRSOt 12
4.2.2  NON-IT SECUNLY OBJECHVES .....cciie i r e e e e e e e e e e e e s an s e e nnannnes 13
5 SECURITY REQUIREMENT S .. .oi ittt e e e e et e e e e e e et e e e e e et e e e e eetan e eeeesnen 14
5.1 TOESECURITY FUNCTIONAL REQUIREMENTS. ...uuiiituitittieetteeteteeeateseaneesetssesaasesssnsestaeeeaneesanaeestaeeennns 14
5.1.1 Class FDP: USEr Data ProtECIION ..........uu.ticceee e eeeeete e e ettt e e e et e e e s et e e s e e eeeaa e e s s esba e eseeaanees 15
5.1.2 Class FIA: Identification and AUtNENTICALION .......cvuniiieeiei e e e s 17
5.1.3  Class FMT: Security ManagEemMENt ..........oous oottt e e e e e e e e aa e e e e e e 18
514 Class FPT: ProteCtion Of the TSI ... ..cue et e e e e e e e e e s e e aaa s 21
5.2  SECURITY FUNCTIONAL REQUIREMENTS ON THEHT ENVIRONMENT ....cutiitiiiiciceieeieei s e et s e s 22
521 Class FIA: Identification and AUtNENTICALION .......ccuniiieeieie e e 22
5.3 ASSURANCEREQUIREMENTS. . .tuituituitnttttetettettseteetsessstsn ettt ean et ttsnresa st eeansetsranseansasneesnssensees 23
6 TOE SUMMARY SPECIFICATION ...ttt e et e e e e e e e e e e st e e s e e ean e e eaneeseas 24
6.1  TOESECURITY FUNCTIONS. ...t iittittteeet e e e et e et e e e e e eaa e e s et e s et e st e e e aa e e et e saaeeeanessaansestnasennnnees 24
6.1.1 Identification and AUtNENTICALION ...........iiiiieii e e e e e e e s et e e s ee b e eaeees 25
6.1.2 [adg0) (ot (o] T o) It A TSI S 25
L0 I T = Yo U [ VA Y, = U = Uo =T .= ) SRR 25
6.1.4 T <Y G B L=\ v W od (] (=101 1[0 o [T 25
6.2 TOESECURITY ASSURANCEMEASURES . ....uiitttittiiitiitetiette et et e st s et s e st s st e st e st sttt e s s st saneeanesanenns 26.
7 PROTECTION PROFILE CLAIMS .. .ottt e e e e et e e e e e e s ab e s st e e raae e s saeeeanass 27
7.1 PROTECTIONPROFILE REFERENCE. ... ittiitiittiti ettt s eeta et e et s st asa s st e sa s st ssbsssasstsesaeesnsssssesnnsnsnsns 27
T = Y I 1O 1A N T 28
8.1 SECURITY OBJIECTIVESRATIONALE ... ittiitt ettt ettt et et e et e et e s e et e s s et e sb s st s st e sa s st sansasnsssnsesnessnanen 28
8.1.1  Security Objectives Rationale Relating to Threats..............coooe v 28
EMC Disk Library Page 3 of 37

© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

8.1.2  Security Objectives Rationale Relating to ASSUMIBLIQ.............cccciiviiiiiiiieeee e e 29
8.2  SECURITY FUNCTIONAL REQUIREMENTSRATIONALE ....ccciiiuutiiteesiitieeeeessnnttneeeeesssseneeesannssseeesssannnnseeeens 30
8.2.1 Rationale for Security Functional Requirementshef TOE Objectives.............ccccccvvvvvvviemmmeeeee 30
8.2.2  Rationale for Security Functional RequirementsheffT Environment..............ccoooiiiiiiiceeeeeeen. 31
8.3  SECURITY ASSURANCEREQUIREMENTSRATIONALE .....ittittiittiiit ettt e et et e s e et e ssaeestsssneesnessnsesnessnsssnnas 32
8.4 RATIONALE FOR REFINEMENTS OFSECURITY FUNCTIONAL REQUIREMENTS. .. cuuiiiniiiiiiineiieieeeiesieeaesinens 32
8.5 DEPENDENCYRATIONALE .....uuuieteeeietteetittattt e e e e e e e e eeteeeeteeaestabaa o e e e e e aaaeeeeeebsbabbaaaseaeeeaaaaaaaeeennsrnnns 32

8.6 TOESUMMARY SPECIFICATIONRATIONALE ....cettttttuttiaaaeeeeeeeteeeeetttbitaasaaaeaeaaaeaaeeeeessbebsnnaaeeeaaaaaaaeeennes 33
8.6.1  TOE Summary Specification Rationale for the Segtinctional Requirements.................... 33
8.6.2 TOE Summary Specification Rationale for the Segériisurance Requirements...................c. 34.
8.7 STRENGTH OFFUNCTION ... .ttttiteetiitieteeessaittteeteesssteeeeessassseeeeessnsbeeeeeessanbaseeeeesanntteeeeesannnseeeessannnnneeaess 36
9  ACRONYMS AND TERMINOLOGY ....uuiiiiiiiiiiiiiiite e ettt ettt s sttt e e s sttt e e e s sabtee e e s s s nnbbeeae e e ennnreeas 37

Table of Figures

FIGURE1—-TOEBOUNDARY AND DEPLOYMENT CONFIGURATION.......ciiiiiiiiittitrnnneeeeeeeeeeteeeeeesassaasnnnnnnbnenneeeeeeeeeeas 7

Table of Tables

TABLE 1 - IDENTIFICATION AND CONFORMANCE ....uituiitiitettettetteetsstestesst s eraseta st ettt eeassteetasrtaseteeraasssnreas 5
TABLE 2 — ASSUMPTIONS. ... ttutitutttnettt ettt e et e st eaa e et e st s eaa s e st s st s sasesa s st ssa s sa s aa e aa s ba s s asa s st s sa e sbssassnssnssnsssnnns 10
B =TI R TNy S T 11
TABLE 4 —TOE SECURITY OBJIECTIVES. ... ctttuteitt ettt tettaeeeteeeeatesaaeesaaaee st seaa s et e estseesaeteteereteerransessneerenns 12
TABLE 5—SECURITY OBJECTIVES FOR THETOE ENVIRONMENT ...uuiittetiieeeit e eeeeee et ee et s e eea e e eeaeessanessannessaneseennnas 12
TABLE 6 —NON-IT SECURITY OBJIECTIVES ...cuutiittuteeiteeettietaueestaee et testaeeeeta e eet e et eeetaaeateeeraaesetaesrersernnnaerees 13
TABLE 7—TOE SECURITY FUNCTIONAL REQUIREMENTS. . .ctuuiittniitueeetaeeeeteseaneeeesnessanssrasneessneessneesansesrnseesneeeens 14
TABLE 8 — AUTHORIZED ROLES ......iiiiieit ettt e et e e e e e e ettt e e et e e et e e et e e et s e esa s eabneeeannesaanereans 19
TABLE 9— SECURITY FUNCTIONAL REQUIREMENTS FOR THEENVIRONMENT ....cvuutiiiiieiii e eeieeeteeeeteeesnesevnneennnnnns 22
TABLE 10— ASSURANCEREQUIREMENT S ... euuiititttiteiteetttettestsstesn et esaeetetassa sttt esaastsesaessnestssessessnesrssssseres 23
TABLE 11— MAPPING OFTOE SECURITY FUNCTIONS TOSECURITY FUNCTIONAL REQUIREMENTS .. .cuvivniiiiiiineiiniienes 24
TABLE 12— ASSURANCEMEASURESMAPPING TOTOE SECURITY ASSURANCEREQUIREMENTS(SARS)......vvvveeeeeeen. 26
TABLE 13— SECURITY OBJECTIVESRATIONALE RELATING TO THREATS. ... ctuiiitieetiiieiteeie i e et e et e st s eansesneesaesanaes 28
TABLE 14— SECURITY OBJECTIVESRATIONALE RELATING TO ASSUMPTIONS .. cuuiitniiiiiiiiieiieitieeie et e sieeaeesneens 29
TABLE 15— SFRRATIONALE RELATED TO TOE OBIECTIVES. .. cuuiiitiiiiiiiiii et ee e e et s st s e st s et e s s saesanas 30
TABLE 16— SFRRATIONALE RELATED TO OBJECTIVES OF THETOE ENVIRONMENT ....cuviiiiieiiecee e 1.3
TABLE 17— FUNCTIONAL REQUIREMENTSDEPENDENCIES ... .etuiittiieietetetneestteeeanessaneesesseessntesseesteeeeneerraeeennns 32
TABLE 18— ACRONYMS AND TERMINOLOGY ....uieuuniietneeeetieeetnteseaeesaneeean e ssaeeeeta e eeanseetaseetassesnnssetnasessseennnseees 37
EMC Disk Library Page 4 of 37

© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

1 Security Target Introduction

This section identifies the Security Target (STardet of Evaluation (TOE), ST conventions, ST comiance
claims, and the ST organization. The TOE is theCEMsk Library, and will hereafter be referred ®the TOE
throughout this document. The TOE is composeddifia based backup solution that provides emulatfovirtual
tape libraries, virtual tapes, and virtual tapevelsi and a management console software program.

1.1 Purpose

This ST contains the following sections to providemapping of the Security Environment to the Sdguri
Requirements that the TOE meets in order to reninanish, or mitigate the defined threats:

e Security Target Introduction (Section 1) — Providesrief summary of the content of the ST and dessr
the organization of other sections of this document

e TOE Description (Section 2) — Provides an overvieivthe TOE security functions and describes the
physical and logical boundaries for the TOE.

e Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE t@&nd i
environment.

» Security Objectives (Section 4) — Identifies thew#y objectives that are satisfied by the TOE dtsd
environment.

» Security Requirements (Section 5) — Presents tlherBg Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE arileby OE’s environment.

 TOE Summary Specification (Section 6) — Descriltesdecurity functions provided by the TOE to swtisf
the security requirements and objectives.

» Protection Profile Claims (Section 7) — Provides itkentification of any ST Protection Profile (Rifaims
as well as a justification to support such claims.

» Rationale (Section 8) — Presents the rationaletlier security objectives, requirements, and the TOE
summary specifications as to their consistency,pietaness, and suitability.

» Acronyms and Terminology (Section 9) — Definesdheonyms and terminology used within this ST.

1.2 Security Target, TOE and CC Identification and  Conformance

Table 1 - Identification and Conformance

ST Title EMC Corporation EMC® Disk Library v3.1 Security Target
ST Version Version 1.02

Author Corsec Security, Inc.
Nathan Lee and Matthew Appler

TOE ldentification EMC Disk Library v3.1 (build 1549)

(SO N EEN(®®N Common Criteria for Information Technology Security Evaluation, Version 2.3, August
Identification and 2005 (aligned with ISO/IEC 15408:2005); CC Part 2 conformant; CC Part 3 conformant;
Conformance PP claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of 2006-06-29
were reviewed, and no interpretations apply to the claims made in this ST.

PP Identification None

Evaluation Assurance EAL2+: EAL2 Augmented with ALC_FLR.1 Basic flaw remediation
Level

Keywords Disk based backup, virtual tape, virtual tape library

EMC Disk Library Page 5 of 37
© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

1.3 Conventions and Terminology

There are several font variations used within Bils Selected presentation choices are discussedihaid the
Security Target reader.

The CC allows for several operations to be perfarime security functional requirements: assignmegiinement,
selection and iteration. All of these operatiores ased within this ST. These operations are ptedan the same
manner in which they appear in Parts 2 and 3 o€iewith the following exceptions:

» Completed assignment statements are identifiedyyalicized text within bracke}s

» Completed selection statements are identified uginderlined italicized text within brackéts

» Refinements are identified usihgld text. Any text removed is stricken (Example-FSEDatad should
be considered as a refinement.

» lterations are identified by appending a letteparenthesis following the component title. Forragée,
FAU_GEN.1(a) Audit Data Generation would be thestfiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.1 Terminology
The term “User” is used in this document to refeamhy operator of the TOE.

The term “User Data” is used in this document feré the data that is stored on the TOE.

EMC Disk Library Page 6 of 37
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2 TOE Description

This section provides a general overview of the T&8EnN aid to understanding the general capabibtiel security
functions provided by the TOE. The TOE descripfiwovides a context for the TOE evaluation by tifgimg the
product type and describing the evaluated configuma

2.1 Product Type

The EMC® Disk Library (EDL) is a disk-based backsgution. The EDL provides emulated physical tajtesd
can be used by backup servers connected to a Stérag Network (SAN). These backup servers ard byean
organization to perform backup of corporate usechires or corporate data servers. Since the ERLdisk based
backup solution, it offers significant speed immpments over traditional tape backup. Howevereinemulates a
traditional tape storage solution, it can be usedonjunction with an organization’s existing baglgolution. In a
typical deployment scenario, the EDL is connectedhtSAN through one or more Fibre Channel connestio
Backup servers are also connected to this SAN@@ahem to make use of the EDL.

Figure 1 below shows the details of the deployneenfiguration of the TOE:

EMC Disk Library

.(EL). I Management .
[ , Console
. |= indows Operating
System
General Hardware
(Fibre Channel)

11

Backup
Servers

Figure 1 — TOE Boundary and Deployment Configuratio  n

2.2 Product Description

The EMC Disk Library provides a disk based backolpton in a SAN environment. The product ensuhed user
data is stored securely and is also designed toretise integrity of the data that is entrusted.to

The EDL provides the ability for administratorsaonfigure virtual tapes. A virtual tape is theibamit of storage
provided to backup servers. Each virtual taperéated with either a fixed capacity or a variatd@acity. The

EMC Disk Library Page 7 of 37
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storage provided by the virtual tape exists ondifiee storage system provided by the EDL and igestaising disks
configured in a RAID 5 configuration. RAID 5 provides for data integrivhen an individual disk drive fails.

Each virtual tape that is created by an adminstredin be assigned to a virtual tape library. usl tape library is
a collection of virtual tapes. This virtual taplerary is also configured to support a certain namif virtual tape
drives. Since the EDL is designed to emulate ti@thl tape based backup hardware, the libraryedriand tapes
must all be emulated. The virtual tape drive & BDL emulates the interface of a traditional tdpee and allows
a backup server to read and write data to a vitaps.

In addition to grouping together virtual tapes airtual tape drives, a virtual tape library alsaissigned to one or
more backup servers. Each backup server is coehdotthe SAN through a Fibre Channel card. EdbheF
Channel port on a Fibre Channel card has a Worlde\Wort Name (WWPN) associated with it that isgnaitted
through the SAN with every data request. Admiaisirs of the EDL can configure the access permissior each
virtual tape library based on the backup server VIMWF his allows an administrator to restrict accesthe virtual
tapes contained within each virtual library to autbed backup servers.

Administration of the EDL is performed through tBMC Disk Library Management Console (EDL Consolel&U
or the EDL CLP via a Secure Shell (SSH) connection). The EDL tm is a Microsoft Windows-based
application that allows administrators to manage EDL. Administrators can create and manage Vifapes,
virtual tape drives, and virtual tape librariesotigh the EDL Console. The EDL Console is instaieda general
purpose computer running the Windows Server 2003 @ferating system (Figure 1 above) which is cotateto
the TOE via a protected IP-based management netfgbdwn as “IP network” in the figure above).

2.3 TOE Boundaries and Scope

This section will primarily address what physicatldogical components of the TOE are included ialeation.

2.3.1 Physical Boundary

Figure 1 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbgr all of the
components of the TOE and the constituents of t@E TEnvironment. The TOE is a purpose-built
hardware/software appliance (models DL4100, DL420@ DL4400), and a software application which ransa
general purpose computer with a Windows-based tipgrsystem.

The TOE provides access control to virtual tapealilies, and through that to individual virtual tapeFor this to
operate correctly, the WWPN that is provided to T@E must be accurate and must not be spoofed. TO
Environment is required to provide this assurance.

2.3.2 Logical Boundary

The Security Functional Requirements met by the Bofusefully grouped under the following SecuFitynction
Classes:

» |dentification and Authentication
* Protection of the TSF
» Security Management

! RAID — Redundant Array of Independent Disks
2 GUI — Graphical User Interface

3 CLI - Command Line Interface

EMC Disk Library Page 8 of 37
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» User Data Protection

2.3.2.1 Identification and Authentication

The TOE provides the ability for administratorstanage the security functions of the TOE. Thetifleation and
Authentication security function allows the TOE tidentify and authenticate administrators of the TOE
Administrators are assigned a role to determinetwbpects of the TOE they are allowed to manage.

2.3.2.2 Protection of the TSF

The Protection of the TSF function provides thegnity and management of the mechanisms that peahiel TOE
Security Function (TSF). The security functionstliis evaluation are impractical to bypass becdbeeTOE is
designed in such a way that no access is possiittlowr passing through key security features, sash
identification and authentication and access comh@diation. The TOE maintains its own domain éaecution
and does not share any hardware with other apiglitat

2.3.2.3 Security Management

The Security Management function provides admiaietis with the ability to properly manage and cgufe the
TOE to store user data. Configuration of virtuagdds, virtual tape drives, virtual tape librari@sgd administrator
access is all supported through this security fanct

2.3.2.4 User Data Protection

The User Data Protection function implements fuoraliity necessary to protect the user data entfustéhe TOE.

The TOE protects user data primarily in two way&rst, it ensures that only the backup servers liaat been
granted access to a virtual tape have accessttoithal tape. Second, it ensures the integrftthe data entrusted
to it through its use of RAID.

2.3.3 Physical/Logical Features and Functionality N ot Included in the Evaluated
Configuration of the TOE

Features that are not part of the evaluated cor#tgun of the TOE are:

» Encryption of data to an external tape drive

EMC Disk Library Page 9 of 37
© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It plesithe statement of the TOE security environme&hich
identifies and explains all:

» Assumptions about the secure usage of the TORidimg physical and personnel aspects
» Known and presumed threats countered by eithef @ie or by the security environment
» Organizational security policies with which the T@tast comply

3.1 Assumptions

This section describes the security aspects oirttemded environment for the evaluated TOE. Theragonal
environment must be managed in accordance withrassel requirement documentation for delivery, ofp@maand
user guidance. The following specific conditiome eequired to ensure the security of the TOE ardaasumed to
exist in an environment where this TOE is employed.

Table 2 — Assumptions

Name Description

A.MANAGE There are one or more competent individuals assigned to manage the TOE and
the security of the information it contains.

A.NOEVIL Administrators are non-hostile, appropriately trained, and follow all
administrator guidance.

A.PHYSICAL Physical security will be provided for the TOE and its environment.

3.2 Threats to Security

This section identifies the threats to the inforioratechnology (IT) assets against which protectorequired by
the TOE or by the security environment. The thezgints are divided into two categories:

» Attackers who are not TOE users: They have publmakedge of how the TOE operates and are assumed
to possess a low skill level, limited resourceslter TOE configuration settings/parameters angmgsical
access to the TOE.

e TOE users: They have extensive knowledge of howTf& operates and are assumed to possess a high
skill level, moderate resources to alter TOE camfigion settings/parameters and physical accesketo
TOE. (TOE users are, however, assumed not to lifellyi hostile to the TOE)

The following threats are applicable:

EMC Disk Library Page 10 of 37
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Table 3 — Threats

Name Description

T.DATA_CORRUPTION

Data could become corrupted due to hardware failure or incorrect system
access.

T.IMPROPER_SERVER

A system connected to the TOE could be used by Users of the TOE or
attackers to gain access to data that it was not intended to access by bypassing
the protection mechanisms of the TOE.

3.3 Organizational Security Policies

There are no Organizational Security Policies.

EMC Disk Library
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment. The sgcobjectives
identify the responsibilities of the TOE and its/iganment in meeting the TOE's security needs.

4.1 Security Objectives for the TOE

The specific security objectives to be satisfiedh®/ TOE are as follows:

Table 4 — TOE Security Objectives

Name Description

O.ADMIN The TOE must provide a method for administrative control of the TOE.
0O.BYPASS The TOE must ensure that the TSFs cannot be bypassed.
O.PROTECT The TOE must protect data that it has been entrusted to protect.

4.2 Security Objectives for the Environment

4.2.1 IT Security Objectives
The following IT security objectives are to be sf¢id by the environment:

Table 5 — Security Objectives for the TOE Environme nt

Name Description

OE.PROPER_NAME_ASSIGNME | The TOE environment must provide accurate World Wide Port Names for each
NT system that communicates with the TOE

OE.SECURE_COMMUNICATION | The TOE environment must provide secure communications between systems
S connected to the Storage Area Network

OE.SECURE_SERVERS The TOE environment must provide properly configured backup servers to
communicate with the TOE.

EMC Disk Library Page 12 of 37
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4.2.2 Non-IT Security Objectives

The following non-IT environment security objectivare to be satisfied without imposing technicgureements
on the TOE. That is, they will not require the Impentation of functions in the TOE hardware andfuftware.
Thus, they will be satisfied largely through apation of procedural or administrative measures.

Table 6 — Non-IT Security Objectives

Name Description

OE.MANAGE Sites deploying the TOE will provide competent TOE administrators who will
ensure the system is used securely.

OE.NOEVIL Sites using the TOE shall ensure that TOE administrators are non-hostile,
appropriately trained and follow all administrator guidance.

OE.PHYSICAL The TOE will be used in a physically secure site that protects it from
interference and tampering by untrusted subjects.

EMC Disk Library Page 13 of 37
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5 Security Requirements

This section defines the Security Functional Rexrugnts (SFRs) and Security Assurance Requirem8ARY)
met by the TOE as well as SFRs met by the TOE NMrenment. These requirements are presented follpthe
conventions identified in Section 1.3 above.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. Bhistion organizes the SFRs by CC class. Tablermifies all
SFRs implemented by the TOE and indicates the Sfatipns performed on each requirement.

Table 7 — TOE Security Functional Requirements

INETE Description S A R I
FDP_ACC.1 Subset access control v

FDP_ACF.1 Security attribute based access control v v
FDP_SDI.2 Stored data integrity v v
FIA_UAU.2(a) User authentication before any action v
FIA_UID.2(a) User identification before any action v
FMT_MSA.1 Management of security attributes v v

FMT_MSA.3 Static attribute initialisation v v

FMT_MTD.1(a) | Management of TSF data v v 4
FMT_MTD.1(b) | Management of TSF data v v v
FMT_SMF.1 Specification of management functions v

FMT_SMR.1 Security roles v

FPT_RVM.1 Non-bypassability of the TSP

FPT_SEP.1(a) TSF domain separation v

Note: S=Selection; A=Assignment; R=Refinement;drdtion

Section 5.1 contains the security functional rezmient components from the Common Criteria (CC) Pavith the
operations completed. For the conventions usgaiforming CC operations please refer to Secti8n 1.
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5.1.1 Class FDP: User Data Protection

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1
The TSF shall enforce th®iscretionary Access Control SFBn
[
a) Subjects: Backup Servers
b) Objects: Virtual Tapes
c) Operations:  Read and Write
1
Dependencies: FDP_ACF.1 Security attribute based aess control

Application note: The Subjects are Backup Servemmected to the SAN acting on behalf of an authdriz
user.

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1
The TSF shall enforce th®iscretionary Access Control SFB® objects based on the following:
[
Subject Attributes:
1. Word Wide Port Name
2. Virtual Tape Library permissions
Object Attributes:
1. Word Wide Port Name
2. Virtual Tape Library permissions
1
FDP_ACF.1.2

The TSF shall enforce the following rules to deteenif an operation among controlled subjects and
controlled objects is allowedA[valid Subject of the TOE is allowed to Read amieto a Virtual Tape if

EMC Disk Library Page 15 of 37
© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

the Subject has been given permissions to accesdittual Tape Library that the Virtual Tape is agted
to].

FDP_ACF.1.3

based on-the-fellowing additional rules:

a¥a' 'a a o-cisle

The TSF shall explicitly authorise access of sulsjée objects

The TSF shall explicitly deny access of subjectshifects based omo additional rules the-fassignment:

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_SDI.2 Stored data integrity monitoring and acton
Hierarchical to: FDP_SDI.1 Stored data integrity manitoring
FDP_SDI.2.1

The TSF shall monitor user data stored within t&&Tor integrity error§ on all user dataebjects based
on the following attributesplarity data for RAID h

FDP_SDI.2.2

Upon detection of a data integrity error, the TSlls [reconstruct the user data and notify an
administratot.

Dependencies: No dependencies
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5.1.2 Class FIA: Identification and Authentication

FIA_UAU.2(a) User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_UAU.2.1

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.2(a) User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification
FIA_UID.2.1

The TSF shall require each user to identify itbelfore allowing any other TSF-mediated actions elnaltf
of that user.

Dependencies: No dependencies

EMC Disk Library Page 17 of 37
© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

5.1.3 Class FMT: Security Management

FMT_MSA.1 Management of security attributes

Hierarchical to: No other components.

FMT_MSA.1.1
The TSF shall enforce th®iscretionary Access Control SFRo restrict the ability to duery, modify,
deletd the security attributes/jrtual Tapes assigned to Virtual Tape Librarieddad®ubject permissions on
Virtual Tape Librarie$to [the dladmin and dlroot rolés

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of management functions

FMT_MSA.3 Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1

The TSF shall enforce th®Iiscretionary Access Control SFB provide festrictivg default values for
security attributes that are used to enforce tHe. SF

FMT_MSA.3.2

The TSF shall allow thele dladmin rolgto specify alternative initial values to overrittee default values
when an object or information is created.

Dependencies: FMT_MSA.1 Management of security atioutes
FMT_SMR.1 Security roles

FMT_MTD.1(a) Management of TSF data
Hierarchical to: No other components.
FMT_MTD.1.1

The TSF shall restrict the ability tgueny the [virtual tape library informatiofh to [the dimon, dladmin,
diroot, and root rolek

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of management functions

FMT_MTD.1(b) Management of TSF data

Hierarchical to: No other components.
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FMT_MTD.1.1

The TSF shall restrict the ability tguery, modify, delete, [creafethe [virtual tapes and virtual tape
libraries] to [the dladmin and dlroot rolgs

Dependencies: FMT FMT_SMR.1 Security roles
FMT_SMF.1 Specification of management functions

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1
The TSF shall be capable of performing the follaya@curity management functions:
[
a) Management of security functions behaviour;
b) Management of TSF data;
¢) Management of security attributes
]

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1
The TSF shall maintain the roless[the authorized identified rolesTiable 8].

Table 8 — Authorized Roles

Roles Description

dladmin This role can access all administrative functions available through the
EDL Console application. This role can manage all virtual tape libraries,
virtual drives, and virtual tapes. This role can perform all functionality of

dimon.

dimon This role can view all TOE information through the EDL Console
application.

diroot This role is a special role reserved for use by EMC service technicians,

and is not available for use by the end-user.

This role can access the TOE through an SSH interface on the EDL and
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Roles Description

can start and stop services. dlroot can perform all functionality available
to dladmin.

root This role is a special role reserved for use by EMC service technicians,
and is not available for use by the end-user.

This role can access the TOE through a directly attached serial
connection or a directly attached keyboard and monitor. root can not
access the TOE via SSH, or through the EDL Console application. root is
the “superuser” and can perform any action.

FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.4 Class FPT: Protection of the TSF

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement funcio@snvoked and succeed before each function nvithi
the TSC is allowed to proceed.

Dependencies: No dependencies

FPT_SEP.1(a) TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1.1(a)

The TSF shall maintain a security domain for itsno@xecution that protects it from interference and
tampering by untrusted subjects.

FPT_SEP.1.2(a)
The TSF shall enforce separation between the sgdoimains of subjects in the TSC.

Dependencies: No dependencies

EMC Disk Library Page 21 of 37
© 2008 EMC Corporation



Security Target, Version 1.02 January 8, 2008

5.2 Security Functional Requirements on the IT Envi  ronment

The TOE has the following security requirements fsr IT environment. The stated Security Functiona
Requirements on the IT Environment of the TOE pme=ek in this section has been drawn from Part Zof
Version 2.3 and hence conformant to CC VersiorPag 2.

Table 9 — Security Functional Requirements for the Environment

Name Description

FIA_UAU.2(b) User authentication before any action v v
FIA_UID.2(b) User identification before any action v v
FPT_SEP.1(b) | TSF domain separation v v

Note: S=Selection; A=Assignment; R=Refinement;drdtion

5.2.1 Class FIA: Identification and Authentication

FIA_UAU.2(b) User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_UAU.2.1

The TSF shall require each usafr an Backup Serverto be successfully authenticaténl the TOE
Environment before allowing any other TSF-mediated actiondemalf of that user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.2(b) User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification
FIA_UID.2.1

The TSF shall require each usdran Backup Serverto identify itselfto the TOE Environment before
allowing any other TSF-mediated actions on behithat user.

Dependencies: No dependencies

FPT_SEP.1(b) TSF domain separation
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Hierarchical to: No other components.

FPT_SEP.1.1(b)

The FSFTOE Environment shall maintain a security domain fer—its—owme TOE’'s execution that
protects-ithe TOE from interference and tampering by untrusted stibje

FPT_SEP.1.2(b)

The FSFTOE Environment shall enforce separation between the security dwa subjects in the FSC
TOE Environment’s Scope of Control

Dependencies: No dependencies

5.3 Assurance Requirements

This section defines the assurance requirementhéTOE. Assurance requirements are taken frorn3af the
CC at EAL2+ augmented with ALC_FLR.1. Table 10ssArance Requirements summarizes the requirements.

Table 10 — Assurance Requirements

Assurance Requirements

Class ACM: Configuration management | ACM_CAP.2 Configuration items

Class ADO: Delivery and operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV: Development ADV_FSP.1 Informal functional specification
ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration

Class AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Class ALC: Flaw Remediation ALC_FLR.1 Basic flaw remediation

Class ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.1 Developer vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how TI@E meets the functional and assurance requirenusscribed
in previous sections of this ST.

6.1 TOE Security Functions

Each of the security requirements and the assac@gscriptions correspond to the security functiodence, each
function is described by how it specifically sagsfeach of its related requirements. This setwdsoth describe
the security functions and rationalize that theusggcfunctions are suitable to satisfy the necgssaquirements.

Table 11 — Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security Function SFR ID Description

Identification and Authentication FIA_UAU.2(a) User authentication before any action
FIA_UID.2(a) User identification before any action

Protection of TOE  Security | FPT_RVM.1 Non-bypassability of the TSP

Functions

FPT_SEP.1(a)

TSF domain separation

Security Management

FMT_MSA.1

Management of security attributes

FMT_MSA.3

Static attribute initialisation

FMT_MTD.1(a)

Management of TSF data

FMT_MTD.1(b)

Management of TSF data

FMT_SMF.1 Specification of management
functions
FMT_SMR.1 Security roles
User Data Protection FDP_ACC.1 Subset access control
FDP_ACF.1 Security  attribute based access
control
FDP_SDI.2 Stored data integrity

EMC Disk Library

© 2008 EMC Corporation

Page 24 of 37




Security Target, Version 1.02 January 8, 2008

6.1.1 Identification and Authentication

The Identification and Authentication security ftino provides the TOE with the ability to governcass by
administrators. Administrators of the TOE can ascthe TOE in one of two methods. An administraimn
manage the TOE through the EDL Console, a Microgdfidows graphical user interface. An administratan
also manage the TOE through the EDL CLI via an $8hhection to the TOE. Prior to allowing accessulgh
these interfaces, the TOE requires an Administr&@obe identified using a username and passworaforB
successful completion of the security functionadministrator is unable to perform any managemamttfon.

Identification and Authentication of backup serveosinecting to the TOE to access a virtual tap@afibLUNSs is
provided by the TOE Environment through the prageignment and use of Word Wide Port Names (WWPNS).

6.1.2 Protection of the TSF

Protection of the TSF provides for the integritytted mechanisms that protect the TOE. The TOBRigrpose built
hardware appliance. It does not share memory ocgssors with any other application or system. T
maintains its own domain for its execution. Imdeihg with the TOE is only done through well defiriaterfaces,
each utilizing security functions to maintain thexgrity of that interface. The TOE relies on itssieonment to
provide protection from physical tampering.

Non-bypassability of the TSP is provided througkib&onfiguration and enforcement of the securigchanisms.
All Administrators and Users of the TOE must beheuticated prior to performing any security funntbty. Once
authenticated, Administrators and Users can onkfopa operations which they have been explicitharged
permission to perform. The TOE uses unique sesdimmeach user of the TOE and maintains separagétween
concurrent operators.

6.1.3 Security Management

The purpose of the TOE is to provide a virtual thpekup system to backup servers attached to a SRi. TOE
provides mechanisms to govern which backup semamnsaccess which virtual tape libraries, and tloeeefvhich
virtual tapes. The Security Management functidoved administrators to properly configure this ftiooality.

Management of the TOE typically occurs through EQansole. Administrators using this interface assigned
one of two roles: dladmin or dimon. The dladmiteris responsible for all configuration of the TOEhe dladmin
can manage virtual tapes, virtual tape drives,\aridal tape libraries. The dladmin role is resgibie for ensuring
that only those backup servers that should havesado a given virtual tape are granted access.dEamin role is
also responsible for managing data integrity thiotige RAID features of the TOE. The dimon rolgiisvided to
allow monitoring of the TOE. This allows an admsinator who is tasked with monitoring the statughef TOE
access to the TOE through the EDL Console, but dussgrant the dimon role permission to change any
configuration settings. The dladmin role posseafidbe privileges that the dimon role has.

The TOE also provides access via SSH to the EDhe diroot role can access the TOE via SSH to perfoertain

specific management functions not available throtighEDL Console, as well as all functionality bé&tdladmin

role. The dlroot user can view information on sysiprocesses and start and stop system proceBsese is also a
root role which provides access to the embeddedatipg system. The dlroot and root roles are speoles used
by EMC service technicians, and are not used bytigeuser.

6.1.4 User Data Protection

The TOE provides the User Data Protection sectuitgtion to manage access from backup serversriiguoed
virtual tapes. The purpose of SAN attached tapeage is to allow high speed, scalable, fault-tsiebackup from
separate individual backup servers. The TOE pes/tlis functionality for servers connected toSieN.

Using the Security Management security functiomrmiadstrators of the TOE can configure virtual tdipearies for
access by backup servers to provide a well defineniface to the TOE. Virtual tapes can be created placed
into the virtual tape libraries, which provide thackup servers with allocated storage on the T@#&ministrators
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can limit access to the allocated storage (thealitiapes) by granting a backup server accesseé@momore Virtual
Tape Libraries by specifying the WWPN and type @fesss granted to the Backup Server within the EDhS0le.

The TOE also provides for the integrity of useradaEvery virtual tape that is created is storethiwia storage
device configured with RAID 5. RAID 5 provides fatolerance for integrity errors or individual #idrive failure.
The TOE provides mechanisms to check data integatytinuously while reading and writing data toiindual
disks. Integrity errors or drive errors are fixaothe-fly. Additionally, administrators can cagire “hot spare”
disk drives. These “hot spares” are used whersk fdilure has been detected by the system. Ora#use has
been detected, the drive that has been lost wiltdoeeated using the “hot spare”. The administragn then
replace the failed drive and configure it as a fle@t spare”. This process is provided while réalet access to the
user data continues, however the performance wiihka degraded state until the rebuild completes.

6.2 TOE Security Assurance Measures

EAL2+ was chosen to provide a basic level of indejemtly assured security. This section of the Bgcliarget
maps the assurance requirements of the TOE for BAIQ+ level of assurance to the assurance measisessfor
the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate
documentation to the TOE assurance requirements.

Table 12 — Assurance Measures Mapping to TOE Securi  ty Assurance Requirements (SARS)

Assurance Assurance Measure
Component

ACM_CAP.2 |EMC Disk Library — Configuration Management:
Capabilities

ADO_DEL.1 |EMC Disk Library — Delivery and Operations: Secure
Delivery

ADO_IGS.1 |[Installation and Setup Procedure ]

ADV_FSP.1 |EMC Disk Library — Development: High Level Design,
Functional Specification, and Representation
Correspondence

ADV_HLD.1 |EMC Disk Library — Development: High Level Design,
Functional Specification, and Representation
Correspondence

ADV_RCR.1 |EMC Disk Library — Development: High Level Design,
Functional Specification, and Representation
Correspondence v0.1

AGD_ADM.1 |[Administrator Guides ]
AGD_USR.1 |[User Guides]
ALC_FLR.1 |EMC Disk Library — Life Cycle Support: Flaw Remediation

ATE_COV.1 |EMC Disk Library — Functional Tests and Coverage

ATE_FUN.1 |EMC Disk Library — Functional Tests and Coverage

ATE_IND.2 Provided by laboratory evaluation

AVA_SOF.1 |EMC Disk Library — Vulnerability Assessment

AVA VLA.1 |EMC Disk Library — Vulnerability Assessment
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance klai

7.1 Protection Profile Reference

There are no Protection Profile claims for this\B#&yg Target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the securiiuirements are suitable to meet the securitgadives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existesiceach assumption, threat, and policy statenfeitdompose the
Security Target. The following tables demonstthiemapping between the assumptions, threats, @iwbp to the
The following alission provides detailed evidence of coverage efach

security objectives is complete.

assumption, threat, and policy.

8.1.1 Security Objectives Rationale Relating to Thr

Table 13 — Security Objectives Rationale Relating t

Threats

Objectives

eats

o Threats

Rationale

T.DATA_CORRUPTION

Data could become corrupted due
to hardware failure or incorrect
system access.

O.ADMIN

The TOE must provide a method for
administrative control of the TOE.

O.ADMIN supports the mitigation of
this threat by allowing an administrator
to properly configure the mechanisms
of the TOE designed to mitigate this
threat.

O.BYPASS

The TOE must ensure that the TSFs
cannot be bypassed.

The objective O.BYPASS ensures that
the protection mechanisms of the TOE
designed to mitigate this threat cannot
be bypassed.

O.PROTECT

The TOE must protect data that it has
been entrusted to protect.

O.PROTECT mitigates this threat by
providing mechanisms to protect the
data that has been entrusted to the
TOE.

T.IMPROPER_SERVER

A system connected to the TOE
could be used by Users of the
TOE or attackers to gain access to
data that it was not intended to
access.

O.ADMIN

The TOE must provide a method for
administrative control of the TOE.

O.ADMIN supports the mitigation of
this threat by allowing an administrator
to properly configure the mechanisms
of the TOE designed to mitigate this
threat.

O.BYPASS

The TOE must ensure that the TSFs
cannot be bypassed.

The objective O.BYPASS ensures that
the protection mechanisms of the TOE
designed to mitigate this threat cannot
be bypassed.

O.PROTECT

The TOE must protect data that it has
been entrusted to protect.

O.PROTECT ensures that the TOE
provides adequate mechanisms to
give only authorized servers access to
the appropriately authorized data.
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Threats

Objectives

OE.PROPER_NAME_ASSIGNMENT

The TOE environment must provide
accurate World Wide Port Names for
each system that communicates with
the TOE

Rationale

OE.PROPER_NAME_ASSIGNMENT
ensures that the World Wide Port
Names provided to the TOE are
accurate. This  allows the
mechanisms provided by
O.PROTECT to properly protect data.

OE.SECURE_COMMUNICATIONS

The TOE environment must provide
secure communications  between
systems connected to the Storage
Area Network

OE.SECURE_COMMUNICATIONS
ensures that all communications with
the TOE are secure for administration
of the TOE, internal TOE
communications, and data sent to or
from the TOE.

OE.SECURE_SERVERS

The TOE environment must provide
properly configured backup servers to
communicate with the TOE.

OE.SECURE_SERVERS mitigates
this threat by ensuring that each
server connected to the Storage Area
Network operates properly and does
not intentionally compromise data.

8.1.2 Security Objectives Rationale Relating to Ass

Table 14 — Security Objectives Rationale Relating t

Assumptions

Objectives

umptions

0 Assumptions

Rationale

A.PHYSICAL

Physical security will be provided
for the TOE and its environment.

OE.PHYSICAL

The TOE will be used in a physically
secure site that protects it from
interference  and tampering by
untrusted subjects.

Physical security is provided within the
domain for the value of the IT
resources protected by the operating
system and the value of the stored,
processed, and transmitted
information. OE.PHYSICAL satisfies
this assumption.

A.MANAGE

There are one or more competent
individuals assigned to manage

OE.MANAGE

Sites deploying the TOE will provide
competent TOE administrators who

Those responsible for the TOE will
provide competent individuals to
perform management of the security
of the environment, and restrict these

the TOE and the security of the | will ensure the system is wused | functions and facilities from

information it contains. securely. unauthorized use. OE.MANAGE
satisfies this assumption.

A.NOEVIL OE.NOEVIL Sites using the TOE ensure that

Administrators are non-hostile,
appropriately trained, and follow all
administrator guidance.

Sites using the TOE shall ensure that
TOE administrators are non-hostile,
appropriately trained and follow all
administrator guidance.

administrators are non-hostile,
appropriately trained and follow all
administrator guidance. OE.NOEVIL
satisfies this assumption.
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8.2 Security Functional Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.2.1 Rationale for Security Functional Requirement

s of the TOE Objectives

Table 15 — SFR Rationale Related to TOE Objectives

Objective

Requirements Addressing the Objective Rationale

O.ADMIN

The TOE must provide a method
for administrative control of the
TOE.

FIA_UAU.2(a)

User authentication before any action

The TOE will properly identify and
authenticate all administrators.

FIA_UID.2(a)

User identification before any action

The TOE will properly identify and
authenticate all administrators.

FMT_MSA.1

Management of security attributes

Security attributes of the TOE can
only be changed by authorized
administrators.

FMT_MSA.3

Static attribute initialisation

Permissive values for data access are
provided, and the TOE administrator
can change them when a data object
is created.

FMT_MTD.1(a)

Management of TSF data

The ability to modify TSF data is
granted only to certain roles managed
by the TOE.

FMT_MTD.1(b)

Management of TSF data

The ability to modify TSF data is
granted only to certain roles managed
by the TOE.

FMT_SMF.1 FMT_SMF specifies each of the
management functions that are

Specification of management | utilized to securely manage the TOE.

functions

FMT_SMR.1 Specific roles are defined to govern

Security roles

management of the TOE.

O.BYPASS

The TOE must ensure that the
TSFs cannot be bypassed.

FPT_RVM.1

Non-bypassability of the TSP

The TOE ensures that policy
enforcement functions are invoked
and succeed before each function is
allowed to proceed.
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Objective

Requirements Addressing the Objective

Rationale

FPT_SEP.1(a)

TSF domain separation

The TOE maintains a security domain
for its execution that protects it from
interference and tampering.

O.PROTECT

The TOE must protect data that it
has been entrusted to protect.

FDP_ACC.1

Subset access control

The TOE has an access control policy
which ensures that only authorized
servers gain access to data within the
TOE.

FDP_ACF.1 The TOE provides access control
functionality to manage access to data

Security attribute based access | within the TOE.

control

FDP_SDI.2 The TOE protects stored data integrity

Stored data integrity

by checking for integrity errors on the
data.

8.2.2 Rationale for Security Functional Requirement

Table 16 — SFR Rationale Related to Objectives of t

Objective

Requirements Addressing the Objective

s of the IT Environment

he TOE Environment

Rationale

OE.SECURE_SERVERS

The TOE environment must
provide properly configured
backup servers to communicate
with the TOE.

FIA_UAU.2(b)

User authentication before any action

The TOE will not give access to a user
until the environment has properly
authenticated the TOE user.

OE.PROPER_NAME_ASSIGNME
NT

The TOE environment must
provide accurate World Wide Port
Names for each system that
communicates with the TOE

FIA_UID.2(b)

User identification before any action

The TOE will not give access to a user
until the environment has properly
identified the TOE user.

OE.SECURE_COMMUNICATION
S

The TOE environment must
provide secure communications
between systems connected to the
Storage Area Network

FPT_SEP.1(b)

TSF domain separation

The TOE Environment ensures that
communications to and from the TOE
are routed to the proper network host.
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8.3 Security Assurance Requirements Rationale

EAL2+ was chosen to provide a low to moderate lesfelhssurance that is consistent with good comrakrci
practices. As such, minimal additional tasks dexgd upon the vendor assuming the vendor folleesanable
software engineering practices and can provide aupp the evaluation for design and testing efforThe chosen
assurance level is appropriate with the threatimeeéffor the environment. At EAL2+, the TOE wik¥e incurred a
search for obvious flaws to support its introductimto the non-hostile environment. The inclusioh the
ALC_FLR.1 ensures that there are flaw remediatiooc@dures that describe how to track all reporesclisty-
relevant flaws in each release of the TOE and ittettified flaws in the TOE are tracked from diseowthrough
mitigation.

8.4 Rationale for Refinements of Security Functiona | Requirements

The following refinements of Security Functionalge@ements from CC version 2.3 have been madeatifickhe
content of the SFRs, and make them easier to read:

The words “no additional rules” were added, anclstricken, to FDP_ACF.1.
The word “objects” was changed to “user data” tecly more precisely what is protected with FDP_2DI

The words “to the TOE Environment” were added t& FIAU.2(b) and FIA_UID.2(b).

8.5 Dependency Rationale

This ST does satisfy all the requirement depen@snaf the Common Criteria. Table 17 lists eacluiregnent to
which the TOE claims conformance with a dependeaweg indicates whether the dependent requirement was
included. As the table indicates, all dependenc@a® been met.

Table 17 — Functional Requirements Dependencies

Dependency
Dependencies Met Rationale
FDP_ACC.1 FDP_ACF.1 v
FDP_ACF.1 FDP_ACC.1 v
FMT_MSA.3 v
FDP_SDI.2 No Dependencies v
FIA_UAU.2(a) FIA_UID.1 v FIA_UID.2 is hierarchical to FIA_UID.1 and
therefore satisfies this dependency.
FIA_UAU.2(b) FIA_UID.1 4 FIA_UID.2 is hierarchical to FIA_UID.1 and
therefore satisfies this dependency.
FIA_UID.2(a) No Dependencies v
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Dependency
Dependencies Met Rationale
FIA_UID.2(b) No Dependencies v
FMT_MSA.1 FDP_ACC.1 v
FMT_SMF.1 v
FMT_SMR.1 v
FMT_MSA.3 FMT_MSA.1 v
FMT_SMR.1 v
FMT_MTD.1(a) FMT_SMF.1 v
FMT_SMR.1 v
FMT_MTD.1(b) FMT_SMF.1 v
FMT_SMR.1 v
FMT_SMF.1 No Dependencies v
FMT_SMR.1 FIA_UID.1 v FIA_UID.2 is hierarchical to FIA_UID.1 and
therefore satisfies this dependency.
FPT_RVM.1 No Dependencies v
FPT_SEP.1(a) No Dependencies v

8.6 TOE Summary Specification Rationale

8.6.1 TOE Summary Specification Rationale for the S ecurity Functional
Requirements

Each subsection in the TOE Summary Specificati@ct{Sn 6.1) describes a security function of theETCEach
description is organized by set of requirement$ wationale that indicates how these requirememrgtsatisfied by
aspects of the corresponding security functionesthsets of security functions work together tsfatll of the
security functional requirements. Furthermore,odlthe security functions are necessary in ordertlie TSF to
meet the security functional requirements. Thistiea, in conjunction with the TOE Summary Spedgifion
section, provides evidence that the security famstiare suitable to fulfill the TOE security requirents.
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Table 11 identifies the relationship between SFR security functions, showing that all SFR are added and all
security functions are necessary (i.e., they cpoed to at least one SFR).

8.6.2 TOE Summary Specification Rationale for the S ecurity Assurance
Requirements

EAL2+ was chosen to provide a basic level of incejemtly assured security in the absence of readiadility of
the complete development record from the vendone Ghosen assurance level is consistent with tistulated
threat environment.

8.6.2.1 Configuration Management

The EMC Disk Library — Configuration Management: Capélds documentation provides a description of tools
used to control the configuration items and howy thee used at the EMC. The documentation provedesmplete
configuration item list and a unique referencedach item. Additionally, the configuration managemnsystem is
described including procedures that are used bgldpers to control and track changes that are rmatiee TOE.
The documentation further details the TOE confijaraitems that are controlled by the configuratinanagement
system.

Corresponding CC Assurance Components:

» Configuration Items

8.6.2.2 Delivery and Operation

The EMC Disk Library — Delivery and Operations: Secubelivery documentation provides a description of the
secure delivery procedures implemented by EMC tbegt against TOE modification during product defix The
Installation Documentation provided by EMC det#lile procedures for installing the TOE and plachgy TOE in a
secure state offering the same protection propesatsethe master copy of the TOE. The Installaionumentation
provides guidance to the administrator on the TOfiguration parameters and how they affect the. TSF

Corresponding CC Assurance Components:

» Delivery Procedures
» Installation, Generation, and Start-Up Procedures

8.6.2.3 Development

The EMC Disk Library — Development: High Level Desighunctional Specification, and Representation
Correspondenceéesign documentation consists of several relagsigd documents that address the components of
the TOE at different levels of abstraction. Théofeing design documents address the Developmestirasice
Requirements:

» The Functional Specification provides a descriptifrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,emors message for each external TSF interface.

e The High-Level Design provides a top level desigmecsfication that refines the TSF functional
specification into the major constituent parts &gbems) of the TSF. The high-level design idertithe
basic structure of the TSF, the major elementistiag of all interfaces, and the purpose and nitibfouse
for each interface.

e The Correspondence Analysis demonstrates the pomdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.

Corresponding CC Assurance Components:
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» Informal Functional Specification
» Descriptive High-Level Design
» Informal Representation Correspondence

8.6.2.4 Guidance Documentation

The EMC Guidance documentation provides administrahd user guidance on how to securely operatd @te.
The Administrator Guidance provides describes theusty functions provided by the TOE. Additionallit
provides detailed accurate information on how tmiadster the TOE in a secure manner and how tactfiey use
the TSF privileges and protective functions. TheeitGuidance provided directs users on how to ¢g@dnae TOE

in a secure manner. Additionally, User Guidangalars the user-visible security functions and hbey are to be
used and explains the user’'s role in maintaining TTOE’'s security. EMC provides combined versioris o
documents which include Administrator Guidance alsgr Guidance; there are not separate guidancerdots
specifically for non-administrator users of the TOE

Corresponding CC Assurance Components:

» Administrator Guidance
» User Guidance

8.6.2.5 Life Cycle Support

The EMC Disk Library — Life Cycle Support: Flaw Remeitia documentation describes the processes that EMC
follows to capture, track, and correct flaws (omu¢s”) that are found within the TOE. The documgata
demonstrates that all discovered flaws are recoasheldthat the process ensures that flaws are ttatkeugh their
entire life cycle.

Corresponding CC Assurance Components:

» Basic Flaw Remediation

8.6.2.6 Tests

There are a number of components that make upEME Disk Library — Functional Tests and Coverage
documentation. The Coverage Analysis demonstitétegesting performed against the Functional Symadion.
The Coverage Analysis demonstrates the extent tolwvthe TOE security functions were tested as aglthe level
of detail to which the TOE was tested. EMC TestnBland Test Procedures, which detail the oveffalite of the
testing effort and break down the specific stegsiieby a tester, are also provided.

Corresponding CC Assurance Components:

» Evidence of Coverage
* Functional Testing

8.6.2.7 Vulnerability and TOE Strength of Function  Analyses

The EMC Disk Library — Vulnerability Assessment docaotaton is provided to demonstrate ways in which an
entity could violate the TSP and provide a listidéntified vulnerabilities. Additionally, the doment provides
evidence of how the TOE is resistant to obviousckts. The Strength of TOE Security Function Analys
demonstrates the strength of the probabilisticesmutational mechanisms employed to provide sectuiictions
within the TOE and how they exceed the minimum 3&juirements.

Corresponding CC Assurance Components:

» Strength of TOE Security Function analysis
* Vulnerability Analysis
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8.7 Strength of Function

SOF rating of SOF-basic was claimed for this TOETMeet the EAL2+ assurance requirements. This SOF i
sufficient to resist the threats identified in $&at3 of the Security Target. Section 8.1 of thex8ity Target
provides evidence that demonstrates that TOE thieat countered by the TOE security objectivescti®e 8.2 of
the Security Target demonstrates that the secobigctives for the TOE and the TOE environmentsatisfied by
the security requirements. The evaluated TOE tenoted to operate in commercial and Department eféiise
(DoD) low robustness environments processing usiflad information.

The relevant security functions and security fuontdi requirements which have probabilistic or peatianal
functions are:

* FIA_UAU.2 - User Authentication before any action
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9 Acronyms and Terminology
Table 18 — Acronyms and Terminology

Acronym Definition

CcC Common Criteria

CEM Common Evaluation Methodology

CLI Command Line Interface

EAL Evaluation Assurance Level
EDL EMC Disk Library

EDL Console EDL Management Console

Graphical User Interface

Internet Protocol

International Organization for Standardization

Information Technology

Protection Profile

Redundant Array of Independent Disks

Storage Area Network

Security Assurance Requirement

Security Functional Policy

Security Functional Requirement

Strength of Function

Secure Shell

Security Target

Target of Evaluation

TOE Scope of Control

TOE Security Function

TOE Security Policy

Virtual Tape A logical representation of a physical tape

Virtual Tape Drive A logical representation of a physical tape drive

VCEINETR NI A logical representation of an automated collection of tapes
WWPN Word Wide Port Name
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