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1 Security Target Introduction

This section identifies the Security Target (STardet of Evaluation (TOE), and the ST organizatidhe Target of
Evaluation is the Enterasys Netsight/Network Accgsstrol v3.2.2, and will hereafter be referredasothe TOE
throughout this document. The TOE is a softwarg-natwork access control system.

1.1 Purpose

This ST provides mapping of the Security Environtrterthe Security Requirements that the TOE meetsder to
remove, diminish or mitigate the defined threatthim following sections:

» Security Target Introduction (Section 1) — Providebrief summary of the ST contents and describes t
organization of other sections within this document also provides an overview of the TOE security
functions and describes the physical and logiaapsdor the TOE.

» Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC), ST Protectio
Profile, and Evaluation Assurance Level (EAL) pagkalaims.

» Security Problem DefinitiofSection 3) — Describes the threats, policies,assimptions that pertain to the
TOE and its environment.

» Security Objectives (Section 4) — Identifies thewiy objectives that are satisfied by the TOE #sd
environment.

» Extended Components Definition (Section 5) — Idesginew components (extended Security Functional
Requirements (SFRs) and extended Security Assuidagairements (SARS)) that are not included in CC
Part 2 or CC Part 3.

» Security Requirements (Section 6) — Presents tlarBe Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE artdébyOE'’s environment.

» TOE Summary Specification (Section 7) — Descrilesstecurity functions provided by the TOE thatsfati
the security functional requirements and objectives

» Rationale (Section 8) - Presents the rationale tfa@r security objectives, requirements, and SFR
dependencies as to their consistency, completeaedssuitability.

» Acronyms (Section 9) — Defines the acronyms usehimthis ST.

1.2 Security Target and TOE References

Table 1 - ST and TOE References

ST Title . .
Enterasys Networks, Inc. Netsight/Network Access Control v3.2.2 Security Target

T Version .
STVersio Version 0.7

ST Auth .
HENOE Corsec Security, Inc.

ST Publication Date 2011-3-8

TOE Refi i i
SIEIENCE Enterasys Netsight/Network Access Control v3.2.2 Build 48

Keywords

NAC, network access control, NetSight, Controller, Gateway
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1.3 TOE Overview

The TOE Overview summarizes the usage and majarrisgfeatures of the TOE. The TOE Overview pr@sd
context for the TOE evaluation by identifying th©HE type, describing the product, and defining thectfic
evaluated configuration.

The Target of Evaluation (TOE) is the Enterasyssigiit/Network Access Control v3.2.2, and will hdteabe

referred to as the TOE throughout this documenhe TOE is a network access control system thatigesv
detection, authentication, and authorization oficewv attempting to access a network. The softwahe-TOE

consists of the Network Access Control (NAC) softevand the NetSight Suite management software.

Figure 1 shows a typical deployment configuratibthe TOE:

<

NetSight Client

Administrator

NetSight Server

Enterasys NAC Appliance

y

Server

Security-enabled

End-user Server infrastructure Authentication

Server

Figure 1 — Typical Deployment Configuration of the TOE

1.3.1 Brief Description of the Components of the TO E

The TOE is a centralized network access contralesyshat authenticates and authorizes end-systegsgado
network resources. It ensures that only valid siserd devices are permitted to connect to the nktivom the
proper location and at the right time. The TOEpsufs three network access control functions: diete,
authentication, and authorization. These threetfons can be deployed in various combinations, dnly one
deployment model is available for the evaluatedfigomation of the TOE, as described below in 18.1The
deployments vary based on licensable componenténitie TOE.

Enterasys Netsight/Network Access Control v3.2.2 Page 5 of 49
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1.3.1.1 Detection

The detection functionality of the TOE identifiesvehat time and from what location a user or dedttempts to
connect to the network.

1.3.1.2 Authentication

The authentication functionality of the TOE verffithe identity of the user or device attemptingaanect to the
network.

1.3.1.3 Authorization

The authorization functionality of the TOE deteresnthe appropriate network access for the conmedavice
based on authentication results, and enforcesatlttsorization level to the end-system. Authorizatievel for an
end-system can be determined by a combinationeofiflvice’s location, MAC address, and identityrod tiser or
device as validated through authentication. (Altjio the user guidance indicates that Port Web Atittegion
(PWA) and 802.1X authentication are also availatitey are not part of the CC-evaluated configuratib the
TOE.) End-system authorization can be accomplisghethe TOE through either inline or out-of-bandheiques,
depending on the deployment of the TOE appliance.

1.3.1.4 Deployment model

The three functions described above may be implésderoncurrently, or separately, depending on #gptayment
desired by the purchaser. The only deployment inaxklable for the evaluated configuration of fh@E is the
End-system authorization model.

This deployment model implements the detectionhentication, and authorization functionality of th®E. It

controls access to network resources based onamskeend-system identity and location. It also sufgppMAC

address or guest registration, where new end-sgstem required to provide a valid user identityainveb page
form before being allowed access to the networktlia is not part of the evaluated configuratidnihe TOE.

1.3.1.5 NetSight Management

The TOE’s NetSight Suite is accessed through al@capUser Interface (GUI), and provides the meansianage
the NAC functionality of the TOE. NetSight is usedmonitor the health and status of switches,a@ tand other
security appliances in the network. It providesfigurations for the authentication and authormatparameters
for the NAC appliances. After an administratenforces these configurations, the NAC appliarz®s detect,
authenticate, and authorize end-systems connettitige network according to those configurationcejpmtions.

It also provides the ability to define and configuhe authorization levels, or policies, for the GlAystem. To
implement this functionality, the NetSight prodatdy be used in an inline NAC deployment, or mayéed in an
out-of-band deployment that includes policy-enabsedtches in the access layer. NetSight providestral

administration of policies throughout the netwoFinally, NetSight provides comprehensive netwarkentory and
change management capabilities for a network itrfregire.

1.3.2 TOE Environment
In the CC evaluated configuration of the TOE, thguired non-TOE components include:

* NAC appliance running a Linux Operating System (&)
* NetSight appliance running a Linux OS v2.6
» Remote Authentication Dial In User Service (RADIU®Yver

! Administrator — a user authorized to perform mamagnt functions on the TOE. Administrators are ewd-
users.

Enterasys Netsight/Network Access Control v3.2.2 Page 6 of 49
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» Linux OS v2.6 for the NetSight Suite client softear
» General-purpose computing hardware for the NetSgiite client software

1.3.2.1 Appliances

The appliances are required components in the ateduconfiguration of the TOE. There are two typés
appliances: the NAC appliance and the NetSightliappe. Each appliance comes in one or more haslwa
models or as a virtual appliance, as listed in @&bbelow.

1.3.2.1.1 The NAC Appliance

The NAC appliance can be deployed either inlineoat-of-band. For inline deployments, the NAC Cofiéer

models are used. These appliances implement inkteork access control and are used in deploymehtse
non-intelligent wired or wireless edge devices @deployed in the network. Connecting end-systeresdatected
through the receipt of a packet from a new endesystBased on the authentication results for a ectimg device,
the authorization of the end-system is implementeglly on the NAC Controller appliance by a settiffic

forwarding policies to all traffic sourced by thedesystem.

For out-of-band deployments, the NAC Gateway modeks used. These appliances implement out-of-band
network access control and are used in deploynveimse intelligent wired or wireless edge devicesdeployed in

the network. Connecting end-systems are detectedthe network through their RADIUS authentication
interchange. Based on the authentication resoita tonnecting device, RADIUS attributes are adotechodified
during the authentication process to authorizestitesystem on the authenticating edge switch.

The software installed on all models is identicBhe appliances differ only in speed and capacity.

1.3.2.1.2 The NetSight Appliance

The NetSight appliance provides the managemenesspftware for the TOE, and must be deployed digss of
the deployment model used (see Section 1.3.1.4eabov

The appliance models are listed in Table 2 belde Matrix Security Modules are the NAC enginestfa NAC
Controller appliances.

Enterasys Netsight/Network Access Control v3.2.2 Page 7 of 49
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Part Number

254082-25-SYS

Table 2 - TOE Hardware Requirements

Appliance Name

NAC Controller

Description

24-Port Triple Speed, Uplink Small Form-factor Pluggable
(SFP), 400 MegaHertz (MHz) processor, 256 MegaBytes
(MB) Dynamic Random Access Memory (DRAM), 32 MB
Flash Memory

7S4280-19-SYS

NAC Controller

18-Port SFP, Uplink SFP, 600 MHz processor, 256 MB
DRAM, 32 MB Flash Memory

7S-NSTAG-01 | Matrix Security 1,000 endpoints, 1.4 GigaHertz (GHz) processor, 400 MHz
Module Front Side Bus, 2 MB Layer 2 Cache, 1 GB Memory, 60
GB Hard Drive
7S-NSTAG- Matrix Security 1,000 endpoints, 1.4 GHz processor, 400 MHz Front Side
01NPS Module Bus, 2 MB Layer 2 Cache, 1 GB Memory, 60 GB Hard
Drive
SNS-TAG-HPA | NAC Gateway 3,000 endpoints, 2.13 GHz processor, 1066 MHz Front
Side Bus, 2 MB Cache, 1 GB Memory, 80 GigaByte (GB)
Hard Drive
SNS-TAG-LPA | NAC Gateway 2,000 endpoints, 1.8 GHz processor, 800 MHz Front Side
Bus,1 MB Cache, 1 GB Memory, 80 GB Hard Drive
SNS-TAG-ITA NAC Gateway 3,000 endpoints, 2.33 GHz processor, 1333 MHz Front
Side Bus, 2 x 6 MB Cache, 8 GB Memory, 250 GB Hard
Drive, 4 GB Minimum RAM, 8 GB Maximum RAM
NAC-A-20 NAC Gateway E5506 Xeon 3,000 endpoints, E5506 Xeon Processor, 2.13
GHz 4M Cache, 4.86 GT/s, 12 GB Memory, (2) 250 GB
Hard Drives
SNS-NSS-A NAC NetSight Suite | 2.66 GHz processor, 4 MB Cache, 4 GB Memory, 250 GB
Appliance Hard Drive
2155328 NAC Virtual VMWare .OVA file format for deployment on a VMWare
Appliance ESX™ 4.0 server or ESXi™ 4.0 server with a vSphere™

4.0 client.

The VM has 12GB Memory, 4 Processors, 2 Network
Adapters, 40GB thick-provisioned Hard Drive space.

NAC NetSight Suite

Virtual Appliance

VMWare .OVA file format for deployment on a VMWare
ESX™ 4.0 server or ESXi™ 4.0 server with a vSphere™
4.0 client.

The VM has 8GB Memory, 4 Processors, 2 Network
Adapters, 60GB thick-provisioned Hard Drive space.

1.4 TOE Description

This section will primarily address the physicatidogical components of the TOE included in thelegaton.

1.4.1 Physical Scope

Figure 2 illustrates the physical scope and thesjglay boundary of the overall solution and tiesetbgr all of the
components of the TOE and the constituents of tbE Environment.
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The TOE is a software-only network access contystesn which runs on Enterasys appliance modelediigt
Table 2, and on general-purpose computing hardwahe. TOE is installed on the appliances and dilaedware as
depicted in Figure 2 below.

Linux OS

General-Purpose
Computing Hardware

. TOE Boundary

= = —_

Z
o
h
«Q
=
(7]
)
<
[}
=

I Non-TOE
Component

Linux OS

Netsight Appliance

Security-enabled
infrastructure

Linux OS

NAC Appliance

Figure 2 - Physical TOE Boundary

1.4.2 TOE Components

The TOE components include the Netsight Servemso#, the Netsight Client Software, and the NACwgafe.
The Netsight Server and the Netsight Client makehgpNetsight Suite. The Netsight Suite managesNAC

Enterasys Netsight/Network Access Control v3.2.2 Page 9 of 49
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software, which implements the detection, authatita, and authorization functionality of the TOEhe hardware
appliances are required environmental componertiseirevaluated configuration of the TOE. All commiuations

between TOE components are protected by SSL vaixvar0, Transport Layer Security (TLS) v1.0 andlyior

SNMP v3.

1.4.3 Logical Scope

The security functional requirements implementedtsy TOE are usefully grouped under the followirer @ity
Function Classes:

e Security Audit

e User Data Protection

« Identification and Authentication
e Security Management

Each of these security functions is discussed helow

1.4.3.1 Security Audit

The TOE keeps track of auditable events through\ttsight Application Logs and the Netsight Serveg. The
System Log records all auditable events in a hureadable format. Administrators can view and ks by any
displayed field through the NetSight ManagementeSGiUI.

1.4.3.2 User Data Protection

User data protection defines how users of the TO& end-systems connecting to the network are atiotoe
perform operations on objects.

The TOE provides authorized administrators with ab#ity to configure end-uséand end-system network access
policies using the NetSight Management GUI. Thendgment GUI provides for the creation of ruleg thedine
actions the TOE is to take based on a set of dondit The conditions and actions affect eitheral@wed access
to network resources by end-users and end-systEmisdfe Access Control Security Functional Pol{§FP),
Quarantine Access Control SFP, or Accept AccesdrBlo8FP), or the way administrators interact vittk TOE
(Administrative Access Control SFP).

1.4.3.3 Identification and Authentication

The TOE provides the ability for end-users and systems to gain access to network resources. demification
and authentication security function ensures tlsaess to network resources is restricted to awbdrend-users
and end-systems and access is protected by theafrdredentials. End-users and end-systems aigreesl a role
and a group to determine which network resourceg dine allowed to access.

Identification of administrators is performed by thOE Environment.

1.4.3.4 Security Management

The Security Management function provides admiaists with the ability to properly manage and cgmfe the
TOE. Administrators use the NetSight Managementl & configure policies that grant access to nekwor
resources.

2 End-user — any user attempting to access netvesdurces. TOE Administrators are not end-users.

Enterasys Netsight/Network Access Control v3.2.2 Page 10 of 49
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1.4.4 Physical/Logical Features and Functionality N ot Included in the Evaluated
Configuration of the TOE

Features/Functionality that are not part of thdwatad configuration of the TOE are:

» Assessment (a licensable component of the software)

» Assisted remediation

» Operating System

* Hardware

» Simple Network Management Protocol v1 and v2 8dMP must be used with v3 security features)
» Command Line Interface (CLI) on the appliances

» Access to the Command Line Interface (CLI) on tppliances via the GUI

* Telnet

* Unauthenticated MAC registration

Enterasys Netsight/Network Access Control v3.2.2 Page 11 of 49
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2 Conformance Claims

This section provides the identification for any ,G@otection Profile (PP), and EAL package confaragaclaims.
Rationale is provided for any extensions or augstértis to the conformance claims. Rationale for &@d PP
conformance claims can be found in Section 8.1.

Table 3 - CC and PP Conformance

Common Criteria (CC)
Identification and
Conformance

Common Criteria for Information Technology Security Evaluation, Version 3.1, Revision 3,
July 2009; CC Part 2 conformant; CC Part 3 conformant; PP claim (none); Parts 2 and 3
Interpretations from the Interpreted CEM as of 2010-10-18 were reviewed, and no
interpretations apply to the claims made in this ST.

PP Identification
None

Evaluation Assurance
Level

EAL2+ Augmented with Flaw Remediation (ALC_FLR.1)

Enterasys Netsight/Network Access Control v3.2.2 Page 12 of 49
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3 Security Problem Definition

This section describes the security aspects okethvronment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It mlesithe statement of the TOE security environme&htch
identifies and explains all:

* Known and presumed threats countered by eithef @& or by the security environment
» Organizational security policies with which the T@mst comply
» Assumptions about the secure usage of the TORydirgj physical, personnel and connectivity aspects

3.1 Threats to Security

This section identifies the threats to the IT assgainst which protection is required by the T@Bythe security
environment. The threat agents are divided into ¢ategories:

» Attackers who are not TOE users: They have publmwedge of how the TOE operates and are assumed
to possess a low skill level, limited resourceslter TOE configuration settings/parameters angmgsical
access to the TOE.

» TOE users: They have extensive knowledge of howTtB& operates and are assumed to possess a high
skill level, moderate resources to alter TOE camfidion settings/parameters and physical accesketo
TOE. (TOE users are, however, assumed not to IHellyi hostile to the TOE.)

Both are assumed to have a low level of motivatidhe IT assets requiring protection are the uag daved on or
transitioning through the TOE and the hosts onpiteéected network. Removal, diminution and mitigatof the
threats are through the objectives identified inti®a 4 - Security Objectives.

The following threats are applicable:

Table 4 — Threats ®

INENLE Description

T.MASQUERADE A threat agent masquerading as the TOE or another entity may capture valid
identification and authentication data for a legitimate administrator, end-user, or
end-system of the TOE in order to gain unauthorized access to the TOE or
network resources.

T.INT_CONF An unauthorized user may attempt to disclose or compromise the integrity of
the data collected and produced by the TOE by bypassing a security
mechanism.

T.UNAUTH A user or IT device may gain access to security data on the TOE or network

resources, even though the user or device is not authorized in accordance with
the TOE security policy.

3T — Information Technology
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INENLE Description

T.DATALOSS An unauthorized user may attempt to remove or destroy data collected and
produced by the TOE.

T.NO_AUDIT A threat agent may perform security-relevant operations on the TOE without
being held accountable for it.

T.IA A threat agent may attempt to compromise the TOE or network resources
controlled by the TOE by attempting actions that it is not authorized to perform
on the TOE or network resources.

T.INFO_CAPTURE An external attacker or malicious insider may sniff the communication channel
between the TOE and a remote administrator in order to capture or modify
information sent between the two.

3.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a setseturity rules, procedures, or guidelines impobgdan
organization on the operational environment of it¥. There are no OSPs defined for this Secumtgét.

3.3 Assumptions

This section describes the security aspects ofrttemded environment for the evaluated TOE. Theragonal
environment must be managed in accordance withrasse requirement documentation for delivery, of@maand
user guidance. The following specific conditiome eequired to ensure the security of the TOE apchasumed to
exist in an environment where this TOE is employed.

Table 5 — Assumptions

Name Description

A.LOCATE The TOE resides in a physically controlled access facility that prevents
unauthorized physical access.

A.NOEVIL Authorized administrators who manage the TOE are non-hostile and are
appropriately trained to use, configure, and maintain the TOE and follow all
guidance.

A.PROTECT The TOE and network devices shall be protected from MAC address spoofing

and other disruptions of data and functions.
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4 Security Objectives

Security objectives are concise, abstract statesnanthe intended solution to the problem defingdh® security
problem definition (see Section 3). The set ofusi&é objectives for a TOE form a high-level sobrtito the
security problem. This high-level solution is died into two part-wise solutions: the securityeatives for the

TOE, and the security objectives for the TOE's afienal environment. This section identifies trexigity
objectives for the TOE and its supporting environte

4.1 Security Objectives for the TOE

The specific security objectives for the TOE aréadisws:

Table 6 - Security Objectives for the TOE

INENLE Description

O.AUDIT The TOE must record the actions taken by administrators and provide the
authorized administrators with the ability to review and sort the audit trail.

O.NETACCESS The TOE must allow access to internal network resources as defined by the
Accept Access Control SFP, the Failsafe Access Control SFP, and the
Quarantine Access Control SFP when policy functionality has been configured
on the TOE.

O.ADMIN The TOE must include a set of functions that allow efficient management of its
functions and data, ensuring that TOE users with the appropriate privileges and
only those TOE users, may exercise such control.

O.USERAUTH The TOE must be able to authenticate end-users and end-systems prior to
allowing access to network resources.

4.2 Security Objectives for the Operational Environ ~ ment

4.2.1 IT Security Objectives
The following IT security objectives are to be sfiid by the environment:

Table 7 - IT Security Objectives

Name Description
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INENLE Description

OE.ADMINAUTH The TOE Environment must be able to identify and authenticate administrators
prior to allowing access to TOE administrative functions and data.

OE.RADIUS The TOE Environment must provide a RADIUS Server to assist in
authentication of end-users and end-systems prior to the TOE granting or
denying access to network resources.

OE.TIMESTAMP The TOE Environment must provide reliable timestamps for the TOE's use.

OE.SECURECOMMUNICATION The operational environment will provide a secure line of communication
between separate parts of the TOE and between the TOE and trusted remote
administrators.

OE.PROTECT The TOE Environment must protect itself and the TOE from external
interference or tampering.

4.2.2 Non-IT Security Objectives
The following non-IT environment security objectivare to be satisfied without imposing technicgumements

on the TOE. That is, they will not require the Ierpentation of functions in the TOE hardware andfaftware.
Thus, they will be satisfied largely through apation of procedural or administrative measures.

Table 8 - Non-IT Security Objectives

Description

NOE.TRUSTED_ENV The TOE shall reside in a physically secure location, safe from compromise by
malicious insiders or outsiders.
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5 Extended Components Definition
This section defines the extended Security Funatidg®equirements (SFRs) and extended Security Assara

Requirements (SARs) met by the TOE. These reqeintsnare presented following the conventions idiedtiin
Section 6.1.1.

5.1 Extended TOE Security Functional Components

There are no extended TOE Security Functional corapis defined for this Security Target.
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5.2 Extended TOE Security Assurance Components

There are no extended TOE Security Assurance coemgeualefined for this Security Target.
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6 Security Requirements

This section defines the Security Functional Rexraignts (SFRs) and Security Assurance Requirem8#RS)
met by the TOE. These requirements are presealiesving the conventions identified in Section G.1.

6.1.1 Conventions

There are several font variations used within 8iIs Selected presentation choices are discussedih@id the
Security Target reader.

The CC allows for assignment, refinement, selectiod iteration operations to be performed on sgcfunctional
requirements. All of these operations are usetiwihis ST. These operations are performed asrithesl in Parts
2 and 3 of the CC, and are shown as follows:

» Completed assignment statements are identifiedyysalicized text within brackels

» Completed selection statements are identified ysinderlined italicized text within brackéts

* Refinements are identified usihgld text. Any text removed is stricken (ExampleSH-Batd and should
be considered as a refinement.

» Extended Functional and Assurance Requirementislantified using “EXT_" at the beginning of the sho
name.

Iterations are identified by appending a letter parentheses following the component title. Forngxa,
FAU_GEN.1(a) Audit Data Generation would be thestfiteration and FAU_GEN.1(b) Audit Data Generation
would be the second iteration.

6.2 Security Functional Requirements
This section specifies the SFRs for the TOE. This  section organizes the SFRs by CC class.

Table 9 identifies all SFRs implemented by the T@fid indicates the ST operations performed on each
requirement.

Table 9 - TOE Security Functional Requirements

INENLE Description S A R I

FAU_GEN.1 Audit Data Generation v v

FAU_SAR.1 Audit review v

FAU_SAR.3 Selectable audit review v

FDP_ACC.1(a) | Subset access control v v 4

FDP_ACC.1(b) | Subset access control v v 4
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INETn (]

FDP_ACC.1(c)

Description S

Subset access control

FDP_ACC.1(d)

Subset access control

FDP_ACF.1(a)

Security attribute based access control

FDP_ACF.1(b)

Security attribute based access control

FDP_ACF.1(c)

Security attribute based access control

FDP_ACF.1(d)

Security attribute based access control

FIA_UAU.2 User authentication before any action

FIA_UID.2 User identification before any action

FMT_MOF.1 Management of security functions behaviour 4
FMT_MSA.1(a) | Management of security attributes 4
FMT_MSA.1(b) | Management of security attributes 4
FMT_MSA.3(a) | Static attribute initialisation v
FMT_MSA.3(b) | Static attribute initialisation v

FMT_SMF.1

Specification of management functions

FMT_SMR.1

Security roles

Note: S=Selection; A=Assignment; R=Refinement; drdtion
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6.2.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit reddttedollowing auditable events:

. Start-up and shutdown of the audit functions;

All auditable events, for theat specifiefilevel of audit; and

. [management actions taken through the NetSight]Suite
FAU_GEN.1.2

The TSF shall record within each audit record astehe following information:

. Date and time of the event, type of event, subinttity (if applicable), and the outcome (success
or failure) of the event; and

. For each audit event type, based on the auditalaet elefinitions of the functional components
included in the PP/STnp other audit relevant informatipn

Dependencies: FPT_STM.1 Reliabletime stamps

FAU_SAR.1 Audit review
Hierarchical to: No other components.
FAU SAR.1.1

The TSF shall provideauthorized administratofswith the capability to reada]l audit informatior} from
the audit records.

FAU_SAR.1.2
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies:. FAU_GEN.1 Audit data generation

FAU_SAR.3 Selectable audit review
Hierarchical to: No other components.
FAU_SAR.3.1

The TSF shall provide the ability to applyrflering in ascending or descending orplef audit data based
on [field values.

Dependencies: FAU_SAR.1 Audit review
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6.2.2 Class FDP: User Data Protection

FDP_ACC.1(a) Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1(a)
The TSF shall enforce th&gilsafe Access Control SFBn
[
Subjects: end-systems attempting to access netesokirces,
Objects: specified network resources, and
Operations: all connectivity with and data transfé&etween the subjects and objects identified abov
1
Dependencies: FDP_ACF.1(a) Security attribute based access control

FDP_ACC.1(b) Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1(b)
The TSF shall enforce th&§cept Access Control SFen
[
Subjects: end-systems attempting to access netesokirces,
Objects: specified network resources, and
Operations: all connectivity with and data transféetween the subjects and objects identified abov

I

Dependencies: FDP_ACF.1(b) Security attribute based access control

FDP_ACC.1(c) Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1(c)

The TSF shall enforce th@[iarantine Access Control SFén

[
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Subjects: end-systems attempting to access netesokirces,
Objects: specified network resources, and
Operations: all connectivity with and data transféetween the subjects and objects identified abov
].
Dependencies:. FDP_ACF.1(c) Security attribute based access control

FDP_ACC.1(d) Subset access control
Hierarchical to: No other components.
FDP_ACC.1.1(d)
The TSF shall enforce thAdministrative Access Control SFéh
[
Subjects: users attempting to establish an intévacession with the TOE,
Objects: User interface items, policies, NAC autloation and authorization configurations, and
Operations: all interactions between the subjeatd objects identified above

I

Dependencies: FDP_ACF.1(d) Security attribute based access control

FDP_ACF.1(a) Security attribute based access contr ol
Hierarchical to: No other components.
FDP_ACF.1.1(a)
The TSF shall enforce thedilsafe Access Control SFB objects based on the following:
[
Subject attributes:
1. MAC address
2. IP address
3. Switch Port
Object attributes:
1. IP address

2. Network service
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3. Protocol
]
FDP_ACF.1.2(a)

The TSF shall enforce the following rules to deti@enif an operation among controlled subjects and
controlled objects is allowed:

[

1. If the subject’s IP address cannot be determinethfits MAC address, apply the Policy Role
defined for the Failsafe Policy to the subject, afidcate the appropriate network resources;

2. If the above rule does not apply, and none of #mrictions defined by the Accept SFP
applies, allocate full network access.

.
FDP_ACF.1.3(a)

The TSF shall explicitly authorise access of suBjéx objects based on the following additionaésulho
additional rules.

FDP_ACF.1.4(a)

The TSF shall explicitly deny access of subjectolfects based on the following additional rule® [
additional rules.

Dependencies:. FDP_ACC.1(a) Subset access control
FMT_MSA.3(a) Static attributeinitialization

FDP_ACF.1(b) Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1(b)
The TSF shall enforce th&gcept Access Control SF® objects based on the following:
[
Subject attributes:
1. Authorization status as determined by the TOE
Obiject attributes:
1. IP address
2. Network service
3. Protocol
1
FDP_ACF.1.2(b)

Enterasys Netsight/Network Access Control v3.2.2 Page 24 of 49
© 2011 Enterasys Networks, Inc.



Security Target, Version 0.7 March 8, 2011

The TSF shall enforce the following rules to detieienif an operation among controlled subjects and
controlled objects is allowed:

[

1. If the subject has been authorized by the TOE,yapi# Policy Role defined for the Accept
Policy to the subject, and allocate the appropriattwork resources;

2. If the Accept policy has been configured to repldme Filter-ID information returned in the
RADIUS authentication messages, apply the Polidg Befined for the Accept Policy to the
subject, and allocate the appropriate network reses;

3. If the above rules do not apply, deny network axces
]
FDP_ACF.1.3(b)

The TSF shall explicitly authorise access of suBjéx objects based on the following additionaésulho
additional rules.

FDP_ACF.1.4(b)

The TSF shall explicitly deny access of subject®bgects based on the following additional rulew [
additional rules.

Dependencies: FDP_ACC.1(b) Subset access control
FMT_MSA.3 (a) Static attributeinitialization

FDP_ACF.1(c) Security attribute based access contr ol
Hierarchical to: No other components.
FDP_ACF.1.1(c)
The TSF shall enforce th@[iarantine Access Control SF® objects based on the following:
[
Subject attributes:
1. MAC address
2. |P address
3. Switch Port
Obiject attributes:
1. IP address
2. Network service

3. Protocol
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FDP_ACF.1.2(c)

The TSF shall enforce the following rules to detieienif an operation among controlled subjects and
controlled objects is allowed:

[

1. If a MAC Override and Quarantine Policy have beasigned on the TOE for the subject,
apply the Policy Role defined for the Quarantindidoto the subject, and allocate the
appropriate network resources;

2. If the above rule does not apply, and none of #mrictions defined by the Accept SFP
applies, allocate full network access.

.
FDP_ACF.1.3(c)

The TSF shall explicitly authorise access of suBjéx objects based on the following additionaésulho
additional rules.

FDP_ACF.1.4(c)

The TSF shall explicitly deny access of subject®bects based on the following additional rulewm [
additional rules.

Dependencies: FDP_ACC.1(c) Subset access control
FMT_MSA.3(a) Static attributeinitialization

FDP_ACF.1(d) Security attribute based access contr ol
Hierarchical to: No other components.
FDP_ACF.1.1(d)
The TSF shall enforce th&dministrative Access Control SF® objects based on the following:
[
Subject attributes:
1. Userrole
2. UserID
3. Group ID
4. User's permissions
5. Group’s permissions
Object attributes:
1. Permissions assigned to objects

2. Absence of permissions assigned to objects
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1
FDP_ACF.1.2(d)

The TSF shall enforce the following rules to detieenif an operation among controlled subjects and
controlled objects is allowed:

[

1. Ifthe subject is the TOE Administrator, then ascis granted;

2. If the subject requests access to an object thatrtaassigned permissions, then access is
granted;

3. If a subject who is not a TOE Administrator reqsestcess to an object that has assigned
permissions, the permissions of the subject aranaéed to determine if the subject has
permission to access the object. If a match iadpaccess is granted,;

4. If none of the above rules apply, access is denied.
]
FDP_ACF.1.3(d)

The TSF shall explicitly authorise access of suBjéx objects based on the following additionaésulho
additional rule§.

FDP_ACF.1.4(d)

The TSF shall explicitly deny access of subjectolfects based on the following additional rule® [
additional rule§.

Dependencies:. FDP_ACC.1(d) Subset access contral
FMT_MSA.3(b) Static attributeinitialization
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6.2.3 Class FIA: Identification and Authentication

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_UAU.2.1

The TSF shall require eaehd-userand end-system to be successfully authenticated before allowimg a
other TSF-mediated actions on behalf of #rat-useror end-system.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.2 User identification beforeany action
Hierarchical to: FIA_UID.1 Timing of identification
FIA_UID.2.1

The TSF shall require eaadmd-userand end-system to be successfully identified before allowing any
other TSF-mediated actions on behalf of #rat-useror end-system.

Dependencies: No dependencies
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6.2.4 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tddtermine the behaviour of, disable, enable, mdtidybehaviour ¢f
the functions INAC authentication and authorization configuratiptes[authorized administratofs

Dependencies:. FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1(a) Management of security attributes

Hierarchical to: No other components.
FMT_MSA.1.1(a)

The TSF shall enforce th&dilsafe Access Control SFP, Accept Access CosFd?, Quarantine Access
Control SFR to restrict the ability todhange_default, query, modifyre security attributesSubject MAC
address, Subject IP address, Subject Switch PalijeSt authorization status, Object IP address, €8bj
Network Service, Object proto¢ab [authorized administratofs

Dependencies:. FDP_ACC.1(a) Subset access control
FDP_ACC.1(b) Subset access control
FDP_ACC.1(c) Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of management functions

FMT_MSA.1(b) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(b)

The TSF shall enforce thédministrative Access Control SF#® restrict the ability todhange_default,
query, modify, delejethe security attributesUser role, User ID, Group ID, User's permissions,
Permissions assigned to objddis [authorized administratots

Dependencies:. FDP_ACC.1(d) Subset access contral
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of management functions

FMT_MSA.3(a) Static attributeinitialisation

Hierarchical to: No other components.
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FMT_MSA.3.1(a)

The TSF shall enforce th&dilsafe Access Control SFP, Accept Access CoF®, Quarantine Access
Control SFR to provide permissivédefault values for security attributes that asedito enforce the SFP.

FMT_MSA.3.2(a)

The TSF shall allow thealthorized administratdrto specify alternative initial values to overridee
default values when an object or information isated.

Dependencies:. FMT_M SA.1(a) Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3(b) Static attributeinitialisation
Hierarchical to: No other components.
FMT_MSA.3.1(b)

The TSF shall enforce théddiministrative Access Control SFi® provide [estrictivd default values for
security attributes that are used to enforce the. SF

FMT_MSA.3.2(b)

The TSF shall allow theajthorized administratdrto specify alternative initial values to overridee
default values when an object or information isated.

Dependencies:. FMT_M SA.1(b) Management of security attributes
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the folloyvimanagement functionsmpnagement of security
functions behavior, management of security attegut

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1

The TSF shall maintain the rolefdministrator role, Limited Administrator roles agdefined by
Administrator, User roles as defined by Administrt

FMT_SMR.12

The TSF shall be able to associate users with.roles
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Dependencies. FIA_UID.1 Timing of identification
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6.3 Security Assurance Requirements

This section defines the assurance requirementhdéof OE. Assurance requirements are taken frenCi@ Part 3
and are EAL2 augmented with ALC_FLR.1. Table ®&surance Requirements summarizes the requirements.

Table 10 - Assurance Requirements *

Assurance Requirements

Class ALC : Life Cycle Support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery Procedures

ALC _FLR.1 Basic Flaw Remediation

Class ADV: Development ADV_ARC.1 Security Architecture Description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

Class AGD: Guidance documents AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

Class ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis

4 CM - Configuration Management
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7 TOE Summary Specification

This section presents information to detail how T®E meets the functional requirements describepravious
sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assac@#scriptions correspond to the security functioHence, each
function is described by how it specifically satisfeach of its related requirements. This setwdmth describe
the security functions and rationalize that theusgcfunctions satisfy the necessary requirements.

Table 11 - Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security Function SFR ID Description
Security Audit FAU_GEN.1 Audit Data Generation
FAU_SAR.1 Audit review
FAU_SAR.3 Selectable audit review
User Data Protection FDP_ACC.1(a) Subset access control
FDP_ACC.1(b) Subset access control
FDP_ACC.1(c) Subset access control
FDP_ACC.1(d) Subset access control
FDP_ACF.1(a) Security attribute based access
control
FDP_ACF.1(b) Security attribute based access
control
FDP_ACF.1(c) Security attribute based access
control
FDP_ACF.1(d) Security attribute based access
control
Identification and Authentication FIA_UAU.2 User authentication before any action
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TOE Security Function SFR ID Description
FIA_UID.2 User identification before any action
Security Management FMT_MOF.1 Management of security functions
behaviour
FMT_MSA.1(a) Management of security attributes
FMT_MSA.1(b) Management of security attributes
FMT_MSA.3(a) Static attribute initialisation
FMT_MSA.3(b) Static attribute initialisation
FMT_SMF.1 Specification of management
functions
FMT_SMR.1 Security roles

7.1.1 Security Audit

The TOE keeps track of auditable events througtSgstem Log. The System Log records all auditaktmts in a
human-readable format. Management actions takeadyjinistrators through the NetSight Suite GUI @aptured

and stored in the operating system’s Syslog. Awgdimanagement actions include changes to network
configurations, and startup and shutdown of the TGErtup and shutdown of the audit functions ocsethen the
TOE is started or shutdown. Administrators canwadl logs through the NetSight Management Suitel,Gldd

sort them by any displayed field.

The TOE audit records contain the following infotioa:

Table 12 - Audit Record Contents

Field Content

Date/Time Date and time the event occurred.

Origination IP | IP address of the IT device that caused the event.

Origination Username of the user that caused the event.
User
Category Category of the event.
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Field Content

Severity Severity of the event (e.g., Alert, Notice, Emergency,
Informational, Warning, Error, etc.).

Description Description of the event.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_SAR.1, FAU_SAR.3.

7.1.2 User Data Protection

User data protection defines how users of the T, end-users and end-systems connecting to themetare
allowed to perform operations on objects.

The TOE provides authorized administrators with dbdity to configure end-user and end-system netvazcess
policies using the NetSight Management GUI. Thendgement GUI provides for the creation of ruleg thedine

actions the TOE is to take based on a set of dondit The conditions and actions affect eitherat@wved access
to network resource by end-users and end-systeailsgfe Access Control SFP or Accept Access Coi&Fdt), or
the way users interact with the TOE (Administrathecess Control SFP).

The Failsafe Access Control SFP determines whidtvar& resources are permitted for access by anused-or
end-system attempting to connect to the networkseh® address cannot be determined. The spe@figonk
resources to which an end-user or end-system engiecess is determined by the administrator wherpolicy is
configured.

The Accept Access Control SFP determines which ordtwesources are permitted for access by an eadars
end-system attempting to connect to the network t@s been authorized by the TOE. In some cases th
administrator may configure the Accept Access GIrBFP to replace the Filter-ID information retuwinay the
RADIUS server. The specific network resources tocW an end-user or end-system is given accesstésrdined

by the administrator when the policy is configured.

The Quarantine Access Control SFP determines wigtivork resources are permitted for access by druser or
end-system attempting to connect to the networkwfbich a MAC Override and a Quarantine Policy hasrb
configured. The specific network resources to Whin end-user or end-system is given access isat by the
administrator when the policy is configured.

The Administrative Access Control SFP determineess to the management functions for users idamgifgnd

authenticating to the TOE through the NetSighte&S@tI. Administrators are given access to fundibased on
their User ID, User Role, Group ID, User’'s configdrpermissions, and Group’s configured permissiolighe

administrator’'s permissions match the permissi@sigaed to the object to which the administratoattempting
access, then that access is granted. Otherwiselénied.

TOE Security Functional Requirements Satisfied: FDP_ACC.1(a), FDP_ACC.1(b), FDP_ACC.1(c),
FDP_ACC.1(d), FDP_ACF.1(a), FDP_ACF.1(b), FDP_AQ&),1FDP_ACF.1(d).

7.1.3 ldentification and Authentication

The TOE provides the ability for end-users and sygtems to gain access to network resources. demification
and authentication security function ensures tlsaess to network resources is restricted to awbdrusers and
access is protected by the entry of credentialsd-USers and end-systems are assigned a Usemibla group to
determine what network resources they are allowetttess.
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The TOE requires end-users and end-systems to rdighite to the network when end-user and end-system
authentication has been configured for the netvagrian authorized administrator.

Administrators are identified and authenticated thg TOE environment. Once the administrator hasnbe
successfully identified and authenticated, the T&3Bigns an Administrator or Limited Administratater and a
group to the administrator. The role and grougrlich the administrator is assigned determineduhetions and
data to which the administrator has access.

TOE Security Functional Requirements Satisfied: FIA_UAU.2, FIA_UID.2.

7.1.4 Security Management

The Security Management function provides admiaists with the ability to properly manage and cgmfe the
TOE. Administrators use the NetSight Managementl @Jconfigure policies that grant access to nekwor
resources. Only authorized administrators may igané the TOE’s network authentication and authadiin
functionality, manage the security attributes of tietwork resources, and manage administrator psions and
accounts.

The TOE maintains an Administrator role that sesvas the super user for the NAC system. In additén
Administrator can define any nhumber of Limited Adistrator roles and assign permissions to thenppsogriate.

TOE Security Functional Requirements Satisfied: FMT_MOF.1, FMT_MSA.1(a), FMT_MSA.1(b),
FMT_MSA.3(a), FMT_MSA.3(b), FMT_SMF.1, FMT_SMR.1.
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8 Rationale

8.1 Conformance Claims Rationale

This Security Target conforms to Parts 2 and 3hef Common Criteria Standard for Information Tecbgyl
Security Evaluations, version 3.1, revision 2.

There are no extended SFRs or SARs contained whFErST.

There are no protection profile claims for this @&éy Target.

8.2 Security Objectives Rationale

This section provides a rationale for the existerfceach threat, policy statement, and assumptiahdompose the
Security Target. Sections 8.2.1, 8.2.2, and 8defonstrate the mappings between the threats,egolend
assumptions to the security objectives is compl@tee following discussion provides detailed evickenf coverage
for each threat, policy, and assumption.

8.2.1 Security Objectives Rationale Relating to Thr  eats

Table 13 - Threats: Objectives Mapping

Threats

T.MASQUERADE

A threat agent masquerading as
the TOE or another entity may
capture valid identification and
authentication data for a legitimate

Objectives

O.NETACCESS

The TOE must allow access to
internal network resources as defined
by the Accept Access Control SFP,
the Failsafe Access Control SFP, and

Rationale

O.NETACCESS ensures that the TOE
allows access to internal network
resources only as defined by policy,
when such policy has been configured
on the TOE. This prevents threat
agents from gaining unauthorized

administrator, end-user, or end- | the Quarantine Access Control SFP | access to the TOE or network
system of the TOE in order to gain | when policy functionality has been | resources.

unauthorized access to the TOE or | configured on the TOE.

network resources.

T.INT_CONF O.AUDIT O.AUDIT ensures that security

An unauthorized user may attempt
to disclose or compromise the
integrity of the data collected and
produced by the TOE by
bypassing a security mechanism.

The TOE must record the actions
taken by administrators and provide
the authorized administrators with the
ability to review and sort the audit trail.

relevant events that may indicate
attempts to tamper with the TOE are
recorded. This prevents unauthorized
users from disclosing or compromising
the integrity of the data collected and
produced by the TOE by bypassing a
security mechanism.

OE.ADMINAUTH

The TOE Environment must be able to
identify and authenticate
administrators prior to allowing access
to TOE administrative functions and

OE.ADMINAUTH requires that the
TOE Environment be able to identify
and authenticate administrators prior
to allowing access to TOE data. This
prevents unauthorized users from
bypassing a security mechanism and
disclosing or compromising the
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Threats Objectives Rationale
data. integrity of the data on the TOE.
OE.RADIUS OE.RADIUS requires that the TOE
Environment provide a RADIUS
The TOE Environment must provide a | Server to assist in authentication of
RADIUS Server to assist in | end-users and end-systems prior to
authentication of end-users and end- | granting or denying access to network
systems prior to the TOE granting or | resources. This prevents
denying access to network resources. | unauthorized end-users or end-
systems from disclosing or
compromising the integrity of the data
collected and produced by the TOE by
bypassing a security mechanism.
O.ADMIN O.ADMIN requires that the TOE allow
only authorized users to configure the
The TOE must include a set of | TOE security mechanisms. This
functions  that allow  efficient | prevents unauthorized users from
management of its functions and data, | disclosing or compromising the
ensuring that TOE users with the | integrity of data collected and
appropriate privileges and only those | produced by the TOE.
TOE users, may exercise such
control.
O.USERAUTH O.USERAUTH ensures that end-users
and end-systems are authenticated
The TOE must be able to authenticate | prior to being given access to network
end-users and end-systems prior to | resources. This prevents
allowing access to network resources. | unauthorized users from disclosing or
compromising the integrity of the data
collected and produced by the TOE by
bypassing a security mechanism.
T.UNAUTH OE.ADMINAUTH OE.ADMINAUTH requires that the

A user or IT device may gain
access to security data on the
TOE or network resources, even
though the user or device is not
authorized in accordance with the
TOE security policy.

The TOE Environment must be able to
identify and authenticate
administrators prior to allowing access
to TOE administrative functions and
data.

TOE Environment be able to identify
and authenticate administrators prior
to allowing access to TOE
administrative functions and data.
This prevents unauthorized users or
IT devices from gaining access to
security data on the TOE.

O.NETACCESS

The TOE must allow access to
internal network resources as defined
by the Accept Access Control SFP,
the Failsafe Access Control SFP, and
the Quarantine Access Control SFP
when policy functionality has been
configured on the TOE.

O.NETACCESS requires that the TOE
allow access to internal network
resources as defined by policy. This
prevents unauthorized users or IT
devices from gaining access to
network resources.
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Threats Objectives Rationale

OE.RADIUS OE.RADIUS requires that the TOE
Environment provide a RADIUS

The TOE Environment must provide a | Server to assist in authentication of

RADIUS Server to assist in | end-users and end-systems prior to

authentication of end-users and end- | granting or denying access to network

systems prior to the TOE granting or | resources. This prevents

denying access to network resources. | unauthorized end-users or IT devices
from gaining access to security data
on the TOE.

O.ADMIN O.ADMIN requires that only
authorized administrators have

The TOE must include a set of | privieges to manage the TOE

functions  that allow  efficient | functions and data. This prevents

management of its functions and data, | unauthorized users or IT devices from

ensuring that TOE users with the | gaining access to security data on the

appropriate privileges and only those | TOE.

TOE wusers, may exercise such

control.

O.USERAUTH O.USERAUTH requires that end-
users and end-systems be

The TOE must be able to authenticate | authenticated prior to gaining access

end-users and end-systems prior to | to network resources. This prevents

allowing access to network resources. | unauthorized users or IT devices from
gaining access to network resources.

T.DATALOSS OE.ADMINAUTH OE.ADMINAUTH requires that all

administrators be identified and

An unauthorized user may attempt
to remove or destroy data
collected and produced by the
TOE.

The TOE Environment must be able to
identify and authenticate
administrators prior to allowing access
to TOE administrative functions and
data.

authenticated prior to being given
access to TOE  administrative
functions and data. This prevents
unauthorized users from removing or
destroying data collected and
produced by the TOE.

O.ADMIN

The TOE must include a set of
functions that allow efficient
management of its functions and data,
ensuring that TOE users with the
appropriate privileges and only those

O.ADMIN requires that only users with
appropriate privileges be allowed to
exercise control over the TOE's
functions and data. This prevents
unauthorized users from removing or
destroying data collected and
produced by the TOE.

TOE users, may exercise such
control.
T.NO_AUDIT O.AUDIT O.AUDIT requires that the TOE record
actions taken by administrators. This
A threat agent may perform | The TOE must record the actions | ensures that all security-relevant

security-relevant operations on the
TOE without being held
accountable for it.

taken by administrators and provide
the authorized administrators with the
ability to review and sort the audit trail.

events performed on the TOE are
recorded, and provides accountability
for them.
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Threats Objectives Rationale
OE.TIMESTAMP OE.TIMESTAMP requires that the
TOE Environment provide timestamps
The TOE Environment must provide | for the TOE's use. These timestamps
reliable timestamps for the TOE's use. | are recorded in all audit events. This
ensures that all security-relevant
events performed on the TOE are
recorded with a date and time stamp,
providing accountability.
T.IA OE.ADMINAUTH OE.ADMINAUTH requires that all
administrators  be identified and

A threat agent may attempt to
compromise the TOE or network
resources controlled by the TOE
by attempting actions that it is not
authorized to perform on the TOE
or network resources.

The TOE Environment must be able to
identify and authenticate
administrators prior to allowing access
to TOE administrative functions and
data.

authenticated prior to being allowed to
access TOE administrative functions
and data. This prevents unauthorized
users from compromising the TOE.

OE.RADIUS

The TOE Environment must provide a
RADIUS Server to assist in
authentication of end-users and end-
systems prior to the TOE granting or
denying access to network resources.

OE.RADIUS requires that the TOE
Environment provide a RADIUS
Server to assist in authentication of
end-users and end-systems prior to
granting or denying access to network
resources. This prevents
unauthorized end-users or end-
systems from compromising the TOE.

O.USERAUTH

The TOE must be able to authenticate
end-users and end-systems prior to

O.USERAUTH requires that the TOE
be able to authenticate end-users and
end-systems prior to allowing access
to network resources. This prevents

allowing access to network resources. | unauthorized users from
compromising the TOE.
T.INFO_CAPTURE OE.SECURECOMMUNICATION OE.SECURECOMMUNICATION
requires that information being
An external attacker or malicious | The operational environment will | transmitted between the TOE and
insider may sniff the | provide a secure line of | TOE administrators never be modified
communication channel between | communication between separate | or disclosed. This prevents external
the TOE and a remote | parts of the TOE and between the | attackers and malicious insiders from

administrator in order to capture or
modify information sent between
the two.

TOE and
administrators.

trusted remote

capturing or modifying that data.

Every Threat is mapped to one or more Objectivdhertable above. This complete mapping demorstithat the
defined security objectives counter all definecbéts.
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8.2.2 Security Objectives Rationale Relating to Pol

There are no policies defined for this Securitygear

8.2.3 Security Objectives Rationale Relating to Ass

icies

umptions

Table 14 - Assumptions: Objectives Mapping

Assumptions

A.LOCATE

The TOE resides in a physically
controlled access facility that
prevents unauthorized physical
access.

Objectives

NOE.TRUSTED_ENV

The TOE shall reside in a physically
secure location, safe from
compromise by malicious insiders or
outsiders.

Rationale

NOE.TRUSTED_ENV ensures that
the TOE shall reside in a physically
secure location, thereby preventing
unauthorized physical access.

A.NOEVIL

Authorized administrators  who
manage the TOE are non-hostile
and are appropriately trained to
use, configure, and maintain the
TOE and follow all guidance.

NOE.TRUSTED_ENV

The TOE shall reside in a physically
secure location, safe from
compromise by malicious insiders or
outsiders.

NOE.TRUSTED_ENV ensures that
authorized administrators shall not
compromise the TOE.

A.PROTECT

The TOE and network devices
shall be protected from MAC
address spoofing and other
disruptions of data and functions.

OE.PROTECT

The TOE Environment must protect
itself and the TOE from external
interference or tampering.

OE.PROTECT upholds this
assumption by ensuring that the TOE
Environment provides protection from
external interference and tampering,
thereby preventing MAC address
spoofing and other disruptions of data
and functions.

Every assumption is mapped to one or more Objextivehe table above. This complete mapping detrates
that the defined security objectives uphold alimed assumptions.

8.3 Rationale for Extended Security Functional Requ  irements

No extended Security Functional Requirements haen ldefined for this Security Target.
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8.4 Rationale for Extended TOE Security Assurance R

equirements

No extended Security Assurance Requirements haae defined for this Security Target.

8.5 Security Requirements Rationale

The following discussion provides detailed evideoteoverage for each security objective.

8.5.1 Rationale for Security Functional Requirement

Objective

O.AUDIT

The TOE must record the actions
taken by administrators and
provide the authorized
administrators with the ability to
review and sort the audit trail.

Table 15 - Objectives: SFRs Mapping

Requirements
Objective

Addressing  the

FAU_GEN.1

Audit Data Generation

s of the TOE Objectives

Rationale

The requirement meets this objective
by ensuring that the TOE maintains a
record of management events,
including relevant details about the
event.

FAU_SAR.1 The requirement meets the objective
by ensuring that the TOE provides the

Audit review ability to review logs.

FAU_SAR.3 The requirement meets the objective

Selectable audit review

by ensuring that the TOE provides the
ability to sort the audited events by
any field value.

O.NETACCESS

The TOE must allow access to
internal network resources as
defined by the Accept Access
Control SFP, the Failsafe Access
Control SFP, and the Quarantine
Access Control SFP when policy
functionality has been configured
on the TOE.

FDP_ACC.1(a)

Subset access control

The requirement meets the objective
by defining the subjects, objects, and
operations controlled by the Failsafe
Access Control SFP.

FDP_ACC.1(b)

Subset access control

The requirement meets the objective
by defining the subjects, objects, and
operations controlled by the Accept
Access Control SFP.

FDP_ACC.1(c)

Subset access control

The requirement meets the objective
by defining the subjects, objects, and
operations controlled by the
Quarantine Access Control SFP.
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Objective

Requirements the

Objective

Addressing

Rationale

FDP_ACF.1(a)

The requirement meets the objective
by defining the subject and object
attributes, and the rules by which
subjects can operate on objects under
the Failsafe Access Control SFP.

The requirement meets the objective
by defining the subject and object
attributes, and the rules by which
subjects can operate on objects under
the Accept Access Control SFP.

Security attribute based access
control

FDP_ACF.1(b)

Security attribute based access
control

FDP_ACF.1(c)

Security  attribute based access
control

The requirement meets the objective
by defining the subject and object
attributes, and the rules by which
subjects can operate on objects under
the Qurantine Access Control SFP.

O.ADMIN

The TOE must include a set of
functions that allow efficient
management of its functions and
data, ensuring that TOE users with
the appropriate privileges and only
those TOE users, may exercise
such control.

FDP_ACC.1(d)

Subset access control

The requirement meets the objective
by defining the subjects, objects, and
operations controlled by the
Administrative Access Control SFP,
which defines administrative access to
the management functions of the
TOE.

FDP_ACF.1(d)

The requirement meets the objective
by defining the subject and object

Security attribute based access | attributes, and the rules by which

control subjects can operate on objects under
the Administrative Access Control
SFP.

FMT_MOF.1 The requirement meets the objective

Management of security functions
behaviour

by ensuring that the TOE restricts
administrative functions to only those
users with the appropriate privileges.

FMT_MSA.1(a)

Management of security attributes

The requirement meets the objective
by ensuring that only authorized
administrators are  permitted to
manage the security attributes of the
Failsafe Access Control SFP, the
Accept Access Control SFP, and the
Quarantine Access Control SFP.

FMT_MSA.1(b)

Management of security attributes

The requirement meets the objective
by ensuring that only authorized
administrators are  permitted to
manage the security attributes of the
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Requirements  Addressing  the

Objective Objective Rationale

Administrative Access Control SFP.

FMT_MSA.3(a) The requirement meets the objective
by ensuring that only authorized
Static attribute initialisation administrators are  permitted to

manage the default security attributes
of the Failsafe Access Control SFP,
the Accept Access Control SFP, and
the Quarantine Access Control SFP.

FMT_MSA.3(b) The requirement meets the objective
by ensuring that only authorized
Static attribute initialisation administrators are  permitted to

manage the default security attributes
of the Administrative Access Control

SFP.
FMT_SMF.1 The requirement meets the objective
by ensuring that the TOE includes
Specification of management | administrative functions to facilitate
functions the management of the security

functions and security attributes.

FMT_SMR.1 The requirement meets the objective
by ensuring that the TOE associates
Security roles users with roles to provide access to

TSF management functions and data.

O.USERAUTH FIA_UAU.2 The requirement meets the objective
by requiring that all TSF-mediated
The TOE must be able to | Userauthentication before any action | actions be  denied prior to

authenticate end-users and end- authentication to the TOE, when end-

systems prior to allowing access to user and end-system authentication
network resources. has been configured on the TOE.

FIA_UID.2 The requirement meets the objective

by requiring that all TSF-mediated

User identification before any action actions be denied prior to identification

to the TOE, when end-user and end-
system authentication has been
configured on the TOE.

8.5.2 Security Assurance Requirements Rationale

EAL2+ was chosen to provide a low to moderate lesfebssurance that is consistent with good commlerci
practices. As such, minimal additional tasks dezed upon the vendor assuming the vendor folleesonable
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software engineering practices and can provide e the evaluation for design and testing efforThe chosen
assurance level is appropriate with the threatsééffor the environment. While the System may itoora hostile

environment, it is expected to be in a non-hogtdsition and embedded in or protected by otherymtsddesigned
to address threats that correspond with the intbreteironment. At EAL2+, the System will have inad a

search for obvious flaws to support its introductioto the non-hostile environment.

The augmentation of ALC_FLR.1 was chosen to giveatpr assurance of the developer’'s on-going flaw
remediation processes.

8.5.3 Dependency Rationale

This ST does satisfy all the requirement depenasnaf the Common Criteria. Table 16 lists eacluireqnent to
which the TOE claims conformance with a dependesrny indicates whether the dependent requirement was
included. As the table indicates, all dependent#® been met.

Table 16 - Functional Requirements Dependencies

Dependency

Dependencies Met Rationale

FAU_GEN.1 FPT_STM.1 4 This dependency is met by the TOE
Environment, which provides the timestamps
for the TOE's wuse, as defined by

OE.TIMESTAMP.

FAU_SAR.1 FAU_GEN.1 v
FAU_SAR.3 FAU_SAR.1 v
FDP_ACC.1(a) FDP_ACF.1(a) v
FDP_ACC.1(b) FDP_ACF.1(b) v
FDP_ACC.1(c) FDP_ACF.1(c) v
FDP_ACC.1(d) FDP_ACF.1(d) v
FDP_ACF.1(a) FDP_ACC.1(a) v
FMT_MSA.3(a) v

FDP_ACF.1(b) FMT_MSA.3(a) v
v

FDP_ACC.1(b)
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Dependencies

Dependency

Met

Rationale

FDP_ACF.1(c) FMT_MSA.3(a) v
FDP_ACF.1(c) v
FDP_ACF.1(d) FDP_ACC.1(d) v
FMT_MSA.3(b) v
FIA_UAU.2 FIA_UID.1 v Because FIA _UID.2 is hierarchical to
FIA_UID.1, and is included in this Security
Target, this dependency is met.
FIA_UID.2 No dependencies
FMT_MOF.1 FMT_SMR.1 v
FMT_SMF.1 v
FMT_MSA.1(a) FMT_SMF.1 v
FDP_ACC.1(b) v
FMT_SMR.1 v
FDP_ACC.1(a) v
FDP_ACC.1(c) v
FMT_MSA.1(b) FDP_ACC.1(d) v
FMT_SMF.1 v
FMT_SMR.1 v
FMT_MSA.3(a) FMT_MSA.1(a) v
FMT_SMR.1 v

Enterasys Netsight/Network Access Control v3.2.2
© 2011 Enterasys Networks, Inc.

Page 46 of 49



Security Target, Version 0.7

March 8, 2011

Dependency
Dependencies Met Rationale
FMT_MSA.3(b) FMT_SMR.1 v
FMT_MSA.1(b) 4
FMT_SMF.1 No dependencies
FMT_SMR.1 FIA_UID.1 v The dependency for the User role is met by
FIA_UID.2, which is hierarchical to FIA_UID.1.
The dependency for the Administrator role and
the Limited Administrator role is met by the
TOE Environment, as defined by the
OE.ADMINAUTH objective.
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9 Acronyms

Table 17 - Acronyms

Acronym Definition

CcC _
Common Criteria

Command Line Interface

Configuration Management

Dynamic Random Access Memory

Evaluation Assurance Level

Gigabyte

GigaHertz

Graphical User Interface

Institute of Electrical and Electronics
Engineers

Information Technology

Media Access Control

MegaBytes

MegaHertz

Network Access Control

Operating System

Organizational Security Policy

PP . .
Protection Profile

PWA L
Port Web Authentication

RADIUS

Remote Authentication Dial In User Service
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Acronym Definition

SAR . .
Security Assurance Requirement

SFF Small Form-factor Pluggable

SFP . . .
Security Functional Policy

SFR

Security Functional Requirement

ST .
Security Target

Transport Layer Security

Target of Evaluation
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