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1 INTRODUCTION

This section identifies the Security Target (STarget of Evaluation (TOE), and the ST
organization. The Target of Evaluation is the FatiFortiGate™-200B and 620B Unified
Threat Management Solution and FortiOS 4.0 CC CampFirmware, and will hereafter be
referred to as the TOE throughout this documeng. TOE is a hardware security system
designed to provide firewall, VPN, antivirus prdten, antispam protection and content
filtering etc. to provide network protection.

1.1 DOCUMENT ORGANIZATION
This ST is made up of the following sections:

e Section 1, Introduction, provides a brief summadrthe ST contents and describes
the organization of other sections within this doeunt. It also provides an overview
of the TOE security functions and describes thesygay and logical scope for the
TOE, as well as the ST and TOE references.

» Section 2, Conformance Claims, provides the ideatiion of any Common Criteria
(CC), ST, Protection Profile, and Evaluation Asswealevel (EAL) package claims.
It also identifies whether the ST contains extenskszlirity requirements.

» Section 3, Security Problem, describes the expestgoionment in which the TOE is
to be used. This section defines the set of thribait are relevant to the secure
operation of the TOE, organizational security gebowith which the TOE and its
operational environment must comply, and assumgtmoperational environment
to uphold the TOE’s secure operation.

» Section 4, Security Objectives, defines the saeolirity objectives to be satisfied by
the TOE and by the TOE operating environment.

e Section 5, IT Security Requirements, specifiessénaurity functional and assurance
requirements that must be satisfied by the TOE.

* Section 6, TOE Summary Specification, describes#uairity functions that satisfy
TOE'’s security requirements.

» Section 7, Protection Profile Claims provides refiee to the PP to which adherence
is claimed by this ST. This section also descriheschanges that were made with
respect to the PP.

» Section 8, Rationale, provides rationale that #migty objectives satisfy the threats,
policies, and assumptions; TOE’s security requimeiieatisfy TOE'’s security
objectives; and the TOE summary specification Batighe security requirements.
This section also presents rationale for any depecids that are not satisfied, and a
rationale for any extended requirements.
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* Section 9, References, provides background maferifirther investigation by users
of the ST.

» Section 10, Terminology, provides definitions fpesific terms used in the ST.

» Section 11, Acronyms, Abbreviations, and Initialiaas, provides expansions for the
acronyms, abbreviations, and initializations thratw@sed in the document. Common
CC terminology has been excluded from this list.

1.2 IDENTIFICATION

e ST Title

Security Target for the Fortinet FortiGate™-200B8l &20B Unified Threat
Management Solution and FortiOS 4.0 CC CompliamhWwiare: EAL4+, Version 1.0,
18 February 2011, by EWA-Canada, Ltd.

+ TOE Reference

Fortinet FortiGate™-200B and 620B Unified Threatridgement Solution and
FortiOS 4.0 CC Compliant Firmware, by Fortinet ITOE detailed information is
illustrated in Table 1 below.

Product Firmware Hardware FIPS 140-2 Certificate
Version Version® Number
FortiGate-200B 4.0 build 6443, | C4CD24 Crypto Module Certificate:
110212 1431
Algorithm Certificates: See
Note 1
FortiGate-620B 4.0 build 6443, | C4AK26 Crypto Module Certificate:
110212 1431
Algorithm Certificates: See
Note 1

Table 1 - TOE Identification Details
Note 1 — The following FIPS 140-2 algorithm cedi#fies are applicable:

e Triple-DES: #957 and #962
« AES: #1404 and #1409

! For the purposes of the ST, only the first 6 cbi@ns of the hardware version are relevant. Thepbete
version includes a padding field for compatibilitith other Fortinet version naming conventions arfiéld for
non-CC relevant changes such as the amount of nyei@&U clock speed or external labelling.
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¢ SHS: #1274 and #1279
« HMAC: #825 and #830
« RSA: #686
*« RNG: #770

Documentation for the FortiGate-200B and 620B dgeran Common Criteria mode
consists of the standard FortiOS version 4.0 doctatien set plus a FIPS-CC-specific
technical note.

1.3 TOE OVERVIEW

The TOE, i.e. the Fortinet FortiGate™-200B and 620&fied Threat Management Solution
and FortiOS 4.0 CC Compliant Firmware, is a netwagkliance designed to provide
firewall, IPv6, VPN, VLAN, antivirus protection, &spam protection and content filtering
etc. to provide protection on TCP/IP networks.

The FortiGate-200B and 620B Unified Threat Managen$®lution offers a cost-effective
system. ltis a hardware security system desi¢gm@dotect computer networks from abuse.
It resides between the network it is protecting anexternal network such as the Internet,
restricting the information flow between the netksoto that permitted by a policy (set of
rules) defined by the Security Administrator. Tiigtect and eliminate the most damaging,
content-based threats from email and Web traffahss viruses, worms, intrusions,
inappropriate Web content and more in real-timeheut degrading network performance.
In addition to providing stateful application-ley@btection, the FortiGate-200B and 620B
delivers a full range of network-level servicesluating; firewall, IPv6, Virtual Private
Network (VPN), Virtual Local Area Network (VLAN),mdivirus protection, antispam
protection and content filtering etc.; using detkda easily managed platforms.

The FortiGate unit consists of a hardware box &aed=ortiOS™ custom Unified Threat
Management Solution firmware. Administration o gystem may be performed locally
using an administrator console or remotely viatavoek management station.

The FortiGate Unified Threat Management Solutioplerys Fortinet’s unique FortiASIC
content processing chip and the powerful, secwgi®S " operating system to achieve
breakthrough price/performance. Their unique, AB&Sed architecture analyzes content
and behaviour in real time, enabling key appligaito be deployed right at the network
edge, where they are most effective at protectirigrprise networks. They provide a critical
layer of real-time, network-based antivirus pratatthat complements host-based antivirus
software and supports “defense-in-depth” strategiésout compromising performance or
cost. They can be deployed to provide antiviruggmtion, antispam protection and content
filtering in conjunction with existing firewall, VIR, VLAN, and related devices, or to
provide complete network protection.
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The FortiGate-200B and 620B supports the IPSecsingstandard for VPN, allowing VPNs
to be configured between a FortiGate model andcaegt or gateway/firewall that supports
IPSec VPN. The FortiGate series also provide SSN gérvices.

The FortiGate’s firewall, IPv6, VPN, VLAN, antivisuand intrusion prevention functionality
are within the scope of this evaluation. Featuveh @s antispam, content filtering and traffic
shaping have been placed outside the TOE boundatki§ evaluation. Section 2 provides a
detailed description of the product functionalitigieh is included in the TOE and a list of the
product functionality which is excluded from the EO

1.4 TOE DESCRIPTION

This section primarily describes the physical aygidal components of the TOE included in
the evaluation.

1.4.1 Physical Boundary
1.4.1.1 Physical Configuration

The FortiGate-200B and 620B is a stand-alone apqdiahat does not require additional
supporting hardware to function.

The FortiGate Unified Threat Management Solutiennied a FortiGate unit, consists of
custom hardware and firmware. The FortiGate umitststs of the following major
components: FortiOS FIPS-CC compliant firmware cpssor, memory, FortiASIC™, and
I/O interfaces. It uses a proprietary Applicati®pecific Integrated Circuit (FOrtiASIC™) to
improve performance. The FortiASIC™ is a hardwdeeice which forms part of the FIPS
140-2 validated cryptographic module used by eamtiGate unit. The FortiASIC™
primarily provides crypto acceleration.

1.4.1.2 Network Interfaces

The FortiGate unit has the interfaces defined ibld2.
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Interfaces Log Storage
Network (Ethernet) - Type and
Product Interfaces Administrator Interfaces Maximum
Size
No. Speed Local Console Network| 'z
8 10/100 Base-T
. 64GB SSD
FortiGate-200B RS232/RJ-45 Yes 1ESM slot
4 10/100/1000
Base-T
4 1 GbE SFP
FortiGate-620B RS232/RJ-45 Yes 64GB SSD
20 | 10/100/1000
Base-T

Table 2 - FortiGate Unified Threat Management Solubn Interfaces

The FortiGate unit may be securely administered thesexternal or internal networks or
locally within the secure area. The FortiGate pnitvides the following administration
options:

A dedicated console port is available. The poR$232 with a RJ-45 connector.
When connected to a terminal which supports VT I@0lation, the console
port allows access to the FortiGate unit via a CamanLine Interface (CLI).
This Local Console CLI permits a Security Admirastr to configure the
FortiGate unit, monitor its operation and examime audit logs that are
created,;

Remote administration may be performed via any agktwyort that has been
configured by a Security Administrator to allow HFF (for the Network Web-
Based GUI) and SSH (for the Network CLI) traffid/hen connected to a
Network Management Station, this port provides renaecess to the Network
CLI or to the Network Web-Based GUI and allows atharized administrator
to configure the FortiGate unit, monitor its operatand examine the audit
logs that are created,

The FG-200B supports removable hard disks for g dtorage — 1 FSM (Fortinet Storage
Module) based. The FG-620B supports removable tigks for log data storage — 1 AMC
(Advanced Mezzanine Card) based. If a disk isréspnt, the module supports memory

logging.

The FortiGate unit is designed to be installed @set in an environment that is configured
and controlled in accordance with administratodgace that is supplied with the product.

1.4.1.3 TOE Boundary - Single-Unit Configuration

In the Single-Unit configuration, which is suppartey the FortiGate-200B and 620B, the
TOE consists of a single FortiGate. The FortiG#16B and 620B controls network access
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by implementing the classic firewall concepts, imieh the firewall is linked to two or more
networks and controls the transfer of data betwkemetworks. The configuration supports
additional networks, each of which is physicallywoected to one of the Network Interfaces
identified in Table 2.

Figure 1 shows an example of a single FortiGateiatiad information flow between two
networks. One of the networks provides accesed-ortiGuard Distribution Server, which
permits Anti-Virus and IPS updates to be downloaded

The Local Console, located within a Secure Area,tisrminal or general purpose computer
with a standard serial interface with Terminal $@aite. A serial port is required to
administer the TOE via the Local Console CLI.

The Network Management Station is a general purpos®uter with a standard network
interface which is used to remotely administer TR using the Network Web-Based GUI
or Network CLI.
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Network

Network Management
Station

Secure Area

TOE Boundary

FortiGate Unit

Network Management

Station
=i =i
H g B o
[(F = (= =

Figure 1 — Single Unit FortiGate Unified Threat Maragement Solution Network
Configuration

1.4.1.4 User Interfaces

Table 3 describes each of the interfaces thatnateded in the TOE in terms of the external
entity to which it connects, the interface datd tharansferred, the purpose of the interface
and the protocol used for the transfer.
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External Entity Interface Data Interface Purpose Piotocol(s)
Network Administration Allow remote administration SSH
Management Data using the CLI command interface
Station
Network Administration Allow administration using the | HTTPS
Management Data Web-Based GUI.
Station
Certificate Server| Certificates/CRLs Transfer dedies and X.509
certificate revocation lists to the
FortiGate.
VPN Peer/Server| VPN Configuration of VPN tunnels IPSec/IKE
Configuration between the FortiGate and a
remote peer or server.
Local Console Administration | Allow local administration using | Serial
Data the CLI command interface
Local Console Alarms Transfer alarms to the local Serial
console.
Network User User Data Send and receive user data | TCP/IP and
to/from the Network Users. protocols
built on it.
Fortinet's AV/Attack Transfer anti-virus and attack TCP/IP and
FortiGuard Updates updates from Fortinet to the protocols
Distribution FortiGate Unit. built on it.
Server
USB Token Keys Allow the Cryptographic Serial (USB)
Administrator to load
cryptographic keys.

Table 3 - FortiGate Interfaces
1.4.1.5 Features Included in the TOE

The function of the FortiGate-200B and 620B isstmlate two or more networks from each
other and arbitrate the information transfers betwinese networks. Arbitration is based on
a set of policies (rules) that are establishecheySecurity Administrator and applied to each
data packet that flows through the system. The a@irates all data that travels through it
from one network to another.

The FortiGate has a FIPS-CC Mode which, when enddiyehe Security Administrator,
provides the capabilities claimed in this ST. FIBS Mode provides initial default values,
makes excluded features unavailable by defaultesfoices the FIPS configuration
requirements.

Table 4 summarizes the FortiGate features thanhaheded in the TOE.
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Feature

Description

Access Control

The FortiGate Unified Threat Managen&olution provides a role-based access con
capability to ensure that only authorized admiaisirs are able to administer the
FortiGate unit.

trol

Administration
(Network CLI)

The FortiGate provides management capabilitieavext-based Network CLI interface.

Administration
(Local Console
CLI)

The FortiGate provides management capabilitieavext-based Local Console CLI.

Administration
(Network Web-
Based GUI)

The FortiGate provides a Network Web-Based GUIleased via HTTPS, for system
management and configuration.

Authentication

The FortiGate implements a FIPS-Clisnp username and password mechanism for
identification and authentication.

Authentication

The FortiGate provides an option of using an exteRADIUS Server for administrator

(RADIUS) authentication.

Certificate The FortiGate provides the ability to obtain céstifes and certificate revocation lists
Management from an external certificate management server.

Cryptography The FortiGate incorporates a FIPS 24@lidated cryptographic module.

Firewall The FortiGate Unified Threat Management Solutioplements a stateful traffic filterin

(Information Flow
Control)

firewall. Information flow is restricted to thaepmitted by a policy (set of rules) define
by the Security Administrator. The default polisyrestrictive (i.e., no traffic flows
without Security Administrator action to configypelicy).

J

o

ICMP The FortiGate responds to Internet Control 84ge Protocol (ICMP) pings without
requiring that the user be authenticated. It pggses ICMP through in accordance wi
policies.

Logging The FortiGate supports management activities fafigaration of logging, retention of

(management) logs, archiving of logs, and backing up of logs.

Logging Logging is performed and data is stored in memonyritten to a removable hard disk

(recording) it is present.

Self-test The FortiGate performs self-tests of libthcryptographic and the non-cryptographic
functions.

Time The FortiGate maintains internal time on aeaysclock, settable by the Security

Administrator. This clock is used when time staraps generated.

Table 4 - Features Included in the TOE

1.4.2 Logical Boundary

The TOE'’s security functionality is implementedetaforce its Security Functional Policies.

1.4.2.1 TOE Security Functional Policies

The following is the information flow control SedyrFunctional Policy (SFP) that the TOE

enforces:
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. the UNAUTHENTICATED SFP

For the UNAUTHENTICATED SFP, the subjects undertoolnof this policy are the TOE
interfaces that connect to unauthenticated useesanternal or external network sending
information through the TOE to other destinationglee internal or external network. The
information flowing between subjects in the polisyraffic with attributes, defined in
FDP_IFF.1.1, including source and destination askfre. The rules that define the SFP are
found in FDP_IFF.1.2. FMT_MSA.3 requires that thegles be assigned restrictive initial
values.

1.4.2.2 TOE DATA
The TOE retains TSF Configuration Data, consistihg

*  Cryptographic Data;

e Alarm Configuration;

e Audit Configuration;

» Identification and Authentication Data (User Attribs);

* Role/Permission Data;

* Time Data,;

* Self-Test Parameters;

* Information Flow Policy Ruleset, including ProtexctiProfiles;

* TOE Services Configuration;

« TSF Data Limits On Transport-Layer Resources Antdohs If Exceeded;
e TSF Data Limits On Connection-Oriented Resourced Actions If Exceeded,;
* TOE Access Banners;

* Trusted Channel Definition Parameters; and

* Trusted Path Definition Parameters.

The TOE retains TSF Operational Data, consisting of

e Audit Records;

* Alarm Data;

» Session Data;

e Trusted Channel Usage;

* Trusted Paths Usage;

* Transport-Layer Resource Usage; and
* Connection-Oriented Resource Usage.

1.4.2.3 User Data
The TOE mediates the following User Data, based dafined information flow policy:

* Information Flows to/from the TOE.
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The TOE responds to the following User Data, based defined TOE services policy:

* TOE Service Request.

1.4.2.4 Security Attributes

The following security attributes are defined:

* Unauthenticated Policy Attributes

1.4.2.5 SUMMARY OF TOE SECURITY FUNCTIONS

1.4.2.5.1 Identification and Authentication

All administration requires authentication by UN$¥/le user identification (ID) and
password mechanism or authentication through a RIEXderver, which can provide single-
use authentication. Administration may either begrmed locally using the Local Console
CLI or remotely using the Network Web-Based GUNatwork CLI.

1.4.2.5.2 Administration

The TOE provides remote and local administrativerfaces that permit the administrative
roles to configure and manage the TOE. The TGQi6mnected to two or more networks and
remote administration data flows from a Network gement Station to the TOE. There is
also a Local Console, located within a Secure Angth, an interface to the TOE.

The TOE provides three separate administrativesr@eyptographic Administrator, Audit
Administrator and Security Administrator. A uses@ned to the Cryptographic
Administrator role is responsible for the configima and maintenance of cryptographic
elements related to the establishment of secuneetions to and from the TOE. A user
assigned to the Audit Administrator role is theyomser permitted to delete audit data. A
user assigned to the Security Administrator rolesponsible for all other administrative
tasks (e.g., creating the TOE security policy) aadressed by the other two administrative
roles.

In this Security Target the terms Cryptographic Austrator, Audit Administrator and
Security Administrator refer to an administrativeeuassigned to that role. For instance,
Audit Administrator is an administrator who has massigned the audit administrator role.
The terms Administrator and Administrators refeatministrative users that have been
assigned one of the Administrator roles.
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1.4.2.5.3 Information Flow Control

The TOE provides interfaces to a defined set ovogkts and mediates information flow
between these networks. The TOE is connecteddatwnore networks and network data
flows from a connected network, through the TOE tmonnected network.

Section 5.1 ‘TOE Security Functional Requiremedgtfines the minimum set of
configurable security attributes required to pemniteny information flows to or through
the TOE. The set of security attributes includess such as source and destination
identification, service identifiers, and user autigation. The TOE Security Administrator
configures the security attributes to construct @nmore access control rules as part of a
security policy on the TOE. The TOE implementatomsists of one or more ‘rulesets’ that
are subsequently applied to one or more TOE irntesfa Packets arriving at the TOE
interface are compared to the security attributébe ‘rulesets’. When the packet attributes
‘match’ the rules security attributes, that paaketonnection is approved or denied, based
on the rule. In addition to restricting accessthiarules, the TOE must generate and
maintain ‘state’ information for all approved cowtiens mediated by the TOE. The TOE
utilizes the ‘state’ information to monitor the tstg of an approved connection and validate
incoming packets purporting to be part of an appdosonnection. The TOE is required to
perform a complete reassembly of all packet fragmpnor to making an access control
decision on the packet.

1.4.2.5.4 Encryption

Section 5.1.2 ‘Cryptographic Support’ defines theimum set of cryptographic attributes
required by the TOE. The TOE's cryptographic medslFIPS PUB 140-2 validated and
meet Security Level 1 overall. The TOE generatesdistributes symmetric and
asymmetric keys. The implementation selection&kéyrgeneration and key distribution are
provided in Section 5.1.2. The TOE performs datayption/decryption using the Advanced
Encryption Standard (AES) algorithm with a minimigy size of 128 bits. Additional
requirements for key destruction, digital signatgeeeration/verification, random number
generation and cryptographic hashing are provideseiction 5.1.2.

1.4.2.5.5 Audit

Section 5.1.1 ‘Security Audit (FAU)’ describes thOE’s generation of audit records and
audit management. Table 7 in the FAU_GEN.1 requért lists the set of auditable events.
Each auditable event generates an audit recorlle Taalso provides a list of attributes that
are included in each audit record.

As mentioned in the ‘Administration’ section abottee Audit Administrator’s role is
restricted to viewing the contents of the audibrds and the deletion of the audit trail. The
TOE provides the Administrators with a sorting aedrching capability to improve audit
analysis. The Security Administrator configureditable events, backs-up audit data and
manages (but cannot delete) audit data storageT Oleprovides the Security Administrator
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with a configurable audit trail threshold to trable storage capacity of the audit trail. If log
rolling is not enabled, when the TOE reaches tlit storage capacity threshold, the TOE
will enter its CC Error Mode which prevents all #atlle events except for those events
resulting from actions taken by the Security andlifAdministrators to correct the audit
storage problem. If log rolling is enabled and &lelit log becomes full, the TOE will
overwrite the oldest audit records in the audit.tra

1.4.2.5.6 Self-Protection

The TOE provides self-protection functionality tesare continued correct operation. Self-
test functions are provided to detect problemsp@ration and respond to problems in a
defined, repeatable manner. Failure of any sslf¢auses the TOE to enter its FIPS Error
Mode. Administrator intervention is then requitedeturn the TOE to normal operations.
Additionally, the TOE protects itself by rejectingplay of communications, avoiding
overload of its interfaces, managing sessionsesiticting information released on banners.

1.4.3 Exclusions

The FortiGate provides more capability than is gailaimed in the ST. When FIPS-CC
Mode is enabled to place the TOE into the evaluatediguration, the excluded features are
not enabled. The excluded features could be eddlyl@n Administrator though this would
contravene the CC-specific guidance that is pravidehe Administrator.

Table 5 presents a summary of the features thabataded from the TOE. These features
do not contribute to any of the SFRs claimed is &iT.

Feature Excluded Description

Administration Multiple FortiGate units may be managed by a Foatilglger Server.

(FortiManager)

Alarms and Alerts The FortiGate provides audibld wisible alarms that announce detected securiigypo
violations.

Alert Emails In addition to alerts, the FortiGatnde configured to provide email notification.

Anti-Virus The FortiGate Series provides anti-vipustection for network traffic passing through
the FortiGate.

Authentication Windows Active Directory Server may be used to antitate users.

(Active Directory)

Authentication The FortiGate Firewall Policy may be configuredequire authentication by the user

(Firewall Policy before the information flow is enabled for thatuse

Authentication)

Authentication The FortiGate Firewall Policy may be configuredé¢quire authentication by user groups

(User Group before the information flow is enabled. A userugrads a list of users or Radius Servers,

Firewall Policy or LDAP servers. These groups may be used initiesvill Policy to require

Authentication) authentication by group rather than individually.

Authentication The FortiGate provides an option of using an extetDAP Server for authentication.

(LDAP)
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Feature Excluded

Description

Backup The FortiGate provides a means by which the SgcAdministrator can back up the
Configuration configuration.

DHCP The FortiGate can operate as a DHCP ServeasadHCP relay.

Differentiated The FortiGate supports differentiated servicesledted by Request for Comments
Services (RFC) 2474 and RFC 2475.

DNS The FortiGate can operate as a DNS server aaddNS relay.

Dynamic Routing

Dynamic routes are configured tigtodynamic routing protocols that enable the
FortiGate unit to automatically share informatidioat routes with neighbouring router
and learn about routes and networks advertisecelghhouring routers.

Engine Update

The FortiGate anti-virus and IPSmagimay be updated.

Firmware Update

The FortiGate firmware may be updidhrough
a. SSL/TLS link (default method); or

b. bootstrap Trivial File Transfer Protocol (TFTiB)install new firmware or replace
existing configuration or firmware (disabled in BHZC Mode).

Instant Messaging

The FortiGate unit is able tackHastant Messaging (IM) communications and block
rate limit, pass, and bandwidth limit the IM traffi This capability of the TOE is
excluded from the evaluation. However, a FortiGati is also capable of scanning
IM/P2P traffic for viruses and this capability rcluded in the evaluation.

Uy

Intrusion The FortiGate compares signatures to the datangpsiough it to detect and prevent

Prevention attacks. The intrusion prevention system (IP@c&tsignatures can be updated manuglly
or the FortiGate unit can be configured to autooadiif download updates. The TOE also
includes local anomaly detection to protect it direct attacks such as denial of
service (DOS) attacks.

IPv6 Both an IPv4 and an IPv6 address may be asgignany interface on a FortiGate unit,
The interface functions as two interfaces, ondRorl-addressed packets and another for
IPv6-addressed packets. The FortiGate suppotis stating, periodic router
advertisements, and tunnelling of IPv6-addressaftidrover an IPv4-addressed network.

Logging The FortiGate unit is able to send log infation to external servers (e.g., FortiAnalyzer,
(formerly known as FortiLog) Server, ftp, Syslogn&, tftp, or WebTrends Server).

NTP Clock Setting| The FortiGate internal clock nteyset through NTP.

Online Help and The online help and documentation supplementsxtegreal administrative and user

Documentation documents.

Protection Profilé | Protection profiles are used to configure antissiprotection, and IPS.

Proxies The FortiGate supports FTP, HTTP/HTTPS, MROP3, SMTP, and Telnet proxies for

firewall users. Firewall rules may be defined tha applicable only to users who havg
authenticated to the firewall to use one of thesxips.

Replacement
Messages

The Security Administrator may configure replacetmeassages to customize alert
email and information that the FortiGate unit attdsontent streams such as email

2 The term 'Protection Profile’ is also used by iRettand is not to be confused with the CC ternuigyl
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Feature Excluded

Description

messages, web pages and FTP sessions. The Fouiiaaelds replacement messages
a variety of content streams. For example, if asis found in an email message
attachment, the attached file is removed from thaikand replaced with a replacemen
message. The same process applies to pages blogkesb-filtering and email blocked
by spam filtering.

to

—

SMTP Server

The Simple Mail Transfer Protocol (SNM&used to send alert emails from the
FortiGate.

SNMP

The FortiGate unit is able to transfer stafsrmation to a Simple Network
Management Protocol (SNMP) Manager.

Spam Filter (Email
Filtering)

Email filtering can be configured to scan all IMARd POP3 email content for unwant
senders or for unwanted content.

Static Routing

Static routes are configured byrde§ the destination IP address and netmask ofgta
that the FortiGate unit is intended to intercept] apecifying a (gateway) IP address fg
those packets. The gateway address specifies #tdop router to which traffic will be
routed.

Support to Flaw
Remediation

The FortiGate unit provides a means of sendingrbpgrts to Fortinet in aid of flaw
remediation.

Traffic Shaping

The FortiGate unit can be configlte restrict traffic based on bandwidth and time.
Traffic Shaping controls the bandwidth availabletwl sets the priority of the traffic.
The FortiGate can provide a guaranteed bandwidaixjmmum bandwidth, and traffic
priorities.

Troubleshooting
Support

The FortiGate unit provides a capability of sendirmgibleshooting data directly to
Fortinet.

USB Disk Support

The FortiGate-500A provides supfmra Universal Serial Bus (USB) disk on which
firmware and configuration data may be stored.

USB Token

The FortiGate provides for key loading thie USB port.

Virtual domain

FortiGate virtual domains provideltiple logical firewalls in a single FortiGate ungo
that one FortiGate unit can provide exclusive faéhand services to multiple networks
Traffic from each network is effectively separafesmin every other network.

VLAN The FortiGate supports Virtual Local Area Netik (VLAN) as a sub interface attached
to a physical interface port.
VPN The FortiGate supports Virtual Private Networki(VPN) using IPSec to provide a

secure connection between widely separated offitearks or securely link
telecommuters or travellers to an office network.

Web Content
Filtering

Web content filtering can be configured to scan blodk all HTTP content protocol
streams for Uniform Resource Locators (URLs) onfeb page content. If a match is
found between a URL on the URL block list, or ifvab page is found to contain a wor
or phrase in the content block list, the FortiGatecks the web page. The blocked web
page is replaced with a message that an admimistah edit using the web-based
manager.

Zone

The FortiGate supports the use of a zoneshsrghand notation to form a group of
related interfaces and VLAN sub interfaces.

Table 5 - Features Excluded from the TOE
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1.5 CONVENTIONS

The CC permits four types of operations to be peréal on functional requirements:
selection, assignment, refinement, and iteratitves€ operations are identified in this ST in
the following manner:

. Selection: Indicated by surrounding brackets, ¢sglected item]. To
improve readability selections of [none] are getgreot shown, however in
cases where such a selection has been omittedntission is noted in
Section 7.2.

. Assignment: Indicated by surrounding brackets s, e.g., §ssigned
item]. To improve readability assignments nbhg are generally not shown,
however in cases where such an assignment hasbetad, the omission is
noted in Section 7.2.

. Refinement: Refined components are identified red¢tways; (1) they are
listed in Table 6 - Security Functional Requirensdny using bold text, (2) the
word Refinement: (in bold text) is added to the requirement statanre
Section 5, and a description of the refinementdtuided in Section 7.2 PP
TAILORING. It should be noted that the PP includesnerous refinements
to functional requirements taken from the CC. Hosvehese refinements are
NOT indicated in this document. The only refinensemiarked in this
document are those which have been made to theftéx¢ requirements
listed in the PP or to the text of a requiremeatndr from the CC which is not
included in the PP.

. Iteration: Indicated by assigning a number in ptresis to the end of the
functional component identifier as well as by mguh§ the functional
component title to distinguish between iteratiang,, ‘FMT_MOF.1(1),
Management of security functions behavior (sec)iragd ‘FMT_MOF.1(2)
Management of security functions behavior (audit)’.

This ST is based on the Traffic Filter Firewall @FFFFWPP). As noted previously, the ST
also includes some requirements taken from CCZ2and Part 3 that are not in the
protection profile. Deviations in phrasing from tRE text are noted as refinements. For
non-PP requirements deviations from the CC texhated as refinements.

1.6 TERMINOLOGY

The following terminology is used in this ST:
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Administrator An Administrator is responsible fatmainistering the TOE. The
TOE has three administrative roles; Audit Admirasbr, Security
Administrator, and Cryptographic Administrator. rAchistration
is performed using the Administrator Interfacescehhtonsist of
the Local Console, Network Web-Based GUI, and Nektvi |.
Wherever possible, the ST uses the specific adtranis role.
However in some instances a function may be availabany
member of one of the three administrative rolesh&se cases the
ST uses the generic term ‘Administrator’ to dertbtd the
function may be performed by any member of an adhtnative
role.

Attack Potential The perceived potential for susaafsan attack, should an attack
be launched, expressed in terms of an attackepserége,
resources and motivation.

Controlled Subject Entity under control of the TQEcurity Policy (TSP).

Presumed Address The TOE can make no claim ag t@#h address of any source or
destination subject, therefore the TOE can onlyesp that these
addresses are accurate. Therefore, a ‘presumedsaddr used to
identify source and destination addresses.

Protection Profile Both the Common Criteria andtip@t use the term Protection
Profile. The appropriate definitions for both usagéthe term
may be found in Section 10. Within the documerd,dbntext
generally makes it clear which usage is approprtatsvever, for
clarity, the CC usage is generally noted by thealhtion PP
while the Fortinet usage is denoted by spellingtbetcomplete
term.

User A User is an entity that uses the TOE's sesvic pass information
through the TOE over the Network Interfaces. Aatlzation is
required for some services. An ‘authenticated pnosgr’ denotes
a user who has been identified and authenticatedebyOE.

Local Console A management console (may be a canprkstation or VT100
type terminal) connected directly to the TOE. Alilgh the Local
Console falls outside the TOE Boundary it is lodatethe same
physical location as the TOE and therefore is plediwith the
same physical protection as is provided for the TOE

Network Management A computer located remotely from the TOE but whihble to
Station establish a network connection to the TOE. The gdtw
Management Station falls outside the TOE Boundary.
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Firewall Rules

Firewall rules are configuration graeters set by the Security
Administrator that allow or deny data flow throuthie TOE.
These rules may optionally include the use ofanfall protection
profile that enforces Anti-Virus (AV) and Intrusidirevention
System (IPS) configuration parameters.
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2 CONFORMANCE CLAIMS

This ST has been prepared in accordance with tinen@m Criteria for Information
Technology Security Evaluation (CC), Version 3.1R3y 2009, CCIMB-2009-07-001 -002
and -003, with all current interpretations.

This ST contains functional requirements based dpoctional components in CC Part 2.
Therefore, the TOE is CC Part 2 conformant.

The TOE for this ST is conformant to the CC Paas8urance requirements for EAL 4,
augmented with ALC_FLR.2 —Flaw Reporting Procedures

The TOE for this ST is demonstrably conformant wite U.S. Government Protection
Profile for Traffic Filter Firewall In Basic Robustss Environments, Version 1.1, July 25,
2007. This ST also includes additional securityctional requirements drawn from Part 2 of
the CC.
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3 SECURITY PROBLEM

3.1 ASSUMPTIONS

The specific conditions below are assumed to @xigte TOE environment.

A.PHYSEC

The TOE is physically secure.

A.LOWEXP

The threat of malicious attacks aimed at
discovering exploitable vulnerabilitig
is considered low.

S

A.GENPUR

There are no general-purpose computing
capabilities (e.g., the ability to
execute arbitrary code or
applications) and storage repository
capabilities on the TOE.

A.PUBLIC

The TOE does not host public data.

A.NOEVIL

Authorized administrators are non-hostile
and follow all administrator guidancg
however, they are capable of error.

A.SINGEN

Information can not flow among the intdri
and external networks unless it pas
through the TOE.

A.DIRECT

Human users within the physically secure
boundary protecting the TOE may
attempt to access the TOE from sor
direct connection (e.g., a console
port) if the connection is part of the
TOE.

A.NOREMO

Human users who are not authorized
administrators can not access the
TOE remotely from the internal or
external networks.

A.REMACC

Authorized administrators may access th
TOE remotely from the internal and
external networks.

[1°)
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3.2 THREATS

3.2.1 Threats Addressed by the TOE

The threats discussed below are addressed by tke TOe threat agents are either
unauthorized persons or external IT entities nth@ized to use the TOE itself. The threat
agents are assumed to have a low attack potentiadi@ assumed to have a moderate level
of resources and access to all publicly availatiermation about the TOE and potential
methods of attacking the TOE. It is expected thatFortiGate unit will be protected to the
extent necessary to ensure that they remain cogohéxthe network it protects. The
following threats are addressed by the TOE andldHmiread in conjunction with Section
8.1.2 TOE Security Objectives Rationale.

T.ASPOOF

An unauthorized person on an external orétw
may attempt to by-pass the information flow cont
policy by disguising authentication data (e.g.,
spoofing the source address) and masquerading
legitimate user or entity on an internal network.

rol

as a

T.AUDACC

Persons may not be accountable for theastthat
they conduct because the audit records are not
reviewed, thus allowing an attacker to escape
detection.

T.AUDFUL

An unauthorized person may cause audibres to
be lost or prevent future records from being
recorded by taking actions to exhaust audit storg
capacity, thus masking an attackers actions.

ge

T.MEDIAT

An unauthorized person may send impernhiesi

information through the TOE, which results in the

exploitation of resources on the internal network

T.NOAUTH

An unauthorized person may attempt to Isgothe
security of the TOE so as to access and use sgc
functions and/or non-security functions provided
the TOE.

urit
by

T.OLDINF

Because of a flaw in the TOE functioning, an
unauthorized person may gather residual
information from a previous information flow or
internal TOE data by monitoring the padding of t
information flows from the TOE.
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T.PROCOM

An unauthorized person or unauthorizedresl IT
entity may be able to view, modify, and/or delete
security related information that is sent between

remotely located authorized administrator and the

TOE.

T.REPEAT

An unauthorized person may repeatedlyoyuess
authentication data in order to use this infornratic
to launch attacks on the TOE.

T.REPLAY

An unauthorized person may use valid
identification and authentication data obtained to
access functions provided by the TOE.

T.SELPRO

An unauthorized person may read, modify, o

destroy security critical TOE configuration data.

3.2.2 Threats Addressed by the Operating Environment

The threat possibility discussed below must be tamiby procedural measures and/or

administrative methods.

T.TUSAGE

The TOE may be inadvertently configureskd
and administered in an insecure manner by eithq

authorized or unauthorized persons.

3.3 ORGANIZATIONAL SECURITY POLICIES

The TOE does not address any organizational sgquiicies.
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4 SECURITY OBJECTIVES

This chapter describes the security o

bjectivesiferTOE and the TOE’s operating

environment. The security objectives are divideteen TOE Security Objectives (i.e.,
security objectives addressed directly by the T@xf) Security Objectives for the Operating

Environment (i.e., security objectives
procedural means). The mapping of
organizational security policies along
8.

4.1 TOE SECURITY OBJECTIVES

addressethbyiT domain or by non-technical or
security objestto assumptions, threats and
with theaaale for this mapping is found in Section

This section defines the security objectives thatta be addressed by the TOE.

O.ACCOUN

The TOE must provide user accountability f
information flows through the TOE and for
authorized administrator use of security functions
related to audit.

O.AUDREC

The TOE must provide a means to recorehdable
audit trail of security-related events, with actara
dates and times, and a means to search and sort {
audit trail based on relevant attributes.

O.ENCRYP

The TOE must protect the confidentialityt®
dialogue with an authorized administrator through
encryption, if the TOE allows administration to ocg
remotely from a connected network.

O.IDAUTH

The TOE must uniquely identify and autheate the
claimed identity of all users, before granting arus
access to TOE functions or, for certain specified
services, to a connected network.

O.LIMEXT

The TOE must provide the means for an autted
administrator to control and limit access to TOE
security functions by an authorized external ITitgnt

O.MEDIAT

The TOE must mediate the flow of all infoation
between clients and servers located on internal an

external networks governed by the TOE, and must

ensure that residual information from a previous

information flow is not transmitted in any way.
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O.SECFUN

The TOE must provide functionality thadleles an
authorized administrator to use the TOE security
functions, and must ensure that only authorized
administrators are able to access such functignalit

O.SECSTA

Upon initial start-up of the TOE or recgvfom an
interruption in TOE service, the TOE must not
compromise its resources or those of any connected
network.

O.SELPRO

The TOE must protect itself against atterbp
unauthorized users to bypass, deactivate, or tamper
with TOE security functions.

O.SINUSE

The TOE must prevent the reuse of autt@tindin
data for users attempting to authenticate to th& TC
from a connected network.

4.2 SECURITY OBJECTIVES FOR THE OPERATING ENVIRONMENT

This section defines the security objectives thatta be addressed by the IT domain or by
non-technical or procedural means.

OE.PHYSEC The TOE is physically secure.

OE.LOWEXP The threat of malicious attacks aimedistovering
exploitable vulnerabilities is considered low.

OE.GENPUR There are no general-purpose computipgbii#ies (e.g.,
the ability to execute arbitrary code or applicasipand
storage repository capabilities on the TOE.

OE.PUBLIC The TOE does not host public data.

OE.NOEVIL Authorized administrators are non-hoséted follow all
administrator guidance; however, they are capafberor.

OE.SINGEN Information cannot flow among the intérawad external
networks unless it passes through the TOE.

OE.DIRECT Human users within the physically secaoandary

protecting the TOE may attempt to access the TOIR fr
some direct connection (e.g., a console port)df th
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connection is part of the TOE.

OE.NOREMO Human users who are not authorized adinators can no
access the TOE remotely from the internal or exern
networks.

OE.REMACC Authorized administrators may accesslh& remotely

from the internal and external networks.

OE.GUIDAN The TOE must be delivered, installed, adstered, and
operated in a manner that maintains security.

OE.ADMTRA Authorized administrators are trained@agstablishment
and maintenance of security policies and practices.
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5 IT SECURITY REQUIREMENTS

This section provides security functional and a&sce requirements that must be satisfied

by the TOE. These requirements consist of compsriesm the CC Part 2 and Part 3.

5.1 TOE SECURITY FUNCTIONAL REQUIREMENTS

The security functional requirements for the TO& suummarized in Table 6. These

requirements consist of components derived fromTth&W PP. Requirements which have

been refined in this document are shown in Tahlsi6g bold text.

Component

Description

FAU_GEN.1

Audit data generation

FAU_SAR.1

Audit review

FAU_SAR.3

Selectable audit review

FAU_STG.1

Protected audit trail storage

FAU_STG.4

Prevention of audit data loss

FCS_CKM.1

Cryptographic key generation

FCS_CKM.4

Cryptographic key destruction

FCS_COP.1

Cryptographic operation

FDP_IFC.1

Subset information flow control
(unauthenticated policy)

FDP_IFF.1

Simple security attributes
(unauthenticated policy)

FDP_RIP.1

Subset residual information
protection

FIA_AFL.1

Authentication failure handling

FIA_ATD.1

User attribute definition

FIA_UAU.1

Timing of authentication

FIA_UAU.4

Single-use authentication
mechanisms
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Component Description
FIA_UID.2 User identification before any
action

FMT_MOF.1(1) Management of security
functions behaviour (security)

FMT_MOF.1(2) Management of security
functions behaviour (audit)

FMT_MSA.3 Static attribute initialization
FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps

Table 6 - Security Functional Requirements

5.1.1 Security Audit (FAU)
FAU_GEN.1 Audit data generation

FAU_GEN.1.1 Refinement: The TSF shall be able to generate an audit remiord
the following auditable events:

a) Start-up and shutdown of the audit functions;

b)  All relevant auditable events for the [minimal @six] level of audit specified
in Table 7; and

c) [the events in Table 7 listed at the “extended” lgve

FAU_GEN.1.2 Refinement: The TSF shall record within each audit record aste
the following information:

a) Date and time of the event, type of event, subjelestities, and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditafelet eefinitions of the
functional components included in the Siff¢rmation specified in column
four of Table T.
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Requirement

Level

Auditable Events

Additional Audit Record
Contents

FCS_COP.1

minimal

the type of cryptographic
operation.

Success and failure, anc

The identity of the external IT
entity attempting to perform the
cryptographic operation

FDP_IFF.1

basic

for information flow.

All decisions on requests The presumed addresses of the

source and destination subject.

FIA_AFL.1

minimal

The reaching of the
threshold for unsuccessfu

The identity of the offending user
and the authorized administrator.
d

authentication attempts ar
the subsequent restoratiol
by the authorized
administrator of the user’s

-

capability to authenticate.

FIA_UAU.1

basic

Any use of the

authentication mechanism.TOE.

The user identities provided to the

FIA_UID.2

basic

All use of the user
identification mechanism.

The user identities provided to the
TOE.

FMT_MOF.1

extended Use of the functions listed

in this requirement
pertaining to audit.

The identity of the authorized
administrator performing the
operation.

FMT_SMR.1

minimal

Modifications to the grou
of users that are part of th
authorized administrator
role.

b The identity of the authorized
eadministrator performing the
modification and the user identity
being associated with the
authorized administrator role.

FPT_STM.1

minimal

Changes to the time.

The iderdftthe authorized
administrator performing the
operation.

Table 7 - Auditable Events

FAU_SAR.1 Audit review

FAU_SAR.1.1 The TSF shall providar] authorized administratpwith the
capability to readdll audit datg from the audit records.
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FAU_SAR.1.2 Refinement: The TSF shall provide the audit records in a manne
suitable for the administrator to interpret theommhation.

FAU_SAR.3 Selectable audit review

FAU_SAR.3.1 - The TSF shall provide the abilityperform searches and sortifg
of audit data based on:

a) [presumed subject address;
b) ranges of dates;
c) ranges of times;
d) ranges of addressgs
FAU_STG.1 Protected audit trail storage

FAU_STG.1.1 — The TSF shall protect the storedtaedords from unauthorized
deletion.

FAU_STG.1.2 -Refinement: The TSF shall be able to [prevent] unauthorized
modifications to the stored audit records in thditail.

FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1 Refinement: The TSF shall [prevent auditable events, exceseho
taken by the authorized administrator] asddll limit the number of audit records
los{] if the audit trail is full.

5.1.2 Cryptographic Support (FCS)

This section specifies the cryptographic supparuired in the TOE. As previously stated
the cryptographic support is required for authetiton mechanisms, for trusted path, trusted
channel and for integrity mechanisms. The crym@pgic requirements are structured to
accommodate use of the FIPS 140-2 standard ardSkeand NIST Cryptographic Module
Validation Program (CMVP) in meeting the requiretseland to accommodate use of
multiple cryptographic modules in meeting the reedicryptographic functionality.

FCS_CKM.1 Cryptographic key generation

FCS_CKM.1.1 — The TSF shall generate cryptograkéys in accordance with a
specified cryptographic key generation algoritt®®H, SSLand specified
cryptographic key sizes [at leds28 binary digits in lengfithat meet the following:
[FIPS PUB 140-2 (Level 1)
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5.1.3

FCS_CKM.4 Cryptographic key destruction

FCS_CKM.4.1 — The TSF shall destroy cryptograpleigskin accordance with a
specified cryptographic key destruction methkel]zeroizationthat meets the
following: [FIPS PUB 140-2 (Level 1)

FCS_COP.1 Cryptographic Operation

FCS_COP.1.1 — The TSF shall perforengryption of remote authorized
administrator sessiofi$n accordance with a specified cryptographic &tgm: [AES
(Advanced Encryption Standard as specified in FIB3) encryption (as specified in
SP 800-67)and cryptographic key sizethft are at least 128 binary digits in lengjth
that meet the following:HIPS PUB 140-2 (Level ]1)

Application Note: FCS_COP.1 is taken exactly from TFFWPP and includes any
erroneous references exactly as found in that a&did PP. FIPS SP 800-67 refers to
a Triple-DES related specification and not AES.

User data protection (FDP)
FDP_IFC.1 Subset information flow control (unautheticated policy)
FDP_IFC.1.1 — The TSF shall enforce tttNRUTHENTICATED SFPon:

a) [subjects: unauthenticated external IT entities #&td and receive
information through the TOE to one another;

b) information: traffic sent through the TOE from oswbject to another;
C) operation: pass informatidgn
FDP_IFF.1 Simple security attributes (unauthenticagéd policy)

FDP_IFF.1.1 Refinement The TSF shall enforce theNAUTHENTICATED SFP
based on the following types of subject and infdramasecurity attributes:

a) [subject security attributes:
. presumed address
b) information security attributes:
. presumed address of source subject;
. presumed address of destination subject;

. transport layer protocol,
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. TOE interface on which traffic arrives and depawsd
. servicé.

FDP_IFF.1.2-The TSF shall permit an information flow betweetoatrolled
subject and another controlled subjeeta controlled operation if the following rules
hold:

. [Subjects on an internal network can cause inforomato flow through the
TOE to another connected network if:

= All the information security attribute values aneaimbiguously
permitted by the information flow security poliayes, where such
rules may be composed from all possible combinatafrihe values of
the information flow security attributes, createdthe authorized
administrator;

» The presumed address of the source subject, imtivemation,
translates to an internal network address;

= And the presumed address of the destination sulijettte
information, translates to an address on the ottwnected network.

. Subjects on the external network can cause infaomab flow through the
TOE to another connected network if:

= All the information security attribute values aneaimbiguously
permitted by the information flow security poliayes, where such
rules may be composed from all possible combinatafrihe values of
the information flow security attributes, createdthe authorized
administrator;

» The presumed address of the source subject, imtivemation,
translates to an external network address;

= And the presumed address of the destination suljettte
information, translates to an address on the ottmrnected netwotk

FDP_IFF.1.3 —The TSF shall enforce therjq.

FDP_IFF.1.4 - The TSF shall explicitly authorizeiaformation flow based on the
following rules: hong.

FDP_IFF.1.5 —The TSF shall explicitly deny an imfation flow based on the
following rules:
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b)

d)

[The TOE shall reject requests for access or sesvideere the
information arrives on an external TOE interfacedahe presumed
address of the source subject is an external Ifyeah an internal
network;

The TOE shall reject requests for access or seswdeere the
information arrives on an internal TOE interfaceycathe presumed
address of the source subject is an external ITtyeah the external
network;

The TOE shall reject requests for access or seswdeere the
information arrives on either an internal or exteirm OE interface, and
the presumed address of the source subject istamnaX T entity on a
broadcast network;

The TOE shall reject requests for access or seswdeere the
information arrives on either an internal or exteirm OE interface, and
the presumed address of the source subject istamn@x IT entity on the
loopback network.

Application Note: The TOE can make no claim ahéoreal address of any

source or destination subject, therefore the TOR @aly suppose that
these addresses are accurate. Therefore, a “presuaddress” is used
to identify source and destination addresses. &vige”, listed in
FDP_IFF.1.1(b), could be identified, for examplg,dsource port
number and/or destination port number.

FDP_RIP.1 Subset residual information protection

FDP_RIP.1.1 - The TSF shall ensure that any previgiormation content of a
resource is made unavailable upon the [allocatfdheresource to] the following
objects: fesources that are used by the subjects of the fbf@Emmunicate through
the TOE to other subjegts

Application Note: If, for example, the TOE pad®imniation with bits in order

to properly prepare the information before sendingut an interface,
these bits would be considered a “resource”. Tiftent of the
requirement is that these bits shall not contamdmains of information
that had previously passed through the TOE. Theirement is met by
overwriting or clearing resources, (e.g. packetsjdre making them
available for use.
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5.1.4 Identification and authentication (FIA)
FIA_AFL.1 - Authentication failure handling

FIA_AFL.1.1 -Refinement: The TSF shall detect whera[hon-zero number
determined by the Security Administrdj@f unsuccessful authentication attempts
occur related togxternal IT entities attempting to authenticatarran internal or
external network

FIA_AFL.1.2 —Refinement: When the defined number of unsuccessful
authentication attempts has been [met or surpasted] SF shallgrevent the
offending external IT entity from successfully auaticating until the Security
Administrator takes some action to make authentogtossible for the external IT
entity in question or until a Security Administrattefined time period has elapged

FIA_ATD.1 User attribute definition

FIA_ATD.1.1 — Refinement: The TSF shall maintain the following list of sedwri
attributes belonging to individual users:

a) [identity; and
b) association of a human user with the authorizediagnator role].
FIA_UAU.1 — Timing of authentication

FIA_UAU.1.1 — The TSF shall allowdentification as stated in FIA_UID]n
behalf of the authorized administrator or authatiegternal IT entity accessing the
TOE to be performed before the authorized admattistror authorized external IT
entity is authenticated.

FIA_UAU.1.2 — The TSF shall require each authoriaddhinistrator or authorized
external IT entity to be successfully authenticdietbre allowing any other TSF-
mediated actions on behalf of that authorized athtnator or authorized IT entity.

FIA_UAU.4 - Single-use authentication mechanisms

FIA_UAU.4.1 — The TSF shall prevent reuse of autivation data related to
[authentication attempts from either an internakeaternal network by:

a) authorized administrators;

b) authorized external IT entitigs
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5.1.5

FIA_UID.2 User identification before any action

FIA_UID.2.1 - The TSF shall require each user &niify itself before allowing any
other TSF-mediated actions on behalf of that user.

Security management (FMT)

FMT_MOF.1(1) Management of security functions behawr (security)

FMT_MOF.1.1(1) -Refinement: The TSF shall restrict the ability to [performgth

functions:

a) [start-up and shutdown;

b) Create, delete, modify, and view information fl@ewgity policy rules that
permit or deny information flows;

c) Create, delete, modify, and view user attributeigaldefined in FIA_ATD.1,

d) Enable and disable single-use authentication meisiasin FIA_UAU.4;

e) Modify and set the threshold for the number of piech authentication
attempt failures;

f) Restore authentication capabilities for users thawe met or exceeded the
threshold for permitted authentication attemptuesis;

g) Enable and disable external IT entities from comicating to the TOE;

h) Modify and set the time and date;

i) Create, and review the audit trail;

J) Backup of user attribute values, information flaewrity policy rules, and
audit trail data, where the backup capability sHadl supported by automated
tools;

k) Recover to the state following the last backup;

[) Enable and disable remote administration from intdrand external

networks; and

m) Restrict addresses from which remote administratiexm be performdd

to [the Security Administrathr
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5.1.6

FMT_MOF.1(2) Management of security functions behawr (audit)

FMT_MOF.1.1(2) -Refinement: The TSF shall restrict the ability to [performgth
functions: felete and empty the audit trgib [the Audit Administratgr

FMT_MSA.3 Static attribute initialization

FMT_MSA.3.1 — The TSF shall enforce théNAUTHENTICATED SFRo provide
[restrictive] default values for information flovesurity attributes that are used to
enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allowthe Security Administratpto
specify alternative initial values to override thefault values when an object or
information is created.

Application Note: The default values for the imh@tion flow control security
attributes appearing in FDP_IFF.1 are intended @ testrictive in the sense that
both inbound and outbound information is deniedhgyTOE until the default values
are modified by the Security Administrator

FMT_SMR.1 Security roles
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles: |
a) Security Administrator;
b) Cryptographic Administrator; and
c) Audit Administratoy.
FMT_SMR.1.2 -Refinement: The TSF shall be able to associate users witls.role
Protection of the TOE Security Functions (FPT)
FPT_STM.1 Reliable time stamps
FPT_STM.1.1 Refinement: The TSF shall be able to provide reliable timengis.

Application Note: The word “reliable” in the abovequirement means that the
order of the occurrence of auditable events is @nesd. Reliable time stamps, which
include both date and time, are especially impdrfan TOEs comprised of greater
than one component.
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5.2 TOE SECURITY ASSURANCE REQUIREMENTS

The TOE assurance requirements for this ST coabtbsie requirements corresponding to the
EAL4 level of assurance, as defined in the CC Baaugmented by the inclusion of Flaw
Reporting Procedures (ALC_FLR.2).

The assurance requirements are summarized in thle 8delow.

Assurance Components
Assurance Class
Identifier Name
ADV_ARC.1 Security architecture description
ADV ESP 4 Secqr!ty-gnforcmg functional
- specification
Development
ADV IMP.1 Implementation representation of the
- TSF
ADV_TDS.3 Basic design
AGD_OPE.1 Operational user guidance
Guidance documents
AGD_PRE.1 Preparative procedures
ALC _CMC.4 Use of a CM system
ALC_CMS .4 Parts of the TOE CM coverage
ALC DEL.1 Delivery procedures
Life-cycle support ALC DVS.1 Identification of security measures
ALC _FLR.2 Flaw reporting procedures
ALC LCD.1 Developer defined life-cycle model
ALC_TAT.1 Well-defined development tools
Security Target Evaluationl ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
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Assurance Components
Assurance Class
Identifier Name
ASE_OBJ.2 Security objectives
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Evidence of coverage
ATE_DPT.1 Testing: basic design
Tests
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
Vulnerability Assessment AVA_VAN.3 Vulnerability alysis

Table 8 - Assurance Requirements
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6 TOE SUMMARY SPECIFICATION

This section provides a description of the secduhgctions of the TOE. The demonstration
that TOE’s security functions meet the TOE SFR<ifigel in Section 5 is presented in
Section 8.

6.1 TOE SECURITY FUNCTIONS

6.1.1 Overview

The TOE security functions that were introduce®éattion 1.4.2.5 are further elaborated in
this section.

6.1.2 Identification and Authentication

F.I&A In order to protect the TOE data and servidtke TOE requires
identification and authentication for all admingtve access.
Identification and authentication is always enforos the serial
interface (local console). On the network inteefaentification and
authentication is enforced for all administratocess. The
identification and authentication mechanism is ern@me and
password combination or authentication via RADIU&ICh can
provide single-use mechanisms). The accountsraeder by the
Security Administrator over the serial or netwarnkerfaces.

The Security Administrator can specify whether or exceeding the
maximum number of login attempts results in theoaot becoming
locked. If the Security Administrator specifiesithhe account does
become locked, the Security Administrator also sBygscthe period of
time for which the account is locked.

Once a user account has been locked, that usenota@gtablish a
remote session with the TOE until the lockout tipeeiod has expired
or the Security Administrator has taken actionn@aok the account.

Note The TOE does not enforce an authentication larithe Local
Console.

6.1.3 Administration

F.ADMIN Administrative access to the TOE is reg&atto authorised
administrators and is controlled through a setrefgefined roles
(Security Administrator, Audit Administrator andy@to
Administrator). The roles permit specific typesagiministrative
activities to be performed.
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All Administrators can read audit log data and execelf-tests. In
addition the Audit Administrator can delete auéitards and the
Crypto Administrator can modify the cryptographecsrity data.
The Security Administrator can not delete audibrds or modify
cryptographic security data but can perform aleothOE
administration functions.

The TOE allows both local and remote administratibocal
administration is performed using the Local Consdtemote
administration is performed using the Network Weds&d GUI or
Network CLI interfaces.

Only the Audit Administrator may delete stored dautdita. The TOE
prevents all modifications (except deletion) to #uglit data.

The Cryptographic Administrator can control whettier
cryptographic self-tests are executed automatieagry time a key is
generated.

Only the Security Administrator may perform theldaling
operations:

* modify, disable or delete authenticated user adspun
* modify, disable or delete the account of anotheniadstrator;

» specify the attributes which are used to defindfitiegvall
rules;

» specify the frequency for the automatic executibn o
cryptographic self-tests (in the range of 1 to A80utes);

» define or modify the rules that determine whethpotential
security violation has taken place;

» specify whether auditable events are included oluebed
from the audit trail;

* action to be taken by the TOE in the event of astditage
exhaustion;

» configure the use of an NTP server;

» specify the limits for the number of authenticatfaiures;
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» ability to enable, disable operation of the TOE;

» ability to enable, disable the single-use authatiba
functions described in FIA_UAU.4;

o this refers to setting the configuration valueg #ither
establish or terminate a trusted channel with an
external IT entity; and

o this refers to adding or deleting setting whichimkef
the valid locations from which an administrator can
SSH into the TOE.

» specify the period of inactivity which causes amadstrative
or authenticated user session to be terminatedebyOE;
and

* modify the time and date setting of the TOE’s hadclock;

Security Administrator modifications to the firewalles are applied
immediately after the Security Administrator comegethe
modification.

When the account of an administrator or an autbated user is
disabled or deleted, any sessions belonging toatt@iunt are
immediately terminated by the TOE. The TOE also edrately
enforces the revocation of an administrative role.

6.1.4 Information Flow Control

F.IFC

The TOE operates in accordance with one mépion flow security
functional policy.

The UNAUTHENTICATED SFP allows unauthenticated sserpass
information through the TOE, with firewall mediati@according to
the firewall rules defined by the Security Adminagor.

The security functional policy is implemented asviiall rules. The
rules that implement the SFP have restrictive defalues and by
default no information is allowed to flow. Regas of firewall
rules, packets which include specific parameterspasified by the
security functional requirements which define thewity functional
policies are never permitted to pass through th&.T®odification of
the rules is restricted to the Security Adminigiratnd the Security
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Administrator can also specify alternative initialues to override the
default values. The TOE allows the Security Adntmaitor to view all
information flows allowed by the information flovolicy rules before
the rules are applied.

The TOE mediates all information flows which pas®ugh it. For
information to pass through the TOE, it must matoh of the
Security Administrator specified firewall rules whipermit the
information flow.

The TOE ensures that all information flows providedhe TOE by
external entities for transfer to other entities swbjected to the
defined firewall rules and conform to them befdreyt are allowed to
proceed toward the destination entity.

The TSF immediately enforces revocation of a ugartmission to
use the information flow and also immediately eoésrchanges to the
information flow policy rules when applied.

The TOE ensures that no information from previoysbcessed
information flows is transferred to subsequentiinfation flows.
This applies both to information that is input ke fTOE from an
external source and to information (e.g., paddiitg) that might be
added by the TOE during processing of the inforamatrom the
external source.

The TOE follows a sequence of ordered steps inracdéecide
whether or not a requested information flow is\a#d to proceed.

Incoming information is processed against the fakwolicy rules
and authentication requirements.

If the incoming information flow is allowed by ttieewall policy
rules (using the first match algorithm) the incogninformation flow
may be subject to additional restrictions basedmnProtection
Profile which is associated with the firewall pgliaile which allowed
the information flow.

After all security policy enforcement is performaad no further
security scrutiny is required, the packet datars/érded to the
network host as determined by the configuratiothefegress
interface and/or static route.

The Security Administrators may define firewallesiiwhich permit
(or deny) the flow of information based upon (bat imited to) the
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following criteria:

* The TOE interface which originates the informatitmw (the
source subject);

* The TOE interface which is the destination of thfeimation
flow (the destination subject);

* The information contained within the informationvl (packet
contents); and

» The type of application proxy request (protocol).

The TOE completely reassembles fragmented packébsebapplying
the firewall policy rules to the packets. The T@&plements stateful
packet inspection rules in that each, non-fragntergacket that is
received by the TOE is either associated with astiex allowed
connection, or is considered as an attempt to kstiedo new
connection and therefore subject to the firewd#dsuThe stateful
packet inspection considers the following attrilsua IP-based
network stacks:

1) Connection-oriented protocols;
a) sequence number;
b) acknowledgement number;
c) Flags (SYN, ACK, RST, and FIN)
2) Connectionless protocols;
a) source and destination network identifiers;
b) source and destination service identifiers

For connectionless protocols, a TOE optimizaticrates a
‘conceptual session’ for the connectionless prdttdeat is based upon
the addresses and port numbers. Then, as occuwsrfoection
oriented protocols, packets associated with arbksitie@d session need
not go through the entire firewall rule processing.

The Security Administrator has the ability to spgthe order in

which the firewall rules are applied to requestd@drimation flows. If
there are no rules which explicitly apply to thquested information
flow, then the request is rejected. The TOE alswipes tools which
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6.1.5 Encryption

F.CRYPTO

allow the Security Administrator to view informatidlows allowed
by the set of defined firewall rules before apptythe ruleset.

Requests for unauthenticated TOE services areditautrby
configuration of each interface. Regardless oéothewall rules, the
TOE will deny any information flow request if:

* The presumed source is not included in the sebuice
identifiers for the TOE.

* The presumed source is a broadcast identity;
» The presumed source is a loopback identifier; and

The request specifies the route of information ffoem the source
subject to the destination subject.

The TOE uses FIPS-approved cryptograpduytths been
implemented in FIPS 140-2 validated cryptographiciales. The
FIPS-validated cryptographic modules implementetthénTSF meet
Security Level 1 overall and meet Security Levé&b3the following:
cryptographic module ports and interfaces; rolessises and
authentication; and design assurance. The propriE@tiASIC™
chip is a hardware component which forms part efvhlidated
cryptographic modules used in the TOE. Cryptogragbiy
destruction by the TOE meets the key zeroizatiganirements of Key
Management Security Level 1 from FIPS PUB 140-2 TOE only
stores keys in memory, either in RAM or Flash megmgeys in
RAM are destroyed by overwriting the key storageaawith an
alternating pattern at least once. Keys in Flasiorg are destroyed
by lifting the voltage from the bits that compribe key, which
produces the same effect as overwriting thosenditszeros.

The TSF provides a cryptographic function that aim#nistrator may
use to verify the integrity of all TSF data excty audit data and to
verify the integrity of the TSF executable codéne3e self-tests are
executed on initial start-up or at the requestroAdministrator.

The TOE destroys cryptographic keys in accordarite av
cryptographic key zeroization method which mee¢sKby
Zeroization Requirements of FIPS PUB 140-2 Key Mgemaent
Security Level 1.
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6.1.6 Audit

F.AUDIT

The zeroization of all private cryptographic keg®intext
cryptographic keys and all other critical cryptqgue security
parameters is immediate and complete.

Zeroization of intermediate storage areas for pe\ayptographic
keys, plaintext cryptographic keys and all othétiacal cryptographic
security parameters is accomplished by overwritivegstorage area
three times with an alternating pattern.

The storage area for private cryptographic keyanpéxt
cryptographic keys and all other critical cryptqguec security
parameters is a flash RAM device. Zeroization eSthstorage areas
occurs when the Security Administrator executesctofy reset or
enables FIPS-CC mode. At these times, all non-bad#d keys and
critical security parameters are zeroized by lgtihe voltage from the
bits comprising the key, which has the same eHisatverwriting the
storage area with zeroes. The hard-coded key&N& X9.31 RNG
AES Key, Firmware update key, configuration intggkey,
configuration backup key.

For AES key establishment, the cryptomodule provitie capability
to act as the initiator or responder (that is,aacParty U or Party V as
defined in the standard) to agree on cryptograkéys of all sizes
using the dhEphem key agreement scheme where d@a@meter p
is a prime of 3072 bits and domain parameter gpisrae of 1024 bits
and that conforms with ANSI X9.42-2001, Public Keésyptography
for the Financial Services Industry: Agreement yingetric Keys
Using Discrete Logarithm Cryptography.

The TOE creates audit records for admiaiste events, potential
TSP violations and information flow decisions. THeE records the
identity of the Administrator or User who caused évent for which
the audit record is created. The TOE applies tiampgs to auditable
events as they occur.

The administrator can review, search and sort it aecords. The
audit records are stored locally; using memoryam@l ladisk or a
FLASH memory card depending on the model. Theagi®devices
used for audit record storage are identified inld@ &b

The Security Administrator specifies whether theEl@events the
loss of audit records or provides log rolling capaés. If log rolling
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is not enabled, reaching 95% of the audit storagacity results in
the TOE entering an error mode which shuts dowm#éteork
interfaces and therefore prevents the occurreneedifable events
(except those taken by an authorized administtatolear the error
mode). When the TOE is in the error mode, only iatstrative
access is allowed and this access is restrictdtet&ecurity
Administrator and Audit Administrator. The 95% #&udg threshold
limit allows the TOE to record the actions takenSgcurity
Administrator or Audit Administrator to clear thee@ mode. When
log rolling is enabled the oldest audit recordsarerwritten.

The TOE generates audit records for the startugshattiown of the
audit function and all of the events.

The TOE generates timestamps for all audit evamdsecords the
timestamp with each audit record. Also recordedtlae type of
event, identity of the user or subject which caubedevent (if
applicable), and outcome of the event.

Standard audit records are 512 bytes in lengtlan Hudit record
exceeds 512 bytes, it is wrapped into a secondgtEaudit record to
ensure no audit detail is lost.
The TOE has eight (8) different classes of audiores:
* Eventlog - includes all system level events swch a
identification, authentication, configuration chasgaudit
record deletion, etc.

» Traffic log — includes all data flow decisions,
source/destination information, etc.

» Attack log — includes any IDS or local protectiorerts such
as DoS events, etc. (not part of evaluated cordigum)

* Web filter log (not part of evaluated configurafion
* Antispam log (not part of evaluated configuration).
» IM/P2P log (not part of evaluated configuration).

» Antivirus log, (not part of evaluated configuratjon
* VoIP log (not part of evaluated configuration).

It is not possible to startup and shutdown theteglfunction
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independently of the TOE. However since the TOHesraudit
records for the startup and termination of each BOlEprocess
(daemon), the audit trail will contain records whihow the startup
and shutdown of the auditing function coincidenthwhe startup and
shutdown of the TOE itself.

The Security Administrator can specify thresholoisthe following
events:

1. Administrator authentication failures;

2. Authenticated usémuthentication failures;

3. Replay attempts of TSF data or security attributes;
4. Self-test failures; and

5. Firewall rule violations, based on source/destaratiddress
and port and rule.

Administrative guidance is provided which instruttte Security
Administrator to set the thresholds for replayratés and self-test
failures to a value of one (1).

All administrative roles have read access to ttditauecords
(Security Administrator, Audit Administrator andypto
Administrator). The audit records can be accedsenlih the Local
Console, Network CLI, and the Network Web-based .GUI

When using the Network Web-Based GUI, administsatan view all
audit records either as raw data (all columns)saa &ltered subset of
columns. Filtered audit records (columns and ravas) be viewed
through the Local Console or Network CLI. Admingtrs can
modify the filters to change the view of the auditords. The number
of records to display at one time can also be §ipdci

The TOE restricts access to all TOE administrdiivetions to
authenticated administrators by assigned roleadthinistrative roles
have read access to the audit records (Securityiisimator, Audit
Administrator and Crypto Administrator). Non-adnsinative users
have no access to the audit log files and thetthatahey contain.

% Authenticated user in FortiGate refers to non-auistriative users that must authenticate in ord@ass
information through the TOE. This equates to ‘proser’ as the term is used in the requiremenseofion 5.
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The TOE supports selectable review (display) ofitadata through
the Local Console or the Network CLI. Log data barfiltered for
display. Specific audit information can be spedifés part of the
filter. For example, the administrator could execaitCLI command to
filter (list) all audit records with a specific sae IP and/or all records
between 2 dates. Filter criteria include (but astlimited to):

» user identification (including a range of users);

* source subject identity;

» destination subject identity;

» dates and times (from/to, included/excluded);

* arange of one or more subject service identifiers;
» arange of one of more transport layer protocols;
» firewall rule identity;

* TOE network interface;

* log severity level (information, alert, emergencstical, error,
warning, notification, debug); and

* action (accept, deny).

The TOE allows the Security Administrator to modifie set of
auditable events using the Local Console or thevhidt CLI. Events
can be excluded from the audit record as they aiteew to the log
storage device based on a filter. Filter paramsateriude (but are not
limited to); administrator identity, authenticatesker identity, event
type, network identifier, source/destination IP i@s$d, subject service
identifier, success or failure of the auditableregnand firewall rule
identity.

Deletion of individual audit records, sets of auditords, and the
audit logs themselves is restricted to administeatgth the Audit
Administrator role. No user (administrative or @tlise) has the
ability to modify the records in the audit logs.
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6.1.7 Self-Protection

F.PROTECT

The TOE ensures that no information flines one network
interface to another without passing through thé&e@d being
subject to the firewall rules.

The TOE maintains an isolated security domaint®own execution.
FortiOS is the only application that is on the T&@tl no other
applications can be loaded onto the TOE. Admiaists and users do
not have access to the operating system or theydem (there are no
root/system level users). The TOE stores all sgcand

configuration data in segregated configuratiorsfil@he TOE only
provides identification, authentication and infotraa flow services

to non-administrative users.

The TOE ensures that no residual data from pre\pagkets passing
through the TOE is reused in any way. Any residf@rmation in
any resource is over-written or otherwise destrag@that it cannot
be reused or otherwise accessed either inadverandeliberately.

The TOE runs a suite of self-tests during inittaksup, periodically
during normal operation as specified by the Segérdministrator,
and at the request of an administrator to demaesting correct
operation of the hardware portions of the TSF. TO& also runs the
suite of self-tests provided by the FIPS 140-2 wgpaphic module
during initial start-up, at the request of an adstmtor, and
periodically at a Security Administrator-specifiederval not less
than once a day, to demonstrate the correct oparatithe
cryptographic components of the TSF.

TOE Self-tests

The TOE provides self-tests for hardware portionhe TSF,
cryptographic functionality, and integrity verifitan. These tests are
run during initial start-up, periodically duringmoal operation as
specified by the Security Administrator, and attbguest of an
administrator. The cryptographic self-tests witloabe executed
periodically by the TOE at a Security Administraspecified interval
which may not be less than once per day. Therg&dministrator
may also configure the TOE such that the cryptdgragelf-tests are
executed immediately after the generation of a key.

The success or failure of each cryptographic sdif-dnd integrity
verification self-tests is displayed on local cdesas the execution of
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the test is completed. If one of the cryptograsal-tests or integrity
validation self-tests fails, the TOE enters its&Error Mode. This
mode provides the ability to return the TOE to euse state. The
operation which caused the FIPS error mode is denstl incomplete
and no further action in that regard takes plddete that for non-log
storage errors, cycling the power is necessarywtaubly ensures
that keys stored in volatile memory are cleared. ténporary keys
are written to non-volatile memory

Hardware self-tests demonstrate the correct operafithe hardware
portions of the TSF.

Cryptographic self-tests

The cryptographic self-tests demonstrate the imtiegf the following
cryptographic functions: AES, 3DES, SHA-1, HMAC-8H RNG
and HW-Accelerated Crypto Libraries.

The TOE also runs the suite of self-tests provioiethe FIPS 140-2
cryptographic module during initial start-up, a¢ tlequest of an
administrator, and periodically at a Security Adistirator-specified
interval not less than once a day.

Included in the cryptographic self-tests are testdemonstrate the
correct operation of the cryptographic componehte® TSF. The
TOE enters its FIPS Error Mode when any of theofeihg are
detected:

* Failure of an integrity verification self-test; and
» Failure of a cryptographic self-test.

The TOE enters its CC Error Mode when any of thiefong are
detected:

* Audit log size reaches 95% of the allocated awdjtdtorage
capacity and the ‘shutdown network interfaces’ @pis in
effect.

I ntegrity verification self-tests

The TOE maintains, in its flash memory, a RSA sigrevalue for its
firmware and an HMAC SHA-1 digest for the TSF d@anfiguration
data). The stored values are updated whenevdrQefirmware is
updated and whenever a change is made to the ooatilgn data.

Doc No: 1708-001-D002 Version: 1.0 Date: 18 Feb 11 Page 49 of 80



EM Fortinet FortiGate™ Unified Threat Management
Delivering the Right Assurance S Oluti on S ecu ri ty T ar g e t

The TOE performs a series of integrity verificatgmaif-tests at startup
to ensure the integrity of the TOE firmware and Tdafa (excluding
audit data). The tests verify the RSA signaturetie TOE firmware
and the HMAC SHA-1 digest value for the TSF data.

Failure of the self-tests cause the TOE to entapde where the
ability to return the TOE to a secure state is joled.

Time is provided by the TSF and can only be charyeithe Security
Administrator. Changes to the time are audited.

Before establishing a user session that requirdeatication or
before establishing an administrative sessionTtDE displays a
Security Administrator-specified advisory noticalaonsent warning
message regarding unauthorized use of the TOE.

The TOE protects itself by rejecting replay of coomeations,
avoiding overload of its interfaces, managing sessiand restricting
information released on banners.

The TOE terminates administrative sessions affaurity
Administrator-configurable time interval of inadtiy.
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7 PROTECTION PROFILE CLAIMS
This section provides the TFFWPP conformance ctatement.
7.1 PP REFERENCES
The TOE demonstrably conforms to the following TW PP:

. U.S. Government Protection Profile for Traffic Eiltrirewall In Basic
Robustness Environments, Version 1.1, July 25, 2007

7.2 PP TAILORING
The following tailoring was applied to the TF FW BFproduce this ST:

The names of the security objectives for the emvitent were changed from the
“AXXX" and “O.XXX” notation in the PP to “OE.XXX"notation to provide a
clearer distinction from the TOE security objecsiyerhich are labeled
“O.XXX",

FIA_AFL.1 — Modified to more accurately reflect vitihe TOE supports, and
specifically mention the Security Administrator.

FIA_ATD.1 - No other security attributes are regdito be assigned to
administrators;

FDP_IFF.1.4(1) — removed 1.4 in the PP as it ismtite CC Part 2 v3.1r3. It
does not affect the intent of the SFR as the Pigrees “none” to what the TSF
shall provide, therefore not having the requirensrdll, is equivalent to
assigning “none”. Also renumbered 1.5 in the PR.4oin the ST.

FDP_IFF.1.5(1) — Renumbered 1.5 in the PP to 1tharST.

FAU_GEN.1 — Changed the table reference to matemtimber in the ST,
instead of that in the PP.

FAU_SAR.1.2 — The word 'user' was changed to 'acitn&tor’ since audit review
Is restricted to administrators.

FAU_STG.1 — Updated with the wording in CC Part321v3.

FAU_STG.4 — The phrase ‘user with special rightaswhanged to
‘administrator’ as per the PP.

FIA_UAU.1 — Changed ‘user’ to ‘authorized adminggtr or authorized external
IT entity accessing the TOE’ or ‘authorized admiiaor or authorized external
IT entity’ as per the PP.

FMT_MOF.1 — The PP requirement was iterated tcebsfpecify the specific
administrator able to perform the particular typenanagement.
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FMT_MSA.3 — Explicitly stated that it is the SedyrAdministrator that can
specify alternative initial values.

FMT_SMR.1.1 — Expanded the generic “administratorthe three administrators
supported by the TOE: the Security, Cryptographat Audit Administrators.

FMT_SMR.1.2 — Reworded to the CC Part 2 v3.1r3 waydo better support
FMT_SMR.1.1.

FPT_STM.1 - removed “for its own use” to match C&£tR v3.1r3. The
meaning of the SFR is not changed significantlit asassumed that if the
TOE should provide reliable timestamps, that itdtidoe able to use them.
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8 RATIONALE

This section describes the rationale for the Sgc@bjectives and Security Functional
Requirements as defined in Section 4 and Sectioespectively. Additionally, this section
describes the rationale for satisfying all of tle@endencies and the rationale for the TOE
security functions.

8.1 RATIONALE FOR SECURITY OBJECTIVES

8.1.1 Overview

Table 9, presents a bi-directional mapping of Agstions, Threats, and Organizational
Policies to Security Objectives for the TOE andtfeg Environment. In order to allow the
reader to ensure that the mapping is complete, addd includes all assumptions, threats
and policies. Consequently all rows in a giveridaln not map to an objective. The tables
show that each of the assumptions, threats andhizagaonal policies is addressed by at least
one security objective, and that each securityativie addresses at least one of the
assumptions, threats, or organizational policiéss dverview is followed by detailed
descriptions and rationale for the mapping to T@EUBity Objectives and to the Security
Objectives for the Environment.
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O.ACCOUN
O.AUDREC
O.ENCRYF
O.IDAUTH
O.LIMEXT

O.MEDIAT
O.SECFUM
O.SELPRC
O.SINUSE

O.SECSTA

OE.PHYSEC(

OE.LOWEXEF
OE.GENPUF
OE.PUBLIC
OE.NOEVIL
OE.SINGERM

OE.NOREMC

OE.REMACC
OE.GUIDAN
OE.ADMTRA

A.DIRECT

< |OE.DIRECT

A.GENPUR

x

A.LOWEXP

Pas

A.NOEVIL

A.NOREMO

A.PHYSEC

A.PUBLIC

A.REMACC

A.SINGEN

T.ASPOOF

T.AUDACC

T.AUDFUL

T.MEDIAT

T.NOAUTH

T.OLDINF

T.PROCOM

T.REPEAT

T.REPLAY

T.SELPRO

X

T.TUSAGE

XX

Table 9- Mapping of Security Assumptions, Threatsand Policies to Objectives
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8.1.2 TOE Security

Objectives Rationale

Table 10 provides detailed descriptions and ratefa the mapping from Security
Objectives to Threats and Policies.

Threat/Policy

Objectives Addressing the Threat

Rationale

T.ASPOOF

An unauthorized person on an external
network may attempt to by-pass the
information flow control policy by
disguising authentication data (e.g.,
spoofing the source address) and
masquerading as a legitimate user or
entity on an internal network.

O.MEDIAT

The TOE must mediate the flow of all information
between clients and servers located on internal and
external networks governed by the TOE, and must
ensure that residual information from a previous
information flow is not transmitted in any way.

O.MEDIAT mitigates this threat by ensuring that a|
information between clients and servers located o
internal and external networks is mediated by the
TOE.

T.AUDACC

Persons may not be accountable for th
actions that they conduct because the
audit records are not reviewed, thus
allowing an attacker to escape detectio

O.AUDREC

P The TOE must provide a means to record a readable
audit trail of security-related events, with actardates
and times, and a means to search and sort theteaibit

hbased on relevant attributes.

O.ACCOUN

The TOE must provide user accountability for
information flows through the TOE and for authodze
administrator use of security functions relatedudit.

O.AUDREC requires a readable audit trail and a
means to search and sort the information contamedd
the audit trail to increase the probability of @udi
records being reviewed.

O.ACCOUN requires that users are accountable f
information flows through the TOE and that
authorized administrators are accountable for Hee
of security functions related to audit.

P

T.AUDFUL

An unauthorized person may cause au
records to be lost or prevent future
records from being recorded by taking
actions to exhaust audit storage capac
thus masking an attackers actions.

O.SELPRO

liThe TOE must protect itself against attempts by
unauthorized users to bypass, deactivate, or tamiger
TOE security functions.

ty,
O.SECFUN

The TOE must provide functionality that enables an
authorized administrator to use the TOE security
functions, and must ensure that only authorized
administrators are able to access such functignalit

O.SELPRO requires that the TOE protect itself fro
attempts to bypass, deactivate, or tamper with TO|
security functions, including, but not limited todit
functionality.

=

O.SECFUN requires that the TOE provide
functionality that ensures that only the authorized
administration has access to the TOE security
functions.

T.MEDIAT

An unauthorized person may send
impermissible information through the
TOE, which results in the exploitation g
resources on the internal network.

O.MEDIAT

The TOE must mediate the flow of all information
between clients and servers located on internal and
f external networks governed by the TOE, and must
ensure that residual information from a previous
information flow is not transmitted in any way.

O.MEDIAT requires that all information that passe|
through the networks is mediated by the TOE and
that no residual information is transmitted.

7

T.NOAUTH

An unauthorized person may attempt t
bypass the security of the TOE so as tdg
access and use security functions and/|
non-security functions provided by the

TOE.

O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE

brfunctions, data or, for certain specified servitesa
connected network.

O.SECSTA

O.IDAUTH requires that users be uniquely identifi
before accessing the TOE.

O.SECSTA ensures no information is compromised
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Threat/Policy

Objectives Addressing the Threat

Rationale

Upon initial start-up of the TOE or recovery from a
interruption in TOE service, the TOE must not

network.
O.ENCRYP

The TOE must protect the confidentiality of itsldgue
with an authorized administrator through encryptién
the TOE allows administration to occur remotelynira
connected network.

O.SECFUN

The TOE must provide functionality that enables an
authorized administrator to use the TOE security
functions, and must ensure that only authorized
administrators are able to access such functignalit

O.LIMEXT

The TOE must provide the means for an authorized
administrator to control and limit access to TOEusiy
functions by an authorized external IT entity.

compromise its resources or those of any connected

by the TOE upon start-up or recovery.

O.ENCRYP requires that an authorized administrgt
use encryption when performing administrative
functions on the TOE remotely.

O.SECFUN requires that the TOE provide
functionality that ensures that only the authorized
administrator has access to the TOE security
functions.

O.LIMEXT requires that the TOE provide the meal
for an authorized administrator to control and timi
access to TOE security functions.

T.OLDINF

Because of a flaw in the TOE
functioning, an unauthorized person m
gather residual information from a
previous information flow or internal
TOE data by monitoring the padding of]
the information flows from the TOE.

O.MEDIAT

The TOE must mediate the flow of all information
hybetween clients and servers located on internal and
external networks governed by the TOE, and must
ensure that residual information from a previous
information flow is not transmitted in any way.

O.MEDIAT requires that all information that passep
through the networks is mediated by the TOE and
that no residual information is transmitted.

T.PROCOM

An unauthorized person or unauthorizg
external IT entity may be able to view,
modify, and/or delete security related
information that is sent between a
remotely located authorized
administrator and the TOE

O.ENCRYP

d The TOE must protect the confidentiality of itsldgue
with an authorized administrator through encryptién
the TOE allows administration to occur remotelynira
connected network.

O.ENCRYP requires that an authorized administrgt
uses encryption when performing administrative
functions on the TOE remotely.

T.REPEAT

An unauthorized person may repeatedly The TOE must prevent the reuse of authenticatita d4

try to guess authentication data in orde
to use this information to launch attack
on the TOE.

O.SINUSE

I for users attempting to authenticate to the TOmfeo
b connected network.

or

0

or

O.SINUSE requires that the TOE prevent the reusg of

authentication data so that even if valid
authentication data is obtained, it will not bedise
mount an attack.

Doc No: 1708-001-D002

Version: 1.0

Date: 18 Feb 11

Page 56 of 80



JEnA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management

Solution Security Target

Threat/Policy

Objectives Addressing the Threat

Rationale

T.REPLAY

A user may gain inappropriate access {
the TOE by replaying authentication
information, or may cause the TOE to {
inappropriately configured by replaying
TSF data or security attributes (captursg
as it was transmitted during the course
legitimate use).

O.SINUSE

o The TOE must prevent the reuse of authenticatioa dg
for users attempting to authenticate to the TOEfeo
econnected network.

do.SECFUN
of

The TOE must provide functionality that enables an
authorized administrator to use the TOE security
functions, and must ensure that only authorized
administrators are able to access such functignalit

O.SINUSE requires that the TOE prevent the reus
authentication data so that even if valid
authentication data is obtained, it will not bedise
mount an attack.

O.SECFUN requires that the TOE provide
functionality that ensures that only the authorized
administrator has access to the TOE security
functions.

T.SELPRO

An unauthorized person may read,
modify, or destroy security critical TOE
configuration data.

O.SECSTA

Upon initial start-up of the TOE or recovery from a
interruption in TOE service, the TOE must not
compromise its resources or those of any connected
network.

O.SELPRO

The TOE must protect itself against attempts by
unauthorized users to bypass, deactivate, or tamiger
TOE security functions.

O.SECSTA ensures that no information is
compromised by the TOE upon start-up or recove|

O.SELPRO requires that the TOE protect itself from
attempts to bypass, deactivate, or tamper with TOE
security functions.

Table 10 - Security Objectives to Threats and Polies Mappings

8.1.3 Operational Environment Security Objectives Rationde

Table 11 provides detailed descriptions and ratefa the mapping from Security
Objectives to Threats and Policies. Where relevthptobjectives are also mapped to the
Security Functional Requirements for the Environtmen

Assumption

Objectives Addressing the Assumption

Rationale

A.PHYSEC

The TOE is physically secure.

OE.PHYSEC

The TOE is physically secure.

A.LOWEXP

The threat of malicious attacks aimed 3
discovering exploitable vulnerabilities i
considered low.

OE.LOWEXP

t The threat of malicious attacks aimed at discogerin
exploitable vulnerabilities is considered low.

A.GENPUR

There are no general-purpose computindrhere are no general-purpose computing capabilities|

capabilities (e.g., the ability to execute
arbitrary code or applications) and
storage repository capabilities on the
TOE.

OE.GENPUR

(e.g., the ability to execute arbitrary code or
applications) and storage repository capabilitieshe
TOE.
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Assumption

Objectives Addressing the Assumption

Rationale

A.PUBLIC

The TOE does not host public data.

OE.PUBLIC

The TOE does not host public data.

A.NOEVIL

Authorized administrators are non-
hostile and follow all administrator
guidance; however, they are capable 0|
error.

OE.NOEVIL

Authorized administrators are non-hostile and felkl
administrator guidance; however, they are capable o
error.

A.SINGEN

Information can not flow among the
internal and external networks unless i
passes through the TOE.

OE.SINGEN

Information cannot flow among the internal and exaé
networks unless it passes through the TOE.

A.DIRECT

Human users within the physically
secure boundary protecting the TOE m|
attempt to access the TOE from some
direct connection (e.g., a console port)
the connection is part of the TOE.

OE.DIRECT

Human users within the physically secure boundary
pyrotecting the TOE may attempt to access the TOf fi

some direct connection (e.g., a console port)af th
fconnection is part of the TOE.

A.NOREMO

Human users who are not authorized
administrators can not access the TOE]
remotely from the internal or external
networks.

OE.NOREMO

Human users who are not authorized administratons
not access the TOE remotely from the internal or
external networks.

A.REMACC

Authorized administrators may access
the TOE remotely from the internal and
external networks.

OE.REMACC

Authorized administrators may access the TOE reyo|
from the internal and external networks.

T.TUSAGE

The TOE may be inadvertently
configured, used, and administered in 4
insecure manner by either authorized g
unauthorized persons.

OE.GUIDAN

The TOE must be delivered, installed, administeasd,
noperated in a manner that maintains security.
r

OE.ADMTRA

Authorized administrators are trained as to esthbient
and maintenance of security policies and practices.

OE.GUIDAN requires that those responsible for th
TOE ensure that it is delivered, installed,
administered, and operated in a secure manner.

O.ADMTRA ensures that authorized administrator|
receive the proper training.

D

Table 11 — Rationale for Operational Environment Seurity Objectives
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8.2 RATIONALE FOR TOE SECURITY REQUIREMENTS

Table 12 provides a bi-directional mapping of SgguRequirements to Security Objectives.

It shows that each of the objectives for the TO&ddressed by at least one of the functional
or assurance requirements, and that each of tletdnal requirements addresses at least one
of the objectives for the TOE.

O.ENCRYP
O.IDAUTH
O.LIMEXT
O.MEDIAT
O.SECFUN
O.SECSTA
O.SELPRO
O.SINUSE

<|0.ACCOUN
X |X|>|0.AUDREC

FAU GEN.1
FAU SAR.1
FAU SAR.3
FAU STG.L.
FAU STG.4
FCS_CKM.1
FCS_CKM.4
FCS_COP.1
FDP_IFC.1

FDP_IFF.1

FDP_RIP.1

FIA AFL.1 X
FIA_ATD.1 X X
FIA_UAU.1 X
FIA_UAU.4
FIA UD2 K X
FMT_MOF.1(1) X
FMT_MOF.1(2) X
FMT_MSA.3 X
FMT_SMR.1
FPT _STM.1 X
[ADV_ARC.1 X

XX
XX

<<=

XX |[X

FIESES

XXX

SIS

Table 12 - Security Requirements Rationale Summary

Table 13 provides detailed descriptions and ratefa the mapping from Security
Objectives to TOE Security Functional Requirements.

Requirements Addressing the

Objective Rationale

Objective

O.ACCOUN FAU_GEN.1 FAU_GEN.1 outlines what data must be included iditaiecords
and what events must be audited.

The TOE must provide user accountability for FIA_UID.2
information flows through the TOE and for FIA_UID.2 ensures that before anything occurs dmlfeof a user,
authorized administrator use of security functiong the user’s identity is identified to the TOE.

related to audit.

O.AUDREC FAU_SAR.3 FAU_SAR.1 provides the administrators with the dzlits to
read all the audit data contained in the audit tréhis requirement
The TOE must provide a means to record a FAU SAR.1 also mandates the audit information be presentadhianner that

is suitable for the administrators to interpret &it trail, which is

readable audit trail of security-related eventshwi - . ] C o !
subject to interpretation. It is expected thatabdit information

accurate dates and times, and a means to search and
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sort the audit trail based on relevant attributes.

FPT_STM.1

FAU_GEN.1

be presented in such a way that the administratrexamine an
audit record and have the appropriate informati@sented
together to facilitate the analysis of the auditee.

FAU_SAR.3 complements FAU_SAR.1 by providing the
administrators the flexibility to specify criteribat can be used to
search or sort the audit records residing in thut arail.
FAU_SAR.3 requires the administrators be able tatdish the
audit review criteria based on a userid and sosmbgect identity,
so that the actions of a user can be readily ifledtand analyzed.
The criteria also includes a destination subjeeniiy so the
administrators can determine what network traffidéstined for
an individual machine. Allowing the administratéosperform
searches or sort the audit records based on dates, subject
identities, destination service identifier, or sgort layer protocol
provides the capability to extract the network\attito what is
pertinent at that time in order facilitate the adistrator’s review.
Being able to search on the destination servicatiiiker affords
the administrators the opportunity to see whafitrég destined for
a service (e.g., TCP port) or set of services igas of where the
traffic originated. It is important to note thagtintent of sorting
in this requirement is to allow the administrattbrs capability to
organize or group the records associated with engiviteria. For
example, if the administrators wanted to see whawork traffic
was destined for the set of TCP ports 1-1024, tiayld be able tg
have the audit data presented in such a way thiteatraffic for
TCP port 1 was grouped together, all the trafficdort 2 was
grouped together and so on. The criteria inclukdesule identity
that determines whether a packet was allowed dedeo flow.
This provides the administrators to determine wiedivork traffic
a given rule is governing.

FAU_GEN.1 outlines what data must be included iditaniecords
and what events must be audited.

FPT_STM.1 is a dependency of FAU_GEN.1 to ensuaettie
date and time on the TOE is dependable, which oitant for the
audit trail.

O.ENCRYP

The TOE must protect the confidentiality of its

dialogue with an authorized administrator through

encryption.

FCS_COP.1
FCS_CKM.1

FCS_CKM.4

FCS_COP.1 ensures that the TOE supports cryptograph
operations that are necessary to protect the cantfality of its
dialogue with an authorized administrator througbrgption. It
also ensures that the TOE has been evaluated $1H40-2 level 1
or greater.

FCS_CKM.1 and FCS_CKM.4 support FCS_COP.1 as tteey a
dependencies to ensure proper generation and distrof keys
used by FCS_COP.1.

O.IDAUTH

The TOE must be able to identify and authentical
authorized users prior to allowing access to TOE]
functions, data or, for certain specified servites,
a connected network.

FIA_UAU.1
eFIA_ATD.1

FIA_UID.2

Security attributes of subjects use to enforceatithentication
policy of the TOE must be defined [FIA_ATD.1]. Use
authorized to access the TOE are defined usindanification
and authentication process before anything ocauisebalf of that
user [FIA_UID.2, FIA_UAU.1].

O.LIMEXT

FMT_MOF.1(1),
FMT_MOF.1(2)

FMT_MOF.1 ensures that the TSF restricts the giititmodify
the behaviour of functions such as audit trail ngamaent, back
and restore for TSF data, communication of autedrexternal IT

The TOE must provide the means for an authorized 1] ! :
administrator to control and limit access to TOE entities with the TOE, start-up and shutdown openaind
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security functions by an authorized external IT multiple authentication function to an authorizelhénistrator.

entity.

O.MEDIAT FDP_IFF.1 The FDP_IFF and FDP_IFC requirements were chosdefioe
the policy, the subjects, objects, and operationsiéw and when

The TOE must mediate the flow of all informatior] FDP_IFC.1 mediation takes place.

between clients and servers located on internal gnd

external networks governed by the TOE, and muBtepmT MSA.3 FDP_IFC.1 defines the subjects, information (aaljects) and the

ensure that residual information from a previous - operations that are performed with respect torif@mation flow

information flow is not transmitted in any way. policy.
FMT_MSA.3 ensures that there is a default denycpdbr the
information flow control security rules.

O.SECFUN FAU_STG.1 FAU_STG.1 ensures that the audit trail is protedtech
tampering, the security functionality is limitedttee authorized

The TOE must provide functionality that enablesjafFAU_STG.4 administrator and that start-up and recovery de¢sompromise

authorized administrator to use the TOE security the audit records.

functions, and must ensure that only authorized | Fjao ATD .1

administrators are able to access such functigna

it

FMT_MOF.1(1),
FMT_MOF.1(2)

FMT_MSA.3

FMT_SMR.1

FAU_STG.4 ensures that the authorized administrsilbbe able
to take care of the audit trail if it should becofl It also
ensures that no other auditable events as defiedlih GEN.1
occur. Thus the authorized administrator is peagdito perform
potentially auditable actions through these eveiitsiot be
recorded until the audit trail is restored to a-fahstatus.

FIA_ATD.1 provides users with attributes to distiigh one user
from another, for accountability purposes and sweiste the role
chosen in FMT_SMR.1 with a user.

FMT_MOF.1 ensures the TSF restricts the abilitthef TOE start-
up and shutdown operation, multiple authenticatimetion, audit
trail management, back and restore for TSF data and
communication of authorized external IT entitiestmihe TOE to
an authorized administrator.

FMT_MSA.3 ensures that there is a default denycydbr the
information flow control security rules.

FMT_SMR.1 supports each of the FMT componentsdkpend
on it. It requires roles to be chosen.

O.SECSTA

Upon initial start-up of the TOE or recovery from

FMT_MOF.1(1),
FMT_MOF.1(2)

FMT_MOF.1 ensures the TSF restricts the abilitthef TOE start-
up and shutdown operation, multiple authenticatimetion, audit
trail management, back and restore for TSF data and
communication of authorized external IT entitiestvihe TOE to

an interruption in TOE service, the TOE must nojf FMT_MSA.3 - AU

compromise its resources or those of any connegted an authorized administrator.

network.
FMT_MSA.3 ensures that there is a default denycydbr the
information flow control security rules.

O.SELPRO FAU_STG.1 FAU_STG.1 ensures that the audit trail is protedtech
tampering, the security functionality is limitedttee authorized

The TOE must protect itself against attempts by | FAU_STG.4 administrator and that start-up and recovery doésompromise

unauthorized users to bypass, deactivate, or tam
with TOE security functions.

jper

the audit records.

FIA_AFL.1
- FAU_STG.4 ensures that the authorized administrsilbbe able
to take care of the audit trail if it should becofl It also
FIA_UAU.1 ensures that no other auditable events as defiedlih GEN.1
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ADV_ARC.1

occur. Thus the authorized administrator is pegdito perform
potentially auditable actions through these eveiitsiot be
recorded until the audit trail is restored to a-fahstatus.

FIA_AFL.1 ensures that human users who are notaiztd
administrators can not endlessly attempt to auitetet After
some number of failures that the authorized aditnatisr decides,
the user becomes unable from that point on in gteto
authenticate. This goes on until an authorizediaidtrator makes
authentication possible again for that user.

FIA_UAU.1 is a dependency if FIA_AFL.1 and theref@upports
FIA_AFL.1

ADV_ARC.1 must describe how the architecture ersthat the
TSF are always invoked.

O.SINUSE

The TOE must prevent the reuse of authenticatig
data for users attempting to authenticate to thE T
from a connected network.

FIA_ATD.1

nFIA_UAU.1
9

FIA_UAU.4

FIA_ATD.1 provides users with attributes to distiigh one user
from another, for accountability purposes and soeste the role
chosen in FMT_SMR.1 with a user.

FIA_UAU.1 ensures that users are authenticateldeaTOE. The
TOE is permitted to pass information before usess a
authenticated. Authentication must occur whetheruser is a
human user or not and whether or not the user &itirorized
administrator. If the authorized administrator was always
required to authenticate, there would be no megneghich to
audit any of their actions.

FIA_UAU.4 ensures that multiple authentication megbms are
used appropriately in all attempts to authentieathe TOE from
an internal or external network.

Table 13 - Rationale for TOE Security Requirements

8.3 RATIONALE FOR ASSURANCE REQUIREMENTS

The selection of the EAL4+ level of assurance wasderby Fortinet, Incorporated, in
response to the needs of prospective clients.

8.4 RATIONALE FOR DEPENDENCIES

8.4.1 Rationale for Satisfying Functional Requirement Depndencies

Table 14 identifies the Security Functional Requieats from Part 2 of the CC and their
associated dependencies. It also indicates whiteeST explicitly addresses each
dependency. Notes are provided for those casesewtne dependencies are satisfied by
components which are hierarchical to the speciiggendency.
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Secqrity . Dependency
Functional Dependencies e Notes
Requirement Satisfied
FAU_GEN.1 FPT_STM.1 Yes FPT_STM.lis in the ST
FAU_SAR.1 FAU_GEN.1 Yes FAU_GEN.lisin the ST
FAU_SAR.3 FAU_SAR.1 Yes FAU_SAR.lisin the ST
FAU_STG.1 FAU_GEN.1 Yes FAU_GEN.lisin the ST
FAU STG.4 FAU STG.1 Yes FAU_STG.2 is hierarchiaad é in the ST
[FCS_CKM.2 or [[No
FCS_CKM.1 FCS_COP.1] Yes] FCS_COP.1 and FCS_CKM.4 are in the ST
FCS_CKM.4 Yes
[FDP_ITC.1 or [No
FCS_CKM.4 FDP_ITC.2 or No FCS_CKM.1lis inthe ST
FCS_CKM.1] Yes]
[FDP_ITC.1 or [No
FDP_ITC.2 or No
FCS_COP.1 FCS_CKM.1 and FCS_CKM.4 are in the ST
FCS_CKM.1] Yes]
FCS_CKM.4 Yes
FDP_IFC.1 FDP_IFF.1 Yes FDP_IFF.1is inthe ST
FDP_IFC.1 Yes FDP_IFC.1is in the ST
FDP_IFF.1
FMT_MSA.3 Yes FMT_MSA.3 is in the ST
FDP_RIP.1 None N/A
1 I p
FAAFLL[FAUAUL |ves  |Whle s dependencyuas ot metby the
FIA_ATD.1 None N/A
FIA_ UAU.1 FIA_UID.1 Yes FIA _UID.2 is hierarchicalnd is in the ST
FIA_UAU.4 None N/A
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Security Dependency
Functional Dependencies e Notes
X Satisfied
Requirement
FIA_UID.2 None N/A
FMT_SMF.1 No See note below
FMT_MOF.1
FMT_SMR.1 Yes FMT_SMR.2 is hierarchical and is in the ST
The PP has placed all management
requirements in FMT_MOF.1 and therefore
FMT_MSA.1 No FMT_MOF.1 is used to satisfy the requirement
FMT_MSA.3 of FMT_MSA.1
FMT_SMR.1 Yes - '
FMT_SMR.2 is hierarchical and is in the ST
FMT_SMR.1 FIA_UID.1 Yes FIA_UID.2 is hierarchicahd is in the ST
FPT_STM.1 None N/A

Table 14 - Security Functional Requirement Dependaries

Note: Although the FMT_SMF.1 requirement is aalggency of FMT_MOF.1, it has not
been included in this ST. The requirements FMT_MQO#xpress the functionality required
by the TSF to provide the specified functions toage TSF data, security attributes and
management functions. These requirements makeait tihat the TSF has to provide the
functions to manage the identified data, attribated functions. Therefore FMT_SMF.1 is
not necessary.

8.5 TOE SUMMARY SPECIFICATION RATIONALE

Table 15 provides a bi-directional mapping of Séglwrunctions to Security Functional

Requirements from the CC Part 2. Table 16 dematesthow the TOE meets each SFR.

|_

@] @]

zZ | £ | & i

= a) > @]

o < O

2 2 @) < L &

w w w w w w
FAU_GEN.1 X
FAU_SAR.1 X X
FAU_SAR.3 X

FAU_STG.1 X X X

FAU_STG.4 X X X
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F.ADMIN

F.PROTECT

F.1&A
F.IFC

FCS_CKM.1

FCS_CKM.4

FCS_COP.1

F.AUDIT
| x| x| F-CRYPTO

FDP_IFC.1

FDP_IFF.1

FDP_RIP.1

FIA_AFL.1

X

FIA_ATD.1

X

FIA_UAU.1

X

FIA_UAU.4

FIA_UID.2

X[ X[ X X| X

FMT_MOF.1(1)

FMT_MOF.1(2)

FMT_MSA3

FMT_SMR.1

X| X| X| X

FPT_STM.1

X

Table 15 - Mapping of Security Functions to SFRs 'rm CC Part 2

Security Functional
Requirement

TOE Security
Function

Rationale

FAU_GEN.1 - Audit data
generation

F.AUDIT

The TOE generates audit records for thetstp and
shutdown of the audit function and all of the egaéfined
in Table 7

The TOE generates timestamps for all audit everds a
records the timestamp with each audit record. Also
recorded are the type of event, identity of the ase
subject which caused the event (if applicable)conne of
the event and any additional information listedhie third
column ofTable 7

Standard audit records are 512 bytes in lengtlan Hudit
record exceeds 512 bytes, it is wrapped into arebb®2
byte audit record to ensure no audit detail is. lost

The TOE has 8 different classes of audit records:

» Event log — includes all system level events su
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Requirement

TOE Security
Function

Rationale

as identification, authentication, configuration
changes, audit record deletion, etc;

» Traffic log — includes all data flow decisions,
source/destination information, etc;

» Attack log — includes any IPS or local protectiof

events such as DoS events, etc; (not part of
evaluated configuration)

» Web filter log (not part of evaluated
configuration);

e Antispam log (not part of evaluated
configuration);

» Antivirus log — includes any AV related events
such as the detection of an infected file and the
action taken; (not part of evaluated configuratig

* IM/P2P log (not part of evaluated configuration};

and
* VolIP log (not part of evaluated configuration).

Application Note: It is not possible to start-apd
shutdown the auditing function independently of TitgE.
However since the TOE writes audit records fordfaet-
up and termination of each TOE subprocess (daertton),
audit trail will contain records which show therstap and
shutdown of the auditing function coincident witte tstart-
up and shutdown of the TOE itself.

FAU_SAR.1 - Audit review

F.AUDIT

F.ADMIN

All administrative roles have read access to ttditau
records (Security Administrator, Audit Administratand
Crypto Administrator). The audit records can beessed
through the Local Console, Network CLI, and thewdsk
Web-based GUI.

When using the Network Web-Based GUI, administsatg
can view all audit records either as raw datag@lihmns)
or as a filtered subset of columns. Filtered aretibrds
(columns and rows) can be viewed through the Local
Console or Network CLI. Administrators can modife
filters to change the view of the audit recordfie humber
of records to display at one time can also be fipdci

FAU_SAR.3 - Selectable audit
review

F.AUDIT

The TOE supports selectable review (displafyaudit data

through the Local Console or the Network CLI. Lagal
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Requirement Function Rationale

can be filtered for display. Specific audit infation can
be specified as part of the filter. For exampbe, t
administrator could execute a CLI command to fi{test)
all audit records with a specific source IP oradords
between 2 dates. Filter criteria include (but arelimited
to):

e user identification (including a range of users);

e source subject identity;

» destination subject identity;

» dates and times (from/to, included/excluded);

e arange of one or more subject service identifiefs;

» arange of one of more transport layer protocolf;

» firewall rule identity;
»  TOE network interface;

* log severity level (information, alert, emergency
critical, error, warning, notification, debug); and

* action (accept, deny).

FAU_STG.1 - Protected audit | F.AUDIT Deletion of individual audit records, sets of auditords,
trail storage and the audit logs themselves is restricted to aidtnators
F.ADMIN with the Audit Administrator role.

F.PROTECT | No user (administrative or otherwise) has the ghit
modify the records in the audit logs.

FAU_STG.4 - Site-Configurableé F.ADMIN The TOE supports three different Security Admiisir
Prevention of Audit Loss settable actions to prevent loss of audit data:

F.AUDIT
e Shut down network interfaces (default action);
F.PROTECT

e Overwrite audit records (FIFO); and
»  Stop logging

The enabled action is taken once the log storageele
reaches 95% capacity. If the “shut down network
interfaces” option is enabled, the TOE enters aorenode
in addition to shutting down the network interfacde
Security Administrator must clear the error mode by
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Security Functional
Requirement

TOE Security
Function

Rationale

freeing space on the log storage device using tiualL
Console connection. By taking action when the lag s
reaches 95% of log storage capacity, the TOE esshas
the Security Administrator actions taken in orderdsolve
the log storage problem are themselves loggedtatdb
audit records are lost.

Application Note: Administrative guidance is pited
which informs the Security Administrator that ol first
option is permitted in the evaluated configuratidrthe
TOE.

FCS_CKM.1

F.CRYPTO

The TOE generates AES keys et 128 binary digits
in length to support the encryption of remote aritteal
administrator sessions using HTTPS for web interfac
based administration and SSH for commandline iaterf
based administration.

FCS_CKM.4

F.CRYPTO

The TOE destroys AES keys bpizarg them when they
are no longer needed for the encryption of remote
authorized administrator sessions using HTTPS &y w
interface based administration and SSH for comniaad|
interface based administration.

FCS_COP.1 — Cryptographic
operation

F.CRYPTO

The TOE performs encryption of remote arited
administrator sessions using HTTPS for web interfac
based administration and SSH for commandline iaterf
based administration. The AES algorithm is usedtese
two protocols with a key of at least 128 binaryiign
length. The algorithm meets FIPS PUB 140-2.

FDP_IFC.1 - Subset informatio
flow control (unauthenticated

policy)

nF.IFC

The TOE permits the Security Administratod&dine
firewall rules which determine whether or not thed
permits information (packets) to flow through the e
without authentication of the user sending therimiation.

The TOE may permit two general types of unauthartsit
information flow:

» Information flow through the TOE from a sourc¢
to a destination; and

*  SMTP information flow via an application proxyf

For information which flows via an application pygsthe
TOE ensures that the connection from the source
terminates at the TOE and that the connection livlee
TOE and the destination does not include any of the
stateful protocol attributes associated with tHejesct.
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TOE Security
Function

Rationale

The Security Administrators may define firewallesil
which permit (or deny) the flow of information basepon
(but not limited to) the following criteria:

* The TOE interface, VLAN or VDOM which
originates the information flow (the source
subject);

* The TOE interface, VLAN or VDOM which is th
destination of the information flow (the
destination subject); and

* The information contained within the informatio
flow (packet contents).

D

FDP_IFF.1 - Simple security
attributes (unauthenticated

policy)

F.ADMIN

F.IFC

The TOE provides the Security Administrator witle th
ability to define a set of firewall rules which demine
whether or not the TOE permits an information fldvae
Security Administrator has the ability to speciftorder
in which the firewall rules are applied to requédste
information flows. The first rule which explicitigpplies to
the requested information flow is used to determine
whether or not the information flow is acceptedejected.
If there are no rules which explicitly apply to tregjuested
information flow, the information flow is rejectedhe
TOE also provides tools which allow the Security
Administrator to view information flows allowed ltlye set
of defined firewall rules before applying the rides

The criteria that the Security Administrator mag us
order to define a firewall rule are listed in Sentb of this
document under FDP_IFF.1.1.

The TOE completely reassembles fragmented packets
before applying the firewall policy rules to thecgats.
The TOE implements stateful packet inspection rirles
that each, non-fragmented, packet that is recdiyetie
TOE is either associated with an existing allowed
connection, or is considered as an attempt to kstedp
new connection and therefore subject to the firemags.

Regardless of other firewall rules, the TOE wilhglean
information flow if:

* The source of the information flow is a broadcd
identity;

» The source if the information flow is a loopbacHi
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identifier;

» The information flow specifies the route of
information flow from the source subject to the
destination subject; and

The information flow is SMTP traffic that includesurce
routing symbols.

FDP_RIP.1 - Subset residual
information protection

F.PROTECT

Users of the TOE do not have accessytofiie TOE's
resources. Users do not have access to the fiterays
maintained by the TOE and there are no operatiatgsy
commands which provide access to either memorkeor t
file system.

The only resource provided by the TOE to userthas
information content of packets transmitted by tia2eT
Packets transmitted by the TOE are assembled inomen
which has been overwritten by the TOE before atiooa
to the packet. This ensures that any previous indbion
content of the memory is not revealed.

FIA AFL.1- Authentication
failure handling

F.ADMIN

F.1&A

The Security Administrator can specify whether ot n
exceeding the maximum number of login attemptsltgsu
in the account becoming locked. If the Security
Administrator specifies that the account does becom
locked, the Security Administrator also specifies period
of time for which the account is locked.

Once a user account has been locked, that usenotay
establish a remote session with the TOE until dlo&dut
time period has expired or the Security Administrdtas
taken action to unlock the account.

Application Note: The authentication failure liapply
to remote administrator authentication attempte TOE
does not enforce an authentication limit for thedlo
Console.

FIA_ATD.1 - User attribute
definition

F.ADMIN

F.1&A

For each Administrator account maintained by th&TO
the following information is recorded:

* The user identifier (user name); and
* The administrative role associated with the use

identifier (Security Administrator, Audit
Administrator, Cryptographic Administrator)..

FIA_UAU.1- Timing of

F.ADMIN

The TOE allows infornten to flow according to the
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authentication

F.1&A

UNAUTHENTICATED SFP before requiring
authentication to be performed.

FIA_UAU.4 - Single-use
authentication mechanism

F.1&A

The TOE provides a local password mechanisnwall as
integration with RADIUS to perform a single-use
authentication..

FIA _UID.2 - User identification
before any action

F.1&A

The TOE requires user identification befoaking any
action on behalf of a user (information flow or TOE
services).

For authenticated users (administrators and prerys) a
user name is provided during the authenticatioicgss.
For unauthenticated users, the Network Interface/oich
information is received by the TOE is considerebédhe
user identification.

FMT_MOF.1(1) — Management
of security functions behavior
(security)

F.ADMIN

The Security Administrator can perform stap and
shutdown; create, delete modify, and view inforomati
flow security policy rules that permit or deny infieation
flows; create, delete, modify, and view user attigbvalued
defined in FIA_ATD.1; enable and disable multipkeu
authentication funtions described in FIA_UAU.4; rifgd
and set the threshold for the number of permitted
authentication attempt failures; restore authetitina
capabilities for users that have met or exceeded th
threshold for permitted authentication attemptufias;
enable and disable external IT entities from comigating
to the TOE; modify and set the time and date; bpaku
user attribute values, information flow securityipp
rules; recover to the state following the last haxlenable
and disable remote administration from internal and
external networks; restrict addresses from whichate
administration can be performed.

FMT_MOF.1(2) — Management
of security functions behavior
(audit)

F.ADMIN

The Audit Administrator can delete and empudit trail
data.

FMT_MSA.3 - Static attribute
initialization

F.IFC

F.ADMIN

The TOE implements one security functional policy f
information flow control; the UNAUTHENTICATED SFH
security functional policy. This policy is implented in
the TOE via a set of firewall rules which determingich
information flows are permitted by the TOE. By défain
the evaluated configuration, no firewall rules dedined
and therefore no traffic can flow through the TOEhe
absence of any firewall rules in the default comfagion is
considered to be ‘restrictive default values’.

The Security Administrator can modify the default
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configuration of the TOE by creating firewall rulefich
determine what traffic is allowed to flow througtetTOE.
The specification of firewall rules by the Security
Administrator is considered to be the specificatibn
‘alternative initial values to override the defawdtiues’.

FMT_SMR.1 - Security roles

F.ADMIN

The TOE maintsitne following three roles:
»  Security Administrator;
»  Cryptographic Administrator; and
e Audit Administrator.
All user identities that are associated with onéhef
administrative roles are able to establish an ahtnative
session via the Local Console, the Network Web-Base

GUI and the Network CLI.

All administrative roles are distinct in that théseno
overlap of operations performed by each role, etxcep

» all administrators are able to review the audit
trail; and

» all administrators are able to invoke self-tests
(cryptographic and non-cryptographic).

FPT_STM.1 - Reliable time
stamps

F.AUDIT

F.PROTECT

The TOE includes a hardware clock which is used to
generate reliable time stamps which in turn arel dse
audit records and to provide scheduling featurefidav
control policies.

The hardware clock does not rely upon any extdatibrs
in order to function correctly. The time settingtoé
hardware clock may only be modified by the System
Administrator and all such modifications are reaatdh
the audit log.

The integrity of the hardware clock is verified uhgrthe
TOE self-tests.

Table 16 - TOE Security Functions Rationale
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10 TERMINOLOGY

In the Common Criteria, many terms are definedaati®n 4 of Part 1. The following are a
definitions of terms used in this ST and commoth®U.S. Government Traffic Filter
Firewall Protection Profile for Basic RobusthesyiEanments.

Access -- Interaction between an entity and an objedt tbsults in the flow or modification
of data.

Access Control -- Security service that controls the use of resedl and the disclosure and
modification of data

Accountability --Property that allows activities in an IT systesrbe traced to the entity
responsible for the activity.

Administrator -- A user who has been specifically granted thbaity to manage some
portion or all of the TOE and whose actions magetfthe TSP. Administrators may possess
special privileges that provide capabilities to i portions of the TSP.

Assurance -- A measure of confidence that the security fiestof an IT system are
sufficient to enforce it's’ security policy.

Asymmetric Cryptographic System -- A system involving two related transformationsg
determined by a public key (the public transforima}j and another determined by a private
key (the private transformation) with the propettst it is computationally infeasible to
determine the private transformation (or the pevety) from knowledge of the public
transformation (and the public key).

Asymmetric Key -- The corresponding public/private key pair nekettedetermine the
behavior of the public/private transformations tb@mprise an asymmetric cryptographic
system.

Attack -- An intentional act attempting to violate thewsety policy of an IT system.
Authentication -- Security measure that verifies a claimed idgnti
Authentication data -- Information used to verify a claimed identity.

Authorized user -- An authenticated user who may, in accordandke thie TSP, perform an
operation.

4 Hardware and software

® Stored or communicated
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Compromise -- Violation of a security policy.
Confidentiality -- A security policy pertaining to disclosure aftd.

Critical Security Parameters (CSP) -- Security-related information (e.g., cryptogregpkeys,
authentication data such as passwords and pingrgptbgraphic seeds) appearing in
plaintext or otherwise unprotected form and whdseldsure or modification can
compromise the security of a cryptographic modulthe security of the information
protected by the module.

Cryptographic Administrator -- An authorized user who has been granted tHeoaty to
perform cryptographic initialization and managentfenictions. These users are expected to
use this authority only in the manner prescribedhgyguidance given to them.

Cryptographic boundary -- An explicitly defined contiguous perimeter testablishes the
physical bounds (for hardware) or logical bounds ¢§oftware) of a cryptographic module.

Cryptographic key (key) -- A parameter used in conjunction with a crypggic algorithm
that determines:

 the transformation of plaintext data into cipherteata,

the transformation of cipher text data into plaxtigata,

a digital signature computed from data,

the verification of a digital signature computednr data, or

a data authentication code computed from data.

Cryptographic Module -- The set of hardware, software, firmware, or saombination
thereof that implements cryptographic logic or gsses, including cryptographic
algorithms, and is contained within the cryptogiagioundary of the module.

Defense-in-Depth (DID) --A security design strategy whereby layers of gcbon are
utilized to establish an adequate security podturan IT system.

Entity -- A subject, object, user or another IT devichiok interacts with TOE objects, data,
or resources.

External IT entity -- Any trusted Information Technology (IT) produstsystem, outside of
the TOE, which may, in accordance with the TSPfgoer an operation.

I dentity -- A representation (e.g., a string) uniquely kifgmg an authorized user, which can
either be the full or abbreviated name of that wsex pseudonym.
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Integrity -- A security policy pertaining to the corruptiohdata and TSF mechanisms.

Object -- An entity within the TSC that contains or ra@s information and upon which
subjects perform operations.

Operating Environment --The total environment in which a TOE operatdsndludes the
physical facility and any physical, procedural, &uistrative and personnel controls.

Operating System (OS) -- An entity within the TSC that causes operatitibe performed.
Subjects can come in two forms: trusted and urdgdusfrusted subjects are exempt from
part or all of the TOE security policies. Untrubstibjects are bound by all TOE security
policies.

Robustness -- A characterization of the strength of a segutinction, mechanism, service or
solution, and the assurance (or confidence) thatimplemented and functioning correctly.
DoD has three levels of robustness:

» Basic Security services and mechanisms that equate  gmomercial practices.

* Medium: Security services and mechanisms that provideafgaring of additional
safeguards above good commercial practices.

» High: Security services and mechanisms that providentbe& stringent protection
and rigorous security countermeasures.

Secure State -- Condition in which all TOE security policieseagnforced.

Security attributes -- TSF data associated with subjects, objectsuaeds that is used for the
enforcement of the TSP.

Security level -- The combination of a hierarchical classificatend a set of non-hierarchical
categories that represent the sensitivity on tfemmation.

Subject -- An entity within the TSC that causes operatitmbe performed.

Symmetric key -- A single, secret key used for both encryptiad decryption in symmetric
cryptographic algorithms.

Threat -- Capabilities, intentions and attack methodadersaries, or any circumstance or
event, with the potential to violate the TOE segupblicy.

Threat Agent - Any human user or Information Technology (ITdg@uct or system which
may attempt to violate the TSP and perform an uhaiged operation with the TOE.

User --Any entity (human user or external IT entity) side the TOE that interacts with the
TOE.
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Vulnerability -- A weakness that can be exploited to violate @& security policy.

Doc No: 1708-001-D002 Version: 1.0 Date: 18 Feb 11 Page 77 of 80



EM Fortinet FortiGate™ Unified Threat Management
Delivering the Right Assurance S Oluti on S ecu ri ty T ar g e t

11ACRONYMS, ABBREVIATIONS, AND INITIALIZATIONS

The following acronyms, abbreviations, and initiaions are used in this Security Target:

AES Advanced Encryption Standard

ANSI American National Standards Institute

ASIC Application Specific Integrated Circuit

AV Anti-Virus

CC Common Criteria for Information Technology Secuiyaluation
CCEVS Common Criteria Evaluation and Validation Scheme
CEM Common Evaluation Methodology

CLI Command Line Interface

CM Configuration Management

CMVP Cryptographic Module Validation Program

CSP Critical Security Parameter

DHCP Dynamic Host Configuration Protocol

DID Defense In Depth

DNS Domain Name System

DoD Department of Defense

DoS Denial of Service

EAL Evaluation Assurance Level

FIPS Federal Information Processing Standard

FIPS PUB Federal Information Processing Standard Publication
FTP File Transfer Protocol

FW Firewall

GUI Graphical user interface
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HTTP
HTTPS
I&A
ICMP
IDS

IKE

LDAP
N/A
NAT
NTP
0S
P2P
PIN
POP3
RADIUS
PP
RFC

RNG

HyperText Transfer Protocol
HyperText Transfer Protocol (Secure)
Identification and Authentication
Internet Control Message Protocol
Intrusion Detection System

Internet Key Exchange

Instant Messaging

Internet Message Access Protocol
Internet Protocol

Intrusion Prevention System

Internet Protocol Security

Information Technology

Lightweight Directory Access Protocol
Not Applicable

Network Address Translation
Network Time Protocol

Operating System

Peer to Peer

Private Identification Number

Post Office Protocol Version 3
Remote Authentication Dial In User Service
Protection Profile

Request for Comments

Random Number Generator
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SFP
SFR
SMTP
SNMP
SSH
SSL
ST
TBD
TCP
TDEA
TFFW
TFTP
TLS
TOE
TSC
TSF
TSFI
TSP
URL
USB
VDOM
VLAN

VPN

Security Function Policy
Security Functional Requirement
Simple Mail Transfer Protocol
Simple Network Management Protocol
Secure Shell

Secure Sockets Layer

Security Target

To Be Determined

Transmission Control Protocol
Triple Data Encryption Algorithm
Traffic Filter Firewall

Trivial File Transfer Protocol
Transport Layer Security

Target of Evaluation

TSF Scope of Control

TOE Security Functionality

TSF Interface

TOE Security Policy

Uniform Resource Locator
Universal Serial Bus

Virtual Domain

Virtual Local Area Network

Virtual Private Network
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