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1 INTRODUCTION
1.1 IDENTIFICATION

This document is the Security Target (ST) for tbheticate™ Unified Threat Management

Solutions detailed in Table 1.

Product

Firmware*
Version

Hardware
Version?

FIPS 140-2 Certificate
Number

FortiGate-50B

3.00, build 8880,
080917

C5GB38

Crypto Module Certificate:
945

Algorithm Certificates: see
note 3

FortiGate-200A

3.00, build 8880,
080917

C4AY89

Crypto Module Certificate:
807, 905

Algorithm Certificates: see
note 2

FortiGate-300A

3.00, build 8880,
080917

C4FK88

Crypto Module Certificate:
807, 905

Algorithm Certificates: see
note 2

FortiGate-310B

3.00, build 8880,
080917

C4ZF35

Crypto Module Certificate:
Crypto module testing for
this unit has been

successfully completed und¢

the CMVP. Posting to the ‘I
Review’ section of the
CMVP Modules in Process
List is pending.

Algorithm Certificates: see
note 4

FortiGate-500A

3.00, build 8880,
080917

C4BE21

Crypto Module Certificate:
807,905

Algorithm Certificates: see
note 2

! The firmware is assigned a version number thiateigtical to the version number of the softward tha
loaded onto it. The firmware version number isvehdere because the operational program for theGate

series is stored in firmware.

? For the purposes of the ST, only the first 6 cti@ms of the hardware version are relevant. Tinepbete
version includes a padding field for compatibilitith other Fortinet version naming conventions arfiéld for
non-CC relevant changes such as the amount of nyei@&U clock speed or external labelling.
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Product

Firmware*
Version

Hardware
Version?

FIPS 140-2 Certificate
Number

FortiGate-800

3.00, build 8880,
080917

C4UT39

Crypto Module Certificate:
905

Algorithm Certificates: see
note 2

FortiGate-1000A

3.00, build 8880,
080917

C4WA49

Crypto Module Certificate:
810

Algorithm Certificates: see
note 2

FortiGate-3016B

3.00, build 8880,
080917

C4XAl4

Crypto Module Certificate:
Listed under ‘Co-ordination’
on the CMVP Modules in
Process List as of 23 Oct
2008

Algorithm Certificates: see
note 4

FortiGate-3600

3.00, build 8880,
080917

C4KW75

Crypto Module Certificate:
810

Algorithm Certificates: see
note 1

FortiGate-3600A

3.00, build 8880,
080917

V3BU9%4

Crypto Module Certificate:
Listed under ‘Co-ordination’
on the CMVP Modules in
Process List as of 23 Oct
2008

Algorithm Certificates: see
note 4

FortiGate-3810A-E4

3.00, build 8880,
080917

C3GV75

Crypto Module Certificate:
Listed under ‘Co-ordination’
on the CMVP Modules in
Process List as of 23 Oct
2008

Algorithm Certificates: see
note 4

FortiGate-5001SX

3.00, build 8880,
080917

PACF76

Crypto Module Certificate:
789

Algorithm Certificates: see
note 1

FortiGate-5001FA2

3.00, build 8880,
080917

PACF76

Crypto Module Certificate:
789

Algorithm Certificates: see
note 1
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Firmware*
Version

Product

Hardware
Version?

FIPS 140-2 Certificate
Number

FortiGate-5001A-DW| 3.00, build 8880,

080917

P4CJ36

Crypto Module Certificate:
Crypto module testing for
this unit has been
successfully completed und¢
the CMVP. Posting to the ‘I
Review’ section of the
CMVP Modules in Process
List is pending.

14
=

Algorithm Certificates: see
note 4

FortiWiFi-50B 3.00, build 8880,

080917

C5WF27

Crypto Module Certificate:
Listed as ‘In Review’ on the
CMVP Modules in Process
List as of 23 Oct 2008

Algorithm Certificates: see
note 3

Table 1 - TOE Identification Details

Note 1 — The following FIPS 140-2 algorithm ced#ies are applicable:

» Triple-DES: 486, 487, 490

« AES: 471, 472, 476
e SHS: 539, 540, 544
« HMAC: 228, 229, 233
e RSA: 193
* RNG: 251

Note 2 — The following FIPS 140-2 algorithm ced#ies are applicable:

» Triple-DES: 486, 487, 489

« AES: 471, 472, 475
e SHS: 539, 540, 543
« HMAC: 228, 229, 232
e RSA: 193
* RNG: 251

Note 3 — The following FIPS 140-2 algorithm ced#ies are applicable:

» Triple-DES: 489, 583, 584
* AES: 475, 613, 614
» SHS: 543, 661, 662

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08
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« HMAC: 232, 316, 317
+« RSA: 285
* RNG: 345

Note 4 — The following FIPS 140-2 algorithm ced#ies are applicable:

» Triple-DES: 582, 583, 584

* AES: 612, 613, 614
» SHS: 660, 661, 662
* HMAC: 315, 316, 317
* RSA: 284, 285

* RNG: 345

The products listed in Table 1 are collectivelyred the FortiGate Series or FortiGate
Family of Unified Threat Management Solutions.

Documentation for the FortiGate Series operatg€dammon Criteria mode consists of the
standard FortiOS version 3.0 documentation setgléS-CC-specific technical note.

This ST has been prepared in accordance with tinen@m Criteria for Information
Technology Security Evaluation (CC), Version 2.8g#ast 2005, CCIMB-2005-08-001 -002
and -003, with all current interpretatidns

1.2 FORTIGATE" UNIFIED THREAT MANAGEMENT SOLUTIONS OVERVIEW

The FortiGate family of Unified Threat Managementusions span the full range of
network environments, from the remote office anahioh office (ROBO) to service provider,
offering cost-effective systems for any size oflaggpion. They are hardware security
systems designed to protect computer networks &buse. They reside between the
network they are protecting and an external netwodh as the internet, restricting the
information flow between the networks to that peted by a policy (set of rules) defined by
the Security Administrator. They detect and eliavnthe most damaging, content-based
threats from email and Web traffic such as virusesms, intrusions, inappropriate Web
content and more in real-time; without degradingvoek performance. In addition to
providing stateful application-level protectionetRortiGate series deliver a full range of
network-level services including; Virtual PrivatetMork (VPN), Network Address

% This ST claims conformance with a Protection Re¢PP), and includes SFRs from PPs that are hased
Version 2.1 of the CC. However the ST also includegiirements which are in addition to the requéata
levied by the PPs. These additional requirememrtsieawn from Version 2.3 of the CC.

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 8 of 252
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Translation (NATY, intrusion prevention, web filtering, antivirustsspam and traffic
shaping; using dedicated, easily managed platforms.

Each FortiGate unit consists of a hardware boxthadrortiOS™ custom Unified Threat
Management Solution firmware. Administration o $ystem may be performed locally
using an administrator console or remotely viatavoek management station. The FortiGate
Unified Threat Management Solution can operateseitfione or as part of a cluster in order
to provide high availability of services. The mtsdeffered in the FortiGate Series share
common source code but different firmware builde tludifferent device drivers. The
different models in the series provide for increbgerformance and additional protected
ports.

All FortiGate Unified Threat Management Solutiomspdoy Fortinet’s unique FortiASIC
content processing chip and the powerful, secwgi®S " operating system to achieve
breakthrough price/performance. Their unique, AB&Sed architecture analyzes content
and behaviour in real time, enabling key applicsito be deployed right at the network
edge, where they are most effective at protectirigrprise networks. They provide a critical
layer of real-time, network-based antivirus pratactthat complements host-based antivirus
software and supports “defense-in-depth”strategidsout compromising performance or
cost. They can be deployed to provide antivirusgqmtton, antispam protection and content
filtering in conjunction with existing firewall, VIR, and related devices, or to provide
complete network protection.

The FortiGate series support the IPSec industndsta for VPN, allowing VPNSs to be
configured between a FortiGate model and any cbegiateway/firewall that supports IPSec
VPN. The FortiGate series also provide SSL VPNises/

The FortiGate’s firewall, VPN, antivirus and intios prevention functionality are within the
scope of this evaluation. Features such as antispament filtering and traffic shaping have
been placed outside the TOE boundary for this ei@n. Section 2 provides a detailed
description of the product functionality which ieiuded in the TOE and a list of the product
functionality which is excluded from the TOE.

1.3 CC CONFORMANCE

This ST contains functional requirements based dpoctional components in CC Part 2 as
well as a number of explicitly-defined functionabuirements. The Target of Evaluation
(TOE) for this ST, the FortiGate Unified Threat M@ement Solution, is therefore
conformant with CC Part 2 extended.

* Network Address Translation is only applied aiarinformation flow has been allowed by the ruldsol
implement the FortiGate’s security policy enforcameror this reason the use of NAT by the Forté3atnot
a security relevant feature of the TOE.
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The TOE for this ST is conformant with the IntrusiDetection System Sensor Protection
Profile (IDSS PP), Version 1.2, April 27, 2005.

The FortiGate Unified Threat Management Soluti@oahcludes security functional
requirements listed in the following Protection fites (PP):

. U.S. Government Traffic-Filter Firewall ProtectiBnofile for Medium
Robustness Environments, Version 1.1, January®, ZDFFW PP MR);

. U.S. Government Firewall Protection Profile for M&d Robustness
Environments, Version 1.0, October 28, 2003 (FWMHD; and

. U.S. Government Virtual Private Network (VPN) Boang Gateway
Protection Profile for Medium Robustness EnvirontagWersion 1.0,
February 23, 2006 (VPN PP MR).

In addition to the security functional requiremeletded by conformance with the IDSS PP
and the requirements taken from the TFFW PP MR,ARWR and VPN PP MR, the TOE
also satisfies the requirements of the followindiidnal functional requirements drawn
from Part 2 of the CC

. FIA_ATD.1(2)’ — User attribute definition (authorized proxy wer
. FIA_ATD.1(3) — User attribute definition (VPN Pegrs

. FMT_MOF.1(8f — Management of security functions behaviour
(cryptographic self-test frequency)

. FMT_MOF.1(9) — Management of security functionsdgbur (audit storage
exhaustion)

. FMT_MOF.1(10) — Management of security functionbdgour (session
termination)

. FMT_MOF.1(11) — Management of security functionbdaour (alarm
acknowledgement)

®The IDSS PP, FW PP MR, TFFW PP MR and VPN PP Mihelude one iteration of the FIA_ATD.1
requirement which specifies user attributes for iatktrators. This ST introduces two additional natéons of
the requirement, in order to define the securitylattes for authorized proxy users and VPN Peers.

® The three MR PPs specify seven iterations of t1&@ AMOF.1 requirement. The IDSS PP introduces an
additional iteration of the requirement which imst8T has been listed as iteration (13). The S3 ialdudes
five additional iterations of the requirement, nwaréd from (8) through (12) to cover features of TGE
which are in addition to the requirements of tha.PP
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. FMT_MOF.1(12) — Management of security functionbdaour (self-tests)
. FMT_MSA.2 — Secure security attributes

«  FMT_MTD.1(1) — Management of TSF data (audit data)

. FMT_MTD.1(5) — Management of TSF data (user accgjunt

. FMT_MTD.1(6) — Management of TSF data (TOE banner)

. FMT_MTD.1(7) — Management of TSF data (AV and IR§hatures)

. FPT_AMT.1 — Abstract Machine Testing

. FPT_FLS.1 — Failure with preservation of securésta

. FRU_FLT.1 — Degraded fault tolerance

Additionally, this ST includes the following explicecurity functional requirements which
are not drawn from any of the PPs listed abovees&€hrequirements were added in order to
specify the Anti Virus and Intrusion Prevention ahilities of the FortiGate Unified Threat
Management Solution.

. FAV_ACT_EXP.1 — Anti Virus Actions
. FIP_ACT_EXP.1 — Intrusion Prevention Actions

Although the TFFW PP MR, the FW PP MR and the VANMR include extended security
assurance requirements, this ST has not used theded requirements and instead has
drawn all of its security assurance requiremerfPart 3 of the CC. Therefore the ST is
conformant with CC Part 3.

The TOE for this ST is conformant to the CC Paas8urance requirements for EAL 4,
augmented with ALC_FLR.3 — Systematic Flaw Remeaiat

"The FW PP MR and TFFW PP MR include four iteragiofithe FMT_MTD.1 requirement. However only the
last three of these iterations describe actualireopents of the TOE. The first of the iterationniended to
allow the ST author to describe additional TSF dasémagement capabilities of the TOE. Since thexdaur
additional TSF data management functions which nede included, these have been given the iteratio
numbers (1), (5), (6) and (7). The VPN PP MR inelsitlvo of the requirements from the FW PP MR and
TFFW PP MR (iterations (2) and (3)) and a third&t®n which in this ST has been given iteratiomber (8).
The IDSS PP adds one additional TSF data managdomariton which has been given iteration number (9)
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1.4 CONVENTIONS

The CC permits four types of operations to be peréa on functional requirements:
selection, assignment, refinement, and iteratitmes€ operations, when performed on
requirements deriving from the PP, or when perfalme requirements that derive from CC
Part 2 and which do not appear in the PP, areifdehin this ST in the following manner:

. Selection: Indicated by surrounding brackets, ¢sglected item]. To
improve readability selections of [none] are getgreot shown, however in
cases where such a selection has been omittedntission is noted in
Section 7.2.

. Assignment: Indicated by surrounding brackets s, e.g., §ssigned
item]. To improve readability assignments nbhg are generally not shown,
however in cases where such an assignment hasbetad, the omission is
noted in Section 7.2.

. Refinement: Refined components are identified reg¢tways; (1) they are
listed in Table 6 - Security Functional Requirensdny using bold text, (2) the
word Refinement: (in bold text) is added to the requirement statanre
Section 5, and a description of the refinementd¢tuided in Section 7.2 IDSS
PP TAILORING. It should be noted that the IDSSiR¢udes numerous
refinements to functional requirements taken froen@€C. However these
refinements are NOT indicated in this document. dilg refinements
marked in this document are those which have besterto the text of the
requirements listed in the IDSS PP or to the tést @quirement drawn from
the CC which is not included in the IDSS PP.

. Iteration: Indicated by assigning a number in ptresis to the end of the
functional component identifier as well as by mguh§ the functional
component title to distinguish between iteratiang,, ‘FDP_IFC.1(1), Subset
information flow control (unauthenticated policgnd ‘FDP_IFC.1(2) Subset
information flow control (authenticated policy)’.

This ST is based on the IDSS PP. As noted preljptiee ST also includes some
requirements taken from CC Part 2 and Part 3 tieahat in the protection profile. The ST
also includes requirements taken from the FW PP M&TFFW PP MR and the VPN PP
MR. Deviations in phrasing from the IDSS PP taxt@oted as refinements. For non-IDSS
PP requirements deviations from the CC text arechas refinements.

1.5 TERMINOLOGY

The following terminology is used in this ST:
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Administrator An Administrator is responsible fatmainistering the TOE. The
TOE has three administrative roles; Audit Admirasbr, Security
Administrator, and Cryptographic Administrator. rAchistration
is performed using the Administrator Interfacescehhtonsist of
the Local Console, Network Web-Based GUI, and Nektvi |.
Wherever possible, the ST uses the specific adtranis role.
However in some instances a function may be availabany
member of one of the three administrative rolesh&se cases the
ST uses the generic term ‘Administrator’ to dertbtd the
function may be performed by any member of an adhtnative
role.

Attack Potential The perceived potential for susaafsan attack, should an attack
be launched, expressed in terms of an attackepserége,
resources and motivation.

Controlled Subject Entity under control of the TQEcurity Policy (TSP).

Presumed Address The TOE can make no claim ag t@e#h address of any source or
destination subject, therefore the TOE can onlyesp that these
addresses are accurate. Therefore, a ‘presumedsaddr used to
identify source and destination addresses.

Protection Profile Both the Common Criteria andtip@t use the term Protection
Profile. The appropriate definitions for both usagéthe term
may be found in Section 10. Within the documerd,dbntext
generally makes it clear which usage is approprtatsvever, for
clarity, the CC usage is generally noted by theelhtion PP
while the Fortinet usage is denoted by spellingtbetcomplete
term.

User A User is an entity that uses the TOE's sesvic pass information
through the TOE over the Network Interfaces. Aatlzation is
required for some services. An ‘authenticated pnosgr’ denotes
a user who has been identified and authenticatedebyOE.

Local Console A management console (may be a canprkstation or VT100
type terminal) connected directly to the TOE. Alilgh the Local
Console falls outside the TOE Boundary it is lodatethe same
physical location as the TOE and therefore is plediwith the
same physical protection as is provided for the TOE

Network Management A computer located remotely from the TOE but whihble to
Station establish a network connection to the TOE. The gdtw
Management Station falls outside the TOE Boundary.
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Firewall Rules Firewall rules are configuration graeters set by the Security
Administrator that allow or deny data flow throuthie TOE.
These rules may optionally include the use ofanfall protection
profile that enforces Anti-Virus (AV) and Intrusidirevention
System (IPS) configuration parameters.

1.6  DOCUMENT ORGANIZATION

Section 1, Introduction, provides the document gangent and overview information
necessary to identify the ST along with referentodbe PP to which conformance is being
claimed.

Section 2, Target of Evaluation Description, dedittee TOE and establishes the context of
the TOE by referencing generalized security requoets.

Section 3, TOE Security Environment, describesttpgected environment in which the TOE
is to be used. This section defines the set eftisrthat are relevant to the secure operation
of the TOE, organizational security policies withieh the TOE must comply, and secure
usage assumptions applicable to this analysis.

Section 4, Security Objectives, defines the sekectirity objectives to be satisfied by the
TOE and by the TOE operating environment.

Section 5, IT Security Requirements, specifiessdémurity functional and assurance
requirements that must be satisfied by the TOEthadnformation Technology (IT)
environment.

Section 6, TOE Summary Specification, describes#uairity functions and assurance
measures that are included in the TOE to enalderniteet the IT security functional and
assurance requirements.

Section 7, Protection Profile Claims, provides refee to the PP to which adherence is
claimed by this ST. This section also describesctianges that were made with respect to
the PP.

Section 8, Rationale, provides rationale to denratesthat each section of the ST is
traceable to previous sections. It provides rati@mhat the security objectives satisfy the
threats and policies, that the security functiarad assurance functional requirements satisfy
the objectives, and that the TOE summary spedifioadatisfies the security requirements.
This section also presents rationale for any depecids that are not satisfied, a rationale for
the Strength of Function (SOF) claim, and a ratiefar the explicit requirements.

Section 9, References, provides background maferifdirther investigation by users of the
ST.
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Section 10, Terminology, provides definitions fpesific terms used in the ST.

Section 11, Acronyms, Abbreviations, and Initialiaas, provides expansions for the
acronyms, abbreviations, and initializations thratw@sed in the document. Common CC
terminology has been excluded from this list.
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2 TARGET OF EVALUATION DESCRIPTION
2.1 SCOPE AND BOUNDARIES OF EVALUATED CONFIGURATION

2.1.1 Physical Boundary
2.1.1.1 Physical Configuration

The FortiGate-50B, 200A, 300A, 310B, 500A, 800,0A03016B, 3600, 3600A, 3810A-E4
and FortiWiFi-50B are stand-alone appliances tlbata@ require supporting hardware. The
FortiGate-5001SX, 50001FA2 and 5001A-DW are Uniflénteat Management Solution
modules (blades) that may be installed in the Bartie-5050 or 5140 chassis, each of which
is capable of holding multiple blades. The chasspports the blades by providing
mounting, power and cooling fans only. As netwanki management interfaces are part of
the blade itself, each blade acts as an indepentefied Threat Management Solution.

Each member of the series of FortiGate Unified &hManagement Solutions, termed a
FortiGate unit, consists of custom hardware andviiare. The FortiGate unit consists of the
following major components: FortiOS FIPS-CC compiifrmware, processor, memory,
FortiASIC™, and /O interfaces. The FortiGate-3806ortiGate-3810-E4 and FortiGate-
5001SX models offer dual processors in order toei@ee performance. All models share a
common software platform and use a proprietary &pfibn-Specific Integrated Circuit
(FortiASIC™) to improve performance. The FortiAS¥ds a hardware device which forms
part of the FIPS 140-2 validated cryptographic medised by each FortiGate unit. The
FortiASIC™ performs security and content processing

2.1.1.2 Physical Interfaces

The FortiGate units have the interfaces definetiable 2.

Interfaces
Log Storage
Product Network (Ethernet) Administrator Interfaces Typg and
Interfaces Maximum
Size
No. Speed Local Console Network| 2
RAM
FortiGate-50B 5 | 10/100 RS232/RJ-45 Yes Configurable
Base-T 612KB —
3.2MB
RAM
FortiGate-200A g | 10100 RS232/RJ-45 Yes Configurable
Base-T 648KB —
25.6MB
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Interfaces

Log Storage

Network (Ethernet) - Type and
Product Interfaces Administrator Interfaces Maximum
Size
No. Speed Local Console Network| 'z
FortiGate-300A 6 | L0100 RS232/DB-9 Yes Hard Drive
RAM
. 10/100/1000 Configurable
FortiGate-310B 10 Base-T RS232/RJ-45 Yes 648KB —
51.2MB
8 10/100
FortiGate-500A Base-T RS232/RJ-45 Yes Hard Drive
10/100/1000 30 GP’
2
Base-T
4 10/100/1000
FortiGate-800 Base-T RS232/RJ-45 Yes Hard Drive
4 | 10/100 30 GB
Base-T
RAM
FortiGate-1000A 10 | 10/100/1000 | RS232/RJ-45 Yes Configurable
Base-T 864KB —
51.2MB
2 10/100 RAM
Base T Configurable
FortiGate-3016B 16 | 1GBitSFP | RS232/RJ-45 Yes v
1 AMC Card 102.4MB
Slof
1 10/100
Base T
4 1000
) Base SX .
FortiGate-3600 RS232/DB-9 Yes Hard Drive
1000
2 15GB
Base-T
2 1 GBit SFP
1 AMC Card
Slof
8 éO/ 109 RAM
ase i
FortiGate-3600A  [5T 1 GEtSEP | RS232/RJ-45 ves | Jonngurable
1 AMC Card 102.4MB
Slof

® The hard drives have 40 GB capacity, of which #§%eserved for audit logs.

°® AMC cards are like mini-blades, hot-swappable psuing multiple connectors per card.
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Interf
nieriaces Log Storage
Network (Ethernet) - Type and
Product Interfaces Administrator Interfaces Maximum
Size
No. Speed Local Console Network| 'z
8 éO/lO(_)l_/looo RAM
. ase- Configurable
FortiGate-3810A-E4 [ 1 GBit SFP RS232/RJ-45 Yes 17MB —
4 AMC Card 204.8MB
Slof
4 10/100/1000 RAM
FortiGate-5001SX Base T RS232/DB-9 Yes i?(;r:\}‘llgurable
4 1 GBit SFP 162.4MB
4 10/100/1000
Base T
2 1 GB_lt SFP RAM
FortiGate-5001FA2 1 GBIt SFP RS232/DB-9 Y Configurable
ortitate- 2 | (hardware - es L7MB —
accel_erated) 102.4MB
1 GBit SFP
2 (hardware
accelerated)
RAM
. 1000 Configurable
FortiGate-5001A-DW | 2 Base-T RS232/RJ-45 Yes 17MB —
102.4MB
5 10/100 RAM
FOrtiWiFi-508 Base-T RS232/RJ-45 ves | Configurable
, | WiFi802.11b 612KB —
and 802.11g 3.2mMB

Table 2 - FortiGate Unified Threat Management Solubn Interfaces

The FortiGate units may be securely administeret the external or internal networks or
locally within the secure area. Depending on tleeleh, the FortiGate unit provides the
following administration options:

* A dedicated console port is available on all maddlse port is RS232 with
either a DB-9 or RJ-45 connector. When connededterminal which
supports VT100 emulation, the console port alloweceas to the FortiGate unit
via a Command Line Interface (CLI). This Local ColesCLI permits a
Security Administrator to configure the FortiGatatumonitor its operation
and examine the audit logs that are created.

* On all models remote administration may be perfarwia any network port
that has been configured by a Security Administraed@llow HTTPS (for the
Network Web-Based GUI) and SSH (for the Network Xataffic. When
connected to a Network Management Station, thisgrovides remote access
to the Network CLI or to the Network Web-Based Gldt allows an
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authorized administrator to configure the FortiGatet, monitor its operation
and examine the audit logs that are created,;

* On models equipped with a USB port the Cryptogragtdministrator may
perform key loading using a FortiUSB token;

* On all models, the Security Administrator may cgafe automatic Anti-Virus
and IPS updates, from the FortiGuard Distributienv8r; and

* Models FortiGate-300A, 500A, 800, 1000A, 3016B, B6B600A and 3810A-
E4 are equipped with a Local Control Panel. Tipaiirportion of this panel is
disabled in FIPS-CC mode, but the LCD portion pdesilimited status
information to the Administrator.

The FortiGate units are designed to be installedused in an environment that is
configured and controlled in accordance with adstrator guidance that is supplied with the
product.

2.1.1.3 TOE Boundary - Single-Unit Configuration

In the Single-Unit configuration, which is suppattey all of the FortiGate series, the TOE
consists of a single FortiGate. The FortiGateesecontrol network access by implementing
the classic firewall concepts, in which the fireliallinked to two or more networks and
controls the transfer of data between the netwoiltee configuration supports additional
networks, each of which is physically connectedre of the Network Interfaces identified
in Table 2.

Figure 1 shows an example of a single FortiGateiatiad information flow between two
networks. One of the networks provides accesked-ortiGuard Distribution Server, which
permits Anti-Virus and IPS updates to be downloaded

The Local Console, located within a Secure Area,tisrminal or general purpose computer
with a standard serial interface and optional etbeinterfaces. A serial port is required to
administer the TOE via the Local Console CLI.

The Network Management Station is a terminal oregalnpurpose computer with a standard
network interface which is used to remotely adn@rishe TOE using the Network Web-
Based GUI or Network CLI.
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Network

Network Management

Station
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FortiGate Unit —
Local Console
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‘ Network Management
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O Ao Y BO
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Figure 1 — Single Unit FortiGate Unified Threat Maragement Solution Network
Configuration

2.1.1.4 TOE Boundary - High-Availability Configuration

In the High-Availability (HA) configuration, whicks supported by all of the FortiGate
series, the TOE consists of a two or more FortiGateerconnected to form a FortiGate
Cluster. The FortiGate Cluster controls networkegs by implementing the classic firewall
concepts, in which the firewall is linked to tworapre networks and controls the transfer of
data between the networks. The configuration supalditional networks, each of which is
physically connected to one of the Network Integfacentified in Table 2.
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Figure 2 shows three FortiGates of the same typégroed in High Availability mode to
form a FortiGate Cluster. A FortiGate Cluster nhayconfigured to work in active-passive
mode for failover protection or in active-active eiedfor failover protection and load
balancing. Both active-passive mode and activeaatode are part of the evaluated
configuration of the TOE. The cluster units shetege and configuration information over a
dedicated High Availability Link. One of the netiks provides access to the FortiGuard
Distribution Server, which permits Anti-Virus anédS updates to be downloaded.

The Local Console, located within a Secure Area,tisrminal or general purpose computer
with a standard serial interface and optional etbeinterfaces. A serial port is required to
administer the TOE via the Local Console CLI.

The Network Management Station is a terminal oregalnpurpose computer with a standard
network interface to remotely administer the TOlgshe Network Web-Based GUI or
Network CLI.

Network

Network Management
Station

Secure Area
TOE Boundary
FortiGate Cluster
FortiGate units £8000000000000|boooo e S /B
\~I L ] | | | | (MEN = wmuwg] | | ] rm | E
Local Console
Network I:I

=
 —

Network Management
Station

Figure 2 — High Availability FortiGate Unified Thre at Management Solution
Configuration
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2.1.2 Logical Boundary

The logical boundary of the TOE includes all indeds and functions within the physical
boundary that are not specifically excluded in Bec.1.3.

2.1.2.1 Loaqgical Interfaces

Table 3 describes each of the interfaces thatnataded in the TOE in terms of the external

entity to which it connects, the interface datd tharansferred, the purpose of the interface
and the protocol used for the transfer.

External Entity Interface Data Interface Purpose Piotocol(s)
Network Administration Allow remote administration SSH
Management Data using the CLI command interface
Station
Network Administration Allow administration using the | HTTPS
Management Data Web-Based GUI.
Station
Certificate Server| Certificates/CRL Transfer diedies and X.509
certificate revocation lists to the
FortiGate.
VPN Peer/Server| VPN Configuration of VPN tunnels IPSec/IKE
Configuration between the FortiGate and a
remote peer or server.
Local Console Administration | Allow local administration using | Serial
Data the CLI command interface
Local Console Alarms Transfer alarms to the local Serial
console.
Network User User Data Send and receive user data | TCP/IP and
to/from the Network Users. protocols
built on it.
FortiGate Cluster| High Availability| Exchange data to configure and| FortiGate
Data synchronize the FortiGates that | Clustering
form a High Availability cluster. | Protocol
(FGCP)
Fortinet's AV/Attack Transfer anti-virus and attack TCP/IP and
FortiGuard Updates updates from Fortinet to the protocols
Distribution FortiGate Unit. built on it.
Server
FortiUSB Keys Allow the Cryptographic Serial (USB)
Administrator to load
cryptographic keys.

Table 3 - FortiGate Interfaces
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2.1.2.2 Functions Included in the TOE

The function of the FortiGate Series is to isotate or more networks from each other and
arbitrate the information transfers between thedworks. Arbitration is based on a set of
policies (rules) that are established by the Sgcddministrator and applied to each data
packet that flows through the system. The TOEteatais all data that travels through it from
one network to another.

The FortiGate has a FIPS-CC Mode which, when enddiyehe Security Administrator,
provides the capability claimed in this ST. FIPS-Mode provides initial default values,
makes excluded features unavailable by defaultesfoices the FIPS configuration
requirements.

Table 4 summarizes the FortiGate features thanhaheded in the TOE.

Feature Description

Access Control The FortiGate Unified Threat Managenh$olution provides a role-
based access control capability to ensure thatautlyorized
administrators are able to administer the FortiGaie

Administration The FortiGate provides management capabilitieavext-based
(Network CLI) Network CLI interface.

Administration The FortiGate provides management capabilitieavext-based
(Local Console Local Console CLI.

CLI)

Administration The FortiGate provides a Network Web-Based GUIeased via
(Network Web- HTTPS, for system management and configuration.

Based GUI)

Alarms and Alerts | The FortiGate provides audibld wisible alarms that announce
detected security policy violations.

Anti-Virus The FortiGate Series provides anti-vipustection for web
HyperText Transfer Protocol (HTTP), File Transfeot®col (FTP),
and email (Simple Mail Transfer Protocol (SMTP)sROffice
Protocol Version 3 (POP3), and Internet Messageess®rotocol
(IMAP)) content as it passes through the FortiGatie

Authentication The FortiGate implements a usernantepassword mechanism fo
identification and authentication.

Authentication The FortiGate Firewall Policy may be configuredaquire

(Firewall Policy authentication by the user before the informatlowfis enabled for

Authentication) that user.

Certificate The FortiGate provides the ability to obtain céstifes and certificate

Management revocation lists from an external certificate masragnt server.

Cryptography The FortiGate incorporates a FIPS 24@lidated cryptographic
module.
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Feature Description
Firewall The FortiGate Unified Threat Management Solutioplements a
(Information Flow | stateful traffic filtering firewall. Informationléw is restricted to that
Control) permitted by a policy (set of rules) defined by Sexurity

Administrator. The default policy is restrictiviee(, no traffic flows
without Security Administrator action to configypelicy).

FortiUSB The FortiGate provides for key loading thia USB port.

High Availability The FortiGate Series provides a high availabildpability between
(FortiGate Cluster) two or more identical units communicating via thetiGate _

clustering protocol. Two modes of operation angpsuted: active-
passive for failover protection and active-actigefailover
protection and load balancing.

ICMP The FortiGate responds to Internet Control 84e Protocol (ICMP
pings without requiring that the user be authetdida It also passes
ICMP through in accordance with policies.

Intrusion The FortiGate uses signatures to detect and preweatks to the data
Prevention passing through it. The intrusion prevention sys{tPS) attack
signatures can be updated manually or the FortiGaitecan be
configured to automatically download updates. TRETalso
includes local anomaly detection to protect itfelin direct attacks
such as denial of service (DOS) attacks.

Logging The FortiGate supports management activities fafigaration of

(management) logging, retention of logs, archiving of logs, amatking up of logs.

Logging Logging is performed and data is stored in memaritten to hard

(recording) disk, or written to a FLASH memory card, dependimgthe model.

Protection Profil® | Protection profiles are used to configure antitsiprotection, and
IPS.

Proxies Firewall rules may be defined that areiapple only to users who

have authenticated to the firewall in order to aggoxy service.
The evaluated configuration only supports userenttbation for the
FTP, HTTP and Telnet protocols.

Residual Data All residual information in any resmmiis over-written or otherwise
destroyed such that it cannot be reused or otheragsessed either
inadvertently or deliberately.

Static Routing Static routes are configured byrde§ the destination IP address
and netmask of packets that the FortiGate unittenided to
intercept, and specifying a (gateway) IP addresghiose packets.
The gateway address specifies the next-hop romte&hich traffic
will be routed.

Self-test The FortiGate performs self-tests of bthcryptographic and the
non-cryptographic functions.

1 The term 'Protection Profile' is also used by iRettand is not to be confused with the CC ternuigyl
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Feature Description

Time The FortiGate maintains internal time on aesysclock, settable by
the Security Administrator. This clock is used witiene stamps are

generated.

VPN The FortiGate supports Virtual Private Netwarki{VPN) using SSL
or IPSec to provide a secure connection betweealwigkparated
office networks or securely link telecommutersrawvellers to an

office network.

Table 4 - Features Included in the TOE
2.1.3 Exclusions

The FortiGate provides more capability than is gailaimed in the ST. When FIPS-CC
Mode is enabled to place the TOE into the evaluatediguration, the excluded features are
not enabled. With the exception of dynamic routangl the local control panel, the excluded
features could be enabled by an Administrator thabg would contravene the CC-specific

guidance that is provided to the Administrator. althe TOE is in FIPS-CC Mode the
dynamic routing function and access via the localtiol panel are disabled and can not be
enabled without exiting FIPS-CC Mode.

Table 5 presents a summary of the features thabataded from the TOE. These features
do not contribute to any of the SFRs claimed is 8iT.

Feature
Excluded

Description

Administration
(FortiManager)

Multiple FortiGate units may be managed by a Foatilsiger Server.

Administration
(Local Control
Panel)

The FortiGate provides a limited management interfda a LCD and associated buttons
Input via this interface is disabled in FIPS-CC Mod

Alert Emails

In addition to alerts, the FortiGasnde configured to provide email notification.

Authentication
(Active
Directory)

Windows Active Directory Server may be used to enotftate users.

Authentication
(RADIUS)

The FortiGate provides an option of using an exteRADIUS Server for administrator
authentication.

Authentication
(User Group

Firewall Policy
Authentication)

The FortiGate Firewall Policy may be configuredequire authentication by user groups
before the information flow is enabled. A userugras a list of users or Radius Servers, or
LDAP servers. These groups may be used in thevBif€olicy to require authentication
by group rather than individually.

Authentication

The FortiGate provides an option of using an extebDAP Server for authentication.

(LDAP)
Backup The FortiGate provides a means by which the SgcAdministrator can back up the
Configuration configuration.
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Feature Description
Excluded
DHCP The FortiGate can operate as a DHCP ServeagadDHCP relay.
Differentiated The FortiGate supports differentiated servicesleied by Request for Comments (RFQ)
Services 2474 and RFC 2475.
DNS The FortiGate can operate as a DNS server aadiNS relay.

Dynamic Routing

Dynamic routes are configured tigltodynamic routing protocols that enable the Fatés
unit to automatically share information about reutéth neighbouring routers and learn
about routes and networks advertised by neighbgudaters.

Engine Update

The FortiGate anti-virus and IPSmagimay be updated.

Firmware Update

The FortiGate firmware may be updathrough
a. SSL/TLS link (default method); or

b. bootstrap Trivial File Transfer Protocol (TFTtB)install new firmware or replace
existing configuration or firmware (disabled in BFfCC Mode).

Instant The FortiGate unit is able to check Instant MegsggiM) communications and block, rate

Messaging limit, pass, and bandwidth limit the IM traffic.his capability of the TOE is excluded from
the evaluation. However, a FortiGate unit is alapable of scanning IM/P2P traffic for
viruses and this capability is included in the eadibn.

IPv6 Both an IPv4 and an IPv6 address may be assigmany interface on a FortiGate unit. The
interface functions as two interfaces, one for Haddiressed packets and another for IPv6
addressed packets. The FortiGate series supptitt 8iuting, periodic router
advertisements, and tunneling of IPv6-addressdiittaver an IPv4-addressed network.

Logging The FortiGate unit is able to send log infation to external servers (e.g., FortiAnalyzer,
(formerly known as FortiLog) Server, ftp, Syslog\&, tftp, or WebTrends Server).

NTP Clock The FortiGate internal clock may be set through NTP

Setting

Online Help and
Documentation

The online help and documentation supplementsxttezreal administrative and user
documents.

Proxies

The FortiGate supports FTP, HTTP/HTTPS, MROP3, SMTP, and Telnet proxies for
firewall users. Firewall rules may be defined tha applicable only to users who have
authenticated to the firewall to use one of thesxips. The evaluated configuration only
supports user authentication for FTP, HTTP, anaédtel

Replacement
Messages

The Security Administrator may configure replacetmaassages to customize alert emai
and information that the FortiGate unit adds totenhstreams such as email messages,
pages and FTP sessions. The FortiGate unit adtegpent messages to a variety of
content streams. For example, if a virus is foundn email message attachment, the
attached file is removed from the email and replagith a replacement message. The same
process applies to pages blocked by web-filterimdjemail blocked by spam filtering.

SMTP Server

The Simple Mail Transfer Protocol (SMidused to send alert emails from the FortiGate.

SNMP

The FortiGate unit is able to transfer staégrmation to a Simple Network Management
Protocol (SNMP) Manager.

Spam Filter
(Email Filtering)

Email filtering can be configured to scan all IMARd POP3 email content for unwanted
senders or for unwanted content.
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Feature
Excluded

Description

Support to Flaw
Remediation

The FortiGate unit provides a means of sendingrbpgrts to Fortinet in aid of flaw
remediation.

Traffic Shaping

The FortiGate unit can be configure restrict traffic based on bandwidth and tineaffic
Shaping controls the bandwidth available to and get priority of the traffic. The
FortiGate can provide a guaranteed bandwidth, maxirbandwidth, and traffic priorities.

Troubleshooting
Support

The FortiGate unit provides a capability of sendirmybleshooting data directly to Fortinet.

USB Disk
Support

The FortiGate-500A provides support for a Unive3atial Bus (USB) disk on which
firmware and configuration data may be stored.

Virtual domain

FortiGate virtual domains provide ltiple logical firewalls in a single FortiGate ungo
that one FortiGate unit can provide exclusive fishand services to multiple networks.
Traffic from each network is effectively separafesm every other network.

VLAN

The FortiGate supports Virtual Local Area Netik (VLAN) as a sub interface attached tq
physical interface port.

Web Content

Web content filtering can be configured to scan lallodk all HTTP content protocol

Filtering streams for Uniform Resource Locators (URLS) onfieb page content. If a match is
found between a URL on the URL block list, or ifvab page is found to contain a word o
phrase in the content block list, the FortiGateckdothe web page. The blocked web page
replaced with a message that an administrator démgng the web-based manager.

Zone The FortiGate supports the use of a zoneshsrghand notation to form a group of relate

interfaces and VLAN sub interfaces.

Table 5 - Features Excluded from the TOE

2.2 SECURITY FUNCTIONAL POLICIES

This Security Target references four informatia@wflcontrol Security Functional Policies

(SFPs):

. the UNAUTHENTICATED INFORMATION FLOW SFP;

. the AUTHENTICATED INFORMATION FLOW SFP;

. the UNAUTHENTICATED TOE SERVICES SFP; and

. the VPN SFP.

For the UNAUTHENTICATED INFORMATION FLOW SFP, thaibjects under control of
this policy are the TOE interfaces that connectriauthenticated users on an internal or
external network sending information through theERO other destinations on the internal
or external network. The information flowing betwieibjects in the policy is traffic with
attributes, defined in FDP_IFF.1.1(1), includingisze and destination addresses. The rules
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that define the SFP are found in FDP_IFF.1.2(MMTEMSA.3(1) requires that these rules
be assigned restrictive initial values. FMT_MSArisures that the rules are subsequently
managed only by the Security Administrator.

For the AUTHENTICATED INFORMATION FLOW SFP, the gelts under control of this
policy are the TOE interfaces that connect to antihated users on an internal or external
network sending information through the TOE to otihestinations on the internal or
external network. The information flowing betweergcts in the policy is traffic with
attributes, defined in FDP_IFF.1.1(2), includingisze and destination addresses. The rules
that define the SFP are found in FDP_IFF.1.2(MMTEMSA.3(1) requires that these rules
be assigned restrictive initial values. FMT_MSArisures that the rules are subsequently
managed only by the Security Administrator.

For the UNAUTHENTICATED TOE SERVICES SFP, the subgeunder control of this
policy are the TOE interfaces that connect unadita&ted users on an internal or external
network sending information to or receiving infoma from the TOE. The information
flowing between subjects in the policy is traffitthvattributes, defined in FDP_IFF.1.1(3),
including source and destination addresses. Tles thht define the SFP are found in
FDP_IFF.1.2(3). FMT_MSA.3(2) requires that thesles be assigned restrictive initial
values. FMT_MSA.1 and FMT_MOF.1(4) ensure thatrtiles are subsequently managed
only by the Security Administrator.

For the VPN SFP, the subjects under control ofpbigcy are the TOE interfaces that
connect authenticated VPN Remote Devices on amigter external network sending
information to or receiving information from the EO The information flowing between
subjects in the policy is traffic with attributetefined in FDP_IFF.1.1(4), including source
and destination addresses. The rules that défen&EP are found in FDP_IFF.1.2(4).
FMT_MSA.3(1) requires that these rules be assigasttictive initial values. FMT_MSA.1
ensures that the rules are subsequently managgtwithe Security Administrator.

2.3 TOE DATA

2.3.1 TSF Data
The TOE retains TSF Configuration Data, consistihg

* Potential Violation Analysis Ruleset;

e Cryptographic Data,;

« Alarm Configuration;

e Audit Configuration;

» Identification and Authentication Data (User Attribs);

* Role/Permission Data;

* Time Data;

* Self-Test Parameters;

* Information Flow Policy Ruleset, including ProtexctiProfiles;
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* TOE Services Configuration;

« TSF Data Limits On Transport-Layer Resources Antdohs If Exceeded;

e TSF Data Limits On Connection-Oriented Resourceg Actions If Exceeded;
e TOE Access Banners;

e Trusted Channel Definition Parameters; and

* Trusted Path Definition Parameters.

The TOE retains TSF Operational Data, consisting of
e Audit Records;
e Alarm Data;
* Session Data;
e Trusted Channel Usage;
e Trusted Paths Usage;

e Transport-Layer Resource Usage; and
* Connection-Oriented Resource Usage.

2.3.2 User Data
The TOE mediates the following User Data, based dafined information flow policy:

* Information Flows to/from the TOE.
The TOE responds to the following User Data, based defined TOE services policy:

* TOE Service Request.

2.3.3 Security Attributes
The following security attributes are defined:

Unauthenticated Policy Attributes;

Authenticated Policy Attributes;

Unauthenticated TOE Services Policy Attributes; and
VPN Policy Attributes.

2.4 SUMMARY OF TOE SECURITY FUNCTIONS

2.4.1 Ildentification and Authentication

All administration requires authentication by a BNityle user identification (ID) and
password mechanism. Administration may eitherdxéopmed locally using the Local
Console CLI or remotely using the Network Web-Ba&&dl or Network CLI. TOE users
are required to authenticate in order to use so@¥e 3Jervices. Remote authentication data
is protected via encryption (trusted path).
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2.4.2 Administration

The TOE provides remote and local administrativerfaces that permit the administrative
roles to configure and manage the TOE. In eatheofwo evaluated configurations (i.e., the
Single-Unit Configuration, as shown in Figure 1 andigh-Availability Configuration, as
shown in Figure 2), the TOE is connected to twmore networks and remote
administration data flows from a Network Managentetattion to the TOE. In each
configuration there is also a Local Console, lodatghin a Secure Area, with an interface to
the TOE.

The TOE provides three separate administrativesr@eyptographic Administrator, Audit
Administrator and Security Administrator. A uses@ned to the Cryptographic
Administrator role is responsible for the configima and maintenance of cryptographic
elements related to the establishment of secuneextions to and from the TOE. A user
assigned to the Audit Administrator role is theyomser permitted to delete audit data. A
user assigned to the Security Administrator rolesponsible for all other administrative
tasks (e.g., creating the TOE security policy) aadressed by the other two administrative
roles.

In this Security Target the terms Cryptographic Austrator, Audit Administrator and
Security Administrator refer to an administrativeeuassigned to that role. For instance,
Audit Administrator is an administrative user whasstbeen assigned the audit administrator
role. The terms Administrator and Administrataeter to administrative users that have
been assigned one of the Administrator roles.

2.4.3 Information Flow Control

The TOE provides interfaces to a defined set oivagts and mediates information flow
among these networks. The two evaluated configursiare the Single-Unit Configuration,
as shown in Figure 1 and a High-Availability Configtion, as shown in Figure 2. In both of
these configurations the TOE is connected to twmare networks and user data flows from
a connected network, through the TOE, to a condeuévork.

Section 5.1 ‘TOE Functional Security Requiremedtfines the minimum set of
configurable security attributes required to permniteny information flows to or through
the TOE. The set of security attributes includess such as source and destination
identification, service identifiers, and user auti@ation. The TOE Security Administrator
configures the security attributes to construct @nmore access control rules as part of a
security policy on the TOE. The TOE implementatiomsists of one or more ‘rulesets’ that
are subsequently applied to one or more TOE irntegfa Packets arriving at the TOE
interface are compared to the security attributebe ‘rulesets’. When the packet attributes
‘match’ the rules security attributes, that paaketonnection is approved. In addition to
restricting access via the rules, the TOE mustigeé@end maintain ‘state’ information for
all approved connections mediated by the TOE. TIQE utilizes the ‘state’ information to
monitor the status of an approved connection atfidata incoming packets purporting to be
part of an approved connection. The FDP_IFF.1.8irement defines the minimum sets of
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‘state’ attributes required by the TOE. AdditioM&®E requirements such as controls on half-
open connections are included to assist the Sgdlininistrator with managing the
resources utilized by maintaining ‘state’ infornaati The TOE is required to perform a
complete reassembly of all packet fragments paanéking an access control decision on
the packet.

As mentioned at the beginning of the previous paaly the ST defines a minimal set of
security attributes required to permit informatfows to or through the TOE. The same
security attributes discussed above apply to ctimgoaccess to services residing on the
TOE. This ST includes Internet Control Messagdadaa (ICMP) as a required
unauthenticated information flow to the TOE. THeH provides the Security Administrator
with the capability of enabling or disabling ICMBtd to or from the TOE. When ICMP is
enabled, the security attributes defined in the HPP.1.3(3) requirement, including control
of the ICMP message types are available to therBg@&dministrator. An additional
requirement for unauthenticated SMTP informati@wfis identified in FIA_UAU.1(2) and
also meets the requirements in FDP_IFF.1.1(1). TOE also supports authenticated
information flows and the authentication requiretmendentified in FIA_UAU.2. Remote
administration is also supported by the TOE.

2.4.4 Trusted Channel/Path

The TOE provides encrypted communications. Truptgt refers to the encrypted
connection used to authenticate an external hursanwith the TOE. Trusted channel
refers to the encrypted connection between the axEan external trusted IT entity.

A trusted path communication is required for thehantication of remote administrators and
users of TOE services that require authenticafloremote administrator's communication
remains encrypted throughout the remote session.

The TOE requires an encrypted trusted channeldomeunication with Fortinet's
FortiGuard Distribution Server.

2.4.5 Encryption

Section 5.1.2 ‘Cryptographic Support’ defines theimum set of cryptographic attributes
required by the TOE. The TOE’s cryptographic me¢s) are FIPS PUB 140-2 validated
and meet Security Level 2 overall and Security L8vier the following: cryptographic
module ports and interfaces, roles, services atttkatication , cryptographic key
management and design assurance. The TOE genandtesstributes symmetric and
asymmetric keys. The implementation selection&kéyrgeneration and key distribution are
provided in Section 5.1.2. The TOE performs da@ygtion/decryption using the Advanced
Encryption Standard (AES) algorithm with a minimigy size of 128 bits. Additional
requirements for key destruction, digital signatgeaeration/verification, random number
generation and cryptographic hashing are providegkiction 5.1.2.
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2.4.6 Audit

Section 5.1.1 ‘Security Audit (FAU)’ describes thOE’s generation of audit records, alarms
and audit management. Table 7 in the FAU_GEN.(@iirement lists the set of auditable
events. FAU_SEL.1 identifies the attributes thatavailable to the Security Administrator
for configuring the events that are audited onTid&. Each auditable event generates an
audit record. Table 7 also provides a list ofilatiies that are included in each audit record.

In addition to generating audit records, the TOitoos auditible events and provides a
Security Administrator configurable threshold fatekrmining a potential security violation.
Once the TOE has detected a potential securitatiool, an alarm message is displayed at
the TOE’s local console as well as each active teradministrative session. The alarm
message is also displayed at any remote admimgrsessions which become active before
the alarm is acknowledged. The message contagngatential security violation and all
audit records associated with the potential sgcurdation. The message will be displayed
at the various consoles until administrator ackmalgement of the message has occurred.
Additionally, the Security Administrator can condig the TOE to generate an audible alarm
to indicate a potential security violation.

As mentioned in the ‘Administration’ section abottee Audit Administrator’s role is
restricted to viewing the contents of the audibrds and the deletion of the audit trail. The
TOE provides the Audit Administrator with a sortiagd searching capability to improve
audit analysis. The Security Administrator confegiauditable events, backs-up audit data
and manages audit data storage. The TOE proviéeSdburity Administrator with a
configurable audit trail threshold to track theratge capacity of the audit trail. As soon as
the threshold is met, the TOE displays a messatieeisame fashion as for potential security
violations, including the option of the audiblerata If log rolling is not enabled, when the
TOE reaches the audit storage capacity threshwdT ©E will enter its FIPS-CC Error
Mode which prevents all auditable events exceptHfose events resulting from actions
taken by the Security and Audit Administrators ¢orect the audit storage problem. If log
rolling is enabled and the audit log becomes thi, TOE will overwrite the oldest audit
records in the audit trail.

2.4.7 Self-Protection

The TOE provides self-protection functionality tosare continued correct operation. Self-
test functions are provided to detect problemsperation and respond to problems in a
defined, repeatable manner. Failure of any self¢auses the TOE to enter its FIPS-CC
Error Mode. Administrator intervention is then u@gd to return the TOE to normal
operations. Additionally, the TOE protects itd®}frejecting replay of communications,
avoiding overload of its interfaces, managing sessiand restricting information released
on banners.
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3 TOE SECURITY ENVIRONMENT
3.1 ASSUMPTIONS

The specific conditions below are assumed to @xigte TOE environment.

A.ACCESS The TOE has access to all the IT Systemitla
needs to perform its functions.

A.LOCATE The processing resources of the TOE wall b
located within controlled access facilities, which
will prevent unauthorized physical access.

A.MANAGE There will be one or more competent indivals
assigned to manage the TOE and the security of the
information it contains.

A.NO_TOE_BYPAS$! Information cannot flow between external and
internal networks located in different enclaves
without passing through the TOE.

A.NOEVIL The authorized administrators are not tess,
wilfully negligent, or hostile, and will follow and
abide by the instructions provided by the TOE
documentation.

ANOTRST The TOE can only be accessed by authouszeds.

A.PHYSICAL™Y Physical security, commensurate with the value |of
the TOE and the data it contains, is assumed to|be
provided by the environment.

A.PROTCT The TOE hardware and software criticaeaourity
policy enforcement will be protected from
unauthorized physical modification.

! These assumptions were drawn from the FW PP MRTEFW PP MR and the VPN PP MR and are in
addition to the assumptions drawn from the IDSS PP.
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3.2 THREATS
3.2.1 Threats Addressed by the TOE

The threats discussed below are addressed by tke TOe threat agents are either
unauthorized persons or external IT entities nth@ized to use the TOE itself. The threat
agents are assumed to have a low attack potentiadi@ assumed to have a moderate level
of resources and access to all publicly availatiermation about the TOE and potential
methods of attacking the TOE. It is expected thatFortiGate units will be protected to the
extent necessary to ensure that they remain cagshéxthe networks they protect. The
following threats are addressed by the TOE andldHmiread in conjunction with Section
8.1.2 TOE Security Objectives Rationale.

T.ADDRESS_MASQUERADFE A user on one interface may masquerade as a user
on another interface to circumvent the TOE poligy.

T.ADMIN_ERROR" An administrator may incorrectly install or
configure the TOE, or install a corrupted TOE
resulting in ineffective security mechanisms.

T.ADMIN_ROGUE" An administrator’s intentions may become
malicious resulting in user or TOE Security
Function (TSF) data being compromised.

T.AUDIT_COMPROMISE? A malicious user or process may view audit
records, cause audit records to be lost or modified
or prevent future audit records from being recorded
thus masking a user’s action.

T.COMDIS An unauthorized user may attempt to diselthe
data collected by the TOE by bypassing a security
mechanism.

T.COMINT An unauthorized user may attempt to compuise

the integrity of the data collected by the TOE by
bypassing a security mechanism.

T.CRYPTO_COMPROMISE A malicious user or process may cause key, data or
executable code associated with the cryptographic
functionality to be inappropriately accessed

(viewed, modified, or deleted), thus compromise

12 These threats are drawn from the FW PP MR, theATPP MR and the VPN PP MR and are in addition to
those provided in the IDSS PP.
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the cryptographic mechanisms and the data
protected by those mechanisms.

T.FLAWED_DESIGN?

Unintentional or intentional errors in requirensent
specification or design of the TOE may occur,
leading to flaws that may be exploited by a
malicious user or program.

T.FLAWED IMPLEMENTATION"?

Unintentional or intentional errors in
implementation of the TOE design may occur,
leading to flaws that may be exploited by a
malicious user or program.

T.IMPCON

The TOE may be susceptible to improper
configuration by any user, causing potential
intrusions to go undetected.

T.INADVE

Inadvertent activity and access may oconran IT
System which may result in the TOE being affec
by unauthorised usérs

ed

T.INFLUX

An unauthorized user may cause malfunctobmthe
TOE by creating an influx of data that the TOE
cannot handle.

T.INTRUSION*

A malicious agent may attempt to attack the TOE
one of the systems connected to the TOE by pas
information which is designed to damage or
compromise the system which receives the
information.

- or
5Sing

T.LOSSOF

An unauthorized user may attempt to renoove
destroy data collected by the TOE.

T.MALICIOUS_TSF_
COMPROMISE?

A malicious user or process may cause TSF dat
executable code to be inappropriately accessed
(viewed, modified, or deleted).

a Or

T.MASQUERADE"

A user may masquerade as an authorized user ¢

ran

3 The IDSS PP threat was modified in order to idgmtithreat agent and the asset being attacked.

“The T.INTRUSION and T.VIRUS threats are not liste@ny of the PPs referenced in this ST. Thessatkr
were added in order to describe additional threish are countered by the TOE.
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authorized IT entity to gain access to data or TOE

resources.

T.MISACT

Malicious activity, such as introductions Trojan
horses and viruses, may occur on an IT System
which may result in the TOE being affected by
unauthorised usefs

T.MISUSE

Unauthorized accesses and activity indieatf

misuse may occur on an IT System which may
result in the TOE being affected by unauthorised
users?.

T.NOHALT

An unauthorized user may attempt to conmpise
the continuity of the Sensor’s collection
functionality by halting execution of the TOE.

T.POOR_TES¥

Lack of or insufficient tests to demonstrate it
TOE security functions operate correctly (includi
in a fielded TOE) may result in incorrect TOE
behavior being undiscovered thereby causing
potential security vulnerabilities.

T.PRIVIL

An unauthorized user may gain access to the TQ
and exploit system privileges to gain access to T|
security functions and data.

T.REPLAY*?

A user may gain inappropriate access to the TO
replaying authentication information, or may cau
the TOE to be inappropriately configured by

replaying TSF data or security attributes (capture
as it was transmitted during the course of legitem
use).

—

g

DE
OE

12l
D

2d
a

T.RESIDUAL_DATA™

A user or process may gain unauthorized access
data through reallocation of TOE resources from
one user or process to another.

5 to

T.RESOURCE_EXHAUSTIORN

A malicious process or user may block others frg

m

TOE system resources (e.g., connection state japles

via a resource exhaustion denial of service attac

K.

T.SPOOFING?

An entity may mis-represent itself as the TOE to
obtain authentication data.
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T.UNATTENDED_SESSION

A user may gain unauthorized access to an
unattended session.

T.UNAUTHORIZED_ACCES%

A user may gain access to services (either on th
TOE or by sending data through the TOE) for
which they are not authorized according to the T
security policy.

[}

OE

T.UNAUTHORIZED_PEER?

An unauthorized IT entity may attempt to establi
a security association with the TOE.

U7
=

T.UNIDENTIFIED_ACTIONS"

The administrator may fail to notice potential
security violations, thus limiting the administréso
ability to identify and take action against a pbksi
security breach.

T.UNKNOWN_STATE"

When the TOE is initially started or restarteceatt
failure, design flaws, or improper configurations
may cause the security state of the TOE to be
unknown.

T.VIRUS!?

A malicious agent may attempt to pass a virus

through or to the TOE.

3.3 ORGANIZATIONAL SECURITY POLICIES

The TOE must address the organizational securiigips described below.

P.ACCACT Users of the TOE shall be accountable for
their actions within the IDS.
P.ACCESS All data collected by the TOE shall ordy b

used for authorized purposes.

P.ACCESS_BANNER

The TOE shall display an initial banner
describing restrictions of use, legal
agreements, or any other appropriate
information to which users consent by
accessing the system.

!> These policies are drawn from the FW PP MR, thEWFPP MR and the VPN PP MR and are in addition to

those provided drawn from the IDSS PP.
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P.ACCOUNTABILITY?®®

The authorized users of the TOE shall be kJeId

accountable for their actions within the TOE

P.ADMIN_ACCESS®

Administrators shall be able to administer t
TOE both locally and remotely through
protected communications channels.

e

P.CRYPTOGRAPHIC_FUNCTIONS

The TOE shall provide cryptographic
functions for its own use, including
encryption/decryption and digital signature
operations.

P.CRYPTOGRAPHY_VALIDATED®

Where the TOE requires FIPS-approved
security functions, only National Institute of
Standards and Technology (NIST) FIPS
validated cryptography (methods and
implementations) are acceptable for key
management (i.e.; generation, access,
distribution, destruction, handling, and

storage of keys) and cryptographic service$

(i.e.; encryption, decryption, signature,
hashing, key distribution, and random num
generation services).

per

P.DETECT

All events that are indicative of inapprafe
activity that may have resulted from misuse
access, or malicious activity of IT System
assets must be collected.

P.INTEGRITYP

The TOE shall support the Internet
Engineering Task Force (IETH)ternet
Protocol Security Encapsulating Security
Payload(IPSec ESP) as specified in RFC
2406. Sensitive information transmitted to
peer TOE shall apply integrity mechanisms
specified inUse of HMAC-SHA-1-96 within
ESP and AHRFC 2404).

as

P.INTGTY Data collected by the TOE shall be praotect
from modification.
P.MANAGE The TOE shall be manageable only by

authorized users.
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P.PROTCT The TOE shall be protected from
unauthorized accesses and disruptions of
collection activities.

P.VULNERABILITY_ANALYSIS The TOE must undergo appropriate
_TEST® independent vulnerability analysis and
penetration testing to demonstrate that the
TOE is resistant to an attacker possessing
low attack potential.
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4 SECURITY OBJECTIVES

This chapter describes the security objectivesierTOE and the TOE’s operating
environment. The security objectives are divideteen TOE Security Objectives (i.e.,
security objectives addressed directly by the T@xf) Security Objectives for the Operating

Environment (i.e., security objectives
procedural means). The mapping of
organizational security policies along
8.

4.1 TOE SECURITY OBJECTIVES

addressethbyiT domain or by non-technical or
security objestto assumptions, threats and
with theaaale for this mapping is found in Section

This section defines the security objectives thatta be addressed by the TOE.

O.ACCESS

The TOE must allow authorized users tesgonly
appropriate TOE functions and data.

O.ADMIN_ROLE"®

The TOE will provide administrator roles to is@at
administrative actions, and to make the adminisea
functions available locally and remotely.

O.AUDIT_GENERATION®

The TOE will provide the capability to detect and
create records of security-relevant events asmtia
with users.

O.AUDIT_PROTECTION®

The TOE will provide the capability to protect &ud
information.

O.AUDIT_REVIEW*

The TOE will provide the capability to selectively
view audit information, and alert the administrabbr
identified potential security violations.

O.AUDITS

The TOE must record audit records for dateesses
and use of the Sensor functions.

O.CHANGE_MANAGEMENT?®

The configuration of, and all changes to, the TaDd
its development evidence will be analyzed, trackec
and controlled throughout the TOE’s development

S

'8 These objectives are drawn from the FW PP MRT#EW PP MR and the VPN PP MR and are in addition

to those drawn from the IDSS PP.
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O.CORRECT_TSF_OPERATIOR | The TOE will provide the capability to test theF'®
ensure the correct operation of the TSF in its
operational environment.

O.CRYPTOGRAPHIC _ The TOE shall provide cryptographic functions fisr|i

FUNCTIONS® own use, including encryption/decryption and digita
signature operations.

O.CRYPTOGRAPHY_ The TOE shall use NIST FIPS 140-2 validated

VALIDATED *° cryptomodules for cryptographic services

implementing FIPS-approved security functions and
random number generation services used by
cryptographic functions.

O.DISPLAY_BANNER'® The TOE will display an advisory warning regarding
use of the TOE.
O.EADMIN The TOE must include a set of functionattallow

effective management of its functions and data.

O.EXPORT When the TOE makes its Sensor data availab
other IDS components, the TOE will ensure the
confidentiality of the Sensor data.

O.IDACTS The Sensor must collect and store inforomeabout
all events that are indicative of inappropriate\tst
that may have resulted from misuse, access, or

malicious activity of IT System assets and the IDS.

O.IDAUTH The TOE must be able to identify and autieate
authorized users prior to allowing access to TOE
functions and data.

O.INTEGR The TOE must ensure the integrity of alllidand
Sensor data.

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 41 of 252



EM Fortinet FortiGate™ Unified Threat Management
oo R ssanes Solutions Security Target: International

O.INTEGRITY*® The TOE must be able to protect the integrity athd
transmitted to a peer TOE via encryption and previd
IPSec authentication for such data. Upon recdipt
data from a peer TOE, the TOE must be able to
decrypt the data and verify that the received data
accurately represents the data that was originally
transmitted.

|®)

O.INTRUSION"’ The TOE will detect and prevent intrusion attacks
which are contained within an information flow
which arrives at any of the TOE network interfaces.

O.MAINT_MODE®* The TOE shall provide a mode from which recovety
or initial startup procedures can be performed.

O.MANAGE® The TOE will provide all the functions and fadai
necessary to support the administrators in their
management of the security of the TOE, and restrict
these functions and facilities from unauthorizee.us

O.MEDIATE® The TOE must mediate the flow of information
between sets of TOE network interfaces or between a
network interface and the TOE itself in accordance
with its security policy.

O.OFLOWS The TOE must appropriately handle potéatidit
and Sensor data storage overflows.

O.PEER_AUTHENTICATION?® The TOE will authenticate each peer TOE that
attempts to establish a security association waigh t
TOE.

O.PROTCT The TOE must protect itself from unauthedi

modifications and access to its functions and datal

O.REPLAY_DETECTION® The TOE will provide a means to detect and rejeet
replay of TSF data and security attributes.

" The O.INTRUSION, O.SECURE_UPDATES AND O.VIRUS aet listed in any of the PPs referenced by
this ST. They were added to the ST in order to rilescapabilities of the TOE which are beyond thesgiired
by the referenced PPs.
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O.RESIDUAL_INFORMATION®

The TOE will ensure that any information containe
in a protected resource is not released when the
resource is reallocated.

O.RESOURCE_SHARIN&

The TOE shall provide mechanisms that mitigate
attempts to exhaust connection-oriented resources
provided by the TOE (e.g., entries in a connection
state table; Transmission Control Protocol (TCP)
connections to the TOE).

O.ROBUST_ADMIN_GUIDANCE®

The TOE will provide administrators with the
necessary information for secure delivery and
management.

O.ROBUST_TOE_ACCES$

The TOE will provide mechanisms that control a
user’s logical access to the TOE and to explicitly
deny access to specific users when appropriate

d

\"ZJ

O.SECURE_UPDATES

The TOE shall provide a secure mechanism for th
receipt of virus and intrusion signature updates.

O.SELF_PROTECTION

The TSF will maintain a domain for its own
execution that protects itself and its resourcemfr
external interference, tampering, or unauthorized
disclosure. The TSF will provide a High Availabylit
configuration which allows for continued operatiain
the TOE in the event of a single unit faildfe.

O.SOUND_DESIGR’

The design of the TOE will be the result of sound
design principles and techniques; the design of the
TOE, as well as the design principles and techrsgy
are adequately and accurately documented.

1%

e

0.SOUND_IMPLEMENTATION®

The implementation of the TOE will be an accuratg
instantiation of its design, and is adequately and
accurately documented.

D

O.THOROUGH_FUNCTIONAL_
TESTING'®

The TOE will undergo appropriate security functio
testing that demonstrates the TSF satisfies the
security functional requirements.

'8 The text of the O.SELF_PROTECTION objective waglified to include the HA capabilities of the TOE.
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O.TIME_STAMPS®

capability for the administrator to set the timeds
for these time stamps.

The TOE shall provide reliable time stamps and the

O.TRUSTED_ PATH?®

communicating with some other entity pretending

an authorized IT entity and not some other entity
pretending to be an authorized IT entity.

O.VIRUSY

The TOE will detect and block viruses contained
within an information flow which arrives at any of
the TOE network interfaces.

O.VULNERABILITY_ANALYSIS_ | The TOE will undergo appropriate independent

TEST®

vulnerability analysis and penetration testing to
demonstrate the design and implementation of the
TOE does not allow attackers with low attack
potential to violate the TOE’s security policies.

4.2 SECURITY OBJECTIVES FOR THE OPERATING ENVIRONMENT

This section defines the security objectives thatta be addressed by the IT domain or by
non-technical or procedural means.

The TOE will provide a means to ensure users are n

[0

be the TOE, and that the TOE is communicating with

OE.CREDEN

Those responsible for the TOE must en$ateall access

credentials are protected by the users in a mamhieh is
consistent with IT security.

OE.CRYPTANALYTIC®

Cryptographic methods used in the IT environméatide

interoperable with the TOE, should be FIPS 140-2
validated and should be resistant to cryptanagttiacks
(i.e., will be of adequate strength to protect asslfied
Mission Support, Administrative, or Mission Critictata).

OE.INSTAL Those responsible for the TOE must enslae¢ the TOE ig
delivered, installed, managed, and operated inrangra
which is consistent with IT security.

OE.INTROP The TOE is interoperable with the IT $ystit monitors

and other IDS components within its IDS.

OE.NO_TOE_BYPAS¥

Information cannot flow between external and imé&dr
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networks located in different enclaves without pags
through the TOE.

OE.PERSON Personnel working as authorized admatdss shall be
carefully selected and trained for proper operatibtine
Sensor.

OE.PHYCAL Those responsible for the TOE must entuaiethose parts

of the TOE critical to security policy are protettfeom
any physical attack.

OE.PHYSICAL*®

Physical security, commensurate with the valughefTOE
and the data it contains, is assumed to be pro\bgiéte
IT environment.

U7
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5 IT SECURITY REQUIREMENTS

This section provides security functional and a&sce requirements that must be satisfied
by the TOE. These requirements consist of compsriesm the CC Part 2 and Part 3,
National Information Assurance Partnership (NIARgrpreted requirements, and explicit
requirements.

5.1 TOE SECURITY FUNCTIONAL REQUIREMENTS

The security functional requirements for the TO& suummarized in Table 6. These
requirements consist of components derived from@D&S PP, the FW PP MR, the TFFW
PP MR, the VPN PP MR and Part 2 of the CC. Thecsoof each component is identified
in the table. Requirements which have been refingékis document are shown in Table 6
using bold text. Readers should note that in ntasgs the three MR PPs include
requirements which are NIAP refinements of stand@&@drequirements. In cases where the
NIAP refinements have been incorporated into Ver@a of the CC, this ST has used the
CC requirements. These cases are noted in Taldm§ footnotes.

Component Description Source

FAU_ARP.1 Security alarms FW PP MR, TFFW PP MR
VPN PP MR

FAU_ARP_ACK _E | Security alarm acknowledgement| FW PP MR, TFFW PP MR

XP.1 VPN PP MR

FAU_GEN.1" Audit data generation IDSS PP, FW PP MR,
TFFW PP MR, VPN PP
MR

FAU_GEN.2% User identity association FW PP MR, TFFW PP MR
VPN PP MR

FAU_SAA.1# Potential violation analysis FW PP MR, TFFW PP MR
VPN PP MR

FAU_SAR.1 Audit review IDSS PP, FW PP MR,
TFFW PP MR, VPN PP

Y FAU_GEN.1-NIAP-0410 in MR PPs.
0 FAU_GEN.2-NIAP-0410 in MR PPs.

2L FAU_SAA.1-NIAP-0407 in MR PPs.
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Component Description Source
MR
FAU_SAR.2 Restricted audit review IDSS PP, FW PP MR,
TFFW PP MR, VPN PP
MR
FAU_SAR.3 Selectable audit review IDSS PP, FW PP MR,
TFFW PP MR, VPN PP
MR
FAU_SEL.1% Selective audit IDSS PP, FW PP MR,
TFFW PP MR, VPN PP
MR
FAU_STG.2° Guarantees of audit data IDSS PP, FW PP MR,
availability TFFW PP MR, VPN PP
MR
FAU_STG.3 Action in case of possible audit | FW PP MR, TFFW PP MR
data loss VPN PP MR
FAU_STG.4* Prevention of audit data loss IDSS PP, FW PP MR,
TFFW PP MR, VPN PP
MR
FAV_ACT_EXP.1 | Anit Virus Actions Explicit requirenné added
to specify Anti Virus
capabilities of the TOE
FCS_BCM_EXP.1 | Baseline cryptographic module | FW PP MR, TFFW PP MR
VPN PP MR
FCS_CKM.1(1y° | Cryptographic Key Management | FW PP MR, TFFW PP MR
(key generation) (ST contains additional
requirements)

22 FAU_SEL.1-NIAP-0407 in MR PPs.
3 FAU_STG.1-NIAP-0423 Protected Audit Trail Stordgehe MR PPs.
24 FAU_STG.NIAP-0414-1-NIAP-0429 Site-ConfigurableeRention of Audit Loss in MR PPs.

FCS_CKM.1 in MR PPs.
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Component

Description

Source

FCS_CKM.1(2}°

Cryptographic Key Management
(Key Establishment for symmetric
keys)

FW PP MR, TFFW PP MR
(ST contains additional
requirements)

FCS_CKM.1(3§’

Cryptographic Key Management
(Key Entry for Digital
Signature/Verification Private
Keys)

FW PP MR, TFFW PP MR

FCS_CKM.1(4¥°

Cryptographic Key Management
(Key Validation and Packaging)

VPN PP MR

FCS_CKM.1(5¥°

Cryptographic Key Management
(Internet Key Exchange)

VPN PP MR

FCS_CKM.2(1}°

Cryptographic Key Management
(Key Handling and Storage)

VPN PP MR

FCS_CKM.2(2)

Cryptographic Key Management
(Key Distribution)

VPN PP MR

FCS_CKM.4

Cryptographic key destruction

FW PP MR, TFFW PP MR
VPN PP MR

FCS_COP.1(t}

Cryptographic operation
(Encryption/Decryption AES)

FW PP MR, TFFW PP MR

FCS_COP.1(%}

Cryptographic operation (Digital
Signature Generation/Verification

FW PP MR, TFFW PP MR

FCS_CKM_SYM_EXP.1in MR PPs.

?"ECS_CKM_ASYM_EXP.1 in MR PPs.

8 FCS_CKM_(EXP).1 Cryptographic Key Validation anacRaging in VPN PP MR.

2 FCS_IKE_(EXP).1 Internet Key Exchange in VPN PP.MR

% FCS_CKM_(EXP).2 Cryptographic Key Handling andr&te in VPN PP MR.

3L FCS_COP_EXP.2 in FW PP MR and TFFW PP MR.

$2FCS_COP_EXP.3in FW PP MR and TFFW PP MR.
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Component Description Source
FCS_COP.1(3y Cryptographic operation FW PP MR, TFFW PP MR

(Cryptographic Hash function)

FCS_COP.1(4f Cryptographic operation (Random FW PP MR, TFFW PP MR
number generation)

FDP_IFC.1(2) Subset information flow control | FW PP MR, TFFW PP MR
(unauthenticated policy)

FDP_IFC.1(2) Subset information flow control | FW PP MR
(authenticated policy)

FDP_IFC.1(3)° Subset information flow control | FW PP MR, TFFW PP MR
(unauthenticated TOE services | VPN PP MR
policy)

FDP_IFC.1(4)° Subset information flow control | VPN PP MR
(VPN policy)

FDP_IFF.1(1)’ Simple security attributes FW PP MR, TFFW PP MR
(unauthenticated policy)

FDP_IFF.1(2)° Simple security attributes FW PP MR
(authenticated policy)

FDP_IFF.1(3)"” Simple security attributes FW PP MR, TFFW PP MR
(unauthenticated TOE services | VPN PP MR
policy)

3 FCS_COP_EXP.6in FW PP MR and TFFW PP MR.

3 FCS_COP_EXP.5in FW PP MR and TFFW PP MR.

% FDP_IFC.1(2) in TFFW PP MR and VPN PP MR.

% FEDP_IFC.1(1) in VPN PP MR.

¥ FDP_IFF.1-NIAP-0417(1) in FW PP MR and TFFW PP MR.
% EDP_IFF.1-NIAP-0417(2) in FW PP MR.

% FDP_IFF.1-NIAP-0417(3) in FW PP MR and FDP_IFF.IAR-0417(2) in TFFW PP MR and VPN PP MR.
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Component

Description

Source

FDP_IFF.1(4)"

Simple security attributes (VPN
Policy)

VPN PP MR

FDP_RIP.2 Full residual information protection FW RFIR, TFFW PP MR,
VPN PP MR
FIA_AFL.1* Authentication failure handling | IDSS PP, FW PP MR,

TFFW PP MR, VPN PP
MR

FIA_ATD.1(1)*

User attribute definition
(administrators)

IDSS PP, FW PP MR,
TFFW PP MR, VPN PP
MR

FIA_ATD.1(2) User attribute definition CC Part 2
(authorized proxy user)

FIA_ATD.1(3) User attribute definition (VPN CC Part 2
Remote Devices)

FIA_UAU.1(1) Timing of authentication (for TOE| IDSS PP, FW PP MR,
services) TFFW PP MR, VPN PP

MR

FIA_UAU.1(2) Timing of authentication (for FW PP MR
information flow through TOE)

FIA_UAU.2% User authentication before any | FW PP MR, TFFW PP MR
action VPN PP MR

FIA_UAU.5* Multiple authentication FW PP MR, TFFW PP MR

mechanisms

VPN PP MR

“OFDP_IFF.1-NIAP-0417(1) in VPN PP MR.

“IFIA_AFL.1-NIAP-0425 in MR PPs.

“21n the MR PPs, FIA_ATD.1 was not iterated. Itemas (1), (2) and (3) have been used to ensurghbat
attribute requirements for the users required leyMiR PPs were clear.

“FIA_UAU_EXP.2 in MR PPs.

“FIA_UAU_EXP.5in MR PPs.

Doc No: 1523-011-D002 Version: 0.25

Date: 17 Nov 08 Page 50 of 252



JEWA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

Component Description Source
FIA_UID.2" User identification before any IDSS PP, FW PP MR,
action TFFW PP MR, VPN PP
MR
FIA_USB.1 User-Subject Binding FW PP MR, TFFW PP M

VPN PP MR

FIP_ACT_EXP.1

Intrusion Prevention Actions

Expli@guirement added
to specify intrusion
prevention capabilities of
the TOE

FMT_MOF.1(1)

Management of security function
behavior (TSF non-cryptographic
self-test)

sFW PP MR, TFFW PP MR
VPN PP MR

FMT_MOF.1(2)

Management of security function
behavior (cryptographic self-test)

sFW PP MR, TFFW PP MR
VPN PP MR

FMT_MOF.1(3)

Management of security function
behavior (audit and alarms)

sFW PP MR, TFFW PP MR
VPN PP MR

FMT_MOF.1(4)

Management of security function
behavior (audit and alarms)

sFW PP MR, TFFW PP MR
VPN PP MR

FMT_MOF.1(5)

Management of security function
behavior (audit and alarms)

sFW PP MR, TFFW PP MR
VPN PP MR

FMT_MOF.1(6)

Management of security function
behavior (available TOE-services
for unauthenticated users)

sFW PP MR, TFFW PP MR
VPN PP MR

FMT_MOF.1(7)

Management of security function
behavior (quota mechanism)

sFW PP MR, TFFW PP MR
VPN PP MR

FMT_MOF.1(8)

Management of security function
behavior (cryptographic self-test
frequency)

SCC Part 2

5 The IDSS PP requires FIA_UID.1. The ST is claignfiA_UID.2 which is hierarchal to FIA_UID.1.

R
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Component Description Source
FMT_MOF.1(9) Management of security functionsCC Part 2

behavior (audit storage exhaustion)

FMT_MOF.1(10) Management of security functionsCC Part 2
behavior (session termination)

FMT_MOF.1(11) Management of security functionsCC Part 2
behavior (alarm acknowledgement

FMT_MOF.1(12) Management of security functionsCC Part 2
behavior (self-tests)

FMT_MOF.1(13) Management of security IDSS PP
functions behavior (IDS sensor)
FMT_MSA.1 Management of security attributes  FW PR,MFFW PP MR,
VPN PP MR
FMT_MSA.2 Secure security attributes CC Part 2
FMT_MSA.3(1)*° | Static attribute initialization FW PP MR, TFFW PP MR
(ruleset) VPN PP MR
FMT_MSA.3(2)*" | Static attribute initialization FW PP MR, TFFW PP MR
(services) VPN PP MR
FMT_MTD.1(1) Management of TSF data (audit | CC Part 2
data)
FMT_MTD.1(2) Management of TSF data FW PP MR, TFFW PP MR
(cryptographic TSF data) VPN PP MR
FMT_MTD.1(3) Management of TSF data (time | FW PP MR, TFFW PP MR
TSF data) VPN PP MR
FMT_MTD.1(4) Management of TSF data FW PP MR, TFFW PP MR

(information flow policy ruleset)

S EMT_MSA.3-NIAP-0409(1) in MR PPs.

“"EMT_MSA.3-NIAP-0409(2) in MR PPs.
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Component Description Source
FMT_MTD.1(5) Management of TSF data (user | CC Part 2
accounts)
FMT_MTD.1(6) Management of TSF data (TOE | CC Part 2
banner)
FMT_MTD.1(7) Management of TSF data (AV andCC Part 2

IPS signatures)

FMT_MTD.1(8) Management of TSF data (VPN | VPN PP MR
policy ruleset)

FMT_MTD.1(9) Management of TSF data (IDS IDSS PP
sensor data)

FMT_MTD.2(1) Management of limits on TSF dataFW PP MR, TFFW PP MR
(transport-layer quotas) VPN PP MR
FMT_MTD.2(2) Management of limits on TSF dataFW PP MR, TFFW PP MR
(controlled connection-oriented | VPN PP MR
guotas)
FMT_REV.1 Revocation FW PP MR, TFFW PP MR
VPN PP MR
FMT_SMR.2 Restrictions on security roles IDSS PP®, FW PP MR,
TFFW PP MR, VPN PP
MR
FPT_AMT.1 Abstract Machine Testing CC Part 2
FPT_FLS.1 Failure with preservation of secur€C Part 2
state
FPT_ITA.1 Inter-TSF availability within a IDSS PP

defined availability metric

FPT_ITC.1 Inter-TSF confidentiality during | IDSS PP
transmission

“8 The IDSS PP requires FMT_SMR.1. The ST is clagn#MT_SMR.2 which is hierarchal to FMT_SMR.1.
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Component Description Source
FPT_ITI.1 Inter-TSF detection of IDSS PP
modification

FPT_RCV.1 Manual Recovery FW PP MR, TFFW PP M
VPN PP MR

FPT_RPL.1 Replay detection FW PP MR, TFFW PP N
VPN PP MR

FPT_RVM.1 Non-bypassability of the TSP IDSS PP, PRYMR,
TFFW PP MR, VPN PP
MR

FPT_SEP.2 SFP domain separation IDSS PP’ FW PP MR,
TFFW PP MR, VPN PP
MR

FPT_STM.1 Reliable time stamps IDSS PP, FW PP MR,

TFFW PP MR, VPN PP
MR

FPT_TST.1(1y°

TSF testing (with cryptographic
integrity verification)

FW PP MR, TFFW PP MR
VPN PP MR

FPT_TST.1(2)"

TSF Testing (Cryptographic self-
test)

FW PP MR, TFFW PP MR
VPN PP MR

FRU_FLT.1

Degraded fault tolerance

CC Part 2

FRU_RSA.1(1)

Maximum quotas (transport-
layer quotas)

FW PP MR, TFFW PP MR
VPN PP MR

FRU_RSA.1(2)

Maximum quotas (controlled
connection-oriented quotas)

FW PP MR, TFFW PP MR
VPN PP MR

FTA_SSL.1

TSF-initiated session locking

FW PP MR, TFFW PP MR

“9The IDSS PP requires FPT_SEP.1. The ST is clgififiT_SEP.2 which is hierarchal to FPT_SEP.1.

OFPT_TST_EXP.4 in MR PPs.

LEPT_TST_EXP.5in MR PPs.
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Component Description Source
VPN PP MR
FTA _SSL.2 User-initiated locking FW PP MR, TFFW PP MR
VPN PP MR
FTA_SSL.3 TSF-initiated termination FW PP MR, TFFW PP MR
VPN PP MR
FTA TAB.1 Default TOE access banners FW PP MR, TFFW PP MR
VPN PP MR
FTA _TSE.1 TOE session establishment FW PP MR, TFFW PP MR
VPN PP MR
FTP_ITC.1(2) Inter-TSF trusted channel FW PP MR, TFFW PP MR
(Prevention of Disclosure) VPN PP MR
FTP_ITC.1(2) Inter-TSF trusted channel FW PP MR, TFFW PP MR

(Detection of Modification)

VPN PP MR

FTP_TRP.1(1)

Trusted path (Prevention of
Disclosure)

FW PP MR, TFFW PP MR
VPN PP MR

FTP_TRP.1(2)

Trusted path (Detection of
Modification)

FW PP MR, TFFW PP MR
VPN PP MR

IDS_COL_EXP.1* | Sensor data collection IDSS PP

IDS_RDR_EXP.} | Restricted data review IDSS PP

IDS_STG_EXP.¥* | Guarantee of sensor data IDSS PP
availability

IDSS PP

IDS_STG_EXP.2?

Prevention of sensor data loss

FTP_ITC.1(3) Inter-TSF trusted channel FW PP MR, TFFW PP MR
(ENV) (Prevention of Disclosure) VPN PP MR
FTP_ITC.1(4) Inter-TSF trusted channel FW PP MR, TFFW PP MR

2 EXP’ was added to the label in order to makeléar that the requirement was explicit.
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Component Description Source

(ENV) (Detection of Modification) VPN PP MR
FTP_TRP.1(3) Trusted path (Prevention of FW PP MR, TFFW PP MR
(ENV) Disclosure) VPN PP MR
FTP_TRP.1(4) Trusted path (Detection of FW PP MR, TFFW PP MR
(ENV) Modification) VPN PP MR

Table 6 - Security Functional Requirements
5.1.1 Security Audit (FAU)
FAU_ARP.1 Security alarms

FAU_ARP.1.1 Refinement: The TSF shall [immediately display an alarm messag
identifying the potential security violation, atetbption of the Security Administrator
generate an audible alarm, and make accessibiuthierecord contents associated
with the auditable event(s) that generated therglat the:

. Local Console,
. Network Web-Based GUI, and Network CLI sessions$ &x#st, and;

. Local Console, Network Web-Based GUI, and Netwokk §&ssions
that are initiated before the alarm has been acleuned;]

upon detection of a potential security violation.

Application Note: The TOE displays the alarm mesSagd sounds the audible
alarm if so configured) at the Local Console, retjass of whether or not one of the
Administrators is logged in at the Local Console.

FAU_ARP_ACK_EXP.1 - Security alarm acknowledgement

FAU_ARP_ACK_EXP.1.1 — The TSF shall display themlanessage identifying the
potential security violation and make accessibéeatdit record contents associated
with the auditable event(s) until it has been agkedged. An audible alarm will
sound until acknowledged by an administrator.

FAU_ARP_ACK_EXP.1.2 Refinement: The TSF shall display an
acknowledgement message identifying a referentieetpotential security violation,

a notice that it has been acknowledged, the tintheobcknowledgement and the user
identifier that acknowledged the alarm, at the:

. Local Console, and
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. Network Web-Based GUI, and Network CLI sessions$ teeeived the
alarm if they still exist.

Application Note: The TOE displays the acknowledgamessage at the Local
Console, regardless or whether or not one of theidstrators is logged in at the
Local Console.

FAU_GEN.1 Audit data generation

FAU_GEN.1.1 -Refinement: The TSF shall be able to generate an audit remiord
the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the [basic] level of au@ind

c) [All auditable eventtisted in Table 7, which is a complete list, including
those required by the basic level of audit andID®-specific events required
by the IDSS PP.

FAU_GEN.1.2 Refinement: The TSF shall record within each audit record aste
the following information:

a) Date and time of the event, type of event, subgsnttity (if applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditafelet eefinitions of the
functional components included in the Sifif¢rmation specified in column
three of Table 7 belgw

Requirement Auditable Events Additional Audit Record
Contents
FAU_ARP.1 Potential security violation wasldentification of what caused thg
detected generation of the alarm

FAU_ARP_ACK EXP.1 Alarm acknowledgement The identity of the Administrator

that acknowledged the alarm.
Application Note: May be

combined with the auditable
eventrecord for FAU_ARP.1.

FAU_GEN.1 Start-up and shutdown of aud
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Requirement

Auditable Events

Additional Audit Record

Contents
functions

FAU GEN.1 Access to the sensor

FAU_GEN.1 Access to the TOE Sensor data  Object REfjuested access

FAU_GEN.2 None

FAU_SAA.1 Enabling and disabling of any| The identity of the Security
of the analysis mechanisms | Administrator performing the

function

FAU_SAR.1 Reading of information from | The identity of the Administrator
the audit records (Opening theg performing the function
audit trail)

FAU_SAR.2 Unsuccessful attempts to read The identity of the Administrator
information from the audit attempting the function
records

FAU_SAR.3 None

FAU_SEL.1 All modifications to the audit | The identity of the Security
configuration that occur while | Administrator performing the
the audit collection functions | function
are operating

FAU_STG.2 None

FAU _STG.3 Actions taken due to exceedind he identity of the Security
the audit threshold Administrator performing the

function

FAU_STG.4 Actions taken due to the audit The identity of the Security

storage failure.

Administrator performing the
function

FAV_ACT EXP.1

Action taken due to the
detection of a virus

FCS_BCM_EXP.1

None
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Requirement

Auditable Events

Additional Audit Record
Contents

FCS_CKM.1(1)

Generation and loading of ke

Failure of the activity

FCS_CKM.1(2)

Failure of the activity

Type of crggraphic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FCS_CKM.1(3)

Failure of the activity

FCS_CKM.1(4)

None

FCS_CKM.1(5)

Generation and loading of key
pair for digital signatures.

Changes to the pre-shared key
used for authentication

All modifications to the key
lifetimes.

Failure of the authentication in
Phase 1.

Failure to negotiate a security
association in Phase 2.

If failure occurs, record an
English description for the
failure.

FCS_CKM.2(1) None
FCS_CKM.2(2) None
FCS_CKM.4 None

FCS_COP.1(1)

Failure of cryptographic
operation

Type of cryptographic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FCS_COP.1(2)

Failure of cryptographic

Type of cogpaphic operation

Doc No: 1523-011-D002

Version: 0.25 Date:

17 Nov 08 Page 59 of 252




JEWA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

Requirement

Auditable Events

Additional Audit Record
Contents

operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FCS_COP.1(3)

Failure of cryptographic
operation

Type of cryptographic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FCS_COP.1(4)

Failure of cryptographic
operation

Type of cryptographic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FDP_IFC.1(1) None
FDP_IFC.1(2) None
FDP_IFC.1(3) None
FDP_IFC.1(4) None
FDP_IFF.1(1) Decisions to permit/deny Presumed identity of source

information flows

Failure to reassemble
fragmented packets

subject
Identity of destination subject

Transport layer protocol, if
applicable

Source subject service identifier,
if applicable

Destination subject service
identifier, if applicable

Identity of the firewall interface
on which the TOE received the
packet

Identity of the rule that allowed (¢
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Requirement

Auditable Events

Additional Audit Record
Contents

disallowed the packet flow

Reason why fragmented packet
could not be reassembled (i.e.,
invalid fragment identifier,
invalid offset, invalid fragment
data length)

UJ

FDP_IFF.1(2)

Decisions to permit/deny
information flows

Failure to reassemble
fragmented packets

Presumed identity of source
subject

Identity of destination subject

Transport layer protocol, if
applicable

Source subject service identifier,
if applicable

Destination subject service
identifier, if applicable

Identity of the firewall interface
on which the TOE received the
packet

Identity of the rule that allowed (¢
disallowed the packet flow

Reason why fragmented packet
could not be reassembled (i.e.,
invalid fragment identifier,
invalid offset, invalid fragment
data length)

-

U)

FDP_IFF.1(3)

Decisions to permit/deny
information flows between a
subject and the TOE

Presumed identity of source
subject

Identity of destination subject

Transport layer protocol, if
applicable
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Requirement

Auditable Events

Additional Audit Record
Contents

Source subject service identifier;
if applicable

Destination subject service
identifier, if applicable

Identity of the firewall interface
associated on which the TOE
received the packet

Identity of the rule that allowed (¢
disallowed the packet flow, if
applicablé®

FDP_IFF.1(4) Decisions to permit/deny Presumed identity of source
information flows subject
Operation applied to each Identity of destination subject
information flow permitted
Transport layer protocol, if
applicable
Source subject service identifier,
if applicable
Destination subject service
identifier, if applicable
Identity of the firewall interface
on which the TOE received the
packet
For denied information flows, the
reason for denial.
FDP_RIP.2 None

%3 The TOE may not use a rule in a ruleset to allosalitbw TOE services (e.g., configuration parametard
be used instead) and if this is the case, it igequired that a rule be identified.
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Requirement

Auditable Events

Additional Audit Record

Contents

FIA_AFL.1 The reaching of the threshold | Identity of the unsuccessfully
for the unsuccessful authenticated user
authentication attempts
The actions (e.g. disabling of an
account) taken
The subsequent, if appropriate, Claimed identity of the
restoration to the normal state| unsuccessfully authenticated us
(e.g. re-enabling of an accoun )and the identity of the Security

Administrator performing the
function.

FIA_ATD.1(1) None

FIA_ATD.1(2) None

FIA_ATD.1(3) None

FIA_UAU.1(2) All use of the authentication | User identity, location
mechanism

FIA_UAU.1(2) All use of the authentication | User identity, location
mechanism

FIA_UAU.2 All use of authentication Claimed identity of the user using
mechanisms the authentication mechanism

FIA_UAU.5 All use of the local Claimed identity of the user
authentication mechanism attempting to authenticate
All use of other authentication
mechanisms

FIA_UID.2 All use of the user identificationClaimed identity of the user using
mechanism used for authorizegdthe identification mechanism,
users (that is, those that location
authenticate to the TOE)

FIA_USB.1 Success and failure of binding The identity of the user whose

of user security attributes to a
subject

attributes are attempting to be
bound
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Requirement

Auditable Events

Additional Audit Record
Contents

FIP_ACT_EXP.1

Action taken due to the
detection of an intrusion attack

FMT_MOF.1(1)

All modifications in the
behavior of the functions in the
TSF

The identity of the Security
> Administrator performing the
function

FMT_MOF.1(2)

Enabling or disabling of the
key-generation self-tests

The identity of the Security
Administrator performing the
function

FMT_MOF.1(3)

All modifications in the
behavior of the functions in the
TSF

» performing the function

FMT_MOF.1(4)

All modifications in the
behavior of the functions in the
TSF

The identity of the Security
> Administrator performing the
function

FMT_MOF.1(5)

All modifications in the
behavior of the functions in the
TSF

The identity of the Security
» Administrator performing the
function

FMT_MOF.1(6)

All modifications in the
behavior of the functions in the
TSF

The identity of the Security
> Administrator performing the
function

FMT_MOF.1(7)

All modifications in the
behavior of the functions in the
TSF

The identity of the Security
» Administrator performing the
function

FMT_MOF.1(8)

All changes to the frequency (
periodic execution of the
cryptographic self-tests.

pfThe identity of the Security
Administrator performing the
function.

FMT_MOF.1(9)

All changes of the action to be
taken in the event of audit
storage exhaustion

> The identity of the Security

TOE configuration.

FMT_MOF.1(10)

All changes to the period of

The identity of the Security

inactivity which results in
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Requirement

Auditable Events

Additional Audit Record
Contents

session termination

TOE configuration.

FMT_MOF.1(11)

All alarm acknowledgements

The idgntif the Administrator
who acknowledged the alarm.

FMT_MOF.1(12)

All on-demand execution of theThe identity of the Administrator,

self-tests.

who invoked the self-tests.

FMT_MOF.1(13)

All modifications in the
behavior of the functions in the
TSF

The identity of the Security
Administrator performing the
function

FMT_MSA.1 All manipulation of the security The identity of the Security
attributes Administrator performing the
function
FMT_MSA.2 All offered and rejected valueq
for a security attribute.
FMT_MSA.3(1) None
FMT_MSA.3(2) None

FMT_MTD.1(1)

All deletions of audit data

The idiy of the Audit
Administrator performing the
function

FMT_MTD.1(2)

All key loading operations
performed by the Cryptograph
Administrator

The identity of the Cryptographi¢

cAdministrator performing the

function

FMT_MTD.1(3)

All modifications to the time
and/or date used to form the
time stamps by the Security
Administrator

The identity of the Security
Administrator performing the
function

FMT_MTD.1(4)

All modifications to the
information flow policy ruleset
by the Security Administrator

The identity of the Security
Administrator performing the
function
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Requirement Auditable Events Additional Audit Record
Contents
FMT_MTD.1(5) All creation and modifications | The identity of the Security
of user accounts. Administrator who modified the
account.
FMT_MTD.1(6) All changes to the contents of| The identity of the Security
the TOE banner. Administrator who modified the
banner.
FMT_MTD.1(7) All updates to the AV and IPS| The identity of the Security
signatures Administrator or FortiGuard

Distribution Server who
performed the update.

FMT_MTD.1(8) All modifications of the VPN | The identity of the Security
Policy Rules Administrator performing the
function
FMT_MTD.1(9) None
FMT_MTD.2(1) All modifications of the limits | The identity of the Security

Administrator performing the
Actions taken when the quota j§unction

exceeded (include the fact that
the quota was exceeded)

FMT_MTD.2(2) All modifications of the limits | The identity of the Security

Administrator performing the
Actions taken when the quota J[§unction

exceeded (include the fact that
the quota was exceeded)

FMT_REV.1 All attempts to revoke security List of security attributes that
attributes were attempted to be revoked

The identity of the Security
Administrator performing the
function

FMT_SMR.2 Modifications to the group of | User IDs that are associated wit
users that are part of a role the modifications

Unsuccessful attempts to use aThe identity of the Security
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Requirement

Auditable Events

Additional Audit Record
Contents

role due to the given condition
on the roles.

sAdministrator performing the
function

FPT_AMT.1 Execution of the tests of the
underlying machine and the
results of the tests.

FPT FLS.1 Failure of the TSF

FPT_ITA.1 The absence of TSF data whd
required by a TOE.

FPT_ITC.1 None

FPT_ITI.1 a) The detection of modificatig
of transmitted TSF data.

b) The action taken upon
detection of modification of
transmitted TSF data.

FPT_RCV.1 The fact that a failure or servic@ype of failure or service

discontinuity occurred

Resumption of the regular
operation

discontinuity

FPT_RPL.1 (including
replay of authentication dat
notification from the
authentication server)

Notification that a replay event
aoccurred

subject of the reply attack

FPT_RVM.1 None
FPT_SEP.2 None
FPT_STM.1 Changes to the time

FPT_TST.1(1)

Execution of this set of TSF 4
tests

The results of the test

an Administrator

Doc No: 1523-011-D002

Version: 0.25

Date:

17 Nov 08 Page 67 of 252

Identity of the user that was the

€lihe identity of the Administrator,
performing the test, if initiated by




JEnA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

Requirement

Auditable Events

Additional Audit Record
Contents

FPT_TST.1(2)

Execution of this set of TSF 4
tests

The results of the test

elihe identity of the Administrator
performing the test, if initiated by

an Administrator

FRU FLT.1 All TOE capabilities being
discontinued due to a failure.

FRU_RSA.1(1) None

FRU_RSA.1(2) None

FTA SSL.1 Locking of a Local Console | The identity of the Administrator;
interactive session by the associated with the session beir
session locking mechanism | locked or unlocked
Any attempts at unlocking of a
Local Console interactive
session

FTA _SSL.2 Locking of a Local Console | The identity of the Administrator;
interactive session by the associated with the session beir
session locking mechanism | locked or unlocked
Any attempts at unlocking of a
Local Console interactive
session

FTA_SSL.3 The termination of a Network| The identity of the User or
Web-Based GUI, Network Administrator associated with th
CLlI, or authenticated proxy session that was terminated
user, or VPN user session by
the session locking mechanism

FTA_TAB.1 None

FTA _TSE.1 All attempts at establishment T he identity of the User or

a user or Administrator sessio

nAdministrator attempting to
establish the session

For unsuccessful attempts, the

reason for denial of the
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Requirement

Auditable Events

Additional Audit Record
Contents

establishment attempt

FTP_ITC.1(2) All attempted uses of the trustedentification of the initiator and
channel functions target of all trusted channels
FTP_ITC.1(2) All attempted uses of the trustadentification of the initiator and

channel functions

target of all trusted channels

FTP_TRP.1(1)

All attempted uses of the trus
path functions

tédentification of the claimed use
identity

FTP_TRP.1(2)

All attempted uses of the trusg
path functions

tédentification of the claimed use
identity

IDS_COL_EXP.1

None

IDS_RDR_EXP.1

Access to the Sensor Data

IDS_STG_EXP.1

Access to the Sensor Data

IDS_STG_EXP.2

Access to the Sensor Data

Table 7 - Auditable Events

FAU_GEN.2 User Identity Association

FAU_GEN.2.1 Refinement: The TSF shall be able to associate each auditaielet
with the identity of the Administrator or User thatused the event.

FAU_SAA.1 Potential violation analysis

FAU_SAA.1.1 -Refinement: The TSF shall be able to apply a set of rules in
monitoring events and based upon these rules itedecpotential violation of the

TSP.

FAU_SAA.1.2 -Refinement: The TSF shall enforce the following rules for
monitoring audited events:

a) Accumulation or combination of [

(1) Security Administrator specified number of autheation failures;
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)

©)

(4)

()

(6)
()
(8)
9)
(10)
(11)

(12)

Security Administrator specified number of InforimatFlow policy
violations by an individual presumed source netwddatifier (e.g., IP
address) within a Security Administrator specifiidle period;

Security Administrator specified number of InforimatFlow policy
violations to an individual destination network indigier within a
Security Administrator specified time period;

Security Administrator specified number of InforimatFlow policy
violations to an individual destination subject\dee identifier (e.qg.,
TCP port) within a Security Administrator specifigtie period;

Security Administrator specified Information Flosligy rule, or group
of rule violations within an Security Administratgpecified time period;

Any detected replay of TSF data or security atteisu

Any failure of the cryptomodule self-tests (FPT_1&);

Any failure of the other TSF self-tests (FPT_TSIl))1(
Security Administrator specified number of encryptiailures;
Security Administrator specified number of decryptiailures;

Security Administrator specified number of Phasaithentication
failures when negotiating the Internet Key Exchapgsocol; and

Security Administrator specified number of failuoggurring during
Phase 2 negotiatioh.

known to indicate a potential security violation;

b) [the following additional rules:

(1)

()

3)

Security Administrator specified number of AntitMiior IPS Protection
Profile® violations;

Security Administrator specified percentage of ke audit storage
usage; and

Audit storage exhaustion;

> The term 'Protection Profile’ is also used by iRettand is not to be confused with the CC ternuigygl
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known to indicate a potential security violatjon
FAU_SAR.1 Audit review

FAU_SAR.1.1 The TSF shall providthng Administratorswith the capability to read
[all audit datgd from the audit records.

FAU_SAR.1.2 Refinement: The TSF shall provide the audit records in a manne
suitable for the Administrators to interpret théormation.

FAU_SAR.2 Restricted audit review

FAU_SAR.2.1 Refinement: The TSF shall prohibit all users read accessdatldit
records, except the Administrators.

FAU_SAR.3 Selectable audit review

FAU_SAR.3.1 Refinement: The TSF shall provide the ability to perform [sdeas
and sorting] of audit data based on:

a) [user identity;
b)  source subject identity;
c) destination subject identity;

d) ranges of one or more: dates, times, user idestisebject service identifiers,
or transport layer protocol;

e) type of event (i.e., rule identity for firewall ens);
f)  TOE network interfaces;

g) log severity level,

h) action;

i) source interface;

)] destination interface; and

k)  success or failure of related evint

FAU_SEL.1 Selective Audit
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FAU_SEL.1.1 Refinement: The TSF shall allow only the Security Administrato
include or exclude auditable events from the setudfited events based on the
following attributes:

a) [user identity;

b) event types consisting of traffic flow or securtyents];

o I
(1)
()
@)
(4)
()
(6)

network identifier;

subject service identifier;

success of auditable security events;
failure of auditable security events;
rule identity; and

event severity levil

FAU_STG.2 Guarantees of audit data availability

FAU_STG.2.1 -Refinement: The TSF shall protect the stored audit recordaen
audit trail from deletion by any role except thedtAdministrator.

FAU_STG.2.2 Refinement: The TSF shall be able to [preventpdifications to the
stored audit records in the audit trail.

FAU_STG.2.3 The TSF shall ensure thae[Security Administrator's selection of all
or the most recehtwudit records will be maintained when the follagiiconditions
occur: [audit storage exhaustion].

FAU_STG.3 Action in case of possible audit data Iss

FAU_STG.3.1 -Refinement: The TSF shall |

a) immediately alert the administrators by displaymgessage at the Local
Console, Network Web-Based GUI and Network CLI vameadministrative
session exists for each of the defined adminiseatles;

b) atthe option of the Security Administrator, imnagelly alert the
administrators by generating an audible alarm & ttocal Console, Network
Web-Based GUI and Network CLI when an administeag®ssion exists for
each of the defined administrative roles; and

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 72 of 252



EM Fortinet FortiGate™ Unified Threat Management
oo R ssanes Solutions Security Target: International

5.1.2

c) atthe option of the Security Administrator generan audit recorpl

if the audit trail exceeds[Security Administrator settable percentage ofegje
capacity.

FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1 Refinement: The TSF shall generate an alarm and in additiafi sh
provide the Security Administrator the capabiliysielect one or more of the
following additional actions:

. [prevent auditable events, except those taken dpdcurity
Administrator and Audit Administrator;

. overwrite the oldest stored audit records;
. generate an audible alarm]
if the audit trail is full.

FAU_STG.4.2 -Refinement The TSF shall enforce the Security Administragor’
selection(s) if the audit trail is full.

Anti Virus Actions (FAV)
FAV_ACT_EXP.1 Anti Virus Actions

FAV_ACT_EXP.1.1 — The TSF shall provide the Seguiitiministrator the
capability to select one or more of the followirgians:

. block the transmission of the information flow;

. guarantine the content of the information flow..
to be taken on detection of a virus in an inforioatilow.

FAV_ACT_EXP.1.2 — The TSF shall provide a securemaaism to update the virus
signatures used by the TSF.

Application Note: Virus signature updates conefstipdates to both the virus
signature database and the processing engine détection of virus attacks. The
TOE provides specific guidance to administratorsmgpthat in the evaluated
configuration of the TOE, only the virus signatdedabase updates may be applied
to the TOE.
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5.1.3 Cryptographic Support (FCS)

This section specifies the cryptographic supparuired in the TOE. As previously stated
the cryptographic support is required for authertttn mechanisms, for trusted path, trusted
channel and for integrity mechanisms. The cry@pgic requirements are structured to
accommodate use of the FIPS 140-2 standard ardSkeand NIST Cryptographic Module
Validation Program (CMVP) in meeting the requiretseand to accommodate use of
multiple cryptographic modules in meeting the reedicryptographic functionality.

FCS_BCM_EXP.1 Baseline Cryptographic Module

FCS_BCM_EXP.1.1 — All cryptographic functions implented by the TOE that are
FIPS-approved cryptographic functions shall be angnted in a crypto module that
is FIPS PUB 140-2 validated, and perform the sptiéryptographic functions in a
FIPS-approved mode of operation.

FCS_BCM_EXP.1.2 Refinement All FIPS-validated cryptographic modules
implemented in the TSF shall have a minimum oveéatturity Level 1, meet
Security Level 3 for the following: cryptographicoiule ports and interfaces; roles,
services and authentication; cryptographic key mameent, and design assurance,
and meet FIPS PUB 140-2, Level 4 Self Tests.

FCS_CKM.1(1) Cryptographic Key Management (Key Gengation)

FCS_CKM.1.1(1) Refinement: The FIPS-validated cryptomodule shall generate
symmetric cryptographic keys using a FIPS-ApproRatdom Number Generator
for all key sizes that meet the following: Natiomadtitute of Standards and
Technology, Digital Signature Standard (DSS), Faldeformation Processing
Standards Publication 186-2, January 27, 2000 -eAgix 3.1 with Change Notice 1.

FCS_CKM.1.2(1) The TSF shall generasymmetric® cryptographic keys in
accordance with a domain parameter generator aaid@m number generator
and/or a prime number generator that meet theviaig: [

a) Generated key strength shall be equivalent toreatgr than, a symmetric key
strength of 128 bits using conservative estimates;

*5 This requirement applies strictly to generatiomsfmmetric keys. Validation techniques for getegta
asymmetric keys are discussed in FCS_CKM.1(4).

% These are the keys/parameters (e.g., the puliliatprkey pairs) underlying a public key-based key
establishment scheme, not the session keys esathlis/ such schemes.
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b) ANSI X9.80 (3 January 2000), Prime Number GenenatRrimality Testing,
and Primality Certificates using random integerghwieterministic tests, or
constructive generation methods;

c) Case: For domain parameters used in finite fielsed&ey establishment
schemes

. ANSI X9.42-2001, Public Key Cryptography for then&ncial Services
Industry: Agreement of Symmetric Keys Using Diserkbgarithm
Cryptography’;

Application Note: For example, “Classic” Diffie-Hehan-based schemes

d) Case: For domain parameters used in RSA-basedskalylishment schemes
(with odd e)

* _ANSI X9.31-1998 (May 1998), Digital Signatures UgiReversible
Public Key Cryptography for the Financial Servitedustry (rDSA) for
the generation of the RSA paramet&rand

e) Case: For domain parameters used in elliptic coased key establishment
schemes

* _ANSI X9.63-200x (1 Oct 2000), Public Key Cryptoghgor the
Financial Services Industry: Key Agreement and Kegnsport using
Elliptic Curve Cryptography/.

FCS_CKM.1(2) Cryptographic Key Management (Key Estalishment for
Symmetric Keys)

FCS_CKM.1.1(2) — The cryptomodule shall provide fibiowing FIPS-supported
security function cryptographic key establishmecthnique(s) for AES symmetric
keys:

. Cryptographic Key Establishment using Discrete lralymn Key Agreement
that meets the following:

" Any pseudorandom RNG used in these schemes feragmg private values shall be seeded by a
nondeterministic RNG (both types of RNGs meetingdRiequirements in this ST).

%8 A pseudorandom RNG seeded by a nondeterministi@ Rioth types of RNGs meeting RNG requirements
in this ST) shall be used in the generation ofeéh@imes.

%9 Any pseudorandom RNG used in these schemes feragimg private values shall be seeded by a
nondeterministic RNG (both types of RNGs meetingdRiequirements in this ST).
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a) The cryptomodule shall provide the capability tbacthe initiator or
responder (that is, act as Party U or Party V &selé in the standard)
to agree on cryptographic keys of all sizes udireg[tihEphem] key
agreement scheme where domain parameter p is a pfiB072 bits
and domain parameter q is a prime of 1024 bits,thatdconforms with
ANSI X9.42-2001, Public Key Cryptography for then&ncial Services
Industry: Agreement of Symmetric Keys Using Diserkbgarithm
Cryptography.

b) The cryptomodule shall conform to the standardgiaifrIPS-approved
MAC function, a FIPS-approved Random Number gerardtinction,
and a FIPS-approved Hashing function.

c) The choices and options used in conforming to thedgreement
scheme(s) are as follows:

. domain parameter generation: algorithm in secfidnof ANSI
X9.42-2001;

. domain parameter validation: algorithm in Annes.B.of ANSI
X9.42-2001;

. private/public key generation: algorithm specifiedgection 7.4 of
ANSI X9.42-2001;

. public key validation method used: method 1 otisac7.4 of
ANSI X9.42-2001;

. key derivation method: RFC 4253;
. hash algorithm: SHA-1;
. probabilistic test: Miller-Rabin;

. random number generation method used: FIPS-186p2#gix
3.1 with Change Notice 1.

FCS_CKM.1(3) Cryptographic Key Management (Key Entiy for Digital
Signature/Verification Private Keys)

FCS_CKM.1.1(3) — The FIPS-validated cryptomodulaligbrovide the following
cryptographic key entry technique(s) for the previaey used for the asymmetric
algorithm rDSA:

. Cryptographic Key Establishment using Automatedhdds

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 76 of 252



EM Fortinet FortiGate™ Unified Threat Management
oo R ssanes Solutions Security Target: International

" The FIPS-validated cryptomodule shall be able teeptas input
cryptographic keys using key management technithssneet the
following:

. The TSF shall provide the capability to directliaah
a key device by FortiUSB tokeff;

. The [TSF] shall perform key error detection scheme
keys input via electronic methods usingdfification
of certificate structurf; and

. FIPS 140-2 Key Management Security Level 3, Key
Entry and Output.

FCS_CKM.1(4) Cryptographic Key Management (Key Valdation and
Packaging)

FCS_CKM.1.1(4) — The TSF shall apply validationhteiques (e.g., parity bits or
checkwords) to generated symmetric keys in accaelarnth:

a) FIPS PUB 46-3 (Data Encryption Standard (DES)), and
b) FIPS PUB 17%° (Key Management Using ANSI X9.17).

FCS_CKM.1.2(4) — The TSF shall apply validationhteiques to generated
asymmetric keys in accordance with the standardegoonding to the generation
technique as called out in FCS_CKM.1.2(1).

FCS_CKM.1.3(4) — Any public key certificates gertedhby the TSF shall be in
accordance with NSA-certified NSA-approved certifee schemé&s

FCS_CKM.1(5) Cryptographic Key Management (InternetKey Exchange)

FCS_CKM.1.1(5) — The TSF shall provide cryptogragtey establishment
technigues in accordance with RFC 2409 as follows(s

% For purposes of interpreting this standard, ofilER with 168 bits of key shall be applied (DES @t n
acceptable for meeting this requirement. Evernmigtation to AES is expected.).

®1 DoD multilevel applications require Class 5 PKlandress worst case environments, but currentyclass
is just a concept. In the interim, NSA-approvedifieate schemes with hardware tokens for protectf
private keys are approved under the added requiretinat stronger protection mechanisms must bdexppt
the boundaries of the protected environment asdtrlier in this PP. When Class 5 certificatesfally
established, they will be required.
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- Phase 1, the establishment of a secure authedichannel between the
TOE and another remote VPN endpoint, shall be padd using one of
the following, as configured by the security adrsirator:

o Main Mode
o Aggressive Mode

- New Group mode shall include the private group2B#8-bit MOD P,
[no other group modes] for the Diffie-Hellman keycbange.

- Phase 2, negotiation of security services foel? Shall be done using
Quick Mode, using SHA-1 as the pseudo-random fonctiQuick Mode
shall generate key material that provides perfeatérd secrecy.

FCS_CKM.1.2(5) — The TSF shall require tience, and the x of g"xybe randomly
generated using FIPS-approved random number genevhén computation is being
performed.

. The recommended nonce sizes are to be between Zéruytes;
. The minimum size for the x should be 256 bits.

FCS_CKM.1.3(5) — When performing authenticatiomggpre-shared keys, the key
shall be generated using the FIPS approved randonber generator specified in
FCS_COP.1(4).

FCS_CKM.1.4(5) — The TSF shall compute the valuBKEYID (as defined in RFC
2409), using SHA-1 as the pseudo-random functitime TSF shall be capable of
authentication using the methods for

- Signatures: SKEYID = sha(Ni_b | Nr_b, g™xy)

- Pre-shared keys: : SKEYID = sha(pre-shared-keyb\Nr_b)

- [Authentication using Public key encryption, camipg SKEYID as
follows: SKEYID = sha(sha(Ni_b | Nr_b), CKY-I |[CKR)]

Application Note: Refer to RFC 2409 for an explamabf the notation and
definitions of the terms.

FCS_CKM.1.5(5) — The TSF shall compute authentic&ying material as follows:
SKEYID_d = sha(SKEYID, g"xy | CKY-l | CKY-R | 0)
SKEYID_a = sha(SKEYID, SKEYID_d | g"xy | CKY-KY-R |1)
SKEYID_e = sha(SKEYID, SKEYID_a | g"xy | CKY-OKY-R | 2)

FCS_CKM.1.6(5) — To authenticate the Phase 1 exgghdahe TSF shall generate
HASH_ 1 if it is the initiator, or HASH_R if it ishte responder as follows:
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HASH_| = sha(SKEYID, g"xi | g*xr | CKY-I | CKY-RSAi_b |IDii_b)
- HASH_R = sha(SKEYID, g"xr | g*xi | CKY-R | CKY-ISAi_b [IDir_b)

Application Note: Refer to RFC 2409 for an explamabf the notation and
definitions of the terms.

FCS_CKM.1.7(5) — The TSF shall be capable of autbating IKE Phase 1 using
the following methods as defined in RFC 2409, adigared by the security
administrator:

a) Authentication with digital signatures: The TSF shall use [RSA,
DSA|[]]

b) when an RSA signature is applied to HASH | or HABIHt must be first
PKCS#1 encoded. The TSF shall check the HASH_IFe#hEH_R
values sent against a computed value to deteattzaryges made to the
proposed transform negotiated in phase one. lgémare detected the
session shall be terminated and an alarm shalébergted.

c) [[X.509 Version 3 certificatd§ X.509 V3 implementations, if
implemented, shall be capable of checking for vigliof the certificate
path, and at option of SA, check for certificateaeation.

d) Authentication with a pre-shared key The TSF shall allow
authentication using a pre-shared key.

FCS_CKM.1.8(5) — The TSF shall compute the hashesfor Quick Mode in the
following way

HASH(1) = sha(SKEYID_a, M-ID |[any | SAKMP payload after
HASH (1) header contained in the message)]

HASH(2) = sha(SKEYID_a, M-ID | Ni_b | any ISAKMP payload after
HASH (2) header contained in the message)]

HASH(3) = sha(SKEYID_a, 0 | M-ID | Ni_b | Nr_B

Application Note: The following steps will be peni®d when using the HASH
computation:

— initiator computes HASH(1) and sends to responder

— responder validates computation of HASH(1) anchpates HASH(2) and
sends HASH(2) to initiator

— initiator validates computation of HASH(2) andneputes HASH(3) and
sends HASH(3) to responder

KE is only optional when SA elects not to use pefteward secrecy.
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Verifying that a TFS implementation actually cheldksSH(1), HASH(2), and
HASH(3) values sent against a computed value isiitapt in detecting changes
that could have been made to proposed transforrotreggd in Quick Mode (not as
likely as Phase One because Quick Mode is encrypted

The ordering of the ISAKMP payloads may differ lbseaQuick Mode only
specifies the location of the HASH and SA payload.

FCS_CKM.1.9(5) — The TSF shall compute new keyiragemal during Quick Mode
as follows:

[when using perfect forward secrecy KEYMAT = shatSKD_d,
g(gm)”~xy | protocol | SPI | Ni_b| Nr_b),When petfiecward secrecy is not
used KEYMAT = sha(SKEYID_d | protocol | SPI | Ni| Kr_b)]

FCS_CKM.1.10(5) — The TSF shall at a minimum, supthee following ID types:

[assignment: ID_IPV4_ADDR, ID_FQDN, ID_USER_FQDN,
ID_IPV4_ADDR_SUBNET, ID_IPV6_ADDR,
ID_IPV6_ADDR_SUBNET, ID_IPV4_ADDR_RANGE,
ID_IPV6_ADDR_RANGE, ID_DER_ASN1_DN, ID_DER_ASN1_GN,
ID_KEY_ID].

FCS_CKM.2(1) Cryptographic Key Management (Key Handing and Storage)

FCS_CKM.2.1(1) — The TSF shall perform key entrgl antput in accordance with
FIPS PUB 140-2, Level 3.

FCS_CKM.2.2(1) — The TSF shall provide a meanssuee that keys are associated
with the correct entities (i.e., person, groupprcess) to which the keys are
assigned.

FCS_CKM.2.3(1) — The TSF shall perform a key edetection check on each
transfer of key (internal, intermediate transfers).

Application Note: A parity check is an example &kg error detection check.

FCS_CKM.2.4(1) — The TSF shall encrypt or splitsment secret and private keys
when not in use.

Application Note: A persistent key, such as adileryption key, is one that must be
available in the system over long periods of tildenon-persistent key, such as a
key used to encrypt or decrypt a single messagesesssion, is one that is
ephemeral in the system.
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Application Note: “When not in use” shall be integbed in the strictest sense so
that persistent keys only exist in plaintext fonmimg intervals of operational
necessity. For example, a file encryption keylghast in plaintext form only
during actual encryption and/or decryption procegsof a file. Once the file is
decrypted or encrypted the file encryption key ldb@immediately covered for
protection.

FCS_CKM.2.5(1) — The TSF shall destroy non-persisteyptographic keys after an
administrator-defined period of time of inactivity.

FCS_CKM.2.6(1) — The TSF shall overwrite each imiediate storage area for
plaintext key/critical cryptographic security parater (i.e., any storage, such as
memory buffers, that is included in the path oftsdata). This overwriting shall be
executed three or more times using a differentradteng data pattern each time upon
the transfer of the key/critical cryptographic s@gyparameter to another location.

Application Note: This is related to the elimimatiof internal, temporary copies of
plaintext keys created during processing, not totttal destruction of a key from
the TOE which is discussed under Key DestructitthoAgh verification of the
zeroization of each intermediate location of a ptext key/critical cryptographic
security parameter is desired here (by checkingherfinal known alternating data
pattern), it is not required at this time. Howewendors are highly encouraged to
incorporate this verification whenever possibleittieir implementations.

FCS_CKM.2.7(1) — The TSF shall prevent archivingxpired (private) signature
keys.

Application Note: This requirement is orthogonatypical system back-up
procedures. Therefore, it does not address thelpro of archiving an active
(private) signature key during a system back-up sendng the key beyond its
intended life span.

FCS_CKM.2(2) Cryptographic Key Management (Key Distibution)

FCS_CKM.2.1(2) — The TSF shall distribute cryptqaina keys in accordance with a
specified cryptographic key distribution method:diMial (Physical) Method and
Automated (electronic) Methodhjat meets the following:

a) Manual (Physical) Methods:

. The TSF shall support manual distribution of symmdtey in
accordance with FIPS PUB 171 (Key Management UAN§I
X9.17).

. The TSF shall support manual distribution of prevasymmetric
key material (certificates and/or keys) in accomtawith NSA-
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certified Department of Defense (DoD) Public Kefrdstructure
(PKI) for public key distribution using NSA-appraveertificate
schemes with hardware tokens for protection ofgte\keys that
meet the following:

1) PKI Roadmap for the DoD,

2) DoD X.509 Certificate Policy,

3) PKCS #8 v1.2 (Private-Key Information Syntax Stadjla

4) PKCS #12 v1.0 (Personal Information Exchange Syntax

5) PKCS #5 v2.0 (Password-Based Encryption Standéard, 2
Mar 1999 - Final), and

6) PKCS #11 v2.11 (Cryptographic Token Interface
Standard).

. The TSF shall support manual distribution of publsymmetric
key material (certificates and/or keys) in accomtawith NSA-
certified DOD PKI for public key distribution usingSA-
approved certificate schemes for protection of jpuk#ys that
meet the following:

1) PKI Roadmap for the DoD,
2) DoD X.509 Certificate Policy,
3) PKCS#12 v1.0 (Personal Information Exchange Syntax)

b)  Automated (Electronic) Methods:

. The TSF shall automatically distribute symmetrigken
accordance with FIPS PUB 171 (Key Management UAN§I
X9.17) %2

. The TSF shall automatically distribute public asyetnc key
material (certificates and/or keys) in accordandé WSA-
certified DoD PKI for public key distribution usingSA-approved
certificate schemé&%that meet the following:

%2 Until NIST identifies approved methods for autoiaity distributing symmetric key, FIPS PUB 171 (Ke
Management Using ANSI X9.17) is being used herex:. parposes of interpreting FIPS PUB 171, only TDEA
with 168 bits of key shall be applied. (DES is aoteptable for meeting this requirement. Evernmiglation

to AES is expected.) Where public key schemes sed in key transport methods, NIST Special Pulitinat
800-56 (“Recommendation on Key Establishment Scls&nBRAFT 2.0, January 2003) shall also be used.

%3 DoD multilevel applications require Class 5 PKladdress worst case environments, but currentyclass
is just a concept. In the interim, NSA-approvedifieate schemes with hardware tokens for protecof
private key are approved under the added requirethanstronger protection mechanisms must be egjaif
the boundaries of the protected environment asdtrlier in this PP. When Class 5 certificatesfally
established, they will be required.
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1) PKI Roadmap for the DoD,
2) DoD X.509 Certificate Policy,
3) PKCS#12 v1.0 (Personal Information Exchange Syntax)

. The TSF shall only support manual distribution ovgte
asymmetric key material (certificates and/or kegsgccordance
with NSA-certified DOD PKI for public key distribign using
NSA-approved certificate schemiéwith hardware tokens for
protection of private keys that meet the following:

1) PKI Roadmap for the DoD,

2) DoD X.509 Certificate Policy,

3) PKCS #8 v1.2 (Private-Key Information Syntax Stadjla

4) PKCS #12 v1.0 (Personal Information Exchange Syntax
Standard)

5) PKCS #5 v2.0 (Password-Based Encryption Stand&rd, 2
Mar 99--Final) and,

6) PKCS #11 v2.11 (Cryptographic Token Interface
Standard).

FCS_CKM.4 Cryptographic Key Destruction

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in
accordance with a cryptographic key zeroizationhoethat meets the following:

a) The Key Zeroization Requirements in FIPS PUB 14022 Management
Security Level 3;

b) Zeroization of all private cryptographic keys, plk&xt cryptographic keys
and all other critical cryptographic security paeders shall be immediate
and complete;

c) The zeroization shall be executed by overwritirg kby/critical
cryptographic security parameter storage area; and

d) The TSF shall overwrite each intermediate storaiga for private
cryptographic keys, plaintext cryptographic keys] all other critical
security parameters three or more times with abfit alternating
pattern each time upon the transfer of the key/G8Rsother location.

Application Note: The TOE stores the cryptograpteys in flash memory. Flash
RAM has a limited number of supported read/writdey. To avoid burning out

% See previous footnote.

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 83 of 252



EM Fortinet FortiGate™ Unified Threat Management
oo R ssanes Solutions Security Target: International

areas of the flash RAM through repeated use, thiecdalrivers for the flash RAM
used in the FortiGate products do not re-write ditdhe same location when
updating files. Files and data locations are moaeound the flash card to evenly
distribute the use.

Deleting data from flash memory is immediate anuglete, leaving no magnetic
residue or signature. There is therefore no needvierwrite a cryptographic key
stored in flash memory multiple times in order ns@e that the data can not be

recovered.

For these reasons, the requirement in FCS_CKM .34 ot directly applicable.
The intent of the requirement, that data be perm#pelestroyed, is met as
described previously. Rewriting data multiple tanie destroy keys/critical
cryptographic security parameters does not prowddditional protection when
using flash based data storage.

FCS_COP.1(1) Cryptographic Operation (Encryption/De&ryption AES)

FCS_COP.1.1(1) — A cryptomodule shall perform eption and decryption using
the FIPS-Approved Security Function AES algorithpei@ting in CBC mode(s)
supporting key sizes of 128 bits, 192 bits, 2586.bit

FCS_COP.1(2) Cryptographic Operation (Digital Signgure
Generation/Verification)

FCS_COP.1.1(2) — A cryptomodule shall perform digsignature generation and
verification using the FIPS-Approved Security Fumetselection

. rDSA

a) The cryptomodule shall implement rDSA (rDSA withdog)) with a
modulus size of [2048 bits or greater] in a marthat conforms to ANSI
X9.31-1998, Digital Signatures Using Reversible IRukey
Cryptography for the Financial Services IndustySA).

b)  The choices and options used in conforming to tA8X-1998 are as
follows:

. public verification exponent, e: fixed at 17;
. hash algorithm: SHA-1;

. random number generation method used: ANSI X9.8aeAdix
A.2.4 with AES;

. SEED value(s) for key generation: generated fronGGRéhd
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. private signature key options: d and n derivedigh @generated.]
FCS_COP.1(3) Cryptographic Operation (Hashing Funabns)

FCS_COP.1.1(3) — The TSF shall perform non-VPN @myraphic Hashing
Functions used by other cryptographic functionadityhe TSF using a FIPS-
approved Cryptographic Hashing Function implememetl FIPS-approved
cryptomodule running in a FIPS-approved mode.

FCS_COP.1.2(3) — The TSF shall perfovildN cryptographic hashing services in
accordance with a NIST-approved hash implementatighe Secure Hash algorithm
and message digest size of at least 256 bits teatsnthe following:

FIPS PUB 180-2.

Application Note: The message digest size shoulg@gmond to double the system
encryption key strength.

FCS_COP.1(4) Cryptographic Operation (Random NumbetGeneration)

FCS_COP.1.1(4) — The TSF shall perform all Randammbeer Generation used by
the cryptographic functionality of the TSF, as wadlall SFRs that require random
numbers, using a FIPS-approved Random Number Genarglemented in a FIPS-
approved cryptomodule running in a FIPS-approvedeno

Note: The RNG used by the TOE is that specifiédR® 186-2 Appendix 3.1 with
Change Notice 1.

FCS_COP.1.2(4) — The TSF shall defend against tangpef the random number
generation (RNG)/ pseudorandom number generatiBN(@) sources.

Application Note: The RNG/PRNG should be resisiamhanipulation or analysis

of its sources, or any attempts to predictablyuefice its states. Three examples of
very different approaches the TSF might pursuedtiress this include: a)

identifying the fact that physical security musipplied to the product, b) applying
checksums over the sources, or c) designing anttmgnting the TSF RNG with a
concept similar to a keyed hash (e.g., where peaalg, the initial state of the hash
is changed unpredictably and each change is preteas when provided on a
tamper-protected token, or in a secure area of mgmo

5.1.4 User data protection (FDP)
FDP_IFC.1(1) Subset information flow control (unadhenticated policy)

FDP_IFC.1.1(1) Refinement: The TSF shall enforce the [UNAUTHENTICATED
INFORMATION FLOW SFP] on
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. [source subject: TOE interface on which informatie received;
. destination subject: TOE interface to which infotima is destined;
. information: network packets; and

. operations: pass information, pass informationeyaplication proxy
(SMTP) by opening a relay connection from the T8&8Mbehalf of the
source subject to the destination subject serdertifier, and with the
TSF ensuring the following conditions:

a) the connection from the source subject is termthatehe proxy,

b) the new relay connection is established betweepitrey and
destination subject, which does not use the stigbeftocol
attributes associated with the terminated connecdtida).]

FDP_IFC.1(2) Subset information flow control (auttenticated policy)

FDP_IFC.1.1(2) Refinement: The TSF shall enforce the [AUTHENTICATED
INFORMATION FLOW SFP] on

a) [source subject representing authenticated progy. gsurce network
identifier;

d) destination subject: TOE interface to which infotimia is destined;
e) information: network packets; and

f)  operations: pass information via application pr@yP, Telnet, HTTP)
by opening a relay connection from the TSF on Wedfahe source
subject to the destination subject service idestitand with the TSF
ensuring the following conditions:

a) the connection from the source subject is teanihat the proxy,

b) the new relay connection is established betweemroxy and
destination subject, which does not use the stigbeftiocol attributes
associated with the terminated connection in (a).]

FDP_IFC.1(3) Subset information flow control (unauhenticated TOE services
policy)

FDP_IFC.1.1(3) - The TSF shall enforce the [UNAUTYHCATED TOE
SERVICES SFP] on
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a) [source subject: TOE interface on which informati®neceived;
b) destination subject: the TOE;
c) information: network packets; and
d) operations: accept or reject network packet].
FDP_IFC.1(4) Subset information flow control (VPN mlicy)
FDP_IFC.1.1(4) Refinement The TSF shall enforce the [VPN SFP] on
a) [source subject: TOE interface on which informati®neceived;
b) destination subject: TOE interface to which infotima is destined.
c) information: network packets; and
d) operations:
i) pass packets without modifying;

i)  send IPSec encrypted and authenticated packetgeaeral OE
using ESP in tunnel mode as defined in RFC 2406; an

i)  decrypt, verify authentication and pass receivezkgs from a
peer TOE in tunnel mode using ESP].

FDP_IFF.1(1) Simple security attributes (unauthenttated policy)

FDP_IFF.1.1(1) Refinement The TSF shall enforce the [UNAUTHENTICATED
INFORMATION FLOW SFP] based on the following typefssubject and
information security attributes:

a) Source subject security attributes:
. set of source subject identifiers.
b) Destination subject security attributes:
. Set of destination subject identifiers; and
. [schedulg

c) Information security attributes:
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. presumed identity of source subfért
. identity of destination subject;

. transport layer protocol,

. source subject service identifier;

. destination subject service identifier (e.g., TCRIDP
destination port number);

. [[Schedule:
. One-time schedule
= Start Time
= End Time
. Recurring schedule
= Days of week on which schedule is active
= Start Time
= End Timég).
e«  SMTP

1) commands (i.e., HELO, EHLO, HELP, MAIL, RCPT,
DATA, QUIT, RSET, VRFY, NOOP, EXPN, TURN,
SEND, SOML, SAML, SIZE);

2) MIME Content-Types and Sub-Types:

a. text:
= plain
= richtext

%5 The TOE can make no claim as to the real idenfigny source subject; the TOE can only supposestizit
identities are accurate. Therefore, a ‘presumedtity’ is used to identify source subjects. Ndtewever, that the
TOE can ensure that the identity is included ingbithat is associated with the interface (see FHER1.6(1)).
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» enriched
b. multipart:
= mixed
= parallel
= digest

= alternative

C. message:
= rfc822
» partial

= external-body

d. application:
= octet-stream
» postscript

e. image

f. audio

g. video.

d) Stateful packet attributes: [for IP-based netwdaklss:
»  Connection-oriented protocols:
" sequence number;

" acknowledgement number;

" Flags;
. SYN,;
. ACK;
. RST;
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. FIN.
»  Connectionless protocols:
" source and destination network identifiers;
. source and destination service identifiers].

FDP_IFF.1.2(1) The TSF shall permit an information flow betweesoarce subject
and a destination subjeat. a controlled operation if the following rulesld:

. [the presumed identity of the source subject ihaset of source subject
identifiers;

. the identity of the destination subject is in teéaf source destination
identifiers;

. the information security attributes match the htités in an information flow
policy rule (contained in the information flow pojiruleset defined by the
Security Administrator) according to the followiaggorithm first match;
and

. the selected information flow policy rule specifteat the information flow is
to be permitted].

Application Note: The TOE implements its AV and ii&asures using protection
profiles which may be included as a part of angiall rule. A protection profile
may be created which causes the TOE to scan pagk#ts following protocol
types (HTTP, FTP, SMTP, POP3, IMAP and IM) for s&s before the packet is
permitted to pass throught the TOE. A protectioofitr may also cause the TOE to
scan packets for signatures which match IPS atsagkatures held by the TOE.

FDP_IFF.1.3(1) - The TSF shall enforce the [follogi
. fragmentation rule:

o] prior to applying the information policy rulesdietTOE
completely reassembles fragmented packets;

. stateful packet inspection rules:

o0 whenever a packet is received that is not assakvitd an
allowed established session (e.g., the SYN flagisvithout the
ACK flag being set), the information flow policyleset, as
defined in FDP_IFF.1.2(1), is applied to the parket
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o otherwise, the TSF associates a packet with awatlestablished
session using the stateful packet attributes].

FDP_IFF.1.4(1) - The TSF shall provide the follogrithe Security Administrator
shall have the capability to view all informatidows allowed by the information
flow policy ruleset before the ruleset is applied].

FDP_IFF.1.5(1) - The TSF shall explicitly authoreme information flow based on the
following rules: [none].

FDP_IFF.1.6(1) - The TSF shall explicitly deny aformation flow based on the
following rules:

a) [The TOE shall reject requests for access or seswiehere the presumed
source identity of the information received by TH@E is not included in
the set of source identifiers for the source subjec

b) The TOE shall reject requests for access or servitere the presumed
source identity of the information received by TH@E specifies a
broadcast identity;

c) The TOE shall reject requests for access or servitere the presumed
source identity of the information received by T@E specifies a
loopback identifier;

d) The TOE shall reject requests in which the infoiorateceived by the
TOE contains the route (set of host network idesr) by which
information shall flow from the source subject he testination subject;
and

e) The TOE shall reject SMTP traffic that containsrseurouting symbols
(e.g., in the mailer RCPT commands)]

FDP_IFF.1(2) Simple security attributes (authenticéed policy)
FDP_IFF.1.1(2) Refinement: The TSF shall enforce the [AUTHENTICATED
INFORMATION FLOW SFP] based on the following typafssubject and
information security attributes:
a) [Source subject security attributes:
. source network identifier.

b) Destination subject security attributes:

. Set of destination subject identifiers.
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c) Information security attributes:

identity of source subject;
. identity of destination subject;
. transport layer protocol,

. destination subject service identifier (e.g. TCBtuation
port number):

. FTP sub-commands specified in RFC 959, and theogiti
commands introduced by RFC 2228;

. HTTP request methods specified in RFC 2616.
d) Stateful packet attributes: [for IP-based netwdaklss:
»  Connection-oriented protocols:
*  sequence number;

" acknowledgement number;

" Flags;
. SYN,;
. ACK;
. RST; and
. FIN.

»  Connectionless protocols:
. source and destination network identifiers; and
" source and destination service identifiers].

FDP_IFF.1.2(2) Refinement: The TSF shall permit an information flow between a
source subject and a destination subject via aaied operation if the following
rules hold:

. [the source subject has successfully authentidatéte TOE;

. the identity of the destination subject is in teéaf destination identifiers;
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. the information security attributes match the htttes in a information flow
policy rule (contained in the information flow pojiruleset defined by the
Security Administrator) according to the followiaggorithm first match;
and

. the selected information flow policy rule speciftbat the information flow is
to be permitted via the authenticated proxy setebiethe rule].

FDP_IFF.1.3(2) — The TSF shall enforce the [follogyi
. fragmentation rule:

. prior to applying the information policy rulesdietTOE completely
reassembles fragmented packets;

. stateful packet inspection rules:

. whenever a packet is received that is not assalcvith an allowed
established session (e.g., the SYN flag is setouitthe ACK flag being
set), the information flow policy ruleset, as definn FDP_IFF.1.2(2),
is applied to the packet;

. otherwise, the TSF associates a packet with awetleestablished
session using the stateful packet attributes].

FDP_IFF.1.4(2) Refinement: The TSF shall provide the following [the Security
Administrator shall have the capability to view iallormation flows allowed by this
information flow policy ruleset before the ruleseapplied].

FDP_IFF.1.5(2) — The TSF shall explicitly authoraeinformation flow based on
the following rules: [none].

FDP_IFF.1.6(2) — The TSF shall explicitly deny aformation flow based on the
following rules: [none].

FDP_IFF.1(3) Simple security attributes (unauthenttated TOE services policy)

FDP_IFF.1.1(3) - The TSF shall enforce ttiNAUTHENTICATED TOE SERVICES
SFH based on the following types of subject and infation security attributes:

a) [Source subject security attributes:
. set of source subject identifiers.

b) Destination subject security attributes:
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. TOE’s network identifier.
c) Information security attributes:
. presumed identity of source subject;
. identity of destination subject;
. transport layer protocol,
. source subject service identifier;

. destination subject service identifier (e.g., TCRJIDP
destination port number); and

. [for an IP-based network stack: ICMP message tyige a
code as specified in RFC 792]].

FDP_IFF.1.2(3) — The TSF shall permit an informatilow between a source subject
and the TORvia a controlled operation if the following rulesld:

a) [the presumed identity of the source subject ih@set of source subject
identifiers;

b) the identity of the destination subject is the TOE;

c) the information security attributes match the htites in an information flow
control policy according to the following algorithjfirst matchj.

FDP_IFF.1.3(3) -Refinement The TSF shall enforce the [following rules:

. The TOE shall allow source subjects to access Téd¥ces [for IP-based
network stacks: ICMP] without authenticating theseirce subjects; and

. The TOE shall allow the list of services specifieuinediately above to be
enabled (become available to unauthenticated useds$abled (become
unavailable to unauthenticated users)].

FDP_IFF.1.4(3) - The TSF shall provide the follogrithe Security Administrator
shall have the capability to view all informatidows allowed by this information
flow control policy before the policy is applied].

FDP_IFF.1.5(3) - The TSF shall explicitly authoreme information flow based on the
following rules: [none].
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FDP_IFF.1.6(3) - The TSF shall explicitly deny aformation flow based on the
following rules: [

a) The TOE shall reject requests for access or sexwitere the presumed
source identity of the information received by T@E is not included in the
set of source identifiers for the source subject;

b) The TOE shall reject requests for access or seawidere the presumed
source identity of the information received by T@E specifies a broadcast
identity;

c) The TOE shall reject requests for access or sexwitere the presumed
source identity of the information received by T@E specifies a loopback
identifier; and

d) The TOE shall reject requests in which the infoiorateceived by the TOE
contains the route (set of host network identijiésswhich information shall
flow from the source subject to the TOE].

FDP_IFF.1(4) Simple security attributes (VPN policy

FDP_IFF.1.1(4) Refinement The TSF shall enforce the [VPN SFP] based on the
following types of subject and information secuatyributes: [

a) Source subject security attributes:
. set of source subject identifiers.
b) Destination subject security attributes:
. set of destination subject identifiers.
c) Information security attributes:
. presumed identity of source subject; and
. identity of destination subject.

FDP_IFF.1.2(4) — The TSF shall permit an informatiilow between a source subject
and a destination subject via a controlled openafithe following rules hold:

a) [the presumed identity of the source subject ih@set of source subject
identifiers;

b) the identity of the destination subject is in tlkéaf source destination
identifiers;
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c) the information security attributes match the htites in an information flow
policy rule (contained in the information flow pojiruleset defined by the
Security Administrator) according to the followiaggorithm first match;
and

d) the selected information flow policy rule specifteat the information flow is
to be permitted, and what specific operation frddPFIFC.1(3) is to be
applied to that information flow].

FDP_IFF.1.3(4) — The TSF shall enforce the gdditional VPN SFP rulgs

FDP_IFF.1.4(4) — The TSF shall provide the follogv[the Security Administrator
shall have the capability to view all informatidaws allowed by the information
flow policy ruleset before the ruleset is applied

FDP_IFF.1.5(4) - The TSF shall explicitly authoreme information flow based on the
following rules: hong.

FDP_IFF.1.6(4) - The TSF shall explicitly deny aformation flow based on the
following rules: [

a) The TOE shall reject requests for access or servitere the presumed
source identity of the information received by TH@E is not included in the
set of source identifiers for the source subject;

b) The TOE shall reject requests for access or servitere the presumed
source identity of the information received by T@E specifies a broadcast
identity;

c) The TOE shall reject requests for access or sexrvitere the presumed
source identity of the information received by T@E specifies a loopback
identifier;

d) The TOE shall reject requests in which the infoiorateceived by the TOE
contains the route (set of host network identijiégswhich information shall
flow from the source subject to the destinationjectd)].

FDP_RIP.2 Full residual information protection

FDP_RIP.2.1 - The TSF shall ensure that any previgiormation content of a
resource is made unavailable upon the [allocatfdheoresource to] all objects.

5.1.5 Identification and authentication (FIA)

TOE security functions implemented by a probabdist permutational mechanism (e.g.,
password or hash function) are required (at EALR laigher) to include a strength of
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function claim. Strength of Function shall be destoated for the authentication mechanism
used by the administrators to be SOF-Basic, ase@fin Part 1 of the CC. Specifically, the
local authentication mechanism must demonstratquade protection against attackers
possessing a low attack potential.

Application Note: The term ‘local authenticatiorechanism’ in the paragraph
above is duplicated from the FW PP MR and the THR\WR. It denotes that the
authentication mechanism used by the TOE is aghat@art of the TOE rather
than being provided by an external IT entity. Théantication mechanism is used
by the TOE to authenticate users of the Local Cleng® well as remote users.

FIA_AFL.1 - Authentication failure handling

FIA_AFL.1.1 -Refinement: The TSF shall detect when [a Security Administrato
configurable integer] of unsuccessful authenticaatiempts occur related to
[administrators attempting to authenticate to thévidek Web-Based GUI and
Network CLI, attempted proxy user authenticatiod anothentication attempts by
VPN peerg

FIA_AFL.1.2 —Refinement: When the defined number of unsuccessful
authentication attempts related to the applicakl®a in FIA_AFL.1.1 has been met,
the TSF shalldt the option of the Security Administrator prevent

. authentication via the Network Web-Based GUI antiMdek CLI for the user
assumed to have exceeded the authentication atteniptand

. proxy user authentication for the user assumecdhielexceeded the
authentication attempt limit.

. VPN peer authentication for the VPN peer assumdtte exceeded the
authentication attempt limit.

until an action is taken by the Security Adminigiraor until a Security
Administrator defined time period has elapsed

Application Note: The TSF monitors authenticafiaitures at the Local Console
and inititates an alarm when the authenticatioruig limit is exceeded (see
FAU_SAA.1). However, the TSF does not preventdughthentication attempts at
the Local Console when the authentication failumgtihas been exceeded.

FIA_ATD.1(1) User attribute definition (administrat ors)

FIA_ATD.1.1(1) — Refinement: The TSF shall maintain the following list of
security attributes belonging to an authorized Adstrator:

a) [user identifiers (role, username, password);and
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b) three optional trusted host IP address/netmaskssgeam which the
administrator can logih

Application Note: The user identifiers listedsisparagraph a) above include the
‘user identity’, ‘authentication data’ and ‘authaations’ listed in the IDSS PP.

FIA_ATD.1(2) User attribute definition (authorized proxy user)

FIA_ATD.1.1(2) — Refinement: The TSF shall maintain the following list of
security attributes belonging to an authorized praser:

a) [user identifiers (role, username, password); and

b) user group and applicable firewall policies

FIA_ATD.1(3) User attribute definition (VPN Remote Devices)

FIA_ATD.1.1(3) —Refinement: The TSF shall maintain the following list of se¢yri
attributes belonging to an authorized VPN Remoteid2e

a) [IPSec Phase 1 parameters

remote device identifier, the name that represdrggemote VPN
peer or client:

role;

connection type (i.e., static IP address, dialuprusr dynamic
DNS);

static IP address of the remote peer, if connectype is static IP
address;

domain name of the remote peer, if dynamic DN8lected;
Phase 1 mode (Main or aggressive);

authentication method, either preshared key or Bi§Aature;
preshared key if applicable;

server certificate name that the FortiGate will useauthenticate

itself to the remote peer or dialup client duringase 1
negotiations
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. peer options, depending on the remote gateway attteatication
method settings defined above,;

. optional advanced settings for the phase 1 proposal
b) IPSec Phase 2 parameters:
. tunnel name;
. phase 1 configurations associated with the tunaed
. tunnel key lifetimé.
FIA_UAU.1(1) Timing of authentication (for TOE services)

FIA_UAU.1.1(1) - The TSF shall allow@MP] on behalf of the user to be performed
before the user is authenticated.

FIA_UAU.1.2(1) - The TSF shall require each usebéosuccessfully authenticated
before allowing any other TSF-mediated actions emalf of that user.

FIA_UAU.1(2) Timing of authentication (for informat ion flow through the TOE)

FIA_UAU.1.1(2) — The TSF shall allov6MTP traffic to flow with mediation
through the TOEon behalf of the user to be performed beforeuther is
authenticated.

FIA_UAU.1.2(2) — The TSF shall require each usdr@csuccessfully authenticated
before allowing any other TSF-mediated actions emaltf of that user.

FIA_UAU.2 User authentication before any action

FIA_UAU.2.1 —Refinement: The TSF shall require the administrators, Forsnet
FortiGuard Distribution Server, VPN Peers and uséf3elnet, FTP, HTTP] to be
successfully authenticated before allowing any olt&F-mediated actions on behalf
of these authorized users.

FIA_UAU.5 — Multiple authentication mechanisms

FIA_UAU.5.1 —Refinement The TSF shall provide a local authentication
mechanism andahd a device level authentication mechanism based.509
certificateg to perform user authentication.

Application Note: The ‘device level authenticatimechanism based on X.509
certificates’ is used by the TOE for mutual auteation of VPN peers.
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FIA_UAU.5.2 — The TSF shall authenticate any usgdaned identity according to
the [configuration set by the Security Administratodggine which authentication
mechanism is to be used for each liser

FIA_UID.2 User identification before any action

FIA_UID.2.1 - The TSF shall require each user &niify itself before allowing any
other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-Subject Binding

FIA_USB.1.1 - The TSF shall associate the followmusgr security attributes with
subjects acting on behalf of that usatl iser security attributds

FIA_USB.1.2 — The TSF shall enforce the followingdess on the initial association of
user security attributes with subjects acting anlibhalf of users:

a) [static user attributes, such as username, are assigo users when they are
created by the Security Administrator;

b) one of the assigned user attributes is a role;
c) the role defines subjects that may operate on lhelfidhe user;

d) when a user authenticates, "dynamic" user attribuseich as IP address, may
be assigned; and

e) user-subject binding occurs when the user sucdgsgivokes a subject to act
on its behalf

FIA_USB.1.3 — The TSF shall enforce the followingdess governing changes to the
user security attributes associated with subjedtiagon the behalf of users:

a) [the associations between the user security atedband the subjects acting
on behalf of users are predefined by the FortiGatge and data tables, and
cannot be changed;

b) the values of the static security attributes maglwenged only by the Security
Administrator, who is permitted to edit the TSFaddéfining the user; and

c) the values of the dynamic security attributes amggned when the user
session is created and changed programmaticaliyezsiedl

Application Note: User security attributes are defil in FIA_ATD.1(1),
FIA_ATD.1(2) and FIA_ATD.1(3).
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5.1.6

5.1.7

Intrusion Prevention Actions (FIP)
FIP_ACT_EXP.1 Intrusion Prevention Actions

FIP_ACT_EXP.1.1 — The TSF shall prevent intrusitincks directed at the TOE and
shall provide the Security Administrator with thenfigurable capability to detect and
prevent intrusion attacks contained within an infation flow processed by the TOE.

FIP_ACT_EXP.1.2 — The TSF shall provide a securelrasism to update the
intrusion prevention signatures used by the TSF.

Application Note: Intrusion Prevention signatunedates consist of updates to
both the intusion prevention signature database thiedprocessing engine for the
detection of intrusion attacks. The TOE providesc#r guidance to administrators
noting that in the evaluated configuration of th@H, only the signature database
updates may be applied to the TOE.

Security management (FMT)

FMT_MOF.1(1) - Management of security functions behvior (TSF non-
Cryptographic Self-test)

FMT_MOF.1.1(1) - The TSF shall restrict the abiliby[modify the behavior of] the
functions [TSF Self-Test (FPT_TST.1(p [the Security Administrathr

Application Note: The phrase ‘modify the behawbrrefers to the ability of the
Security Administrator to specify the frequencytfa periodic execution of the TSF
non-cryptographic self-tests.

FMT_MOF.1(2) - Management of security functions behvior (Cryptographic
Self-test)

FMT_MOF.1.1(2) - The TSF shall restrict the abiliby[enable, disablghe
functions [TSF Self-Test (FPT_TST.1(2p [the Cryptographic Administratfr

Application Note: This requirement describesdbdity of the Cryptographic
Administrator to determine whether or not the cographic self-tests are executed
after the generation of each key.

FMT_MOF.1(3) Management of security functions behawr (audit and alarms)

FMT_MOF.1.1(3) - The TSF shall restrict the abiliby[enable, disable, determine
and modify the behavior of] the functiorSdcurity Audit (FAU_SAR)to [an
Administratot.

Application Note: This requirement describesdbéity of all administrators to
read, search and sort the data in the audit trail.
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FMT_MOF.1(4) Management of security functions behawr (audit and alarms)

FMT_MOF.1.1(4) - The TSF shall restrict the abiliby[enable, disable, determine
and modify the behavior of] the functions [

a) Security Audit Analysis (FAU_SAA); and
b) Security Audit (FAU_SEL)
to [the Security Administrathr

Application Note: This requirement describesdbdity of the Security
Administrator to specify whether or not an audigablent is included or excluded
from the audit trail (based on identified criterda listed in FAU_SEL) as well as
the ability of the Security Administrator to definges which govern the generation
of alarms to indicate a potential violation of th&€P (FAU_SAA).

FMT_MOF.1(5) Management of security functions behawr (audit and alarms)

FMT_MOF.1.1(5) - The TSF shall restrict the abiliby[enable, disable] the
functions Becurity Alarms (FAU_ARPo [the Security Administrathr

Application Note: This requirement describesdbdity of the Security
Administrator to specify whether or not an alarrmgeates an audible signal.

FMT_MOF.1(6) Management of security functions behawr (available TOE-
services for unauthenticated users)

FMT_MOF.1.1(6) - The TSF shall restrict the abiliby[enable, disable] the
functions for an IP-based network stack: ICNI® [the Security Administrathr

Application Note: This requirement describesdbdity of the Security
Administrator to specify whether or not the TOH vabpond to ICMP requests
from unauthenticated users.

FMT_MOF.1(7) Management of security functions behawr (quota mechanism)

FMT_MOF.1.1(7) - The TSF shall restrict the abiliby[determine the behavior of]
the functions [

a) Controlled connection-oriented resource allocat{®®RU_RSA.1(2));
b) an administrator-specified network identifier;
c) set of administrator-specified network identifiers;

d) administrator-specified period of tirhe
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to [the Security Administrathr

Application Note: This requirement describesdbéity of the Security
Administrator to specify the parameters which agplguotas for connection
oriented resources; namely the network identifeard the time period over which
the quotas apply. The actual specification of thetg is covered by
FMT_MTD.2(2).

FMT_MOF.1(8) Management of security functions behawr (cryptographic self-
test frequency)

FMT_MOF.1.1(8) — The TSF shall restrict the abitity{modify the behaviour of] the
functions Eryptographic self-tests (FPT_TST.J(®) [the Security Administrathr

Application Note: The Security Administrator ésponsible for setting the
frequency for the periodic execution of the crypapdpic self-tests. The frequency
may not be less than once per day.

FMT_MOF.1(9) Management of security functions behawr (audit storage
exhaustion)

FMT_MOF.1.1(9) — The TSF shall restrict the abitity{modify the behaviour of] the
functions pction taken by the TOE in the event of audit gferaxhaustigjto [the
Security Administratgr

Application Note: For this requirement, the pheamodify the behavior of' refers
to the ability of the Security Administrator to sffg the action to be taken in the
event of audit storage exhaustion. Audit Storadreaestion is defined as the
percentage of available audit storage usage whihmegates an alarm as described
by FAU_SAA.1.

FMT_MOF.1(10) Management of security functions behaior (session
termination)

FMT_MOF.1.1(10) — The TSF shall restrict the apit [modify the behaviour of]
the functions $ession termination (FTA_SSL.1, FTA_SHio.3the Security
Administratot.

Application Note: For this requirement, the pheamodify the behavior of refers
to the ability of the Security Administrator to sifg a period of inactivity after
which the inactive session of an administrator nraaithenticated proxy user is
terminated by the TOE.
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FMT_MOF.1(11) Management of security functions behaior (alarm
acknowledgement)

FMT_MOF.1.1(11) — The TSF shall restrict the apitid [modify the behaviour of]
the functions [alarms] taaph Administratoy.

Application Note: For this requirement, the phedmodify the behavior of refers
to the ability of all Administrators to acknowledgkarms.

FMT_MOF.1(12) Management of security functions behaior (self-tests)

FMT_MOF.1.1(12) — The TSF shall restrict the apitd [modify the behaviour of]
the functions ¢ryptographic and non-cryptographic self-tgdts[an Administrato}.

Application Note: For this requirement, the pheamodify the behavior of’ refers
to the ability of all Administrators to manuallyesute the cryptographic and non-
cryptographic self-tests.

FMT_MOF.1(13) Management of security functions behaior (IDS sensor)

FMT_MOF.1.1(13) -Refinement: The TSF shall restrict the ability to [modify the
behavior of] the functionsSensor data collection and review (IDS_COL_EXRd)
[an Administratork

Application Note: For this requirement, the phedmodify the behavior of refers
to the ability of all Administrators to manage xS functions of the TOE.

FMT_MSA.1 Management of security attributes

FMT_MSA.1.1 — The TSF shall enforce tiéNAUTHENTICATED INFORMATION
FLOW SFP, AUTHENTICATED INFORMATION FLOW SFP,
UNAUTHENTICATED TOE SERVICES SFP, VPN 3BRestrict the ability to
[[manipulatd] the security attributegé¢ferenced in the indicated polidds [the
Security Administratgr

Application Note: The term “manipulate” is usedlihdicate that the security
attributes specified in the iterations of FDP_IFF.Inay be used to create
additional “attributes” that can be used in specify information flow policy rules
(for example, a set of network identifiers that b&nused as a “group”).

FMT_MSA.2 Secure security attributes

FMT_MSA.2.1 — The TSF shall ensure that only sevataes are accepted for
security attributes.
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FMT_MSA.3(1) Static attribute initialization (rules et)

FMT_MSA.3.1(1) Refinement The TSF shall enforce the NAUTHENTICATED
INFORMATION FLOW SFP, AUTHENTICATED INFORMATION FAGFP and,
VPN SFRto provide [restrictive] default values for th@armation flow policy
rulesetthat is used to enforce the SFP.

FMT_MSA.3.2(1) - The TSF shall allow th8¢curity Administratdrto specify
alternative initial values to override the defardtues when an object or information
IS created.

FMT_MSA.3(2) Static attribute initialization (servi ces)

FMT_MSA.3.1(2) Refinement The TSF shall enforce the NAUTHENTICATED
TOE SERVICES SHKRo provide [restrictive] default values for thet ®f TOE
services available to unauthenticated users.

FMT_MSA.3.2(2) - The TSF shall allow th8¢curity Administratdrto specify
alternative initial values to override the defardtues when an object or information
is created.

FMT_MTD.1(1) Management of TSF data (deletion of adit data)

FMT_MTD.1.1(1) — The TSF shall restrict the ability[delete] thedudit datd to
[the Audit Administratdr

FMT_MTD.1(2) Management of TSF data (cryptographicTSF data)

FMT_MTD.1.1(2) — The TSF shall restrict the abilioy[modify] the Eryptographic
security dat&to [the Cryptographic Administratfr

Application Note: This requirement describesdbéity of the Cryptographic
Administrator to load keys using a FortiUSB token.

FMT_MTD.1(3) Management of TSF data (time TSF data)

FMT_MTD.1.1(3) — The TSF shall restrict the ability[[sel] the [time and date
used to form the time stamps in FPT_STNbJIthe Security Administrathr

FMT_MTD.1(4) Management of TSF data (Information flow policy ruleset)

FMT_MTD.1.1(4) — The TSF shall restrict the ability[query, modify, delete,
[creatd] the [information flow policy rulefsto [the Security Administratfr
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FMT_MTD.1(5) Management of TSF data (user accounjs

FMT_MTD.1.1(5) — The TSF shall restrict the abiliby[modify, [creatd] the [user
accountsto [the Security Administrathr

FMT_MTD.1(6) Management of TSF data (TOE banner)

FMT_MTD.1.1(6) — The TSF shall restrict the abiliby[modify] the [TOE banney
to [the Security Administratgr

FMT_MTD.1(7) Management of TSF data (AV and IPS gjnatures)

FMT_MTD.1.1(7) — The TSF shall restrict the abiliby[modify] the AV and IPS
signature$to [the Security Administrator and the Fortinet Forti@&d Distribution
Servet.

FMT_MTD.1(8) Management of TSF data (VPN policy rukset)

FMT_MTD.1.1(8) - The TSF shall restrict the abiltty[query, modify, delete,
[creatd] the [VPN Policy rulekto [the Security Administratfr

FMT_MTD.1(9) Management of TSF data (IDS sensor da)

FMT_MTD.1.1(9) -Refinement: The TSF shall restrict the ability to query Sensor
data to fhe Security Administratpr

FMT_MTD.2(1) Management of limits on TSF data (trarsport-layer quotas)

FMT_MTD.2.1(1) -The TSF shall restrict the speation of the limits for uotas
on transport-layer connectioh [the Security Administratfr

FMT_MTD.2.2(1) - The TSF shall take the followingtians, if the TSF data are at,
or exceed, the indicated limitgake Security Administrator-specified action, ofie o
clear-session, drop, drop-session, pass, passesesgset, reset-client, or reset-
servet.

FMT_MTD.2(2) Management of limits on TSF data (contolled connection-
oriented quotas)

FMT_MTD.2.1(2) -The TSF shall restrict the speation of the limits for uotas
on controlled connection-oriented resourks[the Security Administratfr

FMT_MTD.2.2(2) -The TSF shall take the followingtiaas, if the TSF data are at,
or exceed, the indicated limitgake Security Administrator-specified action, ofie o
clear-session, drop, drop-session, pass, passesesgset, reset-client, or reset-
servet.
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FMT_REV.1 Revocation

FMT_REV.1.1 -Refinement The TSF shall restrict the ability to revoke s#gu
attributes associated with the [users, informatiow policy ruleset, services
available to unauthenticated users] within the T&{Ehe Security Administrathr

Application Note: The selection "information flowligy ruleset" is an object. The
selection "services available to unauthenticategrsisis a subject.

FMT_REV.1.2 -Refinement The TSF shall immmediately enforce the: [

a) revocation of a user’s role (Security Administrat@ryptographic
Administrator, Audit Administrator);

b) revocation of a user's ability to use an authertgdaproxy;
c) changes to the information flow policy ruleset whaeplied;
d) disabling of a service available to unauthenticatsérs; and
e) changes to the set of security associations wién pPOE$.
FMT_SMR.2 Restrictions on security roles
FMT_SMR.2.1 Refinement: The TSF shall maintain the roles: [

a) Security Administrator, who will also perform thanictions allocated to the
Sensor Administrator in the IDSS PP;

b) Cryptographic Administrator (i.e., users authoriregerform cryptographic
initialization and management functions);

c) Audit Administrator;

d) Authenticated Proxy User; and

e) VPN User].
FMT_SMR.2.2 — The TSF shall be able to associagesusith roles.
FMT_SMR.2.3 -Refinement The TSF shall ensure that the conditions [

a) all administrator roles shall be able to administee TOE via the Local
Console;

b) all administrator roles shall be able to administee TOE via the Network
Web-Based GUI and Network CLI;
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5.1.8

c) all administrator roles are distinct; that is, theeshall be no overlap of
operations performed by each role, with the follogvexceptions:

. all administrators can review the audit trail; and
. all administrators can invoke the self-tdsts
are satisfied.
Protection of the TOE Security Functions (FPT)
FPT_AMT.1 Abstract Machine Testing

FPT_AMT.1.1 -Refinement The TSF shall run a suite of tests [during ihiiart-
up, periodically during normal operation as spedfby the Security Administrator,
at the request of an authorized user] to demouestinat correct operation of the
security assumptions provided by the abstract macthat underlies the TSF.

FPT_FLS.1 Failure with preservation of secure state

FPT_FLS.1.1 — The TSF shall preserve a securestan the following types of
failures occur:failure of a unit in a FortiGate cluster is deted}e

Application Note: The FPT_FLS.1 requirement isyomplemented in the High
Availability configuration of the TOE. The FPT_FL3equirement is not specified
in either the FW PP MR or the TFFW PP MR.

FPT_ITA.1 Inter-TSF availability within a defined availability metric

FPT_ITA.1.1 The TSF shall ensure the availabilityaudit and Sensor data
provided to a remote trusted IT product withom¢ minute of receipt of request for
the datd given the following conditionsgudit or Sensor data is available for
transmissioi

FPT_ITC.1 Inter-TSF confidentiality during transmis sion

FPT_ITC.1.1 The TSF shall protect all TSF datadrnaitted from the TSF to a
remote trusted IT product from unauthorised diaalesiuring transmission.

FPT _ITI.1 Inter-TSF detection of modification

FPT_ITI.1.1 - The TSF shall provide the capabildydetect modification of all TSF
data during transmission between the TSF and ateetnested IT product within the
following metric: [SHA-1.

FPT_ITI.1.2 -Refinement: The TSF shall provide the capability to verify the
integrity of all TSF data transmitted between ti&Tand a remote trusted IT product
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and performdrop and log the packlif modifications are detected by the receiving
device.

FPT_RCV.1 Manual Recovery

FPT_RCV.1.1 - After4 failure or service discontinuityhe TSF shall enter a
maintenance mode where the ability to return th& T®a secure state is provided.

Application Note: In the terminology used by T@E, the maintenance mode of
this requirement is termed the “FIPS-CC Error Mode”

FPT_RPL.1 Replay detection

FPT_RPL.1.1 — The TSF shall detect replay for tllewing entities: TSF data and
security attributep

FPT_RPL.1.2 — The TSF shall perform |
. reject data; and
. audit event
when replay is detected.
FPT_RVM.1 Non-bypassability of the TSP

FPT_RVM.1.1 - The TSF shall ensure that TSP enfoerd functions are invoked
and succeed before each function within the TSfllasved to proceed.

FPT_SEP.2 SFP domain separation

FPT_SEP.2.1 — The unisolated portion of the TSH shaintain a security domain
for its own execution that protects it from integiece and tampering by untrusted
subjects.

FPT_SEP.2.2 — The TSF shall enforce separationdagtwhe security domains of
subjects in the TSC.

FPT_SEP.2.3 Refinement The TSF shall maintain the part of the TSF reldte
[cryptography in an address space for its own execution thatiepts it from
interference and tampering by the remainder offtBE and by subjects untrusted
with respect to the cryptographic functionality.

FPT_STM.1 Reliable time stamps

FPT_STM.1.1 — The TSF shall be able to provideabdd time stamps for its own
use.
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5.1.9

FPT_TST.1(1) TSF testing (with cryptographic integity verification)

FPT_TST.1.1(1) Refinement The TSF shall run a suite of self-tests [durimgjal
start-up, periodically during normal operation psdfied by the Security
Administrator and at the request of an Administrigtio demonstrate the correct
operation of {he hardware portions of the TEF

FPT_TST.1.2(1) Refinement The TSF shall provide an Administrator with the
capability to use a TSF-provided cryptographic fiorcto verify the integrity of4ll
TSF data except the following: audit data, IDS semsatd.

FPT_TST.1.3(1) Refinement The TSF shall provide an Administrator with the
capability to use a TSF-provided cryptographic tiorcto verify the integrity of
stored TSF executable code.

FPT_TST.1(2) TSF testing (Cryptographic self-test)

FPT_TST.1.1(2) Refinement The TSF shall run the suite of self-tests proditg
the FIPS 140-2 cryptographic module [during inis&rt-up (power onkt the
request of an administrator, periodically duringmal operation, at the conditions [

a) The periodic execution shall be at a Security Adstriator-specified interval
not less than at least once a day;

b) The TSF shall be able to run the suite of selstpsbvided by the FIPS 140-2
cryptographic module immediately after the genematf a key;

c) invocation of self-test shall be restricted to amanistratof]
to demonstrate the correct operation dig[cryptographic components of the T|SF

FPT_TST.1.2(2) Refinement The TSF shall provide an administrator with the
capability to use a TSF-provided cryptographic fiorcto verify the integrity of4ll
TSF data except the following: audit data, IDS semsatd.

FPT_TST.1.3(2) Refinement The TSF shall provide an administrator with the
capability to use a TSF-provided cryptographic tiorcto verify the integrity of
stored TSF executable code.

Application Note: The FPT_TST.1.2(2) and FPT_TS(2).components are
redundant with FPT_TST.1.2(1) and FPT_TST.1.3(&@peetively, and are included
only to complete the definition of the function.

Fault tolerance (FRU_FLT)

FRU_FLT.1 Degraded fault tolerance
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FRU_FLT.1.1 — The TSF shall ensure the operatidi 6P load balancing for
packets belonging to stateful sessions and cordtgur synchronizatiojwhen the
following failures occur:failure of a unit in a FortiGate cluster is deted}e

Application Note: The FRU_FLT.1 requirement i¢yamplemented in the High
Availability configuration of the TOE. The FRU_FLTrequirement is not specified
in either the FW PP MR or the TFFW PP MR.

5.1.10 Resource allocation (FRU_RSA)
FRU_RSA.1(1) - Maximum quotas (transport-layer quoas)

FRU_RSA.1.1(1) Refinement: The TSF shall enforce maximum quotas of the
following resources:tfansport-layer representatighat [a source subject identifier]
can use [over a specified period of ¢fm

FRU_RSA.1(2) - Maximum quotas (controlled connectio-oriented quotas)

FRU_RSA.1.1(2) Refinement: The TSF shall enforce Security Administrator-
specifiedmaximum quotas of the following resourceBCP Session, which is a
controlled connection-oriented resoufdbhat [users associated with an Security
Administrator-specified network identifier and & e€administrator-specified
network identifiers] can use [over a Security Adistirator-specified period of time].

5.1.11 TOE Access (FTA)
FTA_SSL.1 TSF-initiated session locking

FTA_SSL.1.1 -Refinement: The TSF shall lock a Local Console interactive ieess
after [a Security Administrator-specified time periodmdgtivity] by:

a) clearing or overwriting display devices, making therent contents
unreadable;

b) disabling any activity of the user’s data accesgldy devices other than
unlocking the session.

FTA_SSL.1.2 — The TSF shall require the followinvgets to occur prior to
unlocking the sessionthe user must re-identify and re-authenti¢ate

Application Note: In order to prevent the probleassociated with a locked local
console session and no alternate administrativessto the TOE short of a cold
reboot, the TOE implements this requirement by itgating the administrators
session after a Security Administrator-specifiedqeeof inactivity. To re-establish
the session, the administrator is required to rentify and re-authenticate. This
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implementation is more restrictive than the reqomisat in the MR PPs which only
requires re-authentication in order to unlock tression.

FTA_SSL.2 User-initiated locking

FTA_SSL.2.1 Refinement: The TSF shall allow user-initiated terminatiortlod
user’s own Local Console interactive session by:

a) clearing or overwriting display devices, making therent contents
unreadable;

b) disabling any activity of the user’s data accespldy devices other than
re-establishing the session.

Application Note: The TOE meets the intent ofiseslocking by imposing a more
stringent session termination requirement.

FTA_SSL.2.2 Refinement: The TSF shall require the following events to accu
prior to re-establishing the Local Console intakactession:the user must re-
identify and re-authenticale

Application Note: The TOE implements this requeatrby requiring that an
administrator terminate his Local Console interaetsession. Then in order to re-
establish the session, the administrator is requieboth re-identify and re-
authenticate, thus making the TOE’s implementatiomne restrictive than required
by the MR PPs.

FTA_SSL.3 TSF-initiated termination

FTA_SSL.3.1 Refinement: The TSF shall terminate an authenticated Proxy,Use
VPN User, Network Web-Based GUI, or Network CLIsen after a$ecurity
Administrator-configurable time interval of sessioactivity].

FTA_TAB.1 Default TOE access banners

FTA _TAB.1.1 —Refinement Before establishing a user session that requires
authentication or before establishing an admirtisgasession, the TSF shall display
only a Security Administrator-specified advisorytine and consent warning message
regarding unauthorized use of the TOE.

FTA TSE.1 TOE session establishment

FTA_TSE.1.1 Refinement: The TSF shall be able to deny establishment of an
authorized Proxy User session, VPN User sessionydtk Web-Based GUI session,
and Network CLI session based amé¢rface and IP address, time, and Hay
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5.1.12 Trusted Path/Channels (FTP)
FTP_ITC.1(2) Inter-TSF trusted channel (Preventionof Disclosure)

FTP_ITC.1.1(1) Refinement The TSF shall use encryption to provide a trusted
communication channel between itself and FortirtadisiGuard Distribution Server
that is logically distinct from other communicatiohannels and provides assured

identification of its end points and protectiontioé channel data from disclosure.

FTP_ITC.1.2(1) Refinement: The TSF shall permit [the TSF, or Fortinet's
FortiGuard Distribution Server] to initiate commaaiion via the trusted channel.

FTP_ITC.1.3(1) Refinement The TSF shall initiate communication via the teas
channel for &ll authentication functions, and High AvailabiliGluster
communicatioh

FTP_ITC.1(2) Inter-TSF trusted channel (Detection & Modification)

FTP_ITC.1.1(2) Refinement The TSF shall use a cryptographic signature to
provide a trusted communication channel betweedf igsd Fortinet's FortiGuard
Distribution Server that is logically distinct froather communication channels and
provides assured identification of its end pointd detection of the modification of
data.

FTP_ITC.1.2(2) Refinement: The TSF shall permit [the TSF, or Fortinet's
FortiGuard Distribution Server] to initiate commaaiion via the trusted channel.

FTP_ITC.1.3(2) Refinement The TSF shall initiate communication via the teas
channel for &ll authentication functions and High AvailabiliGluster
communicatioh

FTP_TRP.1(1) Trusted path (Prevention of Disclosurge

FTP_TRP.1.1(1) Refinement: The TSF shall provide an encrypted communication
path between itself and administrators using theviikk Web-Based GUI and
Network CLI, VPN Users, and authenticated proxyrsiieat is logically distinct

from other communication paths and provides assidesttification of its end points
and protection of the communicated data from dsdle.

FTP_TRP.1.2(1) Refinement: The TSF shall permit proxy users, VPN Users and
administrators using the Network Web-Based GUI ldativork CLI to initiate
communication via the trusted path.

FTP_TRP.1.3(1) Refinement: The TSF shall require the use of the trusted fmath
proxy user, VPN User, and administrator autheriboaand all remote administration
action.
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FTP_TRP.1(2) Trusted path (Detection of Modificatia)

FTP_TRP.1.1(2) Refinement: The TSF shall use a cryptographic signature to
provide a communication path between itself andiagtnators using the Network
Web-Based GUI and Network CLI, VPN Users and autbated proxy users that is
logically distinct from other communication pathwdgprovides assured identification
of its end points and detection of the modificatodrata.

FTP_TRP.1.2(2) Refinement: The TSF shall permit proxy users, VPN Users and
administrators using the Network Web-Based GUI ldativork CLI to initiate
communication via the trusted path.

FTP_TRP.1.3(2) Refinement: The TSF shall require the use of the trusted fmath
proxy user, VPN User, and administrator autheriboaand all remote administration
actions.

5.1.13 Intrusion Detection System Explicit Requirements
IDS_COL_EXP.1 Sensor Data Collection

IDS_COL_EXP.1.1 Refinement The Sensor shall be able to collect the following
events from the targeted IT System resource(s):

a) [network traffic].

IDS_COL_EXP.1.2 - At a minimum, the Sensor shallex the following
information:

a) Date and time of the event, type of event, subgsattity, and the
outcome (success or failure) of the event; and

b) The additional information specified in the Detaitdumn of Table 8 -
Sensor Events.

Component Event Details
IDS_COL_EXP.1| Network traffic Protocol, source agkly, destination address

Table 8 - Sensor Events
IDS_RDR_EXP.1 Restricted Data Review

IDS_RDR_EXP.1.1 The Sensor shall providelninistrator$ with the capability to
read pll entrieq from the Sensor data.

IDS_RDR_EXP.1.2 The Sensor shall provide the Setlatarin a manner suitable for
the user to interpret the information.
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IDS_RDR_EXP.1.3 The Sensor shall prohibit all useesl access to the Sensor data,
except those users that have been granted expladtaccess.

IDS_STG_EXP.1 Guarantee of Sensor Data Availability

IDS_STG_EXP.1.1 The Sensor shall protect the stSetsor data from unauthorised
deletion.

IDS_STG_EXP.1.2 The Sensor shall protect the stBmtsor data from
modification.

IDS_STG_EXP.1.3 The Sensor shall ensure tihat $ecurity Administrator's
selection of all or the most recéi@ensor data will be maintained when the following
conditions occur: [Sensor data storage exhaustion].

IDS_STG_EXP.2 Prevention of Sensor data loss

IDS_STG_EXP.2.1 Refinement: The Sensor shall provide the Security
Administrator the capability to select one of tbédwing actions: [

a) prevent events that would cause Sensor datediagpexcept those events taken
caused by the authorised user with special rigits;

b) overwrite the oldest stored Sensor data]
and send an alarm if the storage capacity has feaehed.

5.1.14 Strength of Function Requirement

FortiGate Unified Threat Management Solutions pitewa level of protection that is
appropriate against threat agents whose attackfaites low, in IT environments that

require that information flows be controlled andtrieted among network nodes where the
FortiGate unit can be appropriately protected fringsical attacks. The FortiGate unit’s
management console must be controlled to restdss to only authorized administrators.
It is expected that the FortiGate units will betpobed to the extent necessary to ensure that
they remain connected to the networks they prot&€be minimum strength of function,
SOF-Basic, is consistent with those requirements.

The password rules will ensure that the implementdias the required strength.
5.2 SECURITY REQUIREMENTS FOR THE IT ENVIRONMENT

This Security Target provides functional requiretsdor the IT Environment. The IT
environment includes authorized IT entities (eagcertificate authority server) and any IT
entities that are used by administrators to rempa@éeminister the TOE. These requirements
consist of functional components from Part 2 of @&
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FTP_ITC.1(3)(ENV) Inter-TSF trusted channel (Preverion of Disclosure)

FTP_ITC.1.1(3)(ENV) — The IT Environment shall pide a trustedommunication
channel between itself and the TSF that is logradibtinct from other
communication channels and provides assured idEattdn of its end points and
protection of the channel data from disclosure.

FTP_ITC.1.2(3)(ENV) — The IT Environment shall pérfthe TSF, or the IT
Environment] to initiate communication via the tecs channel.

FTP_ITC.1.3(3)(ENV) — The TSF shall initiate commaation via the trusted
channel for FortiGuard Distribution Server authentication andramunication with
the FortiGuard Distribution Servér

FTP_ITC.1(4)(ENV) Inter-TSF trusted channel (Detetion of Modification)

FTP_ITC.1.1(4)(ENV) — The IT Environment shall pia& an encrypted
communication channel between itself and the T@Fithlogically distinct from
other communication channels and provides assdesdification of its end points
and detection of the modification of data.

FTP_ITC.1.2(4)(ENV) — The IT Environment shall pérfthe TSF, or the IT
Environment] to initiate communication via the tecs channel.

FTP_ITC.1.3(4)(ENV) — The TSF shall initiate commaation via the trusted
channel for FortiGuard Distribution Server authentication andramunication with
the FortiGuard Distribution Servér

FTP_TRP.1(3)(ENV) Trusted path (Prevention of Dislosure)

FTP_TRP.1.1(3)(ENV) - The IT Environment shall yde an encrypted
communication path between itself and [selectiba:TSF] that is logically distinct
from other communication paths and provides assdesttification of its end points
and protection of the communicated data from dsale.

FTP_TRP.1.2(3)(ENV) - The IT Environment shallipér[Network Web-Based
GUI administrators, Network CLI administrators, dxetwork Users of the TSF] to
initiate communication to the TSF via the trustathp

FTP_TRP.1.3(3)(ENV) — The IT Environment shaltiatie the use of the trusted
path for [Network User authentication, administratathentication and all
administrative use of the Network Web-Based GUI letivork CLI].

FTP_TRP.1(4)(ENV) Trusted path (Detection of Modifcation)
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FTP_TRP.1.1(4)(ENV) - The IT Environment shallde an encrypted
communication path between itself and [selectiba:TSH that is logically distinct
from other communication paths and provides assidesttification of its end points
and detection of the modification of data.

FTP_TRP.1.2(4)(ENV) - The IT Environment shallipér[Network Web-Based
GUI administrators, Network CLI administrators, avetwork Users of the TSF] to
initiate communication to the TSF via the trustethp

FTP_TRP.1.3(4)(ENV) — The IT Environment shaltiatie the use of the trusted
path for [Proxy User authentication, administratothentication and administrative
use of the Network Web-Based GUI and Network CLI]
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5.3 TOE SECURITY ASSURANCE REQUIREMENTS

The TOE assurance requirements for this ST coabtbsie requirements corresponding to the

EAL4 level of assurance, as defined in the CC Baatigmented by the inclusion of

Systematic Flaw Remediation (ALC_FLR.3).

The assurance requirements are summarized in thle Jdelow.

Assurance Components

Assurance Class

Identifier Name
ACM_AUT.1 Partial CM automation
Configuration managementAcCM CAP.4 Generation support and acceptance
- ' procedures
ACM_SCP.2 Problem tracking CM coverage
ADO_DEL.2 Detection of modification
Delivery and operation . .
ADO 1GS 1 Installation, generation, and start-up
- procedures
ADV_FSP.2 Fully defined external interfaces
ADV_HLD.2 Security enforcing high-level design
ADV_IMP.1 Subset of the implementation of the
TSF
Development
ADV_LLD.1 Descriptive low-level design
ADV RCR.1 Informal correspondence
- demonstration
ADV_SPM.1 Informal TOE security policy model
AGD_ADM.1 Administrator guidance
Guidance documents
AGD_USR.1 User guidance
ALC _DVS.1 Identification of security measures
Life cycle support
ALC_FLR.3 Systematic flaw remediation
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Assurance Components
Assurance Class
Identifier Name
ALC LCD.1 Developer defined life-cycle model
Life cycle Support
ALC TAT.1 Well-defined development tools
ATE_COV.2 Analysis of coverage
ATE_DPT.1 Testing: high-level design
Tests
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA_MSU.2 Validation of analysis
Vulnerability assessment | AVA SOF.1 Strength of TOE security function
evaluation
AVA VLA.2 Independent vulnerability analysis

Table 9 - Assurance Requirements
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6 TOE SUMMARY SPECIFICATION

This section provides a description of the secduhgctions and assurance measures of the
TOE that meet the TOE security requirements define&gection 5. The functions and
functional requirements are cross-referenced iferad - Mapping of Security Functions to
Security Functional Requirements from CC Part Be &ssurance measures and assurance
requirements are cross-referenced in Table 23.

6.1 TOE SECURITY FUNCTIONS

6.1.1 Overview

The TOE security functions that were introduce&éttion 2.4 are further elaborated in this
section. The major functions (e.g., audit) areodgoosed to more clearly define their
functionality.

6.1.2 Identification and Authentication

F.I&A In order to protect the TOE data and servidke TOE requires
identification and authentication for all admingtve access and
network user access to specific services. Ideatifon and
authentication is always enforced on the serigrfate (local
console). On the network interfaces identificataom authentication
is enforced for all administrator access, spesiinsices, and VPN
users. The identification and authentication ma@m is a username
and password combination. The accounts are crégtdte Security
Administrator over the serial or network interfaces

The TOE also requires identification and authetitoafor high
availability units in a cluster. Each unit hasréque identifier
(username) and a shared password.

The USB interface does not directly require idecdiion and
authentication since the Cryptographic Administrabast be
authenticated to load keys from the USB token. Har¢he TOE
will on;y recognize FortiUSB tokens, restrictedthg vendor ID of
the token.

6.1.3 Administration

F.ADMIN Administrative access to the TOE is reg&atto authorised
administrators and is controlled through a setrefgefined roles
(Security Administrator, Audit Administrator andy@to
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Administrator). The roles permit specific typesagiministrative
activities to be performed.

All Administrators can read audit log data, acknedge alarms and
execute the self-tests. In addition the Audit Adistrator can delete
audit records and the Crypto Administrator can ryotie
cryptographic security data. The Security Admiaitstr can not
delete audit records or modify cryptographic sdgutata but can
perform all other TOE administration functions.

The TOE allows both local and remote administratibocal
administration is performed using the Local Consdtemote
administration is performed using the Network Weds&d GUI or
Network CLI interfaces.

The TOE immediately enforces the revocation of @émiaistrative
role.

6.1.4 Information Flow Control

F.IFC The TOE operates in accordance with fourrmfation flow security
functional policies.

The UNAUTHENTICATED INFORMATION FLOW SFP allows
unauthenticated users to pass information throngTOE, with
firewall mediation according to the firewall ruldsfined by the
Security Administrator.

The AUTHENTICATED INFORMATION FLOW SFP allows
authenticated users to pass information througi @&, with firewall
mediation according to the firewall rules defingdthe Security
Administrator.

The UNAUTHENTICATED TOE SERVICES POLICY SFP allows
unauthenticated users to use TOE services by sgpdickets to the
TOE and receiving responses back from it.

The VPN SFP allows authenticated users to senden@ive
information protected by trusted paths and chanogiom the TOE.

The security functional policies are implementsdigewall rules.

The rules that implement the SFPs have restriciefault values and
by default no information is allowed to flow, an@I services are not
available to unauthenticated users. Regardlefsewfall rules,
packets which include specific parameters as gpddily the security
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functional requirements which define the secunitydtional policies
are never permitted to pass through the TOE. Ntaiibn of the
rules is restricted to the Security Administratod @ahe Security
Administrator can also specify alternative initialues to override the
default values. The TOE allows the Security Adnimaitor to view all
information flows allowed by the information flowolicy rules before
the rules are applied.

The TOE mediates all information flows which paa®tgh it. For
information to pass through the TOE, it must matoh of the
Security Administrator specified firewall rules whipermit the
information flow.

The TOE ensures that all information flows providedhe TOE by
external entities for transfer to other entities swbjected to the
defined firewall rules and conform to them befdreyt are allowed to
proceed toward the destination entity.

The TSF immediately enforces revocation of a ugartmission to

use the information flow and also immediately eoésrchanges to the
information flow policy rules when applied. The E@Iso
immediately enforces the disabling of a servicechhwas available to
an unauthenticated user.

The TOE ensures that no information from previoyshycessed
information flows is transferred to subsequentinfation flows.
This applies both to information that is input bhe fTOE from an
external source and to information (e.g., paddirtg) that might be
added by the TOE during processing of the inforamatrom the
external source.

The TOE follows a sequence of ordered steps inrdodéecide
whether or not a requested information flow is\a#d to proceed.

The very first processing step performed by theiGate on
incoming information is an inspection for IPS andiesawhich target
the TOE directly. Examples of IPS anomalies inclage floods, ping
of death, source routing and port scans.

If the incoming information flow is not blocked liye inspection for
IPS anomalies, it is next processed against teevéill policy rules
and authentication requirements.

If the incoming information flow is allowed by ttieewall policy
rules (using the first match algorithm) and if aeguired
authentication has been completed successfullyntdoening
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information flow may be subject to additional redtons based on
any Protection Profile which is associated withfir@wall policy rule
which allowed the information flow.

Protection Profiles are used to define additiondrmation flow
restrictions which may be based on any or all efftilowing types of
information:

* Scheduling

*  SMTP commands

« SMTP MIME types

* FTP subcommands

e HTTP request methods
* Virus signatures

* IPS signature matching

Only the Security Administrator may create, modifydelete a
Protection Profile. Additionally, only the Securiygiministrator may
associate a protection profile with a firewall pglrule.

The specific steps used by the TOE to process imgpmformation
flows and enforce its security policy are summatibelow:

1) Local IPS Anomaly protection (kernel level)
2) Firewall flow control policy enforcement

a. First matched policy must explictly allow traffig t
flow.

3) Authenticated flow control policies

a. If configured for flow-control policy, successful
authentication required for traffic to flow

4) Protection Profile services (if explicitly enabled)
a. Scheduling

i. If scheduling is enabled, time period must be
explicitly allowed

b. SMTP Commands

i. All SMTP commands permitted unless
explicitly denied
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c. MIME Types

i. All MIME types permitted unless explicitly
denied

d. FTP Sub-Commands

i. All FTP sub-commands permitted unless
explicitly denied

e. HTTP Request Methods

i. All HTTP request methods permitted unless
explicitly denied

f.  Virus protection

i. If content is matched against an AV signature,
the configured action is performed.

g. IPS Signature matching

i. If the nature of the connection or content is
matched against an IPS signature, the
configured action is performed.

It must be noted that traffic is only passed tortbet enforcement
method if previous enforcement methods explicilgva the traffic.

After all security policy enforcement is performaad no further
security scrutiny is required, the packet datars/érded to the
network host as determined by the configuratiothefegress
interface and/or static route.

6.1.5 Trusted Channel/Path

F.TRSTCOMM

The TOE provides trusted paths and édishannels, protected by
encryption to guard against disclosure and prodeioyecryptographic
signature to detect modifications. The trustedhipaind trusted
channels are logically distinct from other commuaitien paths and
provide assured identification of their end points.

The trusted paths are used to protect remote Agiranor
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authentication, all remote administrator actiomrexy User
authentication, VPN user authentication, and alNWBer actions.
Remote administration sessions apply to the NetWdek-Based
GUI and Network CLI.

The Network CLI uses SSH version 2 and only supspibit use of the
following FIPS PUB 140-2 approved algorithms torgpt all
authentication and communications data:

« 3DES
« AES
+ HMAC-SHA1l

Only administrator accounts stored in the locahantication database
are permitted to authenticated (i.e. root authatiba and proxy user
accounts cannot be used).

By default, SSH connections to the TOE are disabtetimust be
explicitly enabled before an administrator can tineeNetwork CLI
interface.

The TOE supports the use of fingerprints as defindRIFC 4251, in
that it provides "[a method] for verifying the cectness of host keys,
e.g., a hexadecimal fingerprint derived from theASHhash [FIPS-
180-2] of the public key." When a Network CLI caation is first
established, the TOE transmits a 2048-bit RSA putdly to the
connecting client which can be used to validatadkeatity of the
TOE. Each FortiGate unit is delivered with a fagtmstalled 2048-bit
RSA public/private key pair. However the Cryptodrap
Administrator may use a FortiUSB token to repldads key pair with
another key pair which he has generated or obtdmnoedan alternate
source. An administrator attempting to establidteawork CLI
connection with the TOE can choose to allow oraisect the
connection based on the aforementioned fingergfittie
administrator chooses to continue, the identitthef TOE is
considered to be valid and the TOE prompts the ectimg client for
user and password credentials.

The Network Web-Based GUI uses the HTTPS protamo$écure
administrator communications. With respect to TR
implementation of HTTPS, TLS version 1.0 (RFC 22i48)sed to
encrypt and authenticate administration sessiotvgdas the remote
browser and TOE. The TOE supports ciphersuites;
TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA (RFC 2246) and
TLS_DHE_RSA WITH_AES 128 CBC_SHA (RFC 3268).
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These ciphersuites mean that the keying materggtsrmined when
the session is established through a Diffie-HellrfiaH) exchange
which consists of:

» Server sends 2048-bit RSA public certificate

» Server generates, signs (RSA PKCS#1) and sends DH
parameters and DH public value

» Client generates and sends DH public value. Thangey
material is then used to encrypt/decrypt (AES128 2DES)
and authenticate (HMAC-SHA1) the data exchange.

By default, HTTPS connections to the TOE are desélind must be
explicitly enabled before an Administrator may tise Network Web-
Based GUI.

When a connection is first established, the sgmvesents the 2048-bit
RSA certificate to the connecting web browser. &tministrator can
examine the certificate to validate the identityled TOE and then
choose to continue with the connection if the Gedie conforms to
the expected values. Only after the certificate lteen explicity
accepted as valid will the administrator be presgmtith the login
page, where the user and password credentialsecantimitted for
authentication. As with the Network CLI, only ld@aministrator
account credentials can be used to successfulieatitate to the
TOE via the Network Web-Based GUI.

The trusted channels provide communication betvleed OE and
the FortiGuard Distribution Server that is logigadlistinct from other
communication channels and provides assured idmtitdn of its end
points and protection of the channel data fromldsae. The
FortiGuard Distribution Server is used to obtainlages to the IPS
(attack) signatures and virus definitions.

The TOE must be explicitly configured to obtain Axd IPS
signature updates from the FortiGuard Distributsanver. At this
time, a UDP port must be specified. This UDP jrised by the
FortiGuard Distribution Network to advise the TOtat signature
updates are available for download. No secureralas established
at this time.

When the TOE becomes aware that an update is bheitawill (if so
configured) initiate a trusted channel connectmthe FortiGuard
Distribution Server using the factory-loaded 2048RSA certificate
which is issued by the Fortinet CA. This certifeaannot be
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6.1.6 Encryption

F.CRYPTO

modified by any TOE administrator.

Alternatively, the AV and IPS signature updates loamownloaded
manually by the TOE administrator or on a schedule
(hourly/daily/weekly). The trusted channel desedlin the previous
paragraph is also used for these manual/schedptizdes.

As noted in Section 5 under FAV_ACT_EXP.1 and FIETAEXP.1,
AV and IPS signature updates consist of updatéstio the signatures
data files and the AV and IPS processing enginlkes.TIOE provides
specific guidance to administrators which notes ithéhe evaluated
configuration of the TOE, only updates to the stgnes data files
may be applied.

The TOE uses FIPS-approved cryptograpduyiths been
implemented in FIPS 140-2 validated cryptographiciales. The
FIPS-validated cryptographic modules implementetthénTSF meet
Security Level 2 overall and meet Security Levéb3the following:
cryptographic module ports and interfaces; rolessises and
authentication; cryptographic key management, asijd assurance.
The proprietary FortiASIC™ chip is a hardware comgat which
forms part of the validated cryptographic modulssdiin the TOE.
Cryptographic key destruction by the TOE meetskhezeroization
requirements of Key Management Security Level gfflPS PUB
140-2. The TOE only stores keys in memory, eithdRAM or Flash
memory. Keys are destroyed by overwriting the Keyage area with
an alternating pattern at least once.

The TSF provides a cryptographic function that aim#nistrator may
use to verify the integrity of all TSF data exctys audit data and to
verify the integrity of the TSF executable codéne3e self-tests are
executed on initial start-up or at the requestroAdministrator.

The TOE provides a USB interface which may be usethe
Cryptographic Administrator to load private keys floe rDSA
asymmetric algorithm from a FortiUSB token.

The 2048-bit RSA certificate used by the NetworkbBABased GUI
can be replaced by certificates trusted by thetorgdministrator.
These keys/certificates are to be placed on thelFB token and the
load operation can be executed via a Network CINetwork Web-
Based GUI administrator session.
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6.1.7 Audit

F.AUDIT

The TOE creates audit records for admiaiste events, potential
TSP violations and information flow decisions. THeE records the
identity of the Administrator or User who caused #@vent for which
the audit record is created. The TOE applies tiamps to auditable
events as they occur.

Upon detecting a potential TSP violation, the T@tnediately
displays an alarm message identifying the poteifits violation and,
at the option of the Security Administrator, gemesaan audible alarm
and makes accessible the audit record contentsias=ibwith the
auditable event(s) that generated the alarm. TIDEE displays alarm
messages and sounds the audible alarm until tha &las been
acknowledged.

The administrator can review, search and sort it aecords. The
audit records are stored locally; using memorya@l ladisk or a

FLASH memory card depending on the model. Theagi®devices
used by each model for audit record storage ardifs®l in Table 2.

The Security Administrator specifies whether theEl@events the
loss of audit records or provides log rolling capaés. If log rolling
is not enabled, reaching 95% of the audit storagacity results in
the TOE entering an error mode which shuts dowm#éteork
interfaces and therefore prevents the occurreneedifable events
(except those taken by an authorized administtatolear the error
mode). When the TOE is in the error mode, only iatstrative
access is allowed and this access is restrictdtet&ecurity
Administrator and Audit Administrator. The 95% #&udg threshold
limit allows the TOE to record the actions takenSgcurity
Administrator or Audit Administrator to clear thee@ mode. When
log rolling is enabled the oldest audit recordsarerwritten.

If the TOE is operating as part of an Active-Actiié cluster, the
HA master logs all administrative events for thestér. The HA
master also logs all potential TSP violations aridrmation flow
decisions that it processes. HA slaves log akipioal TSP violations
and information flow decisions that they proce$she administrator
can access slave audit records through the mastemH.

If the audit log of any node in a cluster becomals that node takes
the action specified for the master node. If tltigos is to shut down
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the TOE interfaces the following will result:

* If the audit log of a slave node becomes full (aetctive
cluster), the slave node drops out of the cluster;

* If the audit log of a master node becomes fullifaeactive
cluster), the master node has failed and one délthe nodes
will become the new master node; and

» If the audit log of the master node (active-passiuster)
becomes full, the master node has failed and tblkeupanode
will take over as the master node.

6.1.8 Self-Protection

F.PROTECT

The TOE ensures that no information flnes one network
interface to another without passing through thé&e@d being
subject to the firewall rules.

The TOE maintains an isolated security domaintown execution.
FortiOS is the only application that is on the T&@tl no other
applications can be loaded onto the TOE. Admiaists and users do
not have access to the operating system or theyfiteem (there are no
root/system level users). The TOE stores all sgcand

configuration data in segregated configuratiorsfild@he TOE only
provides identification, authentication and infotra flow services

to non-administrative users.

The TOE ensures that no residual data from pre\pagkets passing
through the TOE is reused in any way. Any residof@rmation in
any resource is over-written or otherwise destrag@that it cannot
be reused or otherwise accessed either inadverandeliberately.

The TOE runs a suite of self-tests during inittaksup, periodically
during normal operation as specified by the Segéwministrator,
and at the request of an administrator to demaestine correct
operation of the hardware portions of the TSF. TO& also runs the
suite of self-tests provided by the FIPS 140-2 wgpaphic module
during initial start-up, at the request of an adstmator, and
periodically at a Security Administrator-specifiederval not less
than once a day, to demonstrate the correct oparatithe
cryptographic components of the TSF.

Failure of the self-tests cause the TOE to entenode where the
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ability to return the TOE to a secure state is jured.

Time is provided by the TSF and can only be charyeithe Security
Administrator. Changes to the time are audited.

Before establishing a user session that requirdeeatication or
before establishing an administrative sessionTtDE displays a
Security Administrator-specified advisory noticalaonsent warning
message regarding unauthorized use of the TOE.

The TOE protects itself by rejecting replay of coomeations,
avoiding overload of its interfaces, managing sessiand restricting
information released on banners.

The TOE terminates Authenticated User, administeagessions, and
VPN sessions after a Security Administrator-confaple time
interval of inactivity.

The HA feature provides failover protection capiépilvhich includes
configuration synchronization. FortiGates whichnigpart of a HA
cluster exchange configuration information usiry@prietary
protocol (FGCP). Before any information is exchahgeembers of a
HA cluster authenticate using information builtarthe FortiGate at
the time of manufacture. Configuration informatisrexchanged
every time the configuration of the master noda HA cluster is
updated. In this way, the slave or passive nodescinster are
prepared to assume the role of master node shioeilchaster node
fail. Section 6.1.7 (F.AUDIT) describes how audiformation is
protected by the TOE’s HA capabilities.

F.IPS The TOE provides an Intrusion Protection &ysthat examines
network traffic arriving on its interfaces for eeitce of intrusion
attempts. If such evidence is found, the TOE msdtine event in a
sensor log. The sensor log is made available tondyithorised
administrators, and is provided in a manner sugtéinl the
administrators to interpret the information.

The TOE protects the stored sensor data from nuadiéin and from
unauthorised deletion. The TOE allows the Secudsninistrator to
specify the action to be taken if the storage alled for sensor data is
full, either stop generating sensor data, or oviéeviine oldest sensor
data. An alarm is sent if the storage capacitytieas reached.

The Sensor data is made available to remote trui§tptbducts
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within one minute of receipt of request for theajatrovided the data
is available for transmission. The TOE uses ert@gdo ensure that
data transmitted from the TSF to a remote trusteprdduct is
protected from unauthorised disclosure during trassion. The TOE
detects modification of TSF data transmitted betwibe TSF and a
remote trusted IT product. The TOE will retransthd data if the
remote trusted IT product detects modifications @agpliests a re-
transmission.

6.2 ASSURANCE MEASURES

A description of each of the TOE assurance measalless.

M.ID The TOE incorporates a unique version ideetithat can be displayed to
the user.
M.CMSYS The TOE was developed and is maintainedguaidocumented CM

system, with automated generation support, to eniat only authorised
changes are made to the TOE configuration itemsraptemented in the
evaluated version of the TOE and to support theggion of the TOE.
The organization, operation and usage of the CNesysire described in
CM plan, which describes the method used to unygideintify the
configuration items, describes the automated taontstheir usage in the
system, and identifies CM records that are to berred as evidence that
the CM system is operating in accordance with tha pnd that all
configuration items have been and are being effelstimaintained under
the CM system. A list that uniquely identifies atescribes all
configuration items that comprise the TOE, all T@#€umentation, all
configuration items required to create the TOE (iraplementation
representation), security flaws and the evaluagadence required by the
assurance components of the ST, is maintained.piideadures used to
accept modified or newly created configuration iess part of the TOE
are documented in an acceptance plan.

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 131 of 252



JEnA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

M.GETTOE

M.SETUP

M.SPEC

The developer uses a documented and dleakmrocess and procedures
for shipping a packaged TOE, identified by seriaiber, to a customer.
The delivery documentation describes all procedanestechnical
measures that are necessary to maintain secudtgetect modifications
or any discrepancy between the developer’'s mastgr and the version
received at the user site. The documentation tdbeschow therocedure:
allow detection of attempts to masquerade as thieldger, even in cases
in which the developer has sent nothing to the'sisée.

Documented procedures describe all thes stepessary for the secure
installation, generation, and start-up of the T@¥pplication of these
procedures to the TOE results in a secure confiigur.a

The development documentation consistdufietional specification, a
high level TOE design, and a low level TOE design.

The informal, internally consistent, functional sifieation describes the
TSF and the purpose and method of use of all exit@i®F external
interfaces, providing complete details of all efs&e@xceptions and error
messagesThe functional specification completely represeh&sTSF anc
includes rationale that the TSF is completely repnéed.

The informal, internally consistent high-level dgsdescribes the
structure of the TSF in terms of TSP-enforcing atiger subsystems, and,
for each subsystem, describes the security furadiigrihat it provides.
The high-level design identifies all underlying thaare, firmware, and/or
software required by the TSF with a presentatiotheffunctions provide
by the supporting protection mechanisms implemeimtedat hardware,
firmware, or software. The high-level desiglentifies all interfaces to tl
subsystems of the TSF and identifies which of thetszfaces are
externally visible. The high-level design descsiltiee purpose and
method of use all interfaces to the subsystemBeoTSF, and provides
details of effects, exceptions and error messagesppropriate.

The informal, internally consistent, low-level dgsidescribes the TSF in
terms of TSP-enforcing and other modules, descti@purpose of each
module, defines the interrelationships betweemitbdules in terms of
security functionality provided and dependenciesitrer modules, and
describes how each TSP-enforcing function is pedidThe low-level
design identifies all interfaces to the modulethef TSF, identifies which
of these interfaces are externally visible, anadess the purpose and
method of use of all interfaces to the module$efTSF, providing detai
of effects, exceptions and error messages, as japaie
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M.IMPREP

M.TRACE

M. TOESPM

M.DOCS

An internally consistent implementatiopmesentation unambiguously
defines the TSF to a level of detail such thatltB& can be generated
without further design decisions.

Correspondence mappings demonstrate teatdburity functionality
detailed in the TOE functional specification is gyds traceable to this
ST, downwards traceable to the high level desmn,lével design,
implementation representation, and is traceabteed SP model. For
each adjacent pair of provided TSF representatemsfrespondence
analysis demonstrates that all relevant securitgtfanality of the more
abstract TSF representation is correctly and calgleefined in the less
abstract TSF representation.

The informal TOE security policy model delses the rules and
characteristics of all policies of the TSP that barmodeled. The
rationale included with the model demonstrates ithatconsistent and
complete with respect to all policies of the TS& ttan be modeled.
Correspondence between the functional specificatrmhthe TSP model
shows that all of the security functions in thedtional specification are
consistent and complete with respect to the TSPeinod

Documentation is provided in the form of @i®nal guidance for the
administrator and for the user.

The administrator guidance describes the admitissgréunctions and
interfaces available to the administrator of theElT @escribes how to
administer the TOE in a secure manner, and conteansings about
functions and privileges that should be controited secure processing
environment. The administrator guidance descratlesssumptions
regarding user behaviour that are relevant to segperation of the TOE,
describes all security parameters under the coatritle administrator,
indicating secure values as appropriate, and de=sceach type of
security-relevant event relative to the administeatunctions that need to
be performed, including changing the security ctt@rsstics of entities
under the control of the TSF. The administratadguce is consistent
with all other documentation supplied for evaluatiand describes all
security requirements for the IT environment thratr@levant to the
administrator. Procedurally, the administratareiguired to choose a
password with the following characteristics:

. One (or more) of the characters should be cap#dliz

. One (or more) of the characters should be numeric

. One (or more) of the characters should be non alpha
numeric (e.g. punctuation mark)

The user guidance describes the functions andactes available to the
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M.DEVSEC

M.FLAWREM

non-administrative users of the TOE, describesuigeof user-accessible
security functions provided by the TOE, and cordauarnings about user-
accessible functions and privileges that shoulddrerolled in a secure
processing environment. The user guidance clgadgents all user
responsibilities necessary for secure operatidhefl OE, including those
related to assumptions regarding user behaviourdau the statement of
TOE security environment. The user guidance isisbent with all other
documentation supplied for evaluation, and dessrédlesecurity
requirements for the IT environment that are reftva the user. Flaw
remediation guidance is provided to describe hovie T®ers report to the
developer any suspected security flaws in the TORe flaw remediation
guidance also describes a means by which TOE os®ysegister with tr
developer, to be eligible to receive security fl@ports and corrections.
The flaw remediation guidance identifies the spegbints of contact for
all reports and enquiries about security issueslying the TOE.

The development security documentatiorcidess all the physical,
procedural, personnel and other security meashatsate necessary to
protect the confidentiality and integrity of the E@esign and
implementation in its development environment arayijoes evidence
that these security measures are followed duriagidvelopment and
maintenance of the TOE.

Flaw remediation procedures, addressetiQ& developers, establish a
procedure for accepting and acting upon all repafrsecurity flaws and
requests for corrections to these flaws. The flemvediation procedures
documentation describes the procedures used todiaeported security
flaws in each release of the TOE. The flaw remeshgprocedure
requires that a description of the nature and etieeach flaw be
provided, as well as the status of finding a cdroecto that flaw. The
flaw remediation procedure requires that correctietons be identified
for each of the security flaws and the flaw remgdraprocedures
documentation describes the methods used to préaidenformation,
corrections, and guidance on corrective action8Q& users. The flaw
remediation procedures documentation describesaasrigy which the
developer receives from TOE users reports and erquif suspected
security flaws in the TOE. The procedures for pesing reported
security flaws ensures that any reported flawsareected and the
correction issued to TOE users. The procedureprfmressing reported
security flaws provide safeguards that any coroastito these security
flaws do not introduce any new flaws. The flaw eshation procedures
include a procedure requiring timely responsesHerautomatic
distribution of security flaw reports and the asatex corrections to
registered users who might be affected by the ggdlaw.
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M.LIFECYCLE A life-cycle model has been establistieduse in the development and
maintenance of the TOE. Life-cycle definition downtation has been
produced that describes this life-cycle model. Tiieecycle model
provides for the necessary control over the devetag and maintenance
of the TOE.

M.DEVTOOLS The development tools being used fork¥ have been identified and
the selected implementation-dependent optionseoflévelopment tools
have been documented. All development tools useniiplementation
are well-defined. The documentation of the devalept tools
unambiguously defines the meaning of all statemamdsof all
implementation-dependent options used in the impleation.

M.TESTCOV An analysis of the test coverage dematess$rthe correspondence between
the tests identified in the test documentation taedl SF as described in
the functional specification. This analysis dentmatss that the
correspondence between the TSF as described fartbgonal
specification and the tests identified in the testumentation is complete.

M. TESTDPT An analysis of the depth of testing desirates that the tests identified in
the test documentation are sufficient to demorestizt the TSF operates
in accordance with its high-level design.

M.DEVTEST A suitably configured TOE is tested by ttheveloper in a controlled
environment to confirm that the TSF operates asiipé, and that the
TOE is protected from a representative set of wedwn attacks. The
developer-provided test documentation consistesifglans, test
procedure descriptions, expected test results etodlaest results. The
test plans identify the security functions to bete¢d and describe the goal
of the tests to be performed. The test procedesergptions identify the
tests to be performed and describe the scenanidedting each security
function. These scenarios include any orderingeddpncies on the
results of other tests. The expected test reshtis/ the anticipated
outputs from a successful execution of the te$tee test results from the
developer execution of the tests demonstrate #edt tested security
function behaved as specified.

M.INDTEST Independent tests, which are conducted snitable TOE, with the aid of
a set of resources equivalent to those that weze unsthe developer’s
functional testing of the TSF, confirm that the TO@erates as specified.
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M.VALIDANAL The guidance documentation identifiefl possible modes of operation of

M.SOFASS

M.VULANAL

the TOE (including operation following failure operational error), their
consequences and implications for maintaining seoperation, lists all
assumptions about the intended environment, atgddisrequirements for
external security measures (including external gdocal, physical and
personnel controls). This guidance documentasaomplete, clear,
consistent and reasonable. The fact that the gogddocumentation
provides sufficient information to permit the TO&lie configured and
used securely using only the supplied guidancemeatation, and allows
all insecure states to be detected is confirmehdbgpendent evaluation
and performance of the procedures using only thelsd guidance. The
developer-provided analysis of the guidance doctatiem demonstrates
that the guidance documentation is complete, aadgiidance is
provided for secure operation in all modes of ofi@neof the TOE.

A strength of TOE security function analysis isfpened and document
for F.1&A, which is the only mechanism identified the ST as having a
strength of TOE security function claim. This ars&8 shows that F.I&A
meets or exceeds the specific strength of funchetric defined in the ST.

The TOE design is examined to ensure ttie security functions
adequately address perceived threats in the sgemvironment. Threats
include deliberate attempts to disable, bypass bamig-force attack the
TSF. A documented vulnerability analysis of theET@eliverables is
conducted in order to search for ways in whichex gan violate the TSP,
and the disposition of identified vulnerabilitissdocumented, showing,
for all identified vulnerabilities, that the vulradgility cannot be exploited
in the intended environment for the TOE. The vidbdity analysis
documentation justifies that the TOE, with the itifgad vulnerabilities, is
resistant to obvious penetration attacks perfortnedn attacker
possessing a low attack potential.
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7 PROTECTION PROFILE CLAIMS

This section provides the IDSS PP conformance ctatements.
7.1 IDSS PP REFERENCE

The TOE conforms to the following IDSS PP:

. Intrusion Detection System Sensor Protection Rr¢fiDSS PP), Prepared for
National Security Agency by Science Applicationinational Corporation,
Version 1.2, April 27, 2005.

7.2 IDSS PP TAILORING
The following tailoring was applied to the IDSS ®Fproduce this ST:

* In response to consumer demand, the assurancegeawiks upgraded from
EAL2 to EAL4, augmented by ALC_FLR.3;

« The AANO_TOE_BYPASS and A.PHYSICAL assumptions wanavn from
the FW PP MR, the TFFW PP MR and the VPN PP MR. The
A.NO_GENERAL_PURPOSE assumption found in the F\WMI®, the TFFW
PP MR and the VPN PP MR was omitted as the TOEistsnsf proprietary
hardware and software and thus it is not possitad beneral purpose
computing software onto the TOE. All other assuotiare drawn from the
IDSS PP. Readers should note that the A.PHYSICALARPROTCT
assumptions are very similar. Both were retainethénST to reflect their
differing origins.

» The threat statements for the T.INADVE, T.MISACTdanMISUSE threats
(from the IDSS PP) were expanded to clearly idgntié threat agent.

» There are minor differences in the wording of theat statements in the three
MR PPs. The wording from the VPN PP MR was usati;ST as it is the
most recent. Also the VPN PP MR includes one threat
T.UNAUTHORIZED_PEER which is not included in the AW MR or the
TFFW PP MR.

e There are minor differences in the wording of orgational security policies
in the three MR PPs. The wording from the VPN PP WH8 used in this ST as
it is the most recent. Also, the VPN PP MR includes policy P.INTEGRITY
which is not included in the FW PP MR or the TFFW MR. In the MR PPs,
the P.VULNERABILITY_ANALYSIS_TEST security policytates that the
TOE must undergo independent testing to demondtratehe TOE is resistant
to an attacker possessing a medium attack poteAsahe threat environment
for this evaluation is based upon attackers with &btack potential, this policy
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statement was modified to be consistent with th@retd environment and
strength of function level.

There are minor differences in the wording of teeusity objectives in the
three MR PPs. The wording from the VPN PP MR walus this ST as it is
the most recent. Also, the VPN PP MR includes teausity objectives;
O.INTEGRITY and O.PEER_AUTHENTICATION, which aretfound in the
FW PP MR or the TFFW PP MR. In the MR PPs, the
O.VULNERABILITY_ANALYSIS_TEST security objective ates that the
TOE will undergo appropriate independent testingemonstrate that the TOE
IS resistant to attackers with medium attack poaéms the security
environment for this evaluation is based on attecketh low attack potential,
this security objective was modified accordingly.

The O.DOCUMENT_KEY_LEAKAGE objective from the FW RFR, the
TFFW PP MR and the VPN PP MR was omitted from theThis objective is
related to AVA_VLA.3 security assurance requirem@mtluded in the MR
PPs) which is not included in the ST.

The names of the security objectives for the emvitent were changed from
the "O.XXX" notation in the IDSS PP to "OE.XXX" raiton to provide a
clearer distinction from the TOE security objecsiyerhich are labeled
"O.XXX".

The OE.NO_GENERAL_PURPOSE objective found in altehMR PPs was
omitted from the ST. The TOE consists of proprigtaardware and software
and it is not possible to load general purposenswé onto the TOE.

FAU_ARP.1.1

i) The requirement was rewritten to clearly distinguigtween the alarm
method (on screen message and optionally audibtejree recipients of
the alarm.

i) The term 'remote administrator' was changed todL8onsole, Network
Web-Based GUI, and Network CLI" in order to be sjiec

lii) The [assignment: other methddsas omitted since the TOE does not
implement other methods of indicating an alarm.

FAU ARP_ACK_EXP.1.2

1) The term 'remote administrator' was changed tonbidt Web-Based GUI,
and Network CLI" in order to be specific.

i) The words 'if they still exist' was added for tleenote administrator
sessions (Network Web-Based GUI and Network Cldgsia session
could be terminated by the TSF (FTA_SSL.1) or amiadstrator could log
out before the alarm was acknowledged.
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 FAU_GEN.1 — A NIAP refinement of this requiremeRAU_GEN.1-NIAP-
0410) is included in all three MR PPs. This ST hsed the requirement
statement from the IDSS PP as a starting poinnaaude refinements (as noted
below) so that the requirement is compliant witlfalr PPs.

* FAU_GEN.1.1 — Subparagraph c) from the IDSS PPreasrded to include
the requirements from all four PPs.

* FAU_GEN.1.2 — The qualification ‘(if applicable)’as added to the
identification of a subject identity since the sdtjidentity may not always be
known. Subparagraph b) was reworded to corredéptify Table 7 as the
source for identifying additional audit record cemifs.

» The IDSS PP-specific requirements for audit dateegation (FAU_GEN.1)
were merged with other audit requirements into @oraprehensive table;

« FAU_GEN.1, Table 7 - Auditable Events

)] FIA_AFL.1 - The wording from the MR PPs has besadisince it is
more explicit than that in the IDSS PP. The watdritify’' was changed
to 'claimed identity'.

i)  FMT_MOF.1(1) - the administrator as explicitly dedd as the Security
Administrator

i)  FMT_MOF.1(2) - the administrator was explicitly aefd as the Security
Administrator

iv) FMT_MSA.1 - the administrator was explicitly defthas the Security
Administrator

v) FMT_MTD.1(2) - the administrator was explicitly defd as the
Cryptographic Administrator

vi)  FMT_MTD.1(3) - the administrator was explicitly defd as the Security
Administrator

vi)  FMT_MTD.2(1) - the administrator was explicitly defd as the Security
Administrator

viii) FPT_FLS.1 - This requirement was added from the CC.

iX) FPT_RPL.1 - A typographical error was correctegply’ was changed to
‘replay'.

X) FRU_FLT.1 - This requirement was added from the CC.

xi) FTA_SSL.1 - To make the distinction between local eemote sessions,
'interactive session’' was changed to 'Local Constdeactive session'.
For clarity 'user' was changed to 'Administratmts this function only
applies to an Administrator.

xii)  FTA_SSL.2 - To make the distinction between local eemote sessions,
'interactive session’' was changed to 'Local Constdeactive session'.
For clarity 'user' was changed to 'Administratmts this function only
applies to an Administrator.

xiii) FTA_SSL.3 - The term 'remote session' was chamg&dithenticated
Proxy User, VPN User, Network Web-Based GUI, NetGLI' session
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. For clarity 'user' was changed to 'User or Adstiator' to make the
requirement clearer.

xiv) FTA_TSE.1 - For clarity 'user' was changed to 'Usekdministrator' to
make the requirement clearer.

FAU_GEN.2.1 - For clarity 'user' was changed tormstrator or User'.
FAU_SAA.1.1 - 'the audited events' was changedverits'.

FAU_SAA.1.2 - The following changes were made ® ibquirements
provided in the FW PP MR and TFFW PP MR:

i) For clarity the phrase ‘administrator specifiedetiperiod’ in subparagraphs
a)(2), a)(3), a)(4) and a)(5) was changed to 'ScAdministrator
specified time period'.

i) The completed assignment operation in subparadyéighncludes Fortinet
Protection Profiles since they include addition@H functionality not
provided by the Information Flow policy violatiogsvered in
subparagraphs a)(2), a)(3), a)(4) and a)(b).

FAU_SAR.1.2 — The word 'user' was changed to 'Adstrators’ since audit
review is restricted to administrators.

FAU_SAR.2.1 — The requirement was simplified sinog/ administrators
have access to the audit data.

FAU_SAR.3.1 — The IDSS PP only requires the abibtgort audit data based
on a small number of criteria. The TOE is capalbleadth searching and sorting
the audit data based on a wider selection of @itghich allows it to conform
to both the IDSS PP requirement and the requiresradithe MR PPs.

FAU_SEL.1.1 — The requirement from the IDSS PP mgéined to specify that
only the Security Administrator is able to incluoleexclude auditable events.
Additional auditable event attributes were spedifiehese changes allow the
ST to conform to the IDSS PP requirement and tgairements of the MR
PPs.

FAU_STG.2.1 — The requirement from the IDSS PP ngfised to clearly
indicate that the Audit Administrator is the onbte authorized to delete
records from the audit trail. This refined allowg ST to comply with the
FAU_STG.1.1-NIAP-0423 Protected Audit Trail Storagguirement from the
MR PPs.

FAU_STG.2.2 — The IDSS PP requires that a compli@# ‘detect’ audit trail
modifications. The requirement has been refindaetanore restrictive by
replacing the word ‘detect’ with ‘prevent’. Thisfirement allows the ST to
conform with the IDSS PP and the MR PPs.

FAU_STG.3 — The following changes were made witpeet to the
requirement from the FW PP MR, the TFFW PP MR dedtPN PP MR:
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i) This requirement was rewritten into a bulletedfistmat rather than a
paragraph format and in the process, the extrangoers bracket included
in the PPs was omitted.

i) The phrase 'and at the remote administrative cehawals changed to
‘Network Web-Based GUI and Network CLI' in ordebm specific.

lii) The phrase ‘generate an audible alarm,” was chattgy@umediately alert
the administrators by generating an audible alartheaLocal Console,
Network Web-Based GUI, and Network CLI when an adstiative
session exists for each of the defined administables; and’ in order to
more accurately describe the audible alarm function

FAU_STG.4.1 — The requirement from the IDSS PP rgasitten to into a
bulleted list format in order to clearly distinghighe mandatory and optional
components of the requirement.

FAU_STG.4.2 — This component was added to the reouént as a refinement.
While it is beyond the requirements of the IDSS iPB,requirement for
conformance with the MR PPs.

FCS_BCM_EXP.1.2 — The VPN PP MR words this requeendifferently
than the FW PP MR and the TFFW PP MR. The latedwmgrhas been used,
with the additional words ‘and meet FIPS PUB 140&\el 4 Self Tests’
added as a refinement so that the ST conformsallithree MR PPs.

FCS_CKM.1 - The FW PP MR and TFFW PP MR requirétthe CC author
specify the standard which is used by the TOE tegge random numbers for
symmetric key generation. The standard used by @t (which defines a
FIPS-Approved random number generation algorithas)lieen specified in
this requirement.

FCS_CKM.4

i) The MR PPs specify overwriting of cryptographic &eélyree times. The
TOE overwrites cryptographic keys stored in flasgtrmory once only. A
rationale for this change has been provided irafi@ication note
associated with the FCS_CKM.4.1 requirement.

i) The wording of this requirement in the VPN PP MRedls from the
wording used in the FW PP MR and the TFFW PP MR [&ker wording
was used as the basis for the requirement asdifgseoverwriting
requirements for intermediate storage areas whelvmitted from the
VPN PP MR.

iii) The word 'and' was moved from the end of subpapégiod to the end of
subparagraph c).

FDP_IFC.1.1(1) — The FW PP MR includes a seleatiperation in the last
bullet point for this requirement. The purposeld selection operation is to
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allow the ST author to include any other applicagwoxies (in addition to
SMTP) which do not require authentication. Sinae T®OE does not provide
any other application proxies which do not reqau¢hentication, the selection
operation has been omitted from the ST.

* FDP_IFC.1.1(2) — For this requirement, the FW PP ikdRudes (in
subparagraph d) a selection operation which alkesST author to specify
additional application proxies which require autiration. Since the TOE does
not require authentication for any additional apggiion proxies, the selection
was omitted.

* FDP_IFC.1.1(4) — For this requirement, the VPN PR idicludes (in
subparagraph d) an assignment operation which altbevST author to specify
additional operations to be performed on networtkpts which are subject to
the VPN policy. Since the ST does not specify aihgiteonal operations, the
assignment operation was omitted.

« FDP_IFF.1.1(1)

1) The FW PP MR and TFFW PP MR include a selectionaijmn as the
second bullet point for subparagraph a). The pwpdshe selection
operation is to allow the ST author to specify éddal source subject
security attributes. Since the TOE does not dediditional source subject
security attributes, this selection operation hasnbomitted.

i) For clarity, the information security attributes &chedules (which are
included using the selection operation in the P&gwnoved ahead of the
SMTP attributes in subparagraph c).

iii) To correct a PP format issue, the stateful padkebates subparagraph is
labeled as subparagraph d) rather than appeariadpalet under
subparagraph c).

iv) The FW PP MR and TFFW PP MR include selection djera for both
connection-oriented and connectionless protocolstwdllow the
specification of additional security attributesn& the TOE does not
define any additional security attributes for thpestocols, the selection
operations were omitted.

« FDP_IFF.1.1(2)

i) The FW PP MR includes a selection operation asé¢cend bullet point for
subparagraph a). The purpose of the selection tipeiia to allow the ST
author to specify additional source subject seguatitributes. Since the
TOE does not define additional source subject $ycaftributes, this
selection operation has been omitted.

i) The FW PP MR include a selections operation ase¢leend bullet point for
subparagraph b). The purpose of the selection tperia to allow the ST
author to specify additional destination subjecusity attributes. Since the
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TOE does not define additional destination sulgecurity attributes, this
selection operation has been omitted.

iii) The FW PP MR includes two selection operationdadast two bullet
points for subparagraph c). The first selectidoved the ST author to
include any sub-commands associated with any agditiapplication
proxies defined in FDP_IFC.1(2). However, sincad¢hae no additional
application proxies defined in FDP_IFC.1(2), theeston operation was
omitted. The second PP selection allows the SToawthinclude any
additional information security attributes usedtby TOE. Since this TOE
does not use any additional information securitlatted, this selection
was also omitted.

iv) To correct a FW PP MR format issue, the statefakpgattributes
subparagraph is labeled as subparagraph d) réthe@ppearing as a bullet
under subparagraph c).

v) The FW PP MR includes selection operations for lsotimection-oriented
and connectionless protocols which allow the speatibn of additional
security attributes. Since the TOE does not dedimgadditional security
attributes for these protocols, the selection dpmra were omitted.

FDP_IFF.1.2(2) — The word ‘administrator’ was regd by ‘Security
Administrator’ to make it clear that the rules lne information policy flow
ruleset are defined by the Security Administrator.

FDP_IFF.1.4(2) — The layout of the requirement lb@esn modified from that
used in the FW PP MR since the PP uses a bullstefdimat which includes
only one bullet point. The modified layout is catent with the layout used by
the PP for FDP_IFF.1.4(1) and FDP_IFF.1.4(3).

FDP_IFF.1.1(3)

i) The MR PPs include selection operations in thedabet point for
subparagraphs a) and b) which allows the ST authgpecify additional
subject security attributes for source and destinatubjects. However,
since the TOE does use additional subject secattityputes in order to
enforce the UNAUTHENTICATED TOE SERVICES SFP, thestection
operations have been omitted.

i) The MR PPs include a selection operation in thieldablet point for
subparagraph c) which allows the ST author to $pedditional
information security attributes for services idéat in FIA_UAU.1(1).
However, since this ST does not identify any adddi services in
FIA_UAU.1(1) the selection operation has been aitt

FDP_IFF.1.3(3) — The MR PPs include a selectionmaipm in the first bullet
point for this requirement which allows the ST awtto list other
unauthenticated network services provided by th& Tidowever, since the
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TOE does not provide any other unauthenticated ar&tgervices (except
ICMP) the selection operation has been omitted.

FDP_IFF.1.1(4) — The VPN PP MR includes selectiperations in the last
bullet point for subparagraphs a) and b) whichvedlohe ST author to specify
additional subject security attributes for sourod eestination subjects.
However, since the TOE does use additional subgmirity attributes in order
to enforce the VPN SFP, these selection operatiams been omitted.

FIA_AFL.1 — The IDSS PP uses the FIA_AFL.1 requieato describe
authentication failure handling for external IT guzts attempting to
authenticate to the TOE. The MR PPs impose additi@guirements for
authentication failure handling. In order to compligh all of the PPs, the
wording from the MR PPs was used as a basis amdréfi@ed to specifically
describe the authentication failure handling capads of the TOE. It should

be noted that although the TOE communicates wittirted’s FortiGuard
Distribution Server and FortiAnalyzer (as trustécehtities), the TOE
authenticates to these external entities. Foréason these external trusted IT
entities are not listed in the FIA_AFL.1 requirerhen

FIA_AFL.1.1 —The following changes were made wibpect to wording of
this requirement from the MR PPs:

1) The phrase ‘administrators attempting to authetgicemotely’ was
replaced by ‘administrators attempting to authextéico the Network Web-
Based GUI and Network CLI' in order to be more spec

i) The phrase ‘authenticated proxy users’ (which edua the FW PP MR)
was replaced by ‘attempted proxy user authentinatubich is more
precise.

iii) The phrase ‘authorized IT entities’ was replaceddoyhentication
attempts by VPN peers’ as these are the only aattiT entity which
will authenticate to the TOE.

FIA_AFL.1.2 — The following changes were made wibpect to wording
from the MR PPs:

1) The requirement was reworded to make it clearittadplies to a proxy
user attempting to authenticate rather than apglyran authenticated
proxy user.

i) A bullet point list format was used to make theuiegment clearer.

iii) The PPs do not clearly indicate that the authetnicdimit applies to each
item and/or assumed user individually. For instaf@ilures by a given
proxy user should not lock out all remote admiuitstrs. To make this
distinction clear in the ST, the words 'for therusgsumed to have
exceeded the authentication attempt limit' was dddeproxy user
authentication and remote administrator authemtiocaSimilarly the words
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‘for the VPN peer assumed to have exceeded theaiithtion attempt
limit’ were added for VPN peer authentication.

* FIA_ATD.1 - The requirement was iterated and therwgas made explicit
(administrators, authorized proxy user, and VPNatendevices). The IDSS
PP lists the user’s security attributes as usettitye authentication data, and
authorizations. The ST author has chosen to be specific and use username
/ password rather than user identity / authenticadiata and has used role
rather than authorizations.

* FIA_UAU.1(2) - The FW PP MR includes a selectiore@giion which allows
the ST author to specify additional unauthenticaexky services. Since the
TOE does not provide any additional unauthenticatedy services (beyond
SMTP) the selection was omitted.

* FIA_UAU.2.1

1) The FW PP MR includes a selection operation whidwa an ST author
to specify additional proxy services (beyond TelidtP and HTTP) which
require authentication. Since the TOE does notirequthentication for
any additional proxy services, this selection wantizd.

i) The authorized IT entity (Fortinet's FortiGuard tlsution Server) was
explicitly stated.

lii) The phrase ‘VPN Peers’ was included in the lists#rs which require
authentication before any action.

* FIA_UAU.5 — The explicit requirement used by theetnMR PPs was replaced
by the standard CC requirement. The requirementefased by replacing the
word ‘support’ with the word ‘perform’ to conforno the wording used by the
MR PPs.

* FIA_UID.1 was replaced by FIA_UID.2. Since FIA_UMDis hierarchical to
FIA_UID.1, the IDSS PP requirement is met;

* FMT_MOF.1 — The IDSS PP requirement was iteratezltdithe inclusion of
the CC Part 2, FW PP MR TFFW PP MR and VPN PP Mfirements. The
IDSS PP requirement was moved to FMT_MOF.1(13).

e FMT_MOF.1(1) to FMT_MOF.1(7) - Additional iteratisrof the FMT_MOF.1
requirement have been added from the FW PP MR, TPPWIR and VPN PP
MR.

« FMT_MOF.1(8) - An additional iteration of the FMT_®F.1 requirement was
added to address the management of the cryptograglfitests.

« FMT_MOF.1(9) - An additional iteration of the FMT_®F.1 requirement was
added to address the management of actions tdkée itathe event of audit
storage exhaustion.
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* FMT_MOF.1(10) - An additional iteration of the FMMOF.1 requirement
was added to address the management of the séssianation function.

e FMT_MOF.1(11) - An additional iteration of the FMMOF.1 requirement
was added to address the management of the al&kmoweledgement function.

* FMT_MOF.1(12) - An additional iteration of the FMMOF.1 requirement
was added to address the management of the on-desraaution of the
cryptographic and non-cryptographic self-tests.

* FMT_MOF.1(13) - The review requirement was spedifidhe words
‘authorised Sensor administrators’ were replacethbyphrase ‘an
Administrator’ in order to conform with the termiongy used throughout the
ST. The TOE permits all the Administrators (Segtudit and Crypto) to act
as administrators of the IDS Sensor.

« FMT_MSA.3(1) — The phrase ‘security attributes’ waplaced by the phrase
‘the information flow policy ruleset’ in order t@oform with the FW PP MR,
TFFW PP MR and the VPN PP MR. The information flpglicy ruleset
comprises the security attributes which defineseurity functional policies
listed by this requirement. In addition the worde’avas changed to ‘is’ to
remain grammatically correct.

* FMT_MSA.3(2) — The phrase ‘security attributes thia used to enforce the
SFP’ was replaced by the phrase ‘the set of TOW available to
unauthenticated users’ in order to comply withfvé PP MR, TFFW PP MR
and VPN PP MR. The set of TOE services availablenuthenticated users
describes the security attributes applicable teetifercement of the
UNAUTHENTICATED TOE SERVICES SFP.

e FMT_MTD.1 - The FW PP MR, TFFW PP MR and VPN PP BHeh list a
number of iterations of the FMT_MTD.1 requiremerte first iteration in all
these PPs is not an actual requirement statemantather a placeholder which
Is intended for the ST author to include additioh&8F data management
requirements not covered by the PPs. In this 3 jtération of the
requirement (along with the fifth, sixth and seveitérations are used to
include TSF data management requirements whichpaeific to the TOE).
The second, third and fourth iterations are reeuéets imposed by the FW PP
MR, the TFFW PP MR and the VPN PP MR. The eigtehaiion is a
requirement levied only by the VPN PP MR, while thieeth and final iteration
is a requirement levied only by the IDSS PP MR.

e FMT_MTD.1(1) — This iteration of the requirementsrvadded to describe the
management of audit data.

« FMT_MTD.1(5) — This iteration of the requirementsrvadded to describe the
management of user account data.
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FMT_MTD.1(6) — This iteration of the requirementsvadded to describe the
management of TOE banner data.

FMT_MTD.1(7) — This iteration of the requirementsmadded to describe the
management of AV and IPS signature data by the TOE.

FMT_MTD.1(9) - This requirement was refined. Th@H does not allow
sensor data to be added. The IDSS PP wordingratkales audit data and
TOE data which (in this ST) are addressed by theraterations of
FMT_MTD.1.

FMT_REV.1.1 - The FW PP MR includes a selectionrafen which allows
the ST author to specify additional resources foictvthe revocation of
security attributes may be restricted. Since th& TOes not provide any
additional resources for which security attributesy be revoked, the selection
was omitted.

FMT_REV.1.2 - The FW PP MR includes a selectionrafen which allows
the ST author to specify the immediate enforcerésecurity attribute
revocation for additional resources defined in FRREV.1.1. Since the ST
does not list any additional resources in FMT_RE)/.fhe selection has been
omitted.

FMT_SMR.1 was replaced by FMT_SMR.2. Since FMT_SPR
hierarchical to FMT_SMR.1, the IDSS PP requirenmgmet;

FMT_SMR.2.1

i) The role of Sensor Administrator, which is requibtgdFMT_SMR.1 in the
IDSS PP, was merged with the Security Administratdrich is identified
in FMT_SMR.2.

i) The VPN User role has been added.
FMT_SMR.2.3

i) In FMT_SMR.2.1, the FW PP MR and TWFW PP MR alltwe ST author
to define additional roles. Then in the first thieglet points of
FMT_SMR.2.3, the PPs make reference to ‘all rolgsen it is clear that
the phrase ‘all administrator roles’ was intendHuerefore the phrase ‘all
roles’ has been replaced by the phrase ‘all adin@@ roles’.

i) The phrases ‘locally’ and ‘remotely’ where replaedgth ‘via the Local
Console’ and ‘via the Network Web-Based GUI andvidek CLI’
respectively, in order to be specific about thatamn of administrative
sessions.

FPT_AMT.1 — The phrase ‘periodically during norrogkration’ was replaced
with ‘periodically during normal operation as sgexd by the Security
Administrator’ in order to clearly specify that grthe Security Administrator
can specifiy the periodicity with which the seléte are executed.
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 FPT_ITL1.2 — The requirement was made more exglicspecifying that
modifications are to be detected by the receiviegae.

« FPT_SEP.1 was replaced by FPT_SEP.2. Since FPT2&Elerarchical to
FPT_SEP.1, the IDSS PP requirement is met.

e FPT_SEP.2.3-The FW PP MR, TFFW PP MR and VPN PRPhislve refined
this requirement so that it describes protectidordéd by the TSF to its
cryptographic functionality, rather than to seaufiinctional policies as
included in the standard CC Part 2 requirements Téfinement has been
retained in this ST.

e FPT_TST.1(1) — This requirement has been refinestisfy the explicit
requirement (FPT_TST_EXP.4) used by the FW PP MW PP MR and
VPN PP MR.

 FPT_TST.1(2) — This requirement has been refinexatisfy the explicit
requirement (FPT_TST_EXP.5) used by the FW PP MAEW PP MR and
VPN PP MR.

* FRU_RSA.1(1) — In the selection operation whichitfees the user or subject
to which the quota applies, the selection ‘subjets replaced with ‘a sourc
subject identifier’ to clearly identify the subjagting the terminology of the
ST.

* FRU_RSA.1(2) — The ST has retained the refinemetrtisduced by the FW
PP MR, TFFW PP MR and VPN PP MR.

« FTA_SSL.1 - The phrase ‘an interactive session’ rgptaced with ‘a Local
Console interactive session’ in order to use teohoigy specific to the TOE.

 FTA_SSL.2 — This requirement was refined in ordedescribe (for Local
Console sessions) the more restrictive requiremesgssion termination rather
than session locking.

* FTA_SSL.3.1 — The words ‘an interactive sessiorfeneplaced with ‘an
authenticated Proxy User, VPN User, Network WebeBaSUI or Network
CLI session’ in order to explicitly define the retasessions which will be
terminated.

« FTA _TAB.1.1 — This requirement was refined in ortiecomply with the FW
PP MR, TFFW PP MR and VPN PP MR.

e FTA_TSE.1.1 — This requirement was refined in otdecomply with the FW
PP MR, TFFW PP MR and VPN PP MR.

« FTP_ITC.1.1(1) - With respect to the FW PP MR/TFP® MR, the phrase
‘authorized IT entities’ was replaced with ‘FortiiseFortiGuard Distribution
Server’ as this is the only authorized IT entity.
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FTP_ITC.1.2(1) - With respect to the FW PP MR/TFP® MR, the phrase
‘authorized IT entities’ was replaced with ‘FortiiseFortiGuard Distribution
Server’ as this is the only authorized IT entity.

FTP_ITC.1.1(2) - With respect to the FW PP MR/TFP® MR, the phrase
‘authorized IT entities’ was replaced with ‘FortiiseFortiGuard Distribution
Server’ as this is the only authorized IT entity.

FTP_ITC.1.2(2) - With respect to the FW PP MR/TFP® MR, the phrase
‘authorized IT entities’ was replaced with ‘FortiiseFortiGuard Distribution
Server’ as this is the only authorized IT entity.

FTP_TRP.1.1(1) - With respect to the FW PP MR/TFPWMR, the term
‘remote administrators’ was replaced with the parasiministrators using the
Network Web-Based GUI and Network CLI’ in ordertd® more specific.
VPN Users as added.

FTP_TRP.1.2(1) - With respect to the FW PP MR/TFPWMR, the term
‘remote users’ was replaced with the phrase ‘prnasgrs and administrators
using the Network Web-Based GUI and Network CLIbnder to make it clear
that the users include proxy users and adminisgatdPN Users as added.

FTP_TRP.1.3(1) - With respect to the FW PP MR/TFPF/MR:

1) For clarity 'user authentication' was changedraxpuser and
administrator authentication'.

i) The PPs include a selection operation which allawST author to specify
additional services for which a trusted path isuregfl. Since the TOE does
not provide any additional services which requiteuated path, the
selection was omitted.

FTP_TRP.1.1(2) - With respect to the FW PP MR/TFPWMR, the term
‘remote administrators’ was replaced with the parasiministrators using the
Network Web-Based GUI and Network CLI’ in ordertd® more specific.

FTP_TRP.1.2(2) - With respect to the FW PP MR/TFPWMR, the term
‘remote users’ was replaced with the phrase ‘prnasgrs and administrators
using the Network Web-Based GUI and Network CLIbnder to make it clear
that the users include proxy users and adminisgato

FTP_TRP.1.3(2) - With respect to the FW PP MR/TFPF/MR:

1) For clarity 'user authentication' was changedrtaxypuser and
administrator authentication'.

i) The PPs include a selection operation which allawST author to specify
additional services for which a trusted path isuregfl. Since the TOE does
not provide any additional services which requiteuated path, the
selection was omitted.
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e FTP_TRP.1.3(2) - VPN Users was added.

e IDS_COL_EXP.1.1 — This requirement from the IDSSHaB been refined
leaving out the assignment operation which alldves$T author to detail other
specifically defined auditable events. Since thé&TaDly creates IDS audit
records for network traffic (as specified in theyious selection operation) the
assignment operation from the PP has been omitted.

* IDG_STG_EXP.2 — This requirement from the IDSS BP Ibeen refined to
reflect the capabilities of the TOE with respectite protection of IDS Sensor
data, when the storage capacity for that data éas bxhausted.

 FTP_ITC.1.3(1)(ENV) - With respect to the FW PP NIRFW PP MR, the
phrase ‘all authentication functions’ was replabgdhe phrase ‘FortiGuard
Distribution Server authentication’ as the Forti@LBistribution Server is the
only authorized IT entity for the TOE.

* FTP_ITC.1.3(2)(ENV) - With respect to the FW PP NIRFW PP MR, the
phrase ‘all authentication functions’ was replabgdhe phrase ‘FortiGuard
Distribution Server authentication’ as the Forti@LBistribution Server is the
only authorized IT entity for the TOE.

e FTP_TRP.1.2(1)(ENV) - With respect to the FW PP WIFFW PP MR, the
term ‘remote users’ was replaced with ‘Network V\Bdised GUI
administrators, Network CLI administrators and NatkvUsers’ in order to
more precisely identify the users of the trusteithpa

« FTP_TRP.1.3(1)(ENV) - With respect to the FW PP MIFFW PP MR:

1) The phrase ‘user authentication, all remote adrmatien actions’ was
replaced with ‘Network User authentication, adntnaitor authentication
and all administrative use of the Network Web-BaGédl and Network
CLI' in order to more clearly specify the servigasvided by the
environment which require use of the trusted path.

i) The PPs include a selection operation which allthesST author to list
other services for which the trusted path is regpliSince the TOE does
not require the environment to provide any addal@ervices via the
trusted path, the selection was omitted.

« FTP_TRP.1.2(2)(ENV) - With respect to the FW PP WIRFFW PP MR, the
term ‘remote users’ was replaced with ‘Network \Rdsed GUI
administrators, Network CLI administrators and NatkvUsers’ in order to
more precisely identify the users of the trusteithpa

 FTP_TRP.1.3(2)(ENV) - With respect to the FW PP VIRFW PP MR:

1) The phrase ‘user authentication, all remote adrmatien actions’ was
replaced with ‘Network User authentication, adnthaitor authentication
and all administrative use of the Network Web-BaGét and Network
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CLI' in order to more clearly specify the servigasvided by the
environment which require use of the trusted path.

i) The PPs include a selection operation which allthesST author to list
other services for which the trusted path is regiiSince the TOE does
not require the environment to provide any addal®ervices via the
trusted path, the selection was omitted.

* IDS_STG_EXP.2.1 was reworded to make the requiréciear;

« In order to provide additional guidance on thentied use and the operating
environment, additional assumptions and threate wdded. The assumptions
are listed in Sections 3.1 and 3.2 and the additiones have been identified;

* Objectives were added to counter the added thr&dts.objectives are listed in
Sections 4.1 and 4.2 and the additional ones heee ldentified,;

* Additional SFRs were added. The SFRs are idedtifierable 6 - Security
Functional Requirements.
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8 RATIONALE

This section describes the rationale for the Sgc@bjectives and Security Functional
Requirements as defined in Section 4 and Sectioespectively. Additionally, this section
describes the rationale for satisfying all of tiependencies and the rationale for the strength
of function (SOF) claim.

8.1 RATIONALE FOR SECURITY OBJECTIVES

8.1.1 Overview

Table 10, Table 11, and Table 12 present a bi-ilmregl mapping of Assumptions, Threats,
and Organizational Policies to Security Objectifgghe TOE and for the Environment.
Three tables are used in order to present thenation in a readable format. In order to
allow the reader to ensure that the mapping is ¢et@peach table includes all assumptions,
threats and policies. Consequently all rows ivamgtable do not map to an objective. The
tables show that each of the assumptions, thredtsanizational policies is addressed by
at least one security objective, and that eachrégabjective addresses at least one of the
assumptions, threats, or organizational policiéss dverview is followed by detailed
descriptions and rationale for the mapping to T@EUBity Objectives and to the Security
Objectives for the Environment.
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A.ACCESS
A.LOCATE
A.MANAGE
A.NO TOE_BYPASS
A.NOEVIL
A.NOTRST
A.PHYSICAL
A.PROTCT
T.ADDRESS MASQUERADE
T.ADMIN_ERROR X
T.ADMIN_ROGUE X

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 152 of 252



%M Fortinet FortiGate™ Unified Threat Management

Deliverng e RgntAssurance Solutions Security Target: International
3
Ol F| &
= =l O o
zZ <l =z =
w| x| 5 <
Z| = S| W <
O| O w| & > ,_E
A~ 0| O O > m
| wl 3 Zl &l ol & S
W W | W@ < B < < g
o) Z O = > X X m
Q| Wl x| w ~l O O
& OD'O:UJLHSOO>_Z'_U)I
Qlzlel el B B R RS S S
Ol 2 g g gl ol <> >%0cag =
Ol gl 22 22 L 9l x| 2 < X5 §
< < S| g g g QO QO g WU ==
Ol Ol OOl OO OO O]l O] O] O] O] O] O
T.AUDIT_COMPROMISE X
T.COMDIS X X X
T.COMINT X X
T.CRYPTO_COMPROMISE
T.FLAWED_ DESIGN X
T.FLAWED_ IMPLEMENTATION X
T.IMPCON X X X
T.INADVE X X
T.INFLUX
T.INTRUSION
T.LOSSOF X X
T.MALICIOUS TSF_COMPROMISE X
T.MASQUERADE
T.MISACT X X
T.MISUSE X X
T.NOHALT X X| X
T.POOR_TEST X
T.PRIVIL X X
T.REPLAY
T.RESIDUAL_DATA
T.RESOURCE_EXHAUSTION
T.SPOOFING
T.UNATTENDED_SESSION
T.UNAUTHORIZED_ ACCESS
T.UNAUTHORIZED PEER
T.UNIDENTIFIED ACTIONS X
T.UNKNOWN_STATE X
T.VIRUS
P.ACCACT X X
P.ACCESS X X
P.ACCESS BANNER
P.ACCOUNTABILITY X
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P.ADMIN_ACCESS X
P.CRYPTOGRAPHIC FUNCTIONS X
P.CRYPTOGRAPHY_ VALIDATED X X
P.DETECT X X
P.INTEGRITY
P.INTGTY
P.MANAGE X X X
P.PROTCT
P.VULNERABILITY_ANALYSIS TEST

Table 10- Mapping of Security Assumptions, Threatsand Policies to Objectives

(Part 1 of 3)
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O.ROBUST_TOE_ACCES

O.RESIDUAL_INFORMATION
O.RESOURCE_SARING

O.MANAGE
O.MEDIATE
O.OFLOW S

O.PROTC"

O.ROBUST_ADMIN_GUIDANCE

O.INTEGRITY
O.INTRUSION
O.MAINT_MODE
O.PEER_AUTHENTICATIOM
O.REPLAY_DETECTIOM
O.SECURE_UPDATES
O.SELF_PROTECTIOI

O.INTEGF

A.ACCESS

A.LOCATE

A.MANAGE

A.NO_TOE_BYPASS

A.NOEVIL

A.NOTRST

A.PHYSICAL

A.PROTCT

T.ADDRESS_MASQUERADE X

T.ADMIN_ERROR X X

T.ADMIN_ROGUE

T.AUDIT_COMPROMISE X X

T.COMDIS X

T.COMINT X X

T.CRYPTO_COMPROMISE X X

T.FLAWED_DESIGN X

T.FLAWED_IMPLEMENTATION

T.IMPCON

T.INADVE

T.INFLUX X

T.INTRUSION X X

T.LOSSOF X X

T.MALICIOUS_TSF_COMPROMISE X X X

T.MASQUERADE X

T.MISACT

T.MISUSE

T.NOHALT

T.POOR_TEST

T.PRIVIL X

T.REPLAY X

T.RESIDUAL_DATA X
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O.MANAGE
O.MEDIATE

O.MAINT_MODE
O.OFLOW S

O.INTEGRITY
O.INTRUSION

O.INTEGF

O.RESIDUAL_INFORMATION
O.RESOURCE_SARING

O.PEER_AUTHENTICATIOM
O.PROTC"

O.REPLAY_DETECTIOM

O.ROBUST_ADMIN_GUIDANCE

O.ROBUST_TOE_ACCES

O.SELF_PROTECTIOI

O.SECURE_UPDATES

T.RESOURCE_EXHAUSTION

X

T.SPOOFING

T.UNATTENDED_SESSION

T.UNAUTHORIZED_ACCESS

T.UNAUTHORIZED_PEER

T.UNIDENTIFIED_ACTIONS

T.UNKNOWN_STATE

T.VIRUS

P.ACCACT

P.ACCESS

P.ACCESS_BANNER

P.ACCOUNTABILITY

P.ADMIN_ACCESS

P.CRYPTOGRAPHIC_FUNCTIONS

P.CRYPTOGRAPHY_VALIDATED

P.DETECT

P.INTEGRITY

P.INTGTY

P.MANAGE

P.PROTCT

P.VULNERABILITY_ANALYSIS_TEST

Table 11 - Mapping of Security Assumptions, Threatsand Policies to Objectives

(Part 2 of 3)
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O.THOROUGH FUNCTIONAL TESTIN(
O.TIME_STAMPS
O.TRUSTED_PAT}H

O.VIRUS
O.VULNERABILITY_ANALYSIS TEST

O.SOUND_IMPLEMENTATION
OE.CREDEV
OE.CRYPTANALYTIC
OE.INSTAL
OE.NO_TOE_FYPASS

O.SOUND_DESIGI
OE.PERSOI
OE.PHYSICAL

OE.PHYCAL

X |OE.INTROF

A.ACCESS

A.LOCATE

x

A.MANAGE

x

A.NO_TOE_BYPASS X

A.NOEVIL X X X

A.NOTRST X X

A.PHYSICAL X

A.PROTCT X

T.ADDRESS_MASQUERADE

T.ADMIN_ERROR

T.ADMIN_ROGUE

T.AUDIT_COMPROMISE

T.COMDIS

T.COMINT

T.CRYPTO_COMPROMISE X

T.FLAWED_DESIGN X

T.FLAWED_IMPLEMENTATION XX X

T.IMPCON X

T.INADVE

T.INFLUX

T.INTRUSION

T.LOSSOF

T.MALICIOUS_TSF_COMPROMISE X

T.MASQUERADE X

T.MISACT

T.MISUSE

T.NOHALT

T.POOR_TEST X X

T.PRIVIL

T.REPLAY

T.RESIDUAL_DATA
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O.THOROUGH FUNCTIONAL TESTIN(

O.TIME_STAMPS
O.TRUSTED_PAT}

O.SOUND_IMPLEMENTATION
O.VIRUS

O.SOUND_DESIGI

O.VULNERABILITY_ANALYSIS TEST
OE.CREDEV
OE.CRYPTANALYTIC

OE.INSTAL
OE.INTROF

OE.NO_TOE_FYPASS
OE.PERSOI
OE.PHYCAL
OE.PHYSICAL

T.RESOURCE_EXHAUSTION

T.SPOOFING

x

T.UNATTENDED_SESSION

T.UNAUTHORIZED_ACCESS

T.UNAUTHORIZED_PEER

T.UNIDENTIFIED_ACTIONS

T.UNKNOWN_STATE

T.VIRUS

P.ACCACT

P.ACCESS

P.ACCESS_BANNER

P.ACCOUNTABILITY

P.ADMIN_ACCESS

P.CRYPTOGRAPHIC_FUNCTIONS

P.CRYPTOGRAPHY_VALIDATED

P.DETECT

P.INTEGRITY

P.INTGTY

P.MANAGE

P.PROTCT

X

P.VULNERABILITY_ANALYSIS_TEST

X

Table 12 - Mapping of Security Assumptions, Threatsand Policies to Objectives

(Part 3 of 3)
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8.1.2 TOE Security

Objectives Rationale

Table 13 provides detailed descriptions and ratefa the mapping from Security
Objectives to Threats and Policies.

Threat/Policy

Objectives Addressing the Threat

Rationale

T.ADDRESS_MASQUERADE

A user on one interface may masqueral
as a user on another interface to
circumvent the TOE policy.

O.MEDIATE

H&he TOE must mediate the flow of information betwe
sets of TOE network interfaces or between a networ
interface and the TOE itself in accordance with its
security policy.

%

O.MEDIATE (FDP_IFC.1(1), FDP_IFF.1(1),
FDP_IFC.1(2), FDP_IFF.1(2) , FDP_IFC.1(3),
FDP_IFF.1(3)) counters this threat by ensuring thd
all network packets that flow through the TOE are
subject to the information flow policies. The rulas
each of the policies ensure that the network ifienti
in a network packet is in the set of network
identifiers associated with a TOE’s network
interface. Therefore, if a user supplied a network
identifier in a packet that was associated wittOET
network interface other than the one the user gyl
the packet on, the packet would not be allowed to
flow through the TOE, or access TOE services. TH
would, for example, prevent a user from sending §
packet from the Internet claiming to be on a maeh
on the protected enclave.

—

is

n

T.ADMIN_ERROR

An administrator may incorrectly install
or configure the TOE, or install a
corrupted TOE resulting in ineffective
security mechanisms.

O.ROBUST_ADMIN_GUIDANCE

The TOE will provide administrators with the ne@ays
information for secure delivery and management.

O.ADMIN_ROLE

The TOE will provide administrator roles to isolate
administrative actions, and to make the administat
functions available locally and remotely.

O.MANAGE

The TOE will provide all the functions and faciis
necessary to support the administrators in their
management of the security of the TOE, and restrict
these functions and facilities from unauthorized.us

O.ROBUST_ADMIN_GUIDANCE helps to mitigat
this threat by ensuring the TOE administrators ha:
guidance that instructs them how to administer the
TOE in a secure manner and to provide the
administrator with instructions to ensure the TOE
was not corrupted during the delivery process.
Having this guidance helps to reduce the mistakeq
that an administrator might make that could cahee
TOE to be configured in a way that is unsecure.

]

—

O.ADMIN_ROLE plays a role in mitigating this
threat by limiting the functions an administratanc
perform in a given role. For example, the Audit
Administrator could not make a configuration
mistake that would impact the information flow

policy.

O.MANAGE contributes to mitigating this threat by
providing administrators the capability to view

configuration settings. For example, if the Seguri
Administrator made a mistake when configuring th
ruleset, providing them the capability to view the
rules affords them the ability to review the rudesl
discover any mistakes that might have been madq.

]

T.ADMIN_ROGUE

An administrator’s intentions may
become malicious resulting in user or
TSF data being compromised.

O.ADMIN_ROLE

The TOE will provide administrator roles to isolate
administrative actions, and to make the adminiseat
functions available locally and remotely.

O.ADMIN_ROLE mitigates this threat by restrictin
the functions available to an administrator. Tikis
somewhat different than the part this objectiveyplal
in countering T ADMIN_ERROR, in that this
presumes that separate individuals will be assigng
separate roles. If the Audit Administrator's
intentions become malicious they would not be abje
to render the TOE unable to enforce its informatio
flow policies. On the other hand, if the Security
Administrator becomes malicious they could affec
the information flow policy, but the Audit
Administrator may be able to detect those actions

Q.
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Threat/Policy

Objectives Addressing the Threat

Rationale

T.AUDIT_COMPROMISE

A malicious user or process may view
audit records, cause audit records to b
lost or modified, or prevent future audit
records from being recorded, thus
masking a user's action.

O.AUDIT_PROTECTION

The TOE will provide the capability to protect atudi
information.

O.RESIDUAL_INFORMATION

The TOE will ensure that any information contaired
protected resource is not released when the res@irc
reallocated.

O.SELF_PROTECTION

The TSF will maintain a domain for its own executio
that protects itself and its resources from externa
interference, tampering, or unauthorized disclasure

O.AUDIT_PROTECTION contributes to mitigating
this threat by controlling access to the audit.triio
one is allowed to modify audit records, the Audit
Administrator is the only one allowed to delete the
audit trail. The TOE has the capability to prevent
auditable actions from occurring if the audit tisil
full.

O.RESIDUAL_INFORMATION prevents a user ng
authorized to read the audit trail from accessittita
information that might otherwise be persistent in aj
TOE resource (e.g., memory). By ensuring the TQ
prevents residual information in a resource, audit
information will not become available to any user
process except those explicitly authorized for that
data.

O.SELF_PROTECTION contributes to countering
this threat by ensuring that the TSF can protsetfit
from users. If the TSF could not maintain and
control its domain of execution, it could not be
trusted to control access to the resources unsler it
control, which includes the audit trail. Likewise,
ensuring that the functions that protect the atdlit
are always invoked is also critical to the mitigatof
this threat.

T.COMDIS

An unauthorized user may attempt to
disclose the data collected by the TOE
by bypassing a security mechanism.

O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only|
appropriate TOE functions and data.

O.EXPORT

When the TOE makes its Sensor data available &r otl
IDS components, the TOE will ensure the confiddityial
of the Sensor data.

O.PROTCT

The TOE must protect itself from unauthorized
modifications and access to its functions and data.

The O.IDAUTH objective provides for

authentication of users prior to any TOE data accqs

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE data.

The O.EXPORT objective ensures that
confidentiality of TOE data will be maintained.

The O.PROTCT objective addresses this threat by
providing TOE self-protection.

T.COMINT

An unauthorized user may attempt to
compromise the integrity of the data
collected by the TOE by bypassing a
security mechanism.

O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only|
appropriate TOE functions and data.

The O.IDAUTH objective provides for

authentication of users prior to any TOE data atcqs

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE data.

The O.INTEGR objective ensures no TOE data will
be modified. The O.PROTCT objective addresseq
this threat by providing TOE self-protection.
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O.INTEGR

The TOE must ensure the integrity of all audit and
Sensor data.

O.PROTCT

The TOE must protect itself from unauthorized
modifications and access to its functions and data.

T.CRYPTO_COMPROMISE

A malicious user or process may causs
key, data or executable code associatg
with the cryptographic functionality to
be inappropriately accessed (viewed,
modified, or deleted), thus compromise
the cryptographic mechanisms and the
data protected by those mechanisms.

O.RESIDUAL_INFORMATION

The TOE will ensure that any information contaired
d protected resource is not released when the resirc
reallocated.

O.SELF_PROTECTION

The TSF will maintain a domain for its own executio
that protects itself and its resources from externa
interference, tampering, or unauthorized disclasure

O.RESIDUAL_INFORMATION mitigates the
possibility of malicious users or processes from
gaining inappropriate access to cryptographic datg,
including keys. This objective ensures that the
cryptographic data does not reside in a resougte t
has been used by the cryptographic module and t
reallocated to another process.

en

O.SELF_PROTECTION contributes to countering
this threat by ensuring that the TSF can protsetfit
from users. If the TSF could not maintain and
control its domain of execution, it could not be
trusted to control access to the resources urgler it
control, which includes the cryptographic data and
executable code.

T.FLAWED_DESIGN

Unintentional or intentional errors in
requirements specification or design of
the TOE may occur, leading to flaws th
may be exploited by a malicious user 0
program.

O.CHANGE_MANAGEMENT

The configuration of, and all changes to, the TQ# it&s
development evidence will be analyzed, tracked, and
htcontrolled throughout the TOE’s development.

O.SOUND_DESIGN

The design of the TOE will be the result of souedign
principles and techniques; the design of the TQEyell
as the design principles and techniques, are atilgua
and accurately documented.

O.VULNERABILITY_ANALYSIS_TEST

The TOE will undergo appropriate independent
vulnerability analysis and penetration testing to
demonstrate the design and implementation of thE T
does not allow attackers with low attack poterttal
violate the TOE's security policies.

O.CHANGE_MANAGEMENT plays a role in

countering this threat by requiring the developer t
provide control of the changes made to the TOE's
design. This includes controlling physical acdess
the TOE's development area, and having an

automated configuration management system tha
ensures changes made to the TOE go through an
approval process and only those persons that are
authorized can make changes to the TOE's desigi
and its documentation.

O.SOUND_DESIGN counters this threat, to a
degree, by requiring that the TOE be developedgu
sound engineering principles. By accurately and
completely documenting the design of the security
mechanisms in the TOE, including a security mod
the design of the TOE can be better understood,
which increases the chances that design errorbavi|l
h discovered.

n

h

O.VULNERABILITY_ANALYSIS_TEST ensures
that the design of the TOE is independently analy3
for design flaws. Having an independent party
perform the assessment ensures an objective
approach is taken and may find errors in the desid
that would be left undiscovered by developers tha
have a preconceived incorrect understanding of th
TOE's design.

@

-

T.FLAWED_IMPLEMENTATION

Unintentional or intentional errors in
implementation of the TOE design mayf
occur, leading to flaws that may be

O.CHANGE_MANAGEMENT

The configuration of, and all changes to, the TQ# it&s
development evidence will be analyzed, tracked, and
controlled throughout the TOE's development.

O.CHANGE_MANAGEMENT plays a role in
mitigating this threat in the same way that thevéld
design threat is mitigated. By controlling who has
access to the TOE’s implementation representatio
and ensuring that changes to the implementation

analyzed and made in a controlled manner, thetth
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exploited by a malicious user or
program.

O.SOUND_IMPLEMENTATION

The implementation of the TOE will be an accurate
instantiation of its design, and is adequately and
accurately documented.

O.THOROUGH_FUNCTIONAL_ TESTING

The TOE will undergo appropriate security functiona
testing that demonstrates the TSF satisfies thaisec
functional requirements.

O.VULNERABILITY_ANALYSIS_ TEST

The TOE will undergo appropriate independent
vulnerability analysis and penetration testing to
demonstrate the design and implementation of thE T
does not allow attackers with low attack poterital
violate the TOE's security policies.

of intentional or unintentional errors being
introduced into the implementation are reduced.

In addition to documenting the design so that
implementers have a thorough understanding of t
design, O.SOUND_IMPLEMENTATION requires
that the developer's tools and techniques for
implementing the design are documented. Having
accurate and complete documentation, and havin
appropriate tools and procedures in the developm
process helps reduce the likelihood of unintention
errors being introduced into the implementation.

[+

the
bnt

Although the previous three objectives help minin
the introduction of errors into the implementation,
O.THOROUGH_FUNCTIONAL_ TESTING
increases the likelihood that any errors that dstex
in the implementation (with respect to the funcéibn
specification, high level, and low-level design}lwi
be discovered through testing.

N

O.VULNERABILITY_ANALYSIS_TEST helps
reduce errors in the implementation that may not k
discovered during functional testing. Ambiguous
design documentation, and the fact that exhaustivp
testing of the external interfaces is not require/
leave bugs in the implementation undiscovered in
functional testing. Having an independent party
perform a vulnerability analysis and conduct testin
outside the scope of functional testing increalses t
likelihood of finding errors.

0]

T.IMPCON

O.EADMIN

The TOE may be susceptible to improgdeThe TOE must include a set of functions that allow

configuration by any user causing
potential intrusions to go undetected.

effective management of its functions and data.
O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only,|
appropriate TOE functions and data.

The O.EADMIN objective ensures the TOE has alf
the necessary administrator functions to manage the
product.

The O.IDAUTH objective provides for
authentication of users prior to any TOE function
accesses.

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE functions.

These objects are supported by the OE.INSTAL
objective, which states the authorized administsatd
will configure the TOE properly.

T.INADVE

Inadvertent activity and access may
occur on an IT System which may resu
in the TOE being affected by
unauthorised uss¥.

O.AUDITS

The TOE must record audit records for data accesse!
Jt and use of the Sensor functions.

O.IDACTS

The O.AUDITS and O.IDACTS objectives addresg
this threat by requiring collection of audit anchSer
data.

% The IDSS PP threat was modified in order to idgmtithreat agent and the asset being attacked.
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The Sensor must collect and store information ahtut
events that are indicative of inappropriate adtithiat

may have resulted from misuse, access, or malicious
activity of IT System assets and the IDS.

T.INFLUX

An unauthorized user may cause
malfunction of the TOE by creating an
influx of data that the TOE cannot
handle.

O.0FLOWS

The TOE must appropriately handle potential audit a
Sensor data storage overflows .

The O.OFLOWS objective counters this threat by
requiring the TOE handle data storage overflows.

T.INTRUSION

O.INTRUSION

The O.INTRUSION objective ensures that the TOE
detects and prevents intrusion attacks which are

A malicious agent may attempt to attack The TOE will detect and prevent intrusion attacksol | directed at the TOE or any of the systems connecfed
the TOE or one of the systems connecfedre contained within an information flow which aes | t0 the TOE. The O.SECURE_UPDATES objective]
to the TOE by passing information at any of the TOE network interfaces. ensures that the TOE becomes aware of newly
which is designed to damage or dls_cov_ered |r_1t_ruS|on attack methods. quethgr thege
compromise the system which received objectives mitigate the threat posed by intrusion
the iﬁformation. y O.SECURE_UPDATES attack techniques.

The TOE shall provide a secure mechanism for the

receipt of virus and intrusion signature updates..
T.LOSSOF O.IDAUTH The O.IDAUTH objective provides for

authentication of users prior to any TOE data azcqs

An unauthorized user may attempt to
remove or destroy data collected by thd
TOE.

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only|
appropriate TOE functions and data.

O.INTEGR

The TOE must ensure the integrity of all audit and
Sensor data.

O.PROTCT

The TOE must protect itself from unauthorized
modifications and access to its functions and data.

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE data.

The O.INTEGR objective ensures no TOE data will
be deleted.

The O.PROTCT objective addresses this threat by
providing TOE self-protection.

T.MALICIOUS_TSF_COMPROMISE

A malicious user or process may causq
TSF data or executable code to be
inappropriately accessed (viewed,
modified, or deleted).

O.DISPLAY_BANNER

The TOE will display an advisory warning regardirgg
of the TOE.

O.MANAGE

The TOE will provide all the functions and faciis
necessary to support the administrators in their
management of the security of the TOE, and restrict
these functions and facilities from unauthorized.us

O.RESIDUAL_INFORMATION

O.DISPLAY_BANNER helps mitigate this threat b
providing the Security Administrator the ability to
remove product information (e.g., product name,
version number) from a banner that is displayed tg
users. Having product information about the TOE
provides an attacker with information that may
increase their ability to compromise the TOE.

O.MANAGE is necessary because an access confrol
policy is not specified to control access to TStada
This objective is used to dictate who is able ®wi

and modify TSF data, as well as the behavior of T

functions.
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The TOE will ensure that any information contairred
protected resource is not released when the resdirc
reallocated.

O.SELF_PROTECTION

The TSF will maintain a domain for its own executio
that protects itself and its resources from externa
interference, tampering, or unauthorized disclasure

O.TRUSTED_PATH

The TOE will provide a means to ensure users are nd
communicating with some other entity pretending¢o
the TOE, and that the TOE is communicating with an
authorized IT entity and not some other entity
pretending to be an authorized IT entity.

O.RESIDUAL_INFORMATION is necessary to
mitigate this threat, because even if the security
mechanisms do not allow a user to explicitly view
TSF data, if TSF data were to inappropriately resi
in a resource that was made available to a usar, tf
user would be able to inappropriately view the TS
data.

O.SELF_PROTECTION requires that the TSF be
able to protect itself from tampering and that the
security mechanisms in the TSF cannot be bypass
Without this objective, there could be no assuranc
that users could not view or modify TSF data or T
executables.

O.TRUSTED_PATH plays a role in addressing thi
threat by ensuring that a trusted communicatioh p
exists between the TOE and authorized users (i.e
remote administrators, authorized IT entities).isTh
ensures the transmitted data cannot be compromi
or disclosed (e.g., encrypted) during the duratibn
the trusted path. The protection offered by this
objective is limited to TSF data and security
attributes (i.e., the data communication betweer p
TOEs via a VPN is protected by the VPN policy
stated in FDP_IFC.1(3) and FDP_IFF.1(3) and
FTP_ITC does not apply to VPN communications)

1%

ht

bed

D

T.MASQUERADE

A user may masquerade as an authoriz
user or an authorized IT entity to gain
access to data or TOE resources.

O.ROBUST_TOE_ACCESS

etihe TOE will provide mechanisms that control a sser
logical access to the TOE and to explicitly denyess
to specific users when appropriate.

O.TRUSTED_PATH

The TOE will provide a means to ensure users atre nd
communicating with some other entity pretending¢o
the TOE, and that the TOE is communicating with an
authorized IT entity and not some other entity
pretending to be an authorized IT entity.

0O.ROBUST_TOE_ACCESS mitigates this threat 4
controlling the logical access to the TOE and its
resources. By constraining how and when authori
users can access the TOE, and by mandating the
and strength of the authentication mechanism this|
objective helps mitigate the possibility of a user
attempting to login and masquerade as an authori
user. In addition, this objective provides the
administrator the means to control the number of
failed login attempts a user can generate before a
account is locked out, further reducing the posgibi
of a user gaining unauthorized access to the TOE

O.TRUSTED_PATH ensures that the communicat
path end points between the TOE and authorized
users (remote administrators, authorized IT es)itie
are defined. This mechanism allows the TOE to b
assured that it is communicating with an authorize
user. This also ensures that the transmitted data
cannot be disclosed (e.g., encrypted). The priotec
offered by this objective is limited to TSF datalan
security attributes.

<

ed
ype

red

D

j=n

T.MISACT

Malicious activity, such as introductiong
of Trojan horses and viruses, may occy
on an IT System which may result in th

O.AUDITS

The TOE must record audit records for data accesse$

rand use of the Sensor functions.

h

The O.AUDITS and O.IDACTS objectives addresq
this threat by requiring collection of audit anchSer
data.
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TOE being affected by unauthorised
user§’.

O.IDACTS

The Sensor must collect and store information abthut
events that are indicative of inappropriate adtithitat
may have resulted from misuse, access, or malicious
activity of IT System assets and the IDS.

T.MISUSE

Unauthorized accesses and activity

indicative of misuse may occur on an IT

System which may result in the TOE
being affected by unauthorised uers

O.AUDITS

The TOE must record audit records for data accesse!
and use of the Sensor functions.

O.IDACTS

The Sensor must collect and store information abthut
events that are indicative of inappropriate adithiat
may have resulted from misuse, access, or malicious
activity of IT System assets and the IDS.

The O.AUDITS and O.IDACTS objectives addresg
this threat by requiring collection of audit anchSer
data.

T.NOHALT

An unauthorized user may attempt to
compromise the continuity of the TOE'S
collection functionality by halting
execution of the TOE.

O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only|
appropriate TOE functions and data.

O.IDACTS

The Sensor must collect and store information abthut
events that are indicative of inappropriate adtithitat
may have resulted from misuse, access, or malicious
activity of IT System assets and the IDS.

The O.IDAUTH objective provides for
authentication of users prior to any TOE function
accesses.

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE functions.

The O.IDACTS objective addresses this threat by
requiring the TOE to collect all events, including
those attempts to halt the TOE.

T.POOR_TEST

Lack of or insufficient tests to
demonstrate that all TOE security
functions operate correctly (including ir}
a fielded TOE) may result in incorrect
TOE behavior being undiscovered.

O.THOROUGH_FUNCTIONAL_ TESTING

The TOE will undergo appropriate security functiona
testing that demonstrates the TSF satisfies thaisgec
functional requirements.

O.VULNERABILITY_ANALYSIS_ TEST

The TOE will undergo appropriate independent
vulnerability analysis and penetration testing to
demonstrate the design and implementation of thE T
does not allow attackers with low attack poterttal
violate the TOE's security policies.

Design analysis determines that TOE’s document
design satisfies the security functional requiretsien
In order to ensure the TOE's design is correctly
realized in its implementation, the appropriateelev
of functional testing of the TOE's security
mechanisms must be performed during the evalug
of the TOE. O.THOROUGH_FUNCTIONAL _
TESTING ensures that adequate functional testing
performed to ensure the TSF satisfies the security
functional requirements and demonstrates that thdg
TOE's security mechanisms operate as document]
D While functional testing serves an important pugyg
it does not ensure the TSFI cannot be used in
unintended ways to circumvent the TOE's security

tion

S

bd.

" The IDSS PP threat was modified in order to idgmtithreat agent and the asset being attacked.

% The IDSS PP threat was modified in order to idgmtithreat agent and the asset being attacked.
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O.CORRECT_TSF_OPERATION

The TOE will provide the capability to test the T®F

ensure the correct operation of the TSF in its atp@nal

environment.

policies.

O.VULNERABILITY_ANALYSIS_TEST addresseq
this concern by requiring a vulnerability analylsées
performed in conjunction with testing that goes
beyond functional testing. This objective provides|

measure of confidence that the TOE does not conjain

security flaws that may not be identified through
functional testing.

While these testing activities are a necessaryiacti
for successful completion of an evaluation, this
testing activity does not address the concerntlieat
TOE continues to operate correctly and enforce itg
security policies once it has been fielded. Saemell
of testing must be available to end users to ertbigrg
TOE's security mechanisms continue to operate
correctly once the TOE is fielded

O.CORRECT_TSF_OPERATION ensures that on
the TOE is installed at a customer’s location, the
capability exists that the integrity of the TSF
(hardware and software) can be demonstrated, an
thus providing end users the confidence that the
TOE's security policies continue to be enforced.

e

T.PRIVIL

An unauthorized user may gain access
the TOE and exploit system privileges
gain access to TOE security functions
and data.

O.IDAUTH

tdhe TOE must be able to identify and authenticate

oauthorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only,|

appropriate TOE functions and data.
O.PROTCT

The TOE must protect itself from unauthorized
modifications and access to its functions and data.

The O.IDAUTH objective provides for
authentication of users prior to any TOE function
accesses.

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE functions.

The O.PROTCT objective addresses this threat by
providing TOE self-protection.

T.REPLAY

A user may gain inappropriate access {
the TOE by replaying authentication
information, or may cause the TOE to {
inappropriately configured by replaying
TSF data or security attributes (captursg
as it was transmitted during the course
legitimate use).

O.REPLAY_DETECTION

o The TOE will provide a means to detect and rejeet t

replay of TSF data and security attributes.
e

d
of

O.REPLAY_DETECTION prevents a user from
replaying TSF data and security attributes (e.§F T
data or security attributes transmitted between a
remote administrator, an authorized IT entity avel {
TOE) that could leave the TOE in a configuration
that the administrative staff did not intend (eam,
administrator modifies the auditable events to be
recorded and a user captures that traffic. Ata la
date the administrator determines that the newfsef
auditable events is not sufficient and again medifi
the events to be audited. The user then replays tH
earlier audit event configuration.).
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T.RESIDUAL_DATA

A user or process may gain unauthoriz
access to data through reallocation of
TOE resources from one user or proce
to another.

O.RESIDUAL_INFORMATION

pdrhe TOE will ensure that any information contaiired
protected resource is not released when the res@irc
Eeallocated.

O.RESIDUAL_INFORMATION counters this threal
by ensuring that TSF data and user data is not
persistent when resources are released by one
user/process and allocated to another user/proceq
This means that network packets will not have

residual data from another packet due to the paddjn

of a packet.

S.

T.RESOURCE_EXHAUSTION

A malicious process or user may block
others from system resources (e.g.,
connection state tables) via a resource
exhaustion denial of service attack.

O.RESOURCE_SHARING

The TOE shall provide mechanisms that mitigate
attempts to exhaust connection-oriented resources
provided by the TOE (e.g., entries in a connecsi@e
table; TCP connections used by proxies).

0O.RESOURCE_SHARING mitigates this threat by
requiring the TOE to provide controls over
connection-oriented resources. These controls
provide the administrator ability to specify which
network identifiers have access to the TOE'’s
connection-oriented resources over a time periat
is specified by the administrator. This objectso
addresses the denial-of-service attack of a user
attempting to exhaust the connection-oriented
resources by generating a large number of half-op
connections (e.g., SYN attack).

T.SPOOFING

An entity may mis-represent itself as th
TOE to obtain authentication data.

O.TRUSTED_PATH

 The TOE will provide a means to ensure users atre n(
communicating with some other entity pretendingeo
the TOE, and that the TOE is communicating with an
authorized IT entity and not some other entity
pretending to be an authorized IT entity.

It is possible for an entity other than the TOE (a
subject on the TOE, or another IT entity) to previd
an environment that may lead a user to mistakenly
believe they are interacting with the TOE thereby
fooling the user into divulging identification and
authentication information. O.TRUSTED_PATH
mitigates this threat by ensuring users have the
capability to ensure they are communicating with t
TOE when providing identification and
authentication data to the TOE.

=]

T.UNATTENDED_SESSION

A user may gain unauthorized access {
an unattended session.

O.ROBUST_TOE_ACCESS

b The TOE will provide mechanisms that control a isser]
logical access to the TOE and to explicitly denyess
to specific users when appropriate

O.ROBUST_TOE_ACCESS helps to mitigate this
threat by including mechanisms that place control
on user's sessions. Local administrator's sessioa
locked and remote sessions are dropped after a
Security Administrator defined time period of
inactivity. Locking the local administrator’s sess
reduces the opportunity of someone gaining
unauthorized access the session when the consol
unattended. Dropping the connection of a remote
session (after the specified time period) reduces t
risk of someone accessing the remote machine wi
the session was established, thus gaining
unauthorized access to the session.

b

S

ere

T.UNAUTHORIZED_ACCESS

A user may gain access to services

(either on the TOE or by sending data
through the TOE) for which they are ng
authorized according to the TOE secur

policy.

O.MEDIATE

The TOE must mediate the flow of information betwe

sets of TOE network interfaces or between a networld
t interface and the TOE itself in accordance with its
tysecurity policy.

0%

O.MEDIATE works to mitigate this threat by
ensuring that all network packets that flow through
the TOE are subject to the information flow polgcie|
One of the rules ensures that the network identifie
a packet is in the set of network identifiers a&sed
with a TOE's network interface. Therefore, if &us
supplied a network identifier in a packet that
purported to originate from a network associateith
a TOE network interface other than the one the ug
supplied the packet on, the packet would not be
allowed to flow through the TOE, or access TOE
services. The VPN policy ensures that user data
being sent between PEER TOEs is encrypted if th|

pre

is a rule (specified by the Security Administrator)
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that states data is to be encrypted between thase
hosts. The VPN policy allows the administrator to
specify for each originating host (identified by IP
address), which destination addresses must be
accessed through a VPN (using ESP tunnel mode
and which destination addresses may be access
without VPN encryption. If a potential security
violation has been detected, the TOE displays a
message that identifies the potential security
violation to all administrative consoles. The aaes
include the local TOE console and any active rem
administrative sessions. If an administrator is no
currently accessing the TOE, the message is storg
and immediately displayed the next time an
administrator accesses the TOE.

Another rule provides further granularity of accesg
control by enabling the administrator to contra th
source and destination address, destination port,
AND protocol. By implementing this level of acceq
control an attacker would not be allowed access tg
other hosts residing on the protected network.
Additionally, the TOE maintains “state” informatior
of all approved connections. This function ensure
that each packet arriving at a TOE interface
purporting to be part of an approved connection
through the TOE, is checked against a current ang
valid list of connection parameters (e.g. for a TP
connection; source and destination address, ports|
SYN and ACK numbers, flags, etc.) prior to allowi
the packet through or to the TOE.

The TOE requires successful authentication through

a protected communication path (with account loc
out capability) to the TOE prior to gaining acctss
certain services on or mediated by the TOE. By
implementing “protected” authentication to gain
access to these services, an attacker’s opportinit
successfully conduct a man-in-the-middle and/or
password guessing attack is greatly reduced. \Las
the TSF must ensure that all configured enforcem
functions (authentication, access control rules) et
must be invoked prior to allowing a user to gain
access to TOE or TOE mediated services. The T
restricts the ability to modify the security attribs
associated with access control rules, access to
authenticated and unauthenticated services, ¢hetd
Security Administrator. This feature ensures tiat
other user can modify the information flow policy t
bypass the intended TOE security policy.

«Q

bnt

T.UNAUTHORIZED_PEER

An unauthorized IT entity may attempt
to establish a security association with

the TOE.

O.PEER_AUTHENTICATION

The TOE will authenticate each peer TOE that attemp

to establish a security association with the TOE.

O.PEER_AUTHENTCATION mitigates this threat
by requiring that the TOE implement the Internet
Key Exchange protocol, as specified in RFC2409,
establish a secure, authenticated channel betwee
TOE and another remote VPN endpoint before
establishing a security association with that remot
endpoint.

—

T.UNIDENTIFIED_ACTIONS

The administrator may fail to notice
potential security violations, thus

O.AUDIT_REVIEW

The TOE will provide the capability to selectivelgw
audit information, and alert the administrator of

O.AUDIT_REVIEW helps to mitigate this threat byj
providing the Security Administrator with a requre
minimum set of configurable audit events that cou
indicate a potential security violation. By
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limiting the administrator’s ability to
identify and take action against a
possible security breach.

identified potential security violations.

configng these auditable events, the TOE monit
the occurrences of these events (e.g. set nunfiber|
authentication failures, set number of information
policy flow failures, self-test failures, etc.) and
immediately notifies all TOE administrators once {
event has occurred or a set threshold has beenlfngt.
a potential security violation has been detectesl, t
TOE displays a message that identifies the potent
security violation to all administrative consoleghe
consoles include the local TOE console and any
active remote administrative sessions. If an
administrator is not currently logged into the TOE,
the message is stored and immediately displayed
next time an administrator logs into the TOE. Thid
message is displayed to all administrative rolet ar
will remain on the screen for each administrative r
until each administrative role acknowledges the
message. In addition to displaying the potential
security violation, the message must contain aitad
records that generated the potential security timia
By enforcing the message content and display, thip
objective provides assurance that a TOE
administrator will be notified of a potential seityr
violation. The TOE can also be configured to
generate an audible alarm, which may alert
administrators who are not sitting at their
administrative workstation or console. The TOBa
requires an Audit Administrative role. This rote i
restricted to Audit record review and the deletdn
the audit trail for maintenance purposes. A search
and sort capability provides an efficient mechanism
for the Audit Administrator to view pertinent audit
information.

prs

L

QD

7]

T.UNKNOWN_STATE

When the TOE is initially started or

restarted after a failure, design flaws, of
improper configurations may cause the
security state of the TOE to be unknow

by unauthorised uséps

O.MAINT_MODE

The TOE shall provide a mode from which recovery d
initial startup procedures can be performed.

- : - ' 0.CORRECT_TSF_OPERATION
which may result in the TOE being affeft

The TOE will provide the capability to test the T®F
ensure the correct operation of the TSF in its atp@nal
environment.

O.SOUND_DESIGN

The design of the TOE will be the result of souedign
principles and techniques; the design of the TGBEyell
as the design principles and techniques, are atilgua
and accurately documented.

0O.ROBUST_ADMIN_GUIDANCE

The TOE will provide administrators with the neaays
information for secure delivery and management.

O.MAINT_MODE helps to mitigate this threat by
ensuring that the TOE does not continue to opénate
an insecure state when a hardware or softwaradaiju
occurs. After a failure, the TOE enters a stas th
disallows traffic flow and requires an administratio
follow documented procedures to return the TOE
secure state.

pa

O.CORRECT_TSF_OPERATION counters this
threat by ensuring that the TSF runs a suite ¢§ tes
successfully demonstrate the correct operatiohef
TSF's underlying abstract machine (hardware and
software), the TSF, and the TSF's cryptographic
components at initial startup of the TOE. In aiddit
to ensuring that the TOE'’s security state can be
verified, the Security Administrator can verify the
integrity of the TSF’s data and stored code as agl
the TSF's cryptographic data and stored code.

O.SOUND_DESIGN works to mitigate this threat &
requiring that the TOE developers provide accuraf
and complete design documentation of the securit]
mechanisms in the TOE, including a security mod
By providing this documentation, the possible

D

bl

% The IDSS PP threat was modified in order to idgmtithreat agent and the asset being attacked.
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security states of the TOE at startup or restaet af
failure should be documented and understood,
thereby reducing the possibility that the TOE's
security state could be unknown to users of the TQE

O.ROBUST_ADMIN_GUIDANCE provides
administrative guidance for the secure start-ughef
TOE as well as guidance to configure and adminigter
the TOE securely. This guidance provides
administrators with the information necessary to
ensure that the TOE is started and initialized in a
secure manner. The guidance also provides
information about the corrective measure necessayy
when a failure occurs (i.e., how to bring the TOE
back into a secure state).

T.VIRUS

A malicious agent may attempt to pass
virus through or to the TOE.

O.SECURE_UPDATE

aThe TOE shall provide a secure mechanism for the
receipt of virus and intrusion signature updates.

O.VIRUS

The TOE will detect and block viruses containechimit
an information flow which arrives at any of the TOE
network interfaces.

The O.VIRUS objective ensures that the TOE detdcts
and blocks viruses which are contained in any
information flow which reaches one of the TOE’s
network interfaces. The O.SECURE_UPDATES
objective ensures that the TOE becomes aware of
newly discovered viruses. Together these objectivps
mitigate the threat of viruses.

P.ACCACT

Users of the TOE shall be accountable
for their actions within the IDS.

O.AUDITS

The TOE must record audit records for data accesse$

and use of the Sensor functions.
O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

The O.AUDITS objective implements this policy by
requiring auditing of all data accesses and use of
TOE functions.

The O.IDAUTH objective supports this objective b
ensuring each user is uniquely identified and
authenticated.

P.ACCESS

All data collected by the IDS shall only
be used for authorized purposes.

O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only|
appropriate TOE functions and data.

O.PROTCT

The TOE must protect itself from unauthorized
modifications and access to its functions and data.

The O.IDAUTH objective provides for
authentication of users prior to any TOE function
accesses.

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE functions.

The O.PROTCT objective provides for TOE self-
protection.
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P.ACCESS_BANNER

The TOE shall display an initial banner
describing restrictions of use, legal
agreements, or any other appropriate
information to which users consent by
accessing the system.

O.DISPLAY_BANNER

The TOE will display an advisory warning regardirge
of the TOE.

O.DISPLAY_BANNER satisfies this policy by
ensuring that the TOE displays a Security
Administrator configurable banner that provides al
users with a warning about the unauthorized use ¢f
the TOE.

P.ACCOUNTABILITY

The authorized users of the TOE shall

O.AUDIT_GENERATION

bel'he TOE will provide the capability to detect andate

held accountable for their actions within records of security-relevant events associated vgérs.

the TOE.

O.TIME_STAMPS

The TOE shall provide reliable time stamps and the
capability for the administrator to set the timedi$or
these time stamps.

O.ROBUST_TOE_ACCESS

The TOE will provide mechanisms that control a sser
logical access to the TOE and to explicitly denyess
to specific users when appropriate

O.AUDIT_GENERATION addresses this policy by
providing the Security Administrator with the
capability of configuring the audit mechanism to
record the actions of a specific user, or reviegv th
audit trail based on the identity of the user.
Additionally, the administrator’s ID is recorded &
any security relevant change is made to the TQE
access rule modification, start-stop of the audit
mechanism, establishment of a trusted channe), e

@

o

O.TIME_STAMPS plays a role in supporting this
policy by requiring the TOE to provide a reliable
time stamp (configured locally by the Security
Administrator). The audit mechanism is required {
include the current date and time in each audit
record. All audit records that include the user ID
will also include the date and time that the event
occurred.

o

O.ROBUST_TOE_ACCESS supports this policy by
requiring the TOE to identify and authenticate all
authorized users prior to allowing any TOE accesy
any TOE mediated access on behalf of those userf.
While the user ID of authorized users can be adsul
since they are authenticated, this ST allows
unauthenticated users to access the TOE and the
identity is then a presumed network identifier (e.g
IP address).

]

P.ADMIN_ACCESS

Administrators shall be able to
administer the TOE both locally and
remotely through protected
communications channels.

O.ADMIN_ROLE

The TOE will provide administrator roles to isolate
administrative actions, and to make the administat
functions available locally and remotely.

O.TRUSTED_PATH

The TOE will provide a means to ensure users are nd
communicating with some other entity pretendingeo
the TOE, and that the TOE is communicating with an
authorized IT entity and not some other entity
pretending to be an authorized IT entity.

O.ADMIN_ROLE supports this policy by requiring
the TOE to provide mechanisms (e.g., local
authentication, remote authentication, means to
configure and manage the TOE both remotely and
locally) that allow remote and local administratioin
the TOE. This is not to say that everything tteat c
be done by a local administrator must also be
provided to the remote administrator. In factay
be desirable to have some functionality restricted
the local administrator (e.g., setting the ruleset)

O.TRUSTED_PATH satisfies this policy by
requiring that each remote administrative sessain
administrative roles) is authenticated and condlictg
via a secure channel. Additionally, all authori€d
entities (e.g. authentication/certificate servemnsst
adhere to the same requirements as the remote
administrator.

Doc No: 1523-011-D002

Version: 0.25

Date: 17 Nov 08

Page 171 of 252



JEWA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

Threat/Policy

Objectives Addressing the Threat

Rationale

P.CRYPTOGRAPHIC_FUNCTIONS

The TOE shall provide cryptographic
functions for its own use, including
encryption/decryption and digital
signature operations.

O.CRYPTOGRAPHIC_FUNCTIONS

The TOE shall provide cryptographic functions fsr i
own use, including encryption/decryption and digita
signature operations.

O.CRYPTOGRAPHIC_FUNCTIONS implements
this policy, requiring a combination of FIPS-
validation and non-FIPS-validated cryptographic
mechanisms that are used to provide
encryption/decryption services, as well as digital
signature functions. Functions include symmetric
encryption and decryption, digital signatures, al W
as key generation and establishment functions.

P.CRYPTOGRAPHY_VALIDATED

Where the TOE requires FIPS-approve
security functions, only NIST FIPS
validated cryptography (methods and
implementations) are acceptable for ke
management (i.e.; generation, access,
distribution, destruction, handling, and
storage of keys) and cryptographic
services (i.e.; encryption, decryption,
signature, hashing, key distribution, an
random number generation services).

O.CRYPTOGRAPHY_VALIDATED

d The TOE shall use NIST FIPS 140-2 validated

cryptomodules for cryptographic services implenvanti
FIPS-approved security functions and random numbdg
l generation services used by cryptographic functions

O.RESIDUAL_INFORMATION

The TOE will ensure that any information contaired
protected resource is not released when the resd@irc
reallocated or upon completion of a function that
residual biometric data could not be reused.

O.CRYPTOGRAPHY_VALIDATED satisfies this
policy by requiring the TOE to implement NIST
FIPS validated cryptographic services. These
services will provide confidentiality and integrity

¢ protection of TSF data while in transit to remotetp
of the TOE.

O.RESIDUAL_INFORMATION satisfies this policy
by ensuring that cryptographic data are cleareu frg
resources that are shared between users. Keys njust
be zeroized according to FIPS 140-2.

P.DETECT

All events that are indicative of
inappropriate activity that may have
resulted from misuse, access, or
malicious activity of IT System assets
must be collected.

O.AUDITS

and use of the Sensor functions.
O.IDACTS

The Sensor must collect and store information abthut
events that are indicative of inappropriate adtithitat
may have resulted from misuse, access, or malicious
activity of IT System assets and the IDS.

The TOE must record audit records for data accesse$

The O.AUDITS and O.IDACTS objectives require
collection of audit and Sensor data.

P.INTEGRITY

The TOE shall support the IETRternet
Protocol Security Encapsulating Securi
Payload(IPSec ESP) as specified in
RFC 2406. Sensitive information
transmitted to a peer TOE shall apply
integrity mechanisms as specifiedise
of HMAC-SHA-1-96 within ESP and AH
(RFC 2404).

O.INTEGRITY

The TOE must be able to protect the integrity dada
fytransmitted to a peer TOE via encryption and previd
IPSec authentication for such data. Upon recdigata
from a peer TOE, the TOE must be able to decrypt th
data and verify that the received data accurately
represents the data that was originally transmitted

O.INTEGRITY satisfies this policy by ensuring thal
all IPSec encrypted data received from a peer TOE i
properly decrypted and authentication verified.

P.INTGTY

Data collected by the TOE shall be
protected from modification.

O.INTEGR

The TOE must ensure the integrity of all audit and
Sensor data.

The O.INTEGR objective ensures the protection o
data from modification.
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P.MANAGE

The TOE shall only be managed by
authorized users.

O.EADMIN

The TOE must include a set of functions that allow
effective management of its functions and data.

O.IDAUTH

The TOE must be able to identify and authenticate
authorized users prior to allowing access to TOE
functions and data.

O.ACCESS

The TOE must allow authorized users to access only|
appropriate TOE functions and data.

O.PROTCT

The TOE must protect itself from unauthorized
modifications and access to its functions and data.

The O.EADMIN objective ensures there is a set off
functions for administrators to use, and is supgbrt
by the OE.PERSON objective, which ensures
competent administrators will manage the TOE.

The O.IDAUTH objective provides for
authentication of users prior to any TOE function
accesses.

The O.ACCESS objective builds upon the
O.IDAUTH objective by only permitting authorized
users to access TOE functions.

The O.PROTCT objective provides for TOE self-
protection.

P.PROTCT

The TOE shall be protected from
unauthorized accesses and disruptiong
collection activities.

O.0FLOWS

The TOE must appropriately handle potential audit a
dBensor data storage overflows.

The O.OFLOWS objective requires the TOE hand
disruptions. It is supported by the OE.PHYCAL
objective, which protects the TOE from unauthoriZ
physical modifications.

[¢)

bd

P.VULNERABILITY_
ANALYSIS_TEST

The TOE must undergo appropriate
independent vulnerability analysis and
penetration testing to demonstrate that]
the TOE is resistant to an attacker
possessing a low attack potential.

O.VULNERABILITY_ANALYSIS_ TEST

The TOE will undergo appropriate independent
vulnerability analysis and penetration testing to
demonstrate the design and implementation of thE T
does not allow attackers with low attack poterttal
violate the TOE's security policies.

N4

O.VULNERABILITY_ANALYSIS_TEST satisfies
this policy by ensuring that an independent analys]
is performed on the TOE and penetration testing
based on that analysis is performed. Having an
independent party perform the analysis helps ensgre
objectivity and eliminates preconceived notions of
the TOE's design and implementation that may
otherwise affect the thoroughness of the analysis.
The level of analysis and testing requires that an
attacker with a low attack potential cannot
compromise the TOE's ability to enforce its segurif
policies.

Table 13 - Security Objectives to Threats and Polies Mappings

8.1.3 Rationale for the Security Objectives and Securityfrunctional Requirements for

the Environment

Table 14 provides detailed descriptions and ratefa the mapping from Security
Objectives to Threats and Policies. Where relewhptobjectives are also mapped to the
Security Functional Requirements for the Environtmen
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A.ACCESS

The TOE has access to all the IT Systg
data it needs to perform its functions.

OE.INTROP

nirhe TOE is interoperable with the IT System it ntors
and other IDS components within its IDS.

The OE.INTROP objective ensures the TOE has {
needed access.

e

A.LOCATE

The processing resources of the TOE
will be located within controlled access
facilities, which will prevent
unauthorized physical access.

OE.PHYCAL

Those responsible for the TOE must ensure thaethos
parts of the TOE critical to security policy aretacted
from any physical attack.

The OE.PHYCAL provides for the physical
protection of the TOE.

A.MANAGE

There will be one or more competent
individuals assigned to manage the TO
and the security of the information it
contains.

OE.PERSON

Personnel working as authorized administratord &leal
Ecarefully selected and trained for proper operatibtie
Sensor.

The OE.PERSON objective ensures all authorized
administrators are qualified and trained to managq
the TOE.

A.NO_TOE_BYPASS

Information cannot flow between
external and internal networks located
different enclaves without passing
through the TOE.

OE.NO_TOE_BYPASS

Information cannot flow between external and ind¢rn
nnetworks located in different enclaves without pass
through the TOE.

OE.NO_TOE_BYPASS is a restatement of the
assumption, and therefore traces to the assumptid
trivially and is suitable for covering the assurops.

A.NOEVIL

The authorized administrators are not
careless, wilfully negligent, or hostile,
and will follow and abide by the
instructions provided by the TOE
documentation.

OE.INSTAL

Those responsible for the TOE must ensure that @&
is delivered, installed, managed, and operated in a
manner which is consistent with IT security.

OE.PHYCAL

Those responsible for the TOE must ensure thaethos
parts of the TOE critical to security policy aretacted
from any physical attack.

OE.CREDEN

Those responsible for the TOE must ensure that all
access credentials are protected by the usermanaer
which is consistent with IT security.

The OE.INSTAL objective ensures that the TOE i
properly installed and operated and the OE.PHY(]
objective provides for physical protection of th@H
by authorized administrators.

The OE.CREDEN objective supports this assump
by requiring protection of all authentication data.

A.NOTRST

The TOE can only be accessed by
authorized users.

OE.PHYCAL

Those responsible for the TOE must ensure thaethos
parts of the TOE critical to security policy aretacted
from any physical attack.

OE.CREDEN

Those responsible for the TOE must ensure that all
access credentials are protected by the usermanaer
which is consistent with IT security.

The OE.PHYCAL objective provides for physical
protection of the TOE to protect against unautteati
access.

The OE.CREDEN objective supports this assump
by requiring protection of all authentication data.
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A.PHYSICAL

Physical security, commensurate with
the value of the TOE and the data it

contains, is assumed to be provided by
the environment.

OE.PHYSICAL

Physical security, commensurate with the valudef t
TOE and the data it contains, is assumed to beégedv
by the IT environment.

OE.PHYSICAL is a restatement of the assumptior},
and therefore traces to the assumption trivially sn
suitable for covering the assumptions.

A.PROTCT

The TOE hardware and software criticg
to security policy enforcement will be
protected from unauthorized physical
modification.

OE.PHYCAL

| Those responsible for the TOE must ensure thaethos
parts of the TOE critical to security policy aretacted
from any physical attack.

The OE.PHYCAL provides for the physical
protection of the TOE hardware and software.

T.CRYPTO_COMPROMISE

A malicious user or process may causq
key, data or executable code associatg
with the cryptographic functionality to

d be interoperable with the TOE, should be FIPS 140-2

OE.CRYPTANALYTIC

Cryptographic methods used in the IT environmentls

validated and should be resistant to cryptanaftiacks

The IT environment security objective

OE.CRYPTANALYTIC is necessary to play a role
countering the threat T.CRYPTO_COMPROMISE
This IT environment security objective ensures thgt
the cryptographic methods used in the IT

=]

be inappropriately accessed (viewed, | (i.e., will be of adequate strength to protect essified | €nvironment are interoperable with the mechanisrgs

modified, or deleted), thus compromise Mission Support, Administrative, or Mission Critica | Provided by the TOE. The IT environment's

the cryptographic mechanisms and the| data). cry_ptographlc methods should be_lndependently

data protected by those mechanisms. validated to be FIPS 140-2 compliant.
OE.CRYPTANALYTIC maps to the IT
environmental iterated requirements FTP_ITC.1
(ensuring that encryption is used on the
communication channel between authorized IT
entities and the TOE), and FTP_TRP (ensuring thit
an administrator can be assured that they are
communicating with the TOE).

T.IMPCON OE.INSTAL The OE.INSTAL objective states the authorized
administrators will configure the TOE properly. iFH

The TOE may be susceptible to improflehose responsible for the TOE must ensure thaf@e | SUPPOrts the objectives O.EADMIN, O.IDAUTH,

configuration by any user causing is delivered, installed, managed, and operated in a and O.ACCESS

potential intrusions to go undetected. | manner which is consistent with IT security.

P.MANAGE OE.PERSON The OE.PERSON objective ensures competent
administrators will manage the TOE and supports fhe

The TOE shall only be managed by
authorized users.

Personnel working as authorized administratord &leal
carefully selected and trained for proper operatibtine
Sensor.

OE.INSTAL

Those responsible for the TOE must ensure that @&
is delivered, installed, managed, and operated in a
manner which is consistent with IT security.

OE.CREDEN

Those responsible for the TOE must ensure that all
access credentials are protected by the usermamaer
which is consistent with IT security.

O.EADMIN objective, which ensures there is a sefjof
functions for administrators to use.

The OE.INSTAL objective supports the O.PERSON
objective by ensuring administrator follow all
provided documentation and maintain the security]
policy.

The OE.CREDEN objective requires administratorp
to protect all authentication data.

P.PROTCT OE.PHYCAL The OE.PHYCAL objective protects the TOE from
unauthorized physical modifications, and thus
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The TOE shall be protected from
unauthorized accesses and disruptiong
collection activities.

Those responsible for the TOE must ensure thagthos
gbarts of the TOE critical to security policy arefected
from any physical attack.

supports the O.OFLOWS objective.

Table 14 — Rationale for the Objectives and SecusitFunctional Requirements for the

Environment

8.2 RATIONALE FOR TOE SECURITY REQUIREMENTS

Table 16 provides a bi-directional mapping of Séglunctional Requirements and
Security Assurance Requirements to Security Olwesti It shows that each of the objectives
for the TOE is addressed by at least one of thetifmmal or assurance requirements, and that
each of the functional and assurance requiremelgi®sses at least one of the objectives for

the TOE.

O.AUDIT _GENERATION

O.AUDIT_PROTECTION

O.ACCESS
O.ADMIN_ROLE

O.AUDITS

O.CRYPTOGRAPHY_VALIDATED

O.DISPLAY_BANNER

O.CRYPTOGRAPHIC_FUNCTIONS

O.CORREC} TSF_OPERATION

O.CHANGE_MANAGEMENT
O.PROTCT

O.PEER_AUTHENTICATION

O.EADMIN
O.EXPORT
O.IDACTS
O.IDAUTH
O.INTEGR
O.INTEGRITY
O.INTRUSION
O.MAINT_MODE
O.MEDIATE
O.OFLOWS

O.RESIDUKL INFORMATION

O.REPLAY_DETECTION

O.ROBUST_TOE_ACCESS

O.SELF PR_OTECTION

O.RESOURCE_SHARING
O.ROBUST_ADMIN_GUIDANCE
O.SOUND_IMPLEMENTATION

O.THOROUGH_FUNCTIONAL_TESTING

0.SOUND_DESIGN
O.TIME_STAMPS
O.TRUSTED_PATH

O.VIRUS

O.VULNERABILITY_ANALYSIS_TEST

FAU_ARP.1

FAU_ARP_ACK_EXP.1

X|X|0.AUDIT_REVIEW

x| [0.MANAGE

FAU_GEN.1

x

XX

FAU_GEN.2

FAU_SAA.1

FAU_SAR.1

XX

FAU_SAR.2 X X

FAU_SAR.3

FAU_SEL.1 X

FAU_STG.2 X

FAU_STG.3 X

XXX

FAU_STG.4 X

x
XX XX XXX

FAV_ACT EXP.1

FCS_BCM. EXP.1

FCS_CKM.1(1)

FCS_CKM.1(2)

FCS_CKM.1(3)

FCS_CKM.1(4)

FCS_CKM.1(5)

FCS_CKM.2(1)

FCS_CKM.2(2)

FCS_CKM.4

FCS_COP.1(1)

se[ X[ ||| x| x| <[>
X
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O.ACCESS

O.AUDIT _GENERATION

O.ADMIN_ROLE

O.AUDIT_PROTECTION

O.AUDIT_REVIEW

O.AUDITS

O.CORRECTI' TSF_OPERATION

O0.CHANGE_MANAGEMENT

O.DISPLAY_BANNER

O.CRYPTOGRAPHY_VALIDATED

O.EADMIN
O.EXPORT
O.IDACTS
O.IDAUTH
O.INTEGR

O.INTEGRITY
O.INTRUSION

O.MANAGE
O.MEDIATE

O.MAINT_MODE
0.0OFLOWS

O.RESIDUA_\L_INFORMATION
O.RESOURCE_SHARING
0.ROBUST_ADMIN_GUIDANCE

O.PEER_AUTHENTICATION
O.PROTCT

O.REPLAY_DETECTION

O.ROBUST_TOE ACCESS

O.SELF PR_OTECTION

O.SOUND_IMPLEMENTATION

O.THOROUGH_FUNCTIONAL_TESTING

0.SOUND_DESIGN
O.TIME_STAMPS
O.TRUSTED_PATH

0.VIRUS

O.VULNERABILITY_ANALYSIS_TEST

FCS_COP.1(2)

FCS_COP.1(3)

FCS_COP.1(4)

x| |x|0.CRYPTOGRAPHIC_FUNCTIONS

FDP_IFC.1(1)

FDP_IFC.1(2)

FDP_IFC.1(3)

XXX

FDP_IFC.1(4)

FDP_IFF.1(1)

FDP_IFF.1(2)

FDP_IFF.1(3)

XXX

FDP_IFF.1(4)

FDP_RIP.2

FIA_AFL.1

FIA_ATD.1(1)

FIA_ATD.1(2)

FIA_ATD.1(3)

FIA_UAU.1(1)

FIA_UAU.1(2)

XXX [X|X

FIA_UAU.2

FIA_UAU.5

FIA_UID.2

x

XU IXIXI X XXX

FIA_USB.1

FIP_ACT EXP.1

FMT_MOF.1(1)

FMT_MOF.1(2)

FMT_MOF.1(3)

FMT_MOF.1(4)

FMT_MOF.1(5)

XXX

FMT_MOF.1(6)

FMT_MOF.1(7)

FMT_MOF.1(8)

FMT_MOF.1(9)

FMT_MOF.1(10)

FMT_MOF.1(11)

FMT_MOF.1(12)

FMT_MOF.1(13)

XXX} XXX TXTXX X

X[ XXX X X[ XX | XXX

KX XXX XXX XX | XXX

FMT_MSA.1

FMT_MSA.2

FMT_MSA.3(1)

FMT_MSA.3(2)

FMT_MTD.1(1)

FMT_MTD.1(2)

FMT_MTD.1(3)

FMT_MTD.1(4)

FMT_MTD.1(5)

FMT_MTD.1(6)

FMT_MTD.1(7)

FMT_MTD.1(8)

XIXTXTXTXTXTXTX

XXX X XXX [ X
XXX X XXX [ X

XX XXXXX X se | s | < | <[> [ > [ > | < > > | > | X | X [ X | X | <

XXX XXX [ XX
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O.AUDIT _GENERATION

O.ADMIN_ROLE

O.AUDIT_PROTECTION

O.AUDIT_REVIEW

O.AUDITS

O0.CHANGE_MANAGEMENT

O.CORRECTI' TSF_OPERATION

O.CRYPTOGRAPHIC_FUNCTIONS

O.CRYPTOGRAPHY_VALIDATED

O.DISPLAY_BANNER

O.EADMIN
O.EXPORT
O.IDACTS

O.INTEGRITY
O.INTRUSION

O.MAINT_MODE

O.PEER_AUTHENTICATION
O.RESIDUA_\L_INFORMATION

O.REPLAY_DETECTION

O.MEDIATE
0.0FLOWS

O0.ROBUST_TOE_ACCESS

0.ROBUST_ADMIN_GUIDANCE

O.SELF PR_OTECTION

O.SOUND_IMPLEMENTATION

O.THOROUGH_FUNCTIONAL_TESTING

0.SOUND_DESIGN
O.TIME_STAMPS
O.TRUSTED_PATH

0.VIRUS

O.VULNERABILITY_ANALYSIS_TEST

FMT_MTD.1(9)

Xlo.ACCESs

X|0.IDAUTH
X|0.INTEGR

>|0.MANAGE

X|0.PROTCT

FMT_MTD.2(1)

FMT_MTD.2(2)

x|x| [0.RESOURCE_SHARING

FMT_REV.1

FMT_SMR.2

FPT_AMT.1

FPT_FLS.1

FPT_ITA.1

FPT_ITC.1

FPT_ITL1

XXX

FPT_RCV.1

FPT_RPL.1

FPT_RVM.1

FPT_SEP.2

x| >

x| >
x| >

FPT_STM.1

X [X

FPT TST.1(1)

FPT TST.1(2)

FRU_FLT.1

FRU_RSA.1(1)

FRU_RSA.1(2)

FTA_SSL.1

FTA_SSL.2

FTA_SSL.3

FTA TAB.1

FTA TSE.1

FTP_ITC.1(1)

FTP_ITC.1(2)

FTP_TRP.1(1)

FTP_TRP.1(2)

IDS_COL_EXP.1

IDS_RDR_EXP.1

IDS_STG_EXP.1

IDS_STG_EXP.2

FTP_ITC.1(3) (ENV)

FTP_ITC.1(4) (ENV)

FTP_TRP.1(3) (ENV)

XX [X]|X

FTP_TRP.1(4) (ENV)

ACM_AUT.1

ACM_CAP.4

ACM_SCP.2

> [X| X

IADO_DEL.2

ADO_IGS.1

IADV_FSP.2

IADV_HLD.2

ADV_IMP.1

ADV_LLD.1

ADV_RCR.1

ADV_SPM.1
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AGD_ADM.1 X
AGD USR.1
ALC_DVS.1 X
ALC FLR.3 X
ALC_LCD.1 X
ALC_TAT.1 X
ATE_COV.2 )
ATE _DPT.1
ATE_FUN.1
ATE_IND.2 X
AVA_MSU.2 X
AVA_SOF.1
AVA_VLA.2 X

Table 15 - Security Requirements Rationale Summary

Table 16 provides detailed descriptions and ratefa the mapping from Security
Objectives to TOE Security Functional Requirements.

Requirements Addressing the

Objective Objective Rationale
O.ACCESS FAU_SAR.2 The TOE is required to restrict the review of awfdita to those
granted with explicit read-access [FAU_SAR.2]. Bensor is
The TOE must allow authorized users to access| FAU STG.2 required to restrict the review of collected Serdata to those

only appropriate TOE functions and data.

FIA_UAU.1(1), FIA_UAU.1(2)
FIA_UID.2

FMT_MOF.1(1),
FMT_MOF.1(2),
FMT_MOF.1(3),
FMT_MOF.1(4),
FMT_MOF.1(5),
FMT_MOF.1(6),
FMT_MOF.1(7),
FMT_MOF.1(8),
FMT_MOF.1(9),
FMT_MOF.1(10),
FMT_MOF.1(11),
FMT_MOF.1(12),

granted with explicit read access [IDS_RDR_EXPThe TOE is
required to protect the audit data from deletiowall as guarantes
the availability of the audit data in the evenstifrage exhaustion
failure or attack [FAU_STG.2]. The Sensor is regdito protect
the Sensor data collected from an IT System froynmaodification
and unauthorized deletion [IDS_STG_EXP.1]. Usetbarized to
access the TOE are defined using an identificatiah
authentication process [FIA_UID.2, FIA_UAU.1]. TROE is
required to provide the ability to restrict managthe behavior of
functions of the TOE to authorized users of the TOE
[FMT_MOF.1]. Only authorized administrators of tBensor may|
query and add Sensor and audit data, and authadmachistrators
of the TOE may query and modify all other TOE data
[FMT_MTD.1].
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Objective

Requirements Addressing the
Objective

Rationale

FMT_MOF.1(13)

FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4),
FMT_MTD.1(5),
FMT_MTD.1(6),
FMT_MTD.1(7),
FMT_MTD.1(8),
FMT_MTD.1(9)

IDS_RDR_EXP.1

IDS_STG_EXP.1

O.ADMIN_ROLE

The TOE will provide administrator roles to isolat
administrative actions, and to make the
administrative functions available locally and

remotely.

FMT_SMR.2

1)

FMT_SMR.2 requires that three roles efikisadministrative
actions: the Security Administrator, who is respbolesfor
configuring the TOE’s security policies; the Crygtaphic
Administrator, who is restricted to managing theusity data that
is critical to the cryptographic operations; ane Audit
Administrator, who is restricted to reading ancetialy the audit
trail. The TSF is able to associate a human ugbrame or more
roles and these roles isolate administrative fonetin that the
functions of these roles do not overlap. The fiamtlity of the
roles, as defined by this ST, is predicated omtt®n that once
the TOE has been setup and is running in a stalplgguration the
Security Administrator would not be required toguently
administer the TOE. The Audit Administrator wiliglhably be
logging into the TOE most often to review the awditl.
Restricting the Audit Administrator’'s capabilitidsus reduces the
potential harm that could occur due to an errotherexecution of
malicious code.

O.AUDIT_GENERATION

The TOE will provide the capability to detect and
create records of security-relevant events assati

with users.

FAU_GEN.1

FAU_GEN.2
At

FAU_SEL.1

FAU_STG.3

FAU_STG.4

FIA_USB.1

FAU_GEN.1 defines the set of events that the TOEtrha
capable of recording. This requirement ensuresthigaSecurity
Administrator has the ability to audit any securievant event
that takes place in the TOE. This requirement défines the
information that must be contained in the audibrddor each
auditable event. There is a minimum of informatioat must be
present in every audit record and this requirerdefihes that, as
well as the additional information that must beoreed for each
auditable event.

FAU_GEN.2 ensures that the audit records assogiaser identity]
with the auditable event. In the case of authdrizsers, the
association is accomplished with the userid. liothler cases, the
association is based on the source network identifihich is
presumed to be the correct identity, but cannatdrdirmed since
these subjects are not authenticated.

FAU_SEL.1 allows the Security Administrator to cigifre which
auditable events will be recorded in the audit.tr&his provides
the administrator with the flexibility in recordiranly those eventd
that are deemed necessary by site policy, thusirgithe amount
of resources consumed by the audit mechanism.

FAU_STG.3 requires that the administrators ardedewhen the
audit trail exceeds a capacity threshold estaldiflyethe Security
Administrator. This ensures that the Security Agistrator has
the opportunity to manage the audit trail befolgeitomes full and
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Objective

Requirements Addressing the
Objective

Rationale

the avoiding the possible loss of audit data.

FAU_STG.4 allows the Security Administrator to dgnfe the
TOE so that if the audit trail does become fulher the TOE will
prevent any events from occurring (other than astiaken by the
Security Administrator or Audit Administrator) thabuld
generate an audit record (e.g., depending on thé B&L.1
configuration, traffic may no longer flow throudhet TOE) or the
audit mechanism will overwrite the oldest auditares with new
records.

FIA_USB.1 plays a role is satisfying this objecthwerequiring a
binding of security attributes associated with siskat are
authenticated with the subjects that represent theire TOE.
This only applies to authorized users, since teetity of
unauthenticated users cannot be confirmed. Thereioe audit
trail may not always have the proper identity af Hubject that
causes an audit record to be generated (e.g.,rpeesoetwork
address of an unauthenticated user may be a spadéedss).

O.AUDIT_PROTECTION

FAU_SAR.2

The TOE will provide the capability to protect audi FAU_STG.2

information.

FAU_STG.3
FAU_STG.4

FMT_MOF.1(2)

FAU_SAR.2 restricts the ability to read the auditltto the
administrators, thus preventing the disclosurénefaudit data to
any other user. However, the TOE is not expeddatdvent the
disclosure of audit data if it has been archivedawed in another
form (e.g., moved or copied to an ordinary file).

The FAU_STG family dictates how the audit traipi®tected.
FAU_STG.2 restricts the ability to delete auditmets to the Audit
Administrator or if the option of overwriting oldudit records is
chosen by the Security Administrator in FAU_STGh& audit
data may be deleted/overwritten. This helps enthateaudit
records are kept until the Audit Administrator deetiney are no
longer necessary. This requirement also ensua¢sithone has
the ability to modify audit records (e.g., edit afithe information
contained in an audit record). This ensures ttegiity of the
audit trail is maintained.

FMT_MOF.1(2) restricts the capability to modify thehavior of
the audit and alarm functions to the Security Adstiator. While
the Audit Administrator has the capability to ched®w they will
review the audit trail, they do not have the calitgtip select what
events are audited. This requirement ensureotihathe Security|
Administrator can turn audit on or off, thus ensgruser’s actions
are audited according to a site-defined policy.

O.AUDIT_REVIEW

The TOE will provide the capability to selectively

view audit information, and alert the administratoy

of identified potential security violations.

FAU_SAA.1
FAU_ARP.1
FAU_ARP_ACK_EXP.1
FAU_SAR.3
FAU_SAR.1
FMT_MOF.1(3)

FMT_MOF.1(4)

FAU_SAA.1 defines the events that indicate a pagésecurity
violation and will generate an alarm. The triggersthese events
are configurable, for the most part, by the Seguxdministrator.
The exception is that any failure of the TSF sedfts will generate
an alarm.

FAU_ARP.1 requires that the alarm be displayedatacal
administrative console and at the remote admirnig&r@onsole(s)
when an administrative session exists. For therlahe alarm is
sent to each role either during an establishedsess upon
session establishment. This is required to erthateno matter
which role an administrator logs into the alarm @ received as
soon as possible. This requirement also dictagmformation
that must be displayed with the alarm. The poaésgcurity
violation is identified in the alarm, as are thatmts of the audit
records of the events that accumulated and triggies alarm.
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Objective

Requirements Addressing the
Objective

Rationale

FMT_MOF.1(5)

The information in the audit records is necessaajlows the
administrators to react to the potential securityation without
having to search through the audit trail lookingtfee related
events. The TOE can also be configured to genarataidible
alarm, which notifies administrators that are ritgrading their
workstations of the potential violation.

FAU_ARP_ACK_EXP.1 requires that the alarm be digpthat
the local administrative console until it is ackrnesged by an
administrator, and at the remote administrativeso@®{(s) until it
has been acknowledged by an administrator actiegdh of the
administrative roles. This ensures that the alaessage will not
be obstructed and the administrators will be adeofea potential
security violation. The audible alarm, if configdr sounds
continuously until acknowledged by an administrator

FAU_SAR.1 provides the administrators with the dzlitst to

read all the audit data contained in the audit tiehis
requirement also mandates the audit informatioprbsented in a
manner that is suitable for the administratorsiterpret the audit
trail, which is subject to interpretation. It ispected that the audi
information be presented in such a way that theiridtrators can
examine an audit record and have the appropri&aeniation (that
required by FAU_GEN.2) presented together to featéithe
analysis of the audit review.

FAU_SAR.3 complements FAU_SAR.1 by providing the
administrators the flexibility to specify criteriaat can be used to
search or sort the audit records residing in thut arail.
FAU_SAR.3 requires the administrators be able taldish the
audit review criteria based on a userid and sosmbgect identity,
so that the actions of a user can be readily ifledtand analyzed.
The criteria also includes a destination subjeentiiy so the
administrators can determine what network traffidéstined for
an individual machine. Allowing the administratéosperform
searches or sort the audit records based on diates, subject
identities, destination service identifier, or sgort layer protocol
provides the capability to extract the network\attito what is
pertinent at that time in order facilitate the adistrator’s review.
Being able to search on the destination servicatiiier affords
the administrators the opportunity to see whafitrég destined for
a service (e.g., TCP port) or set of services mgas of where the
traffic originated. It is important to note thagtintent of sorting
in this requirement is to allow the administrattbrs capability to
organize or group the records associated with engiviteria. For
example, if the administrators wanted to see whawork traffic
was destined for the set of TCP ports 1-1024, thayld be able tg
have the audit data presented in such a way thidieatraffic for
TCP port 1 was grouped together, all the trafficdfort 2 was
grouped together and so on. The criteria inclukdesule identity
that determines whether a packet was allowed dedeo flow.
This provides the administrators to determine wieivork traffic
a given rule is governing.

FMT_MOF.1(3) restricts the ability to control thehavior of the
audit and alarm mechanism to the administratoree Security
Administrator is the only user that controls thédeéor of the
events that generate alarms.

FMT_MOF.1(4) provides the administrators “read 8rdgcess to
the audit records and prohibits access to all atkers.
Additionally the administrators are provided theahility to
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Objective

Requirements Addressing the
Objective

Rationale

“search and sort” audit on defined criteria. T¢apability
expedites problem resolution analysis.

FMT_MOF.1(5) ensures that only an administrators ‘emable or
disable” the security alarms. This requirementksavith
FMT_MOF.1(4) to provide detailed granularity to the
administrator when determining which actions cauttia security|
violation

O.AUDITS

The TOE must record audit records for data
accesses and use of the Sensor functions.

FAU_GEN.1
FAU_SEL.1
FAU_STG.4
FPT_RVM.1
FPT_SEP.2

FPT_STM.1

Security-relevant events must be defined and ahidifar the
TOE [FAU_GEN.1]. The TOE must provide the cap&pild
select which security-relevant events to audit [FBEL.1]. The
TOE must prevent the loss of collected data iretrent its audit
trail is full [FAU_STG.4]. The TOE must ensure tiad functions
are invoked and succeed before each function nwgepd
[FPT_RVM.1]. The TSF must be protected from irgeghce that
would prevent it from performing its functions [FPSEP.2].
Time stamps associated with an audit record mustlizble
[FPT_STM.1].

O.CHANGE_MANAGEMENT

The configuration of, and all changes to, the TOH
and its development evidence will be analyzed,
tracked, and controlled throughout the TOE'’s
development.

ACM_CAP.4
ACM_SCP.2
ALC_DVS.1
ALC_FLR.3
ALC_LCD.1

ACM_AUT.1

ACM_CAP.4 contributes to this objective by requiritne
developer have a configuration management plardistdribes
how changes to the TOE and its evaluation delivesatire
managed. The developer is also required to ermgploy
configuration management system that operatesciordance with
the CM plan and provides the capability to contvbb on the
development staff can make changes to the TOEtamigveloped
evidence. This requirement also ensures that eméitbchanges td
the TOE have been analyzed and the developer' o plan
describes how this analysis is performed and haisms to
incorporate the changes to the TOE are made.

ACM_SCP.2 is necessary to define what items musinder the
control of the CM system. This requirement ensthiasthe TOE
implementation representation, design documentatist
documentation (including the executable test suiteyr and
administrator guidance, CM documentation and sscflaiws are
tracked by the CM system.

ALC_DVS.1 requires the developer describe the sgomeasures
they employ to ensure the integrity and confidéityiaf the TOE
are maintained. The physical, procedural, andopers security
measures the developer uses provides an addedfex@itrol
over who and how changes are made to the TOE suadsbciated
evidence.

ALC_FLR.3 plays a role in satisfying the "analyzeattion of
this objective by requiring the developer to haxecpdures that
address flaws that have been discovered in theuptpeither
through developer actions (e.g., developer testingfose
discovered by others. The flaw remediation process by the
developer corrects any discovered flaws and peg@manalysis
to ensure new flaws are not created while fixirgdiscovered
flaws.

ALC_LCD.1 requires the developer to document tfeediycle
model used in the development and maintenanceeof@E. This
life-cycle model describes the procedural aspegarding the
development of the TOE, such as design methods, aod
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Requirements Addressing the
Objective

Rationale

documentation reviews, how changes to the TOEesiewed and
accepted or rejected.

ACM_AUT.1 complements ACM_CAP.4, by requiring thiae
CM system use an automated means to control chamags to
the TOE. If automated tools are used by the deeelto analyze,
or track changes made to the TOE, those automatésirhust be
described. This aids in understanding how the @#tesn
enforces the control over changes made to the TOE.

O.CORRECT_TSF_OPERATION

The TOE will provide the capability to test the TS
to ensure the correct operation of the TSF in its
operational environment.

FPT_TST.1(1),
FFPT_TST.1(2)

FPT_AMT.1

O_CORRECT_TSF_OPERATION requires two security
functional requirements in the FPT class, FPT_T8d a
FPT_AMT. These functional requirements provideehd user
with the capability to ensure the TOE's securitychamnisms
continue to operate correctly in the field. FPTTII%1) ensures
that end user tests exist to demonstrate the ¢apecation of the
security mechanisms required by the TOE that aveiged by the
hardware. Hardware failures could render a TOEsvsoe
ineffective in enforcing its security policies atiis requirement
provides the end user the ability to discover ailyfes in the
hardware security mechanisms. FPT_TST.1(2) isssacg to
ensure the correctness of the TSF cryptographictifums and the
TSF data which support those functions. If TSRvearfe is
corrupted it is possible that the TSF would no Emige able to
enforce the security policies. This also holde fiar TSF data, if
TSF data is corrupt the TOE may not correctly ergats security
policies. FPT_AMT.1 is necessary to support FPTT.I&) and
FPT_TST.1(2) by ensuring the correct operatiorhefdecurity
assumptions provided by the abstract machine thdgnlies the
TSF.

O.CRYPTOGRAPHIC_FUNCTIONS

The TOE shall provide cryptographic functions fqg
its own use, including encryption/decryption and
digital signature operations.

FCS_CKM.1(1)
r FCS_CKM.1(2)
FCS_CKM.1(3)
FCS_CKM.1(4)
FCS_CKM.1(5)
FCS_CKM.2(1)
FCS_CKM.2(2)
FCS_CKM.4
FCS_COP.1(1)
FCS_COP.1(2)
FCS_COP.1(3)

FCS_COP.1(4)

The FCS requirements used in this ST satisfy thjsadive by
levying requirements that ensure the cryptograptaindards
include the NIST FIPS publications (where possiblej NIST
approved ANSI standards. The intent is to haves#tisfaction of
the cryptographic standards be validated throuisad FIPS 140
validation.

In contrast to O.CRYPTOGRAPHY_VALIDATED, this objaee
is to provide cryptographic functionality that isad by the TOE.
The core functionality to be supported is encryptiecryption
using a symmetric algorithm, and digital signatgeeeration and
verification using asymmetric algorithms. Sincesh operations
involve cryptographic keys, how the keys are getedrand/or
otherwise obtained have to also be specified.

FCS_CKM.1(1) is a requirement for the generatiosysfimetric
and asymmetric keys. FCS_CKM.1(2) specifies regméants for
AES keys. The requirement FCS_CKM.1(3) descrilmssdatry
methods. FCS_CKM.1(4) specifies the key validaterhniques.
Internet key exchange is addressed in FCS_CKM.1(15)

FCS_CKM.2(1) specifies how keys are to be storetremdled
including the destruction of non-persistent ket tiave not been
used for an administrator defined period of tilk€S_CKM.2(2)
provides for key distribution.

FCS_CKM.4 provides the functionality for ensurireykand key
material is zeroized. This applies not only to Kest resides in thg
TOE, but also to intermediate areas (physical mgnpage files,
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Requirements Addressing the
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Rationale

memory dumps, etc.) where key may appear.

The requirements FCS_COP.1(1) through FCS_COPspgbify
the cryptographic algorithms.

O.CRYPTOGRAPHY_VALIDATED

The TOE shall use NIST FIPS 140-2 validated
cryptomodules for cryptographic services
implementing FIPS-approved security functions
and random number generation services used by
cryptographic functions.

FCS_BCM_EXP.1

This objective deals with the issue of using FIB8-2-approved
cryptomodules in the TOE. A cryptomodule, as usdtie
components, is a module that is FIPS 140-2 valiiéte
accordance with FCS_BCM_EXP.1); the cryptographic
functionality implemented in that module are FIRfp@ved
security functions that have been validated; aedtigptographic
functionality is available in a FIPS-approved maofi¢he
cryptomodule. This objective is distinguished from
O.CRYPTOGRAPHIC_FUNCTIONS in that this deals oniyhna
requirement to use FIPS 140-2-validated cryptomesluhere the
TOE requires such functionality; it does not diettite specific
functionality that is to be used.

FCS_BCM_EXP.1 is an explicit requirement that sfiesinot
only that cryptographic functions that are FIPSrappd must be
validated by FIPS, but also what NIST FIPS ratengl the
cryptographic module must satisfy. The level sfiesithe degree
of testing of the module. The higher the leved tiore extensive
the module is tested.

O.DISPLAY_BANNER

The TOE will display an advisory warning
regarding use of the TOE.

FTA_TAB.1

FTA_TAB.1 meets this objective by redng the TOE display a
Security Administrator defined banner before a user establish
an authenticated session. This banner is undepletencontrol of
the Security Administrator in which they specifyyamarnings
regarding unauthorized use of the TOE and remoyeesduct or
version information if they desire.

O.EADMIN

The TOE must include a set of functions that allg
effective management of its functions and data.

FAU_SAR.1
FAU_SAR.3
FAU_SEL.1
FPT_RVM.1
FPT_SEP.2

IDS_RDR_EXP.1

The TOE must provide the ability to review and ngmthe audit
trail of a Sensor [FAU_SAR.1, FAU_SAR.3, FAU_SEL.Ihe
Sensor must provide the ability for authorized adstrators to
view the Sensor data collected from an IT System
[IDS_RDR_EXP.1]. The TOE must ensure that all fiores are
invoked and succeed before each function may pdocee
[FPT_RVM.1]. The TSF must be protected from irgeghce that
would prevent it from performing its functions [FPSEP.2].

O.EXPORT

When the TOE makes its Sensor data available {
other IDS components, the TOE will ensure the
confidentiality of the Sensor data.

FPT_ITA.1
OFPT_ITC.1

FPT_ITIL1

The TOE must make the collected data availablétterdT
products [FPT_ITA.1]. The TOE must protect thdexikd data
from modification and ensure its integrity when tiaga is
transmitted to another IT product [FPT_ITC.1, FPIT.1].

O.IDACTS

The Sensor must collect and store information
about all events that are indicative of inapprdgrial
activity that may have resulted from misuse, agc
or malicious activity of IT System assets and the
IDS.

IDS_COL_EXP.1

PSS

The Sensor is required to collechévéndicative of inappropriate]
activity that may have resulted from misuse, aca@smalicious
activity of IT System assets of an IT System. Ehegents must
be defined in the ST [IDS_COL_EXP.1].
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Requirements Addressing the

Objective Obijective Rationale
O.IDAUTH FAU_SAR.2 The TOE is required to restrict the review of auldita to those
granted with explicit read-access [FAU_SAR.2]. Bensor is
The TOE must be able to identify and authenticaleFAU_STG.2 required to restrict the review of collected Serdata to those

authorized users prior to allowing access to TOE]

functions and data.

FIA_UAU.1(1), FIA_UAU.1(2)

FIA_ATD.1(1), FIA_ATD.1(2),
FIA_ATD.1(3)

FIA_UID.2

FMT_MOF.1(1),
FMT_MOF.1(2),
FMT_MOF.1(3),
FMT_MOF.1(4),
FMT_MOF.1(5),
FMT_MOF.1(6),
FMT_MOF.1(7),
FMT_MOF.1(8),
FMT_MOF.1(9),
FMT_MOF.1(10),
FMT_MOF.1(11),
FMT_MOF.1(12),
FMT_MOF.1(13)

FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4),
FMT_MTD.1(5),
FMT_MTD.1(6),
FMT_MTD.1(7),
FMT_MTD.1(8),
FMT_MTD.1(9)

FMT_SMR.2
FPT_RVM.1
FPT_SEP.2
IDS_RDR_EXP.1

IDS_STG_EXP.1

granted with explicit read access [IDS_RDR.1]. TI&E is
required to protect the stored audit records fromuthorized
deletion [FAU_STG.2]. The Sensor is required totect the
Sensor data collected from an IT System from anglifization
and unauthorized deletion, as well as guaranteavaiability of
the data in the event of storage exhaustion, faiurattack
[IDS_STG.1]. Security attributes of subjects usernforce the
authentication policy of the TOE must be definetA[FATD.1].
Users authorized to access the TOE are defined asin
identification and authentication process [FIA_WD.
FIA_UAU.1]. The TOE is required to provide the l&ito
restrict managing the behavior of functions of TI@E to
authorized users of the TOE [FMT_MOF.1]. Only authed
administrators of the Sensor may query and addoBamsl audit
data, and authorized administrators of the TOE quegry and
modify all other TOE data [FMT_MTD.1]. The TOE ntlxe able
to recognize the different administrative and usés that exist
for the TOE [FMT_SMR.2]. The TOE must ensure it
functions are invoked and succeed before eachiumitay
proceed [FPT_RVM.1]. The TSF must be protectethfro
interference that would prevent it from performitggfunctions
[FPT_SEP.2].

O.INTEGR

The TOE must ensure the integrity of all audit an|

Sensor data.

FAU_STG.2

[ FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4),
FMT_MTD.1(5),
FMT_MTD.1(6),
FMT_MTD.1(7),
FMT_MTD.1(8),
FMT_MTD.1(9)

FPT_ITC.1

The TOE is required to protect the audit data fomtetion as well
as guarantee the availability of the audit dathéevent of
storage exhaustion, failure or attack [FAU_STG.Phe Sensor is
required to protect the Sensor data collected &oriil' System
from any modification and unauthorized deletion
[IDS_STG_EXP.1]. Only authorized administratorsted Sensor
may query or add audit and Sensor data [FMT_MTDTle
Sensor must protect the collected data from maatific and
ensure its integrity when the data is transmittedrtother IT
product [FPT_ITC.1, FPT_ITI.1]. The TOE must emstirat all
functions to protect the data are not bypassed [RWM.1]. The
TSF must be protected from interference that wpuébent it
from performing its functions [FPT_SEP.2].
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FPT_ITI1

FPT_RVM.1

FPT_SEP.2

IDS_STG_EXP.1
O.INTEGRITY FDP_IFC.1(3) FDP_IFC.1(3) and FDP_IFF.1(3)) satisfies this otijechy

defining the VPN Information Flow Security FunctaiPolicy

The TOE must be able to protect the integrity of | FDP_IFF.1(3) that ensures that all IPSec encrypted data recéioeta peer
data transmitted to a peer TOE via encryption and TOE is properly decrypted and authentication vedifi
provide IPSec authentication for such data. Upop
receipt of data from a peer TOE, the TOE must He

able to decrypt the data and verify that the reszbiy
data accurately represents the data that was
originally transmitted.

O.INTRUSION

The TOE will detect and prevent intrusion attack
which are contained within an information flow
which arrives at any of the TOE network interfac

FIP_ACT EXP.1

ES.

The FIP_ACT_EXP.1 requirement didtateat the TOE detect
and prevent intrusion attacks which are containidinvany
information flow which arrives at any of the TOEwerk
interface. This requirement satisfies the O.INTROSIobjective.

O.MAINT_MODE

The TOE shall provide a mode from which
recovery or initial startup procedures can be
performed.

FPT_RCV.1

This objective is met by using the FPTWRL requirement, which
ensures that the TOE does not continue to operate insecure
state when a hardware or software failure occuyzon the failure
of the TSF self-tests the TOE will enter a modenstiecan no
longer be assured of enforcing its security pdlici&herefore, the
TOE enters a state that disallows traffic flow aequires an
administrator to follow documented procedures ihstruct them
on how to return the TOE to a secure state. Thessedures may|
include running diagnostics of the hardware, ditig$ that may
correct any integrity problems found with the TS#edor code.
Solely specifying that the administrator reload arsdall the TOE
software from scratch, while might be requiredome cases, doep
not meet the intent of this requirement.

O.MANAGE

The TOE will provide all the functions and
facilities necessary to support the administraitors
their management of the security of the TOE, an
restrict these functions and facilities from
unauthorized use.

FMT_MSA.1
FMT_MSA.2

I EMT_MSA.3(1),
FMT_MSA.3(2)

FMT_MOF.1(1),
FMT_MOF.1(2),
FMT_MOF.1(3),
FMT_MOF.1(4),
FMT_MOF.1(5),
FMT_MOF.1(6),
FMT_MOF.1(7),
FMT_MOF.1(8),
FMT_MOF.1(9),
FMT_MOF.1(10),
FMT_MOF.1(11),
FMT_MOF.1(12),
FMT_MOF.1(13)

The FMT requirements are used to satisfy this mamegt
objective, as well as other objectives that spetié/control of
functionality. The requirement’s rationale forgtubjective
focuses on the administrator's capability to perfenanagement
functions in order to control the behavior of séguunctions.

FMT_MSA.1 provides the Security Administrator trepability to
manipulate the security attributes to facilitate tonstruction of
the ruleset. An example of this would be to graiget of service
identifiers that are to have the same rule appiither than having
to specify a separate rule for each service identif

FMT_MSA.2 requires that only secure values for siégu
attributes are accepted.

FMT_MSA.3(1) requires that by default, the TOE doesallow
an information flow, rather than allowing informati flows until a
rule in the ruleset disallows it.

FMT_MOF.1(2) and FMT_MSA.3(2) are related to thevgees

Doc No: 1523-011-D002

Version: 0.25

Date: 17 Nov 08 Page 187 of 252



JEWA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management

Solutions Security Target: International

Objective

Requirements Addressing the
Objective

Rationale

FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4),
FMT_MTD.1(5),
FMT_MTD.1(6),
FMT_MTD.1(7),
FMT_MTD.1(8),
FMT_MTD.1(9)

FAU_SAR.1
FAU_SAR.2
FAU_SAR.3
FAU_SEL.1
FAU_STG.2
FAU_STG.3
FAU_STG.4

FAU_ARP_ACK_EXP.1

provided by FAU_UAU.1(1) and provide the Security
Administrator control as to the availability of geeservices.
FMT_MOF.1(2) provides the ability to enable or ditathe TOE
services to the Security Administrator. FMT_MSA&B(equires
that these services by default are disabled. She&ecurity
Administrator must explicitly enable these servitemnsures the
Security Administrator is aware that they are ragni This
requirement does afford the Security Administraer capability
to override this restrictive default and allow gevices to be
started whenever the TOE reboots or is restarted.

FMT_MOF.1(1) is used to ensure the administratersetthe
ability to invoke the TOE self-tests at any tinigne ability to
invoke the self-tests is provided to all adminiira. The Security,
Administrator is able to modify the behavior of tests (e.g.,
select when they run, select a subset of the tests)

FMT_MOF.1(3) specifies the ability of the adminabrs to
control the security functions associated with aadd alarm
generation. The ability to control these functibias been
assigned to the appropriate administrative roles.

FMT_MOF.1(7) This requirement limits the ability teanipulate
the values that are used in the FRU_RSA.1(2) rements to the
Security Administrator. The Security Administrateprovided
the capability to assign the network identifietfg®y wish to place
resource restrictions on and allows them to alsei§pover what
period of time those quota limitations are in place

FMT_MOF.1(4) provides the administrators “read Ordgcess to
the audit records and prohibits access to all atkers.
Additionally the administrators are provided thealhility to
“search and sort” audit on defined criteria. Ttapability
expedites problem resolution analysis.

FMT_MOF.1(5) ensures that only an administrators ‘esable or
disable” the security alarms. This requirementksavith
FMT_MOF.1(4) to provide detailed granularity to the
administrator when determining which actions canstia security|
violation

FMT_MOF.1(6) limits the ability to enable or disabl
unauthenticated TOE services for both IP basedarksrand non-
IP based networks to the Security Administratone§e TOE
services would be available to appropriate netwsgrs at the
discretion of the Security Administrator.

FMT_MOF.1(7) provides the Security Administration
configuration control of the allocation of connectioriented TOE
resources. This requirement provides the SecAdtyinistrator
with a capability to thwart possible external “rese allocation”
attacks on the TOE.

FMT_MOF.1(13) This requirement limits the ability mmanipulate
the values that are used in the IDS_COL requiresnenthe
Security Administrator. The Security Administratstprovided
the capability to configure the IDS data collection

FMT_MTD.1(8) provides the Cryptographic Administgtand
only the Cryptographic Administrator, the abilitymodify the
cryptographic security data. This allows the Cogpaphic
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Administrator to change the critical data that etfehe TOE's
ability to perform its cryptographic functions pesty.

FMT_MTD.1(3) provides the capability of setting ttiate and
time that is used to generate time stamps to therie
Administrator or an authorized IT entity. It isportant to allow
this functionality, due to clock drift and otheratimstances, but
the capability must be restricted.

FMT_MTD.1(4) provides the Security Administratoetbapability
to manage the TOE’s ruleset. This capability srieted to only
the Security Administrator and allows them to ceeatew, modify
and delete the rules that comprise the ruleset.

FAU_SAR.1 ensures that the Audit Administrator tiees
capability to review the audit records and thaythee presented i
a manner that is suitable for review (e.g., theifAdministrator
can construct a sequence of events provided thessary events
were audited).

FAU_SAR.2 restricts the ability to read the auditards to the
administrators. This capability exists for the &g and Crypto
administrators to help facilitate any trouble slmgthat they may
have to perform.

FAU_SAR.3 provides the administrators with the igptb
selectively review the contents of the audit thaised on
established criteria. This capability allows tlerénistrators to
focus their audit review to what is pertinent attttime.

FAU_STG.2 specifies that only the Audit Administiatan delete
the audit trail. This prevents the accidentahtemtional deletion
of the audit trail by administrators acting in drestrole.

FAU_STG.3 provides the Security Administrator tlapability to
establish a threshold of audit trail capacity, thhen reached an
alarm will be generated.

If the audit trail becomes full FAU_STG.4 provideg Security
Administrator the option of having the TOE prevantitable
events from occurring, or having the TOE overwiiite oldest
audit records. While the option of overwriting @ddit records
does not technically prevent audit data loss, frévided to the
Security Administrator as an option to prevent agilule denial-of-
service.

FAU_ARP_ACK_EXP.1 contributes to this objectivetimat it
requires the administrators to acknowledge an alsefore it is no
longer displayed. Without this requirement anraldisplay
message may be overwritten or lost without an ahtnator being
aware of the alarm condition.

FAU_SEL.1 provides the Security Administrator thdity to
define what events will be included or excludedrfrihe list of
audited events. This allows a site to audit ohfse events that
are of interest to them and reduces the amoumwénted audit
data that is collected.

O.MEDIATE

FDP_IFF.1(1)

The FDP_IFF and FDP_IF@uigements were chosen to define
the policies, the subjects, objects, and operafiamisow and when
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The TOE must mediate the flow of information
between sets of TOE network interfaces or betw
a network interface and the TOE itself in
accordance with its security policy.

FDP_IFF.1(2)
ben

FDP_IFF.1(3)
FDP_IFC.1(1)
FDP_IFC.1(2)
FDP_IFC.1(3)

FMT_REV.1

FPT_RVM.1

mediation takes place.

FDP_IFC.1(1), FDP_IFC.1(2), and FDP_IFC.1(3) defme
subjects, information (e.g., objects) and the dpmra that are
performed with respect to the three informationvflmolicies.

FDP_IFC.1(1), the subjects are defined to be acgosubject,
which is the TOE’s network interface on which algetds
received, and a destination subject, which is tO&'8 network
interface on which the packet is destined. Therination flow
control requirements are not well suited for afiaé. This subject]
determination was made since the TOE network iated are
something the TOE has control over (e.g., the adtnéror has theg
ability to assign network identifiers to these ifaees, which is a
critical component in the mediation decision) anlés could be
identified in FDP_IFF.1(1) that make sense witlpees to
mediation of information. The alternative was kassify the
sender and receiver of the data packets as subijettthe sender
and receiver are not under the control of the T@éwould not
make sense to perform mediation under those ciranoss. The
objects in this policy are defined to be the netwmackets, since
that is the entity that the operations are perfarore Those
operations are to pass the information if the ntetiaallows the
flow, otherwise the packet is dropped. Due toitieéusion of
unauthenticated proxies, another specified operadito establish
a connection for the unauthenticated proxy usére TOE
establishes a connection between itself and theyprser, and
between itself and the target machine. This essina all traffic
between the proxy user and the target machine dategl by the
TOE (e.g., the TOE is not simply providing a “pig&tween the
user and target machine). FDP_IFF.1(1) is usepeaify the
policy of unauthenticated traffic flowing throudiet TOE. This
requirement ensures that the network traffic isiated (i.e., the
ruleset is used) even though the subjects havieesot
authenticated. The policy specified by this reguent also
includes an unauthenticated proxy (SMTP) that dfdhe
administrator the ability to specify commands analtfurpose
Internet Mail Extensions (MIME) types that arediitd by the
proxy. There is an open assignment that can led fih by the ST
author to identify proxies they may want to includen ST that
do not require authentication. If the ST authatudes additional
proxies, they should include the attributes theugigc
Administrator could specify that the TOE woulddiit This
requirement also mandates the TOE perform statefpection of
the packets to determine if they should be alloteeftbw through
the TOE. The stateful inspection attributes atemended to
specifiable by the Security Administrator, ratheege attributes
are to be “managed” and mediated internally byRO&.

FDP_IFC.1(2) defines subjects for the unauthergtarcess to
any services the TOE provides. This is differeairf the other
policies in that the TOE mediates access to iteafier than
determining if information should be allowed toviléhrough the
TOE. The destination subject is defined to belt®é&, and the
source subject is the TOE interface on which a agtypacket is
received. The information remains the same, aor&tyacket,
and the operations are limited to accept or reéfecpacket.
FDP_IFF.1(2) provides the rules that apply to thauthenticated
use of any services provided by the TOE. ICMmésdnly service
that is required to be provided by the TOE, andsturity
attributes associated with this protocol allow 8eeurity
Administrator to specify what degree the ICMP taf§ mediated
(i.e., the ICMP message type and code). The Sioagbuld
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specify other services they wish their TOE impletagan to
provide, and if they do so, they should also spetié security
attributes associated with the additional services.

FDP_IFC.1(1), the subjects are the TOE’s netwotérfaces. The
objects are defined as the network IP packets aohwthe TOE
performs VPN operations. As packets enter the Tt&Enetwork
interface where they are received is the sourcgesubAs packets
are sent out of the TOE the network interface tthey are sent out}
of is the destination subject. Subjects must iee@ as entities
that the TOE has control over. The TOE has cowtel its own
network interfaces such that it can make infornmatiow
decisions to allow/disallow network packets to fifram in
incoming interface to an outgoing interface, and agply VPN
operations to packets that are allowed to flow.d&fine subjects
as the senders and receivers of network packetklwot allow
specification of an information flow policy thatetfif OE could
enforce, since the sender and receiver of netwackgts are not
under the control of the TOE. The operations defiare those of
the VPN policy. The VPN policy either passes infation
unmodified, sends encrypted and authenticated patke peer
TOE, or decrypts and verifies authentication ofleds received
from a peer TOE.

FDP_IFF.1(3) specifies the attributes on which ViRférmation
flow decisions are made. Each TOE interface hset af source
subject identifiers that is the list of senderinébrmation packets
that are allowed to send packets to this TOE iaterf Each TOE
interface also has a list of destination subjeenitiers that
specifies the receivers that network packets caebeto on that
TOE interface. As packets are received on a pdatimetwork
interface, the TOE determines if they are allowedrter on that
interface. Then based on rules defined by ther@gcu
Administrator, the TOE applies VPN operations te placket.
Before the packet is sent out of a particular netviterface, the
TOE determines if the destination (i.e., receieérthe packet is in
the list of destinations that may be reached dwarinterface.

FMT_REV.1 is a management requirement that afftirds
Security Administrator the ability to immediatevoke user's
ability to send network traffic to or through th©E. If the
Security Administrator revokes a user's access,(eiga rule in
the ruleset, revoking an administrative role fromsar, revoking a
user’s ability to use a proxy) the TOE will immeig enforce the
new Security Administrator defined “policy”.

FPT_RVM.1 ensures that packets that flow throughT®E, or
those that are destined for the TOE are mediattédrespect to thd
identified policies. Each TSF interface that opesan subjects o
objects that are identified in the explicit polsj®r operates on
TSF data or security attributes, must ensure Hebperation is
checked against the explicit and implicit secupityicies defined
in this ST. If any TSF interface allows uncheckedess to any of
these resources, then the TOE cannot be relied tapamforce the
security policies.

L Requirements Addressing the
Clapeine Objective
O.0OFLOWS FAU_STG.2
The TOE must appropriately handle potential augitFAU_STG.4
and Sensor data storage overflows.
IDS_STG_EXP.1

The TOE is required to protect the audit data fo@tetion as well
as guarantee the availability of the audit dathéevent of
storage exhaustion, failure or attack [FAU_STG.Phe TOE
must prevent the loss of audit data in the everdudit trail is full
[FAU_STG.4]. The Sensor is required to protect3easor data
collected from an IT System from any modificatioma
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IDS_STG_EXP.2

unauthorized deletion, as well as guarantee thiahildy of the
data in the event of storage exhaustion, failuratarck
[IDS_STG_EXP.1]. The Sensor must prevent the ¢bssidit
data in the event its audit trail is full [IDS_STEXP.2].

O.PEER_AUTHENTICATION

The TOE will authenticate each peer TOE that
attempts to establish a security association wmigh

TOE.

FCS_CKM.1(5)

The O.PEER_AUTHENTICATION objectivedatisfied by the
requirement FCS_CKM.1(5), which specifies that TGE must
implement the Internet Key Exchange protocol defimeRFC
2409. By implementing this protocol, the TOE weditablish a
secure, authenticated channel with each peer TOgUfposes of
establishing a security association, which incluties
establishment of a cryptographic key, algorithm aratle to be
used for all communication. It is possible to bEsh multiple
security associations between two peer TOEs, eébhtarown
cryptographic key. Authentication may be via atdigignature
or pre-shared key.

O.PROTCT

The TOE must protect itself from unauthorized
modifications and access to its functions and dat]

FAU_STG.2

FMT_MOF.1(1),

b.FMT_MOF.1(2),

FMT_MOF.1(3),
FMT_MOF.1(4),
FMT_MOF.1(5),
FMT_MOF.1(6),
FMT_MOF.1(7),
FMT_MOF.1(8),
FMT_MOF.1(9),
FMT_MOF.1(10),
FMT_MOF.1(11),
FMT_MOF.1(12),
FMT_MOF.1(13)

FMT_MTD.1(1),
FMT_MTD.1(2),
FMT_MTD.1(3),
FMT_MTD.1(4),
FMT_MTD.1(5),
FMT_MTD.1(6),
FMT_MTD.1(7),
FMT_MTD.1(8),
FMT_MTD.1(9)

FPT_RVM.1
FPT_SEP.2

IDS_STG_EXP.1

The TOE is required to protect the audit data fowietion as well
as guarantee the availability of the audit dathéevent of
storage exhaustion, failure or attack [FAU_STG.Phe Sensor is
required to protect the Sensor data collected fonT System
from any modification and unauthorized deletionwad as
guarantee the availability of the data in the ewdrstorage
exhaustion, failure or attack [IDS_STG_EXP.1]. THeE is
required to provide the ability to restrict managthe behavior of
functions of the TOE to authorized users of the TOE
[FMT_MOF.1]. Only authorized administrators of t&ensor may|
query and add Sensor and audit data, and authadmachistrators
of the TOE may query and modify all other TOE data
[FMT_MTD.1]. The TOE must ensure that all funcscsre
invoked and succeed before each function may pdocee
[FPT_RVM.1]. The TSF must be protected from ireeghce that
would prevent it from performing its functions [FPSEP.2].

O.REPLAY_DETECTION

The TOE will provide a means to detect and reje
the replay of TSF data and security attributes.

~+

FPT_RPL.1

The O.REPLAY_DETECTION objective is st¢id by the
requirement FPT_RPL.1, which requires the TOE toomdy
detect, but to also reject the attempted replayS¥ data, and
security attributes. This requirement also requihe TOE to
audit the detection of replay, which affords thenadstrators the
opportunity to be aware of users attempting toagptitical data
and affect the TOE's ability to enforce securityigies as desired
by the administrators.

O.RESIDUAL_INFORMATION FDP_RIP.2 FDP_RIP.2 is ds¢® ensure the contents of resources are not
available to subjects other than those explicithnged access to
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The TOE will ensure that any information
contained in a protected resource is not released
when the resource is reallocated.

FCS_CKM.4

the data. For this TOE it is critical that the nogynused to build
network packets is either cleared or that someebuffanagement
scheme be employed to prevent the contents oflepheing
disclosed in a subsequent packet (e.g., if paddinged in the
construction of a packet, it must not contain aaotiser’'s data or
TSF data).

FCS_CKM.4 applies to the destruction of cryptograpeys used
by the TSF. This requirement specifies how andnwvhe
cryptographic keys must be destroyed. The proesirdction of
these keys is critical in ensuring the contenhese keys cannot
possibly be disclosed when a resource is reallddate user.

O.RESOURCE_SHARING

The TOE shall provide mechanisms that mitigate
attempts to exhaust connection-oriented resourc
provided by the TOE (e.g., entries in a connectio|
state table; TCP connections used by proxies).

FRU_RSA.1(1)
FRU_RSA.1(2)
PS
' FMT_MTD.2(1)
FMT_MTD.2(2)

FMT_MOF.1(7)

While an availability security policy does not exgily exist,
FRU_RSA.1 was used to mitigate potential resouxbaestion
attempts. FRU_RSA.1(1) was used to reduce thedtrgfan
attempt being made to exhaust the transport-la@esentation
(e.g., attempt to make the TSF unable to respordrnection-
oriented requests, such as SYN attacks). Thidnegant allows
the administrator to specify the time period in ethwhen
maximum quota (which is defined by the ST) is mreswrpassed,
an ST defined action is to take place, which i<Hjgel in
FMT_MTD.2(1). These two requirements together hiefit the
resources that can be utilized by the general poipul of users as
a whole. An issue with treating all the usersghme is that
legitimate users may not be able to establish amiores due to the
connection table entries being exhausted. Thezefor
FRU_RSA.1(2) is also included.

FRU_RSA.1(2) is more specific in that attemptsxbarist the
connection-oriented resources by a single netwddkess, or a se
of network addresses can be controlled. This déftine
administrator a finer granularity of control thaRB_RSA.1(1).
FRU_RSA.1(2) has the advantage of providing theufgyc
Administrator with the ability to define the maximwnumber of
resources a particular address or set of addreasasse over a
specified time period. This requirement worksamjanction with
FMT_MTD.2(2) which restricts the ability to set thaotas to the
security administrator and allows for the ST autiocaissign what
actions will take place once the quotas are metiggassed. This
iteration of FPT_RSA.1 makes it less likely thaggitimate user
of the TOE will be denied access due to resourbaw@stion
attempts.

FMT_MOF.1(7) restricts the ability to assign thegié network
address or set of network addresses used in FRU.1IRBAo the
Security Administrator. This is in keeping wittetmOE'’s notion
of the Security Administrator is responsible fonfiguring the
TOE'’s policy enforcement mechanisms.

O.ROBUST_ADMIN_GUIDANCE ADO_DEL.2 ADO_DEL.2 ensures that the administrator is prodide
documentation that instructs them how to ensureldigery of the
The TOE will provide administrators with the AGD_ADM.1 TOE, in whole or in parts, has not been tamperet ori corrupted
necessary information for secure delivery and durmg_c_lehvery. _Th|s r'eqwrement en_sures_the aistrator has
management. AVA MSU.2 the _apﬂny to begin their TOE [nstallatlon Wltr_nban (e.0.,
— : malicious code has not been inserted once it liiathée
developer’s control) version of the TOE, which écassary for
ADO_IGS.1 secure management of the TOE.
AGD_USR.1 The ADO_IGS.1 requirement ensures the administtesrthe
information necessary to install the TOE in theleatd
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configuration. Often times a vendor’s product eam software
that is not part of the TOE and has not been etedualhe
Installation, Generation and Startup (IGS) documgon ensures
that once the administrator has followed the iteiah and
configuration guidance the result is a TOE in aisec
configuration.

The AGD_ADM.1 requirement mandates the developevige
the administrator with guidance on how to opera&geTOE in a
secure manner. This includes describing the mted the
administrator uses in managing the TOE, securitsipaters that
are configurable by the administrator, how to cgmfe the TOE's
ruleset and the implications of any dependenciésdifidual
rules. The documentation also provides a desorigf how to
setup and review the auditing features of the TOE.

The AGD_USR.1 is intended for non-administrativerasbut
could be used to provide guidance on securityithedmmon to
both administrators and non-administrators (e &sspord
management guidelines). The use of the autheiuticatechanism
would not have to be repeated in the administsatpride.

AVA_MSU.2 ensures that the guidance documentatiaomplete
and can be followed unambiguously to ensure the BOBt mis-
configured in an unsecure state due to confusindpgce.

O.ROBUST_TOE_ACCESS

The TOE will provide mechanisms that control a
user’s logical access to the TOE and to explicitly
deny access to specific users when appropriate

FIA_UID.2

FIA_ATD.1(1), FIA_ATD.1(2),
FIA_ATD.1(3)

FIA_AFL.1
FIA_UAU.1(1), FIA_UAU.1(2)
FIA_UAU.2

FIA_UAU.5

FIA_UID.2

FTA_SSL.1

FTA SSL.2

FTA_SSL3

FTA_TSE.1

AVA_SOF.1

FIA_UID.2 plays a small role in satisfying this ebfive by
ensuring that every user is identified before tEETperforms any
mediated functions. In some cases, the identifinatannot be
authenticated (e.g., a user attempting to sendeapdaket through
the TOE that does not require authentication; irctvicase the
identity is presumed to be authentic). In othesesge.qg.,
administrators, and authorized IT entities), thentity of the user
is authenticated. It is impractical to requirehentication of all
users that attempt to send data through the TQEeftire, the
requirements specified in the TOE require authatita where it
is deemed necessary. This does impose some &tk thata
packet was sent from an identity other than spegtifi the data
packet.

FIA_ATD.1 defines the attributes of users, inclugauserid that
is used to by the TOE to determine a user’s ideatid enforce
what type of access the user has to the TOE (hegTOE
associates a userid with any role(s) they may assuirhis
requirement allows a human user to have more tharuser
identity assigned, so that a single human usedcasgume all the
roles necessary to manage the TOE. In order warems
separation of roles, this ST requires a single twlee associated
with a user id. This is inconvenient in that tiderénistrator would
be required to log in with a different user id e&iahe they wish to
assume a different role, but this helps mitigagertbk that could
occur if an administrator were to execute malicioode.

FIA_UAU.1 contributes to this objective by limitirtge services
that are provided by the TOE to unauthenticatedsuse
Management requirements and the unauthenticaterdation
flow policy requirement provide additional contmsi these
services.

FIA_UAU.2 requires that administrators and authexifT entities
authenticate themselves to the TOE before perfarmin
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administrative duties (including those performedabyhorized IT
entities).

In order to control logical access to the TOE athentication
mechanism is required. The explicit requiremert RIAU.5
mandates that the TOE provide a local authentieatiechanism.
This requirement also affords the ST author theodppity to add
additional authentication mechanisms (e.g., single-certificates
if they desire.

Local authentication is required to ensure som¢ioaehas
physical access to the TOE and has not been gringiedl access|
(e.g., a janitor) cannot gain unauthorized logazadess to the TOH.

The AVA_SOF.1 requirement is applied to the loaghantication
mechanism. For this TOE, the strength of functpecified is
basic. This requirement ensures the developepérdsrmed an
analysis of the authentication mechanism to enther@robability
of guessing a user’s authentication data wouldirequlow-attack
potential, as defined in Annex B of the Common Hatibn
Methodology (CEM).

FTA_TSE.1.1 contributes to this objective by limgia user's
ability to logically access the TOE. This requirsrhprovides the
Security Administrator the ability to control whéng., time and
day(s) of the week) and where (e.g., from a spen#twork
address) remote administrators as well as autlbfizentities can
access the TOE.

FIA_AFL.1 provides a detection mechanism for unssséul
authentication attempts by remote administratodsaarthorized IT
entities. The requirement enables a Security Aditrator settablg
threshold that prevents unauthorized users fromiggiaccess to
authorized user’s account by guessing authenticalita by
locking the targeted account until the Security Aalstrator takes
some action (e.g., re-enables the account) orfmesSecurity
Administrator defined time period. Thus, limitiag unauthorized
user’s ability to gain unauthorized access to tB&T

The FTA_SSL family partially satisfies the
O.ROBUST_TOE_ACCESS obijective by ensuring that'sser
sessions are afforded some level of protectionA ISSL.1
provides the Security Administrator the capabiidyspecify a time
interval of inactivity in which an unattended logaministrative
session would be locked and will require the adstiator
responsible for that session to re-authenticaterbehe session
can be used to access TOE resources. FTA_SSlvRipso
administrators the ability to lock their local adhistrative session.
This component allows administrators to protecirtbession
immediately, rather than waiting for the time-oatipd and
minimizes their session’s risk of exposure. FTALSSakes into
account remote sessions. After a Security Admtist defined
time interval of inactivity remote sessions will teeminated, this
refers to remote administrative sessions. Thispmmant is
especially necessary, since remote sessions atgcally
afforded the same physical protections that loessi®ons are
provided.

O.SECURE_UPDATES

FTP_ITC.1(1)

ne

The TOE shall provide a secure mechanism for {

The FTP_ITC.1(1) and FTP_ITC.1(2) riegments dictate that th
TOE is capable of establishing a trusted channeldsn itself and
a FortiGuard Distribution Server for the securasraission of IPS|

Doc No: 1523-011-D002

Version: 0.25

Date: 17 Nov 08 Page 195 of 252



JEWA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management

Solutions Security Target: International

Requirements Addressing the

Objective Obijective Rationale
receipt of virus and intrusion signature updates. (attack) signatures and virus definitions. Thisted channel
FTP_ITC.1(2) capability meets the O.SECURE_UPDATES objective.
O.SELF_PROTECTION FPT_FLS.1 FPT_FLS.1 ensures that the TSF preserves a seatgerien a
unit in a FortiGate cluster fails.
The TSF will maintain a domain for its own FPT_SEP.2
execution that protects itself and its resourcesfr FPT_SEP was chosen to ensure the TSF provides airml timat
external interference, tampering, or unauthorized FpT RVM.1 protects itself from untrusted users. If the T8Rrwt protect itself

disclosure.

FTP_ITC.1(1), FTP_ITC.1(2),
FTP_TRP.1(1), FTP_TRP.1(2)

FTP_ITC.1(3) (ENV),
FTP_ITC.1(4) (ENV)

FTP_TRP.1(3) (ENV),
FTP_TRP.1(4) (ENV)

it cannot be relied upon to enforce its securitjgis.
FPT_SEP.1 could have been used to address thepsawbtion,
however, FPT_SEP.2 was used to require thatiypographic
modulebe provided its own address space. This is napess
reduce the impact of programming errors in the iemg portions
of the TSF on the cryptographic module.

The inclusion of FPT_RVM.1 ensures that the TSFesglolicy
decisions on all interfaces that perform operatmmsubjects and
objects that are scoped by the policies. Withbist t
nonbypassability requirement, the TSF could nateied upon to
completely enforce the security policies, sincénaerface(s) may
otherwise exist that would provide a user with asde TOE
resources (including TSF data and executable aede)dless of
the defined policies. This includes controlling tccessibility to
interfaces, as well as what access control is geal/ivithin the
interfaces.

FTP_ITC.1(1), FTP_ITC.1(2) and FTP_TRP.1(1), FTPPTR2)
are necessary for communication between the TOBtret
trusted IT entities (e.g., authentication servatharized IT
entities) and the TOE and remote administratansordier to
protect TSF data and security attributes thereéirfor a trusted
channel/trusted path. The trusted channel ensliaeshe
authentication data that is supplied to the TORbiscompromised
It may be the case that the TOE relies upon arpaagd IT entity
to supply/manage TSF data (e.g., time stamphisdfis the case,
the trusted channel ensures the TSF data is nqtroonised. The
aspect of the trusted path that applies to thisaibje is
FTP_TRP.1.3, which requires that the entire reradtainistrative
session be protected. The protection of the conration path
when TSF data is being transmitted is criticah® TSF
maintaining a domain of execution that cannot beptered or
interfered with, thus resulting in a possible uhauized disclosure
or security policy failure.

O.SOUND_DESIGN

The design of the TOE will be the result of sound
design principles and techniques; the design of t
TOE, as well as the design principles and
techniques, are adequately and accurately
documented.

ADV_FSP.2
ADV_HLD.2
e
ADV_LLD.1
ADV_RCR.1

ADV_SPM.1

There are two different perspectives for this otiyec One is from
the developer’s point of view and the other is friba evaluator’s.
The ADV class of requirements is levied to aidha t
understanding of the design for both parties, whitimately
helps to ensure the design is sound.

ADV_SPM.1 requires the developer to provide anrnimi@ model
of the security policies of the TOE. Modeling thgmlicies helps
understand and reduce the unintended side-effeat®ctcur
during the TOE's operation that might adverselgetfthe TOE's
ability to enforce its security policies.

ADV_FSP.2 requires that the interfaces to the TSEdmpletely
specified. In this TOE, a complete specificatiéthe network
interface (including the network interface cardgiigical in
understanding what functionality is presented tvusted users
and how that functionality fits into the enforcerhehsecurity
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policies. Some network protocols have inherentsland users
have the ability to provide the TOE with networlckets crafted
to take advantage of these flaws. The routinestfoms that
process the fields in the network protocols alloed., TCP,
UDP, ICMP, any application level) must fully spéed: the
acceptable parameters, the errors that can beajedeand what,
if any, exceptions exist in the processing. Thefional
specification of the hardware interface (e.g., mekwnterface
card) is also extremely critical. Any processihgttis externally
visible performed by Network Interface Card (NICyshbe
specified in the functional specification. Haviagomplete
understanding of what is available at the TSF fater allows one
to analyze this functionality in the context of idesflaws.

ADV_HLD.2 requires that a high-level design of {i@E be
provided. This level of design describes the aechire of the
TOE in terms of subsystems. It identifies whichststems are
responsible for making and enforcing security ratg\e.g.,
anything relating to a Security Functional Requieet(SFR))
decisions and provides a description, at a higélJ@f how those
decisions are made and enforced. Having this lefvééscription
helps provide a general understanding of how thE Works,
without getting buried in details, and may allow tieader to
discover flaws in the design.

The low-level design, as required by ADV_LLD.1, ypides the
reader with the details of the TOE's design anadiess at a
module level how the design of the TOE addresseSHRs. This
level of description provides the detail of how mtes interact
within the TOE and if a flaw exists in the TOE'ssén, it is more
likely to be found here rather than the high-ledesign. This
requirement also mandates that the interfaces qeséy
modules be specified. Having knowledge of the patars a
module accepts, the errors that can be returned aedcription of
how the module works to support the security petiallows the
design to be understood at its lowest level.

The ADV_RCR.1 is used to ensure that the levels of
decomposition of the TOE's design are consistetit ane
another. This is important, since design decistbatare analyze
and made at one level (e.g., functional specificgtthat are not
correctly designed at a lower level may lead tesigh flaw. This
requirement helps in the design analysis to erdesegn decisions|
are realized at all levels of the design.

O.SOUND_IMPLEMENTATION The
implementation of the TOE will be an accurate
instantiation of its design, and is adequately and
accurately documented.

ADV_IMP.1
ADV_LLD.1
ADV_RCR.1

ALC_TAT.1

While ADV_LLD.1 is used to aid in ensuring that fROE's
design is sound, it also contributes to ensuriegtiplementation
is correctly realized from the design. It is expecthat evaluators
will use the low-level design as an aid in underdiag the
implementation representation. The low-level desgpuirements
ensure the evaluators have enough informationtédiigently
analyze (e.g., the documented interface descriptidthe modules
match the entry points in the module, error coéésrned by the
functions in the module are consistent with thasaiified in the
documentation) the implementation and ensurecibisistent with
the design.

ALC_TAT.1 provides evaluators with information nesary to
understand the implementation representation arad thie
resulting implementation will consist of. Criticaleas (e.g., the
use of libraries, what definitions are used, coergiptions) are
documented so the evaluator can determine how the
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implementation representation is to be analyzed.

ADV_RCR.1 is used here to provide the corresponelefithe
lowest level of decomposition (e.g., source codehé adjoining
level, low-level design. The correspondence armalgused by
the evaluator as a tool when determining if the-level design is
correctly reflected in the implementation repreatiah.

O.THOROUGH_FUNCTIONAL_ TESTING

The TOE will undergo appropriate security
functional testing that demonstrates the TSF
satisfies the security functional requirements.

ATE_COV.2
ATE_FUN.1
ATE_DPT.1

ATE_IND.2

In order to satisfy O.THOROUGH_FUNCTIONAL_ TESTING,
the ATE class of requirements is necessary. Thepooent
ATE_FUN.1 requires the developer to provide theeseary test
documentation to allow for an independent analybibe
developer’s security functional test coverageaddition, the
developer must provide the test suite executalvidssaurce code,
which are used for independently verifying the sste results
and in support of the test coverage analysis &ietsvi
ATE_COV.2 requires the developer to provide atestrage
analysis that demonstrates the TSFI are complatidyessed by
the developer’s test suite. While exhaustive ngstif the TSFI is
not required, this component ensures that the ggdunctionality
of each TSFl is addressed. This component alsgresgan
independent confirmation of the completeness ofekesuite,
which aids in ensuring that correct security refévfanctionality
of a TSFI is demonstrated through the testing eff&TE_DPT.1
requires the developer to provide a test coveragéysis that
demonstrates depth of coverage of the test siittés component
complements ATE_COV.2 by ensuring that the develtgees
into account the high-level design when developivair test suite.
Since exhaustive testing of the TSFl is not reqli®eTE_DPT.1
ensures that subtleties in TSF behavior that areeaalily apparen
in the functional specification are addressed entést suite.
ATE_IND.2 requires an independent confirmationhsf t
developer’s test results, by mandating a subststeofest suite be
run by an independent party. This component &gaires an
independent party to attempt to craft functionatsehat address
functional behavior that is not demonstrated ind&eeloper’s test
suite. Upon successful adherence to these regeitsithe TOE'S]
conformance to the specified security functionguieements will
have been demonstrated.

O.TIME_STAMPS

The TOE shall provide reliable time stamps and
capability for the administrator to set the timedis

for these time stamps.

FPT_STM.1

heMT_MTD.1(3)

FPT_STM.1 requires that the TOE be able to proxétiable time
stamps for its own use and therefore, partiallisBas this
objective. Time stamps include date and time aadeiable in
that they are always available to the TOE, ancttbek must be
monotonically increasing.

FMT_MTD.1(3) satisfies the rest of this objectiweproviding the
capability to set the time used for generating titeenps to either
the Security Administrator, authorized IT entity,bmth,
depending on the selection made by the ST author.

O.TRUSTED_PATH

The TOE will provide a means to ensure users a

not communicating with some other entity
pretending to be the TOE, and that the TOE is

communicating with an authorized IT entity and 1
some other entity pretending to be an authorized|

entity.

FTP_ITC.1(1), FTP_ITC.1(2)
eFTP_TRP.1(1), FTP_TRP.1(2)

FTP_ITC.1(3) (ENV),
?_fl_:TP_ITC.l(4) (ENV)

FTP_TRP.1(3) (ENV),
FTP_TRP.1(4) (ENV)

FTP_TRP.1.1 requires the TOE to provide a mechatfiatn
creates a distinct communication path that protibetslata that
traverses this path from disclosure or modificatidinis
requirement ensures that the TOE can identify tiiepmints and
ensures that a user cannot insert themselves betieeiser and
the TOE, by requiring that the means used for imgkhe
communication path cannot be intercepted and aléman-in-
the-middle-attack” (this does not prevent someoom fcapturing
the traffic and replaying it at a later time — §&T_RPL.1). Since|
the user invokes the trusted path (FTP_TRP.1.2jarésm they
can be assured they are communicating with the TOE.
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FTP_TRP.1.3 mandates that the trusted path bentgeneans
available for providing identification and autheatiion
information, therefore ensuring a user’'s authetitoedata will
not be compromised when performing authenticatimetions.
Furthermore, the remote administrator's commuricagiath is
encrypted during the entire session.

FTP_ITC.1(2) and FTP_ITC.1(2) are similar to FTPPTR1) and
FTP_TRP.1(2), in that they require a mechanismdhestes a
distinct communication path with the same charésttes,
however FTP_ITC.1(1) and FTP_ITC.1(2) is used tiigut
communications between IT entities, rather thawéeh a human
user and an IT entity. FTP_ITC.1.3 requires th&T@initiate
the trusted channel, which ensures that the TOE$tablished a
communication path with an authorized IT entity awod some
other entity pretending to be an authorized ITtgnti

O.VIRUS

The TOE will detect and block viruses contained
within an information flow which arrives at any of]
the TOE network interfaces.

FAV_ACT_EXP.1

The FAV_ACT_EXP.1 requirement dictathat the TOE detect
and block viruses which are contained within arfgrimation flow
which reaches one of the TOE network interfacess Th
requirement satisfies the O.VIRUS objective.

O.VULNERABILITY_ANALYSIS_TEST AVA_VLA.2

The TOE will undergo appropriate independent
vulnerability analysis and penetration testing to
demonstrate the design and implementation of the
TOE does not allow attackers with low attack

potential to violate the TOE’s security policies.

To maintain consistency with the overalisurance goals of this
TOE, O.VULNERABILITY_ANALYSIS_TEST requires the
AVA_VLA.2 component to provide the necessary level
confidence that vulnerabilities do not exist in TH@E that could
cause the security policies to be violated. AVA A/2 requires
the developer to perform a systematic search fterpial
vulnerabilities in all the TOE deliverables. Fbose
vulnerabilities that are not eliminated, a ratienalust be provided
that describes why these vulnerabilities cannabioited by a
threat agent with a low attack potential, whicinikeeping with
the desired assurance level of this TOE. As withftinctional
testing, a key element in this component is thahdapendent
assessment of the completeness of the developefgsis is
made, and more importantly, an independent vulriésaanalysis
coupled with testing of the TOE is performed. Téosnponent
provides the confidence that security flaws doexast in the TOE
that could be exploited by a threat agent of loackt potential to
violate the TOE's security policies.

Table 16 - Rationale for TOE Security Requirements

8.3 RATIONALE FOR ASSURANCE REQUIREMENTS

The selection of the EAL4+ level of assurance wasderby Fortinet, Incorporated, in

response to the needs of pr

8.4 RATIONALE FOR DE

ospective clients.

PENDENCIES

8.4.1 Rationale for Satisfying Functional Requirement Depndencies

Table 17 identifies the Security Functional Requieats from Part 2 of the CC and their
associated dependencies. It also indicates whiteeST explicitly addresses each
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dependency. Notes are provided for those casesewine dependencies are satisfied by

components which are hierarchical to the specidiggendency.

Security Dependency
Functional Dependencies e Notes
X Satisfied
Requirement
FAU_ARP.1 FAU_SAA.1 Yes FAU_SAA.lisinthe ST
FAU_GEN.1 FPT_STM.1 Yes FPT_STM.lis in the ST
FAU_GEN.1 Yes FAU_GEN.lis in the ST
FAU_GEN.2
FIA UID.1 Yes FIA_UID.2 is hierarchical and is in the ST
FAU_SAA.l FAU_GEN.1 Yes FAU_GEN.1lisin the ST
FAU_SAR.1 FAU_GEN.1 Yes FAU_GEN.lisin the ST
FAU_SAR.2 FAU_SAR.1 Yes FAU_SAR.lisin the ST
FAU_SAR.3 FAU_SAR.1 Yes FAU_SAR.lisin the ST
FAU_GEN.1 Yes FAU_GEN.lisin the ST
FAU_SEL.1
FMT_MTD.1 FMT_MTD.1 is in the ST
FAU_STG.2 FAU_GEN.1 Yes FAU_GEN.lisin the ST
FAU_STG.3 FAU STG.1 Yes FAU_STG.2 is hierarchiaad é in the ST
FAU STG.4 FAU _STG.1 Yes FAU_STG.2 is hierarchiaad é in the ST
[FDP_ITC.1 or [No
FDP_ITC.2 or No
FCS_COP.1 FCS_CKM.1] Yes] FCS_CKM.1is in the ST
FCS_CKM.4 Yes FCS_CKM.4 is in the ST
FMT_MSA.2 Yes FMT_MSA.2 is in the ST
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Security Dependency
Functional Dependencies e Notes
; Satisfied
Requirement
[FCS_CKM.2 or |[[Yes FCS_CKM.2(1) and FCS_CKM.2(2) are in the
ST.
FCS_COP.1] Yes] FCS_COP.1(1), FCS_COP.1(2),
FCS_CKM.1 E_CFIS_COP.l(3), and FCS_COP.1(4) are in the
FCS_CKM.4 Yes FCS_CKM.4 is in the ST
FMT_MSA.2 Yes FMT_MSA.2 is in the ST
[FDP_ITC.1 or [No
FDP_ITC.2 or No
FCS_CKM.4 FCS_CKM.1(1), FCS_CKM.1(2),
FCS_CKM.1] Yes] FCS_CKM.1(3), FCS_CKM.1(4), and
FCS_CKM.1(5) are in the ST.
FMT_MSA.2 Yes
FMT_MSA.2 is in the ST
FDP_IFF.1(1), FDP_IFF.1(2), FDP_IFF.1(3),
FOP_IFC.1 FOP_IFF.1 Yes FDP_IFF.1(4) are in the ST
FDP_IFC.1(1), FDP_IFC.1(2), FDP_IFC.1(3),
FDP_IFC.1 Yes - .= -
FDP_IFF.1 FDP_IFC.1(4) are in the ST
FMT_MSA.3 Yes FMT_MSA.3 is in the ST
FDP_RIP.2 None N/A
FIA_AFL.1 FIA_UAU.1 Yes EI_,I_A_UAU.l(l) and FIA_UAU.1(2) are in the
FIA_ATD.1 None N/A
FIA_ UAU.1 FIA UID.1 Yes FIA_UID.2 is hierarchicalnal is in the ST
FIA_UAU.2 FIA UID.1 Yes FIA_UID.2 is hierarchicalnal is in the ST
FIA_UAU.5 None N/A
FIA_UID.2 None N/A
FIA_ATD.1(1), FIA_ATD.1(2), and
FIA_USB.1 FIA_ATD.1 Yes FIA_ATD.1(3) are in the ST
Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 201 of 252



JEWA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

Security Dependency
Functional Dependencies e Notes
X Satisfied
Requirement

FMT_SMF.1 No See note below

FMT_MOF.1
FMT_SMR.1 Yes FMT_SMR.2 is hierarchical and is in the ST
[FDP_ACC.10or [[No
FDP_IFC.1] Yes] FDP_IFC.1lisinthe ST

FMT_MSA.1
FMT_SMF.1 No See note below
FMT_SMR.1 Yes FMT_SMR.2 is hierarchical and is in the ST
ADV_SPM.1 ves ADV_SPM.1 is in the ST
[FOP_ACC.1or [No FDP_IFC.1(1), FDP_IFC.1(2), FDP_IFC.1(3)

FMT_MSA.2 FDP_IFC.1] Yes] FDP_IFC.1(4) are in the ST
FMT_MSA.1 Yes FMT_MSA.lis in the ST
FMT_SMR.1 Yes FMT_SMR.2 is hierarchical and is in the ST
FMT_MSA.1 Yes FMT_MSA.1is in the ST

FMT_MSA.3
FMT_SMR.1 Yes FMT_SMR.2 is hierarchical and is in the ST
FMT_SMF.1 No See note below

FMT_MTD.1
FMT_SMR.1 Yes FMT_SMR.2 is hierarchical and is in the ST
FMT_MTD.1 Yes FMT_MTD.1 is in the ST

FMT_MTD.2
FMT_SMR.1 Yes FMT_SMR.2 is hierarchical and is in the ST

FMT_REV.1 FMT_SMR.1 Yes FMT_SMR.2 is hierarchicabais in the ST

FMT_SMR.2 FIA UID.1 Yes FIA_UID.2 is hierarchicahd is in the ST

FPT_AMT.1 None

FPT_FLS.1 None

FPT_ITA.1 None

FPT_ITC.1 None
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Secqrity . Dependency
Functional Dependencies e Notes
Requirement Satisfied
FPT_ITL1 None
AGD_ADM.1 Yes AGD_ADM.lisin the ST
FPT_RCV.1
ADV_SPM.1 Yes ADV_SPM.1is in the ST
FPT_RPL.1 None N/A
FPT_RVM.1 None N/A
FPT_SEP.2 None N/A
FPT_STM.1 None N/A
FPT_TST.1 FPT_AMT.1 Yes FPT_AMT.1lis in the ST
FRU_FLT.1 FPT_FLS.1 Yes FPT_FLS.1lis in the ST
FRU_RSA.1 None N/A
FTA_SSL.1 FIA_UAU.1 Yes gl_,rb\_UAU.l(l) and FIA_UAU.1(2) are in the
FTA_SSL.2 FIA_UAU.1 Yes gl_,rb\_UAU.l(l) and FIA_UAU.1(2) are in the
FTA SSL.3 None N/A
FTA_TAB.1 None N/A
FTA_TSE.1 None N/A
FTP_ITC.1 None N/A
FTP_TRP.1 None N/A

Table 17 - Security Functional Requirement Dependaries

Note: Although the FMT_SMF.1 requirement is aategency of FMT_MOF.1,
FMT_MSA.1 and FMT_MTD.1 it has not been includedhis ST. The ST author concurs
with the following rationale provided by the autb@f the MR PPs:

‘The requirements FMT_MOF.1, FMT_MSA.1 and FMT_MIT&press the
functionality required by the TSF to provide thedfied functions to manage TSF
data, security attributes and management functidhese requirements make it
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clear that the TSF has to provide the functionsitmage the identified data,
attributes and functions. Therefore FMT_SMF.1 ismexessary.’

8.4.2 Rationale for Satisfying Assurance Requirement Depwlencies

Table 18 identifies the Security Assurance Requerasifrom CC Part 3 and their associated
dependencies. It also indicates whether the STicetkpaddresses each dependency. Notes
are provided for those cases where the dependesr@esatisfied by components which are

hierarchical to the specified dependency.

Security Assurancg Dependencies Dependency Notes
Requirement Satisfied
ACM_AUT.1 ACM_CAP.3 Yes ACM_CAP.4 is hierarchicaléis in the ST
ACM_CAP.4 ALC_DVS.1 Yes ALC_DVS.lisinthe ST
ACM_SCP.2 ACM_CAP.3 Yes ACM_CAP.4 is hierarchicatlds in the ST
ADO_DEL.2 ACM_CAP.3 Yes ACM_CAP.4 is hierarchicaldhis in the ST
ADO_IGS.1 AGD_ADM.1 Yes AGD_ADM.1 is in the ST
ADV_FSP.2 ADV_RCR.1 Yes ADV_RCR.1lisinthe ST
ADV_HLD.2 ADV_FSP.1 Yes ADV_FSP.2 is hierarchical and is in the ST
ADV_RCR.1 Yes ADV_RCR.1lis in the ST
ADV_IMP.1 ADV_LLD.1 Yes ADV_LLD.1isinthe ST
ADV_RCR.1 Yes ADV_RCR.1lis in the ST
ALC_TAT.1 Yes ALC_TAT.lisinthe ST
ADV_LLD.1 ADV_HLD.2 Yes ADV_HLD.2 is in the ST
ADV_RCR.1 Yes ADV_RCR.1 is in the St
ADV_RCR.1 None N/A
ADV_SPM.1 ADV_FSP.1 Yes ADV_FSP.2 is hierarchicatlas in the ST
AGD_ADM.1 ADV_FSP.1 Yes ADV_FSP.2 is hierarchicaldais in the ST
AGD _USR.1 ADV_FSP.1 Yes ADV_FSP.2 is hierarchigadl @s in the ST
ALC_DVS.1 None N/A
ALC_FLR.3 None N/A
ALC_LCD.1 None N/A
ALC_TAT.1 ADV_IMP.1 Yes ADV_IMP.1is in the ST
ATE_COV.2 ADV_FSP.1 Yes ADV_FSP.2 is hierarchical and is in the ST
ATE_FUN.1 Yes ATE_FUN.1 is in the ST
ATE _DPT.1 ADV_HLD.1 Yes ADV_HLD.2 is hierarchical and is in the ST
ATE_FUN.1 Yes ATE_FUN.1l is in the ST
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Security Assurancg Dependencies Dependencyi Notes
Requirement Satisfied
ATE_FUN.1 None N/A
ATE_IND.2 ADV_FSP.1 Yes ADV_FSP.2 is hierarchical and is in the ST
AGD_ADM.1 Yes AGD_ADM.lisin the ST
AGD_USR.1 Yes AGD_USR.lisinthe ST
ATE_FUN.1 Yes ATE_FUN.1lis in the ST
AVA_MSU.2 ADO_IGS.1 Yes ADO_IGS.1is in the ST
ADV_FSP.1 Yes ADV_FSP.2 is hierarchical and is in the ST
AGD_ADM.1 Yes AGD_ADM.1is in the ST
AGD_USR.1 Yes AGD_USR.lisinthe ST
AVA SOF.1 ADV_FSP.1 Yes ADV_FSP.2 is hierarchical and is in the ST
ADV_HLD.1 Yes ADV_HLD.2 is hierarchical and is in the ST
AVA VLA.2 ADV_FSP.1 Yes ADV_FSP.2 is hierarchical and is in the ST
ADV_HLD.2 Yes ADV_HLD.2 is in the ST
ADV_IMP.1 Yes ADV_IMP.1 is in the ST
ADV_LLD.1 Yes ADV_LLD.1isinthe ST
AGD_ADM.1 Yes AGD_ADM.lisin the ST
AGD_USR.1 Yes AGD_USR.lisinthe ST

Table 18 - Security Assurance Requirement Dependeies

8.5 RATIONALE FOR STRENGTH OF FUNCTION CLAIM

Part 1 of the CC defines “strength of function’ténms of the minimum efforts assumed
necessary to defeat the expected security behaveT OE security function. There are
three strength of function levels defined in Pal$OF-Basic, SOF-Medium and SOF-High.
SOF-Basic is the strength of function level cholrthis ST. SOF-Basic states, “a level of
the TOE strength of function where analysis shdvas the function provides adequate
protection against casual breach of TOE securitgttackers possessing a low attack
potential.” The rationale for choosing SOF-Basisw@be consistent with the TOE
objective O.VULNERABILITY_ANALYSIS_TEST and assurea requirements included in
this ST. Specifically, AVA_VLA.2 requires that tH@©E be resistant to an attacker with a
low attack potential, this is consistent with SO&sE.

FortiGate Unified Threat Management Solutions patea level of protection that is
appropriate against threat agents whose attackipaltes low, in IT environments that
require that information flows be controlled andtrieted among network nodes where the
FortiGate unit can be appropriately protected frngsical attacks. The FortiGate unit’s
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management console must be controlled to restdss to only authorized administrators.
It is expected that the FortiGate units will betpobed to the extent necessary to ensure that
they remain connected to the networks they prot&€be minimum strength of function,
SOF-Basic is consistent with those requirements.

8.6 RATIONALE FOR EXPLICIT REQUIREMENTS

Table 19 presents the rationale for the inclusiotihe® explicit functional and assurance
requirements found in the ST.

Explicit Requirement

Identifier

Rationale

FAU_ARP_ACK_EXP.1

Security alarm acknowledgement

This explicit requirement is necessary
since a CC requirement does not exig
to ensure an administrator will be aws
of the alarm. The intent is to ensure
that if an administrator is logged in an
not physically at the console or remot
workstation the message will remain
displayed until the administrators hav
acknowledged it. The message will n
be scrolled off the screen due to othe
activity-taking place (e.qg., the auditor
running an audit report).

FAV_ACT_EXP.1

Anti Virus Actions

This explicit regqement is necessary
since the CC does not provide a mea
to specify antivirus detection and
blocking capabilities.

NS

FCS_BCM_EXP.1

Baseline cryptographic module

Thigliek requirement is necessary
since the CC does not provide a mea
to specify a cryptographic baseline of
implementation. This requirement
specifies that all implemented
cryptographic functions must be FIPS|
140-2 validated to a stated FIPS 140-
security level.

NS

FIP_ACT_EXP.1

Intrusion Prevention Actions

This Eciprequirement is necessary
as the CC does not provide any
requirements which specify the ability|

to detect and prevent intrusion attacks

D.

IDS_COL_EXP.1
IDS_RDR_EXP.1

IDS_STG_EXP.1

Sensor Data Collection
Restricted Data Review

Guarantee of Sensor Availability

A family of IDS requirements was
created to specifically address the da
collected and analysed by an IDS. TH
audit family of the CC (FAU) was use
as a model for creating these
requirements. The purpose of this

family of requirements is to address the
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Explicit Requirement

Identifier

Rationale

IDS_STG_EXP.2

Prevention of Sensor Data Loss

unique nature of IDS data and provide

for requirements about collecting,
reviewing and managing the data.
These requirements have no
dependencies since the stated
requirements embody all the necessa
security functions.

D

ry

Table 19 - Rationale for Explicit Requirements

8.7 TOE SUMMARY SPECIFICATION RATIONALE

8.7.1 TOE Security Functions Rationale

Table 16 provides a bi-directional mapping of Séglrunctions to Security Functional
Requirements from the CC Part 2. Table 17 provadesdirectional mapping of Security
Functions to the Explicit Security Functional Reguients. The tables, taken together, show
that each of the SFRs is addressed by at leastfdhe Security Functions and that each of
the Security Functions addresses at least oneed@fRs. The tables are followed by a
discussion of how each Security Functional Requér@ims addressed by the corresponding

Security Function.

=
o G| 3
22|88 |8 & |E
LL LL LL LL LL LL LL LL
FAU_ARP.1 X
FAU_GEN.1 X
FAU_GEN.2 X
FAU_SAA.1 X X
FAU_SAR.1 X X
FAU_SAR.2 X X
FAU_SAR.3 X
FAU_SEL.1 X X
FAU_STG.2 X X X
FAU_STG.3 X
FAU_STG.4 X X X
FCS_CKM.1(1) X
FCS_CKM.1(2) X
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F.ADMIN

F.AUDIT

F.CRYPTO

F.1&A

F.IFC
F.IPS

F.PROTECT

F.TRSTCOMM

FCS_CKM.1(3)

FCS_CKM.1(4)

FCS_CKM.1(5)

FCS_CKM.2(1)

FCS_CKM.2(2)

FCS_CKM.4

X| X[ X| X[ X]| X

FCS_COP.1(1)

FCS_COP.1(2)

FCS_COP.1(3)

FCS_COP.1(4)

X| X[ X]| X

FDP_IFC.1(1)

FDP_IFC.1(2)

FDP_IFC.1(3)

FDP_IFC.1(4)

FDP_IFF.1(1)

FDP_IFF.1(2)

FDP_IFF.1(3)

FDP_IFF.1(4)

X| X[ X]| X

X| X X| X[ X]| X| X| X

FDP_RIP.2

FIA_AFL.1

FIA_ATD.1(1)

FIA_ATD.1(2)

FIA_ATD.1(3)

X| x| X| X

FIA_UAU.1(1)

FIA_UAU.1(2)

FIA_UAU.2

FIA_UAU.5

FIA_UID.2

FIA_USB.1

w<| x| x| x| x| x| x| x| x| <

FMT_MOF.1(1)

FMT_MOF.1(2)

FMT_MOF.1(3)

FMT_MOF.1(4)

FMT_MOF.1(5)

FMT_MOF.1(6)

FMT_MOF.1(7)

FMT_MOF.1(8)

X[ X X| X[ X X| X[ X
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F.AUDIT
F.CRYPTO
F.I&A

F.IFC

F.IPS
F.PROTECT
F.TRSTCOMM

FMT_MOF.1(9)
FMT_MOF.1(10)
FMT_MOF.1(11)
FMT_MOF.1(12)
FMT_MOF.1(13)
FMT_MSA.1
FMT_MSA.2
FMT_MSA.3(1)
FMT_MSA.3(2)
FMT_MTD.1(1)
FMT_MTD.1(2)
FMT_MTD.1(3)
FMT_MTD.1(4)
FMT_MTD.1(5)
FMT_MTD.1(6)
FMT_MTD.1(7)
FMT_MTD.1(8)
FMT_MTD.1(9)
FMT_MTD.2(1)
FMT_MTD.2(2)
FMT_REV.1
FMT_SMR.2
FPT_AMT.1
FPT_FLS.1
FPT_ITA.L X
FPT_ITC.1
FPT_ITI.1
FPT_RCV.1
FPT_RPL.1
FPT_RVM.1 X
FPT_SEP.2
FPT_STM.1
FPT_TST.1(1) X X
FPT_TST.1(2) X X
FRU_FLT.1
FRU_RSA.1(1)
FRU_RSA.1(2)

x| x| X| x| x| x| x| x| x| x| x| x| x| x| x| x| X| x| x| x| x| x| F-ADMIN
<

x| x| X[ X| X[ X[ x| X| x| x| X[ x| X| x| X
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s
- >
o) 3) o)
z | £ | & =
= a) > @) %)
o < O N
2| 2| 5| 2| |z | & |E
LL LL LL LL LL LL LL LL
FTA_SSL.1 X X X
FTA_SSL.2 X X X
FTA_SSL.3 X X X
FTA_TAB.1 X X
FTA_TSE.1 X
FTP_ITC.1(2) X X
FTP_ITC.1(2) X X
FTP_TRP.1(1) X X
FTP_TRP.1(2) X X

Table 20 - Mapping of Security Functions to Secunt Functional Requirements from

CC Part 2
=
— =
O @) @)
z | = | & =S
= &) > @] 7]
o < (@) )
<D( 3 @) 3 e a o =
w w w w w w w w
FAU_ARP_ACK_EXP.1 X
FAV_ACT _EXP.1 X X X
FCS_BCM_EXP.1 X
FIP_ACT_EXP.1 X X X

IDS_COL_EXP.1
IDS_RDR_EXP.1
IDS_STG_EXP.1
IDS_STG_EXP.2

x| x| X| X
x| x| X| X

Table 21 - Mapping of Security Functions to Explidi Security Functional Requirements

Security Functional TOE Security

Requirement Function Rationale
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Security Functional
Requirement

TOE Security
Function

Rationale

FAU_ARP.1 - Security alarms

F.AUDIT

Upon detectagotential violation, the TOE immediatelly
displays an alarm message identifying the potential
security violation, generates an audible alarnth@toption
of the Security Administrator), and makes accesdif
audit record contents associated with the auditadat(s)
that generated the alarm.

The TOE displays alarm messages and sounds thiel@ud
alarm until the alarm has been acknowledged.

The alarm message will be displayed and the audialen
will sound at the Local Console regardless of whetr
not an administrator is currently logged into thacal
Console.

The alarm message will display and the audiblemalaill
sound at any Network Management Stations which have
administrative sessions at the time the potengialisty
violation was detected.

The alarm message will display and the audiblemalaill
sound at any Network Managements Stations which
establish administrative sessions with the TOE teefioe
alarm is acknowledged.

FAU_ARP_ACK_EXP.1 -
Security alarm
acknowledgement

F.AUDIT

The TOE will display alarm messages andrebthe
audible alarm until the alarm is acknowledged. bt t
Local Console, the TOE will repeat the displaytaf t
alarm message to ensure that the message is ntédcr
off the display by other activity at the Local Coles

Alarms can only be acknowledged by an Administrator
who has successfully authenticated to the TOE tiirahe
Local Console, Network CLI or Network Web-based G\
The TOE creates an audit record which includes the
identity of the Administrator that acknowledged #iarm
and the time the alarm was acknowledged. Whenaamal
is acknowledged, the TOE displays a message aioited
Console and at any Network Management Stations with
administrative sessions identifying:

« Administrator authentication failures;

4

» the potential security violation which caused th
alarm;

» the identity of the administrator who
acknowledged the alarm; and
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Security Functional TOE Security

Requirement Function Rationale

» the time the alarm was acknowledged. This
acknowledgement message will be displayed af
the Local Console regardless of whether or nofjan
administrator is currently logged into the Local
Console.

When using the Network Web-based GUI,
acknowledgement is done by selecting the “OK” hutta
the alarm notification. When using the Local Cdeswr
Network CLI, the administrator must execute an “ack
alarm” command in order to acknowledge the alarm.

FAU_GEN.1 - Audit data F.AUDIT The TOE generates audit records for thetspaand
generation shutdown of the audit function and all of the egaéfined
in Table 7.

The TOE generates timestamps for all audit everds a
records the timestamp with each audit record. Also
recorded are the type of event, identity of the ase
subject which caused the event (if applicable)conne of
the event and any additional information listedhie third
column of Table 7.

Standard audit records are 512 bytes in lengtlan Hudit
record exceeds 512 bytes, it is wrapped into arebb®2
byte audit record to ensure no audit detail is lost

The TOE has 7 different classes of audit records:

e Eventlog - includes all system level events sugh
as identification, authentication, configuration
changes, audit record deletion, etc;

» Traffic log — includes all data flow decisions,
source/destination information, etc;

» Antivirus log — includes any AV related events
such as the detection of an infected file and thg
action taken;

e Attack log — includes any IPS or local protectiof
events such as DoS events, etc;

» Web filter log (not part of evaluated
configuration);

e Antispam log (not part of evaluated
configuration); and
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Security Functional
Requirement

TOE Security
Function

Rationale

* IM/P2P log (not part of evaluated configuration].

Application Note: It is not possible to startupda
shutdown the auditing function independently of Ti2E.
However since the TOE writes audit records fordtastup
and termination of each TOE subprocess (daemaom), th
audit trail will contain records which show therstig and
shutdown of the auditing function coincident wittet
startup and shutdown of the TOE itself.

FAU_GEN.2 - User identity
association

F.AUDIT

The identity of the administrator is reded for all audited
administrator initiated events such as configuratio
changes, audit log deletion and key loading.

The identity of the authenticated proxy user iorded for
all audited information flow requests under the
Authenticated Information Flow SFP.

FAU_SAA.1 - Potential
violation analysis

F.AUDIT

F.ADMIN

The Security Administrator can specify thresholuisthe
following events:

» Administrator authentication failures;

» Proxy user authentication failures;

»  Cryptographic encrypt/decrypt failures;

* Replay attempts of TSF data or security attribu

» Self-test failures;

» Firewall rule violations, based on
source/destination address and port and time

period; and

» Protection Profile (Anti-Virus and/or IPS)
violations.

An alarm is triggered if the number of events exisethe
defined threshold.

Application Note: Administrative guidance is pided
which instructs the Security Administrator to ded t
thresholds for replay attempts and self-test fagup a
value of 1. This ensures that an alarm is triggéoeall
detected replay attempts and all failures of the
cryptographic and non-cryptographic self -tests

| (SN
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Security Functional
Requirement

TOE Security
Function

Rationale

FAU_SAR.1 - Audit review

F.AUDIT

F.ADMIN

All administrative roles have read access to ttditau
records (Security Administrator, Audit Administratand
Crypto Administrator). The audit records can beessed
through the Local Console, Network CLI, and thewdek
Web-based GUI.

When using the Network Web-Based GUI, administsatg
can view all audit records either as raw datag@lhmns)
or as a filtered subset of columns. Filtered aretibrds
(columns and rows) can be viewed through the Local
Console or Network CLI. Administrators can modife
filters to change the view of the audit recordbie humber
of records to display at one time can also be fipdci

FAU_SAR.2 - Restricted audit
review

F.AUDIT

H.ADMIN

The TOE restricts access to all TOE administrative
functions to authenticated administrators by assigole.
All administrative roles have read access to thditau
records (Security Administrator, Audit Administratand
Crypto Administrator). Non-administrative users @éano
access to the audit log files and the data that ¢batain.

FAU_SAR.3 - Selectable audit
review

F.AUDIT

The TOE supports selectable review (displafyaudit data
through the Local Console or the Network CLI. Lagal
can be filtered for display. Specific audit infation can
be specified as part of the filter. For examphe, t
administrator could execute a CLI command to fi{tist)
all audit records with a specific source IP oratiords
between 2 dates. Filter criteria include (but arelimited
to):

e user identification (including a range of users);

e source subject identity;

» destination subject identity;

» dates and times (from/to, included/excluded);

* arange of one or more subject service identifig]

» arange of one of more transport layer protocol

« firewall rule identity;

*  TOE network interface;

* log severity level (information, alert, emergency
critical, error, warning, notification, debug); and

IS,
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» action (accept, deny).

FAU_SEL.1 - Selective audit

F.AUDIT

F.ADMIN

The TOE allows the Security Administrator to modifig
set of auditable events using the Local Consotber
Network CLI. Events can be excluded from the audit
record as they are written to the log storage debased
on a filter. Filter parameters include (but aré limited
to); administrator identity, proxy user identityeat type,
network identifier, source/destination IP addrestject
service identifier, success or failure of the aalol# event
and firewall rule identity.

FAU_STG.2 - Protected audit
trail storage

F.AUDIT

F.ADMIN

F.PROTECT

Deletion of individual audit records, sets of auditords,
and the audit logs themselves is restricted to aidtnators
with the Audit Administrator role.

No user (administrative or otherwise) has the ghit
modify the records in the audit logs.

FAU_STG.3 - Action in case of
possible audit loss

F.AUDIT

F.ADMIN

By default, the TOE generates an audit record andsan
alarm when the log storage device reaches 75%, 86
95% of capacity. The alarm is sent to any remote
administrative sessions that exist as well ased thcal
Console (whether or not an administrative sesskists).
The alarm consists of a displayed message andnai§io
an audible alarm.

The Security Administrator can modify:
e the thresholds at which an alarm is generated;

« whether or not an audit record is created when
alarm is generated; and

+ whether or not an audible alarm is sounded wh
the alarm is generated.

FAU_STG.4 - Site-Configurablé
Prevention of Audit Loss

e F.ADMIN

F.AUDIT

F.PROTECT

The TOE supports three different Security Admiisir
settable actions to prevent loss of audit data:

»  Shut down network interfaces (default action);
*  Overwrite audit records (FIFO); and
»  Stop logging

The enabled action is taken once the log storageele

reaches 95% capacity. If the “shut down network

Doc No: 1523-011-D002

Version: 0.25 Date: 17 Nov 08 Page 215 of 252

the

en



JEnA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

Security Functional
Requirement

TOE Security
Function

Rationale

interfaces” option is enabled, the TOE enters aorenode
in addition to shutting down the network interfacde
Security Administrator must clear the error mode by
freeing space on the log storage device using tiualL
Console connection. By taking action when the lag s
reaches 95% of log storage capacity, the TOE esshas
the Security Administrator actions taken in orderdsolve
the log storage problem are themselves loggedtatdb
audit records are lost.

Application Note: Administrative guidance is pited
which informs the Security Administrator that ol first
two options are permitted in the evaluated confitjon of
the TOE.

FAV_ACT_EXP.1 - Anti Virus
Actions

F.IFC

F.ADMIN

F. TRSTCOMM

The TOE detects and prevents virus attacks cortdaine
within information flows which arrive at any of itetwork
interfaces. The Security Administrator can confegtire
TOE to block and or quarantine a virus which iseded in
an information flow. The TOE provides a secure
mechanism via a trusted channel for the updatéro$ v
signatures used by the TSF.

FCS BCM_EXP.1 - Baseline
cryptographic module

F.CRYPTO

All cryptographic functions implementedthg TOE that
are FIPS-approved cryptographic functions are
implemented in crypto modules which are FIPS 140-2
validated to an overall Security Level of 2 and evhimeet
Level 3 for the following security requirements:

e cryptographic module ports and interfaces;
* roles, services and authentication;
» cryptographic key management; and
» design assurance.
All cryptographic functions implemented by the T@iat
are FIPS-approved cryptographic functions are
implemented using a FIPS-approved mode of operatiof
e The FIPS 140-2 Security Policies for the TOE 4
available on the NIST website
(http://csre.nist.gov/cryptvall). There are sever

Security Policies that apply to the TOE based
the form factor of the FortiGate model.

FCS_CKM.1(1) - Cryptographid
Key Management (key

F.CRYPTO

The FIPS-validated cryptomodule is usethieyTOE to

generate symmetric and asymmetric cryptographis.key
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generation)
FCS_CKM.1(2) - Cryptographig¢ F.CRYPTO The TOE performs Cryptographic Key Estdbtient
Key Management (Key using Discrete Logarithm Key Agreement for AES
Establishment for symmetric symmetric keys.
keys)
: The TOE supports uploading public and private keysse
FCS_CKM.1(3) - Cryptographi¢ F.CRYPTO as custom RSA keys for administrator authenticafidris
Key Management (Key Entry . . ! . Do
- is accomplished by uploading the signed publicifoeate
for Digital ; . . .
. N . from a FortiUSB token to the FortiGate unit. If ghevate
Signature/Verification Private K d he FortiG it @ edsst b
Keys) ey was not generated on the FortiGate unit, & alsist be
uploaded from the FortiUSB token. Certificates nheste
a modulus of at least 2048 bits. The FortiGatealste
errors in the uploaded public certificate by vearifythe
certificate structure.

FCS_CKM.1(4) - Cryptographig¢ F.CRYPTO The TSF applies validation techniqueseioegated

Key Management (Key Entry symmetric and asymmetric keys in accordance.

for Digital

Signature/Verification Private

Keys)

FCS_CKM.1(5) - Cryptographi¢ F.CRYPTO The TSF provides cryptographic key esshbfient

Key Management (Internet Key techniques for internet key exchange.

Exchange)

FCS_CKM.2(1) - Cryptographig F.CRYPTO The TSF provides for key handling andasier

Key Management (Key

Handling and Storage)

FCS_CKM.2(2) - Cryptographig F.CRYPTO The TSF performs manual and automatedilgtgibution.

Key Management (Key

Distribution)

FCS_CKM.4 - Cryptographic | F.CRYPTO The TOE destroys cryptographic keys iroetance with af

key destruction cryptographic key zeroization method which meetskhy
Zeroization Requirements of FIPS PUB 140-2 Key
Management Security Level 3.
The zeroization of all private cryptographic kegkintext
cryptographic keys and all other critical cryptque
security parameters is immediate and complete.
Zeroization of intermediate storage areas for peiva
cryptographic keys, plaintext cryptographic keyd afi
other critical cryptographic security parameters is
accomplished by overwriting the storage area ttimes
with an alternating pattern.
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The storage area for private cryptographic keyanpgxt
cryptographic keys and all other critical cryptquni
security parameters is a flash RAM device. Zerdzapf
these storage areas occurs when the Security Ashnaitar
executes a factory reset. All non-preconfiguredskayd
critical security parameters are zeroized by ovitivg the
storage area with zeroes.

FCS_COP.1(2) - Cryptographid F.CRYPTO The cryptomodule used by the TOE to perfencryption

operation and decryption uses the AES algorithm in CBC moik W

(Encryption/Decryption AES) key sizes of 128-bits, 192-bits and 256-bits. .

FCS_COP.1(2) - Cryptographid F.CRYPTO The FIPS-validated cryptomodule used kyR®E for

operation (Digital Signature
Generation/Verification

digital signature generation and verification immpénts
the rDSA algorithm with the following specification

» the cryptomodule implements the rDSA algorith
with a modulus size of 2048 bits in a manner

Signatures Using Reversible Public Key
Cryptography for the Financial Services Indust
(rDSA).

which that conforms to ANSI X9.31-1998, DigiI/

* The choices and options used in conforming to
X9.31-1998 are as follows:

0 public verification exponent, e:
generated;

0 supported hash algorithm: SHA-1;

0 private signature key options: d and n
derived, p and q derived, SEED value(
for generation of p and g generated on
first boot from unit specific information;

o calculation speed up values: none;

o random number generation method us
ANSI X9.31 Appendix A; and

o G Function: SHA-1.

The TOE’s implementation of rDSA is compliant with
both X9.31-1998 and PKCS#1. X9.31 complianceés th
default mode of operation for the TOE. The Segurit
Administrator can disable X9.31 compliance (which

m

the

pd:

enables PKCS#1 compliance) for compatibility with
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commercially available products.

FCS_COP.1(3) - Cryptographig
operation (Cryptographic Hash
function)

F.CRYPTO

The TOE performs all cryptographic hasHingctions
using a FIPS-approved cryptographic hashing functio
implemented in a FIPS approved cryptomodule runitng
a FIPS-approved mode. The SHA-1 hashing algorighm
used for all cryptographic hashing functions.

FCS_COP.1(4) - Cryptographidg
operation (Random number
generator)

F.CRYPTO

The TOE performs all random number gei@ratsing a
FIPS-approved random number generator implementeq
a FIPS-approved cryptomodule operating in a FIPS-
approved mode. The random number generator spekcifi
by Appendix A of ANSI X9.31 is used by the TOE'$PS-
approved cryptomodule.

1%

FDP_IFC.1(1) - Subset
information flow control
(unauthenticated policy)

F.IFC

The TOE permits the Security Administratod&dine
firewall rules which determine whether or not thed
permits information (packets) to flow through the e
without authentication of the user sending therimiation.

The TOE may permit two general types of unauthartsit
information flow:

» Information flow through the TOE from a sourc¢
to a destination; and

*  SMTP information flow via an application proxyf

For information which flows via an application pygsthe
TOE ensures that the connection from the source
terminates at the TOE and that the connection livlee
TOE and the destination does not include any of the
stateful protocol attributes associated with tHejesct.

The Security Administrators may define firewallasil
which permit (or deny) the flow of information basepon
(but not limited to) the following criteria:

* The TOE interface, VLAN or VDOM which
originates the information flow (the source
subject);

* The TOE interface, VLAN or VDOM which is th
destination of the information flow (the
destination subject); and

11

* The information contained within the informatioh
flow (packet contents).
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FDP_IFC.1(2) - Subset
information flow control
(authenticated policy)

F.IFC

The TOE permits the Security Administratodefine
firewall rules which determine whether or not tHeg
permits information (packets) to flow through theH&
without authentication of the user sending therimiation.

The TOE may permit two general types of unauthateit
information flow:

* Information flow through the TOE from a sourc
to a destination; and

e« SMTP information flow via an application proxy.

For information which flows via an application pygsthe
TOE ensures that the connection from the source
terminates at the TOE and that the connection iviee
TOE and the destination does not include any of the
stateful protocol attributes associated with tHejeset.

The Security Administrators may define firewallesil
which permit (or deny) the flow of information basepon
(but not limited to) the following criteria:

* The TOE interface, VLAN or VDOM which
originates the information flow (the source
subject);

*  The TOE interface, VLAN or VDOM which is
the destination of the information flow (the
destination subject); and

* The information contained within the informatio|
flow (packet contents).

FDP_IFC.1(3) - Subset
information flow control
(unauthenticated TOE services

policy)

F.IFC

The TOE permits the Security Administratodefine
firewall rules which determine whether or not tHeg
responds to information flows which request actess
TOE services without requiring authentication df tiser
sending the information.

The Security Administrators may define firewallasil
which accept (or reject) packets which include
unauthenticated requests for access to TOE servase
upon (but not limited to) the following criteria:

* The TOE interface, VLAN or VDOM which
originates the information flow (the source
subject); and
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The TOE service which is the subject of the infaiora
flow request.
FDP_IFC.1(4) - Subset F.IFC The TOE permits the Security Administratodefine
information flow control (VPN firewall rules which determine whether or not thed
policy) responds to information flows for VPN users.
The Security Administrators may define firewallesil
which accept (or reject) packets based upon (but no
limited to) the TOE interface, VLAN or VDOM which
originates the information flow (the source subject
FDP_IFF.1(1) - Simple security F.ADMIN The TOE provides the Security Administrator witle th
attributes (unauthenticated ability to define a set of firewall rules which demine
policy) F.IFC whether or not the TOE permits an information fldwe

Security Administrator has the ability to specifgtorder
in which the firewall rules are applied to requéste
information flows. The first rule which explicitigpplies to
the requested information flow is used to determine
whether or not the information flow is acceptedejected.
If there are no rules which explicitly apply to ttegjuested
information flow, the information flow is rejectedhe
TOE also provides tools which allow the Security
Administrator to view information flows allowed lblye set
of defined firewall rules before applying the rides

The criteria that the Security Administrator mag us
order to define a firewall rule are listed in Sentb of this
document under FDP_IFF.1.1(1).

The TOE completely reassembles fragmented packets
before applying the firewall policy rules to thecgats.
The TOE implements stateful packet inspection rirles
that each, non-fragmented, packet that is recdiyetie
TOE is either associated with an existing allowed
connection, or is considered as an attempt to ksfedo
new connection and therefore subject to the firemsgs.

Regardless of other firewall rules, the TOE wilhglean
information flow if:

» The source of the information flow is a broadca
identity;

e The source if the information flow is a loopbacKi
identifier;

» The information flow specifies the route of

information flow from the source subject to the
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destination subject; and

The information flow is SMTP traffic that includesurce
routing symbols.

FDP_IFF.1(2) - Simple security,
attributes (authenticated policy

F.ADMIN

F.IFC

The TOE provides the Security Administrator witle th
ability to define a set of firewall rules which danine
whether or not the TOE requires authenticationrdeoto
access an application proxy for a specific transfayer
protocol. The Security Administrator has the abitd
specify the order in which the firewall rules apphked to
requested information flows. The first rule whictpkcitly
applies to the application proxy request is used to
determine whether or not the request is accepted or
rejected. If there are no rules which explicitlyphpto the
requested application proxy, the request is rejedtbe
TOE also provides tools which allow the Security
Administrator to view information flows allowed lblye set
of defined firewall rules before applying the rides

The criteria that the Security Administrator mag urs
order to define a firewall rule for access to aplaation
proxy which requires authentication are listed étt®n 5
of this document under FDP_IFF.1.1(2).

The TOE completely reassembles fragmented packets
before applying the firewall policy rules to thecgats.
The TOE implements stateful packet inspection rirles
that each, non-fragmented, packet that is recdiyettie
TOE is either associated with an existing allowed
connection, or is considered as an attempt to ksfedo
new connection and therefore subject to the firemsgs.

FDP_IFF.1(3) - Simple security,
attributes (unauthenticated TO}
services policy)

F.ADMIN

F.IFC

The TOE provides the Security Administrator witle th
ability to define a set of firewall rules which danine
whether or not the TOE permits access to a spdcfeE
service without authentication. The Security Adrsirator
has the ability to specify the order in which threwall
rules are applied to unauthenticated TOE servigaasts.
The first rule which explicitly applies to the rezgt is used
to determine whether or not the unauthenticated TOE
service request is accepted or rejected. If thexema rules
which explicitly apply to the unauthenticated TGd\sce
request, the request is rejected. The TOE alsdgesv
tools which allow the Security Administrator to wie
information flows allowed by the set of definecefivall
rules before applying the ruleset.

The criteria that the Security Administrator mag urs
order to define a firewall rule are listed in Sentb of this
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document under FDP_IFF.1.1(3).

Regardless of other firewall rules, the TOE wilhglean
unauthenticated TOE service request if:

» The source of the request is a broadcast identit

* The source of the request is a loopback identifi
and

The request specifies the route of information ffosm
the source subject to the TOE.

FDP_IFF.1(4) - Simple security
attributes (VPN Policy)

F.ADMIN

F.IFC

The TOE permits the Security Administrator to defin
firewall rules which determine whether or not thed
responds to information flows for VPN users.

FDP_RIP.2 - Full residual
information protection

F.PROTECT

Users of the TOE do not have accessytofaie TOE's
resources. Users do not have access to the filersys
maintained by the TOE and there are no operatiatgsy
commands which provide access to either memorkeor t
file system.

The only resource provided by the TOE to userthds
information content of packets transmitted by ti@ET
Packets transmitted by the TOE are assembled inomen
which has been overwritten by the TOE before atiooa
to the packet. This ensures that any previous indbion
content of the memory is not revealed.

FIA AFL.1- Authentication
failure handling

F.ADMIN

F.1&A

The TOE generates an alarm indicating a possiloierie
violation when the number of consecutive unsuccissf
attempts to establish a remote session, by a gisen
account, exceeds a maximum limit. The maximum limit
set by the Security Administrator.

In addition to the generation of an alarm, the @gcu
Administrator can specify whether or not exceedhe
maximum number of login attempts results in theoaot
becoming locked. If the Security Administrator sfies
that the account does become locked, the Security
Administrator also specifies the period of time fdrich
the account is locked.

Once a user account has been locked, that usenotay
establish a remote session with the TOE until tlo&dut
time period has expired or the Security Administrdtas
taken action to unlock the account.
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Application Note: The authentication failure liapply
to remote administrator authentication attemptsgody

user authentication attempts. The TOE does notremfan
authentication limit for the Local Console.

FIA_ATD.1(1) - User attribute
definition (administrator)

F.ADMIN

F.1&A

For each Administrator account maintained by th&TO
the following information is recorded:

* The user identifier (user name);

* The administrative role associated with the useg
identifier (Security Administrator, Audit
Administrator, Cryptographic Administrator);

» Password;

e Optionally, up to three trusted host IP
Address/Netmask pairs from which the
administrator can establish a remote
administrative session; and

» Optionally, a virtual domain identifier associate
with the administrative account.

FIA_ATD.1(2) - User attribute
definition (authorized proxy
user)

F.ADMIN

F.1&A

For each proxy user account maintained by the T,
following information is recorded:

* The user identifier (user name);

* The role associated with the user identifier (prg
user);

» Password;

e Any user groups of which the user is a membef;

and

« Any firewall policy rules applicable to that user.

FIA_ATD.1(3) - User attribute
definition (VPN Remote
Devices)

F.ADMIN

F.1&A

For each VPN Remote Device account maintained &y t
TOE maintains IPSec Phase 1 and IPSec Phase 2
information.

-

FIA_UAU.1(1) Timing of
authentication (for TOE
services)

F.1&A

The Security Administrator may configure th®E to
provide ICMP Services to an unauthenticated udee. T
TOE requires authentication for access to all oTh@E
services.
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FIA_UAU.1(2) Timing of
authentication (for information
flow through the TOE)

F.1&A

The TOE will allow SMTP traffic to flow throgh the TOE
(subject to the firewall rules) without requiringar
authentication. The TOE requires authenticatiorafbr
other information flows.

FIA_UAU.2 - Specified user
authentication before any actio

F.1&A

The following types of users (and remote Ifitides) must
be authenticated before the TOE will allow anyatti
(except authentication) on behalf of that user:

* Administrative users

» Proxy users attempting to use the FTP, Telnet
HTTP transport-layer protocols;

* The FortiGuard Distribution Server; and

e VPN users.

FIA_UAU.5 - Authentication
mechanism

F.1&A

The TOE provides a local password mechanisith &
strength of function of SOF-Basic.

FIA_UID.2 - User identification
before any action

F.1&A

The TOE requires user identification befoaking any
action on behalf of a user (information flow or TOE
services).

For authenticated users (administrators and prerys) a
user name is provided during the authenticatioicgss.
For unauthenticated users, the Network Interfacevoich
information is received by the TOE is considerebedhe
user identification.

FIA_USB.1 - User-subject
binding

F.1&A

Administrators, proxy users, and VPN users @entified
by the user name provided during the authentication
process. All security attributes applicable to thsr (as
defined in Section 5 for FIA_ATD.1(1), FIA_ATD.1(2)
FIA_ATD.1(3)) are then associated with the useg'ss#on.

Unauthenticated users are identified by the soliRce
address from where the session is initiated. Osiyngle
IP address can be used to identify a given session.
However, a single IP address can be used to igentif
multiple sessions. There are no security attributes
associated with unauthenticated users.

FIP_ACT_EXP.1 — Intrusion
Prevention Actions

F.IFC

F.ADMIN

The TOE prevents intrusion attacks directed afliQ&.
The TOE also provides the Security Administratdi thie
ability to configure the TOE to detect and prevents
intrusion attacks contained within information flewhich
arrive at any of its network interfaces. The TOBvides a
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F.TRSTCOMM

secure mechanism (via a trusted channel) for tikatepof
the intrusion prevention signatures used by the. TSF

FMT_MOF.1(1) - Management
of security functions behavior
(TSF non-cryptographic self-
test)

F.ADMIN

While any administrator can execute theegrity
verification self-tests, only the Security Admimégbr is
able to specify the frequency for the automatiaceken of
these self-tests. The integrity verification selts cannot
be disabled.

FMT_MOF.1(2) - Management
of security functions behavior
(cryptographic self-test)

F.ADMIN

While any administrator can execute theptographic
self-tests on demand, only the Cryptographic Adstiator
is able to control whether or not the cryptograsat-tests
are executed automatically every time a key is gead.

FMT_MOF.1(3) - Management
of security functions behavior
(audit and alarms)

F.ADMIN

Only Administrator accounts (Security Admnstrator,
Audit Administrator and Cryptographic Administrat@re
able to read the audit data. All administrator acds are
able to perform searches and sorts of the audit lkded
upon the criteria defined in Section 5 for the FSAAR.3
security functional requirement.

FMT_MOF.1(4) - Management
of security functions behavior
(audit and alarms)

F.ADMIN

Only the Security Administrator is able define or modify
the rules which are enforced by the TOE in order to
determine whether a potential security violatios teken
place. An alarm is generated when a potential ggcur
violation is detected. The Security Administratcaym
define/modify these rules as described in the bplhénts
below:

» Specify the authentication failure limits for
remote sessions;

» Specify whether an account is locked after
reaching the authentication failure limits for
remote sessions and if an account is locked,
specify the length of time for which it is locked;

e Specify the information flow policy violation
limits for a specified period of time;

» Specify the encryption/decryption failure limits;
» Specify the Protection Profile violations limits;

» Specify the usage percentage limits for availab
audit storage;

Only the Security Administrator is able to speaifigether
or not auditable events are included or excludethfthe
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audit trail based upon the criteria specified iotia 5 for
the FAU_SEL.1 security functional requirement.

FMT_MOF.1(5) - Management| F.ADMIN The TOE will generate an alarm whenevemgeptial

of security functions behavior security violation is detected. Alarms consist wfaadit

(audit and alarms) record, an alarm message displayed on the Locadd@len
and an alarm message displayed at remote admtiostra
sessions which either exist when the alarm is ggedror
which are initiated after the alarm is generated Hefore
the alarm is acknowledged. Optionally, an alarm ilap
include an audible signal at the Local Console remaote
administration sessions which either exist wheraihem
is generated or which are initiated after the alerm
generated, but before it is acknowledged. It is the
responsibility of the Security Administrator to dehine
whether or not an alarm includes an audible signal.

FMT_MOF.1(6) - Management| F.ADMIN Only the Security Administrator can specifnether or not

of security functions behavior ICMP, DHCP, DNS, or SMTP are available as a TOE

(available TOE services for service to unauthenticated users of the TOE.

unauthenticated users)

FMT_MOF.1(7) - Management| F.ADMIN Only the Security Administrator can spectiie maximum

of security functions behavior guota limits for connection-oriented resources (TCP

(quota mechanism) sessions). The maximum quota limits may be spetcdie
the basis of individual network identifiers, grougfs
network identifiers and/or schedules which inclsgecific
days/dates and times.

FMT_MOF.1(8) - Management| F.ADMIN While any administrator can execute theptographic

of security functions behavior self-tests on demand, only the Security Administratay

(cryptographic self-test specify the frequency with which the TOE automalyca

frequency) executes the cryptographic self-tests. This frequenay
be set within the range of 1 to 480 minutes.

FMT_MOF.1(9) - Management| F.ADMIN Only the Security Administrator may specitye action to

of security functions behavior be taken by the TOE in the event of audit storage

(audit storage exhaustion) exhaustion. The actions which may be taken by B& T
are listed under the FAU_STG.4 requirement.

FMT_MOF.1(10) - Managemert F.ADMIN Only the Security Administrator can specthe period of

of security functions behavior inactivity which causes an administrative, proxgmi®r

(session termination) VPN user session to be terminated by the TOE.

FMT_MOF.1(11) - Management F.ADMIN All Administrators (Security AdministratoAudit

of security functions behavior Administrator and Cryptographic Administrator) can

(alarm acknowledgement) acknowledge alarms which indicated potential séguri
violations. An audit record is created whenevealanm is
acknowledged.
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FMT_MOF.1(12) - Managemen
of security functions behavior
(self-tests)

t F.ADMIN

All Administrators (Security AdministratoAudit
Administrator and Cryptographic Administrator) can
execute the cryptographic self-tests and the non-
cryptographic self-tests manually, on demand.

FMT_MOF.1(13) —
Management of security
functions behavior (IDS sensor

F.ADMIN

All Administrators (Security AdministratoAudit
Administrator and Cryptographic Administrator) can
manage the sensor data collection and review funstire
defined by the IDS_COL_EXP.1 requirement.

FMT_MSA.1 - Management of
security attributes

F.ADMIN

Only the Security Administrator can specthe attributes
which are used to define the firewall rules which
implement the security functional policies desailie this
document. For details of the attributes which may b
specified by the Security Administrator for eachtad
security functional policies refer to the iterasaof the
FDP_IFF.1 requirement in Section 5.

FMT_MSA.2 — Secure security
attributes

F.ADMIN

The TOE will only accept secure values figrsecurity
attributes.

FMT_MSA.3(1) - Static
attribute initialization (ruleset)

F.IFC

F.ADMIN

The TOE implements two security functional policies
information flow control; the UNAUTHENTICATED
INFORMATION FLOW security functional policy and th
AUTHENTICATED INFORMATION FLOW security
functional policy. These policies are implementedhie
TOE via a set of firewall rules which determine ofhi
information flows are permitted by the TOE. By défain
the evaluated configuration, no firewall rules dedined
and therefore no traffic can flow through the TOEhe
absence of any firewall rules in the default comfagion is
considered to be ‘restrictive default values’.

The Security Administrator can modify the default
configuration of the TOE by creating firewall rulefich
determine what traffic is allowed to flow througdtetTOE.
The specification of firewall rules by the Security
Administrator is considered to be the specificatibn
‘alternative initial values to override the defavétiues’.

D

FMT_MSA.3(2) -Static attribute
initialization (services)

F.IFC

F.ADMIN

The TOE implements the UNAUTHENTICATE TOE
SERVICES security functional policy in order to elehine
which TOE services are available to unauthenticates.
By default, in the evaluated configuration, no T&HEvices
are available to unauthenticated users. Thisnsidered
to be ‘restrictive default values’. The Security
Administrator can modify the configuration of th©I to
provide ICMP services to unauthenticated usersee Th

specification of ICMP as a TOE service available to
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unauthenticated users is considered to be thefigadicin
of ‘alternative initial values to override the deltavalues’.

FMT_MTD.1(1) - Management| F.ADMIN Only the Audit Administrator may delete dtidata. The

of TSF data (audit data) TOE prevents all modifications (except deletionjte
audit data.

FMT_MTD.1(2) - Management| F.ADMIN Only the Cryptographic Administrator hasthbility to

of TSF data (cryptographic TSH load cryptographic keys into the TOE using a Fd3fiJ

data) token.

FMT_MTD.1(3) - Management| F.ADMIN Only the Security Administrator has the lglgito modify

of TSF data (time TSF data) the time and date setting of the TOE’s hardwarekclo

FMT_MTD.1(4) - Management| F.ADMIN Only the Security Administrator has the l@lito query,

of TSF data (information flow modify, delete, and create the firewall rules.

policy ruleset)

FMT_MTD.1(5) - Management| F.ADMIN Only the Security Administrator has the l#lgito create

of TSF data (user accounts) and subsequently modify user accounts. User acgount
include all administrative accounts (Security
Administrator, Audit Administrator and Cryptographi
Administrator) as well as proxy user accounts.

FMT_MTD.1(6) - Management| F.ADMIN On the Security Administrator has the afilio modify the

of TSF data (TOE banner) TOE banner which is displayed to authenticatedsusér
the TOE.

FMT_MTD.1(7) - Management| F.ADMIN The TOE uses AV and IPS signatures in Retiom Profiles

of TSF data (AV and IPS which may be specified as attributes in firewalksu The

signatures) AV and IPS signatures may be updated automatibglly
Fortinet’s FortiGuard Distribution Server (push)grthe
Security Administrator, either manually or via anddoad
from the FortiGuard Distribution Server (pull).

FMT_MTD.1(8) — Management| F.ADMIN The TOE implements its VPN security functa policy

of TSF Data (VPN Policy via firewall rules. Only the Security Administratbas the

Ruleset) ability to manipulate these firewall rules.

FMT_MTD.1(9) — Management| F.ADMIN Only the Security Administrator has the l#ito query the

of TSF Data (IDS Sensor Data IDS Sensor data.

FMT_MTD.2(1) - Management| F.ADMIN Only the Security Administrator may createmodify the

of limits on TSF data (transport} maximum transport-layer quotas.

layer quotas)
The Security Administrator is also responsible for
specifying the action to be taken by the TOE indtient
that the maximum quota is exceeded. The Security
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Administrator may specify one of the following axts:
e clear session;
e drop;
e drop session;
e pass;
e pass session;
e reset;
e reset client; or
* reset server.
FMT_MTD.2(2) - Management| F.ADMIN Only the Security Administrator may createmodify the
of limits on TSF data (controlled maximum quota for connections.
connection-oriented quotas)
The Security Administrator is also responsible for
specifying the action to be taken by the TOE indhent
that the maximum quota for connections is exceedkd.
Security Administrator may specify one of the fallag
actions:
e clear session;
e drop;
e drop session;
e pass;
e pass session;
e reset;
e reset client; or
* reset server.
FMT_REV.1 - Revocation F.IFC Only the Security Administrator may modify (inclodi
disable) or delete the account of another ad matistr
F.ADMIN
Only the Security Administrator may modify (inclodi
disable) or delete proxy user accounts.
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Only the Security Administrator may modify the firall
rules.

Only the Security Administrator may modify the lgt
TOE services which require authentication.

When the account of an administrator, proxy usex/RN
user is disabled or deleted, any sessions belongititat
account are immediately terminated by the TOE.

Security Administrator modification to the list ®OE
services which require authentication are applied
immediately after the Security Administrator contptethe
modification.

System Administrator modifications to the firewalles
are applied immediately after the Security Admiaitir
completed the modification.

FMT_SMR.2 - Restrictions on
security roles

F.ADMIN

The TOE maintains the following four roles:
»  Security Administrator;
»  Cryptographic Administrator;
*  Audit Administrator;
» Authenticated Proxy User; and
* VPN User.

All user identities who authenticate to the TOH wé
associated with one or more of these roles.

All user identities who are associated with onéhef
administrative roles are able to establish an ahtnative
session via the Local Console, the Network Web-Base
GUI and the Network CLI.

All administrative roles are distinct in that théseno
overlap of operations performed by each role, etxcep

» all administrators are able to review the audit
trail; and

« all administrators are able to invoke the selfgd
(cryptographic and non-cryptographic).
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FPT_AMT.1 — Abstract maching F.PROTECT The TSF includes a suite of self-testielvmay be
testing executed to demonstrate the correct operationeof th
abstract machine which underlies the security fonel
policies of the TSF.

FPT_FLS.1 - Failure with F.PROTECT | The TOE preserves its secure state following theré&of
preservation of secure state a unit in a FortiGate cluster. If the failed umita slave in
the cluster, no additional data is transferredhét tnit. If
the failed unit is the master unit in the clustare of the

slaves units is promoted to become the new mastefan

the cluster.
FPT_ITA.1 — Inter-TSF F.PROTECT The TOE is capable of transferring ID&daudit and
availability within a defined sensor data) to a remote trusted IT product (Foeiyzer).
availability metric This transfer will take place within one minte bétTOE
receiving a request for data transfer from an atbated
FortiAnalyzer.
FPT_ITC.1 — Inter-TSF F.PROTECT The TSF protects the confidentiality@$ldata which is
confidentiality during transferred to a trusted remote IT product (Foréilmer)
transmission via encryption.

FPT_ITL1 — Inter-TSF detection F.PROTECT The TSF provides a cryptographic haghaotmitted
of modification information to a remote trusted IT product so that
remote trusted IT product may verify the integofythe
transmitted data.

FPT_RCV.1 - Manual recovery| F.PROTECT The TOE entsrFIPS-CC Error Mode when any of thg
following are detected:

» Failure of an integrity verification self-test;

» Failure of a cryptographic self-test; and

* Audit log size reaches 95% of the allocated audit
log storage capacity and the ‘shutdown networ

interfaces’ option is in effect.

This mode provides the ability to return the TOERto
secure state.

FPT_RPL.1 - Replay detection F.AUDIT The TOE detects attempted replay of TSF data anutise
attributes. When a replay attack is detected th& @fdps
F.PROTECT | the packets containing the replayed data, geneaates
alarm and creates an audit record to record trelslief
the attack.

FPT_RVM.1 - Non- F.IFC The TSF ensures that TSPreefoent functions are

Doc No: 1523-011-D002 Version: 0.25 Date: 17 Nov 08 Page 232 of 252



JEnA

Delivering the Right Assurance

Fortinet FortiGate™ Unified Threat Management
Solutions Security Target: International

Security Functional
Requirement

TOE Security
Function

Rationale

bypassability of the TSP

invoked and succeed beafaohk function within the TSC
is allowed to proceed.

FPT_SEP.2 - SFP domain
separation

F.PROTECT

The unisolated portion of the TSF mairstai protected
security domain for its own execution that protécfeom
interference and tampering by untrusted subjects.

The TSF enforces separation between the secunibanhs
of subjects in the TSC.

The TSF maintains an address space for the exeauiftio
cryptographic functions that is protects from ifeeznce
and tampering by the remainder of the TSF and bjests
untrusted with respect to the cryptographic funtio

FPT_STM.1 - Reliable time
stamps

F.AUDIT

F.PROTECT

The TOE includes a hardware clock which is used to
generate reliable time stamps which in turn arel fiee
audit records and to provide scheduling featurefidav
control policies.

The hardware clock does not rely upon any extdatibrs
in order to function correctly. The time settingtbé
hardware clock may only be modified by the System
Administrator and all such modifications are re@atdh
the audit log.

The integrity of the hardware clock is verified uhgrthe
TOE self-tests.

FPT_TST.1(1) - TSF testing
(with cryptographic integrity
verification)

F.CRYPTO

F.ADMIN

F.PROTECT

The TOE maintains, in its flash memory, a HMAC SHA
digest value for its firmware and TSF data (confégion
data). The stored values are updated whenever@e T
firmware is updated and whenever a change is nmathet
configuration data.

The TOE performs a series of integrity verificatsmif-
tests at startup to ensure the integrity of the Ti@&ware
and TSF data (excluding audit data). The testtzke
separate HMAC SHA-1 digest values for the TOE
firmware and the TSF data. The calculated values ar
compared with values which were calculated preious
and which are stored on the flash memory file systé
the values do not match, the TOE enters its FIPSE=€6r
Mode.

The success or failure of the integrity verificatigelf-tests
is displayed on local console as each test is ceteqhl

The integrity verification self-tests may be runmaally by
any of the administrators. The tests also run pes#ly at
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a frequency specified by the Security Administrator

FPT_TST.1(2) — TSF Testing
(Cryptographic self-test)

F.CRYPTO

F.ADMIN

F.PROTECT

The TOE performs a series of cryptographic selfstas
startup to ensure the integrity of the cryptographi
functions. The self-tests include: AES, 3DES, SHA-1
HMAC-SHA1, RNG and HW-Acceleration. The succesq
or failure of each cryptographic self-test is digf@d on
local console as the execution of the test is cetagl

If one of the cryptographic self-tests fails, th@H enters
its FIPS-CC Error Mode.

The cryptographic self-tests will also be executed
periodically by the TOE at a Security Administrator
specified interval which may not be less than qreeday.

The Security Administrator may also configure th@Er
such that the cryptographic self-tests are executed
immediately after the generation of a key.

The cryptographic self-tests can also be run ménbglan
administrator via a Local Console session or a Hektw
CLI session.

FRU_FLT.1 - Degraded fault
tolerance

F.PROTECT

The status of each node in a clusterdd i@ entified by
a heartbeat. When the heartbeat response is revedc
from a slave node, the master node no longer routes
packets to the failed node. In the event that theter fails,
an existing node in the cluster will be promotedbéaome
the master node.

FRU_RSA.1(1) - Maximum
quotas (transport-layer quotas)

F.PROTECT

The Security Administrator can set a maxn quota for
the amount of data received by a subject (source or
destination) in a specified period of time. If aximum
guota has been set by the Security Administraltis, t
guota will be enforced by the TOE.

FRU_RSA.1(2) - Maximum
quotas (controlled connection-
oriented quotas)

F.PROTECT

When the number of concurrent conneetttampts from
a given host exceeds the value defined by the $gcur
Administrator, the TOE considers the traffic todre
attempted Denial of Service attack and all furtfeguests
matching this pattern are dropped.

FTA_SSL.1 - TSF-initiated
session locking

F.ADMIN

F.1&A

F.PROTECT

Only administrative uses may establish Local Cansol
interactive sessions. After a Security Administrato

specified period of inactivity (which may be seirfr 1 to
480 minutes), the TOE terminates the inactive Local
Console interactive session. When terminating theal
Console session, the TOE issues sufficient carrefygn
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characters to ensure that the current contentseafisplay
device are unreadable. No other activity may then b
performed at the Local Console until another
administrative session is established via the ifleation
and authentication process.

FTA SSL.2 - User-initiated
locking

F.ADMIN

F.1&A

F.PROTECT

Only administrative users may establish Local Ctenso
interactive sessions. Guidance is provided to the
administrators instructing them to terminate theical
Console interactive sessions if it is necessalgaduve the
Local Console unattended. When a Local Consolemsess
is terminated, the TOE issues sufficient carriagarn
characters to ensure that the current contentseafisplay
device are unreadable. No other activity may then b
performed at the Local Console until another
administrative session is established via the ifieation
and authentication process.

FTA SSL.3 - TSF-initiated
termination

F.ADMIN

F.1&A

F.PROTECT

All proxy user sessions, VPN user sessions, and
administrator sessions are subject to a time dueva
When a session is inactive for a period of timeaclhi
exceeds this value, the session is terminatedeoy @E.

The Security Administrator may set the timeout edlu

the range from 1 to 480 minutes. The timeout vafaes
proxy user sessions and administrator sessions are

independent and may be set to different valuehéy t

Security Administrator.

FTA TAB.1 - Default TOE
access banners

F.ADMIN

F.PROTECT

The TOE provides a system banner. The system basindg
presented when a proxy user or an administratenmgits
to establish a connection with the TOE.

The user must indicate acceptance of the systemeban
before a connection to the TOE is created.

The Security Administrator is able to modify thentemts
of the system banner.

FTA TSE.1 - TOE session
establishment

F.PROTECT

Authorized Proxy User sessions, Netwddk &ssions
and Network CLI sessions, and VPN users sessians ca
only be established when a firewall rule existsalhi
explicitly permits the connection.

Firewall rules may be defined which are based @ti§ip
network interfaces, source IP addresses or adchagss
and recurring schedule profiles. A schedule prafééines
a time and date range over which connections freved
(or denied).
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FTP_ITC.1(1) - Inter-TSF
trusted channel (Prevention of
Disclosure)

F.CRYPTO

F.TRSTCOMM

Communications between the TOE and the FortiGuard
Distribution Server use a trusted communicatiomaoleain
order to transfer updates of IPS attack signatamesvirus
definitions from the FortiGuard Distribution Serterthe
TOE.

The trusted communication channel may be invoktei
by the TOE (to pull an update) or by the FortiGuard
Distribution Server (to push an update).

The TOE is delivered with a preset value for thbljpukey
of the FortiGuard Distribution Server. Therefore no
administrative activity is required to configureroaintain
the trusted channel.

Once established, the trusted communication chasnel
uniquely identified by the source and destinatidata
transmitted via the channel is protected from disate
through the use of FIPS 140-2 validated encrypfidre
integrity of the data transmitted via the chansetnsured
through the use of FIPS 140-2 validated cryptogaph
signatures.

FTP_ITC.1(2) - Inter-TSF
trusted channel (Detection of
Modification)

F.CRYPTO

F.TRSTCOMM

Communications between the TOE and the FortiGuard
Distribution Server use a trusted communicatiomaehin
order to transfer updates of IPS attack signatamelsvirus
definitions from the FortiGuard Distribution Serverthe
TOE.

The trusted communication channel may be invoktei
by the TOE (to pull an update) or by the FortiGuard
Distribution Server (to push an update).

The TOE is delivered with a preset value for thbligkey
of the FortiGuard Distribution Server. Therefore no
administrative activity is required to configureroaintain
the trusted channel.

Once established, the trusted communication chasnel
uniquely identified by the source and destinatidata
transmitted via the channel is protected from disgte
through the use of FIPS 140-2 validated encrypfidme
integrity of the data transmitted via the chansatnsured
through the use of FIPS 140-2 validated cryptog@aph
signatures.

FTP_TRP.1(1) - Trusted path
(Prevention of Disclosure)

F.CRYPTO

F.TRSTCOMM

The TOE supports remote administrator connecti@ms v
the Network GUI over HTTPS and Network CLI sessior
over SSH. In order to establish the session, the
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administrator credentials are required (user idspard)
and the session must be established from an andubri
host. All communications between the remote
administrator and the TOE are via the establishested
communications path.

Once established, the trusted communication path is
uniquely identified by the source and destinatidata
transmitted via the path is protected from disctesu
through the use of FIPS 140-2 validated encrypfidme
integrity of data transmitted via the path is eesiuthrough
the use of FIPS 140-2 validated cryptographic diges.

Proxy users are required to authenticate to the (MzE
HTTPS) by providing appropriate credentials (useand
password) before using defined proxy services. @nce
proxy user has been successfully authenticatetheiur
encryption of the communications between the usdrthe
TOE is dependent on the requested proxy service.

FTP_TRP.1(2) - Trusted path
(Detection of Modification)

F.CRYPTO

F. TRSTCOMM

The TOE supports remote administrator connecti@ms v
the Network GUI over HTTPS and Network CLI sessior
over SSH. In order to establish the session, the
administrator credentials are required (user idspard)
and the session must be established from an améitbri
host. All communications between the remote
administrator and the TOE are via the establishested
communications path.

Once established, the trusted communication path is
uniquely identified by the source and destinatidata
transmitted via the path is protected from disatesu
through the use of FIPS 140-2 validated encrypfidre
integrity of data transmitted via the path is erguthrough
the use of FIPS 140-2 validated cryptographic giges.

Proxy users are required to authenticate to the (ME
HTTPS) by providing appropriate credentials (usleaiid
password) before using defined proxy services. @nce
proxy user has been successfully authenticatetheiur
encryption of the communications between the usdrthe
TOE is dependent on the requested proxy service.

IDS_COL_EXP.1 — Sensor dat
collection

h F.IPS

The TOE is capable of acting as an IDS sdmgor
collecting network traffic (protocol, source addres
destination address) according to criteria estabtidy the
Security Administrator (who acts as the IDS adntiaier)

IDS_RDR_EXP.1 — Restricted

F.IPS

All administratbase the ability to read the IDS
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data review information collected by the TOE.

IDS_STG_EXP.2 — Guarantee | F.IPS The TOE prevents modification to the IDS sens

of sensor data availability information and also prevents unauthorized deleictihis
information. The Security Admistrator (acting as tBS
administrator) may specify how the TOE respondsrwhe
data storage for IDS sensor data is exhausted.

IDS_STG_EXP.2 — Prevention| F.IPS The Security Administrator (acting as the IDS

of sensor data loss administrator) may elect to overwrite the oldesEIBensof
data or prevent events that would result in thativa of
new IDS sensor data in the event of reaching trage
capacity for IDS Sensor data.

Table 22 - TOE Security Functions Rationale

8.7.2 TOE Assurance Measures Rationale

Table 23 provides a bi-directional mapping of Assiwe Measures to Assurance

Requirements. It shows that each of the AssurRecgliirements is addressed by at least one
of the Assurance Measures and that each of ther&ssel Measures addresses at least one of

the Assurance Requirements. The table is follolyed short discussion of how the
Assurance Requirements are addressed by the condisag Assurance Measures.

ACM_AUT.1
ACM_SCP.2

ADO_DEL.2

ADO I1GS.1

ADV_FSP.2
ADV_HLD.2
ADV_IMP.1
ADV_LLD.1

ADV_RCR.1

ADV_SPM.1
AGD_ADM.1
AGD USR.1
ALC DVS.1
AVA_SOF.1
AVA_VLA.2

ALC FLR.3
ALC LCD.1
ALC TAT.1
ATE_COV.2
ATE_DPT.1
ATE_FUN.1
ATE_IND.2
AVA_MSU.2

|M.ID

X[ XJACM_CAP.4

X

|M.CMSYS

X

|M.GETTOE

X

|M.SETUP

|M.SPEC

|M.IMPREP

|M.TRACE

|M.TOESPM

|M.DOCS
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ACM_CAP.4
ACM_SCP.2
ADO _DEL.2
ADO_IGS.1
ADV_FSP.2
ADV_HLD.2
ADV_IMP.1
ADV_LLD.1
ADV_RCR.1
ADV_SPM.1
AGD_ADM.1
AGD USR.1
ALC DVS.1
AVA_SOF.1
AVA_VLA.2

ALC_FLR.3
ALC LCD.1
ALC TAT.1
ATE_COV.2
ATE_DPT.1
ATE_FUN.1
ATE_IND.2
AVA_MSU.2

ACM_AUT.1

b4

|M.DEVSEC
|M.FLAWREM
|M.LIFECYCLE X
|M.DEVTOOLS X
|M.TESTCOV
|M.TESTDPT
|M.DEVTEST
|M.INDTEST
|M.VALIDANAL X
|M.SOFASS X
|M.VULANAL X

X
P

Table 23 - Mapping of Assurance Measures to Assurae Requirements

ACM_AUT.1Partial CM automation

M.CMSYS satisfies the requirement for a CM systeith @utomation support for change
control and for TOE generation.

ACM_CAP.4 Generation support and acceptance proesdu

M.ID and M.CMSYS combine to satisfy the requiremtemta CM system that supports
controlled generation of the TOE and acceptancesof or changed configuration items into
the TOE.

ACM_SCP.2 Problem tracking CM coverage

M.CMSYS and M.FLAWREM combine to satisfy the requirent for controlling security
flaws and tracking them to their resolution.

ADO DEL.2 Detection of modification

M.GETTOE satisfies the requirement for definedly procedures with the ability to
detect modifications to the TOE while in transit.
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ADO_IGS.1 Installation, generation, and start-upcedures
M.SETUP satisfies the requirement for installatigeneration and start-up procedures.
ADV_FSP.2 Fully defined external interfaces

M.SPEC satisfies the requirement for a functiopaicgfication with fully defined external
interfaces.

ADV_HLD.2 Security-enforcing high-level design
M.SPEC satisfies the requirement for a securityeaifig high-level design.
ADV_IMP.1 Subset of the implementation of the TSF

M.IMPREP satisfies the requirement to provide asstilof the implementation of the TSF
for review.

ADV_LLD.1 Descriptive low-level design
M.SPEC satisfies the requirement for a descrigowelevel design.
ADV_RCR.1 Informal correspondence demonstration

M.TRACE satisfies the requirement to informally deratrate that more abstract TSF
representations are correctly and completely rdfinto less abstract TSF representations.

ADV_SPM.1 Informal TOE security policy model

M.TOESPM satisfies the requirement for a modehef TSP.

AGD_ADM.1 Administrator guidance

M.DOCS satisfies the requirement for administrgwdance documentation.
AGD_USR.1 User guidance

M.DOCS satisfies the requirement for user guidatamimentation.

ALC _DVS.1 Identification of security measures

M.DEVSEC satisfies the requirement to identify alstumental developmental security
measures.

ALC FLR.3 Systematic flaw remediation
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M.FLAWREM satisfies the requirement for systemdticaccepting and remediating
security flaws. M.DOCS provides the documentateguired to enable users to interact
with the developers to report flaws and obtain ections.

ALC _LCD.1 Developer defined life-cycle model

M.LIFECYCLE satisfies the requirement to estabbsid document a life-cycle model for
TOE development and maintenance.

ALC TAT.1 Well-defined development tools

M.DEVTOOLS satisfies the requirement for identifioa and documentation of the
development tools being used for the TOE.

ATE_COV.2 Analysis of coverage
M.TESTCOV satisfies the requirement to provide aalgsis of test coverage.
ATE_DPT.1 Testing: high-level design

M.TESTDPT satisfies the requirement to provide aalgsis of the depth of testing to
demonstrate that the TSF operates in accordanbatw/itigh-level design.

ATE_FUN.1 Functional Testing
M.DEVTEST satisfies the requirement to test the B88& document the results.
ATE_IND.2 Independent testing — sample

M.INDTEST satisfies the requirement to support petedent testing of a selected sample of
the developer tests.

AVA_MSU.2 Validation of analysis

M.VALIDANAL satisfies the requirement to document analysis of the completeness of
the guidance documentation.

AVA SOF.1 Strength of TOE security function evalaat

M.SOFASS satisfies the requirement for evidencedhd OE security functions have been
examined to ensure their strengths against threats.

AVA VLA.2 Independent vulnerability analysis

M.VULANAL satisfies the requirement to perform addcument a vulnerability analysis.
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10 TERMINOLOGY

In the Common Criteria, many terms are definedaati®n 2.3 of Part 1. The following are
a definitions of terms used in this ST and comnwothée U.S. Government Traffic Filter
Firewall Protection Profile for Medium Robustnhess/Eonments, as well as other DoD PPs.

Access -- Interaction between an entity and an objedt itbsults in the flow or modification
of data.

Access Control -- Security service that controls the use of reses” and the disclosure and
modification of dat4.

Accountability --Property that allows activities in an IT systesrbe traced to the entity
responsible for the activity.

Administrator -- A user who has been specifically granted thbarity to manage some
portion or all of the TOE and whose actions magetfthe TSP. Administrators may possess
special privileges that provide capabilities to i portions of the TSP.

Assurance -- A measure of confidence that the security fiestof an IT system are
sufficient to enforce its’ security policy.

Asymmetric Cryptographic System -- A system involving two related transformationsg
determined by a public key (the public transforima}j and another determined by a private
key (the private transformation) with the propettst it is computationally infeasible to
determine the private transformation (or the pevety) from knowledge of the public
transformation (and the public key).

Asymmetric Key -- The corresponding public/private key pair nekttedetermine the
behavior of the public/private transformations tb@mprise an asymmetric cryptographic
system.

Attack -- An intentional act attempting to violate thewwety policy of an IT system.
Authentication -- Security measure that verifies a claimed idgnti
Authentication data -- Information used to verify a claimed identity.

Authorization -- Permission, granted by an entity authorizedd®o, to perform functions
and access data.

" Hardware and software.

"L Stored or communicated
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Authorized user -- An authenticated user who may, in accordandke thie TSP, perform an
operation.

Availability -- Timely?, reliable access to IT resources.
Compromise -- Violation of a security policy.
Confidentiality -- A security policy pertaining to disclosure aftd.

Critical Security Parameters (CSP) -- Security-related information (e.g., cryptograplkeys,
authentication data such as passwords and pingrgptbgraphic seeds) appearing in
plaintext or otherwise unprotected form and whdseldsure or modification can
compromise the security of a cryptographic modulthe security of the information
protected by the module.

Cryptographic Administrator -- An authorized user who has been granted tHeoaty to
perform cryptographic initialization and managentfenttions. These users are expected to
use this authority only in the manner prescribedhgyguidance given to them.

Cryptographic boundary -- An explicitly defined contiguous perimeter tlestablishes the
physical bounds (for hardware) or logical bounds gbftware) of a cryptographic module.

Cryptographic key (key) -- A parameter used in conjunction with a crypagdric algorithm
that determines [7]:

 the transformation of plaintext data into ciphettata,

the transformation of cipher text data into plaxtigata,

a digital signature computed from data,

the verification of a digital signature computedrfr data, or

a data authentication code computed from data.

Cryptographic Module -- The set of hardware, software, firmware, or sarambination
thereof that implements cryptographic logic or gsses, including cryptographic
algorithms, and is contained within the cryptogiafgioundary of the module.

Cryptographic Module Security Policy -- A precise specification of the security ruleslar
which a cryptographic module must operate, inclgdire rules derived from the
requirements of this ST and additional rules impdsgthe vendor.

2 According to a defined metric.
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Defense-in-Depth (DID) --A security design strategy whereby layers of gcbion are
utilized to establish an adequate security podturan IT system.

Discretionary Access Control (DAC) -- A means of restricting access to objects baseithe
identity of subjects and/or groups to which thelphg. These controls are discretionary in
the sense that a subject with certain access paanis capable of passing that permission
(perhaps indirectly) on to any other subject.

DMZ --A Demilitarized Zone (DMZ) is a network that isediated by the TOE but, as a
result of less stringent access controls, provatesss to publicly available services, such as
web servers.

Embedded Cryptographic Module -- One that is built as an integral part of a éargnd more
general surrounding system (i.e., one that is asilyeremovable from the surrounding
system).

Enclave -- A collection of entities under the control ofiagle authority and having a
homogeneous security policy. They may be logmaimay be based on physical location
and proximity.

Entity -- A subject, object, user or another IT devichjch interacts with TOE objects, data,
or resources.

External IT entity -- Any trusted Information Technology (IT) produstsystem, outside of
the TOE, which may, in accordance with the TSPfgpoer an operation.

I dentity -- A representation (e.g., a string) uniquely tifgmg an authorized user, which can
either be the full or abbreviated name of that wsex pseudonym.

Integrity -- A security policy pertaining to the corruptiohdata and TSF mechanisms.

Integrity label --A security attribute that represents the intggevel of a subject or an
object. Integrity labels are used by the TOE adidisis for mandatory integrity control
decisions.

Integrity level -- The combination of a hierarchical level andbational set of non-
hierarchical categories that represent the intggfitdata.

Mandatory Access Control (MAC) -- A means of restricting access to objects based
subject and object sensitivity lab€ls

Mandatory I ntegrity Control (MIC) -- A means of restricting access to objects based
subject and object integrity labels.

" The Bell LaPadula model is an example of Mandagargess Control
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Multilevel -- The ability to simultaneously handle (e.g.,reh@rocess) multiple levels of
data, while allowing users at different sensitivéyels to access the system concurrently.
The system permits each user to access only thgaathich they are authorized access.

Named Object’ -- An object that exhibits all of the following afacteristics:

» The object may be used to transfer information betwsubjects of differing user
identities within the TSF.

» Subjects in the TOE must be able to request afgpatstance of the object.

* The name used to refer to a specific instanceebtiject must exist in a context
that potentially allows subjects with different uggentities to request the same
instance of the object.

Non-Repudiation -- A security policy pertaining to providing onemore of the following:
* To the sender of data, proof of delivery to themaed recipient,
» To the recipient of data, proof of the identitytioé user who sent the data.

Object -- An entity within the TSC that contains or re@s information and upon which
subjects perform operations.

Operating Environment --The total environment in which a TOE operatdsndludes the
physical facility and any physical, procedural, &uistrative and personnel controls.

Operating System (OS) -- An entity within the TSC that causes operatitibe performed.
Subjects can come in two forms: trusted and urdgdusfrusted subjects are exempt from
part or all of the TOE security policies. Untrubstibjects are bound by all TOE security
policies.

Operational key -- Key intended for protection of operational inf@tion or for the
production or secure electrical transmissions gf&teecams.

Peer TOEs -- Mutually authenticated TOEs that interact tocgoé a common security
policy.

Public Object -- An object for which the TSF unconditionally pets all entities “read”
access. Only the TSF or authorized administratayg create, delete, or modify the public
objects.

" The only named objects in this ST, are operatysgesn controlled files.
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Robustness -- A characterization of the strength of a segutinction, mechanism, service or
solution, and the assurance (or confidence) thatimplemented and functioning correctly.
DoD has three levels of robustness:

» Basic Security services and mechanisms that equate  gmmmercial practices.

* Medium: Security services and mechanisms that provideafgering of additional
safeguards above good commercial practices.

» High: Security services and mechanisms that providentb& stringent protection
and rigorous security countermeasures.

Secure State -- Condition in which all TOE security policieseagenforced.

Security attributes -- TSF data associated with subjects, objectsuaeds that is used for the
enforcement of the TSP.

Security level -- The combination of a hierarchical classificatend a set of non-hierarchical
categories that represent the sensitivity on tfarnmation [10].

Sensgitivity label -- A security attribute that represents the séglgvel of an object and that
describes the sensitivity (e.g. Classification)haf data in the object. Sensitivity labels are
used by the TOE as the basis for mandatory acoegsotdecisions [10].

Split key -- A variable that consists of two or more compusdhat must be combined to
form the operational key variable. The combininggess excludes concatenation or
interleaving of component variables.

Subject -- An entity within the TSC that causes operatitmbe performed.

Symmetric key -- A single, secret key used for both encryptiod decryption in symmetric
cryptographic algorithms.

Threat -- Capabilities, intentions and attack methodadersaries, or any circumstance or
event, with the potential to violate the TOE setguoolicy.

Threat Agent - Any human user or Information Technology (ITpguct or system which
may attempt to violate the TSP and perform an lhmaiged operation with the TOE.

User --Any entity (human user or external IT entity) side the TOE that interacts with the
TOE.

Vulnerability -- A weakness that can be exploited to violate @& security policy.
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11 ACRONYMS, ABBREVIATIONS, AND INITIALIZATIONS

The following acronyms, abbreviations, and initiations are used in this Security Target:

AES Advanced Encryption Standard

AH Authenticating Header

ANSI American National Standards Institute
ARP Address Resolution Protocol

ASIC Application Specific Integrated Circuit

AV Anti-Virus

BGP Border Gateway Protocol

CBC Cipher Block Chaining

CC Common Criteria for Information Technology Secuiyaluation
CCEVS Common Criteria Evaluation and Validation Scheme
CEM Common Evaluation Methodology

CLI Command Line Interface

CM Configuration Management

CMVP Cryptographic Module Validation Program
CSP Critical Security Parameter

DAC Discretionary Access Control

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol

DID Defense In Depth

DMZ Demilitarized zone

DNS Domain Name System

DoD Department of Defense
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DoS
DSA
EAL
ECDSA
ESP
FGCP
FIPS
FIPS PUB
FTP
FW
GIG
GUI
HA
HMI
HTTP
HTTPS
I&A
ICMP
IDS
IDSS
IETF

IKE

IMAP

Denial of Service

Digital Signature Algorithm

Evaluation Assurance Level

Elliptic Curve Digital Signature Algorithm
Encapsulating Security Payload
FortiGate Clustering Protocol

Federal Information Processing Standard
Federal Information Processing Standard Publication
File Transfer Protocol

Firewall

Global Information Grid

Graphical user interface

High Availability

Human-Machine Interface

HyperText Transfer Protocol

HyperText Transfer Protocol (Secure)
Identification and Authentication

Internet Control Message Protocol
Intrusion Detection System

Intrusion Detection System Sensor
Internet Engineering Task Force

Internet Key Exchange

Instant Messaging

Internet Message Access Protocol
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P

IPS
IPSEC
IT
LCD
LDAP
MAC
MIC
MIME
N/A

NAT

NBIAT&S

NIAP
NIC
NIST
NSA
NTP
(ON)
P2P
OSPF
PIN
POP3
PKI

Internet Protocol

Intrusion Prevention System

Internet Protocol Security

Information Technology

Liquid Crystal Display

Lightweight Directory Access Protocol
Mandatory Access Control

Mandatory Integrity Control
Multipurpose Internet Mail Extensions
Not Applicable

Network Address Translation

Network Boundary Information Assurance Technologied Solutions

Support

National Information Assurance Partnership
Network Interface Card

National Institute of Standards and Technology
National Security Agency

Network Time Protocol

Operating System

Peer to Peer

Open Shortest Path First

Private Identification Number

Post Office Protocol Version 3

Public Key Infrastructure
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RADIUS
PP
RFC
RIP
RNG
ROBO
SFP
SFR
SMTP
SNMP
SOF
SSH
SSL
ST
TBD
TCP
TDEA
TFFW
TFS
TFTP
TLS
TOE
TP
TSC

Remote Authentication Dial In User Service
Protection Profile

Request for Comments

Routing Information Protocol
Random Number Generator
Remote Office or Branch Office
Security Function Policy
Security Functional Requirement
Simple Mail Transfer Protocol
Simple Network Management Protocol
Strength of Function

Secure Shell

Secure Sockets Layer

Security Target

To Be Determined

Transmission Control Protocol
Triple Data Encryption Algorithm
Traffic Filter Firewall

Terminal Final State

Trivial File Transfer Protocol
Transport Layer Security

Target of Evaluation
Transparent (Mode)

TSF Scope of Control
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TSF TOE Security Function
TSFI TSF Interface
TSP TOE Security Policy
UDP User Datagram Protocol
URL Uniform Resource Locator
USB Universal Serial Bus
VDOM Virtual Domain
VLAN Virtual Local Area Network
VPN Virtual Private Network
--- End of Document ---
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