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1 STINTRODUCTION
1.1 ST IDENTIFICATION

1.1.1 ST Title:

Security Target for the Tactical Network-layer Gedg (2E2 1A): a GD Canada MESHnet Gateway
product

1.1.2 ST Version Number:

Version 0.41

1.1.3 ST Publication Date:
5 January 2009

1.1.4 ST Authors:
Steve Jackson and Grant Gibbs, EWA-Canada.
1.2 TOE IDENTIFICATION

This document is the Security Target (ST) for them&al Dynamics Canada Ltd (GDC) Tactical
Network-layer Gateway (TNG) as detailed in Table 1.

Product Firmware Version Hardware Version
TNG (Headquarters (HQ)) 2E2 1A CORE: 723975-9(8
ISDN: 723974-908
DTMF: 723973-903

TNG Equipment Management System (TEMS) TNG SysMele&se N/A
2E2 1A

Table 1 - TOE Identification Details
These products are collectively termed the TNG.

This ST defines the security and assurance regeimesrior a combined hardware, firmware and
software TOE which includes the TNG hardware anmdviare as well as management software
(TNG Equipment Management System (TEMS)).

This ST has been prepared in accordance with tihen@m Criteria for Information Technology
Security Evaluation (CC), Version 2.3, August 2QG&MB-2005-08-001, CCMB-2005-02-002,
and CCMB-2005-02-003).

1.3 OVERVIEW

The TNG is part of a family of products that praviskecure routers for connecting networks
(referred to as MESHnNet). The connected networkg tnaasmit a variety of information via the
TNG including both voice and data. The transmittddrmation may include both secure and
insecure data or voice transmissions.
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1.4 CC CONFORMANCE

The TOE is conformant with the identified functibnequirements specified in Part 2 of the CC.
The TOE is also conformant to the assurance regeinés for Evaluation Assurance Level (EAL) 2,
as specified in Part 3 of the CC, with the follovemugmentation:

e ALC FLR.1 - Basic Flaw Remediation
1.5 CONVENTIONS

1.5.1 Operations

The CC permits four types of operations to be peréml on functional requirements: selection,
assignment, refinement, and iteration. These tipesaare identified in this ST in the following
manner:

» Selection: Indicated by surrounding brackets aalitised text, e.g.selected itein
» Assignment: Indicated by surrounding brackets agglar text, e.g., [assigned item].

* Refinement: Indicated by underlined text, e.g.ine itemfor additions or strikethrough
text, e.g.~efneddterfor deleted items.

» lteration: Indicated by assigning a number at thrcfional component level, e.g.,
“FDP_ACC.1(1), Subset access control” and “FDP_AIL{R). Subset access control”.

The markings are relative to the requirements istates in the CC.
1.6 TERMINOLOGY
The following terminology is used in this ST:

Attack Potential The perceived potential for susaafsan attack, should an attack
be launched, expressed in terms of an attackepsrége,
resources and motivation.

Controlled Subject Entity under control of the TQEcurity Policy (TSP).

Doc No: 1531-002-D000 Version: 0.41 Date: 5 Jan 09 Page 2 of 69
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2 TARGET OF EVALUATION DESCRIPTION
2.1 PHYSICAL DESCRIPTION

The TNG is system-independent gateway system. eldner four types of objective Network Access
Units (o0NAUs) which can be combined together tatz#ea TNG installation:

a. TNG(Core): oNAU providing Ethernet network conneaos;
Note: TNG(Core) can also be configured to run eid8PF or BGP-4.

b. TNG(ISDN): oNAU providing the Integrated Servicegyifal Network (ISDN) Primary
Rate and Basic Rate interfaces;

TNG(DTMF): oNAU providing Dual Tone Multi-FrequengpTMF) interfaces; and

TNG(Fw): oNAU providing firewall functionality fodata at an application-level as well
as and as opposed to merely a secure router caoatfiggo. The firewall application on
the oNAU provides for access control of communaaiand information flow using
application-level proxy and packet filtering furatality. This component of TNG is
considered to be outside the Target of EvaluaflédH) boundary. Refer to separate
Security Target for the Sidewinder G2 Security Ampte Models EAL4+ with Medium
PP Compliance, version 7.0.0.02).

In general, the TNG has two separate elements wd@in be deployed together, or separately:
a. TNG(HQ): consisting of the TNG(Core), TNG(ISDahd TNG(DTMF) oNAUs; and
b. TNG(Fw).

However, nothing precludes a different mix of oNAldssuit deployment needs, nor the use of a
TNG oNAU standalone (TNG(DTMF) is an example ogjhi

Figure 1 depicts a typical TNG(HQ) configuration30T NG oNAUs and a management terminal.

Typical TNG Installation

=) — —

TNG oNAU

Figure 1 - Typical TNG Installation
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2.2 EVALUATED CONFIGURATION

The evaluated configuration of the TOE consistsra# or more TNG devices (hardware and
software), plus the TEMS software. The IT environireupporting the evaluated configuration of
the TOE consists of a Panasonic Toughbook workstatinning the Windows 2000 Professional
(Service Pack 4) operating system. However, angviare platform capable of running this
operating system could be used in the IT envirortrasthe management workstation hosting the
TEMS software. The TOE developer provides detagi@idance for the secure configuration of the
management workstation (TEMT).

2.3 LOGICAL DESCRIPTION

The logical interfaces providing connectivity witke two TNG-supported networks and interfaces
are described below and shown in Figure 2.

2 wire DTMF TNG provides configurable Dual Tone Multi-Frequency
(DTMF) ports for connecting 2-wire telephones.
Ethernet TNG provides configurable 10/100/1000 Mbps Ethepuats

for interconnection with data devices and othewoeits.

ISDN BRI TNG provides configurable Integrated Services Rigitetwork
(ISDN) Basic Rate Interface (BRI) ports for ISDNegghones.
It can also be connected to BRI network with thd Bierface
acting as a local subscriber (ISDN terminal) oegaty
interface (similar to PRI).

ISDN PRI TNG provides configurable ISDN Primary Rate InteddPRI)
ports (E1, TaclSDN, STANAG 4578, and QSig) for
interconnect with other networks and communicateystems.

TNG(Fw) Through its Ethernet interface, TNG will maintam iaterface
with the application-level firewall [TNG(Fw)].
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2 Wire
DTMF

ISDN PRI

Target of Evaluation (
(TOE) Boundary \

Firewall

ISDN BRI TNG(Fw)

Figure 2 - TOE Boundary*
TNG traffic can be comprised of any combinatiorira following types:

a. Management Data;
b. User Data; and
C. Voice:

(1) Secure; and
(2) Non-secure.

The TNG is gateway equipment and as such, it stéaton the edge of the physical security
perimeter (of any of its potentially connected syst). TNG is therefore subject to the policies and
physical security procedures of the system(s) thvit is connected; specifically the system on
which it is acting as a border device. Hence, aysecurity measures are the responsibility ef th
system in which it is deployed.

With respect to enforcing security aspects for asel voice data, as the TNG only provides
interconnections with other systems for externgliyrerated (to TNG) user data (i.e., it does not

! Circuit switched connections are voice or dataabtg depending upon how a call is set-up, e.@ pigies. Further, it
should be noted that the firewall is only releviamtpacket-switched data; data passed via a ciswiiched connection
does not pass through the firewall.
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communicate directly with these end systems), oaitng/receiving systems are responsible for
enforcing the (transmission, network, and cryptpgre) security of items (b) and (c) above.

As specified further within this ST, the TNG ispessible for:

a. protecting the confidentiality and integrity of TN@anagement data (item (a) above);
and
b. providing channel separation for data traffic, &oete traffic (secure and non-secure).

In both Figure 1 and Figure 2, the TNG Equipmenh&gement Terminal (TEMT) is shown as
interfacing with the TNG and residing on the TORibdary. This is because the TEMT hosts the
TEMS software which forms part of the TOE. Howetlres TEMT hardware and operating system
are excluded from the TOE boundary and are patteofT environment.

A minimal TEMT build will include the following coponents/applications:
= Microsoft Windows 2000 Service Pack 4 with hotfixasl patches
= HP ProtectTools Authentication Services
= TNG Equipment Management Applications (TEMS and TR®)
= SSH Software & Certification Authority Key Material
= Microsoft .NET Framework version 1.1 & 2.0

2.3.1 Features Included In TOE
The TOE performs the following security functions:
2.3.1.1 Administration and Security Management

The TEMS performs the TNG management functionss dbnnected to the TNG via a dedicated
system management connection (see Figure 1) ohBNET, which is cryptographically set-up and
protected using the SSH Version 2 protocol. Th&BEnteracts with relevant OS functionality to
ensure that every authorized administrator is ssfadly identified and authenticated before they
are permitted to perform any management functionthe TOE.

Returning to the primary objective of direct TNGibrm management, subject to the connected
systems, the TNG(HQ)/TEMS interconnect will be ugechanage and/or provide:

a. the following gateway interfaces:
(1) Ethernet;
(2) ISDN PRI; and
(3) ISDN BRI.
b. the following user telephone interfaces:
(1) ISDN BRI, and
(2) 2-wire DTMF;
C. the following TNG system management functions:
(1) audit log file management;
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(2) SSH key management;
(3) firmware upgrade;
(4) NIAC configuration;
(5) PMA lists for connected Ethernet network;
(6) Frequently Called Number Lists;
(7) status reports;
(8) Built-in-Test (BIT);
(9) interface configuration; and
(10) datapipe configuration.
2.3.1.2 Audit

Audit logging is performed by the TNG, and datatizred in memory and written to hard disk for
subsequent off-load to external IT systems. Evantsdata that are recorded consist of the
following:

a) Blocked/Dropped Calls (logged by: TNG(HQ));

b) Time of Call (logged by: TNG(HQ));

c) Calling Line Identifier (logged by: TNG(HQ));

d) Local login attempts to TNG (logged by: TNG(HQ));

e) Failed login attempts to TNG (logged by: TEMS);

f) Successful login attempts to the TEMT (logged byEg;

g) Log-off from the TEMT (logged by: TEMS);

h) Creation, deletion, or alteration of access rigimd privileges (logged by: TEMS);
i) Creation, deletion, or alteration of passwordsdkeyby: TEMS);
J) Authentication failures (logged by: TNG(HQ));

k) Firmware updates (logged by: TNG(HQ));

[) Setting of the timestamp clock (logged by: TNG(HQ))
m)Download of audit records to the TEMT (logged bXG(HQ));
n) TNG configuration change (logged by: TNG(HQ));

0) Login of TEMT to TNG (logged by: TNG(HQ)); and

p) Log-off of TEMT from TNG (logged by: TNG(HQ)).

2.3.1.3 Cryptography

TNG provides cryptographic interfaces for its ovaeu It employs the SSH v2 protocol for
establishing encrypted communications channels imsadministering the TNG(HQ).
Establishment of the secured-channels occurs @sywgmetric keys pre-generated by the end-
user’s Certificate Authority (CA) and then pre-leddoy the developer or the end-user. As part of

Doc No: 1531-002-D000 Version: 0.41 Date: 5 Jan 09 Page 7 of 69



LA

1 .
Delivering the Right Assurance TNG Security Target

the SSH protocol, symmetric keys are establisheduaed for the duration of the session. Digital
signatures (hash algorithms and asymmetric keyg&ishms) are used by the TNG to validate
Installation and Role asymmetric key pairs priouse or update, and software/firmware loads when
updating.

2.3.1.4 Information Flow Control

Traffic flow from between connected network nodesantrolled by information flow control
policies (refer to section 2.4). These policiestod the flow of traffic based upon administrative
configured rule sets and information embedded withe traffic itself. All management traffic is
subject to the TNG's authenticated information floelicy which requires the use of cryptographic
support mechanisms for both authentication anceptioin of the management information flows.

2.3.1.5 Access Control

The TNG uses Microsoft Windows accounts to implenzerole-based access control capability.
The features and functions available to authorimssts are based on the Microsoft Windows
account which is used. Refer to section 2.4.2 foliteonal details.

2.3.1.6 TOE Self-Protection

The TNG is a hardware device that protects itsgltimarily offering a minimal logical interface to
its connected networks. The TNG operating systemspecific-purpose OS that has been hardened
and configured to provide no general purpose pragrang capability. All network traffic from one
network zone to another passes through the TOEewervno protocol services are provided for
end-user communication with the security appliatsmf. The TOE also preserves its configuration
for a trusted recovery in the event that the camfigjon has been modified and not saved or if the
TNG has been shutdown ungracefully.

2.3.1.7 Trusted Channel / Path

The TNG shall provide a trusted channel betweed #MT and the TNG(HQ) for local
administration of those TNG oNAUs by TNG Managerd aNG Administrators. As well, trusted
channels (secure chat) are provided between TEMPser TOESs.

2.4 TOE SECURITY FUNCTIONAL POLICIES

2.4.1 Unauthenticated Information Flow SFP

For the UNAUTHENTICATED INFORMATION FLOW SFP, thaibjects under control of this
policy, are the TOE interfaces that connect to timenticated end-users (IT entities) on an internal
or external network while sending information thgbuhe TOE to other destinations on the internal
or external network.

The information flowing between subjects in theipptonsists of traffic with attributes, defined in
FDP_IFF.1.1, including source and destination ask#s.

The rules that define the SFP are found in FDP 1IRF.

For TNG(HQ) oNAU configurations, ports are configdwith the security mode (Secure/Non-
Secure) and data is routed through VLANS. In Seourde, all Non-Secure traffic is discarded; in
Non-Secure mode all Secure traffic is discardefga&de VLANSs are used for:
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» Secure and Non-Secure traffic passing between Titsfaces;
* User data and management traffic; and
* Voice traffic.
Packets without the appropriate VLAN identificati@ither absent or misrouted) are discarded.

2.4.2 Authenticated User Access Control SFP

The TNG incorporates a role-based access contpalbiity that defines tasks that are allowed to be
performed by authorized (management) users. The 3N&Us do not perform authentication, as
any user who has successfully authenticated td BHMT and is able to run the TEMS, is able to
request the establishment of a SSH session wilttecplar agent. For example; the TEMS (running
on the TEMT) permits a TNG Administrator to perfofW upgrades, but prevents a TNG Manager
from performing this function. The TEMS GUI preverst TNG Manager from accessing the FW
upgrade function. Therefore, a request to the oNé\Establish an SSH session to the FW Upgrade
agent on the oNAU) will only come from a TNG Adnstrator. Authentication to the TEMT (as
TNG Administrator or TNG Manager) is accomplishéa the standard Microsoft Windows
authentication process. The TEMS software (on tBEIT) is only accessible to these two accounts.
Additionally as noted in the example earlier irsteection, the TEMS GUI restricts access to some
functionality to only one of the accounts.

When a TNG oNAU receives a request from the TEM®gen an SSH session, the TNG oNAU
negotiates an SSH session with the TEMT using pipecgriate NetBSD account. Each management
agent on the oNAU is associated with a specifi@$& user account (local management account)
who then relay requests to other agents (e.g. farawpdate or key update account). Management
data is transferred between the TEMS and the agig8cTNG oNAU via these SSH sessions. All
data transfers between the TEMT and the TNG(HQ) OBblAre protected by the SSH session

Operating system user account types on the oNAbsatde created, modified or deleted except by
firmware update. The use of digital signaturehm TNG firmware (FW) process ensures the
authenticity and integrity of new TNG FW loads. W&ted above, all management operations
between the TEMT and the TNG(HQ) are preceded by &S3sion initiation requests and followed
by validation of operations after the session taldshed.

On the TEMT, creation, modification and deletioraaly of its user accounts is based on the
standard Windows operating system controls. Foratjpa of the TEMS, TNG (Windows) accounts
include:

a. TNG Manager. TEMS application specific Powsetused for TNG(HQ) (and TNG(Fw))
day-to-day management functions, excluding for TNQJ firmware upgrade; and

b. TNG Administrator: Administrator user, has ttohover all TEMT aspects including all
functions contained in the TNG(HQ) management appbns, i.e., those functions assigned to the
TNG Manager as well as firmware upgrade capabilibe TNG Administrator is also considered to
be the TNG Security Auditor. This pertains speaificto the ability to access the Windows Security
Event log on the TEMT.

TNG(HQ) user accounts are part of the NetBSD secoinéiguration. They are used to control
external access to the OS and the rights and @gied of the daemons that perform the various tasks.
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3 TOE SECURITY ENVIRONMENT
3.1SECURE USAGE ASSUMPTIONS
The TNG will be employed in military environment&eve it will be required to correctly route a

combination of sensitive and non-sensitive traffiata and voice) between its interconnected
networks.

While the TNG is currently intended for use in ditay environment, it has the potential for use in
a commercial environment where ruggedised equipmsearglled for (e.g., tactical police
communications).

The following usage assumptions are made aboubtbéeded environment of the TOE.

A.AVAILABILITY Network resources shall be availabte allow clients to
satisfy mission requirements and to transmit infatron.

A.CONNECT The TOE will be installed in a networKrastructure such
that it can effectively control the flow of the dispble
information.

A.GOOD_ADMIN The administrators will be competemidawill adhere to
the applicable TOE guidance; however they are dapzb
error.

A.NO_BYPASS It is assumed that information canihafbetween the
connected networks unless it passes through the TOE

A.NO_GEN_PURPOSE There are no general-purpose damgpor storage
repository capabilities available on the TNG(HQjtfmm
of the TOE.

A.NO_MAINT_PORT It is assumed that the maintenapog (COML1) on the

TNG(HQ) portion of the TOE will not be used whileet
TNG(HQ) is in operational service.

A.PHYSICAL It is assumed that the IT environmenb\pdes the TOE
with appropriate physical security, commensurat e
value of the IT assets protected by the TOE.

3.2THREATS

The threats listed below are addressed by the TOIE. threat agents consist of unauthorized
persons or external IT entities that are not aigkdrto use the TOE as well as authorized
administrators of the TOE who either make errorsanfiguring the TOE or act maliciously towards
the TOE. The threat agent is assumed to be a atethattacker with an attack potential of BASIC.
The resources used by the attacker are assumedude attack tools that are publicly available as
well as bespoke tools. The assets that are subjettack are the oNAUs that comprise the TNG
and the TEMT.

T.ADMIN_ERROR An administrator may incorrectly iafitor configure the
TOE, or install a corrupted TOE resulting in inetiee
security mechanisms.
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T.ADMIN_ROGUE

T.AUDIT_COMP

T.CRYPTO_COMP

T.FLAWED_DESIGN

T.FLAWED_TOE

T.MALICIOUS_USER

T.MASQUERADE

T.MISSED_ACTIONS

T.POOR_TEST

T.SPOOFING

T.UNATTENDED_SESSION
T.UNAUTH_ACCESS
T.UNAUTH_PEER
T.UNKNOWN_STATE

T.USER_ERROR

An administrator’s intentions may le&ee malicious
resulting in user or TOE Security Functions (T S&fad
being compromised.

A malicious user or process may viewdia records, cause
audit records to be lost or modified, or preventife audit
records from being recorded, thus masking a usetisn.

A malicious user or process may caegedata or
executable code associated with the cryptographic
functionality to be inappropriately accessed (vidwe
modified, or deleted), thus compromising the crgpaphic
mechanisms and the data protected by those meatsanis

Unintentional or intentional errdrsrequirements
specification or design of the TOE may occur, lagdb
flaws that may be exploited by a malicious usegprogram.
Unintentional or intentional errorsimplementation of the
TOE design may occur, leading to flaws that may be
exploited by a malicious user or program.

A malicious user or process mays® TSF data or
executable code to be inappropriately accessedgdge
modified, or deleted). This threat class inclunhegicious
software threats (e.g., viruses, Trojans, etc.).

A malicious user, process, or exteliiagntity may
masquerade as an authorized entity in order toaaiass to
data or TOE resources.

The administrator may fail to regtipotential security
violations, thus limiting the administrator’s abylito
identify and take action against a possible secbri¢éach.

Insufficient testing to demonstrate #llar OE security
functions operate correctly (including in a fieldEOE)
may result in incorrect TOE behaviour being undisred
thereby causing potential security vulnerabilities.

A malicious user, process, or externaritity may
misrepresent itself as the TOE to obtain identifaraand
authentication data.

A user may gain unauthorizedess to an unattended TOE
session.

A user may gain access to user fbatevhich they are not
authorized according to the TOE security policy.

An unauthorized IT entity may attenpestablish a
security association with the TOE.

When the TOE is initially started iestarted after a failure,
the security state of the TOE may be unknown.

A user error could lead to the inatroperation of the TOE
(e.g., hardware or software fault).
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3.3 ORGANIZATIONAL SECURITY POLICIES
There are no organizational security policies witiich the TOE must comply.

Application Note: Organizational security polisienay be defined by the end-user of the TOE. The
TOE developer provides procedural security recondagans to the purchaser of the TOE.
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4 SECURITY OBJECTIVES
4.1 SECURITY OBJECTIVES FOR THE TOE
The following are the IT security objectives foethOE:

O.ADMIN_GUIDANCE

O.ADMIN_ROLE

O.AUDIT_DATA
O.AUDIT_PROTECT

O.AUDIT_REVIEW

0.GOOD_TESTING

O.MANAGE

O.MANAGE_CHANGE

O.MEDIATE_INFO

O.PEER_AUTH

O.TOE_ACCESS

O.SELF_PROTECT

O.SOUND_DESIGN

O.SOUND_TOE

The TOE will provide administratemwith the necessary
information for secure configuration and manageno¢iie
TOE.

The TOE will provide administrator ed to isolate
administrative actions, and to make the adminiseat
functions available locally.

The TOE will provide the capability tdetect and create
records of security-relevant events associated ug#rs.

The TOE will provide the capability protect audit
information.

The TOE will provide the capabilitp selectively view audit
information and alert the administrator to ideeifipotential
security violations.

The TOE will undergo appropriatewsyg functional testing
that demonstrates that the TSF satisfy the sedunigtional
requirements.

The TOE will provide all the functions arakilities necessary
to support the administrators in their managemeéttie
security of the TOE, and restrict these functiomd &acilities
from unauthorized use.

The configuration of, and all chasgto, the TOE and its
development evidence will be analyzed, trackedcmdrolled
throughout the TOE’s development.

The TOE must mediate the flow ofonfnation between sets of
TOE network interfaces or between a network int=rfand the
TOE itself in accordance with its security policy.

The TOE will authenticate each peer TdE attempts to
establish a security association with the TOE.

The TOE will provide mechanisms tlettio| a user’s logical
access to the TOE and to explicitly deny accespéaific
users when appropriate.

The TSF will maintain a domain ferawn execution that
protects itself and its resources from externarfetence,
tampering or unauthorized disclosure.

The TOE will be designed using sodesign principles and
techniques. The TOE design, design principles asibd
techniques will be adequately and accurately dociiede

The implementation of the TOE will meaccurate
instantiation of its design, and is adequately acxlrately
documented.
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O.TIME_STAMPS The TOE shall provide reliable tintaraps and the capability
for the administrator to set the time used for ¢h@se stamps.
O.TRUSTED_PATH The TOE will provide a means to eaghat users are not

communicating with some other entity pretendingedhe
TOE when supplying identification and authenticatiata.

O.USER_GUIDANCE The TOE will provide users with tinéormation necessary to
correctly use the security mechanisms.

O.VULN_ANAL_TEST The TOE will undergo appropriatedependent vulnerability
analysis and penetration testing to demonstratdeksgn and
implementation of the TOE and does not allow agasko
violate the TOE’s security policies.

For a detailed mapping between threats and thedtirgy objectives listed above see Section 8.1 of
the Rationale.

4.2 SECURITY OBJECTIVES FOR THE ENVIRONMENT

The security objectives for the IT Environmentloé fTOE are listed below. In each case the
objective is formulated to satisfy one of the asgtioms from Section 3.1 of the ST.

OE.AVAILABILITY Network resources shall be availabto allow clients to satisfy
mission requirements and to transmit information.

OE.CONNECT The TOE will be installed in a netwonkrastructure such that it
can effectively control the flow of the applicalotdormation.

OE.GOOD_ADMIN The administrators will be competand will adhere to

applicable TOE guidance; however they are capdideror.

OE.NO_BYPASS Information cannot flow between thareected networks unless
it pass through the TOE.

OE.NO_GEN_PURPOSE The are no general purpose corgputstorage repository
capabilities such as compilers, editors or useliegtpns
available on the TNG portion of the TOE.

OE.NO_MAINT_PORT The maintenance port (COM1) onTNG(HQ) portion of the
TOE will not be used while the TNG(HQ) is in opéragl
service.

OE.PHYSICAL The IT environment provides the TOEéippropriate physical
protection, commensurate with the value of thed3ess
protected by the TOE.

For a detailed mapping between threats, assumpamasthe non-IT security objectives listed above
see Section 8.1 of the Rationale.
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5 IT SECURITY REQUIREMENTS

5.1 TOE SECURITY FUNCTIONAL REQUIREMENTS

This section provides functional and assuranceiregpents that must be satisfied by a compliant
TOE. These requirements consist of functional comepts from Part 2 of the CC and an Evaluation
Assurance Level (EAL) containing assurance requergsfrom Part 3 of the CC.

5.1.1 Overview

5.1.1.1 Content

The security functional requirements for this STiget of the following components from Part 2 of
the CC, summarized in Table 2.

CC Part 2 Security Functional Components

Identifier Name
FAU_ARP.1 Security alarms
FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_SAA.1 Potential violation analysis
FAU_SAR.1 Audit review
FAU_SAR.2 Restricted audit review
FAU_STG.1 Protected audit trail storage
FAU_STG.4 Prevention of audit data loss
FCS_COP.1 Cryptographic operation
FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control
FDP_DAU.1 Basic data authentication
FDP_IFC.1 Subset information flow control
FDP_IFF.1 Simple security attributes
FDP_ITC.1 Import of user data without securityibtites
FDP_ITT.1 Basic internal transfer protection
FIA_AFL.1(1) Authentication failure handling (TNG)
FIA_ATD.1(1) User attribute definition (TOE)
FIA_ UAU.2(1) User authentication before any act{oi®OE)
FIA _UID.2(1) User identification before any actiQhOE)
FMT_MOF.1(1) Management of security functions bebar (enable/disable)
FMT_MOF.1(2) Management of security functions bebaw (enable only)
FMT_MOF.1(3) Management of security functions bebaw (TNG
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CC Part 2 Security Functional Components
Identifier Name
Administrator)
FMT_MSA.1 Management of security attributes
FMT_MSA.2 Secure security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1(1) Management of TSF data (audit logseptdVindows Security
Audit log)
FMT_MTD.1(2) Management of TSF data (Windows Seguiiudit log)
FMT_MTD.3 Secure TSF data
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
FPT _ITT.2 TSF data transfer separation
FPT_RVM.1(1) Non-bypassability of the TSP (TOE)
FPT_SEP.1(1) TSF domain separation (TOE)
FPT_STM.1(1) Reliable time stamps (TOE)
FTP_TRP.1 Trusted path

Table 2 — TOE Security Functional Requirements

5.1.1.2 Strength of Function

The minimum strength level for the TOE securitydtions realized by a probabilistic or
permutational mechanism shall be SOF-basic. Ttenale for this selected level is presented in
Section 8.4.

The minimum strength of function level for the T®&curity functions applies to the TOE’s
authentication mechanisms which form part of tH&4 security function which in turn meets the
requirements of the FIA_UAU.2(1) security functibnequirement.

In addition to the mandated strength of functioreldor the TOE, strength of function requirements
are levied on the TOE environment by the followssgurity functional requirements:

« FIA_UAU.2(2); and
« FIA_SOS.1.

5.1.2 Security Functional Requirements

5.1.2.1 FAU_ARP.1 Security alarms
FAU_ARP.1 The TSF shall take [the following actisn(
a) record the security relevant event into the log} aptionally
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depending on the nature of the alarm
b) utilize SNMP traps to report events to the managection; and
c) provide a visual and/or audible alarm on the mammeagye terminal]
upon detection of a potential security violation.

5.1.2.2 FAU GEN.1 Audit data generation

FAU_GEN.1.1 The TSF shall be able to generate dit eecord of the following
auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [not specified] lewélaudit;
c) [Blocked/Dropped Calls;

d) Successful and failed local login attempts to TNQJH
e) Successful login attempts to the management tetmina
f) Logout from the management terminal;

g) Creation, deletion, or alteration of access rigimd privileges (on
TEMT);

h) Creation or alteration of passwords (on TEMT);

i) Authentication failures;

J) Firmware updates (on TNG(HQ));

k) Setting of the timestamp clock (on TNG(HQ));

[) Download of TNG(HQ) audit records to the TEMT; and
m) Selected configuration change (on TNG(HQ)).].

FAU_GEN.1.2 The TSF shall record within each auelibrd at least the following
information:

a) Date and time of the event, type of event, subgiattity, and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditafelet elefinitions of
the functional components included in the ST:

[management terminal commanding the event].
Application In operation, the passwords for the TNG Manager &N
Note: Administrator shall not be changed.
5.1.2.3 FAU_GEN.2 User identity association

FAU_GEN.2.1 The TSF shall be able to associate aaditable event with the identity
of the user that caused the event.

Application Some audit event records are in respdnssystem generated events. In
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Notes: these cases there is no user identity assatwith the auditable event.

For audit records on the TEMS the phrase “the ubat caused the
event” refers to either the TNG Administrator orGMWlanager operating
system accounts.

5.1.2.4 FAU SAA.1 Potential violation analysis

FAU SAA.1.1 The TSF shall be able to apply a seutds in monitoring the audited
events and based upon these rules indicate a @btentation of the
TSP.

FAU _SAA.1.2 The TSF shall enforce the followingesifor monitoring audited events:

a) Accumulation or combination of [assignmenibset of defined
auditable eveniknown to indicate a potential security violation;

b) [assignmentany other rulep

5.1.2.5 FAU SAR.1 Audit review

FAU_SAR.1.1  The TSF shall provide [only the SeguAtditor] with the capability to
read [all logged data] from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit reconds manner suitable for the user
to interpret the information.

Application Only the Security Auditor (TNG Administrator) hasess to all of the log

Note: information. However on the TEMT workstation, tidG'Manager has
access to the TNG log archives and the Windowsrsyahd application
logs. The TNG Manager does not have access to ith@oWs security log
on the TEMT workstation.

5.1.2.6 FAU SAR.2 Restricted audit review

FAU_SAR.2.1  The TSF shall prohibit all users readess to the audit records, except
those users that have been granted explicit reegsac

5.1.2.7 FAU_STG.1 Protected audit trail storage
FAU STG.1.1  The TSF shall protect the stored aedibrds from unauthorised deletion.

FAU _STG.1.2 The TSF shall be able prdvent unauthorizednodifications to the audit
records in the audit trail.

5.1.2.8 FAU STG.4 Prevention of audit data loss

FAU_STG.4.1  The TSF shalbyerwrite the oldest stored audit recofdsd [overwrite
the earlier records in the same order as they arggeally recorded] if
the audit trail is full.

5.1.2.9 FCS COP.1 Cryptographic operation

FCS_COP.1.1 The TSF shall perform [the specifiggtographic operations in column
one (Cryptographic Operations) in Table 3 - Crypapiic Algorithms] in
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accordance with the specified cryptographic algorithnpspecified in
column two (Cryptographic Algorithm) of Table 3 ryptographic
Algorithms] and cryptographic key sizes [specifiedtolumn three
(Cryptographic Key Size) of Table 3 - CryptograpAlgorithms] that
meet thefellewinglalgorithm standards identified in column four
(Applicable Standard) of Table 3 - Cryptographigéithms].

Cryptographic Cryptographic Cryptographic Key Size Applicable Standard
Operation Algorithm
Encryption Advanced Encryption 256 bits FIPS 197Advanced
Standard (AES) Encryption Standard
(AES)
Hashing Secure Hash Algorithm) none FIPS 180-Zecure
(SHA-1) Hash Standard

Table 3 - Cryptographic Algorithms

5.1.2.10FDP ACC.1 Subset access control

FDP_ACC.1.1  The TSF shall enforce the [AUTHENTICATBEISER ACCESS
CONTROL SFP] on

a) [TNG Manager (TNG);
b) TNG Administrator (TEMT);
c) Firmware upgrade;

d) Maintenance; and
e) all TNG users].

Application There are two User (Role) Accounts — TNG Admintistréor
Note: TEMT/TEMS including the firmware upgrade functianyl TNG
Manager (for most other TEMS functions).

5.1.2.11FDP ACEF.1 Security attribute based access control

FDP_ACF.1.1 The TSF shall enforce the [AUTHENTICATBESER ACCESS
CONTROL SFP] to objects based on the-fellewjalyject requester
being an authorized user].

FDP_ACF.1.2 The TSF shall enforce the followingeaulo determine if an operation
among controlled subjects and controlled objec#slsved:

a) [a user account for the claimed user ID exists;

b) the presented authentication credential is val@tirmatches that
required for the claimed user ID;

c) if the authenticated user is the (Security AudjtoNG
Administrator), access will be granted to the Wwdd&ecurity audit
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logs;

d) if the authenticated user is the TNG Manager or TAtBinistrator,
access will be granted to the TNG log file archiuectory; and

e) all management operations are preceded by SStbeasgiation
requests and are validated after the sessionablested].

FDP_ACF.1.3 The TSF shall explicitly authorize ascef subjects to objects based on
the following additional rules: [none].

FDP_ACF.1.4 The TSF shall explicitly deny accessulfjects to objects based on the
following additional rules:

a) [user account types on the TNG(HQ) cannot be cdeatedified, or
deleted;

b) user accounts on the TNG(HQ), associated with TEdounts
(TNG Manager, TNG Administrator) are only availatiieough
authenticated SSH sessions and are otherwise dacieds; and

c) Onthe TNG(HQ), absence of an explicit rule permgtthe access in
a policy file (basically, any access which is ngplecitly permitted,
is denied)].

5.1.2.12FDP DAU.1 Basic data authentication

FDP_DAU.1.1 The TSF shall provide a capability emgrate evidence that can be used
as a guarantee of the validity of:

a) [TNG(HQ) firmware through the application of a heghmechanism
and digital signature; and

b) All firmware loads and updates by utilising a haghmechanism and
digital signature.]

FDP_DAU.1.2 The TSF shall provide [the TNG Admirasor and the TNG Manager]
with the ability to verify evidence of the validibf the indicated
information.

5.1.2.13FDP IFC.1 Subset information flow control

FDP_IFC.1.1 The TSF shall enforce the [UNAUTHENTICRD INFORMATION
FLOW SFP] on:

a) [subjects: each IT entity that sends and receniesmation through
the TOE;

b) information: traffic sent through the TOE from auhject to another;
and

C) operations: pass or drop information].
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5.1.2.14FDP IFF.1 Simple security attributes

FDP_IFF.1.1 The TSF shall enforce the [UNAUTHENTICRD INFORMATION
FLOW SFP] based on the following types of subjext eaformation
security attributes:

a) [subject security attributes: port/VLAN identifiean, port
configuration, (secure/non-secure, mixed); and

b) Information security attributes: flow type (voicatd) and data type
(user/management traffic)].

FDP_IFF.1.2 The TSF shall permit an informatiomfloetween a controlled subject
and controlled information via a controlled opeoatif the following rules
hold:

a) [in Non-Secure mode all non-Secure traffic is akbolvin Secure mode
all Secure traffic is allowed].

FDP_IFF.1.3 The TSF shall enforce the [no addifiamfarmation flow control rules].

FDP_IFF.1.4 The TSF shall provide the followingdumanagement traffic shall be
separated via VLAN, secure/non-secure user traffadl be separated via
VLAN, voice/data traffic shall be separated via VIMA

FDP_IFF.1.5 The TSF shall explicitly authorise afoimation flow based on the
following rules:

a) [none].

FDP_IFF.1.6 The TSF shall explicitly deny an infation flow based on the following
rules:

a) [In Secure mode, all Non-Secure traffic is discdrde Non-Secure
mode all Secure traffic is discarded. Packets withioe appropriate
VLAN identification (either absent or misroutedeatiscarded].

5.1.2.15FDP ITC.1 Import of user data without securityihtites

FDP_ITC.1.1 The TSF shall enforce the [ACCESS CORNILFRSFP and/or
INFORMATION FLOW CONTROL SFP] when importing useatd,
controlled under the SFP, from outside of the TSC.

FDP_ITC.1.2 The TSF shall ignore any security laities associated with the user data
when imported from outside the TSC.

FDP_ITC.1.3 The TSF shall enforce the followingesuvhen importing user data
controlled under the SFP from outside the TSC: |

The digital signature of this new image, once dmadkd to the alternate
image area, is checked by the current image averified, this new
image is activated and becomes the current imaayek af a digital
signature or failure to verify the digital signagwaborts this final
activation action.]
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5.1.2.16FDP ITT.1 Basic internal transfer protection

FDP_ITT.1.1 The TSF shall enforce the [AUTHENTICADEJSER ACCESS
CONTROL SFP] to prevent theigclosure, modification, andss of use
of user data when it is transmitted between philgisaparated parts of
the TOE.

5.1.2.17FIA_AFL.1(1) Authentication failure handling (TNG)

FIA_AFL.1.1(2) The TSF shall detect whesng unsuccessful authentication attempt
occurs related to [any claimed user ID attemptoguthenticate to the
TNG].

FIA_AFL.1.2(1) When the defined number of unsuctidssuthentication attempts has
been met or surpassed, the TSF shall:

a) [generate an audit log record]

Application Note:  Administrators (using TEMS on TeMT) do not authenticate directly
with the TNG(HQ). Rather the TEMS application autleates to the
TNG(HQ) using the TNG(HQ) account appropriate te th
administrative action that has been requested.

5.1.2.18FIA_ATD.1(1) User attribute definition (TOE)

FIA_ATD.1.1(2) The TSF shall maintain the followifigt of security attributes
belonging to-rdisdual-usersser accounts associated with the
following TEMT Windows accounts

a) [TNG Manager and TNG Administrator:
Role]

Application Note:  The TEMS user interface determivlich administrative functions
are available to which TEMT account.

On the TNG(HQ) user accounts cannot be createdjfradar deleted
except by firmware update. The TEMS applicatiohlagjin to the
TNG(HQ) using an account determined by the admatise function
being requested by the TEMS application.

5.1.2.19FIA UAU.2(1) User authentication before any actio®E)

FIA_UAU.2.1(1) The TSF shall require each usereashccessfully authenticated before
allowing any other TSF-mediated actions on behflfat user.

Application Note:  Under normal operations usersmi identify or authenticate to the
TNG(HQ). This function is performed on their belmslfthe TEMS
application. However, the TNG(HQ) operating systésres customized
version of the UNIX OS which maintains a list cdrusccounts and
requires identification and authentication befoermitting any actions
on behalf of the user.
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5.1.2.20FIA UID.2(1) User identification before any acti6hOE)

FIA_UID.2.1(1) The TSF shall require each usemniify itself before allowing any
other TSF-mediated actions on behalf of that user.

Application Note:  Under normal operations usersmi identify or authenticate to the
TNG(HQ). This function is performed on their belmslfthe TEMS
application. However, the TNG(HQ) operating systésres customized
version of the UNIX OS which maintains a list cérusccounts and
requires identification and authentication beforrmitting any actions
on behalf of the user.

5.1.2.21FMT_MOEF.1(1) Management of security functions bebar(enable/disable)

FMT_MOF.1.1(1) The TSF shall restrict the abiliby[enable andlisablg the following
functions:

a) [user account “active” (enable and disable onlgy a
b) audit]
to [the TNG Manager and TNG Administrator accounts]
Application Note: The TNG Manager account cannot enable or disal®eliG
Administrator account.
5.1.2.22FEMT_MOE.1(2) Management of security functions bebawr(enable only)
FMT_MOF.1.1(2) The TSF shall restrict the ability[enablg the followingfunctions:
a) [delete unarchived log file;

b) delete unexported log file; and

c) access rights and privilege definitions (creatabgletion, and
alteration).]

to [the TNG Manager and TNG Administrator accounts]

5.1.2.23FEMT_MOF.1(3) Management of security functions bebarv(TNG Administrator)

FMT_MOF.1.1(3) The TSF shall restrict the abiliby[enablg the function [TOE firmware
update] to [the TNG Administrator account].

FMT MSA.1 Management of security attributes

FMT_MSA.1.1 The TSF shall enforce the [AUTHENTICADBJSER ACCESS SFP] to
restrict the ability toghange_default, query, modify, de]dtee security
attributes [defined in FDP_IFF.1.1] to the [TNG Naer and TNG
Administrator accounts].

5.1.2.24FMT MSA.2 Secure security attributes

FMT_MSA.2.1 The TSF shall ensure that only secalees are accepted for security
attributes.
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5.1.2.25FMT MSA.3 Static attribute initialization

FMT_MSA.3.1 The TSF shall enforce the [AUTHENTICADBJSER ACCESS SFP] to
provide festrictivg default values for security attributes that asedito
enforce the SFP.

FMT_MSA.3.2 The TSF shall allow the [TNG ManageddaNG Administrator
accounts] to specify alternative initial valuet@rride the default values
when an object or information is created.

5.1.2.26FMT_MTD.1(1) Management of TSF data (audit logsegtd/Nindows Security Audit log)

FMT.MTD.1.1(1) The TSF shall restrict the abilityf[query, delete, cledthe [all audit
logs except the Windows Security Audit log] to [fiRG Administrator
and TNG Manager accounts].

5.1.2.27FEMT MTD.1(2) Management of TSF data (Windows Sdgukudit loq)

FMT.MTD.1.1(2) The TSF shall restrict the ability [query, delete, cledthe [Windows
Security Audit log] to [the TNG Administrator acautu(i.e. the TNG
Security Auditor role)].

5.1.2.28EMT_MTD.3 Secure TSF data
FMT_MTD.3.1 The TSF shall ensure that only secualeies are accepted for TSF data.

5.1.2.29FMT SMEF.1 Specification of Management Functions

FMT_SMF.1.1 The TSF shall be capable of perforntiregfollowing security
management functions:

a) [start-up and shutdown;

b) create, delete, modify, and view information floecsrity policy
rules that permit or deny information flows;

C) create, delete, modify, and view user attributei@galdefined in
FIA_ATD.1;

d) modify and set the time and date; and
e) archive, create, delete, empty, and review thet dogli]

5.1.2.30FMT SMR.1 Security roles

FMT_SMR.1.1 The TSF shall maintain the ro]€8IG Manager and TNG
Administrator].

FMT_SMR.1.2 The TSF shall be able to associatesusiéh the TNG Manager and TNG
Administratorroles

Application The terms TNG Administrator and TNG Manager rebebath users and

Note: roles. They act as users in the sense that accexmgswith these names
on the operating system which hosts the TEMS. Hwsars must know
the password for one of these accounts in ordgain access to the
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TEMS software. They also act as roles in the straddhe features
available depend on whether a human user has coededth the TNG
Administrator or TNG Manager account. The TOE hasrbdeveloped to
meet the specifications of a specific governmeahagwho has decided
that given the physical and personnel security messsin place,
associating individual human users with their ansan the TOE is not a
requirement. Therefore the requirements of FMT_3MRare met since
the TNG Administrator user is always associateth wie TNG
Administrator role while the TNG Manager user isval/s associated with
the TNG Manager role. Similarly the requirement$afJ_ GEN.2 are
met since auditable events (on the TEMT) will Imoamted with either
the TNG Administrator user or the TNG Manager user.

5.1.2.31FPT ITT.2 TSF data transfer separation

FPT_ITT.2.1 The TSF shall protect TSF awdhta from flisclosure, modificatign
when it transmitted betweer-separateparis-ot@ie fhe:

a) TNG(HQ) and the TEMT.

FTP_ITT.2.2 The TSF shall separate user data fr&f data when such data is
transmitted between separate parts of the TOE.

5.1.2.32FPT_RVM.1(1) Non-bypassability of the TSP (TOE)

FPT_RVM.1.1 The TSF shall ensure that TSP enforo¢fuections are invoked and
succeed before each function within the TSC isnadlbto proceed.

5.1.2.33FPT_SEP.1(1) TSF domain separation (TOE)

FPT_SEP.1.1 The TSF shall maintain a security dorizaiits own execution that
protects it from interference and tampering by ustied subjects.

FPT_SEP.1.2 The TSF shall enforce separation battieesecurity domains of subjects
in the TSC.

5.1.2.34FPT_STM.1(1) Reliable time stamps (TOE)
FPT_STM.1.1 The TSF shall be able to provide rédigiine stamps for its own use.

5.1.2.35FTP TRP.1 Trusted path

FTP_TRP.1.1 The TSF shall provide a communicatpath between itself antbal]
gsersTNG Administrators and TNG Managdtsat is logically distinct
from other communication paths and provides assdesttification of its
end points and protection of the communicated fitata modification or
disclosure.

FTP_TRP.1.2 The TSF shall perniitidal user$to initiate communications via the
trusted path.

FTP_TRP.1.3 The TSF shall require the use of tsted path for:
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a) [initial user TNG Administrator and TNG Manager laentication; and
b) the issuance of all management commands.]

5.2 SECURITY REQUIREMENTS FOR THE IT ENVIRONMENT

This section describes the security functional reguents which must be provided by the IT
environment in which the TOE operates. These requents consist of functional components
drawn from Part 2 of the CC.

5.2.1 Overview

CC Part 2 Security Functional Components

Identifier Name
FAU_SAR.3 Selectable audit review
FAU_SEL.1 Selective audit
FIA_AFL.1(2) Authentication failure handling (TEMT)
FIA_ATD.1(2) User attribute definition (IT Envirorent)
FIA_SOS.1 Verification of secrets
FIA_UAU.2(2) User authentication before any act{h Environment)
FIA_UID.2(2) User identification before any acti@i Environment)
FIA_UAU.6 Re-authenticating (IT Environment)
FPT_RVM.1(2) Non-bypassability of the TSP (IT Emriment)
FPT_SEP.1(2) TSF domain separation (IT Environment)
FPT_STM.1(2) Reliable time stamps (IT Environment)

Table 4 — Security Functional Requirements for théT Environment
5.2.2 Security Functional Requirements

5.2.2.1 FAU SAR.3 Selectable audit review

FAU SAR.3.1 TheFSHKT Environmentshall provide the ability to perfornsg¢archepof
audit data based on:

a) [User identity; and
b) Type (success or failure), date, time, categorgneidentifier and
computer].
5.2.2.2 FAU_SEL.1 Selective audit

FAU SEL.1.1 The-FSHKT Environmentshall be able to include or exclude auditable
events from the set of audited events based ofollogving attributes:

a) [event type]; and
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b) [no additional attributes].

5.2.2.3 FIA_AFL.1(2) Authentication failure handling (TEMT)

FIA_AFL.1.1(2) TheFSHT Environmentshall detect whers[x] unsuccessful
authentication attempts occur related to [any at@imser ID attempting
to authenticate to the TEMT].

FIA_AFL.1.2(2) When the defined number of unsuctidssuthentication attempts has
been met or surpassed, the-TISEENvironmentshall:

a) [generate an audit log record; and

b) lock out the user account which was attemptingginl to the TEMT
for a period of sixty minutes, unless the accowd locked is the
TNG Administrator account.]
5.2.2.4 FIA_ATD.1(2) User attribute definition (IT Environent)

FIA_ATD.1.1(2) The-FSHT Environmentshall maintain the following list of security
attributes belonging tedrdivdualusdhe following user accounts

a) [TNG Manager and TNG Administrator accounts:

User ID and password.]

5.2.2.5 FIA S0OS.1 Verification of secrets

FIA_SOS.1.1 TheFSH Environmentshall provide a mechanism to verify that
secrets meet [the minimum password length and aaxiipl
requirements specified in the TNG guidance docusfemtboth the
TNG Administrator and the TNG Manager accounts].

5.2.2.6 FIA UAU.2(2) User authentication before any act{bh Environment)

FIA_UAU.2.1(2) TheFSHT Environmentshall require each user to be successfully
authenticated before allowing any other TSF-mediations on behalf
of that user.

5.2.2.7 FIA UID.2(2) User identification before any actidiil Environment)

FIA_UID.2.1(2) TheFSHT Environmentshall require each user to identify itself before
allowing any other TSF-mediated actions on behfdlfat user.

5.2.2.8 FIA_UAU.6 Re-authenticating (IT Environment)

FIA_UAU.6.1 The-FSHT Environmentshall re-authenticatethserTNG
Administrators and TNG Manageusider the conditions [after 20 minutes
of inactivity].

5.2.2.9 FPT RVM.1(2) Non-bypassability of the TSP (IT Emnment)

FPT_RVM.1.1 TheFSH Environmentshall ensure that TSP enforcement functions are
invoked and succeed before each function withinltB€ is allowed to
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proceed.

5.2.2.10FPT_SEP.1(2) TSF domain separation (IT Environment)

FPT_SEP.1.1(2) TheFSHT Environmentshall maintain a security domain ferits-otie
TOE's execution that protectstite TOEfrom interference and tampering
by untrusted subjects.

FPT_SEP.1.2(2) TheFSHT Environmentshall enforce separation between the security
domains of subjects in the TSC.

5.2.2.11FPT_STM.1(2) Reliable time stamps (IT Environment)

FPT_STM.1.1(2) The+SH Environmentshall be able to provide reliable time stamps
for #s-ewnuse by the TOE

Application Note:  The word ‘reliable’ in the aboxequirement means that the order of
the occurrence of auditable events is preservesliaBle time stamps,
which include both date and time, are especiallganant for TOEs
comprised of greater than one component. This requent was refined
to make it clear that the IT Environment provideset stamps for the
use of the TOE.

5.3 TOE SECURITY ASSURANCE REQUIREMENTS

5.3.1 Overview

The security assurance requirements for the TOEisbof the requirements corresponding to the
EALZ2 level of assurance, as defined in the CC Baaugmented by the inclusion of Flaw
Remediation.

5.3.2 Security Assurance Requirements

The assurance components are summarized in tlogving table:

Assurance Components
Assurance Class
Identifier Name

Configuration Management ACM_CAP.2 Configuratioemits
Delivery and Operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-upgedures
Development ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration
Guidance Documents AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance
Life Cycle Support ALC FLR.1 Basic flaw remediation
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Assurance Components
Assurance Class
Identifier Name

Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing — sample

Vulnerability Assessment AVA_SOF.1 Strength of TOE security function evaloat
AVA VLAl Developer vulnerability analysis

Table 5 — Security Assurance Requirements (EAL2+)
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6 TOE SUMMARY SPECIFICATION

This section provides a description of the secdutgctions and assurance measures of the TOE that
meet the TOE security requirements defined in 8edi The functions and functional

requirements are cross-referenced in Table 12.askerance measures and assurance requirements
are cross-referenced in Table 13.

6.1 TOE SECURITY FUNCTIONS

6.1.1 Overview
The TOE security functions that were introduce&attion 2.3.1 are further elaborated in this
section. The major functions (e.g., audit) areotgoosed to more clearly define their functionality.
6.1.2 Administration and Security Management
F.HMI The TOE supports the following interfaces &mministrative access:
a) serial port for local connections to a TEMT.

Administrative access to the TOE is restricteduthorised
administrators. Access control shall be providedugh a set of
defined profiles (roles) that permit specific adisirative activities to
be performed.

Each administrative user has an associated setrilifutes, which are
maintained by the TNG Administrator.

The TOE only accepts secure values for securitipates.

Tasks that are restricted to the TNG Administratod/or TNG
Manager are:

a) start-up and shutdown;
b) management of TOE interfaces;
c) manipulation of security attributes;

d) creation, deletion, modification, and viewing otusattribute
values;

e) enable, disable, determine and modify the behawbthie Audit
function;

f) modification, deletion, creation and querying dbmmation flow
policy rules including as a minimum:

configuring communications interfaces as secure and
rejecting all non-secure traffic, and

configuring communications interfaces as non-seauack
rejecting all secure traffic;

g) configuration of the time source for the time amadedused to form
the time stamps;
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6.1.3 Audit
F.AUDIT

h) archive, create, delete, empty, and review thetdogi; and
1) recovery of the TOE to a secure state.

The TOE provides an audit management cdipyalior use by
authorized users (i.e., TNG Administrator as theuiey Auditor).

The TOE is capable of generating:
a) auditable events; and
b) audit records.

The TOE provides the TNG Administrator (as Segukmiditor) with
the capability to configure auditable events wabpect to the
Windows Security Log. The TNG Manager can also s€ead
manipulate the Windows System/Application logs archived TNG
logs.

Each auditable event generates an audit record.

The TOE generates an alarm when the storage tgpathe audit
log has been exceeded.

The TOE provides the TNG Administrator (as Segukuditor) and
the TNG Manager with a searching capability forialod) analysis.

The TOE provides the TNG Administrator (as Segukuditor) and
the TNG Manager with the capability to:

a) manage audit log storage;
b) back-up (archive) audit log data; and
c) delete archived audit log data files.

The TEMT configures and sends update requestetoNAUs, and
the oNAUs download event log files to the TEMT anas-requested
or as-configured basis. Details of trap events@cerded in local logs
and may be sent back to an associated TEMT (vias&Skions) if so
configured in the trap itself. The logs sent backT the oNAUs to
the TEMT are exported/imported in ASCII Text Fornmabrder to be
readable and parsable by the Windows text editmrakditability
purposes, a flag or delimiter within the file dangtthe event as
“security” is used. Windows Notepad can then bealusesearch the
standard Windows logs (security, application, sygtesearch through
the events and allow viewing. Note that the spe@fients listed in
Section 2.3.12 when recorded in log files from asged TNG(HQ)
oNAUSs and stored/archived on the TEMT will also tzdm this
“security” flag, and thus can also be parsed apd/ed.
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6.1.4 Cryptography
F.CRYPTO

Within the TNG SSH v2 is implemented ussigned asymmetric
keys, all of which are generated and controlledugh a Certification
Authority (CA). These sessions, provide confiddityiaand
authentication and are used for assurance of éptration
(management vs user) and are enacted between M& akd its
associated TNG(HQ) oNAUSs, or between TEMTs on &2fs. In
TNG(HQ) oNAUs, all management operations are fuedehrough a
FW interface which directs SSH session initiatiequests to the
appropriate agents within the oNAU and validatesdperation (after
session establishment) by performing stateful iospe of packets. In
TEMTSs, the TNG Manager account controls/initiat&Hsession via
the TEMS.

Digital signature checks verify application of t(hG master private
key to other key pairs, public keys, TNG FW upgsadenew TNG
software applications.

The TOE performs data encryption/decryption of agggment data
using the Advanced Encryption Standard (AES) atgoriwith a
minimum key size of 256 bits

The reference standards for the TOE’s cryptog@apperations are
listed in Table 3 of section 5.1.2.9.

6.1.5 Information Flow Control
F.INFO_FLOW_CTRL The TNG information flow contraéeurity functional policies

6.1.6 Access Control
F.ACCESS CTRL

are defined at section 2.4.

The TNG user access control secfunitgtional policies are
defined at section 2.3.

6.1.7 TOE Self-Protection

F.DOMAIN

The TOE maintains a security domain, withtis enclosure, for its
own execution that protects it from interferencd tampering by
untrusted subjects.

The TOE is configured so that no general-purpo$svare
(unapproved by those responsible for the TNG) nmthe system.

On startup, the TOE checks its boot partitionrisuge that no
changes have been made.

The TOE enforces separation between the secwiaadhs of
subjects in the TSF Scope of Control (TSC) by assgeach to a
physical and logical input/output interface andslegregating and
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protecting security-critical data in a configuratifile.

F.REF_MEDIATE The TNG(HQ) modules (0NAUs) autheat& all management
commands. The privileges and access are statefiged for each
process and this can only be changed by loadireyeRW image.

F.TIME The TOE provides reliable time stamps fsratvn use which
includes audit record creation.
6.1.8 Trusted Channel / Path

F.TRUSTED_COMMS The TOE provides two types of epteg communications,
trusted channel and trusted path, where:

a) trusted channel refers to the encrypted connetisiween
the TOE and a trusted IT entity; and

b) trusted path refers to the encrypted connectiod tse
authenticate an administrator (TNG Manager or TNG
Administrator) with the TOE.

Trusted paths and trusted channels:
a) are logically distinct from other communication lpsit
b) provide assured identification of their end poirtsg

c) are protected by encryption to guard against dssckwand
by cryptographic signature to detect modifications

Either the TOE or the trusted IT entities are ablmitiate
communication via the trusted channel.

The trusted path is used for all local TNG Admiirasor
authentication functions.

6.2 ASSURANCE MEASURES
A description of each of the TOE assurance meagolles/s.

M.ID The TOE incorporates a unique version ideetithat can be displayed to
the user.
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M.CMSYS

M.GETTOE

M.SETUP

M.SPEC

The TOE was developed and is maintainedguaidocumented
Configuration Management (CM) system, with autordaeneration
support, to ensure that only authorised changesade to the TOE
configuration items and implemented in the evaldatersion of the TOE
and to support the generation of the TOE.

The organization, operation and usage of the CNesyare described in
CM plan, which describes the method used to unjggeintify the
configuration items, describes the automated taontstheir usage in the
system, and identifies CM records that are to bsnmed as evidence that
the CM system is operating in accordance with taa pnd that all
configuration items have been and are being effelgtimaintained under
the CM system.

A list that uniquely identifies and describes alhfiguration items that
comprise the TOE, all TOE documentation, all camfagion items
required to create the TOE (i.e., implementatigresentation), security
flaws and the evaluation evidence required by Hseii@nce components
of the ST, is maintained.

The procedures used to accept modified or newlgteteconfiguration
items as part of the TOE are documented in an &moep plan.

The developer uses a documented and dieatqarocess and procedures
for shipping a packaged TOE, identified by seriainter, to a customer.

The delivery documentation describes all procedanestechnical
measures that are necessary to maintain secudtygetect modifications
or any discrepancy between the developer’'s masfgr and the version
received at the user site.

The documentation describes how the procedures aktection of
attempts to masquerade as the developer, evesas cawhich the
developer has sent nothing to the user’s site.

Documented procedures describe all thes stepessary for the secure
installation, generation, and start-up of the TOE.

Application of these procedures to the TOE resuolssecure
configuration.

The development documentation contains a:
a) functional specification, and
b) high level TOE design.

The informal, internally consistent, functionaksgication describes the
TSF and it:

a) contains a description of the purpose and methag®fof all external
TSF interfaces, and, for each, designates thefatias security-
enforcing or security-supporting;
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b) describes, for security-enforcing external TSFriiatees, the function
specification describes the security-enforcing@fend security-
enforcing exceptions, and the direct error messtgasesult from
security-enforcing effects and exceptions, and

c) completely represents the TSF and includes ragothat the TSF is
completely represented.

The informal, internally consistent, high-levekag describes the
structure of the TOE in terms of subsystems. Tigk-level design:

a) describes the design of the TOE in sufficient détedletermine what
subsystems of the TOE are part of the TSF; and

b) identifies all subsystems in the TSF, and designiditem as either
security-enforcing or security-supporting as ddsstibelow:

for security-enforcing subsystems, the high-lewesdign
describes the structure of the subsystem, the mesithe
security-enforcing behaviour and summarizes any non
security-enforcing behaviour.

the high-level design summarizes the behaviouségourity-
supporting subsystem. The high-level design diessrany
interactions between the securégpforcing subsystems of
TSF and summarizes all other interactions between
subsystems of the TSF.

M.TRACE Correspondence mappings demonstrate tbateburity functionality
detailed in the TOE functional specification is @gvds traceable to this ST
and downwards traceable to the high level deskgpr. each adjacent pair
of provided TSF representations, a correspondemalysis demonstrates
that all relevant security functionality of the reabstract TSF
representation is correctly and completely refimethe less abstract TSF
representation.

M.DOCS Documentation is provided in the form of @i®nal guidance for the
administrator and for the user.

The administrator guidance:

a) describes the administrative functions and inte$aavailable to the
administrator of the TOE;

b) describes how to administer the TOE in a securengran

c) contains warnings about functions and privileges gihould be
controlled in a secure processing environment;

d) identifies all assumptions regarding user behauioat are relevant to
secure operation of the TOE; and

e) describes all security parameters under the coatritle administrato
indicating secure values as appropriate, and descgach type of
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M.FLAWREM

security-relevant event relative to the administeafunctions that
need to be performed, including changing the sgcanaracteristics
of entities under the control of the TSF.

The administrator guidance is consistent with #iileo documentation
supplied for evaluation, and describes all secuetuirements for the IT
environment that are relevant to the administrator.

The user guidance:

a) describes the functions and interfaces availabteeémon-
administrative users of the TOE;

b) describes the use of user-accessible securityitunscprovided by the
TOE;

C) contains warnings about user-accessible functinodavileges that
should be controlled in a secure processing enmigont;

d) clearly presents all user responsibilities necgssarsecure operation
of the TOE, including those related to assumptiegsrding user
behaviour found in the statement of TOE securityirenment.

The user guidance is consistent with all other dwentation supplied for
evaluation, and describes all security requiremfamtthe IT environment
that are relevant to the user.

Flaw remediation guidance (which forms part oftiser guidance) is
provided to describe how TOE users report to theld@er any suspected
security flaws in the TOE.

The flaw remediation guidance also describes a mbgnvhich TOE
users may register with the developer, to be dedib receive security
flaw reports and corrections.

The flaw remediation guidance identifies the spegbints of contact for
all reports and enquiries about security issueslimvg the TOE.

Flaw remediation procedures, addressetiQ& developers, establish a
procedure for accepting and acting upon all repafreeecurity flaws and
requests for corrections to these flaws.

The flaw remediation procedures documentation de=sthe procedures
used to track all reported security flaws in eagbase of the TOE.

The flaw remediation procedures:

a) require that a description of the nature and etbéetach flaw be
provided, as well as the status of finding a cdioacto that flaw;

b) require that corrective actions be identified facle of the security
flaws and the flaw remediation procedures docuntemalescribes
the methods used to provide flaw information, coioms, and
guidance on corrective actions to TOE users; and
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M. TESTCOV

M.TEST

M.VULNER

c) describe the means by which the developer recegpsts and
enquiries of suspected security flaws in the T TOE users. Th
procedures for processing reported security flaws:

ensure that reported flaws are corrected and tireatomn
issued to TOE users, and

provide safeguards that corrections to these dgdlaws do
not introduce any new flaws.

An analysis of the TOE'’s test coveragmdastrates the correspondence
between the tests identified in the test documemaind the TSF as
described in the functional specification. Thiglgeis demonstrates that
the correspondence between the TSF as descriltled fanctional
specification and the tests identified in the testumentation is complete.

A suitably configured TOE has been evaluateal controlled networked
environment to confirm that TOE functionality optesas specified, and
that the product can remediate a representativef setll-known
vulnerabilities from each of the vulnerability ctas claimed by the
developer. TOE functionality has also been evathiate real-world
environment, using a representative set of netwgskems configured
with known vulnerabilities. The TOE includes deymdo test
documentation which consists of test plans, testgmure descriptions,
expected test results and actual test resultstebielocumentation is
sufficient to determine that the developer hasesyastically tested the
TOE against both the functional specification amelhigh level design.

The TOE includes vulnerability documentatiwhich describes the
strength of function analysis along with an analysiobvious
vulnerabilities in the TOE.
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7 PROTECTION PROFILE CLAIMS
This ST does not make any Protection Profile claims
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8 RATIONALE
8.1 SECURITY OBJECTIVES RATIONALE

8.1.1 Threats and TOE Security Objectives

Table 6 provides a bi-directional mapping of Sagu@ibjectives to Threats. It shows that each of
the threats is addressed by at least one of tleeigs, and that each of the objectives addredses
least one of the threats. It is followed by a dsston of how each threat is addressed by the
corresponding Security Objective(s).

O = I(JDJ W | G
O Z |2 o
2ol 12312 |2]2] |nlC]2] |olE|Z|E
SlalE|lQ>|w O|l=|E|w wio|=|5 2z
<|@|m|w . 15lo|@lalF|<|alD
=S| x E 58I YIEIROE B |E] 0| E
ZZlelelelelz|g| SN 0zZZ] 000 2
S|So|lglo|Q|Z|Z|0ju|w|S|D|D|¥Y D|lu|S
ala|loa|o|o|<|<|u|lw|o|w|o|D|Z|z|wn|D
L9222 |H|D| DD =K [2>
o|o|o|o|o|o|o|o|o|o|O|O|O|O|O|O|O|O
T.ADMIN_ERROR X| X X
T.ADMIN_ROGUE X[ X[ X| X
T.AUDIT_COMP X X
T.CRYPTO_COMP K
T.FLAWED_DESIGN X X X
T.FLAWED_TOE X | X X X
T.MALICIOUS_USER X X X
T.MASQUERADE X X| X
T.MISSED_ACTIONS X [ X X
T.POOR_TEST X
T.SPOOFING X
T.UNATTENDED_SESSION X
T.UNAUTH_ACCESS X X X X
T.UNAUTH_PEER N
T.UNKNOWN_STATE X X
T.USER_ERROR X
Table 6 - Mapping of Security Objectives to Threats
T.ADMIN_ERROR An administrator may incorrectly install or configuthe

TOE, or install a corrupted TOE resulting in inaffiee
security mechanisms.

Doc No: 1531-002-D000 Version: 0.41 Date: 5 Jan 09 Page 39 of 69



LA

1
Delivering the Right Assurance

TNG Security Target

T.ADMIN_ROGUE

T.AUDIT_COMP

O.ADMIN_GUIDANCE — The TOE will provide
administrators with the necessary information &we
configuration and management of the TOE.

O.ADMIN_ROLE — The TOE will provide administrator
roles to isolate administrative actions, and to enile
administrative functions available locally. The EGmits
the functions an administrator can perform in agivwole.

O.MANAGE - The TOE will provide all the functiorssd
facilities necessary to support the administraitotseir
management of the security of the TOE, and restrede
functions and facilities from unauthorized use.
Administrators have the capability to view configtion
settings. For example, if the TNG Administrator mad
mistake when configuring the rule-set, providinghier
the capability to view the rules affords him/hee tbility to
review the rules and discover any mistakes thahtriigve
been made.

An administrator’s intentions may become malicious
resulting in user or TOE Security Functions (TS&jed
being compromised.

O.ADMIN_ROLE — The TOE will provide administrator
roles to isolate administrative actions, and to enile
administrative functions available locally. The EOmits
the functions an administrator can perform in agivwole.
This is somewhat different than the part this ofbyecplays
in countering T ADMIN_ERROR, in that it is presumtct
separate individuals will be assigned separatesrole

O.AUDIT_DATA — The TOE will provide the capability
detect and create records of security-relevantteven
associated with users. Administrator IDs will bearded
when any security relevant change is made to the [eQy.,
creation, deletion, or alteration of access rigims
privileges, etc.). Attributes used in the auditarec
generation process are also required to be boutikto
subject, ensuring administrators are held accolstab

O.AUDIT_PROTECT — The TOE will provide the
capability to protect audit information. The TOHIw
protect against unauthorised modification or detetf
audit logs by a rogue administrator.

O.AUDIT_REVIEW — The TOE will provide the capaltyi
to selectively view audit information. Only thecbety
Auditor role can review audit records.

A malicious user or process may view audit recocdsise
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T.CRYPTO_COMP

T.FLAWED_DESIGN

audit records to be lost or modified, or preveritife audit
records from being recorded, thus masking a usasst®on.

O.AUDIT_PROTECT — The TOE will provide the
capability to protect audit information. The TOHIw
protect against unauthorised modification or detetf
audit logs by a rogue administrator.

O.AUDIT_REVIEW — The TOE will provide the capaltyi
to selectively view audit information. Only thecbety
Auditor role can review audit records.

O.SELF_PROTECT — The TSF will maintain a domain fo
its own execution that protects itself and its teses from
external interference, tampering or unauthorizedldsure.
The TOE ensures that the TSF can protect itsatf fusers.

If the TSF could not maintain and control its domai
execution, it could not be trusted to control asdesthe
resources under its control, which includes thatdad.
Likewise, ensuring that the functions that proteetaudit
log are always invoked is also critical to the gation of
this threat.

A malicious user or process may cause key, data or
executable code associated with the cryptographic
functionality to be inappropriately accessed (vidwe
modified, or deleted), thus compromising the crgpphic
mechanisms and the data protected by those mechsinis

O.SELF_PROTECT - The TSF will maintain a domain fo
its own execution that protects itself and its teses from
external interference, tampering or unauthorizedldsure.
The TOE ensures that the TSF can protect itsaifi fro
unauthorized users. If the TSF could not mainséaud
control its domain of execution, it could not bested to
control access to the resources under its conttoth
includes the cryptographic data and executable.code

Unintentional or intentional errors in requirements
specification or design of the TOE may occur, lagdb
flaws that may be exploited by a malicious usepragram.

O.MANAGE_CHANGE - The configuration of, and all
changes to, the TOE and its development evidenit®evi
analyzed, tracked and controlled throughout the '§OE

development.

O.SOUND_DESIGN — The TOE will be designed using
sound design principles and techniques. The TOIges
design principles and design techniques will begadeely

and accurately documented.
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T.FLAWED_TOE

T.MALICIOUS_USER

O.VULN_ANAL_TEST - The TOE will undergo
appropriate independent vulnerability analysis and
penetration testing to demonstrate the design and
implementation of the TOE and does not allow agasko
violate the TOE’s security policies. The desigrited TOE
is tested for obvious vulnerabilities that coulddarisen
from design flaws.

Unintentional or intentional errors in implementai of the
TOE design may occur, leading to flaws that may be
exploited by a malicious user or program.

0O.GOOD_TESTING — The TOE will undergo appropriate
security functional testing that demonstrates t8& T
satisfies the security functional requirementsthéiligh the
previous two objectives help minimize the introdoictof
errors into the implementation, this objective gases the
likelihood that any errors that do exist in the ierpentation
(with respect to the functional specification, higiiel, and
low-level design) will be discovered through tegtin

O.MANAGE_CHANGE - The configuration of, and all
changes to, the TOE and its development evidenit®evi
analyzed, tracked and controlled throughout the 'SOE

development.

O.SOUND_TOE — The implementation of the TOE weél b
an accurate instantiation of its design, and igjadely and
accurately documented.

O.VULN_ANAL_TEST — The TOE will undergo
appropriate independent vulnerability analysis and
penetration testing to demonstrate the design and
implementation of the TOE and does not allow agasko
violate the TOE’s security policies. the implenain of
the TOE is tested for obvious vulnerabilities tbatild have
arisen from a flawed implementation.

A malicious user or process may cause TSF data or
executable code to be inappropriately accesseavide
modified, or deleted). This threat class includegicious
software threats (e.g., viruses, Trojans, etc.).

O.MANAGE - The TOE will provide all the functiorssd
facilities necessary to support the administraitotseir
management of the security of the TOE, and restrede
functions and facilities from unauthorized use.e MOE
provides the capability to restrict access to T&thbse
who are authorized to use the functions. Satisiaatf this
objective (and its associated requirements) prevent
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unauthorized access to TSF functions and dataghrthe
administrative mechanisms.

O.SELF_PROTECT - The TSF will maintain a domain fo
its own execution that protects itself and its tgses from
external interference, tampering or unauthorizedldsure.
The TOE ensures that the TSF is able to protesif fiom
tampering and that the security mechanisms in 8ie T
cannot be bypassed. Without this objective, therei
assurance that users could not view or modify T&R& dr
TSF executables.

O.TRUSTED_PATH — The TOE will provide a means to
ensure that users are not communicating with sdimer o
entity pretending to be the TOE when supplying
identification and authentication data. The TOBEwras
that there is a trusted communication path betvileed SF
and various users (administrators, and trustedtifies (for
performing replication, for instance)). This ensutleat the
transmitted data cannot be compromised or discldeedg
the duration of the trusted path. The protectidarefl by
this objective is limited to TSF data, including
authentication data and all data sent or receiyetdusted
IT entities (a relying party’s user data is nottpoted; only
the authentication portion of the session is ptettc

T.MASQUERADE A malicious user, process, or external IT entityyma
masquerade as an authorized entity in order to gaicess
to data or TOE resources.

O.TOE_ACCESS - The TOE will provide mechanisms tha
control a user’s logical access to the TOE andpbiatly
deny access to specific users when appropriatgicab
access to the TOE and its resources is contrdigd.
constraining how and when authorized users carsadhe
TOE, and by mandating the type and strength of the
authentication mechanisms, this objective helpgyati the
possibility of a user attempting to login and masqude as
an authorized user. In addition, this objectiveves the
administrator with the means to control the nundjdailed
login attempts a user can generate before an atmoun
locked out, further reducing the possibility of seugaining
unauthorized access to the TOE.

O.TRUSTED_PATH — The TOE will provide a means to
ensure that users are not communicating with sdimer o
entity pretending to be the TOE when supplying
identification and authentication data. The TOBEwras
that there is a trusted communication path betvileed SF
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T.MISSED_ACTIONS

T.POOR_TEST

and various users (administrators, and trustedtifies (for
performing replication, for instance)). This ensutieat the
transmitted data cannot be compromised or discldaddg
the duration of the trusted path. The protectiderefl by
this objective is limited to TSF data, including
authentication data and all data sent or receiyedusted
IT entities (a relying party’s user data is nottpated; only
the authentication portion of the session is ptetic

O.USER_GUIDANCE — The TOE will provide users with
the information necessary to correctly use thersgcu
mechanisms.

The administrator may fail to notice potential setyu
violations, thus limiting the administrator’s altyito
identify and take action against a possible segurieach.

O.AUDIT_DATA — The TOE will provide the capability
detect and create records of security-relevantteven
associated with users. Administrator IDs are réedwhen
any security relevant change is made to the TQOE, (e.
creation, deletion, or alteration of access rigims
privileges, etc.). Attributes used in the auditorec
generation process are also required to be boutikto
subject, ensuring administrators are held accolstab

O.AUDIT_REVIEW — The TOE will provide the capaltyi
to selectively view audit information. Only thecbety
Auditor role can review audit records.

O.TIME_STAMPS — The TOE shall provide reliable &m
stamps and the capability for the administrat@sedbthe
time used for these time stamps.

Insufficient testing to demonstrate that all TOEws&y
functions operate correctly (including in a fieldEQE)
may result in incorrect TOE behaviour being undissred
thereby causing potential security vulnerabilities.

O.GOOD_TESTING — The TOE will undergo appropriate
security functional testing that demonstrates t8& T
satisfies the security functional requirementsthéiigh the
previous two objectives help minimize the introdoictof
errors into the implementation, this objective aases the
likelihood that any errors that do exist in the ierpentation
(with respect to the functional specification, higiel, and
low-level design) will be discovered through tegtin

O.VULN_ANAL_TEST — The TOE will undergo
appropriate independent vulnerability analysis and
penetration testing to demonstrate the design and
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implementation of the TOE and does not allow agasko
violate the TOE’s security policies. This objeetiprovides
a measure of confidence that the TOE does not iconta
security flaws that may not be identified throughdtional
testing.

T.SPOOFING A malicious user, process, or external IT entityyma
misrepresent itself as the TOE to obtain identifamaand
authentication data.

O.TRUSTED_PATH — The TOE will provide a means to
ensure that users are not communicating with sdimer o
entity pretending to be the TOE when supplying
identification and authentication data. It is pbkesfor an
entity other than the TOE (a subject on the TOEBrmther
IT entity on the network between the TOE and the: @ser)
to provide an environment that may lead a user to
mistakenly believe they are interacting with theETO
thereby fooling the user into divulging identificat and
authentication information. This security objectméigates
this threat by ensuring users have the capabdignisure
they are communicating with the TOE when providing
identification and authentication data to the TOE.

T.UNATTENDED_SESSION A user may gain unauthorized access to an unattem@
session.

O.TOE_ACCESS - The TOE will provide mechanisms tha
control a user’s logical access to the TOE andpbiatly
deny access to specific users when appropriate.

T.UNAUTH_ACCESS A user may gain access to user data for which #neynot
authorized according to the TOE security policy.

O.AUDIT_DATA — The TOE will provide the capability
detect and create records of security-relevantteven
associated with users. User IDs are recorded \&hgn
security relevant action is made or attempted bye.
Attributes used in the audit record generation @ssare
bound to the subject, ensuring users are held atable for
their actions.

O.AUDIT_PROTECT — The TOE will provide the
capability to protect audit information. The TOB{cts
against unauthorised access, modification or aeleif
audit log attempts by a user.

O.MEDIATE_INFO — The TOE must mediate the flow of
information between sets of TOE network interfaces
between a network interface and the TOE itself in
accordance with its security policy. This objeetivorks to
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mitigate this threat by ensuring that all netwoaklets that
flow through the TOE are subject to the informatilanv
policies.

O.USER_GUIDANCE — The TOE will provide users with
the information necessary to correctly use therégycu
mechanisms. This objective helps to mitigate timieat by
providing the user the information necessary tothee
security mechanisms that control access to usaridat
secure manner. If this guidance was not availabtbe
user, information could be left unprotected, oruker could
mis-configure the controls and unintentionally @allo
unauthorized access to their data.

T.UNAUTH_PEER An unauthorized IT entity may attempt to estaldish
security association with the TOE.

O.PEER_AUTH — The TOE will authenticate each peer
TOE that attempts to establish a security associatith
the TOE. This objective mitigates the threat bgugimg
that IT entities attempting to establish communaret with
the TOE are authenticated before permitting the
communications to proceed.

T.UNKNOWN_STATE When the TOE is initially started or restarted afiefailure,
the security state of the TOE may be unknown.

O.ADMIN_GUIDANCE — The TOE will provide
administrators with the necessary information &xwe
configuration and management of the TOE.

O.SOUND_DESIGN - The TOE will be designed using
sound design principles and techniques. The TOIges
design principles and design techniques will begadeely

and accurately documented.

T.USER_ERROR A user error could lead to the incorrect operatiointhe
TOE (e.g., hardware or software fault).

O.USER_GUIDANCE — The TOE will provide users with
the information necessary to correctly use thersgcu
mechanisms. This objective mitigates the threat by
providing the user the information necessary totheel OE
functionality correctly and securely.

8.1.2 Assumptions and IT Environment Objectives

Table 7 provides a bi-directional mapping of Asstions to Security Objectives for the IT
Environment. Since the Security Objectives forlth&nvironment were derived directly from the
Assumptions there is a one to one mapping betwean.tlt is also clear since the Security
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Objectives for the IT Environment are simply a aéstnent of the applicable assumption, that each
objective is suitable to meet its correspondingiagzion.

OE.NO_GEN_PURPOSE

OE.AVAILABILITY
OE.CONNECT
OE.GOOD_ADMIN
OE.NO_BYPASS
OE.NO_MAINT_PORT
OE.PHYSICAL

A.AVAILABILITY
A.CONNECT

A.GOOD_ADMIN X
A.NO_BYPASS X
A.NO_GEN_PURPOSE X
A.NO_MAINT_PORT X
A.PHYSICAL X

x

x

Table 7 - Mapping of Assumptions to Security Objecves for the IT Environment

8.2 SECURITY REQUIREMENTS RATIONALE

8.2.1 Security Functional Requirements Rationale

Table 8 provides a bi-directional mapping of Segufunctional Requirements to TOE Security
Objectives. The functional requirements satisfigdhe TOE are listed first, followed by the
functional requirements which are satisfied bylthenvironment. Table 8 demonstrates that each of
the applicable objectives for the TOE is addressedt least one of the functions and that each of
the functions addresses at least one of the obgectiThe table is followed by a discussion of how
each applicable Security Objective is addresseithdyorresponding Security Functional
Requirements. It should be noted that some of DE Becurity Objectives are satisfied by
Assurance Requirements rather than Functional Rements. These objectives are discussed in
Section 8.2.3.

O.PEER_AUTH

O.AUDIT_DATA
O.AUDIT_PROTECT

O.AUDIT_REVIEW
O.MANAGE

O.SELF_PROTECT

O.ADMIN_ROLE
O.MEDIATE_INFO
O.TOE_ACCESS
O.TIME_STAMPS
O.TRUSTED_PATH

Pas

FAU_ARP.1
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O.ADMIN_ROLE
O.AUDIT_DATA

O.AUDIT_PROTECT

O.AUDIT_REVIEW

O.MANAGE

O.PEER_AUTH
O.TIME_STAMPS

O.SELF_PROTECT

O.MEDIATE_INFO
O.TOE_ACCESS

O.TRUSTED_PATH

FAU_GEN.1

FAU_GEN.2

X[ X

FAU_SAA1

X

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU _STG.4

FCS_COP.1

FDP_ACC.1

FDP_ACF.1

FDP_DAU.1

FDP_IFC.1

FDP_IFF.1

FDP_ITC.1

FDP_ITT.1

FIA_AFL.1(1)

FIA_ATD.1(1)

FIA_UAU.2(1)

FIA_UID.2(1)

x| x| x| x| x| x«

FMT_MOF.1(1)

FMT_MOF.1(2)

FMT_MOF.1(3)

FMT_MSA.1

FMT_MSA.2

FMT_MSA.3

FMT_MTD.1(1)

FMT_MTD.1(2)

FMT_MTD.3

FMT_SMF.1

x| x| X| X| x| x| x| X| X| X
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FMT_SMR.1 X
FPT ITT.2
FPT_RVM.1(1) X
FPT_SEP.1(1)
FPT_STM.1(1) X X
FTP_TRP.1 X
FAU_SAR.3 X
FAU_SEL.1 X
FIA_AFL.1(2) X
FIA ATD.1(2) | X X
FIA_SOS.1 X X X
FIA_UAU.2(2) X
FIA_UID.2(2) X
FIA_UAU.6 X
FPT_RVM.1(2) X X
FPT_SEP.1(2)
FPT_STM.1(2) X

Table 8 - Mapping of Security Functional Requiremets to TOE Security Objectives

O.ADMIN_ROLE

O.AUDIT_DATA

The TOE will provide administrator roles to isolate
administrative actions, and to make the administeat
functions available locally.

The TOE implements administrative roles as defimgd

FMT_SMR.1.

The TOE will provide the capability to detect amdate
records of security-relevant events associated ustrs.

The FAU_GEN.1 requirement defines the events foiciv

the TOE will create an audit record and the datechwis to
be recorded in each audit record. FAU_GEN.2 engheds
each audit record is associated with the user alnsed the
event which resulted in the creation of the auslibrd.
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O.AUDIT_PROTECT

O.AUDIT_REVIEW

O.MANAGE

Finally, the FPT_STM.1(1) requirement ensures theat
TOE is able to generate accurate time stamps ®irus
recording and identifying audit records.

The TOE will provide the capability to protect atudi
information.

The FAU_SAR.2 requirement restricts access tatlubt
logs only to users who have been explicitly gramestl
access to the logs. FAU_STG.1 requires that the kg
be protected from unauthorized change or deletion.
FAU_STG.4 defines the actions that the TOE must tak
minimize the impact of audit data loss in the ewaraudit
storage exhaustion. Three iterations of the FMT_MOF
requirement ensure that the control of the audictions
and the ability to delete the audit logs are retdd to
administrative accounts (TNG Manager and TNG
Administrator). Finally, the FMT_SMF.1 requirement
specifies the permitted management activities va#ipect
to the audit logs.

The TOE will provide the capability to selectiveigw audit
information and alert the administrator to idendidi
potential security violations.

The FAU_SAR.1 requirement ensures that the TOE is
capable of presenting the audit data in a wayitltain be
interpreted. The FAU_ARP.1 and FAU_SAA.1
requirements work together to define the alarm l#ifias
required by the TOE. FAU_SAA.1 defines the rulesolth
determine when an alarm condition is reached, while
FAU_SAA.1 defines the action that the TOE will taklben
an alarm condition is detected.

The TOE will provide all the functions and facéi
necessary to support the administrators in their
management of the security of the TOE, and redtrege
functions and facilities from unauthorized use.

The FMT_SMF.1 functional requirement specifies the
management functions which must be implementedhéy t
TOE. The three iterations of the FMT_MOF.1 requiesin
specifies the restrictions which prevent unautlestiase of
these TOE management functions. The FMT_MSA.1,
FMT_MSA.2 and FMT_MSA.3 requirements define how
the TOE manages and protects the security attgbumigch
control its behaviour, while the FMT_MTD.1(1),
FMT_MTD.1(2) and FMT_MTD.3 requirements perform
the same function for the security data (audit)qyeduced
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O.MEDIATE_INFO

O.PEER_AUTH

O.TOE_ACCESS

by the TOE.

The TOE must mediate the flow of information betvests
of TOE network interfaces or between a networkiabte
and the TOE itself in accordance with its secupitjicy.

This objective defines the primary function of th@eE,
which is to mediate the flow of information betwetae
networks connected to the TOE. The TOE implemdriss t
flow control via its UNAUTHENTICATED
INFORMATION FLOW Security Functional Policy which
is defined by the FDP_IFF.1 requirement. The erhorent
of the SFP is dictated by the requirements of FBE.1.
Additional requirements for the protection of the
information flowing through the TOE are specified b
FPT_ITT.2. The FPT_RVM.1 requirement dictates that
information flowing between the networks connedtethe
TOE, must pass through the TOE and therefore maust b
subject to the SFP.

The TOE will authenticate each peer TOE that attsrgp
establish a security association with the TOE.

The FCS_COP.1 requirement (see Table 3) defirees th
cryptographic algorithm standard and key size tivafTOE
must use in order to authenticate each externahtify
which attempts to establish a security associatidim the
TOE.

The TOE will provide mechanisms that control a isser
logical access to the TOE and to explicitly dengess to
specific users when appropriate.

The FDP_ACC.1 requirement specifies that the TGE w
enforce the AUTHENTICATED USER ACCESS
CONTROL Security Functional Policy on individualeus
who attempt to access the TOE. This SFP is detydtie
FDP_ACF.1 requirement.

The FDP_ITC.1 requirement specifies that the TOIE wi
enforce either the AUTHENTICATED USER ACCESS
CONTROL SFP or the UNAUTHENTICATED
INFORMATION FLOW CONTROL SFP when importing
user data from outside the TOE.

The FDP_ITT.1 requirement specifies that the TOE wi
enforce the AUTHENTICATED USER ACCESS
CONTROL SFP when transmitting data between phylgical
separate components of the TOE.

The IT Environment (TEMT) is required to identifpch
authenticate administrative users on behalf ofid&. The
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O.SELF_PROTECT

O.TIME_STAMPS

O.TRUSTED_PATH

IT Environment maintains two accounts which arenpged
to access the TOE. Each of these accounts is assdevith
one of the TOE’s two administrative roles. The IT
Environment is required to identify and authengocaach
user before performing any other action on behfati at
user (including permitting access to the TEMS) escdbed
by FIA_UAU.2(2) and FIA_UID.2(2). In addition, tH&
Environment is required to re-authenticate usees 45
minutes of inactivity on the TEMT (FIA_UAU.6). The
TEMS software authenticates to a TNG(HQ) on betia¢n
administrative user. The TNG(HQ) operating system
requires identification and authentication befoeef@rming
any action on behalf of a user as required by FI®.P(1)
and FIA_UAU.2(1) The actions to be taken by the TépE
the IT Environment in the event of authenticatiailure are
specified by the FIA_AFL.1(1) and FIA_AFL.1(2)
requirements respectively.

The TSF will maintain a domain for its own executilbat
protects itself and its resources from externatiférence,
tampering or unauthorized disclosure.

The FDP_DAU.1 requirement dictates that the TOIE wi
provide self protection through the use of a haghin
mechanism and digital signature to validate anyatgsito
the firmware. The FPT_SEP.1 requirement ensuréghba
TOE maintains a domain for its own execution, thgre
protecting itself and its resources from externgdriference,
tampering and unauthorized disclosure.

The TOE shall provide reliable time stamps and the
capability for the administrator to set the timeeddor these
time stamps.

The FPT_STM.1 requirement dictates that the TQlvide
reliable time stamps for its own use, which the FIMF.1
requirements ensures that the TOE provides a mara&age
function which allows suitably authorized admiragtrrs to
set the time used for the time stamps.

The TOE will provide a means to ensure that usezsnat
communicating with some other entity pretendingeadhe
TOE when supplying identification and authenticatiata.

The FTP_TRP.1 requirement specifies the detaiés of
trusted communications path which the TOE mustbdista
between itself and individual administrative udersocal
administrative connections. The cryptographic atgor
standards and key sizes which the TOE must implearen
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defined by the FCS_COP.1 requirement.

8.2.2 IT Environment Security Functional Requirements

The TOE relies upon its IT environment in ordefultly meet many of its security objectives. This
reliance is made clear from the mappings in Taldedthe rationale in the previous section. All of
the security functional requirements levied upaa Ith Environment map directly to Security
Objectives of the TOE. However none of the secuilijectives of the TOE are satisfied solely by
security functional requirements of the IT Enviramh For these reasons, the ST authors have
elected not to contrive additional Environmentat @&y Objectives the only purpose for which
would be to permit a mapping of environmental sggdunctional requirements. Rather, readers
should understand that a combination of TOE sectuiictional requirements and IT Environment
security functional requirements are necessarydgetrmany of the Security Objectives of the TOE.

8.2.3 Assurance Requirements Rationale

For business competitive reasons, GDC has dedmdadie TOE will be evaluated at EALZ2,
augmented with flaw remediation. This combinai®termed EAL2+. This provides a level of
independently assured security that is consistéhttive postulated threat environment.
Specification of EAL2+ includes the vulnerabilityssessment component AVA_VLA.1, Developer
vulnerability analysis, which aids in providing asance that the product will be able to cope with
some of the malicious attacks implied by attackers.

Table 9 below shows a mapping between selected SEO&rity objectives (those not satisfied
exclusively by security functional requirementsjidne security assurance requirements which
satisfy the objective.

O.ADMIN_GUIDANCE
O.GOOD_TESTING
| O-MANAGE_CHANGE
O.SOUND_DESIGN
O.SOUND_TOE
O.USER_GUIDANCE
O.VULN_ANAL_TEST

ACM_CAP.2
ADO_IGS.1 X
ADV_FSP.1
ADV_HLD.1
ADV_RCR.1
AGD_ADM.1 | X
AGD_USR.1 X
ALC_FLR.1 X[ [X]X

>
x

><><><><
x| X| X[ X
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<0209 |2 (>
O|0O|O0O|O|O |0 |0
ATE_COV.1 X X
ATE_FUN.1 X X X
ATE_IND.2 X X
AVA VLA.1 X X

Table 9 - Mapping of Security Assurance Requiremestto TOE Security Objectives

8.2.4 Functional Requirement Dependencies Rationale
8.2.4.1 Dependency Analysis

Table 10 identifies the Security Functional Requieats and their associated dependencies. It also
indicates whether the ST explicitly addresses eag®endency. Notes are provided for those cases
where the dependencies are satisfied by compondnts are hierarchical to the specified

dependency. Justification for any dependenciesiwdiie not satisfied is listed at the end of Table
10.

Security Dependencies Dependency Notes
Functional Satisfied
Requirement

FAU_ARP.1 FAU_SAA.l Yes

FAU_GEN.1 FPT _STM.1 Yes The TOE and the IT Envirentrshare the
responsibility for meeting the requirements pf
FPT_STM.1

FAU_GEN.2 FAU_GEN.1 Yes

FIA_UID.1 Yes FIA_UID.2 is hierarchical to FIA_UID.1

The TOE and the IT Environment share the
responsibility for meeting the requirements pf
FIA_UID.2.

FAU_SAA.1 FAU_GEN,1 Yes

FAU_SAR.1 FAU_GEN.1 Yes

FAU_SAR.2 FAU_SAR.1 Yes

FAU_STG.1 FAU_GEN.1 Yes

FAU_STG.4 FAU_STG.1 Yes
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Security Dependencies Dependency Notes
Functional Satisfied
Requirement
FCS_COP.1 FDP_ITC.1 or No See Section 8.2.4.2
FDP_ITC.2 or
FCS_CKM.1
FCS_CKM.4 No See Section 8.2.4.2
FMT_MSA.2 Yes
FDP_ACC.1 FDP_ACF.1 Yes
FDP_ACF.1 FDP_ACC.1 Yes
FMT_MSA.3 Yes
FDP_DAU.1 None N/A
FDP_IFC.1 FDP_IFF.1 Yes
FDP_IFF.1 FDP_IFC.1 Yes
FMT_MSA.3 Yes
FDP_ITC.1 FDP_ACC.1or |[Yes Both FDP_ACC.1 and FDP_IFC.1 are clainjed.
FDP_IFC.1
FMT_MSA.3 Yes
FDP_ITT.1 FDP_ACC.1or |Yes Both FDP_ACC.1 and FDP_IFC.1 are claimed.
FDP_IFC.1
FIA_AFL.1(1) FIA_UAU.1 Yes FIA_UAU.2 is hierarchitéo FIA_UAU.1 and
the FIA_UAU.2(1) iteration is included in the
ST. Note that the FIA_UAU.2(1) iteration
applies to the TOE (TNG(HQ)) while the
FIA_UAU.2(2) iteration applies to the IT
Environment (TEMT).
FIA_ATD.1(1) None N/A
FIA_UAU.2(1) FIA_UID.1 Yes FIA_UID.2 is hierarchitéo FIA_UID.1 and
the FIA_UID.2(1) iteration is included in the
ST. Note that the FIA_UID.2(1) iteration
applies to the TOE (TNG(HQ)) while the
FIA_UID.2(2) iteration applies to the IT
Environment (TEMT).
FIA_UID.2(1) None N/A
FMT_MOF.1(2) FMT_SMR.1 Yes
FMT_SMF.1 Yes
FMT_MOF.1(2) FMT_SMR.1 Yes
FMT_SMF.1 Yes
FMT_MOF.1(3) FMT_SMR.1 Yes
FMT_SMF.1 Yes
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Security Dependencies Dependency Notes
Functional Satisfied
Requirement
FMT_MSA.1 FDP_ACC.1or |Yes Both FDP_ACC.1 and FDP_IFC.1 are clairmed.
FDP_IFC.1
FMT_SMR.1 Yes
FMT_SMF.1 Yes
FMT_MSA.2 ADV_SPM.1 No See Section 8.2.4.2
FDP_ACC.1 or Yes Both FDP_ACC.1 and FDP_IFC.1 are clairmed.
FDP_IFC.1
FMT_MSA.1 Yes
FMT_SMR.1 Yes
FMT_MSA.3 FMT_MSA.1 Yes
FMT_SMR.1 Yes
FMT_MTD.1(1) FMT_SMR.1 Yes
FMT_SMF.1 Yes
FMT_MTD.1(2) FMT_SMR.1 Yes
FMT_SMF.1 Yes
FMT_MTD.3 ADV_SPM.1 No See Section 8.2.4.2
FMT_MTD.1 Yes
FMT_SMF.1 None N/A
FMT_SMR.1 FIA_UID.1 Yes FIA_UID.2 is hierarchical F£IA_UID.1.
The TOE and the IT Environment share the
responsibility for meeting the requirements pf
FIA_UID.2.
FPT_ITT.2 None N/A
FPT_RVM.1(1) None N/A
FPT_SEP.1(1) None N/A
FPT_STM.1(1) None N/A
FTP_TRP.1 None N/A
FAU_SAR.3 FAU_SAR.1 No See Section 8.2.4.2
FAU_SEL.1 FAU_GEN.1 No See Section 8.2.4.2
FMT_MTD.1 No See Section 8.2.4.2
FIA_AFL.1(2) FIA_UAU.1 Yes FIA_UAU.2 is hierarchitéo FIA_UAU.1 and
the FIA_UAU.2(2) iteration is included in the
ST. Note that the FIA_UAU.2(2) iteration
applies to the IT Environment (TEMT) while
the FIA_UAU.2(1) iteration applies to the T(
(TNG(HQ)).
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Security Dependencies Dependency Notes
Functional Satisfied
Requirement

FIA_ATD.1(2) None N/A

FIA_SOS.1 None N/A

FIA_UAU.2(2) FIA_UID.1 Yes FIA_UID.2 is hierarchit#o FIA_UID.1 and
the FIA_UID.2(2) iteration is included in the
ST. Note that the FIA_UID.2(2) iteration
applies to the IT Environment (TEMT) while
the FIA_UID.2(1) iteration applies to the TQE
(TNG(HQ)).

FIA_UID.2(2) None N/A

FIA_UAU.6 None N/A

FPT_RVM.1(2) None N/A

FPT_SEP.1(2) None N/A

FPT_STM.1(2) None N/A

Table 10 - Security Functional Requirement Dependeries
8.2.4.2 Justification for Unsatisfied Dependencies
8.2.4.2.1 FMT_MSA.2 / FMT_MTD.3 (dependency on ADV_SPM.1)

The ADV_SPM.1 assurance requirement is a dependarayth the FMT_MSA.2 (Secure security
attributes) and the FMT_MTD.3 (Secure TSF datagtiomal requirements. However in both cases,
the Administrator Guidance provided by the devetapé define the secure values for the “security
attributes” and the “secure TSF data” and show thiege values may be considered secure. As a
result, there is no requirement to produce a TSBeia order to accomplish the same result.

8.2.4.2.2 FCS_COP.1 (dependency on FDP_ITC.1 or FDP_ITC.2 dfCS_CKM.1)

The dependencies of FCS_COP.1 on either FDP_ITKEDE _ITC.2 or FCS_CKM.1 are intended
to define how the key(s) for the algorithm(s) detiroy FCS_COP.1 are generated. However, the
key used by the TOE for the AES algorithm is irlethin the hardware during production and
remains unchanged throughout the life of the TQd.this reason the TOE does not require key
generation support for its implementation of theSA&lgorithm.

8.2.4.2.3 FCS_COP.1 (dependency on FCS_CKM.4)

As noted in the previous paragraph, the key usetidy OE for the AES algorithm is installed in

the hardware during production and remains unchéitigeughout the life of the TOE. Before the
TOE reaches the customer, this key is protectetidgecure delivery measures employed by the
TOE developer. After the TOE is placed into seryvtbe key is protected both by the physical
measures employed to protect the TOE in its opeganvironment and the access control measures
implemented by the TOE. Since the key does notgdgey destruction is not required.

8.2.4.2.4 FAU_SAR.1 (IT Environment) / FAU_GEN.1 (IT Environment) / FMT_MTD.1 (IT
Environment)
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The TOE depends on its IT environment for assigtavith certain audit and identification and
authentication functions. For this reason theresaxeral functional requirements levied on the IT
Environment which in turn have dependencies. Whiése dependent functional requirements are
listed in this ST as requirements of the TOE, i plrest sense, dependencies of requirements
levied on the IT Environment should be met by emwinental requirements. However expanding the
list of environmental requirements in this manmsenat considered necessary or useful. The
operating environment of the TOE consists of thed@ivs 2000 operating system which has been
evaluated at the EAL 4 level and included all & tBquirements listed at the top of this paragraph
as unsatisfied dependencies. For this reason, tagagements have been excluded from the ST and
only the primary requirements of the IT Environmkave been listed.

8.2.5 Assurance Requirement Dependencies Rationale

Table 11 identifies the Security Assurance Requareiiand their associated dependencies. It also
indicates whether the ST explicitly addresses eagendency

Security Assurancqd Dependencies Dependency
Requirement Satisfied
ACM_CAP.2 None N/A
ADO_DEL.1 None N/A
ADO_IGS.1 AGD_ADM.1 Yes
ADV_FSP.1 ADV_RCR.1 Yes
ADV_HLD.1 ADV_FSP.1 Yes
ADV_RCR.1 Yes
ADV_RCR.1 None N/A
AGD_ADM.1 ADV_FSP.1 Yes
AGD_USR.1 ADV_FSP.1 Yes
ALC_FLR.1 None N/A
ATE_COV.1 ADV_FSP.1 Yes
ATE_FUN.1 Yes
ATE_FUN.1 None N/A
ATE_IND.2 ADV_FSP.1 Yes
AGD_ADM.1 Yes
AGD_USR.1 Yes
ATE_FUN.1 Yes
AVA_SOF.1 ADV_FSP.1 Yes
ADV_HLD.1 Yes
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Table 11 - Security Assurance Requirement Dependeies

Security Assurancg Dependencies Dependency
Requirement Satisfied
AVA_VLA.1 ADV_FSP.1 Yes
ADV_HLD.1 Yes
AGD_ADM.1 Yes
AGD_USR.1 Yes

8.3 TOE SUMMARY SPECIFICATION RATIONALE

8.3.1 TOE Security Functions Rationale

Table 12 provides a bi-directional mapping of Sagwunctions to Security Functional

Requirements. It shows that each of the SFRsdeeaded by at least one of the Security Functions
and that each of the Security Functions addreddeast one of the SFRs. The table is followed by
a discussion of how each Security Functional Regquént is addressed by the corresponding

Security Function.

F.REF_MEDIATE

F.HMI

F.ACCESS_CTRL

F.CRYPTO
F.INFO_FLOW_CTRL
F.DOMAIN

F.TIME

F.TRUSTED_COMMS

FAU_ARP.1

FAU_GEN.1

FAU_GEN.2

FAU_SAA.1

FAU SAR.1

FAU_SAR.2

FAU STG.1

FAU_STG.4

X | X| X[ X| X| X|X]| X]| FAUDIT

FCS_COP.1

FDP_ACC.1

FDP_ACF.1
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F.REF_MEDIATE

F.AUDIT

F.ACCESS_CTRL

F.CRYPTO
F.INFO_FLOW_CTRL
F.DOMAIN

F.TIME

F.TRUSTED_COMMS

FDP_DAU.1

X1 F.HMI

FDP_IFC.1

X

FDP_IFF.1

X

FDP_ITC.1

FDP_ITT.1

FIA_AFL.1(1)

FIA_ATD.1(1)

FIA_UAU.2(1)

FIA_UID.2(1)

X | X[ X[ X

FMT_MOF.1(1)

FMT_MOF.1(2)

FMT_MOF.1(3)

FMT_MSA.1

FMT_MSA.2

FMT_MSA.3

FMT_MTD.1(2)

FMT_MTD.1(2)

FMT_MTD.3

FMT_SMF.1

FMT_SMR.1

X X X X[ X[ X[ X[ X[ X[ X|X

FPT_ITT.2

FPT_RVM.1(1)

FPT_SEP.1(1)

FPT_STM.1(1)

FTP_TRP.1
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Table 12 - Mapping of Security Functions to Secunit Functional Requirements
FAU_ARP.1 Security alarms

F.AUDIT satisfies the requirement for security alar The TEMT configures and sends update
requests to the oNAUSs, and the oNAUs download éegntiles to the TEMT on an as-requested or
as-configured basis. The TNG oNAUs use SNMP totergaps, the details of which are either
recorded in local logs or sent back to an assatiGEMT (via SSH sessions). Some of these events
are considered alarms/alerts and are displayedtaes onscreen on the TEMT as well as being
included in logs.

FAU_GEN.1 Audit data generation

F.AUDIT satisfies the requirement for audit datagmation. The TEMT configures and sends
update requests to the oNAUs, and the oNAUs dowdndv@nt/log files to the TEMT on an as-
requested or as-configured basis.

The TNG oNAUSs are capable of generating audit ixdor all of the events defined in
FAU_GEN1.1. The TNG oNAUSs are also capable of gatirayg for each audit record the audit
information defined in FAU_GEN1.2.

The TNG oNAUs use SNMP to create traps, the depéishich are either recorded in local logs or
sent back to an associated TEMT (via SSH sessiSog)e of these events are considered
alarms/alerts and are displayed as notices onsoredme TEMT as well as being included in logs.
Logs sent back from the oNAUs to the TEMT are etgaiirmported in Rich Text Format (RTF) in
order to be readable and parsable by the Window& Kitepad. For audit purposes, a flag or
delimiter within the ASCII text file denoting theent as “security” is used.

The standard Windows Event viewer can search #melatd Windows logs (security, application,
system), parse those events and allow viewing.

FAU_GEN.2 User identity association

The F.AUDIT security function dictates that eackliatecord include all the information necessary
to scope the event including the event type andrtheagement terminal commanding the event. For
audit events recorded by the TEMS, the audit infdrom will identify which administrative account

is associated with the auditable event. For aedibrds recorded by the TNG(HQ), the audit
information will include the appropriate NetBSD auaat identification.

FAU_SAA.1 Potential violation analysis

The F.AUDIT security function requires the TOE faply a set of rules in monitoring events and
based upon those rule to indicate a potential tralaof the TSP both via alarms and through the
creation of audit records. The F.AUDIT functioniegly satisfies the requirements of the
FAU_SAA.1 requirement.

FAU_SAR.1 Audit review

F.AUDIT satisfies the requirement for audit revieMNG(HQ) logs sent back from the oNAUSs to
the TEMT are exported/imported in ASCII text fornmabrder to be readable and parsable by the
Windows XML Notepad. For audit purposes, a flaglelimiter within the ASCII text file denoting
the event as “security” is used.
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The log files are exported to and stored on the ThiMan access-controlled directory. As required
by the TNG Administrator or TNG Manager it will pessible to parse through these files and pick
out security events for viewing using Windows XMlotdpad.

Note that the TEMT’s Windows Application and Systlms are reviewable by both the TNG
Manager and the TNG Administrator roles via the tiéws Event Viewer. The TEMT’s Windows
Security log is viewable (and deletable) only bg TNG Administrator as a defined Windows
security auditor.

FAU_SAR.2 Restricted audit review

F.AUDIT satisfies the requirement for restrictedliaweview. The TNG restricts access to security
Audit functions, i.e. the Windows Security log,aothorised Security Auditors.

FAU_STG.1 Protected audit trail storage

F.AUDIT satisfies the requirement for audit tradrmge. TNG(HQ) log files are retained except on
command from the TEMS. Prior to allowing deletidradog file the TEMS makes a check to
ensure that the log file has been exported tesgs@ated TEMT. When deletion of stored but
unarchived or unexported log file is requestedaammg screen is displayed on the TEMT. Deletion
of that unarchived / unexported file only takescplance explicit action has been taken by the user.
The only access to the TNG(HQ) is via the TEMSwafe. As this application does not provide any
functions which permit audit log modificationsjstnot possible to modify the TNG(HQ) audit logs.
Audit logs stored on the TEMT are protected byWiadows OS, which restricts access to the log
files to administrative accounts. As noted in SBTt8 (Assumptions) TOE administrators are
assumed to be competent and to follow all admattis guidance.

FAU_STG.4 Prevention of audit data loss

F.AUDIT satisfies the requirement for preventioraaflit data loss. If the space allocated to audit
logs files has been exceeded then the TNG moduderetically overwrites the earlier records in the
same order as they were originally recorded.

FCS_COP.1 Cryptographic operation

F.CRYPTO satisfies the requirement for cryptogrammeration. The TNG performs specified
cryptographic operations in accordance with theisipe cryptographic algorithms and
cryptographic key sizes that meet specified FIP&8Hlgorithm standards. The TNG implements
the cryptographic algorithms associated with SSHvgkced Encryption Standard (AES) -256 and
Secure Hashing Algorithm (SHA) -1).

FDP_ACC.1 Subset access control
F.ACCESS_CTRL satisfies the requirement for subsegss control:

a. TNG Manager: This TNG application specific powser is used for TNG(HQ) and TNG(Fw)
day-to-day management functions, excluding (for TNQ) firmware upgrade; and

b. TNG Administrator: The Administrator has contovier all TEMT aspects including all functions
contained in the TNG management applications,these functions assigned to the TNG Manager
as well as firmware upgrade capability. The TNG Awlstrator is considered to be the TNG
Security Auditor and is therefore the only TNG uteebe allowed access to the TEMT Windows
security log.
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FDP_ACF.1 Security attribute based access control

F.ACCESS_CTRL satisfies the requirement for subseéss control. The TNG incorporates a role-
based access control capability that defines tidmtsauthorized (management) users are allowed to
perform. The TNG oNAUs do not perform authentimatas an authenticated user of the TEMT has
the right to request a SSH session of a particiN{ agent. For example: using the TEMS (on the
TEMT) the TNG Administrator is allowed to performi\Fupgrades, but the TNG Manager does not
have access to the FW upgrade function. The TN@capipn will therefore not allow the TNG
Manager access to the FW upgrade function. Thev@lWUbe greyed out for the TNG Manager.
Thus, a request to the oNAU to perform FW upgraaler(ore correctly, to establish a SSH session
to the FW Upgrade agent on the oNAU) will only cofren the approved user - the TNG
Administrator, who can access that GUI on the TENWHe authentication as TNG Administrator or
TNG Manager is done via standard Windows logine TEMS proper will only be accessible by
these two accounts. Further, access to some @unaditly GUIs are restricted to specific users withi
the application itself.

All management commands are authenticated. Thexecesss control/authentication on the TEMT
and then the assumption by the TNG oNAUSs regariliagsSH session can be opened, then the user
is authorized and logged into the appropriate NEtBScount. Each management agent on the
oNAU is associated with a specific NetBSD user aotowWhen TEMS (external access) asks to
connect with that agent and use its functionaltig, TEMS (and hence the TNG Manager) are
logged in as that user account. These user accOUNEG Manager and TNG Administrator) are

only available through authenticated SSH sessidasagement data is transferred between the
TEMS and the TNG(HQ) via SSH sessions. Managenmarfiguration data is protected during
transfer between the TEMT and the TNG(HQ) and betwseer TEMTs through the use of SSH
sessions. In TEMTSs, the TNG Manager account casitnitiates SSH sessions via the TEMS.
Operating system user account types are not capébking created, modified, or deleted except by
firmware upgrade. The firmware (FW) upgrade usdigital signatures provides for the
authentication and integrity of new FW loads. hnagement operations are preceded by SSH
session initiation requests and operation are &addi (after session establishment).

FDP_DAU.1

The F.HMI function includes the capability to updoapdates of the TOE firmware including
support for a hashing mechanism and digital sigeat@’he upload mechanism will only be
successful if the digital signature is verifiedhig capability allows the administrators of the T@E
confirm the validity of the update and meets thguneements of the Basic Data Authentication
FDP_DAU.1 security functional requirement.

FDP_IFC.1 Subset information flow control

F.INFO_FLOW_CTRL satisfies the requirement for mh@ation flow control. For TNG(HQ) oNAU
configurations, ports are configured with the ségunode (Secure/Non-Secure) and data is routed
through VLANS. If the security mode is set to Secull Non-Secure traffic is dropped. If the
security mode is set to Non-Secure, all Securéidnafdropped.

FDP_IFF.1 Simple security attributes

F.INFO_FLOW_CTRL satisfies the requirement for sienpecurity attributes. In Secure mode all
Non-Secure traffic is discarded; in Non-Secure malt8ecure traffic is discarded. Separate
VLANSs are used for Secure and Non-Secure traffasppm between TNG interfaces, and for
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separating user data and management traffic, dawpkeventing them from being mixed with
voice traffic. Packets without the appropriate VLAdentification (either absent or misrouted) are
discarded.

FDP_ITC.1 Import of user data without security attributes

F.ACCESS_CTRL satisfies the requirement for subsegss control. In TEMTSs, the TNG Manager
or TNG Administrator account controls/initiates SS¢tsions via the TEMS. TNG(HQ) operating
system user account types are not capable of loeeraged, modified, or deleted except by firmware
upgrade. The firmware (FW) upgrade use of digiigthatures provides for the authentication and
integrity of new FW loads. Lack of a digital siguee or failure to verify the digital signature atso
the upgrade function before a new image overwtiteslternate image. All management operations
are preceded by SSH session initiation request®peihtion are validated (after session
establishment).

FDP_ITT.1 Basic internal transfer protection

F.TRUSTED_COMMS satisfies the requirement for basiernal transfer protection. Trusted paths
provide communications between the TOE and locabdiministrators.

FIA_AFL.1(1) Authentication failure handling

F.ACCESS_CTRL satisfies the requirement for auibation failure handling. The TNG(HQ)
detects any unsuccessful authentication attemptganerates an audit record in response.

FIA_ATD.1(1) User attribute definition

F.ACCESS_CTRL satisfies the requirement for usteibate definition. The IT Environment
(TEMT) maintains two accounts which are permitieéd¢cess the TOE. Each of these accounts is
associated with a TOE role which determines whaiaistrative functions are accessible to the
user.

FIA_UAU.2(1) User identification before any action(TOE)

F.ACCESS_CTRL satisfies the requirement for usénentication before any action. The TOE
(TNG(HQ)) requires identification and authenticatizefore taking any action on behalf of a user.
During normal operations, the TEMS application digsthe required identification and
authentication parameters to the TNG(HQ) on betfalie user.

FIA_UID.2(1) User identification before any action(TOE)

F.ACCESS_CTRL satisfies the requirement for usentification before any action. The TOE
(TNG(HQ)) requires identification and authenticatizefore taking any action on behalf of a user.
During normal operations, the TEMS application diggthe required identification and
authentication parameters to the TNG(HQ) on betfatie user.

FMT_MOF.1(1), FMT_MOF.1(2) and FMT_MOF.1(3) Management of security functions
behaviour

F.HMI satisfies the requirement for managemeniectisity functions behaviour. Tasks are
restricted to the TNG Administrator and/or TNG Mgea Administrative access to the TOE shall
be restricted to authorised administrators. Accessrol shall be provided through a set of defined
profiles (roles) that permit specific administratiactivities to be performed. The roles are define
in FMT_SMR.1.1, as are conditions on the roles.
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FMT_MSA.1 Management of security attributes

F.HMI satisfies the requirement for managementectisity attributes. Tasks that are restricted to
the TNG Administrator and/or TNG Manager are listethe F.HMI portion of Section 6.

FMT_MSA.2 Secure security attributes

F.HMI satisfies the requirement for secure secwitgibutes. Administrative access to the TOE is
restricted to authorised administrators. Accesgrobis provided through a set of defined profiles
(roles) that permit specific administrative aciegtto be performed. The roles are defined in
FMT_SMR.1.1, as are conditions on the roles. F.l¢kBures that only secure values are accepted
for security attributes.

FMT_MSA.3 Static attribute initialization

F.HMI satisfies the requirement for static attriiritialization. The TNG enforces the restrictive
default values for security attributes that areduseenforce the SFPs. The TNG Manager and TNG
Administrator accounts are allowed to specify aléive initial values to override the default value

FMT_MTD.1(1) and FMT_MTD.1(2) Management of TSF daa

F.HMI satisfies the requirement for static attriiritialization. Only TNG Administrator and TNG
Manager accounts can delete/clear TNG(HQ) archawgtit logs. Both the TNG Administrator and
TNG Manager accounts can query the Windows ApptioatVindows System and the archived
TNG(HQ) audit logs. Only the TNG Administrator acco (i.e., the TNG Security Auditor role)]
can query or otherwise manipulate the Windows Sigcaudit log.

FMT_MTD.3 Secure TSF data

F.HMI satisfies the requirement for secure TSF @atsuring that only secure values are accepted.
The TEMT management application always checks igfigatisignature on keys (with the exception
of the TNG Master public which is loaded prior) whegpdating or prior to their use by any TEMT
function (e.g. SSH), uploaded FW upgrades (pridransfer to an oNAU) and software
applications.

FMT_SMF.1 Specification of Management Functions

F.HMI satisfies the requirement for specificatidmmanagement functions. The TNG provides for
the following functionality:

a. log file management;

b. key management;

c. FW upgrade;

d. National Identifier Area Code (NIAC) configurarti;

e. Predetermined Multi-Address (PMA) lists for cented Ethernet network;
f. Frequently called number lists;

g. Status reports; and

h. BIT.

FMT_SMR.1 Security roles
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F.HMI satisfies the requirement for security rol€blG (Windows) accounts and their functionality
are:

a. TNG Manager: TNG application specific Power Ussed for TNG(HQ) and TNG(Fw) day-to-
day management functions, excluding (for TNG(H@nfvare upgrade; and

b. TNG Administrator: Administrator user, has cohtiver all TEMT aspects including all
functions contained in the TNG management appbaatii.e., those functions assigned to the TNG
Manager as well as firmware upgrade capability. TN6& Administrator is considered to be the
TNG Security Auditor and therefore is the only TN&er to be allowed access to the TEMT
Windows Security log.

TNG(HQ) user accounts are part of the overall apgindo NetBSD secure configuration. They are
used to control external access into the OS asasgdlbr controlling the rights and privileges oé th
daemons that perform the various tasks. Each mamageagent on the oNAU is associated with a
specific NetBSD user account. When TEMS (externaéas) asks to connect with that agent and
use its functionality, the TEMS (and hence the TiM&hager) are logged in as that user account.
Security considerations in this respect includem@mof rights and privileges as well as
accountability.

FPT_ITT.2 TSF data transfer separation
F.TRUSTED_COMMS satisfies the requirement for T@Radransfer separation.

Management/configuration data is protected duniagdfer between the TEMT and the TNG(HQ)
or the TNG(Fw) through the use of SSH sessions.

FPT_RVM.1(1) Non-bypassability of the TSP
F.REF_MEDIATE satisfies the requirement for non-aygability of the TSP.

The TNG (HQ) modules (0NAUSs) authenticate all mamgnt commands. The privileges and
access are statically defined for each processan@nly be changed by loading a new FW image.

The TNG (HQ) oNAUs’ operating system provides sapan between management traffic and
operational traffic. The TNG(HQ) uses NetBSD vensgoas its OS. The privileges and access are
statically defined for each process and this cdn loe changed by loading a new FW image.

FPT_SEP.1(1)

The TOE, via the F.DOMAIN security function, maimsia security domain for its own execution
which protects it from interference or tamperingumgrusted subjects. Further, this function ensures
that the TOE assigns each subject to separategathgsid logical interfaces, thereby enforcing
separation between the security domains of theestthjThese features of F.DOMAIN satisfy the
requirements of the FPT_SEP.1 security functioegiirement.

FPT_STM.1(1) Reliable time stamps

F.TIME satisfies the requirement for reliable tistamps. The TOE provides reliable time stamps
for its own use which includes audit record creatio

FTP_TRP.1 Trusted path
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F.TRUSTED_COMMS satisfies the requirement for Tedgpath. Management/configuration data is
protected during transfer between the TEMT andliti&(HQ), between peer TEMTS, or the
TNG(Fw) through the use of SSH sessions.

8.3.2 TOE Assurance Measures Rationale

Table 13 provides a bi-directional mapping of Assiwe Measures to Assurance Requirements. It
shows that each of the Assurance Requirementsliresskd by at least one of the Assurance
Measures and that each of the Assurance Measulessads at least one of the Assurance
Requirements. Each assurance measure is disdnsSedtion 6.2.

ADO_DEL.1
ADO_IGS.1
ADV_FSP.1
ADV_HLD.1
ADV_RCR.1
AGD_ADM.1
AGD_USR.1
ALC_FLR.1
AVA_VLA.1

ATE_COV.1
ATE_FUN.1
ATE_IND.2

AVA_SOF.1

|M.ID

|M.CMSYS
|M.GETTOE
|M.SETUP X
|M.SPEC X | x
|M.TRACE X
|M.DOCS X | X
|M.FLAWREM X
|M.TESTCOV X
|M.TEST x| x
|M.VULNER x| x

x| x| ACM_CAP.2

X

Table 13 - Mapping of Assurance Measures to Assurae Requirements
8.4 STRENGTH OF FUNCTION RATIONALE

The TNG provides a level of protection that is aygprate against obvious vulnerabilities in IT
environments that require that information flowschetrolled and restricted among network nodes
where the TNG oNAUs and the TEMT can be approdsigietected from physical attack. The
TEMT must be controlled to restrict access to @uthorized administrators. It is expected that the
TNG oNAUs will be protected to the extent necessamgnsure that they remain connected to the
networks that they provide services to. The claiménimum strength of function, SOF-Basic, is
consistent with these requirements.
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9 ACRONYMS, ABBREVIATIONS, AND INITIALIZATIONS

BGP Border Gateway Protocol

BIT Built In Test

BRI Basic Rate Interface

CA Certificate Authority

CC Common Criteria

CM Configuration Management
DTMF Dual Tone Multi-Frequency

El

EAL Evaluation Assurance Level
FIPS Federal Information Processing Standard
Fw Firewall

FW Firmware

GDC General Dynamics Canada Ltd.
HQ Headquarters

I&A Identification and Authentication
ID Identification

IP Internet Protocol

ISDN Integrated Services Digital Network
IT Information Technology

LRU Line Replaceable Unit

MoD Ministry of Defence

NIAC National Identification Area Code
ONAU Objective Network Access Unit
OSPF Open Shortest Path First

PIB Perth in a Box

PMA Pre-determined Multi-Address
PP Protection Profile

PRI Primary Rate Interface

Pt Ptarmigan

QSig

SFP Security Functional Policy
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SFR
SOF
SSH

ST
STANAG
TaclSDN
TBD
TEMS
TEMT
TNG
TOE
TSC
TSF
TSP

UK
VEDS
VLAN

Security Functional Requirement
Strength of Function

Secure Socket Handler

Security Target

Standard NATO Agreement

Tactical Integrated Service Digital Network
To Be Determined

TNG Equipment Management System
TNG Equipment Management Terminal
Tactical Network-layer Gateway
Target of Evaluation

TSF Scope of Control

TOE Security Functions

TOE Security Policy

United Kingdom

Vehicle External Distribution System
Virtual Local Area Network
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