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DOCUMENT INTRODUCTION

This document provides the basis for an evaluaifanspecific Target of Evaluation (TOE), the
Prism Microsystems EventTracker Version 6.3 Buldd Bhis Security Target (ST) defines a set
of assumptions about the aspects of the environradist of threats that the product intends to
counter, a set of security objectives, a set afisgcrequirements and the IT security functions
provided by the TOE which meet the set of requineisie
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1. Security Target Introduction

This Security Target (ST) describes the objectiveguirements and rationale for the Prism
Microsystems EventTracker Version 6.3 Build 93.eTénguage used in this Security Target is
consistent with th€ommon Criteria for Information Technology SecuEtaluation, Version
3.1and all international interpretations through Seqder 11, 2009. As such, the spelling of
terms is presented using the internationally aszkfinglish.

1.1 Security Target Reference

Prism Microsystems EventTracker Version 6.3 BuBdS®curity Target, Version 1.6, June 22,
2010.

1.2 TOE Reference
Prism Microsystems EventTracker Version 6.3 Buld 9
1.3 Evaluation Assurance L evel

Assurance claims conform to EAL2 (Evaluation Assgrmlevel 2) augmented by ALC_FLR.2
from theCommon Criteria for Information Technology SecuBwaluation Version 3.1 Release
3.

1.4 Keywords

Security information and event management, SIEMysty information management, SIM,
threats, risk, collection, analysis, correlation.

1.5 TOE Overview
1.5.1 Usageand Major Security Features

EventTracker is an Enterprise-class Security Infdram and Event Management (SIEM)
solution that provides real-time analysis of saguriformation and event feeds from Windows
systems and other devices that support the Systiggonl. EventTracker also accepts batch
feeds of event files.

EventTracker performs analysis of the real-timeléeeThe feeds are also correlated to detect
composite events. Alerts are generated for botfieifeed events and composite events
according to the configured policy. A cache of reaeal-time and composite events is
maintained for dashboard displays to administrators

The events from all the sources (both real-timelzatdh) as well as composite events are stored
in a database for later analysis and reportingpoRe may be used for long-term trend analysis
or compliance.

Administrators have the ability to configure padisj display dashboard info for information

from the event cache, or run reports and perforatyars of the event database (referred to as the
EventVault). Configuration changes and processirgatch files cause audit records to be
generated, and administrators may review the aeddrds. This functionality is provided by
application programs executing on the same systatBventTracker is installed on.

1.5.2 TOE type
IDS/IPS (Analyzer)
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1.5.3 Required Non-TOE Hardwar e/Softwar e/Firmware

The TOE is a software application. The hardwaperating system (Windows) and DBMS
(Microsoft Access) required by the TOE are partthef operational environment. The TOE also
depends on the operational environment to prokecintegrity of the communication between
the TOE and the remote systems supplying real-tecerity events to the TOE. The minimum
hardware and software requirements for the syststiig EventTracker are specified in the
following table.

Tablel- EventTracker System Hardwar e/Softwar e Requirements

Item Requirements

Processor 3 GHz

Memory 1 GB RAM

Hard Disk Free Space 10 GB

Operating System Windows 2003 Server, Windows 288&er
Microsoft .NET 2.0 Framework

Other Software .
Microsoft Access

The TOE does not perform I&A. The system EventKeags installed on must perform that
function, and control what users have access t&teatTracker executables. EventTracker
considers all users with access to it to be a simge — administrators.

The TOE receives security events from externalesyst either via real-time feeds (e.g. syslog)
or log (batch) files. Those external systems asponsible for generating the security events
that are analyzed by the TOE. The network inftacstire used to connect the TOE with those
remote systems is also part of the operationarenment. The information sent from the
external systems should be protected from moditinatOne mechanism for providing this
protection is to use a separate management netmithrkimited access for these interactions,
but other mechanisms may be used.

Windows systems do not natively support the syplagocol. An agent must be used on
Windows systems to provide real-time feeds to t®&T Prism Microsystems provides a
Windows agent for this purpose, but that agenbtspart of the TOE. Remedial action
executable scripts are provided by Prism Microsyste address specific conditions that may
be discovered on Windows systems. Since thesgtsetnie dependent on the Windows agent,
they are not part of the TOE.

1.6 Definitions
Table2 - Definitions
Term Definition
Alert Event Cache A cache of events received freal-time feeds, along with any composite

events resulting from analysis of the real-timergse This information is used
by Administrators when performing analysis via dasdrds.

Analyser Data Security information and event fefeds Windows systems and other devices
that support the Syslog protocol, along with anedytresults generated from
the received data.
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Term Definition

Categories A set of pre-configured groupings oftipld events (with qualifiers) into
categories that are referenced when generatingteepAn event may be
included in any number of categories.

Composite Event Event generated by EventTrackexdbagon rules for event correlation.
Composite events are stored in the Alert Event Eactu the EventVault.

Correlation Rules A set of pre-configured rulesdorrelation of events of different types or from
different sources. If a rule is matched, a newr(gosite) event is generated.

EventVault A database of all events (both real-tand batch) received from IT systems,

along with any composite events that were generatdis information is used
when performing analysis via reports.
Group A logical grouping of systems. Groups maydferenced when defining
reports to quickly select multiple systems. Systenay belong to more than
one system group.
Normalized Event Each event received from a rerfib®ystem (both real-time and batch) is
normalized into a standard format used by the TOHRs format is based upon
Windows event definitions and contains the follogviields:
» Date the event occurred
* User —the user on the IT system that caused teat éw occur (if any)
» Computer — the remote IT system on which the eweatirred
» Category - classification of the event by the esnitrce, primarily
used in the security log.
» Event ID — TOE-specific identifier for each definedent
e Source — Source of the event on the remote IT syste
e Event Type — Error, Warning, Information, Audit 8ess, Audit
Failure, or Success
* Log Type — System, Security, Application, DNS Servle
Replication Service, or Directory Service
» Description — Text string providing the detailstioé event
Events received from Windows systems may havéalfields filled in. Eventg
received via syslog have the Date and Computetdiglled in.

1.7 TOE Description

EventTracker is a set of software services andiegimins that provide functionality to receive
and normalize system information and events framote systems, analyze the information,
store the information, and generate reports basdgtieinformation. As part of the analysis
step, information is correlated to detect speadinditions.

Information is received from remote systems eithareal-time feeds (e.g. syslog) or as batch
files. This information is normalized and savedha EventVault for subsequent analysis. The
information received via the real-time feeds islgred to generate alerts as specified by policies
configured by Administrators.

Correlation of the information received via thelséae feeds is performed according to pre-
configured policies to detect specific conditiodny detected conditions generate an event
(referred to as a composite event) and may alsergemnan alert.

An Alert Event Cache is maintained for short-temmalgsis (typically seven days). All events
received from remote systems via real-time feedscamposite events are saved in the Alert
Event Cache. This information may be queried agaiia dashboards available to
Administrators.
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All normalized data from the remote systems as agltomposite events are stored for long-
term analysis in the EventVault. Administrator naaalyze this data via on-demand or
scheduled reports as well as a search functiosgecific event criteria.

Management functionality is provided so that Adrsirators may configure the TOE and
monitor its operation. Audit records are generddecgspecific Administrator actions and may be
reviewed via the TOE.

1.7.1 Physical Boundary
The software components of the TOE include:

1.

Event Correlator — A service that correlates evestsived from the real-time feeds
according to rules configured by Administratorgledect specific conditions. The
composite events resulting from this analysis axed in the Alert Event Cache and
EventVault and may generate alerts.

. EventTracker Alerter — A service that sends coméidualerts in response to detected

real-time or composite events.

EventTracker EventVault — A service that storesmadized data from the remote
systems and composite events for long-term analysis

EventTracker Receiver — A service to receive Aralykata from remote systems via
real-time feeds. The data is normalized and sé&wesubsequent analysis.

5. EventTracker Reporter — A service to manage regeeration.

EventTracker Scheduler — A service to initiate siched activities such as purging of old
analyser data and generation of scheduled reports.

Direct Log Archiver — An application program thabpesses log (batch) files from
remote systems that have been moved to the syshameventTracker is running. The
event records in the log file are normalized anddan the EventVault.

EventTracker Management Console — An applicati@gm providing the primary user
interface between Administrators and EventTracKdris program provides functionality
to configure components and launch other compgmegrams. It also provides the
dashboard capability to analyze data stored irAteg Event Cache.

EventTracker Control Panel — An application proggaoviding a user interface to
launch other component programs.

10.User Activity — An application program providinguaer interface to view events

specifically related to user activity as well astmfigure the user activity monitoring
functionality.

11.EventTracker Event-o-Meter — An application prognamviding a graphical display of

the number of events received over a selectedgefitme.

12. EventVault Warehouse Manager - An application paagproviding the user interface to

archive the events from the EventTracker databdbe. archives are stored as .mdb files
compressed into .cab files and referred to as Box@s. This application also provides
the functionality to configure archiving parameters

10
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13.Reports Console - An application program providimg user interface to view, configure
and manage reports generated from the EventVaidt da

14.EventTracker Log Search — An application prograoviging a GUI to search the
EventVault for specific event criteria.

15.EventTracker Diagnostic & Support Tool - An applioa program that monitors the
execution of EventTracker services and providesistaformation to administrators.

The operating system (Windows) and supporting sofwe.g. Microsoft Access) are not within
the TOE boundary.

The physical boundary includes the following guicdocumentation:
1. EventTracker User's Guide
2. EventTracker Installation Guide
3. EventTracker v6.3 Direct Log Archiver
4. EventTracker Common Criteria Installation Suppletnen
1.7.2 Logical Boundary
1.7.2.1 Audit

Audit records are generated for specific actionsopeed by administrators as well as
processing of log (batch) files. The audit recadssaved and may be reviewed by
administrators.

1.7.2.2 Management

The TOE provides functionality for Administratos¢onfigure and monitor the operation of the
TOE. Administrators are any authorized users efhndows system on which EventTracker is
installed that have been granted access to thetEBasker executables.

1.7.2.3 Security Information and Event Management (SIEM)

The TOE receives security information and eventsagss from external systems and
normalizes them into a standard form for later ysial This information may be received via
real-time feeds (e.g. syslog) or via off-line (bgttles.

The real-time feeds are analyzed by a policy entirdetermine if any alerts should be
generated. Event correlation is also performethermreal-time feeds, which may result in
additional (composite) events being generated.

Administrators may perform analysis against thé-tiege and composite events via dashboard
displays. Analysis of all the events (saved inEentVault) may be performed via reports or a
log search tool.

1.7.3 TOE Data
The following table describes the TOE data.

11
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Table3 -

TOE Data Descriptions

TOE Data

Description

Alert Actions

Specifies a portion of the rules fdert Groups for the action(s) tq
be performed when all criteria are satisfied. Pphssible actions
are Generate Sound, Send E-mail, Update RSS Ferd, &t
(console) Message, Syslog and Forward Events (SNMP). For
email, syslog and SNMP traps, the configurationtlieractions
includes the destination of the alert. For thesp#ictions, the loca
system is the destination.

Alert Custom Details

Specifies a portion of theesufor Alert Groups for time interval
and the number of occurrences. The options aaagerof time (or
no range), a number of occurrences, and a couatidarpair to
specify the number of occurrences within a timequer

Alert Event Cache

A cache of events received freal-time feeds, along with any
composite events resulting from analysis of thé-tiege events.
This information is used by Administrators whenfpemning
analysis via dashboards.

Alert Event Cache Purge Time

Specifies the numbédags that events and alerts are saved in
Alert Event Cache.

the

Alert Event Details

Specifies a portion of the sufer Alert Groups for matching
received events. Alert Event Details may speaify af the
following:

 Event Type

* Log Type

» Match in Source — a string match against the Sdfigtoe
in the events

» Category - classification of the event by the esmnirce

e Event ID — any single event ID defined within th@HE

e Match in User — a string match against the Uséd fie
the events

e Match in Event Descr — a string match against the
Description field in the events

» Event Descr Exception — a string match against the
Description field in the events; a match indicatesevent
does not satisfy the alert condition

Alert Event Filters

Specifies a portion of the sufer Alert Groups for ignoring
received events. Alert Event Filters may spedify $ame
parameter types as Alert Event Details.

Alert Group

Defines the rules that generate a $petert. The rules include
matching alert event details, alert event filtalert custom details,
alert systems, and the alert actions.

Alert Storage and Analysis
Configuration

Configuration parameters involving the storage amalysis of
alerts, including:
» Store Only Active Alert events — only events asaterd
with active alerts are stored in the Alert Eventi@a
e Show Only Active Alert Events - only events asateil
with active alerts from the Alert Event Cache are
displayed when analysis is performed using dashisoar

Alert Systems

Specifies a portion of the rulesAtart Groups for applicable
systems. The parameters are a list of systemaseTimay be
specified by selecting all systems, selecting gspop selecting

individual systems.

12
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TOE Data

Description

Categories

A set of pre-configured groupings oftipld events (with
qualifiers) into categories that are referencedmdeenerating
reports.

Correlation Rules

A set of pre-configured rulesdorrelation of events of different
types or from different sources. If a rule is nhatd, a new
(composite) event is generated.

Direct Log Archiver
Configuration

Configuration information used for processing ldgd, consisting
of:
*  Whether Direct Log Archiver is enabled
» Log file path — folder where log files to be prosed are
found
» Log file extension — the extension used for thefileg to
be processed
» Field separator — the character used in the fitbetomit
fields
* Log type — one of the standard Windows log fileetypif
the extension is .evt

Direct Log Archiver
Configuration File

Configuration information used for processing ldgs from a
specific source system and specific types of eyentssisting of:

» Log source — source (e.g. Oracle) of the log file

e Computer name - Name of the computer from where t
logs originated

e Computer IP - IP address of the computer wherdotlje
originated

»  System type - operating system of the computer

»  System description - informative description fotuie
reference

» Comment line token - character that is used to centra
line in the event log file

» Formatted description - parsed fields are mappeketo
fields defined in the Message Fields

» Entire row as description - the whole line will be
considered as the description of the event

» Log file format - specifies a standard log filerfaat if
appropriate

* Message fields - fields to extract from the logs

» Event Data and Time Fields — the fields in thefitg
records that specify the date and time of the event

Enable Alert Event Cache for
Alert Analysis

Enables/disables the cache of real-time eventamposite
events for alert analysis via reports.

Enable User Activity Monitoring

Enables event ctation for individual users.

EventVault

A database of all events (both real-tand batch) received from
IT systems, along with any composite events thaewenerated.
This information is used when performing analyséreports.

EventVault Configuration

Configuration parametarsthe event storage, including:
e The directory for storage of events
» A purge period for archive files

Real-time Receiver Configuration

Parameters regarttie receiver for real-time feeds from other
systems, including:
e Alist of UDP and/or TCP ports to be used

» Whether the Syslog receiver is enabled

13
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TOE Data

Description

Report Definitions

Templates defining report partere The templates can be
referenced when scheduling a new report. The peteminclude:
* The systems to be included in the report
* Matching and filtering criteria to limit the scopéthe
report

Report Schedule

A set of reports to be generatttbatonfigured times.

Reports Configuration

Parameters regarding regmmerated by the TOE, including:
» Length of time on-demand reports are saved
» Length of time scheduled reports are saved
» Whether a default report is generated if no matgleivent
records are found

User Activity Monitoring
Configuration

Parameters regarding user activity monitoring,udaig:
*  Whether this function is enabled
» Users for which monitoring is not performed
* Number of days user activity information is kepfdre
being automatically purged.

1.8 Evaluated Configuration

The TOE is evaluated in the following configuration

1. All of the TOE components are installed on a singgfiedows platform.

No add-in software modules are installed.

The standard console model is used (not the calfepbint model). An Enterprise

license must be installed.
4. Remedial actions are not enabled since they arendiemt on the Windows Agent (which

is not in the TOE boundary).

5. Suspicious Network Activity alerts are disablechisTfunction has been deprecated in the

TOE.

6. The EventVault data is stored on a different digkipon than EventTracker is installed

on.

14
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2. Conformance Claims

2.1 Common Criteria Conformance

Common Criteria version: Version 3.1 Revision 3

Common Criteria conformance: Part 2 extended amd3Reonformant

2.2 Security Requirement Package Conformance

EAL2 augmented by ALC_FLR.2

The TOE does not claim conformance to any sectuitgtional requirement packages.
2.3 Protection Profile Conformance

The TOE does not claim conformance to any regidtBretection Profile.

15
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3. Security Problem Definition
3.1 Introduction

This chapter defines the nature and scope of thgrisgneeds to be addressed by the TOE.
Specifically this chapter identifies:

A) assumptions about the environment,

B) threats to the assets and

C) organisational security policies.
This chapter identifies assumptions aagsumptionthreats as Threatand policies as policy.
3.2 Assumptions

The specific conditions listed in the following s@tions are assumed to exist in the TOE
environment. These assumptions include both pedaealities in the development of the TOE
security requirements and the essential environmhennditions on the use of the TOE.

Table4- Assumptions

A.Type Description

A.ACCESS The TOE has access to all the Analysex ilaeeds to perform its functions.

A.LOCATE The processing resources of the TOE wélldcated within controlled access
facilities, which will prevent unauthorized phydie&cess.

A.MANAGE There will be one or more competent indivals assigned to manage the TOR
and the security of the information it contains.

A.NOEVIL The authorized administrators are not éess, willfully negligent, or hostile,
and will follow and abide by the instructions prded by the TOE
documentation.

A.NOTRUST The TOE can only be accessed by authdiisers.

3.3 Threats

The following are threats identified for the TOEdahe operational environment in which the
TOE resides. The assumed level of expertise ohtiaeker for all the threats is unsophisticated.

Table5- Threats

T.Type Description

T.FALACT The TOE may fail to react to identified suspected inappropriate activity by an
unsophisticated attacker on an IT system the TORitons.

T.FALASC The TOE may fail to identify inappropriagetivity by an unsophisticated attacker
based on association of Analyser data received fmenor many data sources.

T.IMPCON A user may inappropriately change the mpmhtion of the TOE causing potential
intrusions to go undetected.

T.INFLUX An unsophisticated attacker may attemptiteguise an attack on an IT system the
TOE monitors by generating a large number of sgcesients unrelated to the
attack.

T.LOSSOF A user may attempt to remove or destrég dallected and produced by the TOE.

T.MODIFY Analyser data sent to the TOE may be miediin transit by an unsophisticated
attacker.
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3.4 Organisational Security Policies

An organizational security policy is a set of rulpsactices, and procedures imposed by an
organization to address its security needs.

Table6- Organizational Security Policies

P.Type Description
P.ACCACT Users of the TOE shall be accountabléHeir actions within the IDS.
P.ANALYZ Analytical processes and information taige conclusions about intrusions (past

present, or future) must be applied to Analysea @aid appropriate response
actions taken.

P.INTGTY Data collected and produced by the TOHIdl®protected from modification.
P.MANAGE Authorized administrators of the TOE wikk provided with all the management
capabilities required to effectively manage the TOE
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4. Security Objectives

This section identifies the security objectiveshaf TOE and the TOE’s Operational
Environment. The security objectives identify teeponsibilities of the TOE and the TOE'’s

Operational Environment in meeting the securitydseeObjectives of the TOE are identified as

O.objective Objectives that apply to the operational envinent are designated as

OE.objective

4.1 Security Objectivesfor the TOE
The TOE must satisfy the following objectives.

Table7- TOE Security Objectives

Objective Definition

O.AUDITS The TOE must record audit records for sitguelevant actions performed by
administrators.

O.EADMIN The TOE must include a set of functionatthllow effective management of its
functions and data.

O.IDANLZ The TOE must accept data from IDS SenswriDS Scanners and then apply
analytical processes and information to derive kaions about intrusions (past,
present, or future).

O.OFLOWS The TOE must appropriately handle potéatidit and Analyser data storage
overflows

O.PROTCT The TOE must protect itself from unauthedi modifications and access to its
functions and data.

O.RESPON The TOE must respond appropriately toyinal conclusions.

4.2 Security Objectivesfor the Operational Environment

The TOEs operating environment must satisfy thiewohg objectives.

Table8- Security Objectives of the Operational Environment

=

Objective Definition

OE.COMM_PROTECTION| The IT Environment will protdbe integrity of information transmitted
to the TOE from remote IT systems.

OE.DATA_PROTECTION | The IT Environment will providbe capability to protect TOE data fro
modification from outside the TSC.

OE.IDAUTH The IT Environment must be able to idg§nind authenticate users prig
to allowing access to TOE functions and data.

OE.IDSENS The IT Environment must collect and forvid the TOE information
about all events that are indicative of inappraprectivity that may have
resulted from misuse, access, or malicious actpfityi’ System assets.

OE.INSTAL Those responsible for the TOE must ensioag the TOE is delivered,
installed, managed, and operated in a manner vidicbnsistent with the
TOE guidance documentation.

OE.PERSON Personnel working as authorized adménést shall be carefully
selected and trained for proper operation of the&esy.

OE.PHYCAL Those responsible for the TOE must enshaethose parts of the TOE
critical to security policy are protected from gutyysical attack.

OE.RESTRICT The IT Environment will restrict TOEcass to administrators authoriz
to use the TOE.
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Objective Definition

OE.TIME The IT Environment will provide reliabtanestamps to the TOE

19
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5. Extended Components Definition
5.1 ClassIDS: Intrusion Detection

All of the components in this section are basethertJ.S. Government Protection Profile
Intrusion Detection System Analyzer For Basic Robess Environments

This class of requirements is taken from the ID@lgrer PP to specifically address the data
analysed by an IDS analyzer. The audit class o€C€FAU) was used as a model for creating
these requirements. The purpose of this classgofinements is to address the unique nature of
analyser data and provide for requirements abaaliyzimg, reviewing and managing the data.

IDS_ADC Analyser Data Collection 1
IDS_ANL Analyser Analysis 1
IDS_RCT Analyser React 1
IDS_RDR Restricted Data Review 1

1
IDS_STG Analyser Data Storage < 5

5.1.1 IDS ADC Analyser Data Collection
Family Behaviour:

This family defines the requirements for the TOgareling receipt of information related to
security events from remote IT systems.

Component Levelling:

IDS_ADC Analyser Data Collection 1

IDS_ADC.1 Analyser Data Collection provides for fla@ctionality to require TSF controlled
processing of data received from remote IT systegarding information related to security
events.

Management:
The following actions could be considered for trenagement functions in FMT:

a) Management of the configuration information forl+exame feeds.
b) Management of the configuration information for gessing of log (batch)
files.
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Audit:

The following actions should be auditable if FAU_IEBecurity audit data generation is
included in the ST:

a) Basic: Processing of log (batch) files.
IDS ADC.1 Analyser Data Collection
Hierarchical to: No other components.
Dependencies: None

IDS ADC.1.1  The TSF shall be able to normalize and store ewméotmation received via real-
time feeds and/or log (batch) files.

5.1.2 IDS ANL Analyser Analysis
Family Behaviour:

This family defines the requirements for the TOgareling analysis of information related to
security events received from remote IT systems.

Component Levelling:

IDS_ANL Analyser Analysis 1

IDS_ANL.1 Analyser Analysis provides for the furatality to require TSF controlled
analysis of data received from remote IT systerganding information related to security
events.

Management:

The following actions could be considered for thenagement functions in FMT:
a) Configuration of the analysis to be performed.

Audit:

The following actions should be auditable if FAU_I&Becurity audit data generation is
included in the ST:

a) Minimal: Enabling and disabling of any of the arsagymechanisms.
IDS_ ANL.1 Analyser Analysis
Hierarchical to: No other components.
Dependencies: IDS_ADC.1 Analyser Data Collection

IDS_ ANL.1.1  The TSF shall perform the following analysis fuoofs) on all security
information and event feeds from Windows systemd ather devices that
support the Syslog protocol received:

a) [selection:statistical, signature, integrifyand
b) [assignmentother analytical functiorjs

IDS_ ANL.1.2 The TSF shall record within each analytical resait least the following
information:
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a) Date and time of the result, type of result, idérdtion of data source;
and
b) [assignmentother security relevant information about the rglsu

5.1.3 IDS RCT.1 Analyser React
Family Behaviour:

This family defines the requirements for the TOgareling reactions to the analysis of
information related to security events receivednfr@mote IT systems when an intrusion is
detected.

Component Levelling:

IDS_RCT Analyser React 1

IDS_RCT.1 Analyser React provides for the functlipdo require TSF controlled reaction to
the analysis of data received from remote IT systeggarding information related to security
events when an intrusion is detected.

Management:
The following actions could be considered for thenagement functions in FMT:
a) themanagemenfaddition, removal, or modification) of actions.
Audit:
There are no auditable events foreseen.
IDS RCT.1 Analyser React
Hierarchical to: No other components.
Dependencies: IDS_ANL.1 Analyser Analysis

IDS RCT.1.1 The TSF shall send an alarm to [assignmeérm destinatioh and take
[assignmentappropriate actionswhen an intrusion is detected.

Application Note: There must be an alarm, though3i should refine the nature of the alarm andnhdefs target
(e.g., administrator console, audit log). The TS&ynoptionally perform other actions when
intrusions are detected; these actions should fieediein the ST. An intrusion in this requirement
applies to any conclusions reached by the anatgdated to past, present, and future intrusions or
intrusion potential.

5.1.4 IDS RDR Restricted Data Review
Family Behaviour:

This family defines the requirements for the TOgareling review of the analyser data collected
by the TOE.

Component Levelling:

IDS_RDR Restricted Data Review 1
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IDS_RDR.1 Restricted Data Review provides for tnectionality to require TSF controlled
review of the analyser data collected by the TOE.

Management:
The following actions could be considered for trenagement functions in FMT:

a) maintenance deletion modification, addition) of the group of users twit
read access right to the analyser data records.

Audit:

The following actions should be auditable if FAU_I&Becurity audit data generation is
included in the ST:

a) Basic:Attempts to read analyser data that are denied

b) Detailed: Reading of information from thhealysedata records.
IDS RDR.1 Restricted Data Review
Hierarchical to: No other components.
Dependencies: IDS_ANL.1 Analyser Analysis

IDS_ RDR.1.1  The TSF shall provide [assignmeatithorised usetswith the capability to read
[assignmentlist of Analyser datgfrom the Analyser data.

IDS_RDR.1.2 The TSF shall provide the Analyser data in a marsuitable for the user to
interpret the information.

IDS_ RDR.1.3 The TSF shall prohibit all users read access toAtha@lyser data, except those
users that have been granted explicit read-access.

5.1.5 IDS STG Analyser Data Storage
Family Behaviour:

This family defines the requirements for the TObéoable to create and maintain a secure
analyser data trail.

Component Levelling:

1
IDS_STG Analyser Data Storage <
2

IDS_STG.1 Guarantee of Analyser Data Availabilgéguires that the analyser data be protected
from unauthorised deletion and/or modification aefines the behaviour when specific
conditions occur.

IDS_STG.2 Prevention of Analyser Data Loss defthesactions to be taken if the analyser data
storage capacity has been reached.

Management: IDS_STG.1
The following actions could be considered for thenagement functions in FMT:
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a) maintenance of the parameters that control the ys@ialdata storage
capability.

Management: IDS_STG.2
The following actions could be considered for thenagement functions in FMT:

a) maintenance (deletion, modification, addition) ofians to be taken in case
analyser data storagapacity has been reached

Audit: IDS_STG.1
There are no auditable events foreseen.
Audit: IDS_STG.2

The following actions should be auditable if FAU_I&Becurity audit data generation is
included in the ST:

a) Basic: Actions taken if the storage capacity hamlreached.

IDS_STG.1 Guarantee of Analyser Data Availability

Hierarchical to: No other components.

Dependencies: IDS_ANL.1 Analyser Analysis

IDS_STG.1.1  The TSF shall protect the stored Analyser datenfunauthorised deletion.
IDS_STG.1.2 The TSF shall protect the stored Analyser datenfmodification.

Application Note: Authorised deletion of data ig wonsidered a modification of Analyser data irs thontext. This
requirement applies to the actual content of thalyser data, which should be protected from any
modifications.

IDS_STG.1.3 The TSF shall ensure that [assignmemgtric for saving Analyser ddté&nalyser
data will be maintained when the following conditsooccur: [selectiomnalyser
data storage exhaustion, failure, atthck

IDS STG.2 Prevention of Analyser data loss
Hierarchical to: No other components.
Dependencies: IDS_ANL.1 Analyser Analysis

IDS STG.21 The TSF shall [selectioriignore Analyser data’, ‘prevent Analyser data, eptc
those taken by the authorised user with speciditsig'overwrite the oldest stored
Analyser datgd'and send an alarm if the storage capacity has tesehed.

5.2 Extended Security Assurance Components
None
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6. Security Requirements

This section contains the functional requiremelnés are provided by the TOE. These
requirements consist of functional components fRart 2 of the CC.

The CC defines operations on security requiremente font conventions listed below state the
conventions used in this ST to identify the operai

Assignment: indicated in italics
Selection: indicated in underlined text

Assignments within selections: indicated in itabegl underlined text
Refinement: indicated with bold text

Iterations of security functional requirements rbayincluded. If so, iterations are specified at
the component level and all elements of the comipioaue repeated. Iterations are identified by
numbers in parentheses following the componentemnent (e.g., FAU_ARP.1(1)).

Explicitly stated requirements are included in t8i& The names of these requirements start
with IDS_.

6.1 Security Functional Requirementsfor the TOE

The functional security requirements for the TOBsist of the following components,
summarized below.

Table9- TOE SFRs

Functional Components
FAU_GEN.1 Audit data generation
FAU SAR.1 Audit review
FAU STG.1 Protected Audit Trail Storage
FAU STG.4 Prevention of audit data loss
FMT_MOF.1 Management of security functions behawiou
FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
IDS ADC.1 Analyser Data Collection
IDS ANL.1 Analyser analysis
IDS RCT.1 Analyser react
IDS RDR.1 Restricted Data Review
IDS STG.1 Guarantee of Analyser Data Availability
IDS STG.2 Prevention of Analyser data loss

6.1.1 Security audit (FAU)
6.1.1.1 FAU_GEN.1 Audit data generation

FAU_GEN.1.1 The TSF shall be able to generate an audit recbrtheo following auditable
events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for thaot specifiedevel of audit; and
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C) The auditable events specified in the followinddab
Table 10 - Auditable Events
Component Event (Description) Details
FAU_GEN.1 The EventTracker Manager service was | Event ID 2001
started.
FMT_MTD.1 A scheduled report was added from Event ID 3283, Username, Namg
EventTracker of the report, Report
configuration details
A scheduled report was modified from Event ID 3284, Username, Namg
EventTracker of the report, Report
configuration details
A scheduled report was deleted from Event ID 3285, Username, Namg
EventTracker of the report
A report Configuration was modified from | Event ID 3289, Username, Namg
EventTracker of the report, Modified values
IDS_ADC.1 Direct log archiver started processing. Event 12482
DLA File not found for processing in last 24 Event ID 3254
hour.
Direct log archiver successfully processed thEvent ID 3245, Names of the filgs
following files: filenames processed
Direct log archiver stopped processing. Event IB&2Number of files
processed
Direct log archiver failed to process the Event ID 3247, Names of the files
following files: filenames not processed
IDS_RDR.1 Scheduled ReporReport Namavas Event ID 2012, Name of the
generated and published successfully. report
Scheduled ReporReport Nameavas not Event ID 2013, Name of the
generated. report

FAU_GEN.1.2 The TSF shall record within each audit record astehe following information:

a) Date and time of the event, type of event, saibgentity (if applicable),
and the outcome (success or failure) of the ead;

b) For each audit event type, based on the auditatdet elefinitions of the
functional components included in the PP/81g additional information
specified in the Details column of the previouddab

6.1.1.2 FAU_SAR.1 Audit Review

FAU_SAR.1.1 The TSF shall providddministratorswith the capability to readll information
from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit records in a marsmwtable for the user to
interpret the information.

6.1.1.3 FAU_STG.1 Protected Audit Trail Storage

FAU_STG.1.1 The TSF shall protect the stored audit recordfiénaudit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to prevamtauthorised modifications to the stored audit
records in the audit trail.
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Application Note: Authorised deletion of data is considered a modification of audit records instbontext. This
requirement applies to the actual content of thditatecords, and the TOE does not provide any
mechanism to modify audit records. The TOE is dkipendent on the operational environment
to prevent modification or deletion of audit recsrsiom outside the TSC.

6.1.1.4 FAU_STG.4 Prevention of audit data loss

FAU_STG.41 The TSF shall ignore audited eveatsddisplay a message in a pop-up windidéw
the audit trail is full.

6.1.2 Security Management (FMT)
6.1.2.1 FMT_MOF.1 Management of Security Functions Behaviour

FMT_MOF.11 The TSF shall restrict the ability to disable,akle the functionssaving
information in the Alert Event Cache for Alert Analysis, syslog reirgy
processing log (batch) files, and user activity mammg to Administrators

6.1.2.2 FMT_MTD.1 Management of TSF Data

FMT_MTD.1.1 The TSF shall restrict the ability to query, mgdiénd deletehe TSF data listed
in the following tabléo Administrators

Table 11 - TSF Data Access Details

TSF Data Operations
Alert Actions Query, Modify
Alert Custom Details Query, Modify
Alert Event Cache Purge Time Query, Modify
Alert Event Details Query, Modify
Alert Event Filters Query, Modify
Alert Group Query, Modify, Delete
Alert Storage and Analysis Configuration Query, Npd
Alert Systems Query, Modify
Direct Log Archiver Configuration Query, Modify
Direct Log Archiver Configuration File Query, MoglifDelete
Enable Alert Event Cache for Alert Analysis Queéviadify
Enable User Activity Monitoring Query, Modify
EventVault Configuration Query, Modify
Real-time Receiver Configuration Query, Modify
Report Definitions Query, Modify, Delete
Report Schedule Query, Modify
Reports Configuration Query, Modify
User Activity Monitoring Configuration Query, Mogif

6.1.2.3 FMT_SMF.1 Specification of Management Functions
FMT_SMF.1.1 The TSF shall be capable of performing the folligumanagement functions:
a) Alert generation
b) Direct Log Archiver operation
c) User Activity Monitoring
d) Real-time event processing
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e) EventVault storage

f)

Reports generation.

6.1.3 1DS Component Requirements (IDS)
6.1.3.1 IDS ADC.1 Analyser Data Collection

IDS ADC.1.1

The TSF shall be able to normalize and store ewméoitmation received via real-
time feeds and/or log (batch) files.

6.1.3.2 IDS ANL.1 Analyser analysis

IDS ANL.1.1 The TSF shall perform the following analysis fupofs) on all security
information and event feeds from Windows systemd ather devices that
support the Syslog protocol received:

a) statisticaland
b) no other analytical functions

IDS_ ANL.1.2 The TSF shall record within each analytical resait least the following

information:
a) Date and time of the result, type of result, id#&rdtion of data source;
and
b) Event ID, Event Description, and the details spediffor individual
events in the following tahle
Table 12 - Event Details
Event ID Event Description Details
3251 Critical alert - Intrusion detected. An urfaarized | IP address of the system reporti
and repeated logon request frohAddress the login requests
3252 Critical security alarm - Intrusion is detette None
Excessive logon failures
3253 Intrusion is detected - Excessive logon fagulue | None
to bad password
3256 Intrusion Detection: Excessive network logoni | None
your enterprise
3257 Intrusion Detection: Excessive network usekdamit | None
in your enterprise
3259 Intrusion Detection: Excessive network logan o | Computer hame of the system
computerComputer Name reporting the network logons
3260 Intrusion Detection: Excessive Authenticaiion None
your enterprise
3262 Critical security alarm - excessive amount of Computer name of the system
resource access failures Gomputer Name reporting the resource access
failures
3263 Intrusion detected: Unauthorized excessiee fil Name of the file being accessed
access failure ohilename
3264 Intrusion detected: Unauthorized udeernames Name of the user attempting the
persistently attempting to access resources which accesses
not permitted
3265 High Security Alert: Too many files are being Computer name of the system
deleted fromComputer Name reporting the deleted files
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Event ID Event Description Details
3266 Critical Security alarm: Excessive logon on Computer name of the system
computerComputer Name reporting the logons
3268 Critical Security alarm: Excessive logon omdin | Domain name of the domain
Domain Name experiencing the logons
3269 Unusual pattern: High user activity. Naméhefuser generating the
activity

6.1.3.3 IDS RCT.1 Analyser react

IDS RCT.1.1 The TSF shall send an alarm tbe alert destination configured by the
Administratorand takeno other actionwvhen an intrusion is detected.

6.1.3.4 IDS RDR.1 Restricted Data Review

IDS_ RDR.1.1 The TSF shall providddministratorswith the capability to readll information
from the Analyser data.

IDS_RDR.1.2 The TSF shall provide the Analyser data in a marsuitable for the user to
interpret the information.

IDS_ RDR.1.3 The TSF shall prohibit all users read access toAtha@lyser data, except those
users that have been granted explicit read-access.

6.1.3.5 IDS _STG.1 Guarantee of Analyser Data Availability
IDS_STG.1.1  The TSF shall protect the stored Analyser datenfunauthorised deletion.
IDS_STG.1.2 The TSF shall protect the stored Analyser datenfmodification.

Application Note: Authorised deletion of data is nonsidered a modification of Analyser data irstbontext. This
requirement applies to the actual content of thalgser data, which should be protected from
any modifications. The TOE is also dependent an dperational environment to prevent
modification or deletion of Analyser data from adésthe TSC.

IDS_STG.1.3 The TSF shall ensure thite oldestAnalyser data will be maintained when the
following conditions occur: Analyser data storagaistion

6.1.3.6 IDS STG.2 Prevention of Analyser dataloss

IDS STG.2.1 The TSF shall ignore Analyser dadad send an alarm if the storage capacity has
been reached.

Application Note: The alarm is a message displayesi pop-up window.
6.2 TOE Security Assurance Requirements

The TOE meets the assurance requirements for EAgthanted by ALC_FLR.2. These
requirements are summarised in the following table.

Table 13 - EAL 2 Assurance Requirements

Assurance Class Component ID Component Title
Development ADV_ARC.1 Security architecture descriptiop
ADV_FSP.2 Security-enforcing functional
specification
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Assurance Class

Component ID

Component Title

ADV_TDS.1 Basic design
Guidance Documents AGD OPE.1 Operational user guidance
AGD_ PRE.1 Preparative procedures
Life-Cycle Support ALC CMC.2 Use of a CM system
ALC CMS.2 Parts of the TOE CM coverage
ALC DEL.1 Delivery procedures
ALC FLR.2 Flaw Reporting Procedures
Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
Vulnerability Assessment AVA_VAN.2 Vulnerability alysis

6.3 CC Component Hierarchies and Dependencies

This section of the ST demonstrates that the ifledtSFRs include the appropriate hierarchy
and dependencies. The following table lists th&T8FRs and the SFRs each are hierarchical

to, dependent upon and any necessary rationale.

Table14 - TOE SFR Dependency Rationale

SFR Hierarchical To | Dependency Rationale

FAU_GEN.1 No other components, FPT_STM.1 Satidfigdhe operational
environment (OE.TIME).

FAU SAR.1 No other components, FAU GEN.1 Satisfied

FAU STG.1 No other components, FAU GEN.1 Satisfied

FAU_STG.4 FAU_STG.3 FAU_STG.1 Satisfied

FMT_MOF.1 No other components. FMT_SMF.1, | Satisfied

FMT_SMR.1 Not satisfied. The TOE supports a

single role and all users have the same
privileges. The IT Environment is
required to restrict access to the TOE
to authorized administrators
(OE.RESTRICT).

FMT_MTD.1 No other components. FMT_SMF.1, | Satisfied

FMT_SMR.1 Not satisfied. The TOE supports a

single role and all users have the same
privileges. The IT Environment is
required to restrict access to the TOH
to authorized administrators
(OE.RESTRICT).

FMT_SMF.1 No other components., None n/a

FMT_SMR.1 No other components, FIA UID.1 Satisfigdthe operational
environment (OE.IDAUTH)

IDS ADC.1 No other components. None n/a

IDS ANL.1 No other components. IDS ADC.1 Satisfied

IDS RCT.1 No other components, IDS ANL.1 Satisfied

IDS RDR.1 No other components, IDS ANL.1 Satisfied

IDS STG.1 No other components IDS ANL.1 Satisfied

IDS STG.2 No other components IDS ANL.1 Satisfied
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7. TOE Summary Specification
7.1 FAU_GEN.1

The TOE generates audit records for the eventsfigkm the table included with FAU_GEN.1.
The audit records are in the form of event rectinds are stored in the EventVault. All records
include a time stamp (supplied by the operatingesy} event identifier (type of event), and
EventTracker as the subject identifier. Differeméent types are used to indicate the success or
failure of events. The Event IDs of these spemi@nts, as well as the additional information
supplied with each event type, is identified in thele included with FAU_GEN.1.

7.2 FAU SAR 1

Administrators may review the audit records usimg TOE’s report capability supplied by the
Report Console application. The EventTracker categray be specified when generating the
report to retrieve all the audit records.

Reports may be generated on demand or scheduleeriodic generation, as directed by the
administrator. The EventTracker Scheduler monitioeslist of scheduled reports and invokes
the EventTracker Reports service as needed to @engrreport.

Both on demand and scheduled reports are savéatéoreview. Administrators may use the
Reports Console application to review previouslyegated reports.

Administrators may also use an interactive seasoh(EventTracker Log Search) to search the
EventVault for specific events.

The User Activity Viewer application provides anetimethod to review the audit trail. This
method provides a user-centric view of the events.

7.3 FAU_STG.1

The audit records are stored in the EventVaultheyEventTracker EventVault service. The
TOE does not provide any mechanism for administsatm modify or delete audit records, other
than specifying a purge period for events.

74 FAU_STG.4

If storage space for the audit records (EventVasl&xhausted, a message is displayed in a pop-
up window. If the storage issue is not correctenly events are ignored.

7.5 FMT_MOF.1

Administrators enable or disable the operationpeictfic functions by modifying configuration
parameters via the TOE application programs. ©Hewing table identifies the functions that
may be enabled or disabled, along with the conéijon parameters controlling them and the
TOE application that provides management capalufithe parameters.

Table15- Management of Security Functions Behaviour Details

Function Parameter Application
Saving information in the Alert | Enable Alert Event Cache for EventTracker Management
Event Cache for Alert Analysis | Alert Analysis Console
Syslog receiving Enable SYSLOG receiver EventTradkanagement
Console
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Function Parameter Application
Processing log (batch) files Direct log file ardhiyfrom | EventTracker Management
external sources Console
User activity monitoring Monitor User Activity Usdctivity Viewer

76 FMT_MTD.1

The table included with FMT_MTD.1 specifies the T&dta that may be modified by
administrators as well as the operations that neagdsformed. These operations are performed
via the GUIs provided by the TOE applications thavide the management access for these
parameters. The TOE applications that provide mpament functionality for configuration
parameters are:

1. EventTracker Management Console
2. User Activity Viewer
3. EventVault Warehouse Manager
4. Reports Console
7.7 FMT_SMF.1
The TOE provides administrators with the functidglyalb manage the following:
1. Alert generation (EventTracker Management Console)

2. Direct Log Archiver operation (EventTracker ManagatinConsole and EventTracker
Warehouse Manager)

3. User Activity Monitoring (User Activity Viewer)
4. Real-time event processing (EventTracker Managed@ensole)

5. EventVault storage (EventTracker Management CoraadeEventTracker Warehouse
Manager)

5. Report generation (Report Console)

These functions are managed via the GUIs provigetié TOE applications that provide the
ability to view and modify control parameters. Tdpmplications providing the GUIs are
identified in parentheses in the list above.

7.8 IDS_ADC.1

The EventTracker Receiver service listens on tidigored real-time feed ports for incoming
events. The events are normalized and storeckiAldrt Event Cache, forwarded to the Event
Correlator service for event correlation, forwardedhe EventTracker Alerter service for
generation of alerts as configured by the admiistr and stored in the EventVault.

The Direct Log Archiver (DLA) service is woken up the EventTracker Scheduler process
periodically to check for log (batch) files thateabeen added to a sub-folder for processing.
The configuration file in each sub-folder directsAhow to normalize the events contained in
the file. As each event is normalized, it is sawed temporary file that is later processed by the
EventTracker EventVault service for storage inEventVault.
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79 IDS ANL.1

The Event Correlator service performs correlatiozcpssing of all the events received via the
real-time feeds (Analyser data). A set of pre-mpmed rules are used to analyze the events to
detect specific conditions indicative of attempitusions. The list of events that are detected
is specified in the table included with IDS_ANL.That table also specifies the information
included in each type of event.

If a correlation rule is satisfied, a compositerdve generated to record the result. The
generated event is forwarded to an EventTrackeeiRecvia the configured network port for
composite events. The standard processing foivemtevents insures that the event is saved in
the Alert Event Cache and EventVault, as well asitey any configured alerts to be generated.

7.10 IDS_ RCT.1

Potential intrusions are indicated when specifiergs are received from remote systems or when
a composite event is generated (Analyser dataal-ftee events are received by the
EventTracker Receiver and forwarded to the EverkaaAlerter service for generation of

alerts as configured by the administrator.

7.11 IDS RDR.1

Administrators may review the audit records usimg TOE’s report capability supplied by the
Report Console application. The Alerts category maspecified when generating the report to
retrieve all the composite event records.

Reports may be generated on demand or scheduleériodic generation, as directed by the
administrator. The EventTracker Scheduler monitioedist of scheduled reports and invokes
the EventTracker Reports service as needed to aengrreport.

Both on demand and scheduled reports are savéatéoreview. Administrators may use the
Reports Console application to review previouslyegated reports.

Administrators may also use an interactive seavoh(EventTracker Log Search) to search the
EventVault for specific events.

The User Activity Viewer application provides anetimethod to review Analyser data. This
method provides a user-centric view of the events.

7.12 1DS _STG.1

All event records are stored in the EventVaultloy EventTracker EventVault service. The
TOE does not provide any mechanism for administsatto modify or delete these records, other
than specifying a purge period for events.

7.13 IDS STG.2

If storage space for the audit records (EventVasilgxhausted, a message is displayed in a pop-
up window. If the storage issue is not correctenly events are ignored.
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8. Protection Profile Claims
The TOE does not claim conformance to any regidtBretection Profile.
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9. Rationale

This chapter provides the rationale for the sebectif the IT security requirements, objectives,
assumptions and threats. It shows that the ITrggeequirements are suitable to meet the
security objectives, Security Requirements, and B&¢urity functional.

9.1 Rationalefor IT Security Objectives

This section of the ST demonstrates that the ifledtsecurity objectives are covering all aspects
of the security needs. This includes showing thahehreat and assumption is addressed by a
security objective.

The following table identifies for each threat, O&#l assumption, the security objective(s) that
address it.

Table 16 - Threats, OSPs and Assumptionsto Security Objectives Mapping
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A.ACCESS X
A.LOCATE X
A.MANAGE X
A.NOEVIL X | X
A.NOTRUST X X
P.ACCACT X X
P.ANALYZ X X
P.INTGTY X X
P.MANAGE X X
T.FALACT X
T.FALASC X
T.IMPCON X X X
T.INFLUX X
T.LOSSOF X X
T.MODIFY X
The following table describes the rationale for happing.
Table 17 - Mapping Rationale
Item Security Objectives Rationale
A.ACCESS The OE.IDSENS objective ensures the TQEHa needed data.
A.LOCATE The OE.PHYCAL objective provides for thbysical protection of the TOE.
A.MANAGE The OE.PERSON objective ensures all auttert administrators are qualified ang
trained to manage the TOE.
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Item Security Objectives Rationale

A.NOEVIL The OE.INSTAL objective ensures that th©H is properly installed and operate
and the OE.PERSON objective ensures all authoagednistrators are qualified
and trained to install and operate the TOE.

A.NOTRUST The OE.PHYCAL objective provides for pioad protection of the TOE to protect
against unauthorized access. The OE.IDAUTH requhat logical access to the
TOE is restricted to authorized users.

P.ACCACT The O.AUDITS objective implements thisipglby requiring auditing of security-
relevant actions by administrators. The OE.TIMEeotive supports this policy by
providing a time stamp for insertion into the auditords.

P.ANALYZ The O.IDANLZ objective requires analyticatocesses be applied to data collected
from remote IT systems. The O.RESPON objectiveireg appropriate reactions
(as configured by administrators) by the TOE.

P.INTGTY The O.PROTCT objective ensures the prateadf data from modification within
the TSC. The OE.DATA_PROTECTION objective requites operational
environment to protect TOE data from modificatiaga mechanisms outside the
TSC.

P.MANAGE The O.EADMIN objective ensures there ised of functions for administrators to
use for effective management of the TOE. The OB RECT objective requires
the IT Environment (operating system) to limit agxéo te TOE to authorized
administrators.

T.FACCNT Unauthorized attempts to access TOE daszcurity functions may go undetecte
The O.AUDITS objective counters this threat by fieiqg the TOE to audit
attempts for data accesses and use of TOE functions

j=>a

=

T.FALACT The O.RESPON objective ensures the TOEt®e® suspected vulnerabilities or
inappropriate activity.

T.FALASC The O.IDANLZ objective provides the funati that the TOE will recognize
inappropriate activity from one or multiple dataismes.

T.IMPCON The OE.INSTAL objective states the authed administrators will configure the

TOE properly. The O.EADMIN objective ensures theETkas all the necessary
administrator functions to manage the product.e Ofe.RESTRICT objective
requires the IT Environment (operating systemjrutlaccess to te TOE to
authorized administrators.

T.INFLUX The O.OFLOWS objective counters this thrbg requiring the TOE handle data
storage overflows.
T.LOSSOF The O.PROTCT objective addresses thisitme providing mechanisms in the

TOE to protect TOE data. The OE.DATA_PROTECTIONuiees the operational
environment to protect TOE data from unauthorizezkas outside the TSC.
T.MODIFY The OE.COMM_PROTECTION objective addresHas threat by requiring the
operational environment to protect the integrityrdbrmation sent to the TOE
during transit.

9.2 Security Requirements Rationale
9.2.1 Rationalefor Security Functional Requirements of the TOE Objectives

This section provides rationale for the Securitpétional Requirements demonstrating that the
SFRs are suitable to address the security objective

The following table identifies for each TOE secuobjective, the SFR(s) that address it.
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Table 18 - TOE SFRsto Security Objectives Mapping
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FAU_GEN.1 X

FAU_SAR 1 X

FAU_STG.1 X

FAU_STG.4 X

FMT_MOF.1 X X

FMT_MTD.1 X X

FMT_SMF.1 X X

IDS_ADC.1 X

IDS_ANL.1 X

IDS_RCT.1 X

IDS_RDR.1 X

IDS_STG.1 X

IDS_STG.2 X

The following table provides the detail of TOE setyuobjective(s).
Table 19 - TOE Security Objectivesto SFR Rationale
Security SFR and Rationale
Objective
O.AUDITS Security-relevant events that result ilibvecords are defined for the TOE
[FAU_GEN.1].
O.EADMIN The TSF must provide the ability to thenaidistrator role review the audit trail of

the System [FAU_SAR.1]. The TSF must provide thi¢itg for authorized
administrators to view all Analyser data collected produced [IDS_RDR.1]. The
management functions provided by the TOE are spddFMT_SMF.1]. The
specific access provided is defined and enforcethéy OE [FMT_MOF.1,

FMT_MTD.1].

O.IDANLZ The TSF collects information from remotgsgems [IDS_ADC.1] then performs
intrusion analysis and generates conclusions [IDSE_.A].

O.OFLOWS The TSF behavior if storage space is estedus defined [FAU_STG.4,
IDS_STG.2].

O.PROTCT The access provided to functions and afatze TOE is defined and enforced by

the TSF [FMT_MOF.1, FMT_MTD.1, FMT_SMF.1]. The T&Frequired to
protect the audit trail and Analyser data from amdification and unauthorized
deletion [FAU_STG.1, IDS_STG.1].

O.RESPON The TOE is required to respond with art alkeen configured to do so in the eve
an intrusion is detected [IDS_RCT.1]. T

—

9.2.2 Security Assurance Requirements Rationale

The TOE stresses assurance through vendor actiahare within the bounds of current best
commercial practice. The TOE provides, primarily review of vendor-supplied evidence,
independent confirmation that these actions haea lbempetently performed.

The general level of assurance for the TOE is:
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Consistent with current best commercial practicd Tadevelopment and provides
a product that is competitive against non-evaluateducts with respect to
functionality, performance, cost, and time-to-marke

The TOE assurance also meets current constrainisdaspread acceptance, by
expressing its claims against EAL2+ from part 3hef Common Criteria.
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