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1 Introduction 

1.1 ST Reference 

1.2 TOE Reference 

- 

- 

- 

- 

1.3 TOE Overview 

1.3.1 TOE Type 

1.3.2 TOE Usage 

1.3.3 TOE Features 
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1.3.4 Non-TOE hardware/software/firmware required by the TOE. 

1.4 TOE Description 

1.4.1 Physical Scope 
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1.4.2 Logical Scope 
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1.4.3 Development Life Cycle 
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2 Conformance claims 

2.1 CC conformance 

- 

- 

- 
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2.2 Package conformance 

2.3 PP conformance 

- 

- 
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3 Security Problem Definition 

3.1 Assets 

3.2 Threats 
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3.3 Organizational security policies 
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3.4 Assumptions 
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4 Security Objectives 

4.1 Security Objectives for the TOE 
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4.2 Security Objectives for the Operational Environment 

4.3 Security Objectives rationale 
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5 Extended Component Definition 
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6 IT Security requirements 

6.1 Security Functional Requirements 

6.1.1 Security Functional Requirements from BSI-PP-0084 
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6.1.2 Security functional requirements from Addition #1 

  

http://www.nist.gov/aes/


 

 

 

 

 

SEC100 v1 release 2 – 25/05/2016 23  
 

  

SCR400L revF – Security Target (lite) public 
 

6.1.3 Security functional requirements from Addition #4 
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6.2 Security Assurance Requirements 
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6.3 Security Requirements Rationale 

6.3.1 Rationale for BSI-PP-0084 Security Functional Requirements  

6.3.2 Rationale for Augmentation #1 Security Functional Requirements  

6.3.3 Rationale for Augmentation #4 Security Functional Requirements  



 

 

 

 

 

SEC100 v1 release 2 – 25/05/2016 28  
 

  

SCR400L revF – Security Target (lite) public 
 

 

  



 

 

 

 

 

SEC100 v1 release 2 – 25/05/2016 29  
 

  

SCR400L revF – Security Target (lite) public 
 

6.3.4 Rationale for the Security Assurance Requirements  
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7 TOE Summary Specification 

7.1 Resistance to Faults:  

7.2 Test mode & Personalization security:  
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7.3 Resistance to physical attack:  

7.4 Information leakage:  
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7.5 Cryptographic features 

7.6 Memory protection unit 
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8 Referenced documents 
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9 Glossary & Abbreviations 

 


