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1 Security Target Introduction

This section identifies the Security Target (STardget of Evaluation (TOE), ST conventions, ST comi@nce
claims, and the ST organization. The Target oflliatéon is the SonicWALL SonicOS v5.0.1 on NSA &srand
TZ Series Appliances, and will hereafter be refémeeas the TOE throughout this document. The T unified
threat management (UTM) device.

1.1 Purpose

This ST provides mapping of the Security Environtrterthe Security Requirements that the TOE meetsder to
remove, diminish or mitigate the defined threatthim following sections:

» Security Target Introduction (Section 1) — Providebrief summary of the ST contents and describes t
organization of other sections within this document

* TOE Description (Section 2) — Provides an overviefsthe TOE security functions and describes the
physical and logical boundaries for the TOE.

e Security Environment (Section 3) — Describes thedts and assumptions that pertain to the TOE t@nd i
environment.

e Security Objectives (Section 4) — Identifies thewéy objectives that are satisfied by the TOE disd
environment.

e Security Requirements (Section 5) — Presents thleire Functional Requirements (SFRs) and Security
Assurance Requirements (SARs) met by the TOE artlebJ¥ OE’s environment.

* TOE Summary Specification (Section 6) — Descrilbesgecurity functions provided by the TOE thatséati
the security functional requirements and objectives

» Protection Profile Claims (Section 7) — Provides ithentification of any ST Protection Profile claims well
as a justification to support such claims.

« Rationale (Section 8) — Presents the rationaletlier security objectives, requirements, and the TOE
summary specifications that relate to their comsisy, completeness, and suitability.

e Acronyms (Section 9) — Defines the acronyms useHimvthis ST.

1.2 Security Target, TOE and CC Identification and  Conformance

Table 1 - ST, TOE, and CC Identification and Confor mance

ST Title SonicWALL, Inc. SonicOS v5.0.1 on NSA Series and TZ Series Appliances Security
Target

ST Version Version 0.7

Author Corsec Security, Inc.
Amy Nicewick and Matt Keller

TOE ldentification SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances

(Sl NeEEN(®®IN Common Criteria for Information Technology Security Evaluation, Version 2.3, [August
Identification and 2005] (aligned with ISO/IEC 15408:2005); CC Part 2 extended; CC Part 3 augmented; PP
Conformance claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of 2007/07/11
were reviewed, and no interpretations apply to the claims made in this ST.

Protection Profile (PP) None
Identification

Evaluation Assurance EAL 4+ (Augmented with ALC_FLR.1)
Level

Keywords Firewall, VPN, Information Flow Control

SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances Page 6 of 76
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1.3 Conventions, Acronyms, and Terminology

1.3.1 Conventions

There are several font variations used within 8lis Selected presentation choices are discusseddaid the ST
reader.

The Common Criteria for Information Technology SétyuEvaluation (CC) allows for assignment, refiremh
selection and iteration operations to be performedecurity functional requirements. All of thegmerations are
used within this ST. These operations are perfdrae described in Parts 2 and 3 of the CC, andlen as
follows:

« Completed assignment statements are identified)salicized text within brackels

« Completed selection statements are identified Uginderlined italicized text within brackéts

« Refinements are identified usihgld text. Any text removed is stricken (Example-FSF-Datad should
be considered as a refinement.

« lterations are identified by appending a letteparentheses following the component title. Forngxia,
FAU_GEN.1(a) Audit Data Generation would be thestfiiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

» Explicitly stated requirements are followed by taet (EXP).

1.3.2 Acronyms

The acronyms used within this ST are describecenti®n 9 — “Acronyms.”

1.3.3 Terminology
The term “User” is defined in this document asrativiidual or IT entity passing information throutite TOE.

The term “Administrator” is defined in this docuntexs an individual authorized to perform managerfemttions
on the TOE.

SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances Page 7 of 76
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2 TOE Description

The TOE Description provides an overview of the TOHhis section describes the general capabilitiebs security
functionality of the TOE. The TOE description pides context for the TOE evaluation by identifyitg product
type, describing the product, and defining the Hjge@valuated configuration. The TOE is designadd
manufactured by SonicWALL, Incorporated, hereaftéerred to as SonicWALL, in Sunnyvale, California.

2.1 Product Type

SonicWALL SonicOS v5.0.1 on NSA Series and TZ SeAgpliances is custom software running on purgmsk
hardware platforms that combine to form a UTM devicUTMs are network firewalls that provide additb
features, such as spam filtering, anti-virus cdfigds, intrusion prevention systems (IPS), and WdNide Web
content filtering. The product under evaluation consists of theic®® Enhanced operating system for the
following appliances: TZ180, TZ180W, TZ190, TZ190WSA 3500, NSA 4500, NSA 5000, NSA E5500, NSA
E6500, and NSA E7500. All appliances share sinplaysical specifications, varying only in availalfésatures,
processor cores, speed, and memory. These apmdigmovide firewall, UTM, Virtual Private Networlgn(VPN),
and traffic management capabilities. The prodsananaged using a web-based Graphical User Inge(fatll)
accessed through a permitted device running a stgzbaveb browser connected directly to the appkaoeer a
network cable and communicating via HTTPS.

Figure 1 below shows a possible deployment conditiom of the product, showing its placement withinetwork:

! Please note that the spam filtering and World Wb content filtering functionality is not includl@s a part of
this evaluation.

SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances Page 8 of 76
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Switch .
SonicWALL Switch Router

Firewall/VPN

S2

Switch

Management Console

Workstation Server

Figure 1 - Deployment Configuration of the TOE

2.2 Product Description

The SonicOS Enhanced is a proprietary operatingesysesigned for use on SonicWALL appliances. The
evaluated appliances run only signed SonicOS firraywand are licensed to provide a selection ofufeatto the
end user. SonicOS provides policy-based netwarfkicrcontrol, UTM, and VPN services.

SonicOS'’s firewall capabilities include statefuckat inspection. Stateful packet inspection keegsk of the state
of network connections, such as Transmission CbRiratocol (TCP) streams and User Datagram Proti¢DP)
communication, traveling across the firewall. Tinewall distinguishes between legitimate packetd dlegitimate
packets for the given network deployment. Onlykeds adhering to the administrator-configured asceates are
allowed to pass through the firewall; all others sgjected.

SonicOS’s UTM capabilities include deep-packet @ddjpn (DPI1). The optional licensed services thake up the
UTM include IPS, Gateway Anti Virus (GAV), and Gafgy Anti-Spyware (SPY). All UTM services employ
stream-based analysis wherein traffic traversirgggioduct is parsed and interpreted so that itsecdrmight be
matched against sets of signatures to determineatbeptability of the traffic. The parsing and ipretation
engines allow for the reliable handling of varioptocols (such as Simple Mail Transfer Protocdl{®),
Hypertext Transfer Protocol (HTTP), File Transfaot®col (FTP), Post Office Protocol (POP), Interivdssage
Access Protocol (IMAP), as well as Generic TCP)xoelings (Multipurpose Internet Mail Extensions (VEW
Base64, Unix-to-Unix Encode (UUEnNncode)), and typesompression (Compressed File (ZIP), Ghu Compiss
File (GZIP), Lempel-Ziv Coding 1977 (LZ77)). In thevent a certain flow of traffic is found to matem

SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances Page 9 of 76
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IPS/GAV/SPY signature meeting or exceeding the igoméd threshold, the event is logged, and thendifeg flow
is terminated.

SonicOS supports VPN functionafitywhich provides a secure connection between twanore computers or
protected networks over the public internet. tyiles authentication to ensure that the infornmaittogoing to and
from the correct parties, and protects the inforomafrom viewing or tampering en route. SonicOPmurts the
creation and management of Internet Protocol Sgc(iRSec) VPNs. [IPSec is a suite of protocols tperate on
network traffic to secure Internet Protocol (IP)nwuunications by authenticating and encrypting ptcke
Cryptographic key establishment is also possitieuth IPSec. For this, SonicOS supports Interregt Exchange
(IKE), which is the protocol used to set up a sigwssociation (SA) in the IPSec protocol suionicOS enables
VPN policy creation to provide the configurationrafiltiple VPN tunnels. VPN policy definitions ingle the IP
address of the remote gateway appliance with witielproduct will communicate, the IP address ofdéstination
network, the type of encryption used for the pql@yd other configuration information.

SonicOS provides site-to-site VPN functionalityiteSo-site VPN functionality allows creation of YWFpolicies for
connecting offices running SonicWALL security agpices, resulting in network-to-network VPN conreacsi

Digital certificates are also supported by Sonic@Sdigital certificate is an electronic means tify identity by a
trusted third party known as a Certification Autipr(CA). SonicOS users can obtain certificategned and
verified by a third party CA to use with an IKE VRMlicy. This makes it possible for VPN users tbhanticate
peer devices without manually exchanging sharedeteor symmetric keys. SonicOS interoperates itk
X.509v3-compliant provider of certificates.

The product implements both physical and virtugdrfaces. Physical interfaces are bound to aesipgtt. Virtual
interfaces are assigned as sub-interfaces to agalhysterface, and allow the physical interfacectry traffic
assigned to multiple virtual interfaces. The preicallows static IP address configuration on alfgital and logical
network interfaces, as well as dynamic configurataf WAN interfaces through Dynamic Host Configimat
Protocol (DHCP), Point to Point over Ethernet (PBPBoint to Point Tunneling Protocol (PPTP), angdra?
Tunneling Protocol (L2TP). Additionally, interfaqeirs may be configured in a Layer 2 (L2) Bridgedmdo
enable the inspection and control of traffic betwd@e resulting two segments without a need foricklg
reconfiguration of the target network.

In addition, physical interfaces may be assigne8dourity Zones. Zones are optional logical grogpiof one or
more interfaces designed to make management gfrtduct simpler and to allow for configuration afcass rules
governing inbound and outbound traffic. If thesenio interface, traffic cannot access the zonexirtiee zone.
Zones allow the administrator to group similar ifdees and apply the same policies to them, instéddhving to
write the same policy for each interface. In thisy, access to critical internal resources sucpagsoll servers or
engineering code servers can be strictly controllgdnes may be one of several types: Trusted, (eogal Area
Network (LAN)), Untrusted (e.g., WAN), Public (e.doemilitarized Zone (DMZ)), Encrypted (e.g., VPNind

Wireless, as well as custom zones.

e Trusted zones provide the highest level of trust.other words, the least amount of scrutiny isliggpto
traffic coming from trusted zones. The LAN zonalways trusted. Conversely, traffic destined touated
zone is subject to the greatest scrutiny.

» Untrusted zones represent the lowest level of.trlisaffic from untrusted zones is not permittecetder any
other zone type without explicit rules, but trafffom any other zone type is permitted to enterrusted
zones.

* Public zones offer a higher level of trust thanrusted zones, but a lower level of trust than Tdistones.
Traffic from a Public zone to a trusted zone isidérby default. But traffic from any Trusted zadioeany
other zone is allowed.

2 For use with SonicWALL Global VPN Client. GlobgPN Client is another SonicWALL product that is rt
part of this evaluation.
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e Encrypted zones are used exclusively by the VPNtfanality of SonicOS. All traffic to and from an
Encrypted zone is encrypted.

e Wireless zones are zones where the only interfacéhé network consists of SonicWALL SonicPoint
(wireless) devices. Wireless zones are not patietvaluated configuration of the product.

SonicOS also provides client functionality for DdmaName System (DNS) resolution, Address Resolution
Protocol (ARP), and Network Address Translation {NA It includes a Network Time Protocol (NTP) citethat
automatically adjusts the product’s clock, whicbypdes time stamps for log events, automatic updeteservices,
and other internal purposes.

An administrator manages SonicOS through a web iBtdtface, using HTTP or Hypertext Transfer Protaneer
SSL (HTTPS) and a web browser. All managemenvitie can be performed through the Management @ens
via a hierarchy of menu buttons. These activitietude:

e viewing status of actions executed in the Managéei@ensole,

e managing licenses, certificates, SonicOS firmwARRP traffic, and log events and settings,

« configuring administration settings, time settinggerfaces, zones, DNS settings, Address Objectges,
NAT policies, firewall access rules, and VPN pdki

» setting schedules,

« using diagnostic tools,

e restarting the product, and

e setting up the DHCP server.

Event logging by SonicOS provides a mechanismricking potential security threats. Administratoes view
and sort the log via the Management Console, cordithe log events to be automatically sent to-arag address
for alerting, convenience, or archiving, or expthe logs to an Excel file or other application. IYDauthorized
administrators can delete the contents of the log.

The product has three modes of operation: Cesti@lGateway Mode (NAT and routing: this is thdadét for
interfaces), Layer 2 Bridged Mode, and Transpakémtle. Multiple modes of operation can exist simnéously,
for example, if interface X1 is configured as anfary Bridge Interface paired to interface X3 asezd®dary
Bridge Interface, interface X1 can simultaneougbgrate in its traditional role as the Primary WAdé¢rforming
NAT for Internet-bound traffic through the Auto-attlinterface X1 Default NAT Policy.

Central-site Gateway Mode allows each interfacpréwide typical routing functionality. Transparévibde allows
a SonicWALL appliance to be introduced into a nekvaithout the need for re-addressing. Transpoddi#
presents an issue of temporarily disrupting cenpegiocols, such as ARP, Virtual LAN support, npulii subnets,
and non-IP-version-4 traffic types. Layer 2 Bridgaeode allows the SonicWALL device to be introducato the
network without the need for re-addressing, but alddresses the issues presented by Transpareat mod

2.3 TOE Boundaries and Scope

This section addresses the physical and logicapoments of the TOE included in the evaluation.

2.3.1 Physical Boundary

Figure 2 illustrates the physical scope and thesiglay boundary of the SonicWALL SonicOS v5.0.1 c8ANSeries
and TZ Series Appliances, hereafter referred tthasTOE, and ties together the TOE and the comstituof the
TOE Environment.

The TOE is a Firewal/lUTM/VPN which runs on a TZ18Qster (TZ180 and TZ180W), TZ190 cluster (TZ19@ a
TZ190W), NSA 3500/4500/5000 cluster, NSA E6500/HbSBuster, or NSA E7500 SonicWALL appliance. The
appliance is installed on a network wherever fillWaM/VPN services are required, as depicted igure 2
below. This may be used at the edge of a netwarkdrimeter security or between different segmehts network
for internal security. Please note that all fumatility described in Section 2.2 is included in ©& evaluation,
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unless specifically listed in Section 2.3.3 - Phghiogical Features and Functionality Not Includied the
Evaluated Configuration of the TOE.

! SonicOS I
LAN I Enhanced | Internet
Firewal/lUTM/VPN

Management Console

Key:

ToE 1

Boundary | |

Figure 2 - Physical TOE Boundary

2.3.1.1 TOE Environment

The TOE environment consists of the SonicWALL haadfor the appliances listed above in Sectionl2ahd the
Management Console for managing the TOE. The hare\wrovides a timestamp to the TOE for auditing an
scheduling. The environment also includes a harelwacelerator chip that can be used for speedirgnaryption
and decryption functions.

2.3.1.1.1 Security Considerations in the TOE Enviro  nment:

The Management Console must be locally connectatledl OE via a crossover cable. This is to ensemire
administration of the TOE without the possibility teaffic between the Management Console and th& H@ing
captured or traced.

2.3.2 Logical Boundary

The security functional requirements implementedth®sy TOE are usefully grouped under the followirecBity
Function Classes:

e Security Audit

e Cryptographic Support

» User Data Protection

» Identification and Authentication
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e Security Management
* Protection of the TSF
e TOE Access

2.3.2.1 Security Audit

The Security Audit function provides the TOE witietfunctionality for generation, storage, and vigyof audit
records. As administrators manage and configueeT@®E, their activities are tracked by recordingitivecords
into the logs. All security-relevant configuratigettings and changes are recorded to ensure aabdiiy of the
administrator’s actions. Activity by users is ategorded in the audit logs.

The TOE administrator has the ability to view alda information from the audit logs, as well aash and sort
the audit data. The TOE protects the stored aaddrds from unauthorized deletion and modification

2.3.2.2 Cryptographic Support

The TOE provides IPSec VPN functionality for secw@mmunications between two or more computers or
protected networks over the public internet. Tgvisvides user authentication and encryption ofrmfation being
passed through the VPN tunnel. Keys are generatelddestroyed securely. All cryptographic opergiare
performed by a Federal Information Processing Steh¢(FIPS) 140-2 validated cryptographic module.

2.3.2.3 User Data Protection

The User Data Protection function implements fiorality for TOE security functions and TOE secufiyction
policies related to protecting user data. The ds¢a the TOE is protecting is the information passhrough the
TOE. This functionality is provided by the apptica of firewall access rules.

Note: The explicit Security Functional Policies &by described in the Informal Security Policy Efiel document
(SonicWALL SonicOS v5.0.1 on NSA Series and TZsSgiances: Informal Security Policy Moyel

2.3.2.4 Identification and Authentication

The Identification and Authentication function pides functionality to establish and verify a claineser identity.
This ensures that the user has the appropriatéeués associated with the assigned role.

2.3.2.5 Security Management

The Security Management function specifies the mameent of several aspects of the TOE Security kamct
(TSF), including security function behavior andigéy attributes. The various management rolesaése specified
here.

2.3.2.6  Protection of the TSF

The Protection of the TSF function provides thegnity and management of the mechanisms that pedhiel TSF.
The security functional requirements in this eviraare impossible to bypass because the TOE dgyked in
such a way that no access is possible without pgsirough key security features. These featunekide
identification, authentication, and information \flocontrol mediation. The TOE is an operating systihat
maintains a security domain for its own execution.

2.3.2.7 TOE Access

The TOE Access function specifies requirementscfontrolling the establishment of a user’s sessidine TSF
provides this function by terminating an interaetimanagement session after a configurable timevadtef
administrator inactivity at the Management Console.
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2.3.3 Physical/Logical Features and Functionality N ot Included in the Evaluated

Configuration of the TOE

The TOE is a software-only TGE Therefore the physical hardware is not incluttethe TOE boundary. Other
features and functionality that are not part ofékieluated configuration of the TOE are:

Command Line Interface (CLI) (Secure Shell, or SSH)

Remote management and login (Remote Authenticaial-In User Service (RADIUS), Lightweight
Directory Access Protocol (LDAP), Active DirectosDirectory authentication)
NTP Server

Application Firewall

Web Content Filtering

Hardware Failover

Real-time Blacklist (SMTP)

Global Security Client (including GroupVPN)

Global Management System (GMS)

SonicPoint

% The FIPS 140-2 validation lists the TOE as firmevall he firmware image file for SonicOS v5.0.1mplemented
on the custom NSA and TZ Series hardware is thevaoé TOE as described in this document.

SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances Page 14 of 76

© 2008 SonicWALL, Inc.



Security Target, Version 0.7 April 28, 2008

3 Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. It plesithe statement of the TOE security environmehich
identifies and explains all:

« Assumptions about the secure usage of the TORydimg physical, personnel and connectivity aspects
* Known and presumed threats countered by eithef @& or by the security environment
« Organizational security policies with which the T@tist comply

3.1 Assumptions

Table 2 describes the security aspects of the derenvironment for the evaluated TOE. The opemati

environment must be managed in accordance withrassel requirement documentation for delivery, ofj@maand

user guidance. The following specific conditiome eequired to ensure the security of the TOE ardaasumed to
exist in an environment where this TOE is employed.

Table 2 - Assumptions

Name Description

A.NOEVIL Authorized administrators are non-hostile and follow all administrator guidance.

A.GENPUR The TOE only stores and executes security-relevant applications and only
stores data required for its secure operation.

A.DIRECT The TOE is available to authorized administrators only.
A.PHYSEC The TOE is physically secure.
A.MODEXP The threat of malicious attacks aimed at discovering exploitable vulnerabilities

is considered low.

A.PUBLIC The TOE does not host public data.

A.SINGEN Information cannot flow among the internal and external networks unless it
passes through the TOE.
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A.REMACC Authorized administrators may only access the TOE locally.
A.UPS The TOE will be supported by an Uninterruptible Power Supply.
A.AUDSTG Prior to audit storage exhaustion on the TOE, the audit records will be exported

either via SMTP or to an external Syslog server for persistent storage.

A.FIPS The TOE will only be installed and run on SonicWALL appliances that have
been validated to FIPS 140-2 with the same version of the TOE.

3.2 Threats to Security

This section identifies the threats to the IT assgfainst which protection is required by the T@bythe security
environment. The threat agents are divided into ¢ategories:

» Attackers who are not TOE administrators: They hawklic knowledge of how the TOE operates and are
assumed to possess a low skill level, limited reseaito alter TOE configuration settings/paramedgics no
physical access to the TOE.

« TOE administrators: They have extensive knowledgeowv the TOE operates and are assumed to possess a
high skill level, moderate resources to alter T@Bfiguration settings/parameters and physical actethe
TOE. (TOE administrators are, however, assumedalo¢ willfully hostile to the TOE.)

Both are assumed to have a low level of motivatidhe IT assets requiring protection are the uaéa daved on or
transitioning through the TOE and the hosts onpifegected network. Removal, diminution and mitigatof the
threats are through the objectives identified iot®@ 4 - Security Objectives.

The threats shown in Table 3 are applicable.

Table 3 - Threats

Name Description

T.ASPOOF An unauthorized entity may carry out spoofing in which information flows
through the TOE into a connected network by using a spoofed source address.

T.AUDACC Persons may not be accountable for the actions that they conduct, thus
allowing an attacker to escape detection.
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T.SELPRO

An unauthorized user may read, modify, or destroy security critical TOE
configuration data stored on the TOE.

T.REPEAT

An unauthorized person may repeatedly try to guess authentication data used
for performing 1&A functionality in order to use this information to launch attacks
on the TOE.

T.NOAUTH

An unauthorized user may attempt to bypass the security of the TOE so as to
access and use security functions and/or non-security functions provided by the
TOE.

T.MEDIAT

An unauthorized person may send impermissible information through the TOE
which results in the exploitation of resources on the internal network.

T.AUDFUL

An unauthorized user may cause audit records to be lost or prevent future
records from being recorded by taking actions to exhaust audit storage
capacity, thus masking an attacker’s actions.

T.NACCESS

An unauthorized person or external IT entity may be able to view data that is
transmitted between the TOE and a remote authorized external IT entity.

T.NMODIFY

An unauthorized person or external IT entity may modify data that is transmitted
between the TOE and a remote authorized external entity.

3.3 Organizational Security Policies

There are no Organizational Security Policies.
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment. The sgcobjectives
identify the responsibilities of the TOE and itsyigonment to meet the TOE's security needs.

4.1 Security Objectives for the TOE

The specific security objectives are shown in Table

Table 4 — Security Objectives

Name Description

O.IDAUTH The TOE must uniquely identify and authenticate the claimed identity of all
administrators, before granting an administrator access to TOE functions and
data or, for certain specified services, to a connected network.

O.MEDIAT The TOE must mediate the flow of all information between clients and servers
located on internal and external networks governed by the TOE, disallowing
passage of non-conformant protocols.

O.SECSTA Upon initial start-up of the TOE or recovery from an interruption in TOE service,
the TOE must not compromise its resources or those of any connected
network.

O.SELPRO The TOE must protect itself against attempts by unauthorized users to bypass,

deactivate, or tamper with TOE security functions.

O.AUDREC The TOE must provide a means to record a readable audit trail of security-
related events, with accurate dates and times, and a means to search, sort, and
order the audit trail based on relevant attributes.

O.ACCOUN The TOE must provide user accountability for information flows through the
TOE and for authorized administrator use of security functions related to audit.

O.SECFUN The TOE must provide functionality that enables an authorized administrator to
use the TOE security functions, and must ensure that only authorized
administrators are able to access such functionality.
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O.LIMEXT The TOE must provide the means for an authorized administrator to control and
limit access to TOE security functions by an authorized external IT entity.

O.VPN The TOE must be able to protect the integrity and confidentiality of data
transmitted to a peer authorized external IT entity via encryption and provide
authentication for such data. Upon receipt of data from a peer authorized
external IT entity, the TOE must be able to decrypt the data and verify that the
received data accurately represents the data that was originally transmitted.

4.2 Security Objectives for the Environment

4.2.1 IT Security Objectives
The IT security objectives shown in Table 5 arbdcsatisfied by the environment.

Table 5 — IT Objectives

Name Description

OE.TIME The IT Environment will provide reliable timestamps to the TOE.

OE.VPN The TOE Environment must be able to protect the integrity and confidentiality of
data transmitted to a peer authorized external IT entity via encryption and
provide authentication for such data. Upon receipt of data from a peer
authorized external IT entity, the TOE Environment must be able to decrypt the
data and verify that the received data accurately represents the data that was
originally transmitted.

4.2.2 Non-IT Security Objectives

The non-IT environment security objectives shownTible 6 are to be satisfied without imposing técdin
requirements on the TOE. That is, they will n@juiee the implementation of functions in the TOEdweare and/or
software. Thus, they will be satisfied largelyaigh application of procedural or administrativeasuges.

Table 6 — Non-IT Security Objectives

Name Description
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NOE.NOEVIL Authorized administrators are non-hostile and follow all administrator guidance.

NOE.GENPUR The TOE only stores and executes security-relevant applications and only
stores data required for its secure operation.

NOE.DIRECT The TOE is available to authorized administrators only.

NOE.PHYSEC The TOE is physically secure.

NOE.MODEXP The threat of malicious attacks aimed at discovering exploitable vulnerabilities
is considered low.

NOE.PUBLIC The TOE does not host public data.

NOE.SINGEN Information cannot flow among the internal and external networks unless it
passes through the TOE.

NOE.REMACC Authorized administrators may only access the TOE locally.

NOE.UPS The TOE will be supported by an Uninterruptible Power Supply.

NOE.AUDSTG Prior to audit storage exhaustion on the TOE, the audit records will be exported
either via SMTP or to an external Syslog server for persistent storage.

NOE.FIPS The TOE will only be installed and run on SonicWALL appliances that have

been validated to FIPS 140-2 with the same version of the TOE.
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5 Security Requirements

This section defines the SFRs and SARs met by @E @s well as SFRs met by the TOE IT environméritese
requirements are presented following the conveatidantified in Section 1.3.1.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. TBhistion organizes the SFRs by CC class. Tablermifies all
SFRs implemented by the TOE and indicates the Sfatipns performed on each requirement.

Table 7 - TOE Security Functional Requirements

Name Description A

FAU_GEN.1 Audit data generation v v v
FAU_SAR.1 Audit review v

FAU_SAR.3 Selectable audit review v v

FAU_STG.1 Protected audit trail storage v

FCS_CKM.1 Cryptographic key generation v

FCS_CKM.4 Cryptographic key destruction v

FCS_COP.1 Cryptographic operation v

FDP_IFC.1(a) Subset information flow control v v
FDP_IFC.1(b) Subset information flow control v v
FDP_IFF.1(a) Simple security attributes v v
FDP_IFF.1(b) Simple security attributes v v
FDP_ITC.1 Import of user data without security attributes v

FIA_UAU.2 User authentication before any action v
FIA_UID.2 User identification before any action v
FMT_MOF.1 Management of security functions behaviour v v
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FMT_MSA.1 Management of security attributes v v

FMT_MSA.2 Secure security attributes

FMT_MSA.3(a) | Static attribute initialisation v v v
FMT_MSA.3(b) | Static attribute initialisation v v v
FMT_SMF.1 Specification of management functions v

FMT_SMR.1 Security roles v

FPT_RVM.1 Non-bypassability of the TSP

FPT_SEP.1 TSF domain separation

FTA SSL.3 TSF-initiated termination v

Note: S=Selection; A=Assignment; R=Refinement;drdtion

Section 5.1 contains the functional components ftbie CC Part 2 with the operations completed. ther
conventions used in performing CC operations pleafez to Section 1.3.1.
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5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation

Hierarchical to: No other components.

FAU_GEN.1.1
The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for thadt specifietilevel of audit; and

c) [Blocked traffic, blocked websites, administratoc@ant activity, VPN activity, firewall activity réwall
rule modifications, network access, IPS/GAV/SP¥iactand login attempis

FAU_GEN.1.2
The TSF shall record within each audit record ast¢he following information:

a) Date and time of the event, type of event, subgkentity (when applicable) and the outcome (success
or failure) of the event; and

b) For each audit event type, based on the audial#nt definitions of the functional componentduded
in the PP/ST,Hjo other informatioh

Dependencies: FPT_STM.1 Reliable time stamps

FAU SAR.1 Audit review
Hierarchical to: No other components.
FAU _SAR.1.1

The TSF shall provideauthorised administratotswith the capability to reada]l audit informatiorj from
the audit records.

FAU_SAR.1.2
The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.3 Selectable audit review
Hierarchical to: No other components.

FAU_SAR.3.1

The TSF shall provide the ability to perforseprches, sorting, orderifp@f audit data based offiority,
Category, Source IP or Interface, and DestinatiBror interfacé.
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Dependencies: FAU_SAR.1 Audit review

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
FAU_STG.1.1
The TSF shall protect the stored audit records fumauthorised deletion.
FAU STG.1.2
The TSF shall be able tprfevent unauthorised modifications to the stored audibrds in the audit trail.

Dependencies: FAU_GEN.1 Audit data generation
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5.1.2 Class FCS: Cryptographic Support

FCS_CKM.1 Cryptographic key generation

Hierarchical to: No other components.

FCS_CKM.1.1

The TSF shall generate cryptographic keys in acsure with a specified cryptographic key generation

algorithm [ryptographic key generation algorithm — see tabédow and specified cryptographic key
sizes Eryptographic key sizes — see table béltivat meet the following:list of standards — see table

below.

Table 8: Cryptographic Key Generation Standards

Key
Generation

Type

PRNG

Algorithm and Key Size

FIPS 186-2 Appendix 3.1
- RNG

Standards

(Certificate #)

FIPS 186-2
Appendix 3.1
(certificates
#412, 413, 414,
415, 416)

Diffie-Hellman

key agreement

Diffie-Hellman 1024 bit

RFC 2631

Dependencies: [FCS_CKM.2 Cryptographic key distribtion, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS_CKM.4 Cryptographic key destruction

Hierarchical to: No other components.

FCS_CKM.4.1
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The TSF shall destroy cryptographic keys in accoecdawith a specified cryptographic key destruction
method geroizatior that meets the followingHIPS 140-2 zeroization requiremehts

Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA.2 Secure security attributes

FCS_COP.1 Cryptographic operation
Hierarchical to: No other components.
FCS_COP.1.1
The TSF shall performligt of cryptographic operations — see table bdlawaccordance with a specified

cryptographic algorithm dryptographic algorithm — see table belowand cryptographic key sizes
[cryptographic key sizes — see table bélthat meet the following:list of standards — see table below

Table 9: Cryptographic Operations

Cryptographic Cryptographic Key Sizes Standards
Operations Algorithm

(bits) (Certificate #)

Digital signature |Digital Signature 1024 FIPS 186-2 (certificates
verification Algorithm (DSA) #266, 267, 268, 269, 270)
RSA 1024, FIPS 186-2 (certificates
#327, 328, 329, 330, 331)
1536,
2048
Symmetric Advanced Encryption 128, 192, |FIPS 197 (certificates #701,
encryption  and |Standard (AES) (CBC 256 702, 703, 704, 705)

decryption mode)

Triple-Data Encryption | 3-key and |NIST SP 800-67, May 2004

Standard (3DES) 2-key
(TCBC mode) (certificates #632, 633, 634,
635, 636)
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Hashing Secure Hash Algorithm1 | Not FIPS 180-2 (certificates
(SHA -1) Applicable |#729, 730, 731, 732, 733)
Message Keyed-Hash Message |20 Bytes, |FIPS 198 (certificates #379,
Authentication Authentication Code truncated |380, 381, 382, 383)
(HMAC) with Secure to 12
Hash 1 (SHA -1) Bytes per
RFC 2404

Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes
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5.1.3 Class FDP: User Data Protection

FDP_IFC.1(a) Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1(a)
The TSF shall enforce th@faffic Information Flow Control SFfon [
a) SUBJECTS: external IT entities that send oeihee information through the TOE,
b) INFORMATION: traffic flowing through the TOE &
c) OPERATIONS: ALLOW, DENY, DISCARD, PREVENT, DETE

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1(b) Subset information flow control
Hierarchical to: No other components.
FDP_IFC.1.1(b)
The TSF shall enforce th®iffie-Hellman Information Flow Control SHRN [
a) SUBJECTS: external IT entities that send oeiee information through the TOE,
b) INFORMATION: Diffie-Hellman public parameterfkey exchange, and
c) OPERATIONS: ALLOW

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFF.1(a) Simple security attributes
Hierarchical to: No other components.

FDP_IFF.1.1(a)

* Please note that the Traffic Information Flow GohSFP and the Diffie-Hellman Information Flow Gooi SFP
are described in greater detail in the documengniSVALL SonicOS v5.0.1 on NSA Series and TZ Series
Appliances Informal Security Policy Model”.
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The TSF shall enforce th@iaffic Information Flow Control SFPbased on the following types of subject
and information security attributes: [

SUBJECT (external IT entities) attributes:

1) Internet Protocol (IP) address, and
INFORMATION (traffic) attributes:

1) source IP address,

2) destination IP address,

3) protocol type,

4) port number, and

5) port types or subtypgs

FDP_IFF.1.2(a)

The TSF shall permit an information flow betweenamtrolled subject and controlled information via a
controlled operation if the following rules holdALLLOW, DETECTrules contained in the administrator-
defined Traffic Information Flow Control List

FDP_IFF.1.3(a)

The TSF shall enforce thadditional SFP rules: a) restrict by time and bepent by security servige
FDP_IFF.1.4(a)

The TSF shall provide the followingd other capabilitiels
FDP_IFF.1.5(a)

The TSF shall explicitly authorise an informatidomi based on the following rulesag other rulek
FDP_IFF.1.6(a)

The TSF shall explicitly deny an information flovased on the following rulesDENY, DISCARD,
PREVENT rules contained in the administrator-dedifieaffic Information Flow Control Ligt

Dependencies: FDP_IFC.1 Subset information flow cdrol
FMT_MSA.3 Static attribute initialisation

FDP_IFF.1(b) Simple security attributes
Hierarchical to: No other components.
FDP_IFF.1.1(b)

The TSF shall enforce th®iffie-Hellman Information Flow Control SH®ased on the following types of
subject and information security attributes: [

SUBJECT (external IT entities) attributes:
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1) Internet Protocol (IP) address, and
INFORMATION (Diffie-Hellman public parameter fonkexchange) attributes:
1) nong.
FDP_IFF.1.2(b)

The TSF shall permit an information flow betweenamtrolled subject and controlled information via a
controlled operation if the following rules holddng.

FDP_IFF.1.3(b)
The TSF shall enforce thad other rulek
FDP_IFF.1.4(b)
The TSF shall provide the following¢ other capabilitiels
FDP_IFF.1.5(b)
The TSF shall explicitly authorise an informatidomi based on the following rulesa¢ other rulek
FDP_IFF.1.6(b)
The TSF shall explicitly deny an information flowded on the following rulesn$ other rulek

Dependencies: FDP_IFC.1 Subset information flow cdrol
FMT_MSA.3 Static attribute initialisation

FDP_ITC.1 Import of user data without security attributes
Hierarchical to: No other components.
FDP_ITC.1.1

The TSF shall enforce théiffie-Hellman Information Flow Control SHPwvhen importing user data,
controlled under the SFP, from outside of the TSC.

FDP_ITC.1.2

The TSF shall ignore any security attributes asdediwith the user data when imported from outtiee
TSC.

FDP_ITC.1.3

The TSF shall enforce the following rules when imijmg user data controlled under the SFP from detsi
the TSC: ho additional importation control rulés

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.3 Static attribute initialisation

SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances Page 30 of 76
© 2008 SonicWALL, Inc.



Security Target, Version 0.7 April 28, 2008

5.1.4 Class FIA: Identification and Authentication

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1
FIA_UAU.2.1

The TSF shall require each-usaministrator to be successfully authenticated before allowing @ther
TSF-mediated actions on behalf of that-tedministrator .

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1
FIA_UID.2.1

The TSF shall require each-usaministrator to identify itself before allowing any other TSFethated
actions on behalf of that-usadministrator .

Dependencies: No dependencies
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5.1.5 Class FMT: Security Management

FMT_MOF.1 Management of security functions behaviou
Hierarchical to: No other components.
FMT_MOF.1.1

The TSF shall restrict the ability tpdrform the action indicateih Table 10 belowthe functions ih the
Security Function column of Table h8low] to [the roles as specified in Table 10 below

Table 10 - Management of Security Functions Behavio r

Roles Full Full Full Limited
Administrator Administrator Administrator

Administrator Non-Config Read-Only

Security Functich :
Config Mode Mode Mode

determine the none none none
behavior of,
Import Certificates disable, enable,
modify the
behavior of

determine the none none none
behavior of,
disable, enable,
modify the
behavior of

Generate Certificate
Signing Requests

determine the none none none
behavior of,
Export Certificates disable, enable,
modify the
behavior of

determine the enable enable none
behavior of,
disable, enable,
modify the
behavior of

Export Firmware
Settings

determine the  |enable enable enable (excep
behavior of, downloading
Use Diagnostics disable, enable, TSR)

modify the
behavior of

—
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Download Tech
Support Report (TSR)

determine the
behavior of,
disable, enable,
modify the

behavior of

Configure Network

Flush ARP Cache

Set up DHCP Server

Renegotiate VPN
Tunnels

Log Accounts Off
Appliance

Unlock Locked-out
Users

Clear Log

Export Log

enable

enable

none

determine the
behavior of,
disable, enable,
modify the
behavior of

none

none

enable

determine the
behavior of,
disable, enable,
modify the
behavior of

enable

none

enable

determine the
behavior of,
disable, enable,
modify the
behavior of

none

none

none

determine the
behavior of,
disable, enable,
modify the
behavior of

enable

none

none

determine the
behavior of,
disable, enable,
modify the
behavior of

enable

none

enable (for
guest users

only)

determine the
behavior of,
disable, enable,
modify the
behavior of

enable

none

none

determine the
behavior of,
disable, enable,
modify the
behavior of

enable

none

enable

determine the
behavior of,
disable, enable,
modify the
behavior of

enable

enable

enable
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determine the enable none
behavior of,
Email Log disable, enable,
modify the
behavior of

enable

determine the enable none
behavior of,
Filter Logs disable, enable,
modify the
behavior of

enable

determine the enable none
behavior of,
disable, enable,
modify the
behavior of

Configure Log
Categories

enable

determine the none none
behavior of,
o1V AN it disable, enable,
modify the
behavior of

enable

determine the enable none
behavior of,

el EEI L NEJ i disable, enable,
modify the
behavior of

enable

determine the enable enable
behavior of,
disable, enable,
modify the
behavior of

Browse All Other User
Interface Pages

none

determine the none none
behavior of,
disable, enable,
modify the
behavior of

Perform All Other TOE
Configuration Activities

none

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MSA.1 Management of security attributes

Hierarchical to: No other components.
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FMT_MSA.1.1

The TSF shall enforce th&@Haffic Information Flow Control SFPto restrict the ability toddd or delete
from the rules in the Traffic Information Flow Couitlist]] the security attributesSjpurce IP address,
Destination IP address, Protocol Type, port numjpant type or subtygeto [Full Administrator Config
Mode rolq.

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.2 Secure security attributes
Hierarchical to: No other components.
FMT_MSA.2.1
The TSF shall ensure that only secure values aepéed for security attributes.

Dependencies: ADV_SPM.1 Informal TOE security polig model
[FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3(a) Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1(a)

The TSF shall enforce th@taffic Information Flow Control SFPto provide festrictivd default values
for security attributes that are used to enforeeSRP.

FMT_MSA.3.2(a)

The TSF shall allow theFull Administrator Config Mode roleto specify alternative initial values to
override the default values when an object or imfation is created.

Dependencies: FMT_MSA.1 Management of security atiibutes
FMT_SMR.1 Security roles

FMT_MSA.3(b) Static attribute initialisation
Hierarchical to: No other components.

FMT_MSA.3.1(b)
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The TSF shall enforce th®fffie-Hellman Information Flow Control SHRo provide permissivédefault
values for security attributes that are used toreefthe SFP.

FMT_MSA.3.2(b)

The TSF shall allow thenp rold to specify alternative initial values to overrittee default values when an
object or information is created.

Dependencies: FMT_MSA.1 Management of security atiibutes
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1

The TSF shall be capable of performing the follayvsecurity management functiondlgnagement of
security functions and Management of security late3.

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.
FMT_SMR.1.1

The TSF shall maintain the rolelsull Administrator Config Mode, Full Administratddon-config Mode,
Full Administrator Read-only Mode, Limited Admiragor].

FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.6 Class FPT: Protection of the TSF

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement funcao@msnvoked and succeed before each function nvithi
the TSC is allowed to proceed.

Dependencies: No dependencies

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.
FPT_SEP.1.1

The TSF shall maintain a security domain for itsno@xecution that protects it from interference and
tampering by untrusted subjects.

FPT_SEP.1.2
The TSF shall enforce separation between the sgdomains of subjects in the TSC.

Dependencies: No dependencies
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5.1.7 Class FTA: TOE Access

FTA SSL.3 TSkF-initiated termination
Hierarchical to: No other components.
FTA_SSL.3.1

The TSF shall terminate an interactive sessionr aftda configurable time interval of administrator
inactivity at the Management Console ranging frot 9999 minutes, defaulting to 5 minyjtes

Dependencies: No dependencies
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5.2 Security Functional Requirements on the IT Envi  ronment

The TOE has the following security requirements itsr IT environment. These requirements are pitesen
following the conventions identified in Section 1.3

Table 11 - TOE Environment Security Functional Requ  irements

INETE Description A

FPT_STM.1 Reliable time stamps v

FCS_FIPS.1 Cryptographic Dependency
(EXP)

Note: S=Selection; A=Assignment; R=Refinement; drdtion

5.2.1 Class FCS: Cryptographic Dependency

FCS_FIPS.1 (EXP) FIPS
Hierarchical to: No other components.
FCS_FIPS.1.1 (EXP)

The TOE will only be installed and run on SonicWARppliances that have been validated to FIPS 140-2
with the same version of the TOE.

Dependencies: No dependencies
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5.2.2 Class FPT: Protection of the TOE Environment

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
FPT_STM.1.1
The-FSFTOE Environment shall be able to provide reliable time stampsitipwnthe TOE's use.

Dependencies: No dependencies
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5.3 Assurance Requirements

This section defines the assurance requirementhdéof OE. Assurance requirements are taken frenCi@ Part 3
and are EAL4 augmented with ALC_FLR.1. Table 1&ssurance Requirements summarizes the requirements.

Table 12 — Assurance Requirements

Assurance Requirements

Class ACM: Configuration management |ACM_AUT.1 Partial CM automation

ACM_CAP.4 Generation support and acceptance
procedures

ACM_SCP.2 Problem tracking CM coverage

Class ADO: Delivery and operation ADO_DEL.2 Detection of modification

ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV: Development ADV_FSP.2 Fully defined external interfaces

ADV_HLD.2 Security enforcing high-level design

ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD.1 Descriptive low-level design

ADV_RCR.1 Informal correspondence demonstration

ADV_SPM.1 Informal TOE security policy model

Class AGD: Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Class ALC : Life Cycle Support ALC_DVS.1 Identification of security measures
ALC_FLR.1 Basic Flaw Remediation

ALC_LCD.1 Developer defined life-cycle model

ALC_TAT.1 Well-defined development tools

Class ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_MSU.2 Validation of analysis

AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.2 Independent vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how TI@E meets the functional and assurance requirenusscribed
in previous sections of this ST.

6.1 TOE Security Functions

Each of the security requirements and the assac@gscriptions correspond to the security functiodence, each
function is described by how it specifically sagsfeach of its related requirements. This setwdsoth describe
the security functions and rationalize that theusige functions satisfy the necessary requirements.

Table 13 — Mapping of TOE Security Functions to Sec  urity Functional Requirements

TOE Security Function SFR ID Description

Security Audit FAU_GEN.1 Audit data generation
FAU_SAR.1 Audit review
FAU_SAR.3 Selectable audit review
FAU_STG.1 Protected audit trail storage

Cryptographic Support FCS_CKM.1 Cryptographic key generation
FCS_CKM.4 Cryptographic key destruction
FCS_COP.1 Cryptographic operation
FCS_FIPS.1 (EXP) Cryptographic Dependency

User Data Protection FDP_IFC.1(a) Subset information flow control
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FDP_IFC.1(b) Subset information flow control
FDP_IFF.1(a) Simple security attributes
FDP_IFF.1(b) Simple security attributes
FDP_ITC.1 Import of user data without security
attributes
FPT_STM.1 Reliable time stamps
Identification and Authentication FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action
Security Management FMT_MOF.1 Management of security functions
behaviour
FMT_MSA.1 Management of security attributes
FMT_MSA.2 Secure security attributes

FMT_MSA.3(a)

Static attribute initialisation

FMT_MSA.3(b)

Static attribute initialisation
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FMT_SMF.1 Specification of management
functions
FMT_SMR.1 Security roles
Protection of the TSF FPT_RVM.1 Non-bypassability of the TSP
FPT_SEP.1 TSF domain separation
TOE Access FTA_SSL.3 TSF-initiated termination

6.1.1 Security Audit

The Security Audit function provides the TOE wittetfunctionality for generation, storage, and vigyvof audit
records. As administrators manage and configueeT@E, their activities are tracked by recordingitvecords
into the logs. All security-relevant configuratisettings and changes are recorded to ensure dabdity of the

administrator’s actions. All logs contain the daime, event type, subject identity (when appllealand outcome
of the event for each record.

The TOE generates two types of audit logs: TOEagament logs and user activity logs. TOE managefoga
contain information about administrator logins asfthnges to configuration parameters and access. ruliser
activity logs record blocked traffic, blocked wetlesi, VPN activity, and firewall activity.

The TOE administrator has the ability to view alda information from the audit logs, as well asusd and sort
the audit data. The logs can be searched basedaity, category, source IP address, and destindP address.
They can be sorted and ordered based on any dields listed in Table 14 below. The TOE proteitts stored
audit records from unauthorized deletion and modifon.

The TOE audit records contain the following infotioa:

Table 14 — Audit Record Contents

Field Content

# Log display identification number
Time Time and date of the event
Priority Level of priority associated with log event, such as
Emergency or Error
Category Type of traffic, such as Network Access or Authenticated
Access
Message Description of the event
SonicWALL SonicOS v5.0.1 on NSA Series and TZ Series Appliances Page 44 of 76

© 2008 SonicWALL, Inc.



Security Target, Version 0.7 April 28, 2008

Field Content

Source Source network and IP address
Destination Destination network and IP address
Notes Additional information about the event
Rule Network Access Rule affected by event

TOE Security Functional Requirements Satisfied]FAU_GEN.1, FAU_SAR.1, FAU_SAR.3, FAU_STG.1].

6.1.2 Cryptographic Support

The TOE provides IPSec VPN functionality for secw@mmunications between two or more computers or
protected networks over the public internet. Tgvisvides user authentication and encryption ofrmfation being
passed through the VPN tunnel. The TOE uses therniet Key Exchange (IKE) protocol for exchanging
authentication information, and establishing theNVRunnel. IKE uses either pre-shared secrets gitadli
certificates to authenticate peer devices. The @ports both version 1 and version 2 of IKE.

IKE version 1 uses a two phase process to secar€RN tunnel. Phase 1 of IKE is the authenticafibase. The
nodes or gateways on either end of the tunnel atitta¢e with each other, exchange encryption araiygpéon

keys, and establish the secure VPN tunnel. Phasetle negotiation phase. Once authenticated,waes or
gateways negotiate the methods of encryption atal w&ification (using a hash function) to be usedthe data
passed through the VPN. They then negotiate tmebeu of SAs in the tunnel and the lifetimes alloviedore

requiring renegotiation of the encryption and dptinn keys.

IKE version 2 also uses a two phase process toresgbe tunnel. The initialization and authenticatiphase
requires two message/response exchanges. Thep#histof messages negotiates cryptographic algosth
exchanges random values to guard against repeasshges, and performs a public key exchange. &dond pair
of messages authenticates the previous messagésnges identities and certificates, and estaldiste first child

SA. The negotiation phase of IKE version 2 cosgidta single request/response pair, and may hatéd by either
end of the SA after the initial exchanges are cetaol. All messages following the initial exchange

cryptographically protected using the cryptogra@gorithms and keys negotiated in the first twossages of the
IKE exchange.

The TOE shall only be installed and run on Sonic\WAdppliances that have been validated to FIPS 142the
same version of the TOE.

Encryption methods implemented by the TOE inclufS, AES-128, AES-192, and AES-256. The hashing
methods used to authenticate the key include HMAEC SHA-1. Keys are generated and destroyed sgcurdl
cryptographic operations are performed by a FIRE 2L ¢alidated cryptographic module.

TOE Security Functional Requirements Satisfied]FCS_CKM.1, FCS_CKM.4, FCS_COP.1].

6.1.3 User Data Protection

The User Data Protection function implements fiorality for TOE security functions and TOE secufiyction
policies related to protecting user data. The ds¢a that the TOE is protecting is the informati@ssing through
the TOE. This functionality is provided by the &pation of firewall access rules. The InformatiBlow Control
Security Functional Policy enforces rules on sulgjgat send traffic through the TOE, or receiafitc flowing
through the TOE. The rules determine whetheritrafhould be passed from the sender to the receileried
passage, or discarded based on the following dgaitiibutes: source IP address, destinationddress, protocol
type, port number, and port type or subtype.
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When the TOE imports parameters for Diffie-Hellmiey exchange, the TOE ignoTethe security attributes
associated with the user data when imported frotsideithe TSC.

Note: The explicit Security Functional Policies &u#y described in the Informal Security Policy kel document
(SonicWALL SonicOS v5.0.1 on NSA Series and TZsSg@iances: Informal Security Policy Moyel

TOE Security Functional Requirements Satisfied{FDP_IFC.1, FDP_IFF.1].

6.1.4 Identification and Authentication

The Identification and Authentication function piges functionality to establish and verify a cladredministrator
identity. This ensures that the administrator th@sappropriate privileges associated with thegagsl role. Only
authenticated administrators will be allowed actesbe TOE and TOE security functions. Adminigira must be
identified and authenticated prior to performingy anther TSF-mediated actions on the TOE. For each
administrator, the TOE stores the following sequaitributes in the database: username, passanddiole. When
TOE administrators enter a username and passwdtte dflanagement Console, the information is passdte
TOE, where it is verified against the username password stored in the TOE. If the provided usemand
password match, the TOE administrator is assigneddles associated with that username.

TOE Security Functional Requirements Satisfied{FIA_UAU.2, FIA_UID.2].

6.1.5 Security Management

The Security Management function specifies the rgament of several aspects of the TOE Security kumct
(TSF), including security function behavior andws@y attributes. The various management rolesatse specified
here: Full Administrator Config Mode, Full Admitiator Non-config Mode, Full Administrator Read-piNode,
and Limited Administrator. Each role enforced bystTSF has different privileges to access andigarg the
behavior of the TOE. For example, Full AdministraConfig Mode roles can perform any configuratmmthe
TOE, whereas Limited Administrator roles can ordyfigure log and network settings.

Adding or deleting security attributes (i.e., sauar destination IP address or protocol type) ftomrules in the
Information Flow Control SFP is limited to admimabrs with the role Full Administrator Config MadeAlso,
specifying alternative initial values for securéftributes to override the default values is limhite administrators
with the role Full Administrator Config Mode.

TOE Security Functional Requirements Satisfied:[FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_SMF.1,
FMT_SMR.1].

6.1.6 Protection of the TSF

The Protection of the TSF function provides thegnity and management of the mechanisms that peahiel TSF.
The security functional requirements in this evabraare impossible to bypass because the TOE sgnied in
such a way that no access is possible without pgssirough key security features. These featunekude
identification, authentication, and informationl@ontrol mediation. Non-bypassability of the T@Bprovided by
a combination of basic configuration and enforcenafnsecurity policy rules. It is not possible perform any
actions on the system without successfully autbatitig. Once an administrator has been autheaticahat

® This statement refers to the SFR FDP_ITC.1.
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administrator is bound to the appropriate priviegefined by the TOE. For any administrator tofiqpen a TOE
operation, an administrator in the Full AdministraConfig Mode role must have granted that userritlets to
perform that operation. These privileges are @@n a per administrator basis.

The TOE is an operating system that maintains ardggaomain for its own execution. Since all asseontrol
rights are checked by the TOE’s mechanisms and @ uses unique attributes for each administraber, TSF
maintains separation between administrators. Asxample, if an administrator in the Full Adminabr Read-
only Mode role attempts to edit a configuratiore tommand will be disallowed.

TOE Security Functional Requirements Satisfied{FPT_RVM.1, FPT_SEP.1].

6.1.7 TOE Access

The TOE Access function specifies requirementscfamtrolling the establishment of an administrata@éssion.
The TSF provides this function by terminating ateiactive management session after a configurahke interval
of administrator inactivity at the Management Cdeso The default time interval is 5 minutes. Than be
configured by an administrator to an interval betwd and 9999 minutes. If an administrator's sess timed
out, the administrator must log back in to the TiOperform any further functions.

TOE Security Functional Requirements Satisfied{FTA SSL.3].

6.2 TOE Security Assurance Measures

EAL 4+ was chosen to provide a basic level of iredefently assured security. This section of theufstggcTarget
maps the assurance requirements of the TOE for BAICA+ |level of assurance to the assurance messised for

the development and maintenance of the TOE. THewimg table provides a mapping of the appropriate

documentation to the TOE assurance requirements.

Table 15 - Assurance Measures Mapping to TOE Securi  ty Assurance Requirements (SARS)

Assurance Assurance Measure
Component

ACM_AUT.1 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Configuration Management

ACM_CAP.4 | SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Configuration Management

ACM_SCP.2 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Configuration Management

ADO_DEL.2 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Secure Delivery
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Assurance
Component

ADO_IGS.1

Assurance Measure

SonicWALL Network Security Appliance E7500 Getting
Started Guide

SonicWALL Network Security Appliance E6500 Getting
Started Guide

SonicWALL Network Security Appliance E5500 Getting
Started Guide

SonicWALL Network Security Appliance 5000/4500/3500
SonicWALL TZ 190 Getting Started Guide

SonicWALL TZ 190 Wireless Getting Started Guide
SonicWALL TZ 180 Getting Started Guide

SonicWALL TZ 180 Wireless Getting Started Guide

ADV_FSP.2

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - TOE Architecture: Functional
Specification, High Level Design, Low Level Design, and
Representation Correspondence

ADV_HLD.2

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - TOE Architecture: Functional
Specification, High Level Design, Low Level Design, and
Representation Correspondence

ADV_IMP.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - TOE Architecture: Functional
Specification, High Level Design, Low Level Design, and
Representation Correspondence

ADV_LLD.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - TOE Architecture: Functional
Specification, High Level Design, Low Level Design, and
Representation Correspondence

ADV_RCR.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - TOE Architecture: Functional
Specification, High Level Design, Low Level Design, and
Representation Correspondence

ADV_SPM.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Informal Security Policy Model

AGD_ADM.1

SonicWALL SonicOS Enhanced 5.0 Administrator’s
Guide

AGD_USR.1

(see AGD_ADM.1)

ALC_DVS.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Life Cycle

ALC_FLR.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Life Cycle

ALC_LCD.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Life Cycle

ALC_TAT.1

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Life Cycle
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Assurance Assurance Measure
Component

ATE_COV.2 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Testing: Coverage, Depth

ATE_DPT.1 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Testing: Coverage, Depth

ATE_FUN.1 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Functional Tests

SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances — Functional Test Cases

AVA_MSU.2 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Vulnerability Assessment

AVA_SOF.1 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Vulnerability Assessment

AVA VLA.2 |SonicWALL SonicOS v5.0.1 on NSA Series and TZ
Series Appliances - Vulnerability Assessment

6.2.1 ACM_CAP.4, ACM_AUT.1, and ACM_SCP.2: Configu ration Management
Document

The Configuration Management (CM) document providedescription of the various tools used to conthe
configuration items and how they are used inteynali SonicWALL. This document provides a complete
configuration item list and a unique referencingesue for each configuration item. Additionallye tbonfiguration
management system is described including procedoa¢sire used by developers to control and traelkges that
are made to the TOE. The documentation furtheaildethe TOE configuration items that are contblley the
configuration management system.

Partial Configuration Management automation (ACM_TAL) provides assurance that changes occur during
development are authorized. The CM documentatestribes how the CM system provides automated means
support the generation of the TOE and how automai@d are used in the CM system.

Problem tracking CM coverage (ACM_SCP.2) providesueance that security flaws are not lost or fdaegot The
CM documentation describes how security flaws areered and tracked by SonicWALL's CM system.

6.2.2 ADO_DEL.2: Secure Delivery Document

The Delivery and Operation document provides a rifggan of the secure delivery procedures impleradnby
SonicWALL to protect against TOE modification dugirproduct delivery. The Installation Documentation
provided by SonicWALL details the procedures fostalling the TOE and placing the TOE in a secusgest
offering the same protection properties as the enasipy of the TOE. The Installation Documentatmovides
guidance to the TOE Users on configuring the TO& lamw those TOE configurations affect the TSF.

6.2.3 ADO_IGS.1: Installation Guidance, AGD_ADM.1:  Administrator Guidance,
AGD_USR.1: User Guidance

The installation guidance document provides thegdares necessary for the secure installation,rggoe, and
start-up of the TOE for administrators and userghefT OE.

The administrator guidance documentation providetilbd procedures for the administration of theET@nd
description of the security functions provided bg TOE.
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There is no User Guidance other than what mightdm®ained in the administrator guidance, since TR
operates transparently to the end users.

6.2.4 ADV_FSP.2: Fully defined external interfaces, ADV_HLD.2: Security
enforcing high-level design, ADV_LLD.1: Low Level Design, ADV_IMP.1:
Subset of the implementation of the TSF, and ADV_RC R.1: Informal
correspondence demonstration.

The SonicWALL design documentation consists of sgivelated design documents that address the coemp® of
the TOE at different levels of abstraction. Thé#ofeing design documents address the Developmestirasice
Requirements:

e The Functional Specification provides a descriptidrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposd an
method of use and a list of effects, exceptiond,emors message for each external TSF interface.

» The High-Level Design provides a top level desigeacification that refines the TSF functional spieaifion
into the major constituent parts (subsystems) effitBF. The high-level design identifies the basiacture
of the TSF, the major elements, a listing of ateifaces, and the purpose and method of use fdr eac
interface.

« The Implementation Representation provides assarttrat the TSF is unambiguously defined to a level
detail such that the TSF can be generated withothdr design decisions. It also describes thaiogiships
between portions of the implementation.

e The Representation Correspondence demonstratescohespondence between each of the TSF
representations provided. This mapping is perfarteeshow the functions traced from all of the adja
pairs of TSF representation that are provided.

6.2.5 ADV_SPM.1: Informal TOE Security Policy Mode |

The Security Policy Model provides assurance tHatdfahe security functions in the Functional Sifieation are
sufficient to enforce the policies in the TSP. iAformal model is provided for a subset of the T®Hcies and the
correspondence between the Functional Specificatioa Security Policy Model, and the subset of gied is
established.

6.2.6 ALC_DVS.1: Identification of security measur es, ALC_FLR.1. Basic flaw
remediation, ALC_LCD.1: Developer defined life-cyc le model, and
ALC_TAT.1: Well-defined development tools

Identification of security measures provides asstegahat the TOE is developed in a secure envirohni€he Life
Cycle Support documentation describes all the @laysprocedural, personnel, and other security oreashat are
used to protect the TOE design and implementatidgtsidevelopment environment. It provides evidetiat these
security measures are followed during the developraed maintenance of the TOE.

Providing basic flaw remediation provides assuratied the TOE will be maintained and supportedcalisred
security flaws will be tracked and corrected by teveloper, and fixes will be issued to TOE usefhie Flaw
Remediation documentation describes the establigededures for accepting and acting upon all tspof
security flaws and requests for corrections of ¢hflaws. It also describes the internal processlus track,
correct, and validate flaws.

The developer defined life-cycle model describegl pinocess used to develop the TOE. The life-cyubelel is
used throughout development and maintenance. ifdieyicle documentation provides a description tad tife-
cycle model and an explanation on why the modeséd is also documented.

The use of well-defined development tools prevémésuse of incorrect or inconsistent developmeatstaluring
TOE development. The development tools used byc®dALL are described in the life cycle documentatioThe
selected implementation-dependent options of theldpment tools are described.
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6.2.7 ATE_COV.2: Test Coverage Analysis, ATE_DPT.1: Test Depth Analysis,
and ATE_FUN.1: Functional Testing

There are a number of components that make updgbedbcumentation. The Coverage Analysis demdastthat

testing is performed against the functional speaiion. The Coverage Analysis demonstrates thenéxo which

the TOE security functions were tested as wellhasleével of detail to which the TOE was tested.stTRlans and
Test Procedures, which detail the overall effoftshe testing effort and break down the specifepsttaken by a
tester, are also provided in order to meet therasse requirement Functional Testing.

Testing against the high-level design countersrigle of missing an error in the development of @E. This
testing exercises specific internal interfaces.is ®Bmsures that the correct external behaviorrissalt of correctly
operating internal mechanisms. The depth analieisonstrates that the tests identified in the desumentation
are sufficient to demonstrate that the TSF opeiiatascordance with its high-level design.

6.2.8 AVA VLA.2: Vulnerability Analysis, AVA_MSU.2 : Misuse Guidance, and
AVA_SOF.1: Strength of Function Analysis

A Vulnerability Analysis is provided to demonstravays in which an entity could violate the TSP anovide a list
of identified vulnerabilities. Additionally, thidocument provides evidence of how the TOE is rasigb obvious
attacks.

The Misuse Guidance documentation examines theago&ldocumentation and provides assurance no listea
unreasonable, or conflicting instructions are pmését identifies all possible modes of operatitthe TOE, their
consequences, and implications for maintaining e@peration. The Vulnerability Analysis documeiota

describes the analysis of the TOE deliverablesopeed to search for ways in which a user can \eala¢ TSP, and
the disposition of the identified vulnerabilities.

The Strength of TOE Security Function Analysis dasimtes the strength of the probabilistic or peational
mechanisms employed to provide security functioithivthe TOE and how they exceed the minimum 3ftierof
Function (SOF) requirements.
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance klai

7.1 Protection Profile Reference

There are no protection profile claims for this ST.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the securiiuirements are suitable to meet the securitgadives, which in
turn are shown to be suitable to cover all aspefctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existeoteach assumption and threat statement that ceenfiee ST.
The tables in Sections 8.1.1 and 8.1.2 demonsdtiatenappings between the assumptions and thretits security
objectives are complete. The following discusgioovides detailed evidence of coverage for eachnagson and

threat.

8.1.1 Security Objectives Rationale Relating to Thr

Table 16 - Security Objectives Rationale Relating t

Threats

Objectives

eats

o Threats

Rationale

T.ASPOOF

An unauthorized entity may carry
out spoofing in which information
flows through the TOE into a
connected network by using a
spoofed source address.

O.MEDIAT

The TOE must mediate the flow of all
information between clients and
servers located on internal and
external networks governed by the
TOE, disallowing passage of non-
conformant protocols.

The O.MEDIAT objective addresses
the T.ASPOOF threat by mediating
the flow of all information between
clients and servers located on internal
and external networks governed by
the TOE, disallowing passage of non-
conformant protocols.

T.AUDACC

Persons may not be accountable
for the actions that they conduct,
thus allowing an attacker to
escape detection.

O.AUDREC

The TOE must provide a means to
record a readable audit trail of
security-related events, with accurate
dates and times, and a means to
search, sort, and order the audit trail
based on relevant attributes.

The O.AUDREC objective addresses
the T.AUDACC threat by requiring the
TOE to provide a readable audit trail
of security-related events, thereby
allowing authorized administrators to
discover attacker actions.

O.ACCOUN

The TOE must provide user
accountability for information flows
through the TOE and for authorized
administrator use of security functions
related to audit.

The O.ACCOUN objective addresses
the T.AUDACC threat by requiring the
TOE to provide user accountability for
information flows through the TOE
and for authorized administrator use
of security functions related to audit.

OE.TIME

The IT Environment will provide
reliable timestamps to the TOE.

The OE.TIME environmental objective
addresses the T.AUDACC threat by
requiring the TOE Environment to
provide reliable timestamps to the
TOE, for use in audit records.
Authorized administrators may use the
audit records to identify attacker
actions.
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T.SELPRO

An unauthorized user may read,
modify, or destroy security critical
TOE configuration data stored on
the TOE.

O.SECSTA

Upon initial start-up of the TOE or
recovery from an interruption in TOE
service, the TOE must not
compromise its resources or those of
any connected network.

The O.SECSTA objective addresses
the T.SELPRO threat by requiring that
the TOE not compromise its resources
or those of any connected network
upon initial start-up or recovery from
interruption in TOE service.

O.SELPRO

The TOE must protect itself against
attempts by unauthorized users to
bypass, deactivate, or tamper with
TOE security functions.

The O.SELPRO objective addresses
the T.SELPRO threat by requiring that
the TOE protect itself from attempts
by unauthorized users to bypass,
deactivate, or tamper with TOE
security functions.

T.REPEAT

An unauthorized person
repeatedly try to guess
authentication data used for
performing 1&A functionality in
order to use this information to
launch attacks on the TOE.

may

O.SECFUN

The TOE must provide functionality
that enables an authorized
administrator to use the TOE security
functions, and must ensure that only
authorized administrators are able to
access such functionality.

The O.SECFUN objective addresses
the T.REPEAT threat by requiring the
TOE to ensure that only authorized
administrators are able to access the
TOE security functions.

T.NOAUTH

An unauthorized user may attempt
to bypass the security of the TOE
so as to access and use security
functions  and/or  non-security
functions provided by the TOE.

O.IDAUTH

The TOE must uniquely identify and
authenticate the claimed identity of all
administrators, before granting an
administrator access to TOE functions
and data or, for certain specified
services, to a connected network.

The O.IDAUTH objective addresses
the T.NOAUTH threat by requiring that
the TOE uniquely identify and
authenticate the claimed identity of all
administrators before granting access
to TOE functions and data, or to a
connected network.

O.SECSTA

Upon initial start-up of the TOE or
recovery from an interruption in TOE
service, the TOE must not
compromise its resources or those of
any connected network.

The O.SECSTA objective addresses
the T.NOAUTH threat by requiring the
TOE to protect its resources and
those of any connected network from
compromise upon initial start-up of the
TOE or recovery from an interruption
in TOE service.

O.SELPRO

The TOE must protect itself against
attempts by unauthorized users to
bypass, deactivate, or tamper with
TOE security functions.

The O.SELPRO objective addresses
the T.NOAUTH threat by requiring the
TOE to protect itself from attempts by
unauthorized users to bypass,
deactivate, or tamper with TOE
security functions.

O.SECFUN

The TOE must provide functionality
that enables an authorized
administrator to use the TOE security
functions, and must ensure that only
authorized administrators are able to

The O.SECFUN objective addresses
the T.NOAUTH threat by requiring the
TOE to provide functionality that
enables an authorized administrator to
use the TOE security functions, and
ensure that only authorized
administrators are able to access such
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access such functionality.

functionality.

O.LIMEXT

The TOE must provide the means for
an authorized administrator to control
and limit access to TOE security
functions by an authorized external IT
entity.

The O.LIMEXT objective addresses
the T.NOAUTH threat by requiring the
TOE to provide a means for an
authorized administrator to control and
limit access to TOE security functions
by an authorized external IT entity.

O.VPN

The TOE must be able to protect the
integrity and confidentiality of data
transmitted to a peer authorized
external IT entity via encryption and
provide authentication for such data.
Upon receipt of data from a peer
authorized external IT entity, the TOE
must be able to decrypt the data and
verify that the received data
accurately represents the data that
was originally transmitted.

The O.VPN objective addresses the
T.NOAUTH threat by requiring that the
TOE protect the integrity and
confidentiality of data through the TOE
via encryption.

OE.VPN

The TOE Environment must be able to
protect the integrity and confidentiality
of data transmitted to a peer
authorized external IT entity via
encryption and provide authentication
for such data. Upon receipt of data
from a peer authorized external IT
entity, the TOE Environment must be
able to decrypt the data and verify that
the received data  accurately
represents the data that was originally
transmitted.

The OE.VPN objective addresses the
T.NOAUTH threat by requiring that the
TOE Environment protect the integrity
and confidentiality of data through the
TOE via encryption.

T.MEDIAT

An unauthorized person may send
impermissible information through
the TOE which results in the
exploitation of resources on the
internal network.

O.MEDIAT

The TOE must mediate the flow of all
information between clients and
servers located on internal and
external networks governed by the
TOE, disallowing passage of non-
conformant protocols.

The O.MEDIAT objective addresses
the T.MEDIAT threat by ensuring that
the TOE mediate the flow of all
information between clients and
servers located on internal and
external networks governed by the
TOE.

T.AUDFUL

An unauthorized user may cause
audit records to be lost or prevent
future records from being recorded
by taking actions to exhaust audit
storage capacity, thus masking an

O.SELPRO

The TOE must protect itself against
attempts by unauthorized users to
bypass, deactivate, or tamper with
TOE security functions.

The O.SELPRO objective addresses
the T.AUDFUL threat by requiring that
the TOE protect itself from attempts
by unauthorized users to bypass,
deactivate, or tamper with TOE
security functions.
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attacker’s actions.

O.SECFUN

The TOE must provide functionality
that enables an authorized
administrator to use the TOE security
functions, and must ensure that only
authorized administrators are able to
access such functionality.

The O.SECFUN objective addresses
the T.AUDFUL threat by requiring that
only authorized administrators are
able to access TOE security functions,
including modification or deletion of
the audit records.

T.NACCESS

An unauthorized person or
external IT entity may be able to
view data that is transmitted
between the TOE and a remote
authorized external IT entity.

O.VPN

The TOE must be able to protect the
integrity and confidentiality of data
transmitted to a peer authorized
external IT entity via encryption and
provide authentication for such data.
Upon receipt of data from a peer
authorized external IT entity, the TOE
must be able to decrypt the data and
verify that the received data
accurately represents the data that
was originally transmitted.

The O.VPN objective addresses the
T.NACCESS threat by ensuring that
the TOE protects the integrity and
confidentiality of data transmitted to a
peer authorized external IT entity via
encryption and provides
authentication for such data.

OE.VPN

The TOE Environment must be able to
protect the integrity and confidentiality
of data transmitted to a peer
authorized external IT entity via
encryption and provide authentication
for such data. Upon receipt of data
from a peer authorized external IT
entity, the TOE Environment must be
able to decrypt the data and verify that
the received data  accurately
represents the data that was originally
transmitted.

The OE.VPN objective addresses the
T.NACCESS threat by ensuring that
the TOE Environment protects the
integrity and confidentiality of data
transmitted to a peer authorized
external IT entity via encryption and
provides authentication for such data.

T.NMODIFY

An unauthorized person or
external IT entity may modify data
that is transmitted between the
TOE and a remote authorized
external entity.

O.VPN

The TOE must be able to protect the
integrity and confidentiality of data
transmitted to a peer authorized
external IT entity via encryption and
provide authentication for such data.
Upon receipt of data from a peer
authorized external IT entity, the TOE
must be able to decrypt the data and
verify that the received data
accurately represents the data that
was originally transmitted.

The O.VPN objective addresses the
T.NMODIFY threat by ensuring that
the TOE protects the integrity and
confidentiality of data transmitted to a
peer authorized external IT entity via
encryption and provides
authentication for such data.

OE.VPN

The TOE Environment must be able to
protect the integrity and confidentiality
of data transmitted to a peer

The OE.VPN objective addresses the
T.NMODIFY threat by ensuring that
the TOE Environment protects the
integrity and confidentiality of data
transmitted to a peer authorized
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authorized external IT entity via
encryption and provide authentication
for such data. Upon receipt of data
from a peer authorized external IT
entity, the TOE Environment must be
able to decrypt the data and verify that
the received data  accurately
represents the data that was originally
transmitted.

external IT entity via encryption and
provides authentication for such data.

8.1.2 Security Objectives Rationale Relating to Ass

Table 17 - Security Objectives Rationale Relating t

Assumptions

A.NOEVIL

Authorized administrators are non-
hostile and follow all administrator
guidance.

Objectives

NOE.NOEVIL

Authorized administrators are non-
hostile and follow all administrator
guidance.

umptions

0 Assumptions

Rationale

The NOE.NOEVIL objective ensures
that authorized administrators are
non-hostile and follow all administrator
guidance.

A.GENPUR

The TOE only stores and executes
security-relevant applications and
only stores data required for its
secure operation.

NOE.GENPUR

The TOE only stores and executes
security-relevant applications and only
stores data required for its secure
operation.

The NOE.GENPUR objective ensures
that the TOE only stores and executes
security-relevant applications and only
stores data required for its secure
operation.

A.DIRECT

The TOE is available to authorized
administrators only.

NOE.DIRECT

The TOE is available to authorized
administrators only.

The NOE.DIRECT objective ensures
that the TOE is available to authorized
administrators only.

A.PHYSEC

The TOE is physically secure.

NOE.PHYSEC

The TOE is physically secure.

The NOE.PHYSEC objective ensures
that the TOE is physically secure.

A.MODEXP

The threat of malicious attacks
aimed at discovering exploitable
vulnerabilities is considered low.

NOE.MODEXP

The threat of malicious attacks aimed
at discovering exploitable
vulnerabilities is considered low.

The NOE.MODEXP objective ensures
that the threat of malicious attacks
aimed at discovering exploitable
vulnerabilities is low.

A.PUBLIC

The TOE does not host public
data.

NOE.PUBLIC

The TOE does not host public data.

The NOE.PUBLIC objective ensures
that the TOE does not host public
data.

A.SINGEN

NOE.SINGEN

The NOE.SINGEN objective ensures
that information cannot flow among
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Information cannot flow among the
internal and external networks
unless it passes through the TOE.

Information cannot flow among the
internal and external networks unless
it passes through the TOE.

the internal and external networks
unless it passes through the TOE.

A.REMACC

Authorized administrators
only access the TOE locally.

may

NOE.REMACC

Authorized administrators may only
access the TOE locally.

The NOE.REMACC objective ensures
that authorized administrators may
only access the TOE locally.

A.UPS

The TOE will be supported by an
Uninterruptible Power Supply.

NOE.UPS

The TOE will be supported by an
Uninterruptible Power Supply.

The NOE.UPS objective ensures that
the TOE will not experience power
failure, thereby ensuring that the audit
records will be retained in RAM until
the TOE exports it via SMTP or to a
Syslog Server.

A.AUDSTG

Prior to audit storage exhaustion
on the TOE, the audit records will
be exported either via SMTP or to
an external Syslog server for
persistent storage.

NOE.AUDSTG

Prior to audit storage exhaustion on
the TOE, the audit records will be
exported either via SMTP or to an
external Syslog server for persistent
storage.

The NOE.AUDSTG objective ensures
that the audit records will be exported
via SMTP or to an external Syslog
server prior to the filling of the audit
file on the TOE.

A.FIPS

The TOE will only be installed and
run on SonicWALL appliances that
have been validated to FIPS 140-2
with the same version of the TOE.

NOE.FIPS

The TOE will only be installed and run
on SonicWALL appliances that have
been validated to FIPS 140-2 with the
same version of the TOE.

The NOE.FIPS objective ensures that
the TOE will only be installed on
SonicWALL appliances that have
been validated to FIPS 140-2 on the
same version of the TOE.

8.1.3 Security Objectives Rationale Relating to Pol

There are no Organizational Policies.

8.2 Security Functional Requirements Rationale

icies

The following discussion provides detailed evideateoverage for each security objective.

8.2.1 Rationale for Security Functional Requirement

Table 18 - Rationale for Security Functional Requir

Objective

s of the TOE Objectives

ements of the TOE Objectives

Requirements Addressing the Objective Rationale

O.IDAUTH

FIA_UAU.2

FIA_UAU.2 meets this objective by
requiring that all administrators be
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The TOE must uniquely identify
and authenticate the claimed
identity of all administrators,
before granting an administrator
access to TOE functions and data
or, for certain specified services, to
a connected network.

User authentication before any action

successfully authenticated before
allowing any other TSF-mediated
actions on behalf of that administrator.

FIA_UID.2

User identification before any action

FIA_UID.2 meets this objective by
requiring that all administrators be
successfully identified before allowing
any other TSF-mediated actions on
behalf of that administrator.

FTA_SSL.3

TSF-initiated termination

FTA_SSL.3 meets this objective by
terminating an interactive session
after a configurable time interval of
administrator ~ inactivity at  the
Management Console. The
administrator must then login again to
access the TOE.

O.MEDIAT

The TOE must mediate the flow of
all information between clients and
servers located on internal and
external networks governed by the
TOE, disallowing passage of non-
conformant protocols.

FCS_COP.1

Cryptographic operation

FCS_COP.1 meets this objective by
ensuring that all traffic requiring
cryptographic operations has access
to the cryptographic module.

FDP_IFC.1(a)

Subset information flow control

FDP_IFC.1 meets this objective by
specifying the rules by which subjects
will allow or disallow information to
flow to and from other subjects.

FDP_IFC.1(b)

Subset information flow control

FDP_IFC.1 meets this objective by
specifying the rules by which subjects
will allow or disallow information to
flow to and from other subjects.

FDP_IFF.1(a)

Simple security attributes

FDP_IFF.1 meets this objective by
specifying the rules by which subjects
will allow or disallow information to
flow to and from other subjects.

FDP_IFF.1(b)

Simple security attributes

FDP_IFF.1 meets this objective by
specifying the rules by which subjects
will allow or disallow information to
flow to and from other subjects.

FMT_MSA.1

Management of security attributes

FMT_MSA.1 meets this objective by
enforcing the Information Flow Control
Security Functional Policy, which
restricts the ability to add or delete
security attributes in the Information
Flow Control List to the Full
Administrator in Config Mode role.

O.SECSTA

FAU_STG.1

FAU_STG.1 meets this objective by
ensuring that the audit records are
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Upon initial start-up of the TOE or
recovery from an interruption in
TOE service, the TOE must not
compromise its resources or those
of any connected network.

Protected audit trail storage

protected from unauthorized

modification and deletion.

FMT_MOF.1 FMT_MOF.1 meets this objective by
requiring that TOE functions may only

Management of security functions | be accessed by authorized roles.

behaviour

FMT_MSA.1 FMT_MSA.1 meets this objective by

Management of security attributes

enforcing the Information Flow Control
Security Functional Policy, which
restricts the ability to add or delete
security attributes in the Information
Flow Control List to the Full
Administrator in Config Mode role.

FMT_MSA.3(a)

Static attribute initialisation

FMT_MSA.3 meets this objective by
enforcing the Traffic Information Flow
Control Security Functional Policy to
provide restrictive default values for
security attributes.

FPT_RVM.1

Non-bypassability of the TSP

FPT_RVM.1 meets this objective by
ensuring that TOE Security Policy
enforcement functions are invoked
and succeed before each function
within the TOE Scope of Control is
allowed to proceed.

O.SELPRO

The TOE must protect itself
against attempts by unauthorized
users to bypass, deactivate, or
tamper with TOE  security
functions.

FAU_STG.1

Protected audit trail storage

FAU_STG.1 meets this objective by
ensuring the audit records are
protected from unauthorized
modification or deletion.

FPT_RVM.1

Non-bypassability of the TSP

FPT_RVM.1 meets this objective by
ensuring that TOE Security Policy
enforcement functions are invoked
and succeed before each function
within the TOE Scope of Control is
allowed to proceed.

FPT_SEP.1

TSF domain separation

FPT_SEP.1 meets this objective by
requiring that the TOE maintain a
security domain for the TSF's
execution that protects it from
interference  and tampering by
untrusted subjects.

O.AUDREC

The TOE must provide a means to
record a readable audit trail of
security-related events, with
accurate dates and times, and a

FAU_GEN.1

Audit data generation

FAU_GEN.1 meets this objective by
providing an audit trail listing all
security-relevant actions on the TOE
and on the information passing
through the TOE.
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means to search, sort, and order
the audit trail based on relevant
attributes.

FAU_SAR.1 FAU_SAR.1 meets this objective by
ensuring that authorized

Audit review administrators are able to read and
interpret all audit information from the
audit records.

FAU_SAR.3 FAU_SAR.3 meets this objective by

Selectable audit review

ensuring the administrators can
search, sort, and order the audit data
based on Priority, Category, Source
IP, and Destination IP.

O.ACCOUN

The TOE must provide user
accountability for information flows
through the TOE and for
authorized administrator use of
security functions related to audit.

FAU_GEN.1

Audit data generation

FAU_GEN.1 meets this objective by
providing an audit trail listing all
security-relevant user and
administrator actions on the TOE and
on the information passing through
the TOE.

FIA_UID.2

User identification before any action

FIA-UID.2 meets this objective by
requiring that all administrators be
successfully identified before allowing
any other TSF-mediated actions on
behalf of that administrator.

O.SECFUN
The TOE must provide
functionality that enables an

authorized administrator to use the
TOE security functions, and must
ensure that only authorized
administrators are able to access
such functionality.

FAU_GEN.1

Audit data generation

FAU_GEN.1 meets this objective by
providing an audit trail listing all
access to TOE security functions.

FAU_STG.1

Protected audit trail storage

This objective is met by FAU_STG.1
because it ensures that the audit
records are protected from
unauthorized modification and
deletion, thereby enabling authorized
administrators to verify that only
authorized administrators are
accessing the TOE security functions.

FIA_UAU.2

User authentication before any action

FIA_UAU.2 meets this objective by
requiring that all administrators be
successfully authenticated before
allowing any other TSF-mediated
actions on behalf of that administrator.

FMT_MOF.1 FMT_MOF.1 meets this objective by
restricting access and performance of

Management of security functions | TOE security functions to authorized

behaviour identified roles.

FMT_MSA.1 FMT_MSA.1 meets this objective by

Management of security attributes

enforcing the Information Flow Control
Security Functional Policy, which
restricts the ability to add or delete
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security attributes in the Information
Flow Control List to the Full
Administrator in Config Mode role.

FMT_MSA.3(a)

Static attribute initialisation

FMT_MSA.3 meets this objective by
enforcing the Trafffic Information Flow
Control Security Functional Policy to
provide restrictive default values for
security attributes.

FMT_SMF.1 FMT_SMF.1 meets this objective by
requiring that the TOE provide

Specification of management | Management of Security Functions

functions and Management of  Security
Attributes.

FMT_SMR.1 FMT_SMR.1 meets this objective by

Security roles

requiring that the TOE maintain

security roles.

O.LIMEXT

The TOE must provide the means

FMT_MOF.1

Management of security functions

FMT_MOF.1 meets this objective by
restricting the ability to access and
perform  security  functions  to

for an authorized administrator to | behaviour authorized identified roles.
control and limit access to TOE
security functions by an authorized
external IT entity. FMT_SMF.1 FMT_SMF.1 meets this objective by
requiring that the TOE provide
Specification of management | Management of Security Functions
functions and Management of  Security
Attributes.
O.VPN FCS_CKM.1 FCS_CKM.1 meets this objective by

The TOE must be able to protect
the integrity and confidentiality of

data transmitted to a peer
authorized external IT entity via
encryption and provide
authentication for such data.

Upon receipt of data from a peer
authorized external IT entity, the
TOE must be able to decrypt the
data and verify that the received
data accurately represents the
data that was originally
transmitted.

Cryptographic key generation

ensuring that cryptographic keys are
generated in accordance  with
approved cryptographic key
generation algorithms and key sizes.

FCS_CKM.4

Cryptographic key destruction

FCS_CKM.4 meets this objective by
ensuring that the cryptographic keys
used by the TOE are destroyed in

accordance with specified
cryptographic key destruction
methods.

FCS_COP.1

Cryptographic operation

FCS_COP.1 meets this objective by
performing cryptographic operations in
accordance with specified
cryptographic algorithms and key
sizes.

FDP_ITC.1

Import of user data without security

FDP_ITC.1 meets this objective by
protecting the confidentiality of the
Diffie-Hellman key exchange public
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attributes parameter.

FMT_MSA.2 FMT_MSA.2 meets this objective by
requiring that only encrypted data with

Secure security attributes valid keys are decrypted.

FMT_MSA.3(b) FMT_MSA.3(b) meets this objective
by protecting the Diffie-Hellman public

Static attribute initialisation parameter during key exchange.

8.2.2 Rationale for Security Functional Requirement s of the IT Environment

Table 19 - Rationale for Security Functional Requir  ements of the IT Environment

Objective

Requirements Addressing the Objective Rationale

OE.TIME FPT_STM.1 FPT_STM.1 meets this objective by
requiring that the TOE Environment
The IT Environment will provide | Reliable time stamps provide timestamps to the TOE.

reliable timestamps to the TOE.

OE.VPN FCS_FIPS.1 (EXP) FCS_FIPS.1 meets this objective by

requiring that the TOE will only be

The TOE Environment must be | Cryptographic Dependency installed and run on SonicWALL

able to protect the integrity and
confidentiality of data transmitted
to a peer authorized external IT

appliances that have been validated
to FIPS 140-2 with the same version
of the TOE.

entity via encryption and provide
authentication for such data.
Upon receipt of data from a peer
authorized external IT entity, the
TOE Environment must be able to
decrypt the data and verify that the
received data accurately
represents the data that was
originally transmitted.

8.3 Security Assurance Requirements Rationale

EAL4+ was selected because it is best suited toeadohg the stated security objectives. EAL4+ lehges
vendors to use best (rather than average) comrhereietices. Eal4+ allows the vendor to evalubtgdrtproduct at
a detailed level while avoiding the non-trivial exse and rigor of higher assurance levels, whillebgnefitting
from the Common Criteria Recognition Agreement. e Tdhosen assurance level is appropriate for theatr
defined in the environment.

The augmentation of ALC_FLR.1 was chosen to giveatgr assurance of the developer’s on-going flaw
remediation processes.
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8.4 Rationale for Explicitly-defined Security Funct  ional Requirements

FCS_FIPS was created to compensate for the bountdiffgrences between the FIPS boundary and the CC
boundary of the TOE. The FIPS boundary includedare components, such as a hardware accelevdiereas
the CC boundary is firmware-only.

8.5 Rationale for Refinements of Security Function  al Requirements

The following refinements of Security Functionalde@ements from CC version 2.3 have been madearifickhe
content of the SFRs, and make them easier to read:

The term “when applicable” has been added to thg FAEN.1.2 (Section 5.1.1) component to clarify thalbject
identity is only recorded in an audit record whiere is a subject identity associated with thengco

The term “user” has been refined to “administraiarthe FIA_UAU.2 and FIA_UID.2 SFRs in section B.1

The title “Class FPT: Protection of the TSF” hasieefined to “Class FPT: Protection of the TOE iEatvment” in
Section 5.2.2.

The term “TSF” has been refined to “TOE EnvironniemtSection 5.2.2.

8.6 Dependency Rationale

This ST does satisfy all the requirement dependsnaf the Common Criteria. Table 20 lists eachuiregnent to
which the TOE claims conformance with a dependeawcg indicates whether the dependent requirement was
included. As the table indicates, all dependencs® been met.

Table 20 - Functional Requirements Dependencies

Dependency
Dependencies Met Rationale
FAU_GEN.1 FPT_STM.1 v
FAU_SAR.1 FAU_GEN.1 v
FAU_SAR.3 FAU_SAR.1 v
FAU_STG.1 FAU_GEN.1 v
FCS_CKM.1 FCS_COP.1 v
FCS_CKM.4 v
FMT_MSA.2 v
FCS_CKM.4 FCS_CKM.1 v
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FMT_MSA.2

FCS_COP.1 FCS_CKM.1

FMT_MSA.2
FCS_CKM.4

FDP_IFC.1(a) FDP_IFF.1(a)

FDP_IFC.1(b) FDP_IFF.1(b)

FDP_IFF.1(a) FMT_MSA.3(a)

FDP_IFC.1(a)

FDP_IFF.1(b) FDP_IFC.1(b)

FMT_MSA.3(b)
FDP_ITC.1 FMT_MSA.3(b)
FDP_IFC.1(b)

FIA_UAU.2 FIA_UID.1 Although included,
FIA_UID.2, which is hierarchical to FIA_UID.1
is included. This satisfies this dependency.

FIA_UID.2 No dependencies

FMT_MOF.1 FMT_SMR.1

FMT_SMF.1

FMT_MSA.1 FMT_SMR.1

FMT_SMF.1
FDP_IFC.1
FMT_MSA.2 FMT_SMR.1
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FDP_IFC.1(a) v
ADV_SPM.1 v
FMT_MSA.1 v
FMT_MSA.3(a) FMT_MSA.1 v
FMT_SMR.1 v
FMT_MSA.3(b) FMT_SMR.1 v
FMT_MSA.1 v
FMT_SMF.1 No dependencies
FMT_SMR.1 FIA_UID.1 v Although  FIA_UID.1 is not included,
FIA_UID.2, which is hierarchical to FIA_UID.1
is included. This satisfies this dependency.
FPT_RVM.1 No dependencies
FPT_SEP.1 No dependencies
FTA_SSL.3 No dependencies
FPT_STM.1 No dependencies
FCS_FIPS.1 (EXP) No dependencies

8.7 TOE Summary Specification Rationale

8.7.1 TOE Summary Specification Rationale for the S ecurity Functional
Requirements

Each subsection in the TOE Security Functions {&edb.1) describes a security function of the TOEach
description is organized by sets of requirementh vationale that indicates how these requiremergssatisfied by
aspects of the corresponding security function.e $at of security functions work together to sgtiahl of the
security functional requirements and assurance inegents. Furthermore, all of the security funcsioare
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necessary in order for the TSF to provide the megusecurity functionality. This section, in camgtion with the
TOE Summary Specification section, provides evideti@at the security functions are suitable to fulfie TOE
security requirements.

Table 21 identifies the relationship between ségugquirements and security functions, showind #llasecurity
requirements are addressed and all security furstise necessary (i.e., they correspond to at teeestsecurity
requirement).

The only security mechanism that is realized byr@babilistic or permutational implementation is thessword
mechanism. For an analysis of the SOF, referrength of Function Rationale, Section 8.8.

Table 21 - Mapping of Security Functional Requireme  nts to TOE Security Functions

TOE Security Function SFR Rationale

Security Audit FAU_GEN.1 This requires that appropriate audit
records are generated. The TOE
generates audit messages

automatically (without outside
intervention) when an auditable event
occurs.

FAU_SAR.1 This requires that the audit records be
viewable by authorized users. The
TOE allows authorized administrators
to view the audit records through a
graphical interface.

FAU_SAR.3 This requires that the TOE provide the
capability for the administrator to
search, sort, and order the audit data.
The TOE allows authorized
administrators to search, sort, and
order the audit data through a
graphical interface.

FAU_STG.1 This requires that the audit records be
protected from unauthorized
modification and deletion. The TOE
stores audit records on a remote
syslog server. Logs cannot be
modified from the TOE when they are
stored on the syslog server.

Cryptographic Support FCS_CKM.1 This requires that the TOE generate
cryptographic keys in accordance with
the FIPS 140-2 standard. The TOE
includes a FIPS 140-2 cryptographic
module that handles all cryptographic
functionality.

FCS_CKM.4 This requires that the TOE destroy
cryptographic keys in accordance with
the FIPS 140-2 standard. The TOE
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includes a FIPS 140-2 cryptographic
module that handles all cryptographic
functionality.

FCS_COP.1

This requires that the TOE perform
cryptographic operations using
cryptographic  algorithms  meeting
FIPS algorithm standards. The TOE
includes a FIPS 140-2 cryptographic
module that handles all cryptographic
functionality.

User Data Protection

FDP_IFC.1(a)

This requires that the TOE enforce a
Traffic Information Flow Control
Security Functional Policy. The TOE
applies administrator-defined firewall
rules to the traffic flowing through the
TOE.

FDP_IFC.1(b)

This requires that the TOE enforce a
Diffie-Hellman Information Flow
Control Security Functional Policy.
The TOE applies administrator-
defined firewall rules to the traffic
flowing through the TOE.  Diffie-
Hellman information travels along the
same channels as all other
information.

FDP_IFF.1(a)

This defines the subject and
information security attributes for the
Traffic Information Flow Control
Security Functional Policy enforced by
the TOE. The traffic firewall rules are
defined based on these attributes.

FDP_IFF.1(b)

This defines the subject and
information security attributes for the
Diffie-Hellman Information Flow
Control Security Functional Policy
enforced by the TOE. The Diffie-
Hellman traffic firewall rules are
defined based on these attributes.

FDP_ITC.1

This requires that the Diffie-Hellman
SFP be enforced when importing the
DH public parameter for key
exchange. The TOE applies the SFP
when Diffie-Hellman traffic enters the
TOE.

Identification and Authentication

FIA_UAU.2

This  requires that the TSF
successfully authenticate
administrators before allowing any
other actions on behalf of those
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administrators. The TOE checks
credentials that individuals attempting
to authenticate with the TOE enter
and allows access if they are valid.

FIA_UID.2

This  requires that the TSF
successfully identify administrators
before allowing any other actions on
behalf of those administrators. The
TOE checks credentials that
individuals attempting to authenticate
with the TOE enter and allows access
if they are valid.

Security Management

FMT_MOF.1

This requires that the ability to modify
security functions be restricted to
authorized administrators. The TOE
provides a graphical interface that
authorized administrators can use to
manage security functions.

FMT_MSA.1

This requires that only authorized
administrators be allowed to modify
the Traffic Information Flow Control
SFP. The TOE provides a graphical
interface to administrators that only
authorized administrators can access.

FMT_MSA.2

This ensures that only secure values
are accepted for security attributes
during encryption and decryption. The
graphical interface allows
administrators to only select secure
values for encryption and decryption
settings.

FMT_MSA.3(a)

This requires that the Traffic
Information Flow Control SFP provide
restrictive default values for security
attributes. The TOE blocks all traffic
by default.

FMT_MSA.3(b)

This requires that the Diffie-Hellman
Information Flow Control SFP provide
permissive default values for security
attributes. The TOE allows all Diffie-
Hellman attributes to be exchanged by
default.

FMT_SMF.1

This requires that the TSF perform
Management of security functions and
Management of security attributes.
The TOE provides this functionality as
described above.
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FMT_SMR.1

This requires that specified roles be
maintained by the TOE. The TOE
stores roles for all users, and
maintains a list of permissions for
each of the four roles the TOE can
grant.

Protection of the TSF FPT_RVM.1

This  requires that the TSP
enforcement functions are invoked
and succeed before each function
within the TSC is allowed to proceed.
The TOE requires a logical flow of
data at all times to ensure that
security functions occur in the proper
order.

FPT_SEP.1

This requires that the TSF maintain a
security domain for its own execution.
The TOE does not rely on any other
operating system or IT entity to
provide it's processing. All security
functions are handled by the TOE.

TOE Access FTA_SSL.3

This requires that the TOE terminate
an interactive session after a
configurable time interval of
administrator  inactivity at  the
Management Console. The TOE
drops the connection after this time
period expires.

8.7.2 TOE Summary Specification Rationale for
Requirements

the S ecurity Assurance

EAL 4+ was chosen to provide a basic level of iredefently assured security in the absence of reaaiiadility of
the complete development record from the vendone Ghosen assurance level is consistent with tistulated

threat environment.

While the TOE may monitor a hostile environmentsiexpected to be in a non-hostile position anbedded in or
protected by other products designed to addresatththat correspond with the intended environm@&ie chosen

assurance level was also selected for conformaitbehve client’s needs.

8.7.2.1 Configuration Management

The CM documentation provides the description ef @onfiguration Management System and SonicWALL, $n
CM plan. It describes how the CM system provideemated means to support the generation of the di@kEhow
automated tools are used in the CM system. A gegxnr of tools used to control the configuratié@ns and how
they are used at SonicWALL is included. The docuotaéon provides a complete configuration item asid a
unique reference for each item. Additionally, B8l system is described including procedures thatused by
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developers to control and track changes that amenta the TOE. The documentation further detdits TOE
configuration items that are controlled by the égunfation management system.

Corresponding CC Assurance Components:

» Partial CM automation
e Generation support and acceptance procedures
e Problem tracking CM coverage

8.7.2.2 Delivery and Operation

The Delivery and Operation documentation providdsscription of the secure delivery procedures émgnted by
SonicWALL to protect against TOE modification dugirproduct delivery. The Installation Documentation
provided by SonicWALL details the procedures fostalling the TOE and placing the TOE in a secusgest
offering the same protection properties as the enasipy of the TOE. The Installation Documentatmovides
guidance to the Administrator on the TOE configimraparameters and how they affect the TSF.

Corresponding CC Assurance Components:

» Detection of modification
« Installation, generation, and start-up procedures

8.7.2.3 Development

The SonicWALL design documentation consists of sgivelated design documents that address the coemp® of
the TOE at different levels of abstraction. Thé#ofeing design documents address the Developmestirasice
Requirements:

« The Functional Specification provides a descriptidrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposd an
method of use and a list of effects, exceptiond,&amors message for each external TSF interface.

< The High-Level Design provides a top level desigacification that refines the TSF functional spieeifion
into the major constituent parts (subsystems) eft8F. The high-level design identifies the basiacture
of the TSF, the major elements, a listing of aleifaces, and the purpose, method of use, erro, a
exception for each interface.

« The Low-Level Design describes each security supgpmodule in terms of its purpose and interaction
with other modules. It describes the TSF in teahsodules, designating each module as either ggcur
enforcing or security-supporting. It provides dgoaithmic description for each security-enforcimgdule
detailed enough to represent the TSF implementation

* The Implementation Representation unambiguouslindstthe TSF to a level of detail such that the TS
be generated without further design decisionsalsid describes the relationships between all pwstaf the
implementation.

« The Security Policy Model provides an informal Ti®Bdel and it demonstrates correspondence between th
functional specification and the TSP model by simmnihat all of the security functions in the fuoctl
specification are consistent and complete witheesp the TSP model. The TSP model describeaitks
and characteristics of all policies of the TSP et be modeled. The model should include a raléothat
demonstrates that it is consistent and completie nwgpect to all policies of the TSP that can bdetexd.
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e The Correspondence Analysis demonstrates the pomdsence between each of the TSF representations
provided. This mapping is performed to show thecfioms traced from all of the adjacent pairs of TSF
representation that are provided.

Corresponding CC Assurance Components:

« Fully defined external interfaces

« Security enforcing high-level design

* Subset of the implementation of the TSF
» Descriptive low-level design

« Informal correspondence demonstration
» Informal TOE security policy model

8.7.2.4 Guidance Documentation

The SonicWALL guidance documentation provides go@aon how to securely install and operate the TORe
guidance provides descriptions of the security fions provided by the TOE. Additionally it provisieletailed
accurate information on how to administer the T@Eai secure manner and how to effectively use the TS
privileges and protective functions. Since useesret required to interact directly with the TQdnaly one set of
guidance is provided.

Corresponding CC Assurance Components:

* Administrator guidance
« User guidance

8.7.2.5 Class ALC: Life Cycle Support Documents

The Life Cycle Support documentation describeshallphysical, procedural, personnel, and otherrggaueasures
that are necessary to protect the confidentialitg @ntegrity of the TOE design and implementation itis

development environment. It provides evidence these security measures are followed during thiveldpment
and maintenance of the TOE. Flaw remediation phoees addressed to TOE developers are provided@made
the established procedures for accepting and aapog all reports of security flaws and requesttorections of
those flaws. Flaw remediation guidance addressetiGE users is provided. The description also a&iostthe
procedures used by SonicWALL to track all reporsedurity flaws in each release of the TOE. Thalgished
life-cycle model to be used in the development araintenance of the TOE is documented and an exjdanaf

why the model is used is also documented. Thectsgle@mplementation-dependent options of the deeémnt
tools are described.

Corresponding CC Assurance Components:

» Identification of security measures
« Developer defined life-cycle model
» Basic flaw remediation

« Well-defined development tools

8.7.2.6 Tests

A number of components make up the Test documentatiThe Coverage Analysis demonstrates the testing
performed against the functional specification. e T@overage Analysis demonstrates the correspondssteeen
the tests identified in the test documentation Hred TSF as described in the functional specificatidhe depth
analysis demonstrates that the tests identifiethéntest documentation are sufficient to demorestilaat the TSF
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operates in accordance with its high-level desiga #ow-level design. SonicWALL Test Plans and Test
Procedures, which detail the overall efforts of th&ting effort and break down the specific stegfken by a tester,
are also provided. The Independent Testing doctatien provides an equivalent set of resourcehtsd that
were used in the developer’s functional testing.

Corresponding CC Assurance Components:

< Analysis of coverage

e Testing: high-level design

* Functional testing

* Independent testing — sample

8.7.2.7 Vulnerability and TOE Strength of Function  Analyses

The Validation of Analysis documentation identifedspossible modes of operation of the TOE, theinsequences
and implications for maintaining secure operatidrhe Strength of TOE Security Function Analysis destrates
the strength of the probabilistic or permutationachanisms employed to provide security functioithimv the
TOE and how they exceed the minimum SOF requiresnefihe Vulnerability Analysis documentation delses
the analysis of the TOE deliverables performedearch for ways in which a user can violate the T&R| the
disposition of the identified vulnerabilities.

Corresponding CC Assurance Components:

« Validation of analysis
« Strength of TOE security function evaluation
* Independent vulnerability analysis

8.8 Strength of Function

Strength of function rating of SOF-basic was clainfier this TOE to meet the EAL 4+ assurance reo&ats.
This SOF is sufficient to resist the threats idigdiin Section 3. Section 4 provides evidencé tesmonstrates that
TOE threats are countered by the TOE security ¢ibgEsz Section 8 demonstrates that the securifgctibes for

the TOE and the TOE environment are satisfied leysécurity requirements. The evaluated TOE inded to
operate in commercial and Department of Defense Iobustness environments processing unclassified
information.

The overall TOE SOF claim is SOF-basic becauseS0E is sufficient to resist the threats identifie®ection 3.2.
Section 8.1 provides evidence that demonstratdsTi& threats are countered by the TOE securitgdailyes.
Section 8.2 demonstrates that the security obgestfer the TOE and the TOE environment are satidbig the
security requirements.

The relevant security function and security furnmdib requirement which has probabilistic or permatsl
functions is FIA_UAU.2. The strength of functioating claimed for FIA_UAU.2 is SOF-basic, for theasons
outlined above.
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9 Acronyms
Table 22 - Acronyms

Acronym Definition

3DES Triple Data Encryption Standard

AES Advanced Encryption Standard

ARP Address Resolution Protocol

CA Certification Authority

Cipher Block Chaining

Common Criteria for Information Technology
Security Evaluation

Common Evaluation Methodology

Command Line Interface

Configuration Management

Dynamic Host Configuration Protocol

Demilitarized Zone

Dynamic Name System

Deep Packet Inspection

Digital Signature Algorithm

Evaluation Assurance Level

Electronic Codebook

First In/First Out

Federal Information Processing Standard

File Transfer Protocol

Gateway Antivirus

Global Management System
GNU zIP

Graphical User Interface

Hashed Message Authentication Code

Hypertext Transfer Protocol

Hypertext Transfer Protocol over SSL

Identification

International Electrotechnical Commission

Internet Key Exchange

Internet Message Access Protocol

Internet Protocol

Intrusion Prevention System

Internet Protocol Security

International Organization for Standardization
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Acronym Definition

IT Information Technology

L2 Layer 2

Layer 2 Tunneling Protocol

Local Area Network

Lightweight Directory Access Protocol
Lempel-Ziv Coding 1977

Multipurpose Internet Mail Extensions

Network Address Translation

Network Time Protocol

Local Area Network

Post Office Protocol

PP Protection Profile

PPPoE Point to Point over Ethernet

PPTP Point to Point Tunneling Protocol

PRNG Pseudo-Random Number Generator

RADIUS Remote Authentication Dial-In User Service

SA Security Association

Security Assurance Requirement

Security Functional Policy

Security Functional Requirement

Secure Hashing Algorithm 1

Simple Mail Transfer Protocol

Strength of Function

Anti-Spyware
Secure Shell
ST Security Target
TCP Transmission Control Protocol
TOE Target of Evaluation
TSC TOE Scope of Control
TSF TOE Security Function
TSP TOE Security Policy
TSR Tech Support Report
UDP User Datagram Protocol
UTM Unified Threat Management

010 =0[elelo B Unix-to-Unix Encode

VPN Virtual Private Network
WAN Wide Area Network
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Acronym Definition

ZIP Compressed File
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