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1 Security Target Introduction

1.1 Security Target Identification

TOE Identification: HP OpenView Operations for Unix V A.08.10 with patches:
PHSS 32820 (OVO management server on HP-UX 11.11)
ITOSOL_00403 (OVO management server on Solaris 9)

ST Title: HP OpenView Operations for Unix V A.08.10 plus with patches:
PHSS_32820 (OVO management server on HP-UX 11.11)
ITOSOL_00403 (OVO management server on Solaris 9)

ST Version: Version 1.11

ST Authors: Debra Baker

ST Date: Aug 18, 2005

Assurance Level: EAL2

Registration: <To be filled in upon registration>

Keywords: Access Control, Identification, Authentication, Security Management, Security

Target, OVO/UNIX management server, Administrator Motif Admin GUI, OVO
Java GUI, and OVO HTTPS Agent

1.2 Security Target Overview

This Security Target (ST) defines the Information Technology (IT) security requirements for HP
OpenView Operations for Unix version A.08.10 with patches PHSS_32820 (OVO mgmt sv on HP-UX
11.11) and HP OpenView Operations for Unix version A.08.10 with patches ITOSOL_00403 (OVO
mgmt sv on Solaris 9) here on in will be referred to as version 8.10 for short. HP OpenView
Operations for UNIX (OVO/UNIX) is a network and system management system that enables HP
OVO authorized administrators and operators to manage a multi-vendor network via the HP OVO
Administrator and User Interfaces. OVO is a distributed client-server software solution designed to
help system administrators detect, solve, and prevent problems occurring in networks, systems, and
applications in any enterprise.

1.3 Common Criteria Conformance

The TOE is Part 2 extended, Part 3 conformant, and meets the requirements of Evaluation Assurance
Level (EAL) 2 from the Common Criteria Version 2.2.

1.4 Document Organization

The main sections of an ST are the ST Introduction, Target of Evaluation (TOE) Description, TOE
Security Environment, Security Objectives, IT Security Requirements, TOE Summary Specification,
and Rationale.

Section 2, TOE Description, describes the product type and the scope and boundaries of the TOE.

Section 3, TOE Security Environment, identifies assumptions about the TOE’s intended usage and
environment and threats relevant to secure TOE operation.

Section 4, Security Objectives, defines the security objectives for the TOE and its environment.

Section 5, IT Security Requirements, specifies the TOE Security Functional Requirements (SFR),
Security Requirements for the IT Environment, and the Security Assurance Requirements.

Section 6, TOE Summary Specification, describes the IT Security Functions and Assurance
Measures.



Section 7, Protection Profile (PP) Claims, is not applicable, as this product does not claim
conformance to any PP.

Section 8, Rationale, presents evidence that the ST is a complete and cohesive set of requirements
and that a conformant TOE would provide an effective set of IT security countermeasures within the
security environment. The Rationale has three main parts: Security Objectives Rationale, Security
Requirements Rationale, and TOE Summary Specification Rationale.

Sections 9 and 10 provide acronym definitions and references.



2 TOE Description

2.1 Product Type

HP OpenView Operations for UNIX (OVO/UNIX or just short OVO) is a distributed client-server
software solution designed to help system administrators detect, solve, and prevent problems
occurring in networks, systems, and applications in any enterprise. The OVO management concept is
based on communication between a management server and managed nodes.

OVO/UNIX management server processes running on the central system communicate with OVO
agent processes running on managed nodes throughout the environment. The OVO agent processes
collect and process events on the managed nodes, then forward relevant information in the form of
OVO messages to the OVO/UNIX management server. The OVO/UNIX management server
responds with actions to prevent or correct problems on the managed nodes.

The OVO/UNIX management server is the central computer to which all managed nodes forward their
messages. Multiple management servers may share management responsibility.

Managed nodes are monitored and controlled by the OVO/UNIX management server. Events are
occurrences on the managed nodes. Events trigger messages. The OVO HTTPS agent on the
OVO/UNIX management server also serves as the local managed node.

Communication between the managed nodes and the OVO/UNIX management servers consists of
messages, actions, and configuration changes.

A relational database serves as the central data repository for all OVO messages and most
configuration data on the OVO/UNIX management server, (some configuration data that is stored in
the directory structure of the TOE). Runtime and historical data can be used to generate reports. For
this TOE, the database software is installed on and its processes run on the OVO/UNIX management
server. However, since the database is outside of the TOE Boundary, database functionality was not
tested as part of this evaluation.

For more details about the HP OpenView Operations for UNIX concepts, please refer to the “OVO
Concepts” guide. The complete OVO/UNIX 8.10 end user documentation set can be downloaded
from http://ovweb.external.hp.com/Ipe/doc_serv/".



Managed Nodes Events
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Management Server Communication

The OV management server is the central Communication between the
computer to which all managed nodes forward managed nodes and the management
their messages. Multiple management servers servers consists of OVO messages,
may share management responsibility. actions, and configuration updates.

Figure 2-1 OVO Client — Server Concept

2.2 HP OpenView Operations for UNIX Components

The TOE components that comprise HP OpenView Operations for UNIX, are the OVO/UNIX
Management Server, OVO HTTPS Agent, Command Line Interfaces on the OVO/UNIX Management
Server and OVO HTTPS Agent, Administrator (OVO Motif Admin GUI) and Operator (OVO Java GUI)
User Interfaces.

In addition to the above-mentioned components, OVO is also comprised of a set of components that
are NOT included in the TOE. These are:

e Third party relational database,
e The Network Node Manager (NNM) [Section 2.2.1.3],

e The DCE runtime on the OVO management server and OVO DCE agent components
[Sections 2.2.1.2 and 2.2.3.2],

e Pluggable Authentication Module (PAM) [Section 2.2.2],
e Operational Motif GUI [Section 2.2.6.2], and
e Cryptographic Support [Section 2.5].




2.21

OVO/UNIX Management Server

The OVO/UNIX management server performs the central processing functions of OVO. The entire
software package, including the complete application configuration, is stored on the OVO/UNIX
management server. The OVO/UNIX management server does the following:

Collects Data
Collects data from managed nodes, where the OVO agents are installed.
Manages Messages

Manages and groups messages. Managing includes filtering, event correlation, event
enrichment, forwarding the messages to trouble ticket systems and/or to notification services,
etc.

Manages Actions
Calls the appropriate OVO agent to:
* Start actions

Start remote automatic actions on the managed nodes according to the defined action
security setup..

» Initiate sessions/Launch Applications

Initiate sessions on managed nodes (for example, open a virtual console, execute a
script or program) triggered by the OVO administrator and/or OVO operator.

Manages Audit Trail and History

Controls the history database for messages and performed actions.
Forwards Messages

Forwards messages to other OVO/UNIX management servers.
Deploys OVO Agent Software & Configuration

Deploys OVO agent software on managed nodes. The OVO/UNIX management server also
notifies the managed nodes about configuration changes and initiates any updates.

The OVO agent software can also be manually installed directly on the remote managed
nodes.

Configuring Nodes

The OVO environment can be composed of different types of managed nodes (for example,
nodes marked controlled, monitored, message-allowed, or disabled). Nodes can be managed
by setting a range of IP addresses or hostname patterns. This allows all nodes to become
automatically known and be immediately managed by OVO, when they become part of a
specific network or are added manually.

2.2.1.1 Command Line Interface

Command line interfaces are included on the OVO/UNIX management server. These CLls are only
available for the root user to perform TOE security management actions. HP OpenView relies on the
Operating System to provide identification and authentication of the root user before being allowed to
manage TOE functions through the CLI. The Operating System’s Access Control Policy controls the
access that the root user has in executing commands. The CLls are implemented to:

Allow batch processing for mass updates, nightly backup runs, etc.
5



e Provide management capabilities that are not included in the Motif Admin GUI (see section
2.2.4), such as upload of audit, configuring GUI login banner, configuring the OVO Service
Navigator, manually update certificates, and recovery.

e Provide an alternative way for the OVO Administrator while acting as the system administrator
(root) to perform the security management duties instead of using the OVO Motif Admin GUI.

2.2.1.2 OVO-internal Communication on the OVO/UNIX Management Server

The Remote Procedure Calls (RPC) of the Distributed Computing Environment (DCE) technology is
used on the OVO/UNIX management server for some local inter-process communication.

The few OVO/UNIX processes that act as a DCE server process do not need to be accessible
remotely. Meaning the endpoint mapper (dced/rpcd) port 135 can/should be blocked for remote
access by a firewall. The only exception to this configuration would be when the customer still wants
to manage some systems using the older OVO DCE agent technology.

For the purpose of the CC evaluation, the OVO/UNIX process that act like a DCE server will NOT be
accessible remotely. The DCE server process is considered part of the IT Environment and therefore
is outside the scope of the TOE.

2.2.1.3 Network Node Manager

OVO/UNIX only partially uses the Network Node Manager (NNM) functionality. Some functionality is
mandatory for the OVO/UNIX use cases.

The NNM product is ONLY required on the OVO/UNIX management server. Neither the OVO agent
nor Java GUI client systems use the NNM product.

NNM contains some overlapping functionality — such as an Event Browser (xnmevents) —and a
simple action mechanism; therefore these parts are normally switched-off / unused in the OVO/UNIX
use case.

Mandatory NNM pieces on the OVO/UNIX Management Server:

e The OVO/UNIX Motif GUIs use the NNM Motif libraries and corresponding integration means.
e The OVO/UNIX Motif GUI registers itself as NNM, requiring NNM processes to run in order to
start up the OVO/UNIX management server.
For example ovwdb, ovspmd, ovdbrun and ovtopmd.
e OVO/UNIX uses the Apache web server that ships with NNM for:
o downloading the signed Java GUI share file
o downloading the ServiceNavigator icons
o serving the online help of the Java GUI.

For the purpose of the CC evaluation, the NNM product as a whole is considered in the IT
Environment and therefore is outside the scope of the TOE. However, only the mandatory NNM
functions, as described above, by default will be operational.

222 PAM

Authentication mechanisms are provided for OVO/UNIX through the use of the Pluggable
Authentication Module (PAM). The OVO PAM interface enables third-party authentication methods -
e.g. LDAP - to be used while preserving existing system environments. PAM retrieves and checks
users and password information when a user logs into the OVO Motif Admin GUI or OVO Java GUI.

By default, OVO stores the user name & password information internally in its database. Activating
the appropriate PAM client interface requires configuring the OVO/UNIX Management server. To be
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compliant with the CC tested configuration the end user must activate the PAM client interface as
defined below and NOT use the default OVO setting.

There are standard Authentication Modules such as pam_unix (which uses /etc/passwd) and
pam_Ildap. Customers can implement their own method, since the PAM APlIs are standardized.

For the purpose of the CC evaluation the PAM will be considered part of the IT Environment and
therefore is outside the scope of the TOE. The PAM will however be configured to operate with the
standard Authentication Modules: pam_unix using /etc/passwd and pam_ldap.

2.2.3 OVO Agent

The OVO Agent is the client software that collects and processes events on the managed nodes, then
forwards relevant information in the form of OVO messages to the OVO/UNIX management server.
The OVO Agent does the following:

¢ Intercepting Messages (OVO Interceptors)

Once installed and running, the OVO agent software monitors log files, monitors MIB values and
intercepts SNMP traps. Also the OVO message interceptor can intercept messages from any OVO
instrumented script/application running locally on the managed node using the OVO message
interface (opcmsg).

¢ Monitoring Performance (OVO Monitoring Agent)

Performance values are monitored at configurable intervals, and messages can be generated
when performance varies from limits. Using the OVO monitoring interface (opcmon), custom
variables can be monitored and validated against the configured min/max threshold.

e Comparing Messages

The OVO agent compares all messages with conditions in preconfigured policies / templates and
then forwards unexpected or important messages to the OVO/UNIX management server while
ignoring unimportant messages. If so configured, the OVO agent even suppresses duplicate or
similar events. The message filtering can be customized either by modifying existing policies /
templates or by configuring a customized set of policies / templates and conditions.

e Logging Messages

All messages (including the suppressed messages) can be logged locally on the managed node or
written directly into the history database on the OVO/UNIX management server. This history
function enables all messages to be examined, even if the system has been configured to
disregard the message as unimportant.

o Buffering Messages

If the OVO/UNIX management server is not reachable, messages are retained in a storage buffer
until the OVO/UNIX management server can receive them again.



e Correcting Problems (Action Agent)

Corrective actions can be immediately started locally on the managed node in response to a
message, and can be stopped and restarted, if necessary. Corrective actions can be also triggered
by the OVO/UNIX management server or by other managed nodes, in case they are authorized.

The Action Agent is also used to start operator-initiated actions (pre-defined actions for OVO
messages) and pre-configured applications & tools assigned to the operators.

e Self Monitoring

OVO can also monitor its own health status. The OVO/UNIX management server performs regular
heartbeat monitoring of the OVO agent software. The OVO agent itself checks the health status of
the different processes and can pro-actively send alive messages to the OVO/UNIX management
server. The heartbeat monitoring type and interval can be configured for each managed node
individually.

e Flexible Alarming

The OVO agent can send the OVO messages depending on date/time and OVO message
attributes to different OVO/UNIX management servers. This allows different kind of multiple
OVO/UNIX management server setups — such as:

o Follow-the-sun: OVO message are sent only to the OVO/UNIX management server,
where the operations staff currently runs its day-light shift.

o Competency Center: Operations staff on different OVO/UNIX management server have
different skills and knowledge areas — e.g. database, security, performance. The OVO
messages are sent correspondingly.

o Regional vs. central/hierarchical OVO/UNIX management servers: Depending on the
date/time and/or OVO message attributes, the OVO message is sent to the regional or
central OVO/UNIX management server.

o Any kind of combination from above.
¢ Minimal Command Line Interface

The OVO agent comes with a small set of command line interfaces (CLIs) to start/stop/status the
agent processes, enable and disable the policies / templates and housekeeping functions.

2.2.3.1 OVO HTTPS Agent

In the following, the areas are listed, where the OVO HTTPS agent differs from the OVO DCE agent.
The HTTPS agent contains several new standardized OpenView software components (the so called
Common Management Environment) — such as common CLIs to start/stop the OpenView software,
access local configuration, consistent file tree layout, common tracing, etc.

e Agent — Server Communication

The OVO HTTPS agent uses HTTP with OpenSSL-based encryption for communication with the
OVO/UNIX Management Server system. This enables encryption as well as authentication &
authorization

NOTE: The encryption utilized is outside the TOE Boundary and has not been FIPS certified nor
has it been analyzed or tested to conform to cryptographic standards during this evaluation



e Local Configuration

The OVO HTTPS agent accesses its local configuration using the ovconfget and ovconfchg CLIs
and corresponding API functions.

The configuration for the OVO interceptors (Logfile Encapsulator, SNMP Trap Interceptor, OVO
Message Interceptor), Monitoring Agent and Action Agent is stored in so called policies. These
policies are stored on the management server in the relational database and transferred to the
OVO HTTPS agent using OVO'’s internal distributions mechanism — based on HTTPS. Locally on
the HTTPS agent these policies are stored in two separate files policy header file and policy data
file in the HTTPS Agent filesystem. The policy header file contains a signature of the policy data
file and a certificate. OpenSSL API is used to verify if the certificate is valid, the issuer of the
certificate is authorized properly and if the provided signature is the correct one for the policy data
file. Only policies signed by authorized Management Server systems are accepted. Any
modification of signature, certificate or policy data file will be detected and the policy won't be
processed by the corresponding interceptor.

The configuration updates are pushed from the OVO/UNIX management server to the OVO
HTTPS agent.

Multiple OVO/UNIX management servers can configure the same OVO HTTPS agent provided
they are authorized, which is determined by a valid certificate and the policy ownership flag.

2.2.3.2 OVO DCE Agent

In the following, the areas are listed, where the OVO DCE agent differs from the OVO HTTPS agent.
The OVO DCE agent is the old OVO agent technology and is NOT part of this TOE.

e Agent — Server Communication

The OVO DCE agent uses light-weight encrypted remote procedure calls (RPC) for
communication with the OVO/UNIX Management Server system using DCE and/or NCS
technology.

As communication broker the standard dced/rpcd/libd process is used.
e Local Configuration

The OVO DCE agent accesses its local configuration using proprietary API functions.

The configuration for the OVO interceptors (Logfile Encapsulator, SNMP Trap Interceptor, OVO
Message Interceptor), Monitoring Agent and Action Agent is stored in so called templates. These
templates are stored on the management server in the relational database and transferred to the
OVO DCE agent using OVO'’s internal distributions mechanism — based on remote procedure
calls. Locally on the DCE agent these templates are stored with a light-weight proprietary
encryption to prohibit unauthorized changes.

The configuration updates are pulled from the OVO/UNIX management server.
Only the primary OVO/UNIX management server is allowed to configure the OVO DCE agent.

For the purpose of the CC evaluation, the OVO DCE agent was NOT used because it is a remnant of
the older operational GUI technology and therefore outside of this TOE. Product end users who want
to maintain operations in compliance with the CC evaluation must not use the OVO DCE Agent.



2.2.4 OVO Administrator User Interface (OVO Motif Admin GUI)

HP OpenView Operations for UNIX has a Motif based graphical user interface through which most of
the HP OVO/UNIX functions are managed (some management functions are only capable of being
executed via the CLIs).
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Figure 2-2 OVO Motif Administrator GUI

Within the OVO Motif Admin GUI, the OVO Administrator (opc_adm) has many tasks and
responsibilities — such as:
o Configures & Maintains the Managed Environment
Defines which systems and applications of the IT environment should be monitored by OVO.
Deploys the OVO agent software and appropriate configuration (templates / policies) .

Maintains and fine tunes the monitored environment — for example deploying software updates,
adding automatic corrective actions for standard problem scenarios, etc.

e Customizes User Environments
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Defines a custom environment for each user. Manages all installation, configuration, and
customization adaptations. These adaptations to the system add or change operators, template
administrators, nodes, retrieved messages, and so on.

¢ Delegates Responsibility

Defines responsibility and capability sets, and decides which tools the operator needs to
maintain the assigned nodes and perform the required tasks.

e Develops Guidelines

Develops the guidelines template administrators use to implement a message policy. The
administrator defines each template administrator’s responsibility for templates or template
groups.

¢ Maintains Audit Trail and History Data

Maintains and reviews the OVO/UNIX audit trail and OVO/UNIX message history data. This
history tracking enables the administrator to intelligently modify or develop automatic and
operator-initiated actions, provide specific event instructions, and tracks recurring problems. For
example, reviewing history data would reveal which nodes have consistently high disk space use.

Depending on the OVO/UNIX management server configuration, the user login into the OVO Motif
Admin GUI is validated via the PAM integration or checking the username / password combination
stored in the OVO database. There is only ONE dedicated user who can log into the OVO Motif
Admin GUI as OVO administrator at a time using the dedicated user name "opc_adm".

There are special user roles for so called "OVO Template Administrators", who can only administer
template / policy configuration.

Application Note: OVO/Unix is migrating away from the term template, which is used for the OVO DCE Agent
technology to, policy which is used for the OVO HTTP Agent. As of this evaluation, the server application
continues to identify audit events and the special administrators in terms of template. Therefore, consider the
terms template and policy as interchangeable.

2.2.5 Administrative Command Line Interface on the OVO/UNIX Management Server

The administrative Command Line Interfaces (CLIs) on the OVO/UNIX management server can be
grouped into following categories:

¢ Installation and initial Configuration of the OVO/UNIX Management Server
CLIs are used for the initial installation of the OVO/UNIX Management Server application. This
includes database setup, licensing and fundamental customer environment specific configuration
and so on.

e Customization and ongoing Maintenance of Managed IT Environment
These adaptations add or change nodes or nodegroups; assign or de-assign templates or template
groups; sync configuration data with other OVO/UNIX management servers; define OVO message
forwarding policies to other OVO/UNIX management servers, and define OVO message outage
conditions, remote action execution settings, changes of IP addresses / hostnames and so on.
Maintenance of remote OVO agents, including procedures such as; start and stop of agent
processes, query or modifification of remote OVO agent configuration, deployment of agent
software, etc..

e Customization of User Environment and Service Navigator Configuration
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Used for creating adaptations to the environment for each user. These adaptations to the system
add or change the user and user profiles, assigned responsibilities (nodegroups, message groups,
applications) and associated capabilities (e.g. acknowledge OVO messages) — using
opccfgupld(1m). Assigning and de-assigning of Service Views to operators are done by using the
opcservice(1m) CLI.

¢ Down- and upload of Audit Trail, History Data, and Configuration
Allows to up- and download user OVO/UNIX audit data, OVO/UNIX history messages and
OVO/UNIX configuration data.

o Certificate Management
Maintenance of the OVO HTTPS Agent certificates like creation of certificates, mapping and
granting of certificate requests. There is a manual and automatic capability of distributing
certificates. The automatic distribution capability is NOT included in the TOE.

o Start/Stop, Troubleshooting
Allows to start/stop the OVO/UNIX management server related processes, tracing of OVO/UNIX
processes, run troubleshooting tools, etc.

2.2.6 Operator User Interface

The OVO operators use either the OVO Motif GUI or OVO Java GUI to carry out their assigned tasks.
Every operator’s environment consists of a set of managed nodes. These nodes are the basis for
daily operator tasks, such as application startups. The nodes also provide information operators use
to solve problems. OVO operators have customized views of their own managed environments. For
example, one operator might be responsible for all nodes at a facility. Another operator might be
responsible for a subset of nodes at another facility just for the backup purposes. By creating task-
orientated environments, OVO operators see only the information from systems and objects under
their control.

2.2.6.1 Java GUI

The Java GUI is the modern operational user interface of OVO/UNIX and provides several additional
features, which are NOT offered in the operational Motif GUI — for example customizable Message
Browser, Workspace, Service Navigator, operate on a remote system, and officially MS Windows
certified for various versions.

The main components in the OVO Java GUI are:

e User Login

The user login for operators in the OVO Java GUI is validated via the PAM integration. In case the
OVO administrator (opc_adm) logs into the Java GUI, he has almost the same privileges as any other
operator - with a few exceptions - e.g. he can disown OVO messages currently owned by another
operator.

e Message Browser

Displays all incoming messages from the OVO operator’s managed environment. The Severity
column is colored to reflect the current status of the message. Or, if so configured, OVO colors the
entire line in the message browser to reflect the severity of the message. Different filter browsers can
be configured to run in parallel to allow easy & quick context switches — for example to monitor events
from different mission-critical applications, monitoring of alarms from different facility sites or
customers, etc. Message related actions can be easily started via the right-click pop-up menu.
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¢ Object Pane
o Managed Nodes

Displays the operator’'s managed environment. Each node (or group of nodes) is represented by
an icon and the node name. OVO changes the color of these icons to reflect the current status of
the node.

o Message Groups

Displays the operator’'s message groups. Messages are grouped by function, location, application,
or any other logical classification. OVO changes the color of these icons to reflect the current
status of the message group.

o Applications

Displays pre-configured application the operator can start to perform his/her daily duties. The OVO
operator starts these tasks by double-clicking the corresponding item. The application will then be
started on the selected node or multiple nodes

o Workspace Pane

The workspace pane contains information about the OVO message statistics, displays the output of
the launched applications, service views, etc. Multiple workspaces can be setup to enable a quick
context switch.

e Service Navigator

In case the Service Navigator component is configured (using opcservice), the operator can also have
service health information presented in appropriate service views enabling the management by
service level objectives.
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Figure 2-3 OVO Java GUI
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2.2.6.2 Operational Motif GUI

OVO/UNIX still offers an operational Motif GUI, versus the Java GUI, where operators can work on
the OVO messages and daily operations.

This operational Motif GUI is similar to the Motif Admin GUI, but it does NOT contain any kind of
configuration capabilities. It provides the functionality of the OVO Event Browser, Application Desktop,
Managed Node Map and Message Group Map — containing only the objects the logged-in operator is

responsible for.

The operational Motif GUI processes are running on the OVO/UNIX management server and the
display can be redirected using standard X redirection means.

For the purpose of the CC evaluation, the operational Motif GUI was NOT used because it is a
remnant of the older operational GUI technology and therefore outside of this TOE. Product end
users who want to maintain operations in compliance with the CC evaluation must not use this

interface.

2.3 TSF Physical Boundary and Scope of the Evaluation

The evaluated configuration includes the following:

Table 2-1 TOE Physical Boundary and Scope

TOE Component Not included in the TOE
Run on the following
OSs Other Software on same machine
OVO/UNIX Management e Oracle 9.2.0.2 (HP-UX)/ 9.2.0.6
Server A.08.10 — Section (Solaris)
2.2.1 e HP OpenView Network Node
Manager 7.5 (including the Apache
HP Server: PHSS_32820 web server and only the mandatory
Solaris Server: ITOSOL _00403 . portions of the NNM will be
. _ '\P/lhys;:f:al configured to operate.)
OVO Motif Administrator  |VIaCNINE | 15x 14 11 e PAM client for local /etc/passwd
Interface (Motif Admin #1 access
Gul) _ Solaris 9 0S (pam_unix)
— Section 2.2.4 II\D/IhyT:'CaI e PAM client for remote remote Idap
#2ac ine server. (pam_ldap)

e OpenSSL 0.9.6m (statically linked)
OovOo Admini_strative e DCE Components (Provided for
Command Line Interfaces Solaris by OVO/UNIX, Included in HP
— Section 2.2.5 UX. Both will be configured to not

work remotely)
e Operational Motif GUI (NOT USED)
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TOE Component

Not included in the TOE

Run on the following
OSs

Other Software on same machine

OVO HTTPS Agent V
A.08.11

HP-UX 11.11 (same as
#1)

_ Section 2.2.3 Physical |Solaris 9 OS (same as . .
Machine  [#2) e OpenSSL 0.9.6m (statically linked)
- . [#3-#6 MS Windows 2003 SP1

OVO Agent Admmlstratlve Red Hat Enterprise Linux
Command Line Interfaces .

. 3.0 — Advanced Edition
— Section 2.2.3

Windows XP SP2

OVO Java User Interface  [Physical |Java GUI will be running e JSSE14.2
A.08.13 Machine |as Java application using e Internet Explorer 6.0
— Section 2.2.6.1 #7 JRE 1.4.2 or as applet in e JRE14.2

Internet Explorer

The TOE includes the OVO/UNIX Management Server, OVO HTTPS Agent, Command Line
Interfaces on the OVO/UNIX management server and OVO HTTPS Agent, OVO Motif Admin GUI,

and OVO Java GUI.

The HP Network Node Manager is not included in the TOE boundary. However, only the mandatory
NNM functions, as described in Section 2.2.1.3, will be configured to operate.

The DCE runtime on the OVO management server is not included in the TOE boundary. The OVO
DCE server components will be configured to NOT be accessible remotely, as described in Section

2.2.1.2. Nor will the OVO DCE Agent components be used.

In addition, the underlying operating system (OS) software and hardware are not part of the TOE.

The third party relational database (Oracle 9.2) is not included in the TOE. The interface of the third
party database in not included as part of the TOE.

The TOE also does not include the third-party encryption software that is used to provide a trusted
communication path between users and the TOE. OVO ships an OpenSSL component to

authenticate and encrypt the OVO/UNIX communication between OVO/UNIX management server and

OVO HTTPS agent as well as between the OVO/UNIX management server and the OVO Java GUI.
Since OpenSSL is an open source component, it's not further assessed as part of this TOE.

The TOE does not include the PAM client software and corresponding authentication software — such

as LDAP.

The following two authentication mechanisms for the OVO user login were included in the evaluated

configuration:

1) pam_unix: using /etc/passwd
2) pam_ldap: accessing (remote) LDAP
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