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1. Security Target Introduction

This section identifies the Security Target (STY drarget of Evaluation (TOE) identification, ST eentions, ST
conformance claims, and the ST organization. TB¥ETs Green Hills Software INTEGRITY-178B Separatio
Kernel provided by Green Hills Software, Inc.

The TOE is a separation kernel designed to ingtentind separate partitions that serve to hosbrruapplications.
The TOE manages access to memory, devices, comatioms and processor resources to ensure thatigrastcan
be entirely separated and can interact only in defined ways configured by System Architects.

The TOE is an embedded real time operating sydtethat it does not include operating system cams$rsuch as
a file system, shell prompt, or user logins. Itslsehedule partitions to execute on the actuaMae and provides
granular scheduling capability to entities (i.asks) operating within a given partition.

The Security Target contains the following additibsections:
* TOE Description (Section 2)
e Security Environment (Section 3)
e Security Objectives (Section 4)
e IT Security Requirements (Section 5)
e TOE Summary Specification (Section 6)
» Protection Profile Claims (Section 7)

» Rationale (Section 8).

1.1 Security Target, TOE and CC Identification

ST Title — Green Hills Software INTEGRITY-178B Separation Kelr Security Target
ST Version— Version 4.2

ST Date— 31 May 2010

TOE Identification — INTEGRITY-178B Separation Kernel, comprising:

* INTEGRITY-178B Real Time Operating System (RTOS),
version IN-ICR750-0402-GHO1_Rel

» Compact PCI card, version CPN 944-2021-021 w/Po@exersion 750CXe
TOE Developer— Green Hills Software, Inc.
Evaluation Sponsor— Green Hills Software, Inc.

CC ldentification — Common Criteria for Information Technology SéuEvaluation, Version 2.3, August 2005.

1.2 Conformance Claims
This TOE is conformant to the following CC spedtions:

e Common Criteria for Information Technology Securifgvaluation Part 2: Security Functional
Requirements, Version 2.3, August 2005, CCMB-2085302

* Part 2 Extended
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e Common Criteria for Information Technology Securifgvaluation Part 3: Security Assurance
Requirements, Version 2.3, August 2005, CCMB-2085303.

e Part 3 Extended, including the following CC Panteguirements: ACM_AUT.2; ACM_CAP.5;
ACM_SCP.3; ADO_IGS.1; ADV_RCR.3; ADV_SPM.3; AGD_USR ALC_DVS.2;
ALC FLR.3; ALC LCD.2; ALC TAT.3; ATE_COV.3; ATE_DPB; ATE_FUN.2;
ATE_IND.3; AVA_MSU.3; AVA_SOF.1.

« US Government Protection Profile for Separationneés in Environments Requiring High Robustness,
Version 1.03, 29 June 2007.

1.3 Conventions and Terminology

1.3.1 Conventions

This Security Target reproduces the security remoénts specified in the Separation Kernels Prateddrofile
(Separation Kernels PP), including the formattingwentions used in the Separation Kernels PP. Té¢mseentions
are described in Section 1.4 of the Separation &srBP. Where the Security Target completes assighand
selection operations left incomplete in the Sepamakernels PP, or performs tailoring in the forfirefinements,
the following conventions are used:

» Assignments are indicated using bold and are soded by brackets (e.gagsignmenj). Note that in cases
where a selection operation is combined with arigassent operation and the assignment is null, the
assignment operation is simply deleted leaving lwa ¢completed selection to identify the combinatafn
operations.

» Selections are indicated using bold italics andsareounded by brackets (e.gelpction]).

» Refinements are indicated by bold for additions sinitte-through for deletions (e.g., “all objects ...” or “...
somebig things ...").

1.3.2 Terminology

Section 1.5 of the Separation Kernels PP providéstailed glossary of terms related to the Separdfiernels PP
and conformant TOEs. The following additional templogy is used within this ST.

jitter This refers to the delay in scheduling a partiionexecution that can arise if an API
call that traps into the kernel is made just ptmthe partition switch. The amount of
delay is dependent on the API that is called angt boon after the call the current
scheduling time window expires.

System Architect Specific term for an authorized administrator whieates the static configuration file
defining the partitions of the system, the subjemtsl resources allocated to each
partition, and the rules for sharing informationtvibeen partitions. See also
Administrator, authorizeth Section 1.5 of the Separation Kernels PP.
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2. TOE Description
The Target of Evaluation (TOE) is Green Hills Saftes INTEGRITY-178B Separation Kernel.

2.1 TOE Overview

The TOE is a separation kernel designed to ingtenéind separate partitions that serve to hostreuapplications.
The TOE manages access to memory, devices, comatiamaesources, and processor resources to etisaire
partitions are entirely separated and can inteyalgtin well defined manners configured by a Sys#chitect.

The System Architect creates a static configurafienthat defines the partitions of the systeng tubjects (i.e.,
sets of tasks) and resources (such as memory spiigts, connections and clocks) allocated to gaatition, and
the rules for sharing of information between pamtis, at the granularity of subjects and resourcese

configuration file also defines the mechanism bychtthe TSF schedules partitions and their cornedjmy tasks
to execute.

Each partition provides an environment for a mialsking application. Applications communicate wiitie kernel
and with applications in other partitions via a widfined kernel APl. The TOE is an object-base@rafing
system. In order to communicate with the kerndlva the kernel) an application in another partitian application
invokes an API specific to the target object typphe application uses the API to pass an objecterte to the
kernel. The kernel operates on the referenced bbjec

The TOE includes capabilities for task creatiorhimta partition at run-time. With this capability,wider range of
multi-tasking applications can be developed, inclgdapplications that require full Ada, full C++ndlor SCA
POSIX run-time support. In addition, the TOE in@sdcapabilities required by support libraries, sashfile
systems and network stacks, such that these suliip@ties can be provided as middleware (i.e.idet in a
virtual address space rather than included in émaek) available for application use.

2.2 TOE Architecture

The TOE comprises the INTEGRITY-178B real time @tieig system (RTOS) running on an embedded PowerPC
processor on a Compact PCI card. The card plugsitseiT environment via the PCI bus, but othemtltliawing
power from that bus it has no security dependemcthe bus or other devices connected to it. Devicethe bus, or
devices that can be installed on the embeddeddiegdtly, can be made available to partitions, @ligh the TOE
itself does not include any device drivers. Accessuch devices can be provided to partitions bppirey their
control and data registers to memory regions ifvargpartition and device drivers can be impleméentetside the
TOE in the partitions as necessary. Alternatelywetpment of restricted device drivers that pdstialin in
privileged mode is included in the scope of ratimggintenance changes. Procedures for ensuring ebaang
compliant within the scope of ratings maintenanoe @escribed in the rating maintenance plans dgsal in
Section 6.2.6. For the evaluated configurationjakedrivers that run in privileged mode were nafinled.

The INTEGRITY-178B RTOS comprises the following faitectural components:
* Common Kernel
» Hardware Dependent Components, comprising:

o Architecture Support Package (ASP), which providgzocessor-independent interface between
the Common Kernel and the underlying processor

o Board Support Package (BSP), which provides a bmalependent interface between the
Common Kernel and any peripheral hardware (whicl melude devices in the processor) . The
BSP can be provided by either the user or by Giddla Software. A Green Hills Software-
supplied BSP is supported in the evaluated cordiim.

» Kernel API, which provides the interface betweempl@ations running in a partition and the Common
Kernel. The Kernel API is linked in with the apg@ton.
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INTEGRITY-178B is an object-based operating syst&ime object types supported by INTEGRITY-178B ase a
follows:

» AddressSpace, which defines a partition and suppask management

» Task, which supports task management

* MemoryRegion, which supports memory management

» Link, which supports access management

» |ODevice, which supports I/O management

* Connection, which supports synchronous and asynoluscommunications

» Activity, which supports asynchronous communicagiand task management
« Semaphore, which supports task synchronization

e Clock, which supports time management.

The AddressSpace, MemoryRegion, Link, IODevice @odnection objects are strictly static objects.iAdtances

of these objects that are required by the apptioatiexecuting on the TOE are defined and allocated
configuration data that is defined off-line andded onto the processor with the operating systehe Task,

Activity, Semaphore and Clock objects can be statidynamic, with the number of dynamic objects then be

created restricted by the amount of memory allat&dghe partition. Static objects can be shardddyen partitions

by the use of the Link object. Dynamic objectsraseshareable.

The configuration comprises the following main s&ts:

» Target—provides information about the target maehiar the application, including: minimum and
maximum memory addresses; minimum and maximum ipriany task can have; and default values for
task priority, memory region size, and task staz& s

» Kernel—defines any tasks to be run in physical msm{oe., kernel space). The System Architect can
specify maximum priorities for kernel tasks, defaites for MemoryRegions declared in kernel sptuee,
objects to be created in kernel space, and part#teduling directives for kernel space

» AddressSpace—one or more sections, each of whitthedeone of the application’s AddressSpaces. The
System Architect can specify configuration data éach AddressSpace and for the following objects
within an AddressSpate

0 AddressSpace configuration—maximum priority for leaask in the AddressSpace; partition
scheduling directives for the AddressSpace

0 Task configuration—size of task’s stack sectioskts beginning and maximum weight;
o MemoryRegion configuration—MemoryRegion’s start sgi$ and length

o Semaphore configuration—initial value and priority

o0 Activity configuration—priority

e Schedule—contains information used to implementtitiar scheduling. Each physical or virtual
AddressSpace with a Schedule section is consiceneairtition. The System Architect can configure the
length (in seconds) of the cycle for all partitipnalled the major frame period, and each partsiarffset
and running time within the major frame periodvasl as the maximum priority of tasks to be exedute
during idle time

The TOE uses the hardware protection mechanismheofPowerPC, i.e., two-state architecture and mgmor
protections, to ensure that partitions are effetyigeparated and as such must request accesstiolleal resources
of the TOE so that appropriate decisions can beetriblde TOE also uses other hardware protection amésims of

! This list is not complete, but only addresses igumétion options related to resource utilizatidrfull description
of all the configuration data options is providadhelntegrate User's Guide
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the PowerPC to ensure least-privilege (e.g., redgt@/vo execute) can be specified for a partitiomemory
allocation.

The TOE software is loaded into the embedded csirtjla dedicated interface where the softwareaghftd (along
with its configuration data) into bootable memorythe card. This interface is assumed to be phigipeotected
against modification or other inappropriate tampgri

2.2.1 Physical Boundaries

Physically, the TOE consists of the INTEGRITY-17&®paration Kernel and its hosting embedded PowerPC
processor and Compact PCI card. The card interfatthsits IT environment via a Compact PCI bus vehenly
power is necessary to support the operation offtB&. Otherwise, the TOE supports partitions thédrerct on a
logical basis.

2.2.2 Logical Boundaries

Logically, the TOE supports partitions for the extéan of custom applications and controls accesmémory,
devices, communication, other control constructs process resources to ensure that partitions gpepriately
separated.

2.2.2.1 Security audit

The TOE is capable of auditing security relevargrgs. The audit trail is maintained in a circulardel memory
buffer and can be accessed via an applicatiomiartition through an IODevice object designed djedly for this
purpose. Each audit event identifies at leastélpansible entity, affected object, operation, entrtimestamp, and
success or failure. Note that when the TOE dege&dure within itself, it is designed to shut dow

2.2.2.2 User data protection

The TOE instantiates partitions and allows thermteract only through specifically configured mexisans (e.g.,
shared memory regions or communication objectsg $éparation extends even to processor resourcese wh
partitions can be given fixed blocks of guarantpeatessing time, or can be combined into groupsdaa share
blocks of time, to effectively manage the affedttbne partition can have on another in this regdate that all
shareable resources are statically configured andat be reallocated once the TOE is in an operaltistate.

2.2.2.3 Identification and authentication

The TOE maintains unique identification of partiboand defined resources so that they can be ugamisly
associated.

2.2.2.4 Security management

The TOE is intended for use as an embedded compuiinno capability for direct interaction betweauthorized
individuals and the TSF during run-time. Therefdreoes not provide for security management robestification
and authentication of individuals or associatioraothenticated users with security management.réliésecurity
management functionality is achieved through tlhacation of appropriate authorizations to partii@and subjects
in the TSF configuration data.

2.2.2.5 Protection of the TSF

The TOE includes self tests that can run at booetand as scheduled by the System Architect torertbe
underlying hardware and aspects of the TOE (entggrity of code and read-only data using SHA-¥) w&orking
correctly. A System Architect deploying the TOE asse built-in hooks to perform specific functionsridg boot
up and in the event of identified problems. Notat tinost failures would be catastrophic in nature e system
would reset and would subsequently come back up Becure state based on the previously “flashedE TO
configuration.
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2.2.2.6 Resource utilization

Both memory and processor resources are amongsoences that can be assigned to partitions. Spewimory
regions are assigned and the partition cannot eequdre memory without the TOE being reconfigurddlevoff-
line. As for processor resources, a given partitian be given a specific block of guaranteed pismretime or can
be pooled with other partitions to share blockuafcessor time, at the discretion of the Systermhitect when
configuring the TOE while off-line.

2.3 TOE Documentation

There are a number of guides that help userseitifie TOE effectively. Section 6.2 of the Secufigyget identifies
documents that are applicable to the evaluation.

Green Hills Software Inc. Information 9
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3. Security Environment

This section defines the expected TOE securityrenmient in terms of the threats, security assumptiand the
security policies that must be followed for thehigbustness TOE.

3.1 Organizational Security Policies

P.ACCOUNTABILITY The TOE shall provide the capability to make available
information regarding the occurrence of security relevant
events.

P.CONFIGURATION_CHANGE The TOE shall support the capability to perform a static

configuration change. The TOE may also provide the
capability for an authorized subject to select or redefine
the configuration vector to be used upon TOE startup,
TOE restart or TOE reconfiguration.

P.CRYPTOGRAPHY The TOE shall use NSA approved cryptographic
mechanisms.

P.INDEPENDENT_TESTING The TOE shall undergo independent testing.

P.RATINGS_MAINTENANCE A plan for procedures and processes to maintain the

TOE's rating shall be in place to maintain the TOE's rating
once it is evaluated.

P.SYSTEM_INTEGRITY The TOE shall provide the ability to periodically validate
its correct operation.
P.USER_GUIDANCE The TOE shall provide documentation regarding the

correct use of the TOE security features.

P.VULNERABILITY_ANALYSIS AND _TEST The TOE shall undergo independent vulnerability analysis
and penetration testing by NSA to demonstrate that the
TOE is resistant to an attacker possessing a high attack
potential.

3.2 Threats

T.ADMIN_ERROR An administrator may incorrectly install or configure the TOE
(including the misapplication of the protections afforded by the
PIFP), or install a corrupted TOE resulting in ineffective security
mechanisms.

T.ALTERED_DELIVERY The TOE may be corrupted or otherwise modified during delivery
such that the on-site version does not match the master distribution
version.

T.CONFIGURATION_CHANGE The lack of TSF-enforced constraints on the ability of an authorized
subject to invoke or dictate how the TOE is reconfigured may result
in the TOE transitioning to an insecure (unknown, inconsistent, etc)
state.

T.CONFIGURATION_INTEGRITY The TOE may be placed in a configuration that is not consistent with
that of the configuration vector due to the improper loading of the
configuration vector or incorrect use of the configuration vector
during TOE initialization.
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OIT An unauthorized information flow may occur between partitions as a
result of covert channel exploitation.

A malicious subject may block others from system resources (e.g.,
system memory, persistent storage, and processing time) via a
resource exhaustion attack.

The configuration vectors are not an accurate and complete
description of the operational configuration of the TOE as used by an
organization.

The software portion of the TSF implementation and/or configuration
vectors are not correctly converted into a TOE-useable form.

The TOE may be placed in an insecure state as a result of an
erroneous initialization, halt, reconfiguration or restart, transition to
maintenance mode, or as a result of an unsuccessful recovery from
a system failure or discontinuity.

The design and implementation of the TSF internals may not suffice
to limit the damage resulting from accident, error or unauthorized
use.

Unintentional or intentional errors in requirements specification or
design of the TOE may occur, leading to flaws that may be exploited
by a malicious subject.

Unintentional or intentional errors in implementation of the TOE
design may occur, leading to flaws that may be exploited by a
malicious subject.

Lack of or insufficient evaluation and runtime tests to demonstrate
that all TOE security functions operate correctly (including in a
fielded TOE) may result in incorrect TOE behavior being
undiscovered.

A malicious subject may cause TSF data or executable code to be
inappropriately accessed (viewed, modified, executed, or deleted).

A subject may gain access to resources or TOE security
management functions for which it is not authorized according to the
TOE security policy.

3.3 Assumptions
A.PHYSICAL

A.SUBJECT_ALLOCATION

A.COVERT_CHANNELS

It is assumed that the non-IT environment provides the TOE with
appropriate physical security commensurate with the value of the IT assets
protected by the TOE.

It is assumed that a properly trained trusted individual will create
configuration vectors such that, for those partitions to which subjects are
allocated, each partition is allocated one or more subjects (i.e., subjects
with homogeneous access requirements, or subjects with heterogeneous
access requirements) that are appropriate for the policy abstraction
supported by the TOE.

If the TOE has covert storage and/or timing channels, then for all subjects
executing on that TOE, it is assumed that relative to the IT assets to which
they have access, those subjects will have assurance sufficient to outweigh
the risk that they will violate the security policy of the TOE by using those
covert channels.
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A.TRUSTED_FLOWS For any subject configured to have unrestricted access in multiple policy
equivalence classes, it is assumed that the subject is trusted at least with
assurance commensurate with the value of the IT assets in all equivalence
classes to which it has access.?

A.TRUSTED_INDIVIDUAL Itis assumed that any individual allowed to perform procedures upon which
the security of the TOE may depend is trusted with assurance
commensurate with the value of the IT assets.

2 The TOE is allowed to be configured with multiplartitions representing a single policy equivaledess, and
the resources in such a group of partitions woeldréated equivalently with respect to the Partititow Rule of
the PIFP. For example, it might be desirable iargdr system that is built on an Separation KdpfelT OE for
multiple TOE partitions to be interpreted as “SEQRE the application domain. To support this, HOE
configuration data could be created to allow bethdrand write between each of those partitionseRefSection 7
of the Separation Kernel PP for further discussibrationale for this assumption.
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4. Security Objectives

This section defines the security objectives fer TOE and its environment. These objectives artalsleito counter
all identified threats and cover all identified amgational security policies and assumptions. Fkeurity
objectives allocated to the TOE are identified With” preceding the name of the objective. The siégwbjectives

allocated to the environment are identified withE:‘Opreceding the name of the objective.

4.1 Security Objectives for the TOE

O.ACCESS

O.ADMIN_GUIDANCE

O.AUDIT_GENERATION

O.AUTHORIZED_SUBJECT

O.BOUNDED_EXECUTION

O.CHANGE_MANAGEMENT

O.CONFIGURATION_CHANGE

O.CORRECT_CONFIG

O.CORRECT_INIT

O.CORRECT_LOAD

O.CORRECT_TSF_OPERATION

The TOE will ensure that subjects gain only authorized access
to exported resources.

The TOE will provide administrators with the necessary
information for secure management of the TOE.

The TOE will provide the capability to detect, generate and
export audit records for security relevant auditable events.

The TOE will ensure that only authorized subjects are allowed
to access restricted resources.

The TOE will exhibit predictable and worst-case bounded
execution behavior.

The configuration of, and all changes to, the configuration items
that comprise the TOE and its development evidence will be
analyzed, tracked, and controlled by trusted individuals
throughout the TOE’s development.

The TOE will support the capability to perform a static
configuration change. The TOE may also provide the capability
for an authorized subject to select or redefine the configuration
vector to be used upon TOE startup, TOE restart or TOE
reconfiguration.

The TOE will provide procedures and mechanisms to generate
the configuration vectors such that they accurately describe the
operational configuration of the TOE as used by an
organization.

The TOE will provide mechanisms to correctly transfer the
software portion of the TSF implementation and TSF data into
the TSF's security domain and to correctly establish the TOE in
an operational configuration consistent with the configuration
vector that defines the configuration data.

The TOE will provide procedures and mechanisms to correctly
convert the software portion of the TSF implementation and/or
configuration vectors into a TOE-useable form.

The TOE will provide a runtime self-test capability.

The TOE will provide the means for an authorized subject to
invoke and obtain the results of the self-test.

The TOE will take action in response to any failure of a runtime
self-test capability.
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O.COVERT_CHANNEL_ANALYSIS

O.CRYPTOGRAPHY

O.FUNCTIONAL_TESTING

O.INIT_SECURE_STATE

O.INSTALL_GUIDANCE

O.INTERNAL_LEAST_PRIVILEGE

O.MANAGE

O.RATINGS_MAINTENANCE

O.RECOVERY_SECURE_STATE

O.REFERENCE_MONITOR

O.RESIDUAL_INFORMATION

O.RESOURCE_ALLOCATION

O.SECURE_STATE

Version 4.2, 31 May 2010

The TOE will undergo appropriate covert channel analysis by
NSA to demonstrate that the TOE satisfies covert channel
mitigation metrics.

The TOE will use NIST FIPS-validated cryptography as a
baseline with additional NSA-approved methods for key
management (i.e., generation, access, distribution, destruction,
handling, and storage of keys) and for cryptographic operations
(i.e., encryption, decryption, signature, hashing, key exchange,
and random number generation services).

The TOE will undergo independent security functional testing
that demonstrates the TSF satisfies the security functional
requirements.

The TOE will provide mechanisms to transition the TSF to an
initial secure state without protection compromise.

The TOE will be delivered with the appropriate installation
guidance to establish and maintain TOE security.

The entire TSF will be structured to achieve the principle of
least privilege among TSF modules.

The TOE will provide all the functions necessary to support the
administrative users and authorized subjects in their
management of the TOE security functions and configuration
data, and restrict these functions from use by unauthorized
subjects.

Procedures and processes to maintain the TOE's rating will be
documented.

The TOE will provide procedures and/or mechanisms, which
can be used in the event of failure, faults, or discontinuity, to
preserve secure state and to transition the TSF back to a
secure state without protection compromise.

The TOE will provide a reference validation mechanism
responsible for the enforcement of the TSP.

The reference validation mechanism will execute in its own
security domain.

The reference validation mechanism must be tamper proof, its
enforcement functions must be always invoked, and its design
and implementation must be of size and complexity small
enough to be subject to analysis and tests, the completeness of
which can be assured.

The TOE will ensure that any information contained in a
protected resource is not released to subjects when the
resource is reallocated.

The TOE will provide mechanisms that enforce constraints on
the allocation of exported TOE resources.

The TOE will preserve secure state during an execution
session.
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O.SOUND_DESIGN

O.SOUND_IMPLEMENTATION

O.SUBJECT_ISOLATION

O.TRANSITION

O.TRUSTED_DELIVERY

O.TSF_INTEGRITY
O.USER_GUIDANCE

Version 4.2, 31 May 2010

The TOE will be designed using sound design principles and
techniques which will be accurately documented.

The TOE design will be completely and accurately documented.

The implementation of the TOE will be an accurate instantiation
of its design.

The TOE will provide mechanisms to protect each subject from
unauthorized interference by other subjects.

The TOE will provide the capabilities for an authorized subject
to restart the TOE, halt the TOE and transition the TOE into
maintenance mode.

The integrity of the TOE must be protected during the initial
delivery and subsequent updates, and verified to ensure that
the on-site version matches the master distribution version.

The TOE will verify the integrity of the TSF code and data.

The TOE will provide users with the necessary information for
secure use of the TOE.

O.VULNERABILITY_ANALYSIS_TEST The TOE will undergo independent vulnerability analysis and

penetration testing by NSA to demonstrate the design and
implementation of the TOE does not allow attackers with high
attack potential to violate the TOE's security policies.

4.2 Security Objectives for the Environment

OE.PHYSICAL

OE.SUBJECT_ALLOCATION

OE.COVERT_CHANNELS

OE.TRUSTED_FLOWS

OE.TRUSTED_INDIVIDUAL

Physical security will be provided for the TOE by the non-IT environment
commensurate with the value of the IT assets protected by the TOE.

A properly trained trusted individual will create configuration vectors such
that, for those partitions to which subjects are allocated, each partition is
allocated one or more subjects (i.e., subjects with homogeneous access
requirements, or subjects with heterogeneous access requirements) that
are appropriate for the policy abstraction supported by the TOE.

If the TOE has covert storage and/or timing channels, then all subjects
executing on that TOE will, relative to the IT assets to which they have
access, have assurance sufficient to outweigh the risk that they will
violate the security policy of the TOE by using those covert channels.

For each configuration of the TOE, a partial order of the flows that are
allowed between policy equivalence classes will be identified®. Any
subject allowed by the configuration data to cause information flow that is
contrary to the partial order will be trusted at least with assurance
commensurate with the value of the IT assets in all equivalence classes
to which it has access.

Any individual allowed to perform procedures upon which the security of
the TOE may depend must be trusted with assurance commensurate
with the value of the IT assets.

® The partial ordering and equivalence class progzedf a lattice flow policy are described by Devn[9].
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5. IT Security Requirements

5.1 TOE Security Functional Requirements

This section contains the requirements for the TEted security functions (TSF). The requiremeatstained in
this section are either selected from Part 2 ofGkor are explicitly stated in accordance with @@ rules for
explicitly stated requirements.

The following table identifies the SFRs that artes$i@d by the INTEGRITY-178B Separation Kernel.

Requirement Class Requirement Component

FAU: Security audit FAU_ARP.1: Security alarms

FAU_GEN.1: Audit data generation

FAU SAR _EXP.1: Explicit: Audit Review

FAU_ SEL EXP.1: Explicit: Selective Audit

FDP: User data protection FDP_IFC.2: Complete information flow control

FDP_IFF.1: Simple security attributes

FDP_IFF.3: Limited illicit information flows

FDP_RIP.2: Full Residual Information Protection

FIA: Identification and authentication | FIA_ATD_EXP.1(1): Explicit: User Attribute Definibin (for
partition attributes)

FIA_ATD_EXP.1(2): Explicit: User Attribute Definitin (for subject
attributes)

FIA_ATD_EXP.1(3): Explicit: User Attribute Definitin (for non-
subject exported resource attributes)

FIA_USB_EXP.1(1): Explicit: User-Subject Bindingp(fpartition
attribute bindings)

FIA_USB_EXP.1(2): Explicit: User-Subject Bindingp(fsubject
attribute bindings)

FIA_USB_EXP.1(3): Explicit: User-Subject Bindingp(fnon-subject
exported resource attribute bindings)
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Requirement Class

Requirement Component

FMT: Security management

FMT_MCD_EXP.1: Explicit: Management of Configurati®ata

FMT_MOF.1(1): Management of Security Functions Babia(to
change the TOE configuration)

FMT_MOF.1(2): Management of Security Functions Babia(to
restart the TOE)

FMT_MOF.1(3): Management of Security Functions Babia(to
halt the TOE)

FMT_MOF.1(4): Management of Security Functions Babia(to
initiate TOE self-tests)

FMT_MOF.1(5): Management of Security Functions Babia(to
transition the TOE to maintenance mode)

FMT_MOF.1(6): Management of Security Functions Babia(to
manage the audit function)

FMT_MSA_EXP.1: Explicit: Management of Security Aliutes

FMT_MSA EXP.3: Explicit: Static Policy Attribute itmalization

FMT_MTD.1(1): Management of TSF Data (for obtaining§F self-
test results)

FMT_MTD.1(2): Management of TSF Data (for obtainanggit
information)

FMT_ MTD.3: Secure TSF data

FMT_SMF.1: Specification of Management Functions

FPT: Protection of the TSF

FPT_AMT.1: Abstract machine testing

FPT_CFG_EXP.1: Explicit: Configuration Change

FPT_ESS EXP.1: Explicit: Establishment of Secusdest

FPT_FLS.1: Failure with preservation of secureestat

FPT _HLT EXP.1: Explicit: TOE Halt

FPT_MTN_EXP.1: Explicit: TOE Maintenance

FPT_MTN_EXP.2: Explicit: TOE Maintenance Secure

FPT_PLP_EXP.1: Explicit: TSF Least Privilege

FPT_RCV_EXP.2: Explicit: Automated recovery

FPT_RCV.4: Function recovery

FPT_RST_ EXP.1: Explicit: TOE Restart

FPT_RVM.1: Non-bypassability of the TSP

FPT_SEP.3: Complete reference monitor

FPT_STM.1: Reliable time stamps

FPT_TST_EXP.1: Explicit: TSF Testing

FRU: Resource utilization

FRU_ RSA.2: Minimum and Maximum Quotas

FRU PRU_EXP.1: Explicit: TSF Predictable Resourtiéization

Table 1: TOE Security Functional Components

5.1.1 Security audit (FAU)

5.1.1.1 Security Alarms (FAU_ARP.1)

FAU_ARP.1.1 Refinement: The TSF shall takeaftion to enter maintenance modeupon detection ofny
failure of the tests defined in FPT_AMT.1 and FPT_BT.1.
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5.1.1.2 Audit Data Generation (FAU_GEN.1)
FAU_GEN.1.1-NIAP-0407 Refinement: The TSF shall be able to generate an audit recérthe following

auditable events:

Version 4.2, 31 May 2010

a) Start-up and shutdown of the audit functions;

b) All auditable events for the badevel of audit;

c) All auditable eventslisted in Table 2; and

d) [no additional events|.

Security Functional Requirement

Audit events prompted by requirement

Security Alarms (FAU_ARP.1)

Actions taken due to failure of TSF self tests tasds
defined in FPT _AMT.1.1

Audit Data Generation (FAU_GEN.1) (None)
Explicit: Audit Review (None)
(FAU_SAR_EXP.1)

Explicit: Selective Audit (None)
(FAU_SEL_EXP.1)

Complete Information Flow Control (for| (None)

Information Flow Control Policy)
(FDP_IFC.2)

Simple Security Attributes (FDP_IFF.1)

Denial of requested operation

Limited Illicit Information Flows

The use of identified illicit information flow chaels

(FDP_IFF.3)
Full Residual Information Protection (None)
(FDP_RIP.2)
Explicit: Partition, Subject and Exported (None)

Resource Attribute Definition
(FDP_ATD EXP.1)

Explicit: User-Subject Binding
(FIA_USB_EXP.1 (1), (2), (3))

Unsuccessful binding of security attributes to undiial
partitions, subjects, non-subject exported resaurce

Explicit: Management of Configuration | (None)
Data (FMT_MCD_EXP.1)

Management of Security Functions (None)
(FMT_MOF.1)

Explicit: Management of Security (None)

Attributes (FMT_MSA_EXP.1)

Static Policy Attribute Initialization
(FMT_MSA.3)

Any TSF assignment of a restrictive default value

Management of TSF Data
(FMT_MTD.1)

(None)

Secure TSF Data (FMT_MTD.3)

Rejection of specified values for TSF data

Specification of Management Functions
(FMT_SMF.1)

(None)

Underlying Abstract Machine Test
(FPT_AMT.1)

Failures detected by tests of the underlying abstra
machine and the results of the tests

Explicit: Configuration Change
(FPT_CFG_EXP.1)

All requests for a configuration change

Explicit: Establishment of Secure State
(FPT_ESS_EXP.1)

Startup of the TOE, i.e., successful and unsucgkssf
establishment of secure state

Failure with Preservation of Secure Sta
(FPT_FLS.1)

Failures detected by the FPT_AMT.1 and FPT_TSTstste
Other TSF failures specified in the assignmenestant of
FPT_FLS.1.1b

Explicit: TOE Halt (FPT_HLT_EXP.1)

(None)
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Security Functional Requirement

Audit events prompted by requirement

Explicit: TOE Maintenance
(FPT_MTN_EXP.1)

Halt of the TOE when the TSF is unable to presee@ire
state after transitioning to maintenance mode faosecure
state

Explicit: TOE Maintenance Secure (None)
(FPT_MTN_EXP.2)
Explicit: TSF Least Privilege (None)

(FPT_PLP_EXP.1)

Explicit: Automated Recovery
(FPT_RCV_EXP.2)

TOE condition that causes the TSF to be in an imgec
state
Action taken to attempt to recover the TOE to aisestate

Function Recovery (FPT_RCV.4)

The inability of the TOE to return to a secureestaiter
failure of a security function
The detection of a failure of a security function

Explicit: TOE Restart (FPT_RST _EXP.1) (None)
Non-Bypassability of the TSP (None)
(FPT_RVM.1)

Complete Reference Monitor (None)
(FPT_SEP.3)

Reliable Time Stamp (FPT_STM.1)

Changes to the TSF-internal time source

Explicit: TSF Testing (FPT_TST_EXP.1

Failures of TSF self tests and the results of élsést

Minimum and Maximum Quotas
(FRU_RSA.2)

Attempts to exceed memory quota
Attempts to exceed processing time quota

Explicit: TSF Predictable Resource

Utilization (FRU_PRU_EXP.1)

(None)

Table 2: Auditable Events
FAU_GEN.1.2-NIAP-0407The TSF shall record within each audit record astehe following information:

a) Date and time of the event, type of event, subgentity, and the outcome (success or failure)

of the event; and

b) For each audit event type, based on the audigl®@nt definitions of the functional components

included in the PP/ST,

» the identity of the resource;

» for changes that affect the PIFP attributes, the ne& and old values of the PIFP
attributes specified at the TSFI.

5.1.1.3 Explicit: Audit Review (FAU_SAR_EXP.1)

FAU SAR _EXP.1.1 The TSF shall export audit records for use byanitkd subjects.

FAU_SAR_EXP.1.2 The TSF shall provide the audit records in a masoéable for an authorized subject to

interpret the information.

5.1.1.4 Explicit: Selective Audit (FAU_SEL_EXP.1)

FAU_SEL_EXP.1.1 The TSF shall be able to include auditable events exclude auditable events from the
set of runtime audited events based on the follgvétiributes as specified by the configuration

data:

a) Resource identity,
b) Subject identity,
c) Event type,
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d) Success of auditable security events,
e) Failure of auditable security events,

f) [no additional attributes).

5.1.2 User data protection (FDP)

5.1.2.1 Complete Information Flow Control (FDP_IFC.2)

FDP_IFC.2.1 Refinement: The TSF shall enforce thartitioned Information Flow SFP on
e All partitions
e All subjects
» All exported resources

for all possible operations that cause informationto flow between subjects and exported
resources.

FDP_IFC.2.2 Refinement: The TSF shall ensure that all operations thateany information to flovbetween
any subjecand any exported resourcere covered by an information flow control SFP

5.1.2.2 Simple Security Attributes (FDP_IFF.1)

FDP_IFF.1.1-NIAP-0407 Refinement: The TSF shall enforce thBartitioned Information Flow SFP as a
[Partition Abstraction] based onhe flow(s) caused by an operation, and the followg types of
partition, subject, and exported resource securitattributes associated with the operatiort

» The identity of the subject involved in the flow ofinformation;
» The identity of the partition to which the subjectis assigned,
» The identity of the exported resource involved inhe flow of information;
» The identity of the partition to which the exportedresource is assigned.

FDP_IFF.1.2-NIAP-0407 Refinement:The TSF shall permit an operation fdy each flow associated with the
operation, the followingrules hold®

* For a TOE that is configured to enforce the PIFEhasartition Abstraction:
a) The identity of the subject is in the set ofided subjects for the identified partition;

b) The identity of the exported resource is in se¢ of defined exported resources for the
identified partition.

c) For the identified partition-pair, the partitipair rule explicitly authorizes the mode of the
flow;
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FDP_IFF.1.3-NIAP-0407 The TSF shall enforce the following informatiorovl control rules:_no additional
information flow control SFP rules

FDP_IFF.1.4-NIAP-0407The TSF shall provide the following: no additio&#P capabilities

FDP_IFF.1.5-NIAP-0407The TSF shall explicitly authorize an informatidavf based on the following rules: no
explicit authorization rules

FDP_IFF.1.6-NIAP-0407 The TSF shall explicitly deny an information flovased on the following rulesio
explicit denial rules

5.1.2.3 Limited lllicit Information Flows (FDP_IFF.3)

FDP_IFF.3.1 The TSF shall enforce theartitioned Information Flow SFP to limit the capacity otovert
timing channels and covert storage channels betweguartitions to [a maximum capacity that
is controlled by the manner in which the System Aruitect configures the scheduling
algorithms and permitted caching policies, controlgartition jitter, and controls exceptions].

5.1.2.4 Full Residual Information Protection (FDP_RIP.2)

FDP_RIP.2.1 Refinement: The TSF shall ensure that any previous informationtent of a resource is made
unavailable upon theigallocation of the resource]®.

5.1.3 Identification and authentication (FIA)

5.1.3.1 Explicit: User Attribute Definition (for partition attributes) (FIA_ATD_EXP.1(1))

FIA_ ATD_EXP.1.1(1) The TSF shall maintain the following list of cagration data security attributes for
each patrtition;

» ldentity of the partition

e Minimum and maximum quotas for memory

e  Minimum and maximum quotas for processing time
» Information flow authorizations

» [no other partition security attributes)].

5.1.3.2 Explicit: User Attribute Definition (for subject at tributes) (FIA_ATD_EXP.1(2))

FIA_ATD_EXP.1.1(2) The TSF shall maintain the following list of camfration data security attributes for
each subject:

» ldentity of the subject

» ldentity of the partition to which the subject isumd
e Subject authorizations

* Information flow authorizations

» [no other subject security attributes)].
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5.1.3.3 Explicit: User Attribute Definition (for non-subjec t exported resource attributes)
(FIA_ATD_EXP.1(3))

FIA_ATD_EXP.1.1(3) The TSF shall maintain the following list of camifration data security attributes for
each non-subject exported resource:

» ldentity of the non-subject exported resource
» ldentity of the partition to which the non-subjesported resource is bound
* Information flow authorizations

» [no other non-subject exported resource security attributes].

5.1.3.4 Explicit: User-Subject Binding (for partition attri bute binding) (FIA_USB_EXP.1(1))
FIA_USB_EXP.1.1(1) The TSF shall associate the following configunatitata security attributes with partitions:

+ Partition ID

e Partition minimum/maximum memory quotas

e Partition minimum/maximum processing time quotas
» Information flow authorizations to other partitions

» [no other partition security attributes)].

FIA_USB_EXP.1.2(1) The TSF shall enforce the following rules on thiial association of configuration data
security attributes with partitions:

a) The identity of the partition is in the set effided partitions;
b) [attributes are associated as defined in the statiwonfiguration file].

FIA_USB_EXP.1.3(1) The TSF shall enforce the following rules govegnichanges to the configuration data
security attributes with partitiongno changes can be made to the attributes while the
TOE is operating].

5.1.3.5 Explicit: User-Subject Binding (for subject attribute binding) (FIA_USB_EXP.1(2))
FIA_USB_EXP.1.1(2) The TSF shall associate the following configunatitata security attributes with subjects:

e Subject ID
» Partition ID to which the subject is to be bound
» Authorizations for invoking TSFI

» Information flow authorizations relevant to the tabstion selected in FDP_IFF.1.1-
NIAP-0407

» [no other subject security attributes].

FIA_USB_EXP.1.2(2) The TSF shall enforce the following rules on thiial association of configuration data
security attributes with subjects:

a) The identity of the partition to which the sutijés assigned is in the set of defined
partitions;

b) [attributes are associated as defined in the staticonfiguration file].

FIA_USB_EXP.1.3(2) The TSF shall enforce the following rules govegnichanges to the configuration data
security attributes associated with subjefte changes can be made to the attributes
while the TOE is operating]
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5.1.3.6 Explicit: User-Subject Binding (for non-subject exprted resource attribute binding)
(FIA_USB_EXP.1(3))

FIA_USB_EXP.1.1(3) The TSF shall associate the following configunatidata security attributes with non-
subject exported resources:

» Exported resource ID
» Partition ID to which the non-subject exported rese is to be bound

» Information flow authorizations relevant to the tahstion selected in FDP_IFF.1.1-
NIAP-0407

» [no other non-subject exported resource security attributes].

FIA_USB_EXP.1.2(3) The TSF shall enforce the following rules on thiial association of configuration data
security attributes with non-subject exported resest

a) The identity of the partition to which the nambgect exported resource is assigned is in
the set of defined patrtitions;

b) [attributes are associated as defined in the staticonfiguration file].

FIA_USB_EXP.1.3(3) The TSF shall enforce the following rules govegnichanges to the configuration data
security attributes associated with non-subjectoebepl resourcegno changes can be
made to the attributes while the TOE is operating]

5.1.4 Security management (FMT)

5.1.4.1 Explicit: Management of Configuration Data (FMT_MCD _EXP.1)
FMT_MCD_EXP.1.1 The TSF shall prevent unauthorized modificatiothef configuration data.

5.1.4.2 Management of Security Functions Behavior (to chargthe TOE configuration)
(FMT_MOF.1(2))

FMT_MOF.1.1(2) Refinement: The TSF shall restrict the ability fovoke a configuration of the TOE to
authorized subjects’

5.1.4.3 Management of Security Functions Behavior (to restathe TOE) (FMT_MOF.1(2))

FMT_MOF.1.1(2) Refinement: The TSF shall restrict the ability tmvoke a restart of the TOE to
authorized subjects®

5.1.4.4 Management of Security Functions Behavior (to halthe TOE) (FMT_MOF.1(3))

FMT_MOF.1.1(3) Refinement: The TSF shall restrict the ability tovoke a halt of the TOE to authorized
subjects®

5.1.4.5 Management of Security Functions Behavior (to initite TOE self-tests) (FMT_MOF.1(4))

FMT_MOF.1.1(4) Refinemiaont: The TSF shall restrict the ability foitiate TSF self-teststo authorized
subjects

5.1.4.6 Management of Security Functions Behavior (to transion the TOE to maintenance mode)
(FMT_MOF.1(5))

FMT_MOF.1.1(5) Refinement: The TSF shall restrict the ability tovoke a transition of the TOE to
maintenance modeto authorized subjects™
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5.1.4.7 Management of Security Functions Behavior (to managthe audit function) (FMT_MOF.1(6))

FMT_MOF.1.1(6) The TSF shall restrict the ability falisable, enable] the functions[audit function] to
[authorized subjects].

5.1.4.8 Explicit: Management of Security Attributes (FMT_MSA_EXP.1)

FMT_MSA_EXP.1.1 The TSF shall assign the following authorizatiotts subjects as specified by the
configuration data:

» Ability to invoke a TOE configuration change,
» Ability to invoke a TOE restart,

»  Ability to invoke a TOE halt,

e Ability to invoke TSF self-tests,

» Ability to obtain results of TSF self-tests,

« Ability to enter a maintenance mode,

e Ability to obtain audit information,

e [no other authorizations].

FMT_MSA_EXP.1.2 The TSF shall only assign authorizations to subjastspecified by the configuration data.

5.1.4.9 Explicit: Static Policy Attribute Initialization (F MT_MSA_EXP.3)

FMT_MSA_EXP.3.1 The TSF shall provide restrictive default valuesdach attribute that has not been assigned
a value by the configuration data.

5.1.4.10 Management of TSF Data (for obtaining TSF self-testesults) (FMT_MTD.1(1))

FMT_MTD.1.1(1) The TSF shall restrict the ability tubtain the results of TSF self-testdo authorized
subjects

5.1.4.11 Management of TSF Data (for obtaining audit informaion) (FMT_MTD.1(2))
FMT_MTD.1.1(2) The TSF shall restrict the ability Gbtain audit information to authorized subjects

5.1.4.12 Secure TSF Data (FMT_MTD.3)
FMT_MTD.3.1 Refinement: The TSF shall ensure that onglid values are accepted for TSF dta.

5.1.4.13 Specification of Management Functions (FMT_SMF.1)
FMT_SMF.1.1 The TSF shall be capable of performing the follogvsecurity management functions:
* Restart the TOE,
* Haltthe TOE,
* Conduct TSF self-tests,
* Transition the TOE to maintenance mode,

» [enable and disable the audit function]
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5.1.5 Protection of the TSF (FPT)

5.1.5.1 Abstract Machine Testing (FPT_AMT.1)

FPT_AMT.1.1 Refinement: The TSF shall run a suite of tests during startjpgriodically during normal
operation,during recovery, and [at no other times] to demonstrate the correct operation of the
security assumptions provided by the abstract macthiat underlies th&oftware portions of the
TSF®

5.1.5.2 Configuration Change (FPT_CFG_EXP.1)
FPT_CFG_EXP.1.1 The TSF shall providgmo configuration change capability].

FPT_CFG_EXP.1.4 The TSF shall preserve secure state during anygehaf TOE configuration.

5.1.5.3 Explicit: Establishment of Secure State (FPT_ESS EX1)
FPT_ESS EXP.1.1 The TSF shall be established in a secure statefawed by the configuration vector.

FPT_ESS_EXP.1.2 The TSF shall enforce the Partitioned InformatidgowFPolicy (PIFP) in accordance with
the PIFP abstraction specified by the configuratiata.

FPT_ESS_EXP.1.3 The TSF shall verify that it is in a secure stgp@mucompletion of the TOE initialization
function and prior to authorizing any informatiotovils governed by the Partitioned
Information Flow Policy (PIFP).

5.1.5.4 Failure with Preservation of Secure State (FPT_FL3)
FPT_FLS.1.1 The TSF shall preserve a secure state when tlosvfal types of failures occur:
a) [failures of the initial or continual AMT tests, failures of the initial or continual self tests]

b) [power failures, partition initialization error] .
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5.1.5.5 Explicit: TOE Halt (FPT_HLT_EXP.1)

FPT _HLT_EXP.1.1 When requested ban authorized subject executing on the TOE], the TSF shall halt the
TOE.

FPT_HLT_EXP.1.2 The TSF shall preserve secure state when halteng @E.

5.1.5.6 Explicit: TOE Maintenance (FPT_MTN_EXP.1)

FPT_MTN_EXP.1.1 When requested by an authorized subject, the Tigk tsansition the TOE to maintenance
mode.

FPT_MTN_EXP.1.2 When maintenance mode is entered from a securs ttatTSF shall continue to preserve
secure state.

FPT_MTN_EXP.1.3 When the TSF is unable to preserve secure stae tadinsitioning to maintenance mode
from a secure state, the TSF shall halt the TOE.

5.1.5.7 Explicit: TOE Maintenance Secure (FPT_MTN_EXP.2)

FPT_MTN_EXP.2.1 When in maintenance mode, the TSF shall rejectahaest for any operations that would
result in a violation of the TSP.

5.1.5.8 Explicit: TSF Least Privilege (FPT_PLP_EXP.1)

FPT_PLP_EXP.1.1 The TSF shall enforce the TSP such that eachnatéunction has no more access to TSF
data and other internal TSF resources than thachwig required for its assigned
functionality.

5.1.5.9 Explicit: Automated Recovery (FPT_RCV_EXP.2)

FPT_RCV_EXP.2.1 When the TSF determines that it is not in a sestate immediately after completion of
TOE initialization or at any time while the TOE iis operational mode, the TSF shall
attempt to recover the TOE to a secure state withother protection compromise based
on the following[

e Partition initialization error: halt the TOE without initiating any recovery
action

e |nitial AMT failures, continuous AMT failures, init ial self-test failures,
continuous self-test failureé transition the TOE to maintenance mode and
initiate recovery action while in maintenance mode

» Power failure: initiate recovery action that results in a restart of the TOE
without transitioning to maintenance mode]

FPT_RCV_EXP.2.2 When the TSF determines that it is unable todtgtior complete a recovery action that
requires the TOE to remain in operational mode tBE shal[halt the TOE].

FPT_RCV_EXP.2.3 When the TSF determines that it is unable to itar complete a recovery action that
requires the TOE to restart without transitionilmgntaintenance mode, the TSF shall
[halt the TOE].

FPT _RCV_EXP.2.4 When the TSF determines that it is unable to imtiar complete a transition to
maintenance mode or is unable to complete a regoaetion after transitioning to
maintenance mode, the TSF shall halt the TOE.

* See section Abstract Machine and TSF Testing (RMT.1, FPT_TST_EXP.1) for a better understanding of
these terms.
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FPT_RCV_EXP.2.5 When the TSF determines that it is unable to prbagieh any recovery action, the TSF
shall attempt to halt the TOE.

5.1.5.10 Function Recovery (FPT_RCV.4)
FPT_RCV.4.1 The TSF shall ensure tHat the event of a
» Continuous AMT failure,
» Continuous self-test failure, or
* Power failure

the TSF will] have the property that the SF either completesesstally, or for the indicated
failure scenarios, recovers to a consistent andrsestate.

5.1.5.11 Explicit: TOE Restart (FPT_RST_EXP.1)
FPT_RST _EXP.1.1 When requested by an authorized subject, the gk restart the TOE.
FPT_RST EXP.1.2 The TSF shall preserve secure state during a testdre TOE.

5.1.5.12 Non-bypassability of the TSP (FPT_RVM.1)

FPT_RVM.1.1 The TSF shall ensure that TSP enforcement furstiare invoked and succeed before each
function within the TSC is allowed to proceed.

5.1.5.13 Complete Reference Monitor (FPT_SEP.3)

FPT_SEP.3.1 Refinement: The unisolated portion of the TSF shadle hardware mechanisms tonaintain a
security domain for its own execution that protebts code and data of the unisolated portion
of the TSFfrom interference and tampering by untrusted suibjé

FPT_SEP.3.2 The TSF shall enforce separation between the isgdamains of subjects in the TSC.

FPT_SEP.3.3 Refinement: The TSF shall maintain the part of the TSF thdbmes the information flow
control SFPs in a security domain for its own exiecuthat protectshat part of the TSF from
interference and tampering by the remainder offiBE and by subjects untrusted with respect to
the TSP

5.1.5.14 Reliable Time Stamps (FPT_STM.1)

FPT_STM.1.1 Refinement: The TSF shall be able to provide reliable timergts for its own us¢hat meet [a
frequency of 60 Hz and are monotonically increasinfrom the time the TOE initializes].*®

5.1.5.15 Explicit: TSF Testing (FPT_TST_EXP.1)

FPT_TST_EXP.1.1 The TSF shall run a suite of self tests duringt4tp, periodically during normal operation,
during recovery, at the request of an authorizebijest, and[[at no other timeg]] to
demonstrate the correct operation of the softwarégn of the TSF implementation.

FPT_TST_EXP.1.2 The TSF suite of self tests shall verify the imtiygof TSF configuration data arjdo other
data].

FPT_TST_EXP.1.3 The TSF suite of self tests shall verify the imiiggof stored TSF executable code.

FPT _TST_EXP.1.4 The TSF shall provide the results of the self téstawuthorized subjects in a form that
allows assessment of the results.
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5.1.6 Resource utilization (FRU)

5.1.6.1 Minimum and Maximum Quotas (FRU_RSA.2)

FRU_RSA.2.1 Refinement: The TSF shall enforce maximum quotas of the follgwresourcesfor each
partition as defined by the configuration data:

e System memory: [the TSF supports a virtual memorymodel, so the maximum
memory that can be allocated to a partition is goweed by the maximum memory
address supported by the underlying processor],

e Processing time: [the TSF ensures each partition igestricted to the time window
within the partition schedule specified for it in the configuration data]’

FRU_RSA.2.2 Refinement: The TSF shall ensure tlavailability to each partition of minimum quantities of
the following resources, as defined by the configation data:

» System memory: [the amount required to support theobjects defined for the
partition in the configuration data],

* Processing time: [the TSF ensures each partition &llocated the time window within
the partition schedule specified for it in the corifjuration data].*®

5.1.6.2 Explicit: TSF Predictable Resource Utilization (FRU PRU_EXP.1)

FRU_PRU_EXP.1.1 The TSF shall exhibit predictable and bounded eti@e behavior with respect to its usage
of processor time and memory resources.

5.2 TOE Security Assurance Requirements

This section contains the security assurance reougints for the TOE. The requirements containedhisrgection
are either selected from Part 3 of the CC or apdi@tty stated in accordance with the CC rulesdaplicitly stated
requirements.

The Separation Kernels PP claims that the comlinadf assurance components is equivalent to anuitiah
Assurance Level 6 with augmentation (EAL6+). Thie &es not claim conformance to EAL6+, becausehef t
large number of explicitly stated assurance requéngts specified in the Separation Kernels PP. Thea&hor
leaves it to the Separation Kernels PP to justify elaims for EAL conformance. This ST claims canfiance to
the Separation Kernels PP.

The following table identifies the SARs that arésfeed for the INTEGRITY-178B Separation Kernel.

Requirement Class Requirement Component

ACM: Configuration Management | ACM_AUT.2: Complete CM Automation
ACM_CAP.5: Advanced Support
ACM_SCP.3: Development Tools CM Coverage

ADO: Delivery and Operation ADO_DEL_EXP.2: Explicit: Detection of Modification
ADO_IGS.1: Installation, Generation, and Start-Updedures
ADV: Development ADV_ARC_EXP.1: Explicit: Architectural design

ADV_CTD_ EXP.1: Explicit: Configuration Tool Design
ADV_FSP_EXP.4: Explicit: Formal Functional Specifiion
ADV_HLD_EXP.4: Explicit: Semiformal High-Level Exahation
ADV_IMP_EXP.3: Explicit: Structured Implementatiof the TSF
ADV_INI_EXP.1: Explicit: Trusted initialization
ADV_INT_EXP.3: Explicit: Minimization of Complexity
ADV_LLD EXP.2: Explicit: Semiformal Low-Level Desigy
ADV_LTD_ EXP.1: Explicit: Load Tool Design
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Requirement Class

Requirement Component

ADV_RCR.3: Formal Correspondence Demonstration
ADV_SPM.3: Formal TOE Security Policy Model

AGD: Guidance Documents

AGD_ADM_ EXP.1: Explicit: Administrator Guidance
AGD_USR.1: User Guidance

ALC: Life Cycle Support

ALC DVS.2: Sufficiency of Security Measures

ALC FLR.3: Systematic Flaw Remediation

ALC _LCD.2: Standardized Life-Cycle Model

ALC_TAT.3: Compliance with Implementation Standardall Parts

AMA: Maintenance of Assurance

AMA AMP_EXP.1: Explicit: Assurance Maintenance Plan

APT: Platform Assurance

APT_PDF EXP.1: Explicit: Specified Platform Defioih

APT PSP _EXP.1: Explicit: Complete Platform Speadifion
APT_PCT_EXP.1: Explicit: Tested Platform Conformanc
APT_PST_ EXP.1: Explicit: Comprehensive Platform8#g Testing
APT_PVA EXP.1: Explicit: Comprehensive Platform Walability
Assessment

ATE: Tests

ATE_COV.3: Rigorous Analysis of Coverage
ATE_DPT.3: Testing: Implementation Representation
ATE_FUN.2: Ordered Functional Testing
ATE_IND.3: Independent Testing - Complete

AVA: Vulnerability Assessment

AVA CCA EXP.2: Explicit: Systematic Covert Chanialalysis
AVA_ MSU.3: Analysis and Testing for Insecure States
AVA_SOF.1: Strength of TOE Security Function Evdioa

AVA VLA EXP.4: Explicit: Highly Resistant

Table 3 TOE Security Assurance Components

5.2.1 Configuration Management (ACM)

5.2.1.1 Complete CM Automation (ACM_AUT.2)

ACM_AUT.2.1D
ACM_AUT.2.2D
ACM_AUT.2.1C

ACM_AUT.2.2C
ACM_AUT.2.3C
ACM_AUT.2.4C
ACM_AUT.2.5C
ACM_AUT.2.6C

ACM_AUT.2.1E

The developer shall use a CM system.

The developer shall provide a CM plan.

The CM system shall provide an automated means tighwonly authorized changes are
made to the TOE implementation representationtamd other configuration items.

The CM system shall provide an automated measagport the generation of the TOE.

The CM plan shall describe the automated toold irséhe CM system.

The CM plan shall describe how the automated tadsused in the CM system.

The CM system shall provide an automated meaasdertain the changes between the TOE
and its preceding version.

The CM system shall provide an automated mearndetatify all other configuration items
that are affected by the modification of a givenfaguration item.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

5.2.1.2 Advanced Support (ACM_CAP.5)

ACM_CAP.5.1D
ACM_CAP.5.2D
ACM_CAP.5.3D
ACM_CAP.5.1C
ACM_CAP.5.2C
ACM_CAP.5.3C

ACM_CAP.5.4.C

The developer shall provide a reference for th&TO

The developer shall use a CM system.

The developer shall provide CM documentation.

The reference for the TOE shall be unique to eackion of the TOE.

The TOE shall be labeled with its reference.

The CM documentation shall include a configuratish a CM plan, an acceptance plan, and
integration procedures.

The configuration list shall uniquely identify albnfiguration items that comprise the TOE.
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ACM_CAP.5.5C
ACM_CAP.5.6C

ACM_CAP.5.7C
ACM_CAP.5.8C
ACM_CAP.5.9C
ACM_CAP.5.10C
ACM_CAP.5.11C

ACM_CAP.5.12C
ACM_CAP.5.13C

ACM_CAP.5.14C
ACM_CAP.5.15C

ACM_CAP.5.16C
ACM_CAP.5.17C

ACM_CAP.5.18C
ACM_CAP.5.19C
ACM_CAP.5.20C

ACM_CAP.5.21C

ACM_CAP.5.22C

ACM_CAP.5.1E

Version 4.2, 31 May 2010

The configuration list shall describe the confafion items that comprise the TOE.

The CM documentation shall describe the method tseiniquely identify the configuration
items that comprise the TOE.

The CM system shall uniquely identify all configtion items that comprise the TOE.

The CM plan shall describe how the CM system edus

The evidence shall demonstrate that the CM sy#eoperating in accordance with the CM
plan.

The CM documentation shall provide evidence thatanfiguration items have been and are
being effectively maintained under the CM system.

The CM system shall provide measures such that anthorized changes are made to the
configuration items.

The CM system shall support the generation ofliDE&.

The acceptance plan shall describe the procedisexs to accept modified or newly created
configuration items as part of the TOE.

The integration procedures shall describe how @ system is applied in the TOE
manufacturing process.

The CM system shall require that the person resiptenfor accepting a configuration item
into CM is not the person who developed it.

The CM system shall clearly identify the configiza items that comprise the TSF.

The CM system shall support the audit of all micdiions to the TOE, including as a
minimum the originator, date, and time in the atditl.

The CM system shall be able to identify the mastgry of all material used to generate the
TOE.

The CM documentation shall demonstrate that tleeaishe CM system, together with the
development security measures, allow only authdrctenges to be made to the TOE.

The CM documentation shall demonstrate that tleeafighe integration procedures ensures
that the generation of the TOE is correctly perfednm an authorized manner.

The CM documentation shall demonstrate that theggMem is sufficient to ensure that the
person responsible for accepting a configurati@mitinto CM is not the person who
developed it.

The CM documentation shall justify that the accepgaprocedures provide for an adequate
and appropriate review of changes to all configarsitems.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

5.2.1.3 Development Tools CM Coverage (ACM_SCP.3)

ACM_SCP.3.1D
ACM_SCP.3.1C

ACM_SCP.3.1E

The developer shall provide a list of configuratitems for the TOE.

The list of configuration items shall include tf@lowing: implementation representation;
security flaws; development tools and related imfation; and the evaluation evidence
required by the assurance components in the ST.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

5.2.2 Delivery and Operation (ADO)

5.2.2.1 Explicit: Detection of Modification (ADO_DEL_EXP.2)

ADO_DEL_EXP.2.1D

ADO_DEL_EXP.2.2D
ADO_DEL_EXP.2.3D

ADO_DEL_EXP.2.4D

The developer shall document procedures for dslieé the TOE or parts of it to the
user.

The developer shall use the delivery procedures.

The developer shall usgryptographic signature] technical measures to verify the
integrity of the TOE or parts of it and for soursngthentication when delivering the TOE
or parts of it to the user.

The developer shall use independent channels fwedahe TOE and to deliver the
cryptographic keying materials used to verify tledivéery of the TOE.
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ADO_DEL_EXP.2.5D Technical measures that use cryptographic signasemgices shall employ Digital
Signature algorithms in accordance with the NISpraped [RSA Digital Signature
Algorithm (rDSA with odd €) with a key size (modulus) of 2048 bits or greater] that
meets the foIIowmg

b) Case RSA Dlgltal S|gnature AIgorlthm (W|th oel)j
ANSI X9.31-1998 (May 1998), Digital Slgnatures UsirReversible Public Key
Cryptography For The Fmanmal Services IndustE}/S(A)

ADO_DEL_EXP.2.1C The delivery documentatlon shall descrlbe aII pntures that are necessary to maintain
security when distributing versions of the TOEle user.

ADO_DEL_EXP.2.2C The delivery documentation shall describe how iraelent delivery channels are used to
deliver the TOE and to deliver the cryptographigyikg materials used to verify the
delivery of the TOE.

ADO_DEL_EXP.2.3C The delivery documentation shall describe how ¥heous procedures and technical
measures provide for the detection of modificatiomis any discrepancy between the
developer’'s master copy and the version receivéldeatiser site.

ADO_DEL_EXP.2.4C The delivery documentation shall describe how ¥heous procedures and technical
measures allow detection of attempts to masquesiadbe developer, even in cases in
which the developer has sent nothing to the us#es

ADO_DEL_EXP.2.5C The delivery documentation shall contain evidencemanstrating that each
cryptographic signature service and each cryptdicapkeyed-hash message
authentication function utilized is NIST approved.

ADO_DEL_EXP.2.1E The evaluator shall confirm that the informatioroygded meets all requirements for
content and presentation of evidence.

ADO_DEL_EXP.2.2E The evaluator shall determine that the variouscedares and technical measures
provided result in a trusted delivery.

5.2.2.2 Installation, Generation, and Start-Up Procedures ADO_I1GS.1)

ADO_IGS.1.1D The developer shall document procedures neceskarythe secure installation,
generation, and start-up of the TOE.

ADO_IGS.1.1C The installation, generation and start-up documatért shall describe all the steps
necessary for secure installation, generation tartigp of the TOE.

ADO_IGS.1.1E The evaluator shall confirm that the informatioroygded meets all requirements for
content and presentation of evidence.

ADO_IGS.1.2E The evaluator shall determine that the instaligtigeneration, and start-up procedures

result in a secure configuration.

® FIPS PUB 186-3 is under development. It will irporate the signature creation and verification gssing of
FIPS PUB 186-2, and the generation of domain patensief ANSI X9.42. FIPS PUB 186-3, once finalizeul
approved, will become the basis for this requiretmen

® Any pseudorandom RNG used in these schemes ferggmg private values is to be seeded by a nondétistic
RNG.

" See previous footnote.
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5.2.3 Development (ADV)

5.2.3.1 Explicit: Architectural Design (ADV_ARC_EXP.1)

ADV_ARC_EXP.1.1D
ADV_ARC_EXP.1.1C
ADV_ARC_EXP.1.2C
ADV_ARC_EXP.1.3C
ADV_ARC_EXP.1.4C

ADV_ARC_EXP.1.5C

ADV_ARC_EXP.1.6C

ADV_ARC_EXP.1.1E

The developer shall provide the architectural glesif the TSF.

The descriptive information contained in the at@ttural design shall be at a level of
detail commensurate with the description of the ®RRrcing abstractions described in
the TOE high levetlesign documentation.

The architectural design shall demonstrate thatseicurity domains maintained by the
TSF are consistent with the SFRs.

The architectural design shall justify that theFTi@otects itself from interference and
tampering.

The architectural design shall justify that theFTi@events bypass of the SFR-enforcing
functionality.

The architectural design shall document the ressurequired by the TSF for its

execution, to include providing the bounds for T@&age requirements for processor
time and memory.

The architectural design shall identify the hardwydirmware, and software portions of

the TSF.

The evaluator shall confirm that the informatioroypgded meets all requirements for

content and presentation of evidence.

5.2.3.2 Explicit: Configuration Tool Design (ADV_CTD_EXP.1)

ADV_CTD_EXP.1.1D
ADV_CTD_EXP.1.2D

ADV_CTD_EXP.1.3D

ADV_CTD_EXP.1.4D

ADV_CTD_EXP.1.5D

ADV_CTD_EXP.1.1C

ADV_CTD_EXP.1.2C

ADV_CTD_EXP.1.3C

ADV_CTD_EXP.1.4C
ADV_CTD_EXP.1.1E

ADV_CTD_EXP.1.2E

The developer shall provide a configuration veg@neration and validation capability.
The developer shall provide configuration vector nggation and validation
documentation.

The configuration vector generation and validatiapability shall present configuration
vectors in a human-readable form such that 1) ¢éineastics of the vectors are clear and
understandable, and 2) the completeness and agcafathe intended operational
configuration can be validated.

The configuration vector generation and validatapability shall be able to convert the
configuration vectors from a human-readable forto ia machine-readable form, and
vice versa, such that the semantics of the datpreserved.

The configuration vector generation and validatoi@pability shall be able to place an
integrity seal on generated configuration vectors.

The presentation of the descriptive information taored in the configuration vector
generation and validation documentation shall beinformal style at a level of
abstraction and detail as required in the TOE heghl design document.

The configurationvector generation and validation documentation Iskaplain the
semantics for the expression of the human-readalhe of a generated configuration
vector such that the completeness and accuracygeharated configuration vector can
be verified.

The configuration vector generation and validatimeumentation shall define the format
of the machine-readable form of a generated cordigan vector, and shall explain how
to interpret the machine-readable form of a geedrabnfiguration vector.

The configuration vector generation and validatidocumentation shall provide
instructions for placing integrity seal on genedatenfiguration vectors.

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

The evaluator shall determine that configurationters generated by the configuration
vector generation and validation tool is an acauiastantiation of the intent, and shall
verify that the configuration generation validatitool properly places a cryptographic
seal on generated configuration vectors.
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5.2.3.3 Formal Functional Specification (ADV_FSP_EXP.4)

ADV_FSP_EXP.4.1D
ADV_FSP_EXP.4.2D

ADV_FSP_EXP.4.1C
ADV_FSP_EXP.4.2C
ADV_FSP_EXP.4.3C
ADV_FSP_EXP.4.4C

ADV_FSP_EXP.4.5C
ADV_FSP_EXP.4.6C

ADV_FSP_EXP.4.7C

ADV_FSP_EXP.4.8C
ADV_FSP_EXP.4.1E

ADV_FSP_EXP.4.2E

The developer shall provide a functional specifarat

The developer shall provide a formal presentatibthe functional specification of the
TSF.

The functional specification shall completely reqmet the TSF.

The functional specification shall describe the T&ding a semi-formal style.

The functional specification shall describe thepgmse and method of use for all TSFI.
The functional specification shall identify and deise all parameters associated with
each TSFI.

The functional specification shall describe all Gtions associated with each TSFI.

The functional specification shall describe all gxions, error messages and effects that
may result from an invocation of each TSFI.

The functional specification shall describe all epiions, error messages and effects
contained in the TSF implementation that are nebeiated with the invocation of any
TSFI.

The formal presentation of the functional spectfma of the TSF shall describe the TSFI
using a formal style, supported by informal, explamny text where appropriate.

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

The evaluator shall determine that the functionpéctication is an accurate and
complete instantiation of the TOE security funcéibrequirements.

5.2.3.4 Explicit: Semiformal High-Level Explanation (ADV_HL D_EXP.4)

ADV_HLD_EXP.4.1D
ADV_HLD_EXP.4.1C

ADV_HLD_EXP.4.2C
ADV_HLD_EXP.4.3C
ADV_HLD_EXP.4.4C
ADV_HLD_EXP.4.5C

ADV_HLD_EXP.4.6C
ADV_HLD_EXP.4.7C

ADV_HLD_EXP.4.1E

ADV_HLD_EXP.4.2E

The developer shall provide the high-level desifjthe TOE.

The presentation of the high-level design of the=Tshall be in semiformal style,
supported by informal, explanatory text where appete.

The presentation of the high-level design of thetime non-TSF portions of the TOE
shall be in informal style.

The high-level design shall be internally consisten

The high-level design shall describe the structdiitne TOE in terms of subsystems.

The high-level design shall identify all subsysteafishe TSF, and designate them as
either SFR-enforcing or SFR-supporting subsystems.

The high-level design shall provide a descriptibeach subsystem of the TSF.

The high-level design shall provide a descriptioh tiee interactions between the
subsystems of the TSF.

The evaluator shall confirm that the informatioroygded meets all requirements for
content and presentation of evidence.

The evaluator shall determine that the high-levedigh is an accurate and complete
instantiation of all TOE security functional recgrnents.

5.2.3.5 Explicit: Structured Implementation of the TSF (ADV_IMP_EXP.3)

ADV_IMP_EXP.3.1D
ADV_IMP_EXP.3.2D

ADV_IMP_EXP.3.1C
ADV_IMP_EXP.3.2C
ADV_IMP_EXP.3.1E

ADV_IMP_EXP.3.2E

The developer shall make available, the implemamtatpresentation for the entire TSF.
The developer shall provide the tools and theioessed instructions that are used to
transform the implementation representation ineithplementation.

The implementation representation shall unambiglyodsfine the TSF to a level of

detail such that the TSF can be generated withothdr design decisions.

The implementation representation shall be idehiicéorm and content, as that used by
the development personnel.

The evaluator shall confirm that, the informatiooyided meets all requirements for
content and presentation of evidence.

The evaluator shall determine that the implememnatepresentation, when transformed
to the implementation using the developer-provitieals and instructions, is identical to
the implementation used in testing activities.
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5.2.3.6 Explicit: Trusted Initialization (ADV_INI_EXP.1)

ADV_INI_EXP.1.1D
ADV_INI_EXP.1.2D

ADV_INI_EXP.1.3D
ADV_INI_EXP.1.4D
ADV_INI_EXP.1.5D

ADV_INI_EXP.1.6D

ADV_INI_EXP.1.7D

ADV_INI_EXP.1.8D
ADV_INI_EXP.1.9D
ADV_INI_EXP.1.10D
ADV_INI_EXP.1.11D
ADV_INI_EXP.1.12D
ADV_INI_EXP.1.13D
ADV_INI_EXP.1.1C
ADV_INI_EXP.1.2C
ADV_INI_EXP.1.3C
ADV_INI_EXP.1.4C
ADV_INI_EXP.1.5C

ADV_INI_EXP.1.6C

ADV_INI_EXP.1.7C
ADV_INI_EXP.1.8C

ADV_INI_EXP.1.9C

ADV_INI_EXP.1.10C

ADV_INI_EXP.1.11C

ADV_INI_EXP.1.12C

ADV_INI_EXP.1.13C

The developer shall provide a TOE initializatiomdtion.

The TOE initialization function shall establish th&F in a secure state consistent with
the configuration vector that defines the configioradata.

The TOE initialization function shall verify thetegrity of TSF code and data prior to
establishing the TSF in a secure state.

The TOE initialization function shall detect andspend to errors and failures during
initialization such that the TOE either succesgfabmpletes initialization or is halted.
The TOE initialization function shall not be abtearbitrarily interact with the TSF after
TOE initialization completes.

The TOE initialization function shall establish th&F security domain and shall bring
the software portion of the TSF implementation arF data into the TSF security
domain.

The TOE initialization function shall be designeddaimplemented such that in
conjunction with the TSF no other component exagutin the TOE is able to establish
the TSF in a secure state consistent with the gordtion vector.

The TOE initialization function shall be designetiamplemented such that it is able to
protect itself from tampering by other componeniscaiting on the TOE.

The components of the TOE initialization functidmal be designed and implemented
using modular decomposition.

The developer shall provide a functional specifamabf the TOE initialization function.
The developer shall provide the design of the TAiaiization function.

The developer shall test the TOE initializationdtion and document the results.

The developer shall provide TOE initialization ftina test documentation.

The TOE initialization functional specification sha@ompletely represent the TOE
initialization function.

The TOE initialization functional specification $hdescribe the purpose and method of
use of all TOE initialization function interfaces.

The TOE initialization functional specification shdescribe all parameters associated
with each TOE initialization function interface.

The TOE initialization functional specification $hdescribe all operations associated
with each TOE initialization function interface.

The TOE initialization functional specification s$halescribe all exceptions, error
messages and effects associated with each TO&lizdtion function interface.

The TOE initialization design shall identify all mponents of the TOE initialization
function and shall designate each component agaiel¢o establishment of the TSF in a
secure state or un-related to establishment of 8fein a secure state.

The TOE initialization design shall describe theusture of the TOE initialization
function in terms of the identified components.

The TOE initialization design shall identify the rbeare, firmware, and software
portions of the TOE initialization components.

The TOE initialization design shall describe howe ttomponents of the TOE
initialization function work together to establigie TSF in a secure state consistent with
the configuration vector.

The TOE initialization design shall describe how THOE initialization function verifies
the integrity of the TSF code and data.

The TOE initialization design shall describe how fHOE initialization function detects
and responds to errors, and shall contain a defmiand description of all errors
associated with the TOE initialization function.

The TOE initialization design shall demonstratet tih@ TOE initialization function will
not arbitrarily interact with the operation of th&F after TOE initialization completes.
The TOE initialization design shall demonstratet tha other component executing on
the TOE is able to establish the TSF in a secwrte stonsistent with the configuration
vector.

Green Hills Software Inc. Information 34



Security Target

ADV_INI_EXP.1.14C
ADV_INI_EXP.1.15C
ADV_INI_EXP.1.16C
ADV_INI_EXP.1.17C
ADV_INI_EXP.1.18C
ADV_INI_EXP.1.19C
ADV_INI_EXP.1.20C
ADV_INI_EXP.1.1E

ADV_INI_EXP.1.2E

ADV_INI_EXP.1.3E
ADV_INI_EXP.1.4E

ADV_INI_EXP.1.5E

Version 4.2, 31 May 2010

The TOE initialization design shall demonstrate hthe& TOE initialization function
protects itself from tampering by other componexiscuting on the TOE.

The TOE initialization design shall describe theusture of the TOE initialization
function in terms of component modularization.

The TOE initialization design shall justify the lasion of components that do not
support initialization of the TOE or the establighmhof the TSF in a secure state.

The presentation of the TOE initialization func@specification and TOE initialization
design shall be in informal style.

The TOE initialization test documentation shall sish of test procedure descriptions,
expected test results and actual test results.

The TOE initialization test procedure descriptishall identify the tests to be performed
and describe the scenarios for testing the TORliziation function.

The TOE initialization test results shall demontgtrhat the TOE initialization function
behaves as specified.

The evaluator shall confirm that the informatioroydided meets all requirements for
content and presentation of evidence.

The evaluator shall determine that the TOE initetiion function design is sufficient to
ensure that the TOE initialization function: (a)remtly establishes the TSF in a secure
state while preserving the integrity of TSF datal aode, and (b) halts the TOE if
anomalies prevent establishment of the TSF in arsestate.

The evaluator shall execute all tests in the TA#alization test documentation to verify
the developer test results.

The evaluator shall conduct independent tests ef TIDE initialization function to
confirm that the TOE initialization function behavas specified.

The evaluator shall determine that other componex¢suting on the TOE can neither
circumvent nor tamper with the TOE initializatiamttion.

5.2.3.7 Explicit: Minimization of Complexity (ADV_INT_EXP.3)

ADV_INT_EXP.3.1D
ADV_INT_EXP.3.2D

ADV_INT_EXP.3.3D
ADV_INT_EXP.3.4D
ADV_INT_EXP.3.5D
ADV_INT_EXP.3.6D
ADV_INT_EXP.3.7D

ADV_INT_EXP.3.8D

ADV_INT_EXP.3.9D
ADV_INT_EXP.3.10D
ADV_INT_EXP.3.11D
ADV_INT_EXP.3.12D
ADV_INT_EXP.3.1C

ADV_INT_EXP.3.2C
ADV_INT_EXP.3.3C

The developer shall design and implement the T8tgusodular decomposition.

The developer shall use sound software enginegnitgiples to achieve the modular
decomposition of the TSF.

The developer shall design the TSF modules sudlihibg exhibit good internal structure
and are not overly complex, with limited exceptions

The developer shall design all TSF modules such tiey exhibit only functional,
sequential, communicational, or temporal cohesigth limited exceptions.

The developer shall design all TSF modules suchttiwy exhibit only call or common
coupling, with limited exceptions.

The developer shall implement the TSF modules usijng standards that result in
good internal structure that is not overly complex.

The developer shall design and implement the TS& liayered fashion that minimizes
interactions between the layers of the design.

The developer shall design and implement the TSR #oat interactions between layers
are initiated from a higher layer in the hierarciovn to the next layer in the hierarchy,
with limited exceptions.

The developer shall design and implement the madafethe TSF such that they are
simple enough to be analyzed.

The developer shall ensure that functions whospqagr is not relevant for enforcing or
supporting the SFRs are excluded from the TSF nesdul

The developer shall design and implement the TSguoh a way that the principle of
least privilege is achieved with respect to TSF ubesl as required by FPT_PLP_EXP.
The developer shall provide a TSF internals desorip

The TSF internals description shall describe tloegss used for modular decomposition.
The TSF internals description shall identify ak tmodules of the TSF.

The TSF internals description shall describe hog TISF design is a reflection of the
modular decomposition process.
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ADV_INT_EXP.3.4C
ADV_INT_EXP.3.5C
ADV_INT_EXP.3.6C
ADV_INT_EXP.3.7C
ADV_INT_EXP.3.8C
ADV_INT_EXP.3.9C
ADV_INT_EXP.3.10C

ADV_INT_EXP.3.11C
ADV_INT_EXP.3.12C

ADV_INT_EXP.3.13C
ADV_INT_EXP.3.14C
ADV_INT_EXP.3.15C
ADV_INT_EXP.3.16C
ADV_INT_EXP.3.1E

ADV_INT_EXP.3.2E

ADV_INT_EXP.3.3E

ADV_INT_EXP.3.4E

ADV_INT_EXP.3.5E

Version 4.2, 31 May 2010

The TSF internals description shall provide a figgttion, on a per-module basis, of any
deviation from the coding standards governing medhternal structure and complexity.
The TSF internals description shall include a cimgpanalysis that describes intermodule
coupling for all TSF modules.

The TSF internals description shall include a cadreanalysis that describes the types of
cohesion for all TSF modules.

The TSF internals description shall provide a ficgttion, on a per module basis, for any
coupling or cohesion exhibited by modules of théT&her than those permitted.

The TSF internals description shall describe tlyeriag architecture and shall describe
the services that each layer provides.

The TSF internals description shall describe theéhodology used to determine the
layering architecture.

The TSF internals description shall identify all dates associated with each layer of the
TSF.

The TSF internals description shall describe aéiractions between layers of the TSF.
The TSF internals description shall provide a figsttion of interactions that are initiated
from a lower layer to a higher layer.

The TSF internals description shall provide a ficgttion for all modules of the TSF that
contain unused or redundant code.

The TSF internals description shall describe hogvehtire TSF has been designed and
implemented to minimize complexity.

The TSF internals description shall justify thelirsion of any non-security relevant
modules in the TSF.

The TSF internals description shall describe hogvehtire TSF has been designed and
implemented to achieve the principle of least beiye.

The evaluator shall confirm that the informatioroygided meets all requirements for
content and presentation of evidence.

The evaluator shall verify, through direct examimatof a sample of TSF modules, that
cohesion and coupling between TSF modules is demsisvith the TSF internals
description.

The evaluator shall verify, through direct examimatof a sample of TSF modules, that
the design and implementation of the TSF moduleissistent with the TSF internals
description about minimization of complexity.

The evaluator shall determine that the TSF moddesign and implementation is
sufficient to support the principle of least pragle.

The evaluator shall confirm that the modules of #@&F are simple enough to be
analyzed.

5.2.3.8 Explicit: Semi-Formal Low-Level Design (ADV_LLD_EXP.2)

ADV_LLD_EXP.2.1D
ADV_LLD_EXP.2.1C

ADV_LLD_EXP.2.2C
ADV_LLD_EXP.2.3C
ADV_LLD_EXP.2.4C

ADV_LLD_EXP.2.5C

ADV_LLD_EXP.2.6C

ADV_LLD_EXP.2.7C

The developer shall provide the low-level desigthef TSF.

The presentation of the low-level design shall leenisformal style, supported by

informal, explanatory text where appropriate.

The low-level design shall be internally consistent

The low-level design shall describe the TSF in ®ewfimodules, identifying each TSF

module and designating each TSF module as SFReimjorSFR-supporting, or non-

security relevant.

The low-level design shall identify and describéadhat are common to more than one
module.

The low-level design shall describe each moduleims of its purpose, method of use,
interfaces provided to invoke the module, returdugsa from those interfaces, and
methods used to invoke and dependencies on othdulam

The low-level design shall describe each moduleterms of all exceptions, error

messages and effects that may result from the éreacef the module.

The low-level design shall provide an algorithmiesdription for each module detailed
enough to represent the TSF implementation.
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ADV_LLD_EXP.2.1E

ADV_LLD_EXP.2.2E

Version 4.2, 31 May 2010

The evaluator shall confirm that the informatioroygded meets all requirements for
content and presentation of evidence.

The evaluator shall determine that the low-levesigie is an accurate and complete
instantiation of all TOE security functional recgrnents.

5.2.3.9 Explicit: Load Tool Design (ADV_LTD_EXP.1)

ADV_LTD_EXP.1.1D
ADV_LTD_EXP.1.2D
ADV_LTD_EXP.1.3D

ADV_LTD_EXP.1.4D

ADV_LTD_EXP.1.1C

ADV_LTD_EXP.1.2C

ADV_LTD_EXP.1.3C

ADV_LTD_EXP.1.1E

ADV_LTD_EXP.1.2E

The developer shall provide a TOE loader design.

The developer shall provide a TOE loader capability

The TOE loader capability shall be able to trant#fermachine-readable software portion
of the TSF implementation and configuration ves®t;, either together or separately, into
a form that is accessible by the TOE initializatfanction.

The TOE loader capability shall preserve the intgaf the software portion of the TSF
implementation and configuration vector set dutimg transfer process.

The presentation of the descriptive informationtaored in the TOE loader design shall
be in informal style at a level of abstraction atedail as required in the TOE high level
design document.

The TOE loader design shall describe how the TOd&tldo capability performs the
transfer of the machine-readable software portiénthe TSF implementation and
configuration vector set into a form that is acddesy the TOE initialization function.
The TOE loader design shall describe the protegtienhanisms used by the TOE loader
capability such that it is able to preserve thednty of the TSF implementation and
configuration vector set during all aspects ofttia@sfer process.

The evaluator shall confirm that the informatioroydided meets all requirements for
content and presentation of evidence.

The evaluator shall determine that the TOE loa@sigh provides sufficient evidence to
support the conclusion that the TOE loader capgbgreserves the integrity of the
machine-readable portions of the TSF implementadioth configuration vector set when
they are transferred into a form accessible byltDE& initialization function.

5.2.3.10 Formal Correspondence Demonstration (ADV_RCR.3)

ADV_RCR.3.1D
ADV_RCR.3.2D

ADV_RCR.3.1C

ADV_RCR.3.2C

ADV_RCR.3.3C

ADV_RCR.3.1E

ADV_RCR.3.2E

The developer shall provide an analysis of cowadpnce between all adjacent pairs of
TSF representations that are provided.

For those corresponding portions of representatitias are formally specified, the
developer shall prove that correspondence.

For each adjacent pair of provided TSF represamstithe analysis shall prove or
demonstrate that all relevant security functiogaliof the more abstract TSF
representation is correctly and completely refiimethe less abstract TSF representation.
For each adjacent pair of provided TSF represemisti where portions of one
representation are semiformally specified and tieroat least semiformally specified,
the demonstration of correspondence between thod®ms of the representations shall
be semiformal.

For each adjacent pair of provided TSF represemsti where portions of both
representations are formally specified, the prodfcorrespondence between those
portions of the representations shall be formal.

The evaluator shall confirm that the informatioroygided meets all requirements for
content and presentation of evidence.

The evaluator shall determine the accuracy of thefp of correspondence by selectively
verifying the formal analysis.

5.2.3.11 Formal TOE Security Policy Model (ADV_SPM.3)

ADV_SPM.3.1D

The developer shall provide a TSP model.
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ADV_SPM.3.2D
ADV_SPM.3.1C
ADV_SPM.3.2C
ADV_SPM.3.3C

ADV_SPM.3.4C

ADV_SPM.3.5C
ADV_SPM.3.6C

ADV_SPM.3.1E

Version 4.2, 31 May 2010

Refinement The developer shall demonstrat@respondence between the functional
specification and the TSP model and shajprove correspondence between thamal
presentation of thefunctional specification and the TSP motfel.

The TSP model shall be formal.

The TSP model shall describe the rules and chaistits of all policies of the TSP that
can be modeled.

The TSP model shall include a rationale that detnates that it is consistent and
complete with respect to all policies of the TS& ttan be modeled.

The demonstration of correspondence between the M®BBel and the functional
specification shall show that all of the securitydtions in the functional specification
are consistent and complete with respect to the m&dkel.

Refinement: The demonstration of correspondence between the m&&el and the
functional specification shall be semifornal.

Refinement: The proof of correspondence between the TSP maudktl the formal
presentation of thefunctional specification shall be fornfdl.

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

5.2.4 Guidance Documents (AGD)

5.2.4.1 Explicit: Administrator Guidance (AGD_ADM_EXP.1)

AGD_ADM_EXP.1.1D
AGD_ADM_EXP.1.1C

AGD_ADM_EXP.1.2C
AGD_ADM_EXP.1.3C

AGD_ADM_EXP.1.4C
AGD_ADM_EXP.1.5C

AGD_ADM_EXP.1.6C

AGD_ADM_EXP.1.7C
AGD_ADM_EXP.1.8C

AGD_ADM_EXP.1.9C

The developer shall provide administrator guidaaddressed to system administrative
personnel.

The administrator guidance shall describe the adtnéive functions and interfaces
available to the administrator of the TOE.

The administrator guidance shall describe how toiai$ter the TOE in a secure manner.
The administrator guidance shall contain warninigsua functions and privileges that
should be controlled in a secure processing enrigont.

The administrator guidance shall describe all agdgioms regarding user behavior that
are relevant to secure operation of the TOE.

The administrator guidance shall describe all sgcparameters under the control of the
administrator, indicating secure values as appatgri

The administrator guidance shall describe each ¢fEecurity-relevant event relative to
the administrative functions that need to be pemfat, including changing the security
characteristics of entities under the control ef TI5F.

The administrator guidance shall be consistent waiitlother documentation supplied for
evaluation.

The administrator guidance shall describe all dgcurequirements for the IT
environment that are relevant to the administrator.

The administrator guidance shall document procedumecessary for the correct
generation and validation of the TSF configuratiectors.

AGD_ADM_EXP.1.10C The administrator guidance shall document procedtoeestrict the authorizations and

information flows granted to each subject to beyathlose required for its assigned
functionality.

AGD_ADM_EXP.1.11C The administrator guidance shall describe the tRaréd Information Flow Policy

abstractions supported by the TOE, and shall dontimenstraints and procedures for
assigning the correct abstractions to partitiond, the allocation of subjects and exported
resources to partitions based upon the abstractigmzorted by partitions.

AGD_ADM_EXP.1.12C The administrator guidance shall document procedneeessary to securely load the TSF

code and configuration vectors.

AGD_ADM_EXP.1.13C The administrator guidance shall document procedunecessary for using the

initialization function to bring the TSF into antial secure state.

AGD_ADM_EXP.1.14C The administrator guidance shall describe the awgibrd structure in sufficient detail

such that the audit data can be properly intergrete
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AGD_ADM_EXP.1.15C The administrator guidance shall document the staenp definition and metric, and the

means to interpret the chosen time stamp format.

AGD_ADM_EXP.1.1E The evaluator shall confirm that the informatioroygided meets all requirements for

content and presentation of evidence.

5.2.4.2 User Guidance (AGD_USR.1)

AGD_USR.1.1D
AGD_USR.1.1C

AGD_USR.1.2C
AGD_USR.1.3C

AGD_USR.1.4C

AGD_USR.1.5C
AGD_USR.1.6C

AGD_USR.1.1E

The developer shall provide user guidance.

The user guidance shall describe the functions iatetfaces available to the non-

administrative users of the TOE.

The user guidance shall describe the use of ussrsaible security functions provided by
the TOE.

The user guidance shall contain warnings aboutaseessible functions and privileges
that should be controlled in a secure processing@ament.

The user guidance shall clearly present all usspansibilities necessary for secure
operation of the TOE, including those related tsuasptions regarding user behavior
found in the statement of TOE security environment.

The user guidance shall be consistent with alleotdocumentation supplied for

evaluation.

The user guidance shall describe all securityirequents for the IT environment that are
relevant to the user.

The evaluator shall confirm that the informatioroygded meets all requirements for
content and presentation of evidence.

5.2.5 Life Cycle Support (ALC)

5.2.5.1 Sufficiency of Security Measures (ALC_DVS.2)

ALC_DVS.2.1D
ALC_DVS.2.1C
ALC_DVS.2.2C
ALC_DVS.2.3C
ALC_DVS.2.1E

ALC_DVS.2.2E

The developer shall produce development secuoityichentation.

The development security documentation shall descrall the physical, procedural,
personnel, and other security measures that aressaiy to protect the confidentiality and
integrity of the TOE design and implementationt;xdevelopment environment.

The development security documentation shall gi®vidence that these security measures
are followed during the development and maintenarficbe TOE.

The evidence shall justify that the security measyrovide the necessary level of protection
to maintain the confidentiality and integrity okt OE.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

The evaluator shall confirm that the security nieas are being applied.

5.2.5.2 Systematic Flaw Remediation (ALC_FLR.3)

ALC_FLR.3.1D
ALC_FLR.3.2D

ALC_FLR.3.3D
ALC_FLR.3.1C

ALC_FLR.3.2C
ALC_FLR.3.3C
ALC_FLR.3.4C

ALC_FLR.3.5C

The developer shall provide flaw remediation pchaes addressed to TOE developers.

The developer shall establish a procedure formomeand acting upon all reports of security
flaws and requests for corrections to those flaws.

The developer shall provide flaw remediation gnomaddressed to TOE users.

The flaw remediation procedures documentationl stesicribe the procedures used to track
all reported security flaws in each release of .

The flaw remediation procedures shall require thatescription of the nature and effect of
each security flaw be provided, as well as thaustaf finding a correction to that flaw.

The flaw remediation procedures shall require toatective actions be identified for each of

the security flaws.

The flaw remediation procedures documentation| sfesdcribe the methods used to provide
flaw information, corrections and guidance on cctive actions to TOE users.

The flaw remediation procedures documentation | stiascribe a means by which the

developer receives from TOE users reports and erguf suspected security flaws in the

TOE.
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ALC_FLR.3.6C
ALC_FLR.3.7C
ALC_FLR.3.8C

ALC_FLR.3.9C

ALC_FLR.3.10C
ALC_FLR.3.11C

ALC_FLR.3.1E

Version 4.2, 31 May 2010

The procedures for processing reported secuatysishall ensure that any reported flaws are
corrected and the correction issued to TOE users.

The procedures for processing reported securawdl shall provide safeguards that any
corrections to these security flaws do not intredany new flaws.

The flaw remediation guidance shall describe ansday which TOE users report to the
developer any suspected security flaws in the TOE.

The flaw remediation procedures shall include @cedure requiring timely responses for the
automatic distribution of security flaw reports atiee associated corrections to registered
users who might be affected by the security flaw.

The flaw remediation guidance shall describe ansdsy which TOE users may register with
the developer, to be eligible to receive secutidywfreports and corrections.

The flaw remediation guidance shall identify tipeafic points of contact for all reports and
enquiries about security issues involving the TOE.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

5.2.5.3 Standardized Life-Cycle Model (ALC_LCD.2)

ALC_LCD.2.1D
ALC_LCD.2.2D
ALC_LCD.2.3D
ALC_LCD.2.1C
ALC_LCD.2.2C

ALC_LCD.2.3C
ALC_LCD.2.4C

ALC_LCD.2.5C

ALC_LCD.2.1E

The developer shall establish a life-cycle modelbe used in the development and
maintenance of the TOE.

The developer shall provide life-cycle definitidacumentation.

The developer shall use a standardized life-cyweel to develop and maintain the TOE.
The life-cycle definition documentation shall delse the model used to develop and
maintain the TOE.

The life-cycle model shall provide for the necegsaontrol over the development and
maintenance of the TOE.

The life-cycle definition documentation shall exijpl why the model was chosen.

The life-cycle definition documentation shall exipl how the model is used to develop and
maintain the TOE.

The life-cycle definition documentation shall demtrate compliance with the standardized
life-cycle model.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

5.2.5.4 Compliance with Implementation Standards - All Pars (ALC_TAT.3)

ALC_TAT.3.1D
ALC_TAT.3.2D

ALC_TAT.3.3D
ALC_TAT.3.1C
ALC_TAT.3.2C
ALC_TAT.3.3C
ALC_TAT.3.1E

ALC_TAT.3.2E

The developer shall identify the development td@sg used for the TOE.

The developer shall document the selected impléatien-dependent options of the
development tools.

The developer shall describe the implementatiandsrds for all parts of the TOE.

All development tools used for implementation sbhalwell-defined.

The documentation of the development tools shadimbiguously define the meaning of all
statements used in the implementation.

The documentation of the development tools shadimbiguously define the meaning of all
implementation-dependent options.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

The evaluator shall confirm that the implementastandards have been applied.

5.2.6 Maintenance of Assurance (AMA)

5.2.6.1 Explicit: Assurance Maintenance Plan (AMA_AMP_EXP.]

AMA_AMP_EXP.1.1D The developer shall provide an Assurance Maintem&han.
AMA_AMP_EXP.1.1C The Assurance Maintenance Plan shall identify #sua@nce baseline.
AMA_AMP_EXP.1.2C The Assurance Maintenance Plan shall charactdreehanges to the assurance baseline

that are covered by the plan.
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AMA_AMP_EXP.1.3C
AMA_AMP_EXP.1.4C

AMA_AMP_EXP.1.5C
AMA_AMP_EXP.1.6C
AMA_AMP_EXP.1.7C
AMA_AMP_EXP.1.8C

AMA_AMP_EXP.1.9C

Version 4.2, 31 May 2010

The Assurance Maintenance Plan shall describeldmngd TOM release-cycle.

The Assurance Maintenance Plan shall identify thenrmed schedule of assurance
maintenance audits and the conditions for the émdaintenance.

The Assurance Maintenance Plan shall justify thenpéd schedule of assurance
maintenance audits and the conditions for the émdaintenance.

The Assurance Maintenance Plan shall identify tteegsses for assigning and ensuring
currency of knowledge of individual(s) assuming tbke of security analyst.

The Assurance Maintenance Plan shall define thatioeship between the security

analyst and the development of the evidence.

The Assurance Maintenance Plan shall identify theceptual, technical, and evaluation
qualifications of the individual(s) identified asetsecurity analyst.

The Assurance Maintenance Plan shall describe rigedure specifying the method by

which changes to the assurance baseline will batifos.

AMA_AMP_EXP.1.10C The Assurance Maintenance Plan shall describertteedures to be applied to the TOM

AMA _AMP_EXP.1.11C The Assurance Maintenance Plan shall

AMA_AMP_EXP.1.1E

to maintain the assurance established for thefieerT OE.

describe thetrals and mechanisms
implemented to ensure that the procedures docuchéntéhe Assurance Maintenance
Plan are followed.

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

5.2.7 Platform Assurance (APT)

5.2.7.1 Explicit: Specified Platform Definition (APT_PDF_EXP.1)

APT_PDF_EXP.1.1D
APT_PDF_EXP.1.2D

APT_PDF_EXP.1.1C

APT_PDF_EXP.1.2C

APT_PDF_EXP.1.3C

APT_PDF_EXP.1.4C

APT_PDF_EXP.1.5C
APT_PDF_EXP.1.6C
APT_PDF_EXP.1.7C
APT_PDF_EXP.1.8C
APT_PDF_EXP.1.1E
APT_PDF_EXP.1.2E
APT_PDF_EXP.1.3E

APT_PDF_EXP.1.4E

The developer shall supply platform definition domntation.

The developer shall provide the platform definitdocumentation to potential end-users
of the product under terms no more restrictive tiensecurity target.

The platform definition documentation shall ideptihe types of commercial-off-the-
shelf, mass-produced, non-specialized, third paletform components that comprise the
platform for the TOE.

The platform definition documentation shall spedife rules for assembling platform
components into a valid platform for the TOE.

The platform definition documentation shall include platform component security
analysis for each type of platform component toidate the capabilities of the
component and how the component capabilities iotevith the TOE.

The platform definition documentation shall ideptdfomponent interface specifications
provided by platform component manufacturers fa #xternal platform interfaces and
the internal platform interfaces, including intexa between platform components that
define the interface and behavior of each validfpien component.

The platform component security analysis shall ati@rize each platform component
type in terms of allowable variations in functiopalrameters.

The platform component security analysis shall diescthe effect of the full range of
allowed functional parameter variations on the TOE.

The platform component security analysis shall fifigrany platform components that
are directly responsible for implementing any pdrany SFR.

The references to each component interface shaBufffeciently precise to allow the
specifications to be obtained by a third party.

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

The evaluator shall verify that the platform defom identifies all types of platform
components that may be required to construct d ydditform for the TOE.

The evaluator shall verify that the rules for ptath assembly allow construction of valid
platforms for the TOE.

The evaluator shall verify that the platform configtion(s) used for testing are
constructed in accordance with the platform debnit
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APT_PDF_EXP.1.5E

APT_PDF_EXP.1.6E

APT_PDF_EXP.1.7E

APT_PDF_EXP.1.8E

Version 4.2, 31 May 2010

The evaluator shall confirm that all relevant SFR® addressed in the platform
component security analysis for each platform camapt type.

The evaluator shall confirm that all security metbkms implemented in platform
components that are depended on by the softwarkopoof the TOE are correctly
identified in the applicable ADV_HLD and ADV_LLD damentation.

The evaluator shall confirm that component intezfapecifications are identified for all
platform components.

The evaluator shall select a subset of the componégrface specifications and shall
verify that they provide adequate information tpsort design and testing of component
compatibility.

5.2.7.2 Explicit: Complete Platform Specification (APT_PSP EXP.1)

APT_PSP_EXP.1.1D
APT_PSP_EXP.1.2D
APT_PSP_EXP.1.3D
APT_PSP_EXP.1.4D
APT_PSP_EXP.1.1C
APT_PSP_EXP.1.2C
APT_PSP_EXP.1.3C
APT_PSP_EXP.1.4C

APT_PSP_EXP.1.5C

APT_PSP_EXP.1.1E

The developer shall identify the specificationsdfirexternal platform interfaces.

The developer shall supply a complete specificatioall external platform interfaces.
The developer shall supply a complete specificaioall internal platform interfaces.

The developer shall supply a complete specificatiball platform component interfaces
that are not external and are not used by the TOE.

The external platform interface specification shadlentify invocation methods,
parameters, expected results, and error conditareal external platform interfaces.

The external platform interface specification shmtbvide an argument that all external
platform interfaces are included in the specifizati

The internal platform interface specification shadlentify invocation methods,
parameters, expected results, and error conditara! internal platform interfaces.

The internal platform interface specification shalbvide an argument that all internal
platform interfaces are included in the specifizati

The internal platform interface specification shaibvide an argument that all platform
component interfaces that are not external anchareised by the TOE are included in
the specification.

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

5.2.7.3 Explicit: Tested Platform Conformance (APT_PCT_EXP1)

APT_PCT_EXP.1.1D

APT_PCT_EXP.1.1C
APT_PCT_EXP.1.2C
APT_PCT_EXP.1.1E

APT_PCT_EXP.1.2E

For each type of commercial-off-the-shelf, massdpeed, non-specialized, third party
platform component, the developer shall describeepimnce test procedures that
demonstrate that a particular platform componentasmpatible with the platform
definition.

The acceptance test procedures shall verify that ghrticular platform component
operates successfully when used as a componemt GTQE.

The acceptance test procedures shall explicitlyatéplatform security features on which
the TSF depends, as identified in the platform comemt security analysis.

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

The evaluator shall verify that the acceptance prstedure has been successfully
followed for the platform components used in theET€nfiguration(s) that are tested.

5.2.7.4 Explicit: Comprehensive Platform Security Testing APT_PST_EXP.1)

APT_PST_EXP.1.1D
APT_PST_EXP.1.1C

APT_PST_EXP.1.2C

The developer shall supply tests to verify correperation of all external platform
interfaces, and those internal platform interfacssd by the TOE.

The platform security tests shall define the testpdures and expected results for each
tested interface.

The platform security tests shall include an arguintieat the test coverage of applicable
platform interfaces is complete.
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APT_PST_EXP.1.3C

APT_PST_EXP.1.4C

APT_PST_EXP.1.1E
APT_PST_EXP.1.2E

APT_PST_EXP.1.3E

Version 4.2, 31 May 2010

The platform security tests shall verify correatigity operation of at least one instance
of each interface and/or interface parameter thatanipulable by an untrusted subject.
The platform security tests for the internal platfiointerfaces used by the TOE shall
verify correct security operation of the platforrangponent feature(s) that implement
those feature(s).

The evaluator shall confirm that the informatioroyided meets all requirements for
content and presentation of evidence.

The evaluator shall observe execution of the platfsecurity tests and verify that the
correct test results are obtained.

The evaluator shall confirm that the claimed testerage for internal platform interfaces
used by the TOE is complete with respect to usaginterfaces described in the
applicable ADV_HLD and ADV_LLD documentation.

5.2.7.5 Explicit: Comprehensive Platform Vulnerability Assessment

(APT_PVA_EXP.1)
APT_PVA_EXP.1.1D

APT_PVA_EXP.1.2D
APT_PVA_EXP.1.1C
APT_PVA_EXP.1.1E

APT_PVA_EXP.1.2E

5.2.8 Tests (ATE)

The developer shall consider all external platfanterfaces, and those internal platform
interfaces used by the TOE in performing the vidbéity assessment as specified in
AVA_VLA_EXP.4.

The developer shall provide platform vulnerabiligsessment documentation.

The platform vulnerability assessment documentasiball describe the disposition of
considered vulnerabilities.

The evaluator shall confirm that the informatioroygded meets all requirements for
content and presentation of evidence.

The evaluator shall consider all external platfonterfaces, and those internal platform
interfaces used by the TOE in performing the vidbédity assessment.

5.2.8.1 Rigorous Analysis of Coverage (ATE_COV.3)

ATE_COV.3.1D The developer shall provide an analysis of thedegerage.

ATE_COV.3.1C The analysis of the test coverage shall demomestied correspondence between the tests
identified in the test documentation and the TSHesxribed in the functional specification.

ATE_COV.3.2C The analysis of the test coverage shall demomesthat the correspondence between the TSF
as described in the functional specification areltdsts identified in the test documentation is
complete.

ATE_COV.3.3C The analysis of the test coverage shall rigorodglgnonstrate that all external interfaces of
the TSF identified in the functional specificatioave been completely tested.

ATE_COV.3.1E The evaluator shall confirm that the informaticoypded meets all requirements for content

and presentation of evidence.

5.2.8.2 Testing: Implementation Representation (ATE_DPT.3)

ATE_DPT.3.1D The developer shall provide the analysis of thatlef testing.

ATE_DPT.3.1C The depth analysis shall demonstrate that the idsntified in the test documentation are
sufficient to demonstrate that the TSF operatescgordance with its high-level design, low-
level design and implementation presentation.

ATE_DPT.3.1E The evaluator shall confirm that the informaticoypded meets all requirements for content

and presentation of evidence.

5.2.8.3 Ordered Functional Testing (ATE_FUN.2)

ATE_FUN.2.1D The developer shall test the TSF and documeniethdts.
ATE_FUN.2.2D The developer shall provide test documentation.
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ATE_FUN.2.1C The test documentation shall consist of test pleas procedure descriptions, expected test
results and actual test results.

ATE_FUN.2.2C The test plans shall identify the security funetido be tested and describe the goal of the
tests to be performed.

ATE_FUN.2.3C The test procedure descriptions shall identify thsts to be performed and describe the
scenarios for testing each security function. Thesenarios shall include any ordering
dependencies on the results of other tests.

ATE_FUN.2.4C The expected test results shall show the anteipatitputs from a successful execution of the
tests.

ATE_FUN.2.5C The test results from the developer executiorheftests shall demonstrate that each tested
security function behaved as specified.

ATE_FUN.2.6C The test documentation shall include an analyfsikeotest procedure ordering dependencies.

ATE_FUN.2.1E The evaluator shall confirm that the informaticoypded meets all requirements for content

and presentation of evidence.

5.2.8.4 Independent Testing - Complete (ATE_IND.3)

ATE_IND.3.1D
ATE_IND.3.1C
ATE_IND.3.2C

The developer shall provide the TOE for testing.
The TOE shall be suitable for testing.
The developer shall provide an equivalent setesburces to those that were used in the

developer’s functional testing of the TSF.

ATE_IND.3.1E

The evaluator shall confirm that the informaticoypded meets all requirements for content

and presentation of evidence.

ATE_IND.3.2E

The evaluator shall test a subset of the TSF poapate to confirm that the TOE operates as

specified.

ATE_IND.3.3E

The evaluator shall execute all tests in the destumentation to verify the developer test

results.

5.2.9 Vulnerability assessment (AVA)

5.2.9.1 Systematic Covert Channel Analysis (AVA_CCA_EXP.2)

AVA_CCA_EXP.2.1D
AVA_CCA_EXP.2.2D
AVA_CCA_EXP.2.1C
AVA_CCA_EXP.2.2C
AVA_CCA_EXP.2.3C
AVA_CCA_EXP.2.4C
AVA_CCA_EXP.2.5C
AVA_CCA_EXP.2.6C
AVA_CCA EXP.2.1E

AVA_CCA_EXP.2.2E

AVA_CCA_EXP.2.3E

The developer shall conduct a search for interifartcovert channels with respect to
the Partitioned Information Flow Palicy.

The developer shall provide covert channel analys@imentation.

The analysis documentation shall identify covegratels and estimate their capacity.
The analysis documentation shall describe the piwes used for determining the
existence of covert channels, and the informatieeded to carry out the covert channel
analysis.

The analysis documentation shall describe all apfoms made during the covert
channel analysis.

The analysis documentation shall describe the ndetheed for estimating channel
capacity, based on worst case scenarios.

The analysis documentation shall describe the weasé exploitation scenario for each
identified covert channel.

The analysis documentation shall provide evider@ the method used to identify
covert channels is systematic.

The NSA evaluator shall confirm that the informatiprovided meets all requirements
for content and presentation of evidence.

The NSA evaluator shall confirm that the result$haf covert channel analysis show that
the TOE meets its functional requirements.

The NSA evaluator shall selectively validate theezb channel analysis through testing.

5.2.9.2 Analysis and Testing for Insecure States (AVA_MSU)3

AVA_MSU.3.1D

The developer shall provide guidance documentation

Green Hills Software Inc. Information 44



Security Target

AVA_MSU.3.2D
AVA_MSU.3.1C

AVA_MSU.3.2C
AVA_MSU.3.3C
AVA_MSU.3.4C

AVA_MSU.3.5C
AVA_MSU.3.1E

AVA_MSU.3.2E

AVA_MSU.3.3E
AVA_MSU.3.4E

AVA_MSU.3.5E

Version 4.2, 31 May 2010

The developer shall document an analysis of theagee documentation.

The guidance documentation shall identify all jjdes modes of operation of the TOE
(including operation following failure or operatian error), their consequences and
implications for maintaining secure operation.

The guidance documentation shall be completer,abeasistent and reasonable.

The guidance documentation shall list all assuomgtabout the intended environment.

The guidance documentation shall list all requeata for external security measures
(including external procedural, physical and persbrcontrols).

The analysis documentation shall demonstratetigagjuidance documentation is complete.
The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

The evaluator shall repeat all configuration amgtdllation procedures, and other procedures
selectively, to confirm that the TOE can be confegland used securely using only the
supplied guidance documentation.

The evaluator shall determine that the use ofgthidance documentation allows all insecure
states to be detected.

The evaluator shall confirm that the analysis doentation shows that guidance is provided
for secure operation in all modes of operatiorhef TOE.

The evaluator shall perform independent testingldtermine that an administrator or user,
with an understanding of the guidance documentati@muld reasonably be able to determine
if the TOE is configured and operating in a marthat is insecure.

5.2.9.3 Strength of TOE Security Function Evaluation (AVA_SOF.1)

AVA_SOF.1.1D

AVA_SOF.1.1C

AVA_SOF.1.2C

AVA_SOF.1.1E

AVA_SOF.1.2E

The developer shall perform a strength of TOE s8gcfunction analysis for each mechanism
identified in the ST as having a strength of TOEusity function claim.

For each mechanism with a strength of TOE secduiyction claim the strength of TOE
security function analysis shall show that it meetsexceeds the minimum strength level
defined in the PP/ST.

For each mechanism with a specific strength of T@Eurity function claim the strength of
TOE security function analysis shall show that #ats or exceeds the specific strength of
function metric defined in the PP/ST.

The evaluator shall confirm that the informaticoypded meets all requirements for content
and presentation of evidence.

The evaluator shall confirm that the strengthrokaare correct.

5.2.9.4 Highly Resistant (AVA_VLA_EXP.4)

AVA VLA EXP.4.1D
AVA_VLA EXP.4.2D
AVA_VLA_EXP.4.1C
AVA_ VLA EXP.4.2C
AVA_VLA EXP.4.3C
AVA VLA EXP.4.4C
AVA VLA EXP.4.5C
AVA VLA EXP.4.6C
AVA VLA EXP.4.1E

AVA_VLA_EXP.4.2E
AVA_VLA_EXP.4.3E

The developer shall perform a vulnerability anaysi

The developer shall provide vulnerability analydig€umentation.

The vulnerability analysis documentation shall diésc the analysis of the TOE
evaluation deliverables performed to search forsnaywhich a user can violate the TSP.
The vulnerability analysis documentation shall diesc the disposition of identified
vulnerabilities.

The vulnerability analysis documentation shall shdev all identified vulnerabilities,
that the vulnerability cannot be exploited in theended environment of the TOE.

The vulnerability analysis documentation shall ifysthat the TOE, with the identified
vulnerabilities, is resistant to obvious penetratidtacks.

The vulnerability analysis documentation shall shbat the search for vulnerabilities is
systematic.

The vulnerability analysis documentation shall pdeva justification that the analysis
completely addresses the TOE evaluation delivesable

The NSA evaluator shall confirm that the informatiprovided meets all requirements
for content and presentation of evidence.

The NSA evaluator shall perform an independentenahility analysis.

The NSA evaluator shall perform independent petietrdesting.

Green Hills Software Inc. Information 45



Security Target Version 4.2, 31 May 2010

AVA VLA EXP.4.4E The NSA evaluator shall determine that the TOE asistant to penetration attacks
performed by an attacker possessing a high attaigapal.
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6. TOE Summary Specification

This chapter describes the TOE security functionbassociated assurance measures.

6.1 TOE Security Functions

6.1.1 Security Audit

By default, the TOE does not record audit eventee $ystem Architect enables the auditing capaliltylefining
an optional configuration function as part of thestem configuration. Auditing is enabled when thedtion is
defined and returns a non-zero value.

The TOE provides access to the capabilities of Skeurity Audit security function through variousDE€vice
objects. The System Architect grants authorizatiosubjects to access the security function caiiasiby granting
access to the appropriate |IODevice objects intdconfiguration file.

6.1.1.1 Audit Data Generation (FAU_GEN.1)
The TSF can generate audit records of the followingjtable events:

e Audit logging enabled

« Audit logging disabled

e TOE startup

« Initial Abstract Machine Tests bypassed

» Initial Abstract Machine Tests failed

* Initial Abstract Machine Tests succeeded

» Continuous Abstract Machine Tests started
* Continuous Abstract Machine Tests failed

» Initial TSF self tests bypassed

* Initial TSF self tests failed

* Initial TSF self tests succeeded

» Continuous TSF self tests started

» Continuous TSF self tests failed

» Attempted memory access violation

» Instruction violation

* Message transfer error

» Connection object information flow established
» |ODevice object information flow established
» Link object information flow established

* Memory Region object information flow established
e Mode change requested

* Mode change completed
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e AddressSpace restart requested

e AddressSpace restart completed

» Secure state commanded

» TSF data value rejected

* TOE configuration error

* TOE operational error

* TOE initialization completed

* Dynamic object creation requested (rejected andesstul).

The TOE auditable events satisfy the requiremesmtgéneration of identified auditable events astified in the
following table, which maps the TOE auditable egetd the SFRs and event descriptions as specified i
FAU_GEN.1.

SFR Audit event prompted by SFR TOE auditable event

FAU_ARP.1 Actions taken due to failure of TSF deHts and tests defingdSecure state commanded
in FPT_AMT.1.1

FDP_IFF.1 Denial of requested operation * Attempted memory
access violation

¢ Instruction violation

* Message transfer error
* Dynamic object
creation requested
(rejected and successful

FDP_IFF.3 The use of identified illicit informatidlow channels * Message transfer error
* TOE initialization
completed (indicates if
partition scheduler is not
being used, which would
allow for the exploitation
of certain covert timing

channels)
FIA_USB_EXP.1 Unsuccessful binding of securityihtttes to individual * Initial TSF self tests
partitions, subjects, non-subject exported resaurce failed
* TSF data value rejected
FMT_MSA_EXP.3| Any TSF assignment of a restrictivdalilt value Not audited — restrictive

default values are not
explicitly assigned

FMT_MTD.3 Rejection of specified values for TSFalat TSF data value rejected
FPT_AMT.1 Failures detected by tests of the undeglabstract machine |  Initial Abstract
and the results of the tests Machine Tests failed

¢ Continuous Abstract
Machine tests failed

FPT_CFG_EXP.1| Allrequests for a configuration den Not audited — the TOE
does not provide a
capability for dynamic
configuration changes
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SFR

Audit event prompted by SFR

TOE auditable event

FPT_ESS_EXP.1

Startup of the TOE, i.e., successitilunsuccessful
establishment of secure state

¢ TOE Initialization
* TOE startup

FPT_FLS.1

Failures detected by the FPT_AMT.1 and AFST.1 tests

¢ |nitial Abstract
Machine Tests failed

¢ Continuous Abstract
Machine tests failed

e |nitial TSF self tests
failed

¢ Continuous TSF self
tests failed

Other TSF failures specified in the assignmeriestant of
FPT_FLS.1.1b

TOE configuration error

FPT_MTN_EXP.1

Halt of the TOE when the TSF is ueabl preserve secure
state after transitioning to maintenance mode faogecure
state

Secure state commanded

FPT_RCV_EXP.2

TOE condition that causes the TSfet an insecure state

* TOE configuration
error

¢ |nitial Abstract
Machine Tests failed
¢ Continuous Abstract
Machine tests failed

* |nitial TSF self tests
failed

e Continuous TSF self
tests failed

Action taken to attempt to recover the TOE to@use state

Secure state commanded

FPT_RCV.4 The inability of the TOE to return toexsre state after Secure state commanded
failure of a security function
The detection of a failure of a security function Secure state commanded
FPT_STM.1 Changes to the TSF-internal time source ot ahldited — the TOE

does not provide a
capability to change the
time of the high-
resolution timer used for
time stamps

FPT_TST_EXP.1

Failures of TSF self tests and thaeltg of the tests

¢ |nitial TSF self tests
failed

e Continuous TSF self
tests failed

FRU_RSA.2

Attempts to exceed memory quota

Not additthe TOE
does not provide a
capability to allocate
additional memory
during run-time
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SFR Audit event prompted by SFR TOE auditable event

Attempts to exceed processing time quota Not additthe TOE
does not provide a
capability to allocate
additional processing
time during run-time

The security audit function records the followimdormation in each audit record:
e Timestamp
e Type of event
e Subject identity
e Outcome of the event (success or failure)

* Resource identity.

6.1.1.2 Audit Review (FAU_SAR_EXP.1)

The TSF exports audit records by providing authestigubjects the capability to read an audit refmnth the audit
event log. The audit event log comprises a circhidfer in kernel memory. The TSF provides an IOiDewbject
that allows authorized subjects to read audit @xdrom the audit event log. Audit records havexad format
whose structure is available to applications exagubn the TOE. In this way, the exported auditords are
provided to authorized subjects in a manner swatédn the authorized subject to interpret the infation contained
in the audit record. Once read, the audit recordnsoved from the audit event log. If the auditréveg fills up, the
TSF's default action is to overwrite the oldestoret

6.1.1.3 Selective Audit (FAU_SEL.1)
The TSF provides the capability to select whichitinde events will be audited, based on the foltayttributes:

* Resource identity

*  Subject identity

* Eventtype

» Success of auditable security event
e Failure of auditable security event.

The System Architect can define in a static conmfigion file an Audit Log Exclusion Table that defsthe
auditable events that are to be excluded from beimtited by the TSF. The TSF uses the entriesarAtidit Log
Exclusion Table to determine if an audit recorddarauditable event is to be generated.

6.1.1.4 Security Alarms (FAU_ARP.1)

Any time the TSF detects a failure that requirdsifigasystem operation (including failure of the sitact Machine
Tests and TSF Self Tests), it enters maintenanakemicask scheduling is not performed within thagest

6.1.1.5 Security Audit Summary
The Security Audit function is designed to satigfg following security functional requirements:

» FAU_ARP.1: If the TSF detects any failure that riegg halting the system (including failure of the
Abstract Machine Tests and the TSF self-testgjillithalt system scheduling and enter maintenanodeam

e FAU_GEN.1: The TSF is able to generate audit rexdh@t include start-up and shutdown of the audit
function, start-up and shutdown of the TOE, andltadl auditable events identified in Table 2 of 81&
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The generated audit records contain a timestamph®raudited event, the type of event, the subject
identity, the resource identity and the outcomthefevent.

e FAU_SAR_EXP.1: The TSF provides the capability xpart audit records to authorized subjects in afor
that the authorized subject is able to interpret.

* FAU_SEL_EXP.1: The TSF provides the ability to selehich events are to be audited, based on resourc
identity, subject identity, event type and outcdisigccess or failure) of the event.

6.1.2 User Data Protection

The TOE is an object-based operating system. Ergsgyurce in the TOE is represented by an Objed. dbject
types supported by the TOE are as follows:

» AddressSpace, which defines a partition and suppask management

» Task, which is an active entity (subject) that sapptask management

* MemoryRegion, which supports memory management

» Link, which supports access management

» |ODevice, which supports I/O management

«  Connection, which supports synchronous and asynolmsocommunications

» Activity, which supports asynchronous communicagiand task management
« Semaphore, which supports task synchronization

e Clock, which supports time management.

The AddressSpace, MemoryRegion, Link, IODevice @odnection objects are strictly static objects.iAdtances

of these objects that are required by the applinatiexecuting on the TOE are defined and allocated
configuration data that is defined off-line and ded onto the processor with the operating systene Task,

Activity, Semaphore and Clock objects can be statidynamic, with the number of dynamic objects tten be

created restricted by the amount of memory allat&dghe partition. Static objects can be shardddyen partitions

by the use of the Link object. Dynamic objectsraseshareable.

An AddressSpace represents an individual spaceeshary addresses for application execution. The atjper

system kernel runs in a physical AddressSpace hedTOE utilizes the capabilities of the PowerPC migm
management unit to manage virtual AddressSpacedainessSpace is allocated processor time for xbeution

of its tasks in a partition time window schedulédjet is defined in the configuration data. The stthe defines the
offset and duration within the schedule sequenatttte AddressSpace’s tasks can execute.

A Task is an individual execution thread within AddressSpace. Multiple Tasks can be defined towitimin each
AddressSpace. A Task has full access to the mearahobjects within its corresponding AddressSpace.

6.1.2.1 Partitioned Information Flow SFP (FDP_IFC.2, FDP_IH-.1)

The TOE implements the Partitioned Information FI®KP to control information flows between subjeatsl
exported resources. The TOE enforces the Partititmiermation Flow SFP as a Partition Abstractias defined in
Section 2.3.2 of the Separation Kernels PP. In #fistraction, the subjects in a partition have hganous
requirements for access, on a per-partition basisxported resources.

A virtual AddressSpace is assigned resources (agmory, data) and authorized information flowsy(eshared
memory, Connections, Links to I0Device resourc@s).AddressSpace has a single identifier that remssboth
the partition and bounded subject. Thus, the TORrees seperation at the virtual AddressSpace kayndlvithin
an AddressSpace, the active elements are the TasKscorresponding Activity objects). The set okK&and
corresponding Activity objects associated with addfessSpace are collectively the “Subject”. All Ksaassociated
with an AddressSpace have identical access to duge&sSpace’s assigned resources.
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The TOE implements a partition time window scheduléhich is used to assign execution time windoaverie or
more AddressSpaces. Each TOE “partition” is an etee time window within a major frame. In this d¢ert, the
“partition” is a time resource with all assigneddkdssSpaces having the same access to the timewiddcess to
the time resource is explicitly controlled througle configuration data (assigned on a per AddressSpasis).

All of the static objects defined in the configuoat data, plus any dynamic objects that might beated by
executing tasks, constitute the exported resowttse TOE.

The TOE configuration data defines:
e The AddressSpaces

e The objects belonging to each AddressSpace thatt rbes statically defined, comprising the
AddressSpace’s MemoryRegion, Link, IODevice, andii@&etion Objects

» The objects belonging to each AddressSpace thatmayatically defined, comprising the AddressSjsace
static Task, Activity, Semaphore, and Clock Objects

» Each AddressSpace’s time allocations in the pantitime window schedule
» Each AddressSpace’s access to I0Devices and physécaory

* Authorized information flows between AddressSpaossig Connection Objects and MemoryRegion
Objects

* Authorized access to Objects defined in other AslsiBpaces using Link Objects.

The TOE defines an API that specifies all the opi@na that can be performed on Objects. Operatimasspecific
to Object types. Each function in the API resultsaicall into the kernel to perform the requestpdration. The
kernel determines that the caller is authorizeplesdorm the requested operation.

The configuration data specifies the partitiong thédl exist and be supported by the TOE, and facte defined
partition its static objects. Each partition andleaubject and resource within each partition éntidied, along with
the rules for sharing resources between partitibhese rules represent the authorized informatmnst. The TOE
enforces the Partitioned Information Flow SFP bgugimg each attempt to pass information betweetitipas is
allowed by the defined resource sharing rules. tatrolled operation would result in an informatiiow not
explicitly authorized by the configured informatifiaw rules, then the operation is denied.

6.1.2.2 Limitation of Covert Channels (FDP_IFF.3)

The implementation of the Partitioned Informatiolowr SFP ensures that no covert storage channelsexiah
between partitions. The only storage resourcesdhatbe shared between partitions are those thastatically
defined and specifically authorized for sharingha configuration data. Although an applicationhiita partition
can create certain objects (Task, Activity, Semaplamd Clock objects) dynamically, these dynamjeab cannot
be shared between partitions. Therefore, since staiic objects can be shared, and all sharingaticsobjects
between partitions is explicitly authorized in tbenfiguration data, there are no covert storagaméla between
partitions in the TOE.

The TSF limits the capacity of covert timing chalsneetween partitions to a maximum that is contlby the
manner in which the System Architect configures sbbeduling algorithm and permitted caching podiciend
controls partition jitter and exceptions.

6.1.2.3 Residual Information Protection (FDP_RIP.2)

When a resource is deallocated, the TSF sanitfresdntents of the resource to ensure the infoomatntent of
the resource is not available when the resource-dédlocated.

6.1.2.4 User Data Protection Summary
The User Data Protection function is designed tisfyathe following security functional requirement
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FDP_IFC.2: The TSF enforces the Partitioned InfaimmaFlow SFP as a Partition Abstraction on all
configured partitions, subjects and exported resmiand all operations that cause information dw fl
between subjects and exported resources.

FDP_IFF.1: The TSF explicitly authorizes informatilows between partitions, subjects and exported
resources based on the identity of the involveditmars, subjects and exported resources and the
authorized flows explicitly defined for them in thenfiguration data. If a controlled operation wbusult

in a flow not explicitly authorized in the configation data, the operation is denied. In additiom, a
attempted information flow is denied if the targetource has been disconnected.

FDP_IFF.3: The TSF prevents covert storage charbetiseen partitions and limits the capacity of cove
timing channels.

FDP_RIP.2: The TSF sanitizes the contents of auresowvhen the resource is deallocated.

6.1.3 Identification and Authentication

The TSF configuration data defines the followingsdy attributes for each partition, as represeéniy an
AddressSpace and its allocated objects:

Identity—each AddressSpace has its own uniqueiigedefined by the static configuration data

Minimum and maximum memory quota—the memory alledato an AddressSpace is static, so the
minimum and maximum quota is the same

Minimum and maximum quotas for processing time—whseimg Partition Scheduling, the minimum and
maximum processing time quota is the same — theeByarchitect allocates the execution time windows
for each AddressSpace, and when the AddressSpactvs its CPU resource is guaranteed

Information flow authorizations—the static configtion data defines the subjects (i.e., tasks) dnjelcts
allocated to each AddressSpace, and the allowechtiqes between the subjects and objects, whicimelef
the authorized information flows (i.e., any infotioa flow that is not specifically defined by Objec
allocations in the static configuration data ig. definition, unauthorized).

The TSF configuration data defines the followingiséy attributes for each subject (i.e., one orendasks and
corresponding Activity objects allocated to an AekSpace):

Identity of the subject—each Task object has its amique identity, defined in the static configizat
data or defined by the TOE at run-time

Identity of the partition to which the subject i®umd—each Task object is allocated to a single
AddressSpace, as defined in the static configuratada

Subject authorizations, Information flow authoriaas—the static configuration data defines the ©isje
allocated to each AddressSpace and the alloweatipes that define the authorized information flows

The TSF configuration data defines the followingwsgéy attributes for each non-subject exporte@uese:

Identity of the exported resource—each Object Hasown unique identity, defined in the static
configuration data

Identity of the partition to which the exported oasce is bound—each Object is allocated to a single
AddressSpace, as defined in the static configuratada

Information flow authorizations—the static configtion data defines the Objects allocated to each
AddressSpace and the allowed operations on Olijeatslefine the authorized information flows.

All non-subject exported resources (indeed, albueses) in the TOE are represented by Objects.dBbgre owned
on a per-AddressSpace basis. Each AddressSpadts bas1 Object Table containing the Objects thdbhe to it.
An Object can be directly accessed only from thdtmessSpace. The TOE provides the Link Object lmwal
Objects to be shared across AddressSpaces (onfalgerssSpace basis).
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The TSF configuration data is defined in a fild@dlthe Integrate Input Configuration File or Intéile. This file is
used as input to the Green Hills Software Integrad® which produces the TOE image to be loaded tre target
processor. The configuration data is used by theghate tool to produce a number of Boot Tableg Bbot Tables
are processed during initialization and are usedréate the AddressSpaces, Page Tables, memoryesegand
initial objects assigned to each partition. Iniiation processing also ensures the appropriateodmétions, as
defined in the configuration data, are associatithl @ach partition, subject and resource.

The Identification and Authentication function issigned to satisfy the following security functibrequirements:

* FIA_ATD_EXP.1(1)-(3): As indicated above, the TSSaciates the appropriate security attributes allth
partitions, subjects and resources defined in tBE donfiguration data.

« FIA_USB_EXP.1(1)-(3): As indicated above, during H @itialization the Boot Tables are processed and
used to create the appropriate bindings of secuatifybutes with partitions, subjects and resourass
defined in the TSF configuration data.

6.1.4 Security Management

6.1.4.1 Security Management Functions (FMT_SMF.1, FMT_MOF.}
The TSF is able to perform the following securitagmagement functions:

» Restart the TOE — the TSF provides an authorizbgestithe ability to restart the TOE
e Halt the TOE - the TSF provides an authorized salthee ability to halt the TOE

e Conduct TSF self-tests — the TSF provides Abstikéathine Tests and TSF self tests that are executed
automatically during initialization and can alsoeébecuted continuously by authorized subjects

» Transition the TOE to maintenance mode — the TS#viges an authorized subject the capability to
transition the TOE to maintenance mode

» Enable and disable the TOE audit function — the P8&fvides an authorized subject the capability to
enable and disable the audit function.

As the TOE is intended for use as an embedded coampovith no capability for direct interaction betswn
authorized individuals and the TSF during run-titheloes not provide for security management ralemtification
and authentication of individuals, or associatibmuathenticated users with security managemensr@#é security
management functionality is achieved through tlhacation of appropriate authorizations to partii@and subjects
in the TSF configuration data.

6.1.4.2 Security Management Authorizations and RestrictiondFMT_MSA_EXP.1,
FMT_MOF.1, FMT_MTD.1)

The System Architect can allocate the followinghauizations to subjects in the configuration data:

* Invoke a TOE halt, Invoke a TOE restart, Enter n@iance mode — authorize the subject to access the
Commanded Shutdown IODevice object, which alloves ahthorized subject to transition the TOE to the
secure maintenance state while specifying the reémothe transition (halt, reset, maintenancesexure
state)

» Invoke TSF self-tests — authorize the subject &cate the Abstract Machine and TSF self-tests

» Obtain results of TSF self-tests — the results 8F Belf-tests are written as audit records to thikt @vent
log, so a subject authorized to read audit recisrdsithorized to obtain results of TSF self-tests

e Access audit records — authorize the subject td aealit records by granting the subject read aciteas
IODevice object provided for this purpose

* Enable and disable auditing during run-time — atufeothe subject to access the audit log enabbdiths
IODevice Object provided for this purpose.
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The TSF assigns these authorizations to subjectpefied in the configuration data and restribes ability to
perform these actions to appropriately authorizdgests. Since the TOE does not provide a capgliditdynamic
configuration changes, there is no authorizatioimtoke a configuration change that can be allatttea subject.

6.1.4.3 Static Policy Attribute Initialization (FMT_MSA_EXP .3)

The System Architect defines the allowed informatilows in the configuration data. If an informatiflow is not
explicitly defined in the configuration data, thany attempt by a subject to invoke such an infoionalow will be
denied by the TSF enforcing the Partitioned InfdiaraFlow SFP. Therefore, by definition the defardlues for
security attributes are the most restrictive pdssibince by default no information flow will be gmible. All
information flows must be explicitly defined in tlenfiguration data, which provides the only metmsverride
the default restrictive values of security attrémut

Even in the case of dynamically assigned resousted) resources must be assigned explicitly and ¢ha only be
by dynamically used within the ranges explicitlynfigured by the System Architect. No resources lmamssigned
without being fully specified (and no default vaduere offered), otherwise the assignment will fad.such, strictly
speaking there are no attributes applicable to AMSA EXP.3.

6.1.4.4 Management of TSF Data (FMT_MCD_EXP.1, FMT_MTD.3)

Once the configuration data has been integratel thée TOE executable using the Green Hills Softwategrate
tool, the TSF prevents its modification. There dsaapability to modify the configuration data intatgd with the
TOE executable and loaded onto the target hardwWéee configuration information is converted intdalatructures
known as the Boot Tables, which are protected byk#rnel. The TSF also restricts the ability tadraadit records
(including the results of TSF self-tests) from ¢éhalit event log to authorized subjects.

The TSF performs a boot time check of the Boot &silbd ensure valid values are accepted for TSF data

6.1.4.5 Security Management Summary
The Security Management function is designed tefyathe following security functional requirements

* FMT_MCD_EXP.1: The TSF prevents unauthorized modifbn of the configuration data by protecting it

within the kernel data structures known as Bootldab

FMT_MOF.1(1)-(6): The TSF restricts the ability perform authorized functions to subjects that have
been appropriately authorized in the configuratiama. FMT_MOF.1.1(1) is vacuously satisfied because
the TSF does not provide any capability to invokecenfiguration change of the TOE (see

FPT_CFG_EXP.1).

FMT_MSA_EXP.1: The TSF assigns authorizations tdge security management functions to subjects
as specified in the configuration data. Note thet TSF does not assign an authorization to allaav th
ability to invoke a TOE configuration change, as ttapability is not provided by the TSF.

FMT_MSA_EXP.3: The TSF enforces restrictive defagturity attributes that ensure no information
flows can occur unless specifically overridden byplieit specification of security attributes in the
configuration data.

FMT_MTD.1(1)-(2): The TSF maintains the TOE configtion data and prevents its modification.
FMT_MTD.3: The TSF ensures only valid values areepted for TSF data.

FMT_SMF.1: The TSF provides security managementtfans to: restart the TOE; halt the TOE; conduct
self-tests; and transition to maintenance mode.

6.1.5 TSF Protection

The TOE implements various mechanisms to proteetiritegrity of the TSF and to detect conditionst ttauld
otherwise compromise its security.

Green Hills Software Inc. Information 55



Security Target Version 4.2, 31 May 2010

6.1.5.1 Abstract Machine and TSF Testing (FPT_AMT.1, FPT_TS_EXP.1)

The TOE implements a suite of self -tests to vettifyy correct operation of its supporting hardware the integrity
(using SHA-1) of its own executables and configoratdata. The TOE executes the self -tests durirsgem
startup, during the process of automated recovesyn fa temporary hardware failure, and periodicaly a
preconfigured schedule defined in the configuratiata by the System Architect.

Available tests for the supporting hardware or i@zstmachine and the TOE are categorized in twosway
» abstract machine tests (or AMT) or self-tests (BFJand
» initial (or start-up/power-up) or continuous.

The AMTs address the correct operation of the sappphardware while the (TSF) self-tests addréssimtegrity
of the TSF. Initial tests are run during start-uparing automatic recovery, while continuous tests available to
be invoked from partitions as configured by TOErsse

e« The continuous AMT tests include Processor Prigitegnstruction Tests, RAM Bit Errors Tests,
Unmapped Memory Protection Test, and Mapped MerRegd-Only Protection Test.

e The initial AMT tests include Arithmetic Logic UnfALU) Tests, High Resolution Clock Tests, L1 Cache
Tests, RAM Memory Reservation Tests, Memory Manag@nunit (MMU) Tests, RAM Bit Errors Tests,
RAM Register Tests, and ROM Tests.

* The initial and continuous (TSF) self-tests perfoBiHA-1 integrity checks of the TSF executable and
configuration files.

The User and Adminsitrator guidance should be deedufor more specific information about these gest
examining their results, and exercising the tests.

6.1.5.2 Establishment of Secure State (FPT_ESS_EXP.1)

The TOE ensures the TSF is established in a sestate as defined by the configuration data. Dufli@E
initialization, the Boot Tables are processed. Bwot Tables define the partitions, subjects, resosr and
authorized information flows. During initializatipthe data in the Boot Tables is used to createdsiEpaces, the
Page Table, memory segments and initial objectgyrass to each partition. The kernel also assures tio
applications or partitions can execute until aiftéialization has completed. If the TSF encountemy errors during
initialization, the kernel will enter the securdttsate. At the end of initialization, the initisgécure state of the TOE
is established and the TSF will enforce the Partéd Information Flow Policy as specified by thefaguration
data.

6.1.5.3 Failure with Preservation of Secure State (FPT_FL3)

If the TSF identifies a failure in its initial staup tests or its periodically executed self testsgncounters any other
failure that requires halting system operatiomniters the secure halt state. This state repregentecure state of
the system following a failure condition. Task sthiéng is not performed within this state. Withinigt state, a
processor reset is required to exit, which assatietests and initialization must succeed beforemering the
secure state.

6.1.5.4 TOE Halting, TOE Maintenance, and TOE Restart (FPT HLT EXP.1,
FPT_MTN_EXP.1, FPT_MTN_EXP.2, FPT_RST_EXP.1)

The TOE provides authorized subjects with the ciipato request the following changes in the TGEts:
* Halting the TOE
e Transitioning to Maintenance Mode
* Restarting the TOE.

These capabilities are supported through the CordethBhutdown IODevice. A subject is authorizeddmeas this
IODevice by a Link Object to the I0Device beinglirded for the subject’'s AddressSpace in the condition data.
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When a valid Commanded Shutdown service call isked by the authorized subject, the maintenande &a
entered. When within the maintenance state, thersestate is preserved (i.e., scheduling is halt€dgre are no
controlled operations that can be invoked by ther.usrom within the maintenance state a user haniflidefined,
is invoked. The user intent, conveyed by the datsed into the service call, is available to thex handler in order
to determine the project specific appropriate actlbthe user handler is not defined, or doespesform a project
specific action (TOE restart, enter maintenanceamett), the TOE is halted.

6.1.5.5 TOE Recovery (FPT_RCV_EXP.2, FPT_RCV.4)

The TSF uses automated procedures to return the t6GH operational secure state following TOE réstan
response to a power failure. When automated regaserot possible, the TSF enters secure state.

The TOE regards all failures within the kernel, estthan power failure, as catastrophic. In the ewdna
catastrophic failure, the TOE enters the secure.sféherefore, all security functions of the TOEher complete
successfully or, in the event of a catastrophikifaj recover to a consistent and secure state.

6.1.5.6 Reference Monitor (FPT_PLP_EXP.1, FPT_RVM.1, FPT_SE.3)

The TOE kernel operates in its own domain and ptstéself from interference and tampering by usited
subjects. Untrusted subjects operate in the parstthat are created and maintained by the kelaelh partition’s
memory is protected from access by another partifithe TOE uses the underlying hardware Memory Mameent
Unit (MMU) to enforce execute/read/write permissoan memory segments. The kernel halts any task tha
attempts to violate the memory protection. Access the kernel from a partition is via a kernel APhe APIs are
specific to particular object types defined by T@E. They provide the only means to manipulateTt®& objects.
Therefore, the TSF is able to ensure that all T&Breement functions are invoked and succeed befoyeother
function in the TSF scope of control is allowedtoceed.

The software architecture of the TSF is such that TSF software subsystems responsible for handhieg
operations on TOE objects (and therefore enfording Partition Information Flow Policy) are sepadate
architecturally from the other software subsystefhe TSF. This separation is described in the affhitectural
design and demonstrated in the design document&ione the underlying processor used by the TQRvEPPC)
provides only two modes of operation (privileged arser), it is not possible to use hardware mechasito
separate the part of the TSF that enforces thétiBarinformation Flow Policy from the rest of tléSF, and also
separate the TSF from the other domains withinTtB€. Therefore, separation is achieved by architatmeans
within software, as permitted by the SeparationngePP.

The TSF is implemented in accordance with the jplacof least privilege. No internal functions et TSF have
more access to TSF data and other TSF resouraessthequired for their assigned functionality. TROE makes
use of the following mechanisms to achieve leastlpge:

» Processor supervisor-mode — the TSF executes icotitext of an AddressSpace that has supervisoemod
privileges. Only those components necessary to@tpgprnel operation are included in supervisor-mod

» User application virtualization — each applicateecutes in the context of a virtual AddressSpatere
the application is limited only to the resourcesvidled to it and is constantly monitored by thegassor
hardware for violations. Within a virtual Address®p, an application has read/write access only to a
limited subset of the processor’s registers (tler-usode registers)

» Static configuration data — configuration dataided at build time and cannot be modified during-time.
There are no dynamic means for an applicationltzate resources or information flows during exigut
Least privilege is enforced by providing to eacttual AddressSpace only the resources and infoomati
flows defined in the static configuration data.

The TOE design evidence evaluated against the ARNV_EXP.3 requirements specified in Section 5.2
substantiates this behavior.
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6.1.5.7 Reliable Time Stamps (FPT_STM.1)

The TSF is able to provide reliable time stampsiferown use, based on the hardware clock provigedhe
underlying PowerPC processor. The time stamp ca®pra value that monotonically increases fromithe the
TOE starts up. The high resolution clock used ifoetstamps provides a resolution of better thamifdoseconds.

6.1.5.8 TSF Protection Summary
The TSF Protection function is designed to satiséyfollowing security functional requirements:

FPT_AMT.1: The TSF implements self tests that etecluring initial start-up, automated recovery and
periodically during normal operation.

FPT_CFG_EXP.1: The TSF does not provide a configamachange capability. In order to change the
configuration of the TOE, the TOE must be haltedl an new image, based on a different static
configuration file, must be downloaded onto the BAd®C card.

FPT_ESS EXP.1: The TSF establishes its initial mesiate by processing the Boot Tables, which
represent the secure state determined by the Systehitect in the configuration data. The configioa
data defines the Partitioned Information Flow Pgliehich is enforced by the TSF.

FPT_FLS.1: The TSF preserves a secure state ievibiet of a failure of the initial start up teststbe
periodic self tests, or the occurrence of a failuequiring the halting of system operation. In thes
circumstances, the TSF enters the defined secate st

FPT_HLT_EXP.1: An authorized subject can call ankéfunction to request a halt of the TOE. The TSF
will preserve the secure state when halting the TOE

FPT_MTN_EXP.1: An authorized subject can call ankéfunction to transition the TOE to maintenance
mode. The TSF will preserve the secure state whantenance mode is entered.

FPT_MTN_EXP.2: When in maintenance mode, the TSésdwt respond to any requests for operations
on TOE objects, thereby ensuring that no operatioaiscould violate the TSP can be performed.

FPT_PLP_EXP.1: The implementation of the TSF emf®rthe principle of least privilege, using
techniques such as processor supervisor-modeappécation virtualization, and static configuratidata,
as demonstrated by the design evidence evaluatddsaghe ADV_INT_EXP.3 requirements specified in
the SKPP.

FPT_RCV_EXP.2: The TSF uses automated recoveryepwes to return the TOE to an operational
secure state following failures requiring haltiffigsgstem operation.

FPT_RCV.4: All security functions of the TOE eithesmplete successfully, or in the event of power
failures, temporary hardware failures or catastiofdilures, recover to a consistent secure state.

FPT_RST_EXP.1: An authorized subject can requesstart of the TOE by calling a kernel functioneTh
TSF preserves the secure state of the TOE followirggstart.

FPT_RVM.1: Entry to the kernel is via object-sp&cikernel APls that are processed by the kernelthatl
ensure the TSP enforcement functions cannot beskggpa

FPT_SEP.3: The TSF uses the underlying MMU to stpfite creation of partitions that maintain
separation between the security domains of subjactise TSF scope of control, and between untrusted
subjects and the TSF. The software design and mgnéation of the TSF provides separation of the
unisolated portion of the TSF from the portion @sgible for enforcing the Partition Information ®io
Policy.

FPT_STM.1: The TSF generates its own time stamp#&hnare monotonically increasing from the time of
TOE initialization, with a frequency of better thAB0KHz.

FPT_TST_EXP.1: The TSF implements self tests that@e during initial start-up, automated recovery
and periodically during normal operation. In adatiti the TSF uses SHA-1 to verify the integrity SH
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configuration data and stored TSF executable cdte. results of the self tests (success or failare)
written to the audit event log, which can be repcbthorized subjects.

6.1.6 Resource Utilization

The System Architect specifies in the configuratilata the memory resources that are allocateddio jartition.
Each patrtition has its own memory quota that cabeathanged by the partition during TOE operatidhdynamic
objects required by the application running in gipan are created from the allocated memory qudtee partition
cannot grow its memory allocation, nor does it aske memory back to the kernel. A partition canndiaest or
affect the memory availability of another partition

The System Architect also specifies in the configion data the processing time to be allocatedioh @artition, by
defining execution time windows for each partitiofhe TOE implements partition scheduling, in whieaich
partition is allocated blocks of time to execute édpplications. When a partition is active, its CRdgource is
absolutely guaranteed.

The Resource Utilization function is designed tiiséathe following security functional requiremsnt

* FRU_RSA.2: As indicated above, the TSF enforcesiiim and maximum quotas of both system
memory and processing time for each partition lgcating fixed, invariable memory and time quotas f
each partition as defined in the configuration data

e FRU_PRU_EXP.1: Since the memory and processing ¢jus¢as allocated to each partition are fixed, the
TSF is able to exhibit predictable and worst-camenidled usage of execution time and memory.

6.2 TOE Security Assurance Measures

6.2.1 Configuration Management

The Green Hills Software configuration managem&mM) system uses a version control system to prowide
automated means of ensuring only authorized chamagesmade to configuration items, including the TOE
implementation representation. Build scripts, naimed under the version control system, are rumagthe source
code to support generation of the TOE. The versmmmtrol system can also be used in conjunction s&ttipts to
ascertain all changes between the TOE and its girggesersion and to conduct impact analysis, wheriels
possible to identify all configuration items affedtby the modification of a given configurationniteGreen Hills
uses a problem tracking software tool for trackamgl maintaining security flaws. The CM documentatiescribes
the automated tools and their use within the CMesyis

The TOE reference is unique to each version of Tid&E and the TOE is labeled with this reference. T
documentation comprises the configuration list, Qllan, acceptance plan, and integration procedurés.
configuration list describes the configuration ieewomprising the TOE and clearly identifies the figuration
items comprising the TSF. The list of configuratidv@ms includes: the implementation representatgagurity;
development tools and related information; andetveduation evidence required by the assurance coemis in the
ST. Configuration items are uniquely identified the combination of directory path name, file namate, and
version control system version number. This is deed in the CM documentation.

The CM plan describes how the CM system is usedid@stified above, the CM system ensures only aizbd
changes can be made to the configuration itemssapdorts generation of the TOE. The CM system ples/ithe
capability to audit all modifications to the TOmBciuding the originator, date and time. The CM egsts able to
identify the master copy of all material used togate the TOE. The acceptance plan describesticegures for
accepting modified or new configuration items ast pd the TOE. Green Hills Software uses a Configion
Control Management board (CCMB) to oversee the igardtion management of the TOE and to accept and
approve changes to the TOE. The integration praesddescribe how the CM system is applied to th&TO
manufacturing process.

The Configuration Management assurance measusfisatihe following security assurance requiremet#sned
for the TOE:
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« ACM_AUT.2
- ACM_CAP.5
- ACM_SCP.3

6.2.2 Delivery and Operation

Green Hills Software provides delivery documentatand procedures to identify the TOE, allow detecttof
unauthorized modifications of the TOE or attemptsnasquerade as the developer, and installatiorgendration
instructions at start-up. Green Hills Software uaeNIST-approved digital signature algorithm anduse hash
algorithm to sign the TOE code. Green Hills Softvdelivers the TOE code and cryptographic keyintensl via
independent channels. Green Hills Software providesTOE media either via CD or FTP server and thiiates
a call with the recipient in order to deliver thgpéicable key. They provide a signature with thévéey that can be
verified using Green Hills Software’s public PGPRykend then used to verify the delivery prior to yption. The
signature service uses the RSA digital signatugerahm with 2048 bits with an odd exponent.

The delivery procedures describe all applicablegdares, including: use of independent deliverynokés for code
and cryptographic keying material; use of cryptphia mechanisms to detect modification of the cddeng
initial delivery and subsequent updates; use gftographic mechanisms to verify the integrity ofH ©ode; use of
cryptographic mechanisms to verify delivery frora thtended source (i.e. Green Hills Software).

Green Hills Software also provides documentaticat tfescribes the steps necessary to install th&E®RITY-
178B Separation Kernel in accordance with the etabliconfiguration:

e High Assurance Security Products Installation, Gati@n, and Start-up Document

The Delivery and Operation assurance measureisatigfe following security assurance requiremetasned for
the TOE:

- ADO_DEL_EXP.2
. ADO_IGS.1

6.2.3 Development

Green Hills Software provides comprehensive desiprumentation describing the architecture, funetion
specification, high-level and low-level design, amplementation of the TOE. The design evidence aisludes
the design of the TOE configuration and loader gpal representational correspondence, and a TSRlmad
addition, the TOE provides a mechanism for trugtéalization.

The informal TSF architectural design describesdiagign of the TSF self-protection mechanisms aastifies that
the design of the TSF protects itself from bypasstampering and achieves the principle of leasilpge.

Green Hills Software provides a number of toolstpport the generation and validation of staticfigomation
data. The static configuration data is initiallyfided in a human-readable, structured, well-defiA&LII file. The
System Architect can use the Integrate tool, whintiudes a graphical user interface for defining gartitions,
subjects and resources to be defined in the comdfigun data, to create this file Alternatively, thstatic
configuration data can be defined directly in anCASile, the structure of which is described iretimtegrate User's
Guide. The System Architect then uses the AdaMUUULTI integrated development environment (IDE) to
convert the ASCII file into a machine-readable fpralled the boot table representation. Green ISidfware also
provides a utility (called gdump) that can conutee boot table representation back into a humadataa form. In
order to ensure the integrity of generated conéiians, the Security Architect can include SHA-Elies and can
configure integrity tests for a given project sattthe hashes are checked.

The TOE loader combines the TOE, boot table reptatien, user applications, and SHA-1 hashes insingle
image that is loaded and then checked with its 8kA-1 hash, which is used to verify the transferiradge after
loading.

components include the ability to check the intiyguf the entire configuration and to halt if anyogs are detected.
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These functions are invoked and run alone as fdaat ystem reset and are part of the kernel, whichains
inaccessible even after the system has startedhisnmanner, the initialization functions are potéel from
tampering and access at all times.

The functional specification completely represehts TSF and describes the external TSF interfat8&1j in a
formal style, supported by informal explanatoryttex appropriate. The presentation of the TSFhénftunctional
specification: designates each external TSFI asrigg@nforcing or security supporting; describlee purpose and
method of use of each external TSFI; identifies dadcribes all parameters associated with eachnext&SFI;
describes all effects and exceptions associatdu esith external TSFI; describes all error messeggsting from
the effects and exceptions associated with eadrreadt TSFI; and indicates the TSFI associated eétth indirect
error message.

The high-level design is semi-formal, supportediffprmal explanatory text as appropriate, and dbesrthe
structure of the TOE in terms of subsystems. lbidies all subsystems in the TSF and designates ths security-
enforcing or security-supporting. It describes streicture of all TSF subsystems, the design ofb#teavior of all
TSF subsystems, and the interactions between Ti&ystiems.

The low-level design is semi-formal, supported bfpimal explanatory text as appropriate, and dbssrthe TSF
in terms of modules. It describes each modulerimdeof its purpose, interfaces, return values ftbase interfaces,
called interfaces to other modules, and globalaideis. It also identifies and describes data shhyedecurity-
enforcing modules. The low-level design includesalorithmic description of each module sufficigntletailed to
represent the TSF implementation.

The software architectural description identifié®e tTSF modules, as described in the low-level desand
describes the process used for modular decompositiothe TSF. It describes how the entire TSF hesnb
structured to minimize complexity and achieve lgastilege. The software architectural descriptimtdresses:
coding standards and any deviation from codingdsteds, on a per module basis; inter-module coupéing
cohesion; the layering architecture, including #esvices provided by each layer and the interastioetween
layers; any mutual dependencies; any unused ondasht code in the TSF; and any non-TSP enforcinduies
included in the TSF.

The TOE is implemented primarily in C, with somese®bly code in the low-level modules. The additiona
information supplied with the implementation rematation describes the use of compiler pre-processustructs
that select which parts of the implementation repn¢gation will be included in the implementatioseif. The
implementation information describes the formattlté external representation of the implementatioaps the
implementation representation to the external gmation of the implementation, and provides aaitbet
description of how the external representationhef implementation is loaded and executed. Greds Hoftware
also has debugging tools and documentation thabearsed to investigate the behavior of the TSF.

The representational correspondence provides, &@h eadjacent level of abstraction of the TOE design
correspondence between the more abstract andsthalistract TOE representation.

Green Hills Software, in collaboration with RockWw€bllins, has developed a formal TOE Security 8&o{TSP)
model and a correspondence between the functigrealification and the TSP model. The TSP model piewia
formal description of the rules and characterist€sll policies in the TSP that can be formally deted, and a
semi-formal description of the rules and charasties of all other TSP policies. The TSP modeludels rationale
that it is consistent and complete with respedcltehe policies of the TSP. The correspondenceatsinates with
appropriate rigor (formally or semi-formally) that TSFI in the functional specification are cotsig and compete
with respect to the TSP model.

The Development assurance measure satisfies tbevfiod) security assurance requirements claimedhferT OE:
+ ADV_ARC_EXP.1
» ADV_CTD_EXP.1
» ADV_FSP_EXP.4
» ADV_HLD_EXP.4
+ ADV_IMP_EXP.3
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« ADV_INI_EXP.1
- ADV_INT_EXP.3
« ADV_LLD EXP.2
« ADV_LTD_EXP.1
- ADV_RCR.3
- ADV_SPM.3

6.2.4 Guidance Documents

Green Hills Software provides administrator andrugg&dance on how to utilize the TOE security fumes and
warnings to administrators and users about actisatscan compromise the security of the TOE. Theiadtrator
guidance includes procedures necessary for theaogeneration of the TSF configuration data anidance on
how to grant the most restrictive set of authoimes and information flows to subjects needed tofgom
authorized tasks.

Guidance explicit to the INTEGRITY-178B Separatkarnel is documented in:
» High Assurance Security Products User and AdmatistrGuidance
» High Assurance Security Products Installation, Gati@n, and Start-up Document.
Green Hills Software documents that support theafiske INTEGRITY-178B Separation Kernel include:
» Safety Critical Products DO-178B Level A Product8ification
* INTEGRITY Reference Manual
* Integrate User's Guide
* INTEGRITY Development Guide
* INTEGRITY BSP User’s Guide
e AdaMULTI: Building Applications for Embedded PoweZP

The Guidance Documents assurance measure satisfiésllowing security assurance requirements agrfor the
TOE:

- AGD_ADM_EXP.1
- AGD_USR.1

6.2.5 Life Cycle Support

The Green Hills Software development security pdoces describe all the physical, procedural, persband
other security measures it has established to giratee confidentiality and integrity of the TOE dgs and
implementation.

Green Hills Software uses a problem tracking saféw@ol to track reported product issues. A listregistered
customers receives flaw notifications when a flaffeds security or safety obtaining a fix from Gmeklills
Software. There is also a service center to detth wioblems, including reporting of flaws. The GreHills
Software software verification processes are ugathsure that corrections do not introduce newlpros.

Green Hills Software uses a standard developméntclicle model, based on RTCA/DO-178B with multiple
objectives. The Software Development Plan docurdestribes how objectives are intended to be sadistnd a
matrix is built to document correspondence. Treedifcle includes software conformity reviews.

Green Hills Software has identified all of the ®aised in developing the TOE. The development tosésl with
the TOE implementation are well defined. The depelent tools documentation unambiguously defines the
meaning of all statements used in the implememntatial all implementation-dependent options.
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The Life Cycle Support assurance measure satigfgollowing security assurance requirements daalrfor the
TOE:

« ALC DVS.2
« ALC FLR3
« ALC_LCD.2
. ALC_TAT.3.

6.2.6 Ratings Maintenance

The Green Hills Software Assurance Maintenance (&\n identifies the assurance baseline and refescthe ST
for a description of the TOE and its security fumcality. The AM Plan describes the planned releasde of the
Target of Maintenance (TOM), the planned sched@il@M audits, and the conditions for the end of ntafrance.
The AM Plan defines the role and necessary quatiios of the Security Analyst. The AM Plan desesitihe
procedures for identifying changes to the assuraaseline, the procedures necessary for maintathm@ssurance
established in the certified TOE, and the contasld mechanisms that ensure the procedures desanittee AM
Plan are followed.

Ratings maintenance activities are documented in:
e High Assurance Security Products GHS Assurance tdiaamce Plan
e Green Hills Software INTEGRITY-178B Separation KelrAssurance Maintenance Requirements

The Ratings Maintenance assurance measure sattsfiésllowing security assurance requirementshotai for the
TOE:

- AMA_AMP_EXP.1.

6.2.7 Platform Assurance

The Green Hills Software Platform Assurance Docuatéon identifies the commercial commodity hardware
components, based on the PowerPC architecturepthaide the platform for the TOE. The Platform Asmce
Documentation includes specifications of the plaife interfaces, the acceptance test procedurespidform
security tests, and the vulnerability assessmetiteoT OE platform.

The Platform Assurance assurance measure satiséefellowing security assurance requirements cgirfor the
TOE:

« APT_PDF_EXP.1
« APT_PSP_EXP.1
« APT_PCT_EXP.1
« APT_PST EXP.1
- APT_PVA EXP.1.

6.2.8 Tests

The Green Hills Software test documentation congrastest plan, test procedure descriptions, exgeest results,
actual test results, and analyses of test coveanddest depth. The test plan identifies the sgcfumctions to be
tested and the goal of tests to be performed. &steprocedure descriptions identify the tests tpdxormed and
describe the scenarios for testing each securiigtion. The tests are automated and the testerotqmmp to a
specific test or otherwise modify the test exeautisequence. Therefore, test ordering dependencgies a
automatically dealt with. The expected test ressiisw the anticipated outputs from a successfutwian of the
tests, while the actual test results demonstratiectiach tested security function behaved as spdcifi
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The test coverage analysis demonstrates the camplarespondence between the tests identified énteist
documentation and the TSF as described in the ibmadtspecification. It rigorously demonstratest thkh external
TSFI have been completely tested.

The test depth analysis demonstrates the testtfiddnn the test documentation are sufficientdEmonstrate that
the TSF operates in accordance with the high-lewel low-level design. Test depth also involves cage of

software structure. Green Hills Software uses Gecoan object code based tool, to ensure that dedision points
and code structures are fully covered when exegigie tests. The test philosophy is to coveradecpaths.

The Tests assurance measure satisfies the folloseiogrity assurance requirements claimed for thE:TO

» ATE_COV.3

. ATE_DPT.2
« ATE_FUN.2
- ATE_IND.3.

6.2.9 Vulnerability Assessment

Green Hills Software has conducted a systematicckefor inter-partition covert channels. The covelngnnel
analysis identifies all covert channels found ia Hearch and estimates their capacity. The cohwarirel analysis
describes the procedures used to identify covesihicbls and the information used to conduct theyaisal It

describes all assumptions made during the anatysisnethod used for estimating channel capacégdt on worst
case scenarios), and the worst case exploitatiemasio for each identified channel.

The guidance documentation identified in Sectio?.4.identifies all possible modes of operation lué fTOE,
including operation following failure or operatidraror, their consequences, and their implicatifmmsnaintaining
secure operation. The guidance documentation has Wwetten to be complete, clear, consistent aadopable. It
lists all assumptions about the intended envirortrimewhich the TOE will operate and all requirensefar external
security measures, including external procedur@lysigal and personnel controls. Green Hills Sofevéas
conducted an analysis of all guidance documentagigpplied with the TOE, demonstrating that the gowk
documentation is complete.

There is no strength of function claim associatéth the ST or with any of the security mechanismplemented
in the TOE. Although AVA_SOF.1 is claimed as a séglassurance requirement, this has been retaimeply for
Separation Kernels PP conformance. The Separatesneis PP also makes no strength of function cfainthe
security functional requirements claimed for theEL O

Green Hills Software has conducted a systematitceear vulnerabilities, based on traditional fattte analysis
methods. All TOE deliverables were analyzed. Thalymis documents the disposition of all identified
vulnerabilities, showing that none of the identifieulnerabilities can be exploited in the intenadedironment for
the TOE. The analysis justifies that the TOE isstast to obvious penetration attacks.

The Vulnerability Assessment assurance measursisatthe following security assurance requiremelaisned for
the TOE:

« AVA CCA EXP.2
« AVA MSU.3
« AVA SOF.1
« AVA VLA EXPA4.
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7. Protection Profile Claims

As documented in this Security Target (ST), Gredrs I$oftware INTEGRITY-178B Separation Kernel cdiep
with U.S. Government Protection Profile for SeparatKernels in Environments requiring High Robuste
Version 1.03, dated 29 June 2007.

The Security Environment, Objectives, and Requirgmén this ST have been reproduced from the Sépara
Kernels PP, as indicated below:

Except as noted below, all threats, organizatisealrity policies and assumptions have been indlaael
no new threats, organizational security policieassumptions have been introduced.

Except as noted below, all of the Separation KerRé#l security objectives have been included antno
objectives have been introduced.

All operations have been completed on the requirgsne compliance with the Separation Kernels PP as
indicated using bold and bold-italic text in Seot1 and 5.2.

The Separation Kernels PP makes extensive usedohetes to explain and justify refinements made to
security functional requirements drawn from CC Rarthis ST includes an end note to identify eagths
requirement, but the end note text simply referthéoSeparation Kernels PP end note for the futl te

References to tables and section headings with@nrélquirement statements have been changed as the
tables and sections in the ST do not have the saimbers as in the Separation Kernels PP.

Table 2 (Auditable Events) has been refined to tifierthe security functional requirements actually
included in the Separation Kernels PP and ST.

The following additional tailoring of specific seity requirements has been performed:

FAU_GEN.1: In accordance with the conventions stateTable 1.1 of the Separation Kernels PP, the ST
author has added the texRéfinement” to the start of FAU_GEN.1.1-NIAP-0407, since tBeparation
Kernels PP has clearly refined this requirement.

FPT_CFG_EXP.1: In accordance with the ApplicatioatdNto FPT_CFG_EXP.1.1, the evaluator has
struck out FPT_CFG_EXP.1.2 and FPT_CFG_EXP.1.8e&sare not applicable to the TOE.

ADO_DEL_EXP.2.5D: Cases (a) (Digital Signature Aigfum) and (c) (Elliptic Curve Digital Signature
Algorithm) are rendered non-applicable by the g@ecof RSA Digital Signature Algorithm and have
been removed.

ADO_DEL_EXP.2.6D is rendered non-applicable by tkelection in ADO _DEL_EXP.2.3D of
“cryptographic signature” and so has been removed.

The ST specifies an additional security managementirement in FMT_SMF.1, to provide the capabildyenable
and disable the audit function. An additional itena of FMT_MOF.1 (i.e., FMT_MOF.1(6)) restrictsatability to
enable and disable the audit function to authorgdgjects.
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8. Rationale

This section provides the rationale for completera®l consistency of the Security Target. Themate addresses
the following areas:

e Security Objectives;

e Security Functional Requirements;
e Security Assurance Requirements;
» Strength of Functions;

* Requirement Dependencies;
 TOE Summary Specification; and,
* PP Claims.

The Separation Kernels PP successfully completatliation on July 17, 2007.The TOE described in 8dsurity
Target conforms with the evaluated Separation KerRP.

8.1 Security Objectives Rationale

The Separation Kernels PP provides rationale fersecurity objectives demonstrating that secutijecives are
suitable to cover the intended environment. Thiemale (provided in Sections 7.1 through 7.3 &f Beparation
Kernels PP) is valid for this ST as no new secwljectives or environmental claims were added.

8.2 Security Requirements Rationale

The Separation Kernels PP provides rationale fer $kcurity requirements, demonstrating that theurigc
requirements are suitable to address the IT sgcobijectives. The rationale for the Separation neerPP
requirements is included here by reference (segdBet.4 of the Separation Kernels PP).

This ST specifies an additional security managerfemttion in FMT_SMF.1, the ability to enable andable the
audit security function. To support this capabjlityis ST also includes an iteration of FMT_MOFdt specified in
the Separation Kernels PP: FMT_MOF.1(6), specifyiegtrictions on the ability to enable and disable audit
function. The specification of FMT_MOF.1(6) contiies to the satisfaction of the following IT setybjectives
of the Separation Kernels PP;:

e O.AUTHORIZED_SUBJECT: FMT_MOF.1(6) specifies thatlyp authorized subjects have the capability
to enable and disable the audit security functtbns contributing to the objective that only authed
subjects are allowed to access restricted services

* O.MANAGE: The additional operation in FMT_SMF.1 sfies the capability to enable and disable the
audit function, which is a capability to support magement of the TOE security functions.
FMT_MOF.1(6) specifies that only authorized sulgecan enable and disable the audit function, thus
ensuring that unauthorized subjects are restritted this security management function.

8.3 Explicitly Stated Requirements Rationale

The Separation Kernels PP provides rationale feretkplicitly stated security requirements, demaistg that the
explicitly stated security requirements are neagsdsecause the Common Criteria requirements wauad to be
insufficient as stated. The rationale (provide®ection 7.6 of the Separation Kernels PP) is Vialidhis ST as no
new explicitly stated security requirements werdeatd
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8.4 Strength of Functions Rationale

The Separation Kernels PP provides rationale ®mtinimum strength of function claim made for theH security
functional requirements. The rationale (providedection 7.7 of the Separation Kernels PP) igiviali this ST as
Nno new security requirements were added.

8.5 Requirement Dependency Rationale

The Separation Kernels PP requirements have beduated and it has been determined that all deperesehave
been satisfactorily addressed in this ST. Since 81 does not introduce any new requirements, mitiadal
rationale is necessary.

8.6 TOE Summary Specification Rationale

Each subsection in Section 6, the TOE Summary 8Sgaton, describes a security function of the T(Hach
description is followed with rationale that indieatwhich requirements are satisfied by aspectseofdrresponding
security function. The set of security functionsrkvtogether to satisfy all of the security funcsoand assurance
requirements. Furthermore, all of the security fioms are necessary in order for the TSF to prottderequired
security functionality.

This Section in conjunction with Section 6, the T@Emmary Specification, provides evidence thatsbeurity

functions are suitable to meet the TOE securityireqnents. The collection of security functionsrivtogether to
provide all of the security requirements. The siégdunctions described in the TOE summary speation are all
necessary for the required security functionalitythe TSF. Table 4 Security Functions vs. Requirements
Mapping demonstrates the relationship between securityirements and security functions.

User data protection
Identification and authentication
Security management

TSF Protection

Resource utilization

FAU _ARP.1
FAU GEN.1
FAU SAR EXP.1
FAU _SEL EXP.1
FDP_IFC.2
FDP_IFF.1
FDP_IFF.3
FDP_RIP.2
FIA_ ATD_EXP.1(1)-(3) X
FIA_ USB_EXP.1(1)-(3) X
FMT_MCD_EXP.1
FMT_MOF.1(1)-(6)
FMT MSA_EXP.1
FMT MSA_EXP.3
FMT _MTD.1(1)-(2)
FMT _MTD.3

X[ X || [Security audit

XXX X

XXX XXX
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FMT_SMF.1 X

FPT_AMT.1

FPT_CFG_EXP.1

FPT_ESS_EXP.1

FPT_FLS.1

FPT HLT _EXP.1

FPT_MTN_EXP.1

FPT_MTN_EXP.2

FPT PLP_EXP.1

FPT_RCV_EXP.2

FPT_RCV.4

FPT_RST EXP.1

FPT_RVM.1

FPT_SEP.3

FPT STM.1

FPT TST _EXP.1

SR XXX X XXX XXX X | X

FRU RSA.2

X

FRU PRU_EXP.1

X

Table 4 Security Functions vs. Requirements Mapping

8.7 PP Claims Rationale

See Section 7, Protection Profile Claims.

! See End Note 1 of Section 5 of the Separation &srP.
2 See End Note 2 of Section 5 of the Separation &srP.
% See End Note 3 of Section 5 of the Separation &srP.
* See End Note 4 of Section 5 of the Separation &grfP.
®> See End Note 5 of Section 5 of the Separation &grfP.
® See End Note 6 of Section 5 of the Separation &grfP.
" See End Note 7 of Section 5 of the Separation &grfP.
8 See End Note 8 of Section 5 of the Separation &grfP.
° See End Note 9 of Section 5 of the Separation &srP.
19 See End Note 10 of Section 5 of the SeparatiomésPP.
1 See End Note 11 of Section 5 of the SeparatiomésrPP.
125ee End Note 12 of Section 5 of the SeparatiomésPP.
13 See End Note 13 of Section 5 of the SeparatiomésrPP.
4 See End Note 14 of Section 5 of the SeparatiomésrPP.
!> see End Note 15 of Section 5 of the SeparatiomésiPP.
' See End Note 16 of Section 5 of the SeparatiomélsiPP.
" See End Note 17 of Section 5 of the SeparatiomésiPP.
'8 See End Note 18 of Section 5 of the SeparatiomésiPP.
9 see End Note 1 of Section 6 of the Separation &srP.
% gee End Note 2 of Section 6 of the Separation &srP.
%L See End Note 3 of Section 6 of the Separation &srAP.
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