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1 Introduction

This section identifies the Security Target, TafeEvaluation (TOE), conformance claims, ST
organization, document conventions, and terminalttggiso includes an overview of the
evaluated product.

1.1 ST Reference

This section will provide information necessarydentify and control the Security Target and
the TOE.

ST Title Tripwire, Inc. Tripwire Enterprise Versiéh3 Security Target

Version: 1.2

Publication Date: October 19, 2014

ST Author Michelle Ruppel, Saffire Systems

Assurance Level: EAL2 + ALC FLR.2

1.2 TOE Reference

The TOE claiming conformance to this ST is identifas:
Tripwire Enterprise, Version 8.3 with the 8.3.5qtat

1.3 Document Terminology
Please refer to CC Part 1 Section 2.3 for defingiof commonly used CC terms.

1.3.1 Acronyms

3DES Triple Data Encryption Standard

AC Access Control

ACL Access Control List

ANSI American National Standards Institute
CC Common Criteria

CLI Command Line Interface

DAC Discretionary Access Control

DACL Discretionary Access Control List
EAL2 Evaluation Assurance Level 2

FIPS Federal Information Processing Standard (NIST)
FTP File Transfer Protocol

GUI Graphical User Interface

HTTP Hypertext Transport Protocol

© 2012-2014 Tripwire, Inc. All Rights Reserved. 1
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HTTPS
IETF
JAR
JDBC
IVM
MD5
NIST
oSP
PP
RAM
RMI
ROM
SACL
SFP
SFR
SHA-1
SMTP
SNMP
SOF
SQL
SSL
TCM
TE
TLS
TOE
TSC
TSF
TSP
ul
VPN

1.4 Overview

Hypertext Transport Protocol Secure
Internet Engineering Task Force

Java Archive

Java Data Base Connectivity

Java Virtual Machine

Message Digest 5

National Institute of Standards and Technology
Organisational Security Policy
Protection Profile

Random Access Memory

Remote Method Invocation

Read Only Memory

System Access Control List

Security Function Policy

Security Functional Requirement
Secure Hash Algorithm 1 (NIST)
Simple Mail Transfer Protocol

Simple Network Management Protocol
Strength of Function

Structured Query Language for data base access
Secure Sockets Layer

Tripwire Cryptographic Module
Tripwire Enterprise

Transport Layer Security

Target of Evaluation

TSF Scope of Control

TOE Security Functions

TOE Security Policy

User Interface

Virtual Private Network

October 19, 2014

The TOE is Tripwire Enterprise Version 8.3 (TE J3a8th the 8.3.5 patch, provided by

Tripwire, Inc. The TOE type is an intrusion detentsystem consisting of a sensor, scanner, and
analyzer to monitor IT systems for activity thatymadicate inappropriate activity on the IT
system. The server portion of the TOE is a softvaanlg TOE that runs on the Windows,

Solaris, SUSE and Red Hat Enterprise Linux opagaystems. The Agent portion of the TOE

© 2012-2014 Tripwire, Inc. All Rights Reserved.
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can be installed and executed on the operatingmsgsidentified in Section 1.4.2.2. TE v8.3
performs file-integrity monitoring, change auditjrapnfiguration assessment, and compliance
reporting. The TOE is an attribute change assedspneduct that also reconciles the changes
against existing management systems and policies.

The TOE provides three main capabilities: File ImtiggMonitor, Compliance Policy
Manager, Remediation Manager. The File Integrityntdw monitors the integrity of critical data
on a wide variety of servers and network devices (egters, switches, firewalls, and load
balancers) called nodes. It does this by gatheysigm status, configuration settings, file
content, and file metadata on the nodes and checkihgrgd node data against previously stored
node data to detect modifications. For IT systems willE Agent installed, the TOE is capable
of monitoring the system for changes made in rea¢-t The Compliance Policy Manager
continually assesses IT configurations against afgetlicies and standards, identifying
deficiencies: The Remediation Manager repairs/corrects configuratioors detected by the
Compliance Policy Manager. The Remediation Managpparts only File Server nodes (i.e.,
the Remediation Manager is only able to repair/atri@lures on File Server nodes).

The TOE consists of a server application component (Tripgnterprise Server), a client
application component (Tripwire Enterprise Agent), antiemtadministrative console
application component (Tripwire CLI). The product regsia database application to support
the product’s storage needs (MySQL is bundled with TB)v&ince TE v8.3 supports the
ability to operate with a database from differing vendassidentified in Section 1.4.2.1), the
database is considered part of the operational environfrtaproduct supports two different
installation configurations and both are allowed in the atatliconfiguration. With a single-
system installation, the TE Server and database are installiget same system. With a
distributed installation, TE Server and database are installdiferent systems. In the CC
evaluated configuration, the TE Server must be cordijtm encrypt all communications
between the TE Server and the database, or the databsseeside on the same system as the
TE server, or the database must reside on a systatedbon a private physical network that is
not globally routable and is protected from attacks and froauthorized physical access. The
other TOE components can run on different machines innsacombinations.

There are two different cryptographic implementations wseithe TOE. The TOE includes the
Tripwire Cryptographic Module (TCM) which is used to implemé&LS to protect
communications between distributed parts of the TOE. leth&iated configuration, the TOE
must be configured in the FIPS approved mode of operafitie TOE relies upon the JVM
TLS implementation in the operational environment to pratectmunications between the
TOE and the remote IT entities (e.g., the database suswser, and user’s shell). The JVM is
not FIPS compliant.

TE Agent uses OpenSSL 0.98k, which is not FIPS valid&tetteate hashes of monitored files.

! This evaluation did not assess whether given pdilies are sufficient to confirm the intended pglor guideline,
but rather assessed whether the applicable pdiiegks worked correctly.

2 Tripwire Cryptographic Module (FIPS certificatemier 1346).

% The correctness of the JVM cryptographic impleragan is not covered by this evaluation. It is ootwered by
vendor assertion.

© 2012-2014 Tripwire, Inc. All Rights Reserved. 3
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OpenSSL is not used for the protection of any seesnformation.

The TOE includes web server functionality that sapHTTPS (HTTP over SS).connections
from a web browser to the TOE’s GUI and CLI. ThgWire Enterprise Server, being a Java
application, utilizes the TLS mechanism providediisy JVM in the operational environment as
part of the HTTPS communication with the GUI and @LI. The JVM is configured to use
TLS for communications with the TOE. In the evaéightonfiguration, physical protection is
assumed for all parts of the TOE and for remotedyitored nodes.

The TOE also uses RMI (Remote Method Invocatiomr awutually authenticated TLS v1
network connections to protect intra-TOE commumacabetween TE Server and the TE Agents
over an untrusted network. RMI is a Java prottical enables distributed Java-to-Java
applications to invoke Java methods on other Jauaal machines, possibly on different hosts.
Because RMI is only used after establishing anemiibated TLS connection between the TE
Server and the TE Agents components, the RMI pobismot available to untrusted callers.

The configuration shown in Figure 1 consists oingle TE Server and database running on the
same machine. It includes a Tripwire CLI applicatrunning on either the same machine as the
TE Server or on another machine. Finally, Figudepicts one or more TE Agents running on
separate platforms (typically network servershi@ operational environment.

1.4.1 Tripwire Enterprise Nodes

A node is a server or network device to be monitoréhere are multiple types of nodes — a file
server node, a database node, a directory serder, acnetwork device node, virtual
infrastructure node and a custom rbd® create a file server node (includes desktdahs)TE
Agent is installed on file server. The other nogleets are assigned a delegate TE Agent that
processes some TE functions for the node.

The TE Agent portion of the TOE is installed on esdhat do not provide external management
interfaces of their own. It is the Agent of the $Erver on that node. The TE Agent is always
running and ready to receive instructions fromTReServer. The TE Agent executes baselines
and integrity checks on its node and communicétesesults from those operations to the TE
Server for reporting and for integration with systevide results. The TE Agent is capable of
collecting audit events from monitored systems. dhéit events are collected from logs on the
systems or from the TE Event Generator. The TE E@emerator is an auditing utility for

UNIX and Windows file servers that creates audéres for monitored files, directories, registry
keys, and registry entries.

All of the compliance policy and standard assesssname performed on the TE Server. The
execution of the corrective Remediation scriptdaee on the Agent. All other actions and
operations in relation to Remediation is perforroadhe Server.

The TE Agent is composed of three parts: Bootdager, Download Code portion, and Remote
Method Invocation (RMI) layer.

* Any reference in the Security Target to SSL beisgd by the TOE or provided by a JVM is a geneatibn and
actually refers to the TLSv1 protocol being involksdthe TOE and provided by the JVM.

® A custom node is a user-created type of netwovicéenode.
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The Bootstrap layer portion of the Agent is a bdsiea Virtual Machine (JVM). When it starts,
it registers itself with a single TE Server.

The Downloaded Code portion of the TE Agent istaodirectives it receives from the TE
Server after registration. The TE Server usesliteetives to customize the Agent to provide
the services required by its configuration. TheAgent is always running and ready to receive
instructions from the TE Server.

TE Server receives attribute values and baselora the TE Agent (the TE Server is responsible
for storing these values). The most recent shaofested attributes is cached on the TE Agent
until it can be sent to the TE Server.

The TE Agent uses a RMI layer over TLS to commueiccurely with the TE Server.

The nodes that do not require an installed TE Ageare their own built-in external management
interfaces and do not have operating systems thad support a TE Agent. For these devices,
TE Server uses the built-in interfaces to moniber ¢onfigurations. For the POSIX compliant
UNIX systems, TE uses its proprietary Universal DeKit (UDK) to collect information as
defined by the customer.

The TE Server obtains information about the curcemfiguration from the nodes that do not
have TE Agent and compares that information togdaseline configuration information. For
each node, the TE Server uses the following adoéssnation:

» Target IP address (or hostname),
» Communications protocols, and
» Authentication credentials

Tripwire Enterprise Server uses the above inforomattd establish a connection and authenticate
itself to the TE node, as if it were an adminigiratlt uses its device-specific knowledge of the
format and structure of the management interfac®liect configuration information. When
verifying the integrity of the configuration, Tripke Enterprise Server compares newly collected
information with baseline configuration information

1.4.2 Required non-TOE hardware/software/firmware

The TOE depends upon the required platforms idedtlfelow that are in the TOE environment.

The TOE relies upon the following software in thedf operational environment of the
Tripwire Enterprise Server or the Tripwire EntesgriAgent.

» Java Virtual Machine — provides a runtime environtrfer the TOE.
The TOE assumes the following network IT entitiesia the operating network environment.

 SMTP Server — An email server is used to facilitégévery of integrity check results to
administrators when the TOE is so configured.

® Local operational environment refers to softwanening on the same host as either the server it age
components of the TOE.
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» SNMP recipient -- A network management device igduso facilitate delivery of
integrity check results to administrators whenTi&E is so configured.

» Syslog Server — A destination for the collectioiaaf messages sent by the TOE.
* Workstation providing a web browser for accesh®GUI
* TE Nodes

» LDAP/Active Directory server — An authenticatiomgsr used to authenticate TE users
when the System Login Method is set to LDAP/Actdiesctory.

Notification mechanisms such as email, SNMP, arstbgyserver are outside of the TOE
boundary. The TOE implements only the client-@fithese protocols. The TOE utilizes
external (non-TOE) mechanisms for delivery of nadifions, thus the TOE cannot guarantee
delivery of notifications. Web browsers used whk tveb-based GUI are not part of the TOE.
1.4.2.1 Tripwire Enterprise System Requirements

The Tripwire Enterprise Server can be installedrenfollowing platforms which are in the
operating environment:

=  Windows Server 2003 (SP1, SP2) & R2 (32-bit & 69-bi

=  Windows Server 2008 (SP1, SP2) & Server Core (8ZIt#-bit)

=  Windows Server 2008 R2 SP1, SP2(64-bit)

»  Windows Server 2012, 2012 R2(64-bit)

» Solaris 10 UD1-UD9, 11.1 (SPARC 32/64-bit)

*» Red Hat Enterprise Linux 5.2, 5.3, 5.4, 5.5, 5.8, 5.8, 5.9 (x86 and x64)
» Red Hat Enterprise Linux 6.0, 6.1, 6.2, 6.3, 686(and x64)

= SUSE Linux Enterprise Server 10.2 Enterprise, ané (x86, and x64)

» SUSE Linux Enterprise Server , 11 Enterprise, 11x86, x64 and PAE)

Tripwire Enterprise installs the following JVM fase by the TOE on these platforms. This JVM
is in the operating environment.

*= Sun Microsystems JVM v1.5.0 for AlX and HP-UX ptatins

= Sun Microsystems JVM v1.6.0.u45 for Linux x64 pbaths

= Sun Microsystems JVM v1.6.0.u33 for Linux x86 arada®is platforms
= Sun Microsystems JVM v1.7.0.u60 for Windows platier

The TE administrators need to ensure that curmehpatched JVMs are used during operation
of the TE in order to support the security funcélity provided. Tripwire makes JRE update
packages available for download at the same tin@ipwire provides patch release and major
updates. . Note: JRE updates are not availablal®and HPUX Agent JVMs.

TE supports the following backend DBs which arém operating environment:
» Oracle MySQL v5.1.49 (Bundled with TE)
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= SQL Server 2005 SP2, SP3, SP4

= SQL Server 2008 SP1, 2008 R2 SP1
= SQL Server 2012

» Oracle 10g, 11gR1, 11gR2, 11gR3

= Oracle RAC 11gR2, 11gR3

TE Web Admin Console supports the following webvisers which are in the operating
environment:

= Firefox 11, ESR 17 or later

1.4.2.2 Tripwire Enterprise Agent Requirements

TE Agents are installed on file servers and desktdpese nodes are the supported
systems/platforms that can be monitored by the TOE.

The Tripwire Enterprise Agents can be installedtanfollowing file servers which are in the
operating environment:

= Windows Server 2003 SP1, SP2 (x86 and x64)

= Windows Server 2003 R2 SP1, SP2 (x86 and x64)
=  Windows Server 2008 R2 SP1 (x64)

=  Windows Server 2008 R2 (x64)

=  Windows Server 2012, 2012 R2 (x64)

» Solaris 10 UD11

» Solaris 11 (x86, UltraSPARC II)

= Solaris 11.1 (x86 and x64)

» Red Hat Enterprise Linux 6.0, 6.1, 6.2, 6.3, 6.5,(886, x64, Power 6, Power 7
Editions)

» Red Hat Enterprise Linux 5.6, 5.7, 5.8, 5.9, 5X86( x64, PAE, Power 6, Power 7
kernel)

*» Red Hat Enterprise Linux 5.3, 5.4, 5.5 (x86, x6AEFernel)
» Red Hat Enterprise Linux 5.2 (x86, x64 kernel)

» SUSE Linux Enterprise Server 10.2, 11.0, 11.1, 11123 (x86, x64, Power 6, Power 7
Editions)

= Linux Cent 0S 5.2, 5.4, 5.5, 5.6, 5.7, 5.8, 5.9, 6.1, 6.2, 6.3, 6.4 (x86 and 64 Editions)
= HP-UX 11i v3 UD7-UD9 (PA-RISC, Itanium)

= AIX 6.1, 7.1 (64-bit)

= AIX 5.3 (32-bit)
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The Tripwire Enterprise Agents can be installecdabiversions of the following operating
systems which are in the operating environment:

=  Windows 7 (x86 and x64)
= Windows 8, 8.1 (x86 and x64)

All current patches and security fixes must beailhstl upon these operating systems before
installing the Tripwire Enterprise Agents.

The following platforms listed in the Tripwire Empeise v8.3 marketing information were not
subject to testing during this evaluation:

= Apple Mac OS X 10.7.5, 10.8.2, 10.8.3, 10.8.4, B)(84-bit)
» Oracle RHC 6.3 UEK 2.6.32 kernel (x86 and x64 Bdis)

» Oracle UEK 6.3 UEK 2.6.39 kernel (x86 and x64 Exfif)

= Oracle RHC 6.4 rhc 2.6.32-358.el6 (x86 and x64i&u0i)

» Oracle UEK 6.4 2.6.39-400.17.1.el6uek (x86 and E@#ions)

1.4.2.3 Tripwire Enterprise Node Requirements

In addition to desktops and file servers, TE cagrafe on the following types of nodes which
are in the operating environment: databases,alignvironments, directory services, network
devices. These nodes are the supported systentathbe monitored by the TOE.

The Tripwire Enterprise configuration can target fbllowing databases:
= |IBM DB2 Enterprise Edition version 9.5 — AIX 5.x,ikMdows 2003, HPUX 11i
= SQL Server 2012
=  SQL Server 2005 SP2-SP4
= SQL Server 2008 SP1, SP2, SP3, R2
= Oracle 10g, 11, 11gR2, 11gR2.02, 11gR2.03
= Sybase ASE 15.5
The Tripwire Enterprise configuration can target following virtual environments:
» VMware ESX 3.0x, 3.5x%, 4.0, 4.1
= VMware ESXi 3i
» VirtualCenter 2.5
= vCenter Server 4.0, 4.1, or 5.0
The Tripwire Enterprise configuration can targed fbollowing directory services:
= Microsoft Active Directory (Windows 2003/2003 RZ)(B, 2008 R2 Server)

" In the Readme, VMware vSphere 5 refers to VCe®éever 5.0.
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= Sun Directory Server 5.2
= Novell eDirectory (8.8 through IR8)
The Tripwire Enterprise configuration can targétvatsions the following network devices:
= Alcatel OmniSwitch 6xxx/7xxx/8xxx series
= Cisco Catalyst 1900/2820 Switch
= Cisco CatOS, 10S, PIX OS and ASA
= Cisco VPN 3000 Series Concentrator
» Extremeware Switches
» F5BIgIP
» Foundry Fastlron Switch
= Foundry Serverlron Switch
= HP ProCurve Series — firmware C and E
= HP ProCurve XL
= Juniper M/T Series, Netscreen, Screen OS
= Ericsson/Marconi ForeThought
= Nokia IPSO Firewall
» Nortel Alteon and Passport Switches — Alteon OS\MethOS
» POSIX compliant UNIX systems (UDK)

All current patches and security fixes must beaithstl upon these network devices before
allowing a Tripwire Enterprise Server to target ti@work device.The following network
devices listed in the Tripwire Enterprise documgatawere not subject to testing during this
evaluation:

= BlueCoat 4.2

= Checkpoint NG on Nokia IPSO NG, CP4.1, NGx R61
= Cisco VPN Concentrator v4.1.7D

» Fortinet Fortigate v3

The following virtualization platforms listed inehTripwire Enterprise documentation were not
subject to testing during this evaluation:

» Red Hat RHEV-H Guest OSs
= VMware ESXi and vSphere Oss
= Microsoft Windows 2008 Server Hyper-V
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1.5 TOE Description

There are two classes of nodes that the TOE cartonpthose with built-in external
administration interfaces and those without. Exasplf the kind of node with built-in
administration interfaces are databases, directemyess, firewalls, routers, switches, load
balancers, etc. Some of these external interfasesveb servers and allow administration via
a remote web browser, and others provide commaedriterfaces or other custom protocols.
Examples of nodes without built-in administration rfdees are Microsoft Windows systems
and UNIX systems (Solaris, AlX, HP-UX, etc.) Thesmles are referred to as Agent nodes
(or file server nodes) and host an installation wpwire Enterprise Agent.

The Tripwire Enterprise Agent provides an interfemeTripwire Enterprise Server where none
otherwise exists or to provide a more fully featuimgterface than an existing one. Tripwire
Enterprise Agents are installed on nodes that emves-type operating system. If an Event
Generator is installed on an Agent system, theegaystan be monitored for changes made in
real-time.

The TOE may also be used to monitor the configonatif its nodes, thereby identifying changes
made by users or other applications, such as s@ftpf@visioning and patch-management tools
that run independently of Tripwire Enterprise.

A node is represented in the TOE by its networkeskl(hostname or IP address).

|
| Device- . Tripwire CLI
- HTTPS )
Network Specific -llz-::?:r”rﬁse .| Admin Console
0 4—p »
Device S P (Canrunon TE
erver Server or separate
! platform)
JDBC
1 over SSL
| RMI over HTTPS
File Server >S TE Database
TE Agent x| (Can run on TE Web Browser
. RMI over Server or separate Web Admin Console
Generalc SSL platform)
, |
Directory |
Server N\ || File Server/ VMWare
\'L TE Agent ¥ vSphere Legend: e
Database | || | Event
Server [« [ Senera [ | VMWware Environment
vCenter

Figure 1: TOE boundary
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The Tripwire Enterprise Server component delegate® to Tripwire Enterprise Agents,
interacts with TE nodes, analyzes information, sss® policy compliance, repairs configuration
errors, and provides a web-based user interfaca fetwork interface that provides limited
functionality using the Tripwire CLI application eponent as an alternative to a web browser)
for managing the TOE installation. The Tripwire &mprrise Server component is composed of
five main subcomponents:

» User Interface (Ul)

» Downloadable Agent Code

» Database Mapping Layer

* Remote Method Invocation (RMI) Layer
* TE Node device-specific interface

The User Interface (Ul) subcomponent provides tterfaces for other programs that provide
access to the administrators of the system; a gralplser interface (GUI) called the Tripwire
Enterprise Web Admin Console and a command lirexfiate (CLI) called the Tripwire CLI
Admin Console. They will be referred to in thiscdment as the GUI and CLI, respectively.

The Ul's GUI is a web server running in the TOE @ise by an external web browser. The web
browser is not part of the TOE. The connectionveen the web browser and the GUI uses
HTTPS to protect the integrity of the connectidrhe GUI provides an administrator the ability
to perform such functions as add users, configndesahedule integrity chedksonfigure and
schedule policy compliance tests, configure rentemfiaactions, manage nodes, and view
reports. User identification and authenticatiohasdled through the GUI.

The UI's CLI provides an interface for scripts trform a limited number of operations on the
TOE. Its functionality is a subset of the GUI'ddan insufficient to fully administer the TOE.
For example, there are no CLI commands for addirdeteting users or changing passwords.
The CLI provides administrator access to the Trpviinterprise Server. Like the GUI
interface, the CLI connects to the Tripwire EntepiServer using HTTPS

Commands available through the CLI include theofeihg:

baseline Baselines sets of monitored elements (hode gra@augisigle node, or
elements within a node).

check Checks monitored elements for change. (Also knosvareintegrity
check)

delete Deletes specified TE objects

export Exports specified nodes or rules to an XML node: fil

8 The more general term ‘integrity check’ is usethiis Security Target, but is intended to haveséime meaning
as the term ‘version check’ which is used in Trigaguidance documentation.

° The Tripwire Enterprise Server uses the SSL pexvidy the operational environment for HTTPS
communications.
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help Provides assistance in using the CLI.

import Imports an XML node file or an XML rule file intdvé Tripwire Enterprise
configuration.

licurl Generates a Launch-in-Context URL.

promote Promotes the latest version of an element to tkelivee.

promoteRefNode Copies the current baselines from one node to on®ee other nodes.

report Generates Tripwire Enterprise reports, by speoifides or rules.

runaction Runs one or more TE actions. (An action is a TEdighat initiates a
response to detected changes.)

runtask Runs a TE task

set Sets default arguments for common options for otidrcommands.

setcustomproperty Assigns custom-property values to specified nodiesnents, or element
versions.

variable Defines or updates a Tripwire Enterprise variable.

version Reports the current version of the CLI.

TE Server user identification and authenticatieedentials must be included as arguments to the
baseline check delete, export, import promote, promoteRefNode, report, runaction,

runtask, setcustompropertyandvariable commands every time they are invok&dThe other
commands are processed locally by the CLI and etreassed to the TE Server so no
identification or authentication is performed. ™ecommand can be used to specify the
default userid and password during a CLI sessifver, ehich arguments with the default userid
and password will be automatically added to eadh@tommands sent to the Tripwire
Enterprise Server. Tripwire Enterprise v8.3 Supmatal Common Criteria Guidance advises
the administrator to not use this feature in thee®@luated configuratiotncluding user
identification and authentication credentials agiarents to each command allows the Tripwire
Enterprise Server to process commands from multipes without having to maintain separate
user sessions. Every command sent to Tripwirergnse Server stands alone and executes
without a session context.

The Downloadable Agent Code is the portion of thipwire Enterprise Server that provides
instructions to th@ripwire Enterprise Agent component about what tygesperations to
perform on a particular agent’s host machine. Thi®dea Java object that is executed by the
Tripwire Enterprise Agent by means of Remote Methawdation (RMI). This code can

19)f authentication credentials (i.e., userids aaggwords) are saved in scripts on the machine lsied as an
administrative workstation, protection of thesesris outside the scope of the TOE. The stocdg@aintext
passwords in scripts will make some 800-53 conealsancements non-compliant.
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contain instructions to perform any of the follogiactivities:
* Create a baseline (a known good state)
* Run an integrity check
* Execute an action

The Database Mapping Layer provides a JDBC interfa@ SQL database. If the configuration
uses a remote SQL server, the TE Server must deyaced to encrypt all communications
between itself and the database. For local or refiytSQL DB installations a single account is
automatically created in the database during TEe3enstallation. If the MySQL DB is used,
MySQL can either be installed on the same systethea$E server or installed on a system
located on a private physical network that is Hobglly routable and is protected from attacks
and from unauthorized physical access. If the @rB8 is used, it must be installed on a system
located on a private physical network that is Hobglly routable and is protected from attacks
and from unauthorized physical access.

For remote installations using SQL server and @réds, the administrator is instructed to
create the single database account. This accoused by the Tripwire Enterprise Server when
storing and accessing configuration informationutmonitored objects, log messages and
report data in the database. The database id 1ghen to store, retrieve and protect data that it
handles such that only the Tripwire Enterprise 8ecan access its own data.

The Remote Method Invocation (RMI) Layer alloWwspwire Enterprise Server to execute Java
byte code on Tripwire Enterprise Agents. RMI runsravenutually authenticated TLS
connection. Since the protocol transporting the RMI prdtscauthenticated, RMI need not
perform additional security checks. However, as aguton, RMI messages are executed using
downloaded byte code encapsulated in JAR files whichigmed by another certificate. These
JAR files are signed by a certificate, in which the prigigaing half is only held in-house at
Tripwire headquarters. Any communications based orgoadior improperly signed JARs are
rejected at the start of the RMI communication.

The TE Node device-specific interface provides a custeanfate for obtaining configuration
parameters and other management data from a specifitdigpported devices (nodes). The
device-specific interfaces utilize protocols such as S&Het, and FTP?

1.5.1 Architecture Description

The components that make up the TOE are:

» Tripwire Enterprise Server — Analyzes collected informatieomf Tripwire Enterprise
nodes. Tripwire Enterprise Server includes a User IderféJl) subcomponent that
provides interfaces to both web-based (GUI) and comnhaed(CLI) administrative
interface applications.

™ This includes user names and passwords usedafolisbta connection to TE nodes. These passwoedst@red
within the database in a hashed form.

12 Note: This use of FTP and telnet should not bdus®d with protocols used to manage the TOE it§dlP and
telnet are only available for use in monitoring thanagement of nodes, not for managing the TOEy Sedure
services are used to manage the TOE.
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» Tripwire Enterprise Agent — Collects informationorin monitored servers for the
Tripwire Enterprise Server.

» Event Generator — A real-time monitoring utilityathcan be installed with TE Agent on
some Windows and UNIX file servers. This componenptional and is only required
when real-time monitoring is desired.

* Tripwire CLI — The command-line administrative irieze to the UL.

Notification mechanisms such as email, SNMP, arstbgyserver are outside of the TOE
boundary. The TOE implements only client-side pcots for these protocols. The TOE utilizes
external (non-TOE) mechanisms for delivery of nadifions, thus the TOE cannot guarantee
delivery of notifications. Web browsers used whke tveb-based GUI are not part of the TOE.

The Tripwire Enterprise Server uses various netvpodtocols to communicate with other parts
of the TOE and with the operational environmenep@nding upon the communication pathway
the Tripwire Enterprise Server acts either as @esar as a client on each pathway. The
following summarize the network communication padlya/that exist.

Tripwire Enterprise Server — Tripwire Enterpriseefg communication.

The Tripwire Enterprise Server and Tripwire EntesprAgent are peers, with either
able to initiate communication to accomplish thektaeing performed. Both the
Tripwire Enterprise Server and Tripwire Enterprsgent components of the TOE
use the TLS provided by the FIPS certified Tripwineg/ptographic Module to
communicate with each other. A mutually authenéidafLS connection is
established that allows these components of the {bQise the RMI protocol to
exchange services.

Tripwire Enterprise Server — TE Database

The Tripwire Enterprise Server is the only compdrwérihe TOE that communicates
with the database. The TE Server uses the JDB@qwioover TLS provided by the
JVM in the operational environment to connect @ diatabase.

Tripwire Enterprise Server — TE nodes

The Tripwire Enterprise Server initiates conneditm TE nodes that do not have the
TE Agent installed to obtain information made aaflié by protocols supported by
the node (e.g., FTP, Telnet, SSH). For protocadsiiring user authentication, the
Tripwire Enterprise Server provides login datatfor specific node being accessed,
then gathers information from the node as deterdhimerules established for that
network device (e.g., a specific Cisco PIX FirevmlNetscreen device).

Tripwire Enterprise Server — CLI & GUI

The Tripwire Enterprise Server includes web sefuactionality that supports HTTP
over the TLS provided by the JVM in the operatiomayironment. Thus, the
communication between the Tripwire Enterprise Seavel the Tripwire CLI uses the
HTTPS protocol. Similarly, communication betweba Tripwire Enterprise Server
and the GUI is also over the HTTPS protocol.

Tripwire Enterprise Server — SMTP/SNMP/Syslog serve
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The Tripwire Enterprise Server is a client to SMINMP/Syslog servers. The
Tripwire Enterprise Server uses these serversaggooable delivery mechanisms
for TOE generated messages.

Tripwire CLI does not offer any inbound network aoomication pathways.

The only network protocol accepted by Tripwire Eptesse Agents is RMI that is received over
an authenticated TLS connection established wehTtipwire Enterprise Server.

1.5.2 Physical Boundaries

The Evaluated Configuration includes componentsingiin the TOE boundary and
components running outside the TOE boundary. égiéd TOE boundary are Tripwire
Enterprise Server, and the Tripwire CLI runningaosingle computer, and one or more Tripwire
Enterprise Agents running on remote servers.

The Tripwire Enterprise Server component of the T6a& operate on several supported
operating systems. Refer to Section 1.4.2 fortafisupported OSs. The host operating system
for Tripwire Enterprise Server has no impact ongtpported list of Tripwire Enterprise nodes
that can be monitored.

The operational environment also includes a welwbeo and a network connecting all of the
other components into a single LAN.

The TOE relies upon the following software in theemtional environment.
» Database — Stores data for Tripwire Enterprise&erv
» Java Virtual Machine — provides a runtime environtrfer the TOE.

» Host Operating System — provides process-related, {@me) and network-related (e.g.,
name resolution) services for the JVM.

The TOE assumes the following network IT entitiesia the operating environment.

* SMTP Server — An email server is used to facilitigévery of integrity check results to
administrators when the TOE is so configured.

* SNMP recipient -- A network management device igduso facilitate delivery of
integrity check results to administrators whenTiE is so configured.

» Syslog Server — A destination for the collectioaaf messages sent by the TOE.
» Tripwire Enterprise Nodes

» LDAP/Active Directory server — An authenticatiomgsr used to authenticate TE users,
except the built-in “administrator” account, whedre tSystem Login Method is set to
LDAP/Active Directory.

The Evaluated Configuration of the TOE does noluithe the Remedy AR System tickets Plug-
in, the HP Openview Plug-in, or the AAA Monitorifig@ol. The AAA Monitoring Tool is
included within the TOE delivery. The Remedy AR t8ys tickets Plug-in and the HP
Openview Plug-in are extra tools available fronpWire. The guidance documentation instructs
that these tools not be installed.

In addition, the ability to use the set commandgecify the default userid and password during
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a CLI session is excluded from the evaluated confiion via providing guidance instructing
administrators to not use the set command.

15.2.1 Hardware Components

The TOE is a software only TOE. All hardware usedéploy the TOE is in the operational
environment.

1.5.2.2 Software Components

This table identifies software components and iagis whether or not each component is in the
TOE.

TOE or Component Description

Environment

TOE Tripwire Enterprise Server, | Analyzes collected information from
Version 8.3 with the 8.3.5 | Tripwire Enterprise nodes
patch

TOE Tripwire Enterprise Agent, | Collects information from monitored
Version 8.3 servers for the Tripwire Enterprise Server

TOE Event Generator An auditing utility that canihstalled

with TE Agent on some Windows and
UNIX file servers.

TOE Tripwire CLI Admin A utility that allows TE functions to be
Console executed using a command line, without
using the TE GUI.
TOE Change-Audit License A license certificatthat activates the

TE change auditing for a single monitored
system of a specific type.

TOE Configuration-Assessment | A license certificate that enables TE to fun
License policy tests on a single node. To generate
policy test results for a node, the node
must have valid Configuration-
Assessment licenses.

TOE Automated-Remediation A license certificate that enables TE to
License remediate policy tests on a single file
server node. To automatically remediate
failed policy tests for a node, the node
must have valid Change-Audit,
Configuration-Assessment, and
Automated-Remediation licenses.

17

Environment JVM Version 1.6.0 The Java Virtual Miaehprovides a TLS
v1 implementation for communications
between the TOE and remote trusted IT|
entities.

13 Note: These are X.509 certificates that are géeefar each customer by Tripwire based on whicérises are
purchased. These certificates are changed only Weeoustomer purchases a new or different setaififes.
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TOE or Component Description
Environment
Environment TE Server OS The operating system on which the TE

(Refer to Section 1.4.2.1 for Server is installed

additional details)

Environment Backend DB The database used by TE server to store

(Refer to Section 1.4.2.1 for 2! 8.
additional details)

Environment TE Node A server or network device being

(Refer to Section 1.4.1 for | Monitored.
additional details)

Environment LDAP or An authentication server that is required
only if the LDAP/Active Directory

Active Directory Server . .
y System login method is selected.

1.5.2.3 Guidance Documentation

Tripwire provides administrator and user guidanedow to utilize the TOE security functions
and warnings to administrators and users aboudrathat can compromise the security of the
TOE.

The Tripwire Enterprise 8.3 Common Criteria Addemdeontains details regarding the common
criteria specific instructions and warning providedadministrators.

These activities are documented in:
» Tripwire Enterprise v8.3 Reference Guide
» Tripwire Enterprise v8.3 User Guide
» Tripwire Enterprise v8.3 Installation and MaintenarGuide
* Tripwire Enterprise v8.3 Patch README (August 2014)
» Tripwire Enterprise v8.3 Supplemental Common Ciat&uidance

» Installing TE Console on Microsoft Windows Servéi?2

1.5.3 Logical Boundaries
This section identifies the security functions ttet TSF provides
* Intrusion Detection System (IDS)
* Security Audit
* User Data Protection
» Identification and Authentication
» Security Management
* Protection of the TSF

© 2012-2014 Tripwire, Inc. All Rights Reserved. 17



Tripwire TE v8.3 ST October 19, 2014

1.5.3.1 Intrusion Detection System

The Tripwire Enterprise Agent component of the T€ collect object attribute information
for files, directories, registry keys and regidtey values. By comparing collected information
against saved values, the agent monitors thesarcesoto detect changes. Once detected, the
TE Agent reports the detected change to the TrgpWirterprise Server to allow administrator
specified actions to occur. The TE Agent also chehk current monitored system/state for
policy compliance. If an Event Generator is ingt@lbn an Agent system, TE can monitor the
system for changes made in real-time. With reaétimonitoring, the Event Generator
continuously reports any detected changes to TE.

For nodes without a TE Agent, the Tripwire EntesprServer component collects attribute
information, compares the information to baseliaed initiates administrator specified actions.
The Tripwire Enterprise Server can monitor filesmenand output, and network availability
using interfaces that each node provides. TE Agses OpenSSL 0.98k, which is not FIPS
validated, to create hashes of monitored files.3& is not used for the protection of any
sensitive information.

The Tripwire Enterprise Server component can perfactions in response to object attribute
comparisons, specifically: display integrity cheekults to the console, send integrity check
results to administrators using email, send intg@teck results to administrators using SNMP,
send a log message to a Syslog server, executaraared on the Tripwire Enterprise Server
host operating system, execute a command on tpevifei Enterprise Agent host operating
system, and promote new element versions to beealibe. For some TE nodes, Tripwire
Enterprise Server can also restore a changed elémis baseline state on. TE also uses
baselining and restoration to process softwareliasion package data

The syslog server, SMTP server, and recipient diBNnessages are all external IT entities
residing in the environment. It is the respongipidf these IT entities to complete the delivery
of such communications. The TOE provides the fonetity to send communications to these
IT entities in the environment. The TOE does by upon these external IT entities to provide
security for the TOE.

To test for policy compliance, the administratomidoads & installs TE policies from the
Tripwire web site or creates a new TE policy in Badicy Manager. Policy compliance tests can
be run on selected nodes and the results viewdgeiRolicy Manager. TE automatically runs the
policy tests whenever a version check resultserctieation of change versions for elements of
the effective scope of the policy test. Runninghlcy test involves comparing each change
version with the pass/fail criteria defined by fg@dicy test, generating a policy test result for
each change version, and updating the compliaatistgts for each node in the policy test’s
effective scope. (This evaluation did not assessthtability of a given policy files to assess the
system’s compliance against the external policgwdeline, but rather assessed whether the
policy checks specified worked correctly.)

Remediation is the process of resolving failuresegated by a policy test. There are two types
of remediation: automated and manual. With autethe¢mediation, the TE Agent on the node
for which the policy test failed runs a script @rforms other actions to bring the node into

14 Software installation package data is a file oectory in a software installation package onadiérver.
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compliance with the policy test. With manual rena¢idin, a user manually performs the actions
to bring the node into compliance with the poliegtt In the evaluated configuration, the TOE
will be configured to send an alarm when a polist fails.»

The TOE provides a mechanism for authorized usersad the System data. In addition, the
TOE protects the collected System data from unaizin deletion and modification at its own
interfaces. It also maintains a defined amountyst&n data in the event of a failure. When the
System data storage capacity is reached, the TOBhwitdown and send an alarm. The TOE
depends upon the DB to protect the data storewfiam unauthorized access via the DB
interfaces.

For the automated Remediation actions, an admandstconfigures the TOE to execute a
administrator-supplied command or script on therAgmde.

1.5.3.2 Security Audit

The TOE provides its own security audit log mechamiwith its own security audit log trail,
that can generate records containing TOE manageswc&ohs and security-related events.
These records are referred to as Security Audit(iS#d-) messages. In addition, the TOE
generates TE log messages which record a varietyesfts or activities in a message log. The
message log is not considered security-relevant.

The security audit function implements the SAL. Ti@E stores the SAL (and message log) in
the Database. The term audit data in this ST rédetise SAL messages.

The TOE provides administrators the ability to ngethe Tripwire Enterprise Server SAL
using administrator console interfaces. Administrattan select which security-relevant events
will result in the generation of an audit recordindinistrators can read and sort SAL messages
in the audit trail based on date and time of thengwtype of event, subject identity, and the
outcome (success or failure) of the event.

The TOE protects the SAL messages from unauthodeé&stion and prevents modifications at
its own interfaces. When the SAL log storage cagasireached, the TOE maintains all stored
audit log messages, shuts down and sends an dlaenT.OE depends upon the DB to protect
the data stored in it from unauthorized accesshaaDB interfaces.

The security audit function relies on the TOE'siemvment to supply a reliable date and time
stamp that the TOE includes in each SAL messadge. s€curity audit function also relies upon
the TOE’s environment to store and protect aud# dantained in a SAL message.

1.5.3.3 User Data Protection

The TOE implements access controls on eleven Téctsjnodes, and node groups, rules and
rule groups, actions and action groups, tasks astdgroups, TE policies, policy tests, and

policy test groups. Nodes and node groups araitlefis of network entities upon which some
integrity check and policy compliance assessmeetaijpns are to be performed. Examples of
the information the Tripwire Enterprise Server iegeabout a node or node group are a name,

15 Al third party commands, such remediation comnsaissued on a device/system in the operationai@ment
are not assured by this evaluation, other thamsteance of the command by TE.
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the type of node(s), a description, the numbeterhents being checked, and last check
date/time.

Access to objects is controlled by the Discretignaccess Control (DAC) policy, as defined in
FDP_ACF.1 in Section 6.2.3.2, for all available @ti®ns on these objects (and their contents).
Node objects have access controls that can spibefyser role assigned to a user or user group
to define the user permissions granted to the uBeese attributes are compared against user
identities and groups of subjects in order to detee whether the user is granted the user role
and therefore whether the requested operationddsbelallowed. If the access checks fail,
access will be refused.

1.5.3.4 I|dentification and Authentication

The TOE offers a few non security-relevant medidtedtions before the user is identified and
authenticated. All security-relevant mediated fume require the user to be authenticated. The
TOE provides two different login methods:

Password Method The TOE itself identifies and aniibates the username and
password supplied. Always used for identifying and
authenticating the built-in “administrator” account

LDAP/Active Directory Method  The TOE is configurémrequest authentication services from a
LDAP or Active Directory server for all user accasiexcept the
built-in “administrator” account. In this case, TEpends upon
the LDAP or AD server to be securely installed and
administered.

TE always authenticates Administrator accounts WighPassword login method, regardless of
the selected login method. The TOE maintains tHeviing security attributes for each user
account using the Password Method: user identitthemtication data, user groups, role
information, and authorizations.

The TOE enforces the following default password plaxity requirements when creating users
and changing a password.

e Minimum password length 8

e Minimum number of numeric characters 1

* Minimum number of uppercase characters 1

e  Minimum number of non-alphanumeric characters 1

Guidance provides recommendations to the useigéating strong passwords. In addition, the
TOE is able to lockout user accounts if the nundfe@onsecutive unsuccessful authentication
failures exceeds a threshold configured by an agtrétor.

1535 Security Management

Tripwire Enterprise Server offers a graphical usggrface (GUI), and a command line interface
(CLI). The TOE restricts the ability to executeraoands by restricting access to these user
interfaces, by enforcing user permissions, andssjgaing roles to users. TE Server provides
management tools for:
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» Modifying the behavior of system data collectionalysis, and reaction
* Enabling/disabling integrity check rules
* Enabling/disabling integrity check actions

* Managing the object and user security attributesl ly the discretionary access control
policy

* Query and add system and audit data

* Query and modify TOE data

The TOE also protects the collected System data tnoauthorized deletion and modification at
the TOE interfaces.

A user permission is a system authorization thabkss a user with that permission to view, add,
change, or delete data in Tripwire Enterprise. foflewing list defines a sample of the common
types of user permissions.

* Load permissionsprovide read-only access to a class of TripwiréeEmise objects and
groups. For instance, the load rules permissiantgraccess to the Rule Manager. In the
Rule Manager, users can review all rules and mdegs.

» Create permissionsauthorize users to create a class of Tripwire pnige objects and
groups. For example, the create nodes permissithorzes users to create nodes and
node groups.

* Delete permissionsauthorize users to permanently remove objectsraups from the
system. For instance, with the delete nodes peionisasers can delete both nodes and
node groups.

* Update permissionsenable users to modify the properties of a clasSrgpwire
Enterprise objects and groups. For example, usgreltange the properties of nodes and
node groups with the update nodes permission.

* Manage permissions authorize users to modify Tripwire Enterprise isgd or
parameters.

Tripwire Enterprise includes nine (9) default usses all of which are considered to be trusted
accounts. A user role is a collection of user pgsions that may be assigned to a user account
or an access control entry. The default user rles Administrator, Monitor User, Policy
Manager, Policy User, Power User, Regular Usere Rdnager, Rule User, and User
Administrator. Four of these default user roledrfnistrator, Power User, Regular User, and
Monitor User) are organized hierarchically from mcapabilities to least capabilities being
Administrator, Power User, Regular User and Monlidser. The User Administrator role is
orthogonal to the other roles and has permissimnsanipulate user accounts. The Policy
Manager, Policy User, Rule Manager, and Rule Us&audt roles are used in access controls
applied to pre-configured TE objects. To presehesintended purpose of these roles,
administrators are instructed in guidance to aassigning them directly to user accounts.

TE also provides a tool called FastTrack that aatarally runs only the first time that the
administrator logs into the Console. This tool pdeg limited capabilities required to setup TE.
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1.5.3.6 Protection of the TSF

The TOE ensures that the audit data and Systemsavailable by protecting it from
modification and deletion and by maintaining altloé stored data when storage exhaustion
occurs.

The TOE relies on the underlying operating systeqrovide the abstraction of a process. The
TOE uses one process for the execution of the Trgpnterprise Server. The database (in the
operational environment) operates in its own precesdditional subordinate processes may be
created by the Tripwire Enterprise Server to penfardependent tasks, however, this process
structure is not related to Tripwire Enterprisev@erenforcement of internal user roles. Itis
expected that the operational environment provetections such that the communications
between the Tripwire Enterprise Server and thebdesa cannot be spoofed. It is also expected
that the database be protected such that only@te dan access the database. This is
accomplished by requiring the communications whih database to be encrypted and requiring
users to login to access the database. The databesied upon to store, retrieve and protect
data that it handles such that only the Tripwir¢eprise Server can access TOE data in the
database.

The Tripwire Enterprise Server is a Java prograa titns on its own JVM. The JVM is
provided as part of the TOE installation processa distinct product, but is not part of the TOE.
The TOE itself distinguishes actions of TOE useithiw the TOE by associating users with
threads running within the JVM. The TOE does nmot/gle a general programming interface to
TOE users. The user community of the TOE has latioaship to the users of the underlying
operating system. The JVM also provides the actoplementation of TLS v1 used for
communications between the TOE and remote IT prtisduthe JVM is configured to use TLS
for these communications.

TE nodes provide an interface conformant with tsecurity model for external access to the
data objects that the TOE monitors. The TOE coesphith that security model in accessing the
objects (e.g., by providing login credentials regdiby the nodes using supported network
protocols such as SSH or telnet). For nodes thaiod support SSH based protocols for login, it
is expected that those responsible for managingadldes have taken steps to secure the
communication pathways between the TOE and thespeetheir security environment. The
TOE does not rely upon the security of these comaation pathways to nodes for TOE's self
protection.

There are two different cryptographic implementagiaised by the TOE. The TOE includes the
FIPS certified Tripwire Cryptographic Module (TCMat is used to implement TLS to protect
communications between the TE server and TE Agéhis. TOE uses the JVM TLS
implementation in the operational environment tot@ct communications between the TOE and
the remote IT entities.

The Tripwire Enterprise Server and Tripwire EntesprAgent components of the TOE use the
TLS vl provided by the TCM to communicate with eatfer. The server to agent connection is
established with a mutually authenticated TLS cotioe. This allows these components of the
TOE to use the RMI protocol to exchange services.

The TOE protects the TSF data transmitted froniTtBE to a remote trusted IT product using
TLS/SSH from unauthorized disclosure and modifaratif modifications are detected, the TOE
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provides the ability to verify the integrity of ti&SF data transmitted information.
Communication between the server portion of the BD& a remote DB are protected via TLS
provided by the JVM or by the private, secure nekam which the DB resides.

The TOE also uses the JVM provided TLS to proteetdonfidentiality and integrity of its
communication with the users of the GUI and CLhisIprotects the data, including TOE user
names and passwords, from manipulation and obsenvat

1.5.4 Items Excluded from the TOE
This section identifies any items that are speailycexcluded from the TOE.

The Evaluated Configuration of the TOE does noluide the Remedy AR System tickets Plug-
in, the HP Openview Plug-in, or the AAA Monitorif@ol. The Remedy AR System tickets
Plug-in and the HP Openview Plug-in are extra ta@ksilable from Tripwire. The guidance
documentation instructs that these tools not braliesl. The AAA Monitoring Tool is included
within the TOE delivery.

The ability to transfer logs is excluded from thvaleiated configuration. This capability requires
the use of the Tripwire Log Center. The guidanceudeentation instructs that this capability not
be configured.

In addition, the ability to use the set commandgecify the default userid and password during
a CLI session is excluded from the evaluated condition via providing guidance instructing
administrators to not use the set command.

The Tripwire Configuration Datamart (AKA Arena)lisensed separately and is excluded from
the TOE.

Dynamic Software Reconciliation (DSR) is an extétoal that operates as a client of the SOAP
API. DSR is an optional add-on and is excludedhftbe TOE.

The Tripwire Enterprise and Security Content AutdoraProtocol is excluded from the TOE.

The ability to monitor Windows DACL and SACL ofdilobjects within the File Integrity
Monitor is outside the evaluated configuration.
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2 Conformance Claims

2.1 CC Conformance Claims

This ST was developed to Common Criteria (CC) fdoimation Technology Security
Evaluation, Version 3.1, Revision 3, July 2009.

The ST claims to be:
CC Version 3.1 Revision 3 Part 2 extended
CC Version 3.1 Revision 3 Part 3 conformant

2.2 PP and Package Claims
The ST claims to be Evaluation Assurance Leveldghanted with ALC_FLR.2.
The ST is claims conformance to the following Pctte Profiles:

U.S. Government Protection Profile Intrusion DatetSystem System for Basic
Robustness Environments (IDSSPP) Version 1.7, datgd25, 2007

2.3 Conformance Rationale

The TOE type identified in Section 1.4 is an intonsdetection system which is the same as the
TOE type defined in IDSPP Section 1.3. The sereetign of the TOE provides the Analyzer
functionality. The TE Agent portion of the TOE prdes Sensor and Scanner functionality.

The threats in this ST are identical to the thraatae IDSPP.
The OSPs in this ST are identical to the OSPsarnEtsPP.
The assumptions in this ST are identical to theragsgions in the IDSPP.

The ST contains all of the security objectivestfeg TOE defined by the IDSPP, except
O.EXPORT was removed based on PD-0097. The STeteéin additional security objective:
O.DAC which requires the TOE to provide discretignaccess control policy to provide
additional protections for nodes and node groupss Security objective further restricts the
access controls provided by the IDSPP by allowirggadministrators to define discretionary
access controls to determine the access that sacthas to each TE object.

The ST contains all of the security objectivestfee TOE Environment defined by the IDSPP.
The ST also contains all of the non-IT securityeakiyes for the TOE Environment defined by
the IDSPP. Each of the non-IT security objectiv@siie TOE Environment are met at least
partially by the TOE. Therefore, some of the ragierhas been updated to clarify that the TOE is
also involved in meeting the security objective.

The statement of SFRs in this ST varies from thdbhé IDSPP as follows:

» The ST defines the following additional SFRs: FC&M.1, FCS_CKM.4,
FCS_COP.la-e, FDP_ACC.2, FDP_ACF.1, FIA_SOS.1, AMOF.1b, FMT_MOF.1c,
FMT_MSA.1, FMT_MSA.3, FMT_SMF.1, FPT_ITT.1, and FTASL.4.

» FPT_STM.1 was replaced with FPT_STM_EXT.1 becaunse stamps are provided by
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the operating environment.

= Per PD-0097, FPT_ITA.1, FPT_ITC.1, and FPT_ITI.RSkhat apply to transmitting
audit and System data with remote IT products hees removed and replaced with
FPT ITT.1.

= Per PD-0097, FIA_AFL.1 from the PP is not includedhe ST since the TOE does not
need to authenticate any remote trusted IT prodiites TOE does however provide
authentication failure handling for its users sA FAFL.1 was reproduced from CC Part
2v3.1.

» FAU_STG.2.2 was refined to indicate that the TO&vpnts modifications instead of
detects modifications as defined in the PP.

= The IDSPP was written to conform to CC v3.1 R1 tm&l ST is written to conform to
CC v3.1 R3. There are differences in the wordingarhe of the SFRs between the
IDSPP / CCv3.1 R1 and CC v3.1 R3. This ST usesvtirding in CC v3.1 R3 for the
statement of the SFRs and does not denote theatiffes.
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3 Security Problem Definition

The TOE is intended to be used either in environmgnwhich, at most, sensitive but
unclassified information is processed, or the gemityilevel of information in both the internal
and external networks is equivalent.

This section contains assumptions regarding thergg@environment and the intended usage of
the TOE and threats on the TOE and the TOE envieoihm

3.1 Threats

The threats identified in this section may be adsied by the TOE, the IT system the TOE
monitors or a combination of both. The threat ag@né authorized persons/processes,
unauthorized persons/processes, or external [Tiemtiot authorized to use the TOE itself. The
threats identified assume that the threat agemperson with a low attack potential who
possesses an average expertise, few resourcesyatmmoderate motivation.

The TOE itself has threats and the TOE is alsoomsiple for addressing threats to the
environment in which it resides. The assumed lefekpertise of the attacker for all the threats
is unsophisticated.

3.1.1 TOE Threats

T.COMINT An unauthorized user may attempt to compuse the integrity of the data
collected and produced by the TOE by bypassingargg mechanism.

T.COMDIS An unauthorized user may attempt to diseldhe data collected and
produced by the TOE by bypassing a security meshani

T.LOSSOF An unauthorized user may attempt to renoowaestroy data collected and
produced by the TOE.

T.NOHALT An unauthorized user may attempt to conmpise the continuity of the
System’s collection and analysis functions by haltexecution of the
TOE.

T.PRIVIL An unauthorized user may gain access ® TOE and exploit system
privileges to gain access to TOE security functiang data

T.IMPCON An unauthorized user may inappropriatdlgroge the configuration of the
TOE causing potential intrusions to go undetected.

T.INFLUX An unauthorized user may cause malfunctaidrthe TOE by creating an
influx of data that the TOE cannot handle.

T.FACCNT Unauthorized attempts to access TOE datseourity functions may go
undetected.

3.1.2 IT System Threats

The following identifies threats to the IT Systemattmay be indicative of vulnerabilities in or
misuse of IT resources.
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T.SCNCFG

T.SCNMLC

T.SCNVUL

T.FALACT

T.FALREC

T.FALASC

T.MISUSE

T.INADVE

T.MISACT
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Improper security configuration settingaynexist in the IT System the
TOE monitors.

Users could execute malicious code on &nSkstem that the TOE
monitors which causes modification of the IT Systprotected data or
undermines the IT System security functions.

Vulnerabilities may exist in the IT Systehe TOE monitors.

The TOE may fail to react to identified suspected vulnerabilities or
inappropriate activity.

The TOE may fail to recognize vulneral@lt or inappropriate activity
based on IDS data received from each data source.

The TOE may fail to identify vulnerabiks or inappropriate activity
based on association of IDS data received frorda#l sources.

Unauthorized accesses and activity indieadbf misuse may occur on an
IT System the TOE monitors.

Inadvertent activity and access may ocam an IT System the TOE
monitors.

Malicious activity, such as introductiongTrojan horses and viruses, may
occur on an IT System the TOE monitors.

3.2 Organizational Security Policies

An organizational security policy is a set of rylpsactices, and procedures imposed by an
organization to address its security needs. Tlusmseidentifies the organizational security
policies applicable to the Intrusion Detection 8ystProtection Profile.

P.DETECT

P.ANALYZ

P.MANAGE

P.ACCESS

P.ACCACT
P.INTGTY

Static configuration information that ntidie indicative of the potential
for a future intrusion or the occurrence of a pastsion of an IT System
or events that are indicative of inappropriate \étgti that may have
resulted from misuse, access, or malicious actigiftyT System assets
must be collected.

Analytical processes and information to rige conclusions about
intrusions (past, present, or future) must be applo IDS data and
appropriate response actions taken.

The TOE shall only be managed by authakiasers.

All data collected and produced by the T€b@&ll only be used for
authorized purposes.

Users of the TOE shall be accountablgHeir actions within the IDS.

Data collected and produced by the TOElIsha protected from
modification.
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P. PROTCT The TOE shall be protected from unautkdraccesses and disruptions of
TOE data and functions.

3.3 Assumptions

This section contains assumptions regarding thergg@nvironment and the intended usage of
the TOE.

3.3.1 Intended Usage Assumptions

A.ACCESS The TOE has access to all of the IT Sydata it needs to perform its
functions.

A.ASCOPE The TOE is appropriately scaldBle the IT System the TOE monitors.

A.DYNMIC The TOE will be managed in a manner thdbwas it to appropriately

address changes in the IT Systems the TOE monitors.

3.3.2 Physical Assumptions

A.PROTCT The TOE hardware and software criticasézurity policy enforcement
will be protected from unauthorized physical mazhfion.

Application Note: This assumption is also intendedapply to the
required items of the IT environment, such as teedying OS, database,
and private physical network.

A.LOCATE The processing resources of the TOE wel Ibcated within controlled
access facilities, which will prevent unauthorizdd/sical access.
3.3.3 Personnel Assumptions

A.MANAGE There will be one or more competent indivals assigned to manage the
TOE and the security of the information it contains

A.NOEVIL The authorized administrators are not tese, willfully negligent, or
hostile, and will follow and abide by the instructs provided by the TOE
documentation.

A.NOTRST The TOE can only be accessed by authotzeds.

16 Appropriately scalable refers to the TOE beingeablhandle the volume of processing or traffievffor systems
which it is monitoring.
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4 Security Objectives

This chapter describes the security objectivestlier TOE and the TOE’s environment. The
security objectives are divided between TOE Segu@bjectives (i.e., security objectives
addressed directly by the TOE) and Security Objestifor the Operating Environment (i.e.,
security objectives addressed by the IT domainyardn-technical or procedural means).

4.1 Security Objectives For The TOE
This section defines the IT security objectived Hra to be addressed by the TOE.

O.PROTCT

O.IDSCAN

O.IDSENS

O.IDANLZ

O.RESPON

O.EADMIN

O.ACCESS

O.IDAUTH

O.OFLOWS

O.AUDITS

O.INTEGR
O.DAC

The TOE must protect itself from unauthedi modifications and access
to its functions and data.

The Scanner must collect and store stdifiguration information that
might be indicative of the potential for a futurgrusion or the occurrence
of a past intrusion of an IT System.

The Sensor must collect and store infaonaabout all events that are
indicative of inappropriate activity that may hanesulted from misuse,
access, or malicious activity of IT System assetkthe IDS.

The Analyzer must accept data from IDS §ens or IDS Scanners and
then apply analytical processes and informationdéoive conclusions
about intrusions (past, present, or future).

The TOE must respond appropriately toytinal conclusions.

The TOE must include a set of functionatthllow effective management
of its functions and data.

The TOE must allow authorized users tesxonly appropriate TOE
functions and data.

The TOE must be able to identify and aultiieate users prior to allowing
access to TOE functions and data.

The TOE must appropriately handle potérdiadit and System data
storage overflows

The TOE must record audit records for dattesses and use of the
System functions.

The TOE must ensure the integrity of alliaand System data.

The TOE must control access to resourcesdbapen the identity of
users, groups of users, and roles.

4.2 IT Security Objectives For The Environment

The following IT security objectives for the enumoent are to be addressed by the TOE’s
operating environment by technical means. The TQEthe operational environment work
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together to address each of the following IT segurbjectives.

OE.AUDIT_PROTECTION The operational environmentlyitovide the capability to protect
audit information.

OE.AUDIT_SORT The operational environment will prde the capability to sort the audit
information

OE.TIME The operational environment will providdiaele timestamps to the TOE.

4.3 Non-IT Security Objectives For The Environment

The non-IT security objectives for the environmisted below are to be satisfied without
imposing technical requirements on the TOE. Thusy will be satisfied by the TOE'’s operating
environment through application of procedural anadstrative measures.

OE.INSTAL Those responsible for the TOE must enghet the TOE is delivered,
installed, managed, and operated in a manner whichnsistent with IT
security.

OE.PHYCAL Those responsible for the TOE must enshat those parts of the TOE
critical to security policy are protected from gotyysical attack.

OE.CREDEN Those responsible for the TOE must enthateall access credentials are
protected by the users in a manner which is cargistith IT security.

OE.PERSON Personnel working as authorized admatass shall be carefully selected
and trained for proper operation of the System.

OE.INTROP The TOE is interoperable with the IT 8ystit monitors.

4.4 Security Objectives Rationale

4.4.1 Tracings between Security Objectives and the Sectyi Problem Definition

This section includes two tables that demonsttaéethe tracing between the assumptions,
threats, and policies to the security objectiveisiplete. Table 1 provides a tracing between
the TOE security objectives and the threats andsOB&ble 2 provides a tracing between the
security objectives on the TOE environment andagsimptions, threats, and OSPs.

l_
O z %) %
=z n Z T ) @

S| 2|3 s Gl E|B|E|GQ

¢ @ 7 Z 7 @) O 2 - &) w 8]
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o} o o o o o} o} o} o o o o
T.COMINT X X X
T.COMDIS | X X X X
T.LOSSOF | X X X X X
T.NOHALT X X X X X
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O.PROTECT
O.IDSCAN
O.IDSENS
O.IDANLZ
O.RESPON
O.EADMIN
O.ACCESS
O.IDAUTH
O.OFLOWS
O.AUDITS
O.INTEGR
O.DAC

T.PRIVIL X

X
X

T.IMPCON X

x
X

T.INFLIX X

T.FACCNT X

T.SCNCFG X

T.SCNMLC

>

T.SCNVUL X

T.FALACT X

T.FALREC X

T.FALASC X

T.MISUSE

T.INADVE

T.MISACT

X | X | X | X
X | X | X | X

P.DETECT X

P.ANALYZ X

P.MANAGE | X X X X

P.ACCESS | X X

X

P.ACCACT X X

P.INTGTY X

P.PROTCT X

Table 1: Tracings between Threats/OSPs and TOE Seqty Objectives

OE.INSTAL

OE.PHYCAL
OE.CREDEN
OE.PERSON
OE.INTROP

OE.TIME
OE.AUDIT_SORT
OE.AUDIT_PROTECTION

A.ACCESS

x
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A.DYNMIC X |Xx
A.ASCOPE X
A.PROTCT X
A.LOCATE X
A.MANAGE X
A.NOEVIL X |X |X
A.NOTRUST X X
T.IMPCON X
P.DETECT X
P.MANAGE X X | X
P.ACCESS X
P.ACCACT X | X
P.PROTCT X

Table 2: Tracings between Assumptions/Threats/OSPand Security Objectives for the
Environment
4.4.2 Rationale For Assumption Coverage

This section provides a justification that for easlsumption, the security objectives for the TOE
environment cover that assumption.

A.ACCESS The TOE has access to all the IT Systeta daneeds to perform its
functions.
The OE.INTROP objective ensures the TOE has thdatkaccess.
A.DYNMIC The TOE will be managed in a manner thdbws it to appropriately

address changes in the IT System the TOE monitors.

The OE.INTROP objective ensures the TOE has thpepraccess to the
IT System. The OE.PERSON objective ensures that T will
managed appropriately.

A.ASCOPE The TOE is appropriately scalable to thh&ystem the TOE monitors.
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The OE.INTROP objective ensures the TOE has thessecy interactions
with the IT System it monitors.

A.PROTCT The TOE hardware and software criticasézurity policy enforcement
will be protected from unauthorized physical magifion.

The OE.PHYCAL provides for the physical protectiofi the TOE
hardware and software.

A.LOCATE The processing resources of the TOE wal Ibcated within controlled
access facilities, which will prevent unauthorizdgt/sical access.

The OE.PHYCAL provides for the physical protectafrthe TOE.

A.MANAGE There will be one or more competent indivals assigned to manage the
TOE and the security of the information it contains

The OE.PERSON objective ensures all authorized aidtrators are
qualified and trained to manage the TOE.

A.NOEVIL The authorized administrators are not tesse, willfully negligent, or
hostile, and will follow and abide by the instructs provided by the TOE
documentation.

The OE.INSTAL objective ensures that the TOE ispprty installed and
operated and the OE.PHYCAL objective provides floygical protection
of the TOE by authorized administrators. The OE.OEN objective
supports this assumption by requiring protectioalb&uthentication data.

A.NOTRST The TOE can only be accessed by authorzeds.

The OE.PHYCAL objective provides for physical piten of the TOE
to protect against unauthorized access. The OE.EREDbjective
supports this assumption by requiring protectioalb&uthentication data.

4.4.3 Rationale For Threat Coverage
This section provides a justification that for edlcteat, the security objectives counter the threat

T.COMINT An unauthorized user may attempt to compee the integrity of the data
collected and produced by the TOE by bypassingargg mechanism.

The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE data access. The O.ACCESS objective builds tiperO.IDAUTH
objective by only permitting authorized users tcems TOE data. The
O.INTEGR objective ensures no TOE data will be rfiedi The
O.PROTCT objective addresses this threat by progidTOE self-
protection. The O.DAC objective provides an accesstrol policy to
protect targeted objects configuration information.
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An unauthorized user may attempt to diseldhe data collected and
produced by the TOE by bypassing a security meshani

The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE data access. The O.ACCESS objective builds tiperO.IDAUTH
objective by only permitting authorized users taems TOE data. The
O.PROTCT objective addresses this threat by progidTOE self-
protection. The O.DAC objective provides an accesstrol policy to
protect targeted objects configuration information.

An unauthorized user may attempt to renoowaiestroy data collected and
produced by the TOE.

The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE data access. The O.ACCESS objective builds tiperO.IDAUTH
objective by only permitting authorized users taems TOE data. The
O.INTEGR objective ensures no TOE data will be wele The
O.PROTCT objective addresses this threat by progidTOE self-
protection. The O.DAC objective provides an accesstrol policy to
protect targeted objects configuration information.

An unauthorized user may attempt to commpise the continuity of the
System’s collection and analysis functions by haltexecution of the
TOE.

The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE function accesses. The O.ACCESS objective $suighon the
O.IDAUTH objective by only permitting authorizedars to access TOE
functions. The O.IDSCAN, O.IDSENS, and O.IDANLZ ebjives
address this threat by requiring the TOE to collatl analyze System
data, which includes attempts to halt the TOE.

An unauthorized user may gain access ® TOE and exploit system
privileges to gain access to TOE security functiand data.

The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE function accesses. The O.ACCESS objective $suighon the

O.IDAUTH objective by only permitting authorizedars to access TOE
functions. The O.PROTCT objective addresses thisathby providing

TOE self-protection.

An unauthorized user may inappropriatdlgroge the configuration of the
TOE causing potential intrusions to go undetected.

The OE.INSTAL objective states the authorized adstriators will

configure the TOE properly. The O.EADMIN objectigasures the TOE
has all the necessary administrator functions taaga the product. The
O.IDAUTH objective provides for authentication ofears prior to any
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TOE function accesses. The O.ACCESS objective $uilghon the
O.IDAUTH objective by only permitting authorizedass to access TOE
functions.

An unauthorized user may cause malfunctadrthe TOE by creating an
influx of data that the TOE cannot handle.

The O.OFLOWS objective counters this threat by méugy the TOE
handle data storage overflows.

Unauthorized attempts to access TOE datseourity functions may go
undetected.

The O.AUDITS objective counters this threat by liégg the TOE to
audit attempts for data accesses and use of TQfiduas.

Improper security configuration settingaynexist in the IT System the
TOE monitors.

The O.IDSCAN objective counters this threat by regg a TOE, that
contains a Scanner, collect and store static cordign information that
might be indicative of a configuration setting cganStatic configuration
information includes attribute information for tetgd objects.

Users could execute malicious code on &nSkstem that the TOE
monitors which causes modification of the IT Systprotected data or
undermines the IT System security functions.

The O.IDSCAN objective counters this threat by rggg a TOE, that
contains a Scanner, collect and store static cordtgpn information that
might be indicative of malicious code.

Vulnerabilities may exist in the IT Systehe TOE monitors.

The O.IDSCAN objective counters this threat by rggg a TOE, that
contains a Scanner, collect and store static cordtgpn information that
might be indicative of a vulnerability.

The TOE may fail to react to identified suspected vulnerabilities or
inappropriate activity.

The O.RESPON objective ensures the TOE reacts talytaral
conclusions about suspected vulnerabilities orpnagriate activity.

The TOE may fail to recognize vulneralelt or inappropriate activity
based on IDS data received from each data source.

The O.IDANLZ objective provides the function thatet TOE will
recognize vulnerabilities or inappropriate actiiitym a data source.

The TOE may fail to identify vulnerabil#s or inappropriate activity
based on association of IDS data received frordad#l sources.
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The O. IDANLZ objective provides the function thdte TOE will
recognize vulnerabilities or inappropriate activitom multiple data
sources.

Unauthorized accesses and activity indieadbf misuse may occur on an
IT System the TOE monitors.

The O.AUDITS and O.IDSENS objectives address thigdt by requiring
a TOE, that contains a Sensor, collect audit am$&@adata.

Inadvertent activity and access may ocam an IT System the TOE
monitors.

The O.AUDITS and O.IDSENS objectives address thiedt by requiring
a TOE, that contains a Sensor, collect audit am$&@adata.

Malicious activity, such as introductiongTrojan horses and viruses, may
occur on an IT System the TOE monitors.

The O.AUDITS and O.IDSENS objectives address thigdt by requiring
a TOE, that contains a Sensor, collect audit am$&@adata.

4.4.4 Rationale For Organizational Security Policy Coverge

This section provides a justification that for eacganizational security policy, the security
objectives address the OSP.

P.DETECT

P.ANALYZ

P.MANAGE

Static configuration information that midie indicative of the potential
for a future intrusion or the occurrence of a pastsion of an IT System
or events that are indicative of inappropriate \étgti that may have
resulted from misuse, access, or malicious actigftyT System assets
must be collected.

The O.AUDITS, O.IDSENS, and O.IDSCAN objectives s this
policy by requiring collection of audit, Sensor,daBcanner data. The
OE.TIME objective ensures that the operational mmment provide
reliable time stamps to the TOE for associatiorar audit record.

Analytical processes and information to ride conclusions about
intrusions (past, present, or future) must be applo IDS data and
appropriate response actions taken.

The O.IDANLZ objective requires analytical proces®e applied to data
collected from Sensors and Scanners.

The TOE shall only be managed by authakiasers.

The OE.PERSON objective ensures competent adnatossrwill manage
the TOE and the O.EADMIN objective ensures thera et of functions
for administrators to use. The OE.INSTAL objectigeipports the
OE.PERSON objective by ensuring administrator fellall provided
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documentation and maintain the security policy. T@elDAUTH

objective provides for authentication of users pto any TOE function
accesses. The O.ACCESS objective builds upon th2ADQTH objective
by only permitting authorized users to access T@iactions. The
OE.CREDEN objective requires administrators to ¢ubt all

authentication data. The O.PROTCT objective addseskis policy by
providing TOE self-protection.

P.ACCESS All data collected and produced by the T€d&ll only be used for
authorized purposes.

The O.IDAUTH objective provides for authenticatiohusers prior to any
TOE function accesses. The O.ACCESS objective $uilghon the
O.IDAUTH objective by only permitting authorizedass to access TOE
functions. The O.PROTCT objective addresses thlgydy providing
TOE self-protection. The OE.AUDIT_PROTECTION objeget ensures
that the operational environment provide the cdpghlib protect audit
information.

P.ACCACT Users of the TOE shall be accountablagHeir actions within the IDS.

The O.AUDITS objective implements this policy byjuering auditing of
all data accesses and use of TOE functions. ThBADTH objective
supports this objective by ensuring each user iquaty identified and
authenticated. The OE.TIME objective ensures thet bperational
environment provide reliable time stamps to the Tf@Eassociation with
an audit record. The OE.AUDIT_SORT objective ensutbat the
operational environment provide the capabilitydd swudit information.

P.INTGTY Data collected and produced by the TOElIsha protected from
modification.
The O.INTEGR objective ensures the protection oftaddrom
modification.

P. PROTCT The TOE shall be protected from unautedraccesses and disruptions of

TOE data and functions.

The O.OFLOWS objective counters this policy by iegg the TOE
handle disruptions. The OE.PHYCAL objective pragetite TOE from
unauthorized physical modifications.
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5 Extended Components Definition

This section defines the newly defined componeaiso(known as extended components) used
to define the security requirements for this STe Extended components defined in this section
are based on the existing CC Part 2 SFRs.

5.1 Class FPT: Protection of the TSF

The FPT class, as defined in CC Part 2, addresgaegements for functions providing integrity of
TSF data and providing integrity and managememedhanisms that constitute the TSF.

The requirements defined in this class have norttimeies since the stated requirements embody
all the necessary security functions.
5.1.1 Time stamps (FPT_STM)

This family, as defined in CC Part defines requirements for reliable time stamp fuorifor
the TOE.

Management: FPT_STM_EXT.1
There are no management functions foreseen.

Audit: FPT _STM _EXT.1
There are no auditable events foreseen.

5.1.1.1 FPT_STM_EXT.1.1 Reliable time stamps from the environment

This extended requirement is necessary since adli2FSFR does not exist that requires that
the TOE obtain a time stamp from the operatingremvnent for use by the TOE.

Hierarchical to: No other components.

Dependencies:  No dependencies.

FPT_STM_EXT.1.1 The TOE shall be able to obtain a time stamp frloendperating environment for
the TOE'’s use:

5.2 Class IDS: Intrusion Detection System

An IDS class was created to specifically addresstita collected and analyzed by an IDS. The
Security Audit class of the CC (FAU) was used asodel for creating these requirements. The
purpose of this functional class is to addressuthgue nature of IDS data and provide for
requirements about collecting, reviewing and mamginie data.

The requirements defined in this class have nort#grecies since the stated requirements embody
all the necessary security functions.
5.2.1 System Data Collection (IDS_SDC)

This family defines requirements for collectingteys data information from targeted IT system
resources. This family has one component: IDS_SDC.1

Management: IDS_SDC.1
The following actions could be considered for thenagement functions in FMT:
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* Modifying the behaviour of system data collection.

Audit: IDS_SDC.1
There are no auditable events foreseen.

5211 IDS SDC.1 System Data Collection

This extended requirement is necessary since adli2FSFR does not exist that allows for the
collection of information on system data from tdegelT system resources.

Hierarchical to: No other components.
Dependencies:  No dependencies.

IDS_SDC.1.1 The System shall be able to collect the followinfpimation from the targeted IT
System resource(s):

a) [selection: Start-up and shutdown, identification ad authentication events,
data accesses, service requests, network traffigairity configuration
changes, data introduction, detected malicious codaccess control
configuration, service configuration, authenticatian configuration.,
accountability policy configuration, detected knownvulnerabilities]; and

b) [assignment:other specifically defined events).

Application Note: The ST will define the componeatsa System. This requirement
indicates that the System must include at leastSamsor or Scanner by requiring a
given TOE collect information pertaining to at lease of the selections in bullet
above. A Sensor would generally collect informati@ntaining to the following
events in bulle&: start-up and shutdown, identification and autivatibn events,
data accesses, service requests, network trafficrisy configuration changes, and
data introduction. The Scanner would generallyemblstatic configuration
information which include the following events inlket a: detected malicious code,
access control configuration, service configuratemthentication configuration.,
accountability policy configuration, and detectewbwn vulnerabilities. Malicious
code includes viruses, worms, simple Trojan homstes Access control
configuration includes access control lists, sefmchvriteable files and directories,
etc. Service configuration includes identificatmmetwork services and/or
associated network ports, host services, versibgsreices, protocols acknowledged
by services, etc. Authentication configuration u#s cracking passwords,
configuration settings (e.g., minimum password tenduration between allowed
and required password changes), acceptable awthoti means (e.g., NTLM,
kerberos), defined guest accounts, account augtionis, etc. Accountability policy
configuration includes size of audit trails, whethadit is enabled, what to do when
the audit trail fills, etc. Known vulnerabilities fairly open ended, but may include
installed patches, checks for common or defaulfigoration errors, etc.

IDS_SDC.1.2 At a minimum, the System shall colkd record the following information:

a) Date and time of the event, type of event, subjeentity, and the outcome
(success or failure) of the event; and

b) The additional information specified in tBetails column of Table 3 System
Events.
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Component Event Details
IDS_SDC.1 Star-up and shutdow none
IDS_SDC.1 Identification anc User identity, location, source
authentication events address, destination address
IDS_SDC.1 Dataaccesse! Object IDS, requested access, source
address, destination address
IDS_SDC.1 Service Reques Specific service, source address,
destination address
IDS_SDC.1 Network traffic Protocol, source address, destination
address
IDS_SDC.1 Security configuratiol Source address, destination addres
changes
IDS_SDC.1 Data introductior Object IDS, location of object, source
address, destination address
IDS_SDC.1 Star-up and shutdown ¢ none
audit functions
IDS SDC.1 Detected malicious coc Location, identification of code
IDS SDC.1 Access control configuratic | Location, access settings
IDS_SDC.1 Service configuratiol Service identification (name or port),
interface, protocols
IDS_SDC.1 Authentication configuratio | Account names for cracked
passwords, account policy
parameters
IDS_SDC.1 Accountability policy Accountability policy configuration
configuration parameters
IDS_SDC.1 Detected knowi Identification of the known
vulnerabilities vulnerability

Table 3: System Events

Application Note: In the case where a Sensor iectihg host-based events, for the
identification and authentication event, the soadéress could be a subject IDS on
a local machine and the destination is defineddfgult. For the data access and data
introduction events, the source address couldiéesine and the destination address
may be target location for the file.

Family Application Note: Available results from angmponent evaluation may be applicable to this
requirement.
5.2.2 Analyser Analysis (IDS_ANL)

This family defines requirements for performing lgse function(s) on all IDS data received
from the targeted IT system resource(s). This fiammas one component: IDS_ANL.1

Management: IDS_ANL.1

The following actions could be considered for thenagement functions in FMT:
* Modifying the behaviour of analyzer analysis funofs).

Audit: IDS_ANL.1
There are no auditable events foreseen.

© 2012-2014 Tripwire, Inc. All Rights Reserved. 40



Tripwire TE v8.3 ST October 19, 2014

5.2.2.1 IDS ANL.1 Analyser analysis

This extended requirement is necessary since adli2FSFR does not exist that allows for the
analysis of information on system data collectednftargeted IT system resources.

Hierarchical to:  No other components.

Dependencies:  No dependencies.

IDS ANL.1.1 The System shall perform the followiagalysis function(s) on all IDS data received:
a) [selection: statistical, signature, integrity; and
b) [assignment:other analytical functiong].

Application Note: Statistical analysis involvesitifying deviations from normal
patterns of behavior. For example, it may involveam frequencies and measures of
variability to identify abnormal usage. Signaturalgsis involves the use of patterns
corresponding to known attacks or misuses of aeByskEor example, patterns of
System settings and user activity can be compayeithst a database of known
attacks. Integrity analysis involves comparing 8gssettings or user activity at
some point in time with those of another pointiing to detect differences.

IDS_ANL.1.2 The System shall record within eachlwtizal result at least the following
information:

a) Date and time of the result, type of result, idégdtion of data source; and
b) [assignment:other security relevant information about the result].

Application Note: The analytical conclusions dralmynthe analyser should both
describe the conclusion and identify the informatised to reach the conclusion.

Family Application Note: Available results from angmponent evaluation may be applicable to
this requirement.
5.2.3 Analyser react (IDS_RCT)

This family defines the response to be taken ie ods detected intrusion. This family has one
component: IDS_RCT.1

Management: IDS_RCT.1

The following actions could be considered for thenagement functions in FMT:
* Modifying the behaviour of analyzer reaction(s).

Audit: IDS RCT.1
There are no auditable events foreseen.

5.2.3.1 IDS RCT.1 Analyser analysis

This extended requirement is necessary since adli2FSFR does not exist that requires a
response to occur if an intrusion is detected byTlOE.

Hierarchical to:  No other components.
Dependencies:  No dependencies.
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IDS_RCT.1.1 The System shall send an alarnassifjnment:alarm destination] and take
[assignment:appropriate actions] when an intrusion is detected.

Application Note: There must be an alarm, thoughdherations should refine the
nature of the alarm and define its target (e.gniattrator console, audit log). The
Analyser may optionally perform other actions wirgrusions are detected; these
actions should be defined. An intrusion in thisuiegment applies to any conclusions
reached by the analyser related to past, presshfugure intrusions or intrusion
potential.

Family Application Note: Available results from angmponent evaluation may be applicable to
this requirement.

5.2.4 Restricted Data Review (IDS_RDR)

This family defines the requirement for tools teabuld be available to authorized users to assist
in reviewing the collected system data. This farhé&g one component: IDS_RDR.1.

Management: IDS_RDR.1
There are no management functions foreseen.

Audit: IDS RDR.1
There are no auditable events foreseen.

5.2.4.1 IDS RDR.1 Restricted Data Review

This extended requirement is necessary since adli2FSFR does not exist that requires a
response to occur if an intrusion is detected byTOE.

Hierarchical to: No other components.
Dependencies:  No dependencies.

IDS_RDR.1.1 The System shall providges§ignment: authorised usefswith the capability to read
[assignment: list of System datpfrom the System data.

Application Note: This requirement applies to auitbed users of the System.

IDS RDR.1.2 The System shall provide the System data in a masuiible for the user to
interpret the information.

IDS_RDR.1.3 The System shall prohibit all users read accetiset®ystem data, except those users
that have been granted explicit read-access.

Application Note: The System needs to define thtea@ised users that may view the
audit records. These authorised users may or mayenthe same as those for a IDS
component

Family Application Note: Available results from angmponent evaluation may be applicable to
this requirement. Note that the definition of autbed users and System data may vary from IDS
component to IDS component.

5.2.5 System Data Storage (IDS_STG)
This family defines the requiremenst for the TSBa&aable to create and maintain a location to
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store system data collected from targeted IT syi&enihis family has two components:
IDS_STG.1 and IDS_STG.2.

IDS_STG.1 Guarantees of System Data Availabilipgcsfies the guarantees that the TSF
maintains over the system dtat given the occurrefe® undesired condition.

IDS_STG.2 Prevention of System Data Loss, spediati®ns in case the location where the
system data is stored is full.

Management: IDS_ STG.1
The following actions could be considered for thenagement functions in FMT:
* Maintenance of the parameters that control theegyslata storage capability.
Management: IDS_ STG.2
The following actions could be considered for thenagement functions in FMT:

* Maintenance (deletion, modification, addition) ctians to be taken in case of system data
storage failure.

Audit; IDS_STG.1
There are no auditable events foreseen.
Audit: IDS_STG.2

The following actions should be auditable if IDS GBystem Data Collection is included in the
PP/ST:

= Basic: Actions taken due to the system data stdia@yee.

5251 IDS STG.1 Guarantee of System Data Availability

This extended requirement is necessary since adli2FSFR does not exist that requires a
response to occur if an intrusion is detected byTOE.

Hierarchical to: No other components.

Dependencies:  No dependencies.

IDS_STG.1.1 The System shall protect the storetke8yslata from unauthorised deletion.
IDS_STG.1.2 The System shall protect the storexie®y data from modification.

Application Note: Authorised deletion of data is nonsidered a modification of
System data in this context. This requirement agplb the actual content of the
System data, which should be protected from anyifiocations.

IDS_STG.1.3 The System shall ensure thasignment:metric for saving System data] System
data will be maintained when the following conditsooccur: $election: System data
storage exhaugtion, failure, attack].

Application Note: The amount of System data thal@de lost under the identified
scenarios needs to be defined.

Family Application Note: Available results from angmponent evaluation may be applicable to
this requirement. Each component must protectata dhile it controls the data. Additional
analysis would be required to address any new datand that previously defined in individual
components.
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5.25.2 IDS STG.2 Prevention of System Data loss

This extended requirement is necessary since a5 FR does not exist that requires a
response to occur if an intrusion is detected byTOE.

Hierarchical to:  No other components.
Dependencies:  No dependencies.

IDS _STG.2.1 The System shaidk]ection: 'ignore System data’, 'prevent System da, except
those taken by the authorised user with special rigs’, ‘overwrite the oldest
stored System data]'and send an alarm if the storage capacity has tesehed.

Family Application Note: Available results from angmponent evaluation may be applicable to
this requirement. However, the System must taleactount the relationships between
components and address how the reaction of any ¢id¥8 component may affect any other in
the System context.
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TOE Security Functional Requirements (from CC Part2)

FAU _GEN.1 Audit Data Generation

FAU_SAR.1 Audit Review

FAU SAR.2 Restricted Audit Review

FAU_ SAR.3 Selectable audit review

FAU_ SEL.1 Selective audit

FAU_STG.2 Guarantees of audit data availability
FAU STG.4 Prevention of audit data loss
FCS_CKM.1 Cryptographic key generation

FCS _CKM.4 Cryptographic key destruction

FCS _COP.la-e Cryptographic operation
FDP_ACC.2 Complete access control
FDP_ACF.1 Security attribute based access control
FIA_AFL.1 Authentication failure handling
FIA_ATD.1 User attribute definition

FIA_SOS.1 Verification of secrets

FIA_UAU.1 Timing of authentication

FIA_UID.1 Timing of identification

FMT_MOF.1a-c

Management of security functions bébrav

FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1 Management of TSF data

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT_ITT.1 Basic internal TSF data transfer protecti

FPT_STM_EXT.1

Reliable time stamps from the envinent

FTA_SSL.4

User-initiated termination
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Extended Security Functional Requirements
IDS _SDC.1 System Data Collection
IDS_ANL.1 Analyzer analysis
IDS RCT.1 Analyzer react
IDS_RDR.1 Restricted Data Review
IDS_STG.1 Guarantee of System Data Availability
IDS_STG.2 Prevention of System data loss

Table 4: Security Functional Requirements

6.1 Conventions

The CC defines four operations on security funaiorequirements. The conventions below
define the conventions used in this ST to iderttify operations completed in the PP and the
operations completed in this ST by the ST authdt.operations completed in the PP are
surrounded by square brackets ([operation]). Cheunggde in the ST to SFRs from the PP are
denoted as refinements made in the ST.

Assignment made in PP:  [indicated with bold text]

Selection made in PP: [indicated with underlined text]

Refinement madein PP: [additions indicated with bold text and italics]

[deletions indicated with strike-through bele-text-and-talies}

Iteration made in PP: [indicated with typical CCgueement naming followed by a
lower case letter for each iteration (e.g., FMT_MSE#)]

Assignment made in ST:  indicated with bold text

Selection made in ST: indicated with underlined text

Refinement madein ST: additions indicated with bold text and italics
deletions indicated with strike-through beld-text-and-italies

Iteration made in ST: indicated with typical CC uggment naming followed by a lower
case letter for each iteration (e.g., FMT_MSA.l1a)

6.2 Security Functional Requirements
6.2.1 Security audit (FAU)

6.21.1 FAU_GEN.1 Audit data generation
FAU GEN.1.1  The TSF shall be able to generate an audit redattedollowing auditable events:

a) Start-up and shutdown of the audit functions;

© 2012-2014 Tripwire, Inc. All Rights Reserved. 46



Tripwire TE v8.3 ST

October 19, 2014

b) All auditable events for the [baievel of audit; and

c) [Access to the System and access to the TOE and 8ys data], TOE integrity
checks on monitored nodes.

Application Note: The auditable events for the badesvel of auditing are included in

Table 5: Auditable Events.

Component Event [Details]
FAU_GEN.1 Start-up and shutdown of audit functions
FAU_GEN.1 Access to System
FAU_GEN.1 Access to the TOE and System data [Object IDS, Requested
access]
FAU GEN.1 TOE integrity checks on monitored nodes.
FAU_SAR.1 Reading of information from the auditoeds
FAU_SAR.2 Unsuccessful attempts to read infornmefiom the
audit records
FAU_SEL.1 All modifications to the audit configti@n that
occur while the audit collection functions are
operating
FIA_ UAU.1 All use of the authentication mechanism [User identity, location]
FIA _UID.1 All use of the user identification mechanism [User identity, location]

FMT_MOF.1a, b, c

All modifications in the behavior of the functiong
the TSF

FMTMDT1 All modifications to the values of TSF data
FMT MTD.1
FMT_SMR.1 Modifications to the group of users thet part of a [User identity]
role
FIA AFL.1 The reaching of the threshold for the unsuccessful
authentication attempts and the actions taken and
the subsequent, if appropriate, restoration to the
normal state.
FDP_ACF.1 All requeststo perform an operation on an object | Object identity being
covered by the SFP. accessed
FMT_MSA.1 All modifications of the values of security
attributes
FMT _SMF.1 Use of the management functions

Table 5: Auditable Events

FAU_GEN.1.2

ST Application Note: For the basic level of auditiof FMT_MSA.3, the CC Part 2
requires the following actions be audited: 1) migdifions of the default setting of
permissive or restrictive rules and 2) all modificas of the initial values of security
attributes to be audited. As noted in FMT_MSA.3belthe TOE does not allow
alternative initial values to be specified wheroéject or information is created, so
this is not an auditable event for the TOE.

Application Note: The IDS_SDC and IDS_ANL requirernteeaddress the recording
of results from IDS scanning, sensing, and analytasks (i.e., System data).

The TSF shall record within each atetibrd at least the following information:

a) Date and time of the event, type of event, subgsitity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditalet eefinitions of the

© 2012-2014 Tripwire, Inc. All Rights Reserved. 47



Tripwire TE v8.3 ST October 19, 2014

functional components included in the PP/Sfie [additional information
specified in the Details column of Table 5: Audithle Eventd.
6.2.1.2 FAU_SAR.1 Audit review

FAU_SAR.1.1 The TSF shall providedministrator role and a user with both Load Log
Manager and Delete Log Message permissianith the capability to readll audit
information from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit recands manner suitable for the user to interpret
the information.

6.2.1.3 FAU_SAR.2 Restricted audit review

FAU_SAR.2.1 The TSF shall prohibit all users readess to the audit records, except those users
that have been granted explicit read-access.

6.2.1.4 FAU_SAR.3 Sdlectable audit review

FAU_SAR.3.1 The TSF shall provide the ability tofpem [sorting] of audit data based ¢date
and time, subject identity, type of event, and suess or failure of related event].

6.2.1.5 FAU_SEL.1 Selective audit

FAU_SEL.1 The TSF shall be able to select the Eevents to be auditddom the set of
auditable events based on the following attributes

a) [eventtypé
b) None

6.2.1.6 FAU_STG.2 Guaranteesof audit data availability

FAU_STG.2.1 The TSF shall protect the stored anedivrds in the audit traifom unauthorised
deletion.

FAU STG.2.2 The TSF shall be able #efec] prevent unauthorised modifications to the stored
audit records in the audit trail.

FAU STG.2.3 The TSF shall ensure thhtstored audit records will be maintained when the
following conditions occur: audit storage exhaustio

6.2.1.7 FAU_STG.4 Prevention of audit data loss

FAU STG.4.1 The TSF shall prevent audited evente gt those taken by the authorised user with
special rightsaand gend an alarnj if the audit trail is full.
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6.2.2 Cryptographic Support (FCS)*’

6.2.2.1 FCS CKM.1 Cryptographic Key Generation

FCS CKM.1.1 The TSF shall generate cryptographys lke accordance with a specified
cryptographic key generation algorittaNSI X9.31 and specified cryptographic key
sizes256 bits for AESthat meet the following=IPS 140-2

ST Application Note: The TSF creates AES 256 bjiskim encrypt communications
between theTE Server and the Agent. The FIPS apdrBING does not create the
AES 128 or 192 bit keys used in FCS_COP.1b; thegs &re session keys created
during the TLS and SSH handshakes.

6.2.2.2 FCS _CKM.4 Cryptographic Key Destruction

FCS_CKM.4.1 The TSF shall destroy cryptographicsk@yaccordance with a specified
cryptographic key destruction methoptographic key zeroization methodthat
meet the followingFIPS 140-2

6.2.2.3 FCS _COP.1la Cryptographic operation (hashing)

FCS COP.1.1a The TSF shall perfarngptographic hashing operationsin accordance with a
specified cryptographic algorith®HA-1, SHA-224, SHA-256, SHA-384, SHA-512
and cryptographic key sizest applicable'® that meet the following=IPS Pub 180-
3, “Secure Hash Standard”

6.2.24 FCS _COP.1b Cryptographic operation (encryption/decryption)

FCS_COP.1.1b The TSF shall perfoencryption/decryption in accordance with a specified
cryptographic algorithm\ES operating in CBC and ECB modeand cryptographic
key sizesl28, 192, and 256 bitthat meet the following=IPS Pub 197, “Advanced
Encryption Standard (AES)”.

6.2.2.5 FCS COP.1c Cryptographic operation (public key cryptography)

FCS_COP.1.1c The TSF shall perfopablic key cryptography in accordance with a specified
cryptographic algorithnRSA and cryptographic key sizé924, 1536, 2048, 3072,
and 4096bits that meet the following=IPS Pub 186-2, “Digital Signature
Standard”.

6.2.2.6 FCS _COP.1d Cryptographic operation (message authentication code)

FCS_COP.1.1d The TSF shall perfomessage authentication code operatioris accordance with
a specified cryptographic algorithHMAC-SHA-1 and cryptographic key siz82-
byte that meet the followingzIPS Pub 198-1, “The Keyed-Hash Message
Authentication Code” and FIPS Pub 180-3, “Secure Hsh Standard”.

" The TOE includes a FIPS certified module, Tripwiyptographic Module (FIPS certificate number 134&
Agent uses OpenSSL, which is not FIPS validatedreate hashes of monitored files.

18 SHA-1 does not use cryptographic keys in its datian. The message digest size is 160, 224, 256, & 512
bits, depending upon the algorithm.
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6.2.2.7 FCS_COP.1e Cryptographic operation (digital signing)

FCS COP.1.1e The TSF shall perfadigital signing in accordance with a specified cryptographic
algorithmDigital Signature Algorithm (DSA) and cryptographic key siz&é924 bit
that meet the following=IPS Pub 186-2, “Digital Signature Standard’

6.2.3 User data protection (FDP)

6.2.3.1 FDP_ACC.2 Complete access control
FDP_ACC.2.1 The TSF shall enforce iscretionary Access Control Policyon
Server Subjects: All server users;

Server Objects: nodes and node groups, rules and leigroups, actions and
action groups, tasks and task groups, TE policieppolicy tests and policy test
groups

and all operations among subjects and objects edvy the SFP.

FDP_ACC.2.2 The TSF shall ensure that all operatim®tween any subject controlled by the TSF
and any object controlled by the TSF are coveredrbgccess control SFP.

6.2.3.2 FDP_ACF.1 Security attribute based access control

FDP_ACF.1.1 The TSF shall enforce Discretionary Access Control Policyon objects based on
the following:

Server subject attributes: user identity, group menberships and user roles

Server object attributes: access controls (ACs) (wbh is comprised of user
identity or group membership and the assigned useawle pair).

FDP_ACF.1.2 The TSF shall enforce the followingesuto determine if an operation among
controlled subjects and controlled objects is afidw

a) If an AC has not be created for the TE object or an of the groups
containing the TE object and if the user role grans the requesting user
identity the requested access, the requested accéesallowed,;

b) If the AC (via the assigned user role) grants theeguesting user identity the
requested access, the requested access is allowed;

c) If the user identity is a member of a group and theAC grants the group the
permissions of the user role in a matching TE objéts access control, and
the permission grants the requested access, the texsted access is allowed;

d) Otherwise access is denied, unless access is ekpliauthorized in
accordance with the rules specified in FDP_ACF.1.3.

FDP_ACF.1.3 The TSF shall explicitly authorize acef subjects to objects based on the
following additional rules:

a) If the server subject is the default administratoraccount, the requested
access is allowed.

FDP_ACF.1.4 The TSF shall explicitly deny accessuifjects to objects based on the following
additional rulesnone
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6.2.4 Identification and authentication (FIA)

6.24.1 FIA_AFL.1 Authentication failure handling

FIA_AFL.1.1 The TSF shall detect when an admiaistr configurable positive integer withén
settable, non-zero numbeiof unsuccessful authentication attempts occur retated
administrative user logins

FIA_AFL.1.2 When the defined number of unsuccesafithentication attempts has been
surpassedhe TSF shallock out the user account for a settable number of
minutes and if configured, send an e-mail notificabn to the user

6.2.4.2 FIA_ATD.1 User attribute definition

FIA_ATD.1.1 The TSF shall maintain the followingtliof security attributes belonging to
individual users: [

a) User identity

b) Authentication data

c) Authorizations; and]

d) User group memberships
e) Role.

ST Application Note: Authorizations defined in tHi¥SPP are implemented as user
permissions in the TOE.

6.24.3 FIA_SOS.1 Verification of secrets

FIA_SOS.1.1 The TSF shall provide a mechanism tifywthat secrets medhe requirement that
passwords be between six (6) and twenty-four (24haracters in length

6.24.4 FIA_UAU.1 Timing of authentication with a third party

FIA_UAU.1.1 The TSF shall allo @OAP locale management, twtool URL generation, twti,
common option settings, twtool version display, twtol helpon behalf of the user
to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user toumesssfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

6.24.5 FIA_UID.1 Timing of identification with a third party

FIA_UID.1.1 The TSF shall allo @OAP locale management, twtool URL generation, twti,
common option settings, twtool version display, twtol helpon behalf of the user
to be performed before the user is identified.

FIA_UID.1.2 The TSF shall require each user toumrassfully identified before allowing any
other TSF-mediated actions on behalf of that user.

6.2.5 Security management (FMT)

6.25.1 FMT_MOF.1la Management of security functions behavior
FMT_MOF.1.1a The TSF shall restrict the abilitytwodify the behavior ofthe functions¢f System
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data collection, analysis and reactiojto [authorised System administrators].

6.25.2 FMT_MOF.1b Management of security functions behavior
FMT_MOF.1.1b  The TSF shall restrict the abilitydisable, enabléhe functions

a) Related to the specification of integrity check ruts

to authorised System administrators.

Application Note: For TE, the ability to enabledgtity check rules is interpreted as
the ability to execute an integrity check. The it disable integrity check rules is
interpreted as the ability to perform an operattmat causes the check to not execute,
such as to delete the rules, delete the elememnisairle a scheduled task.

6.25.3 FMT_MOF.1c Management of security functions behavior

FMT_MOF.1.1c  The TSF shall restrict the abilitydisable, enablénhe functions

a) Related to the specification of integrity check a@ns

to authorised System administrators.

Application Note: For TE, the ability to enabledgtity check action is interpreted as
the ability to execute an action, directly or irditly. The ability to disable integrity
check actions is interpreted as the ability to quenfan operation that causes the
action to not be used, such as to delete the actiafisable a scheduled task.

6.254 FMT_MSA.1 Management of security attributes

FMT_MSA.1.1 The TSF shall enforce tbéscretionary Access Control Policyto restrict the ability
to query, modify, deletthe security attribute&Cs to Administrator, and users
with the appropriate Create ACL permission

6.25.5 FMT_MSA.3 Static attribute initialization

FMT_MSA.3.1 The TSF shall enforce tbéscretionary Access Control Policyto provide
permissivedefault values for security attributes that aredut® enforce the SFP.

FMT_MSA.3.2 The TSF shall allow#eno user roleto specify alternative initial values to override
the default values when an object or informatiooreated.
6.25.6 FMT_MTD.1 Management of TSF data

FMT_MTD.1.1 The TSF shall restrict the ability tpueryand add System and audit dataand
shall restrict the ability to queryand modify all other TOE data] to the roles as
defined in Table 6
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Role

Action

TOE Data

Administrator,
Power User

Rule Manager
Users with the associated Rule Management Link ang

Load permissions and the corresponding permissions;

To create, Create

To create command output rules, Create and Creg
Command Output Rules

To delete, Delete
To update, Update

To update command output rules, Update and Up
Command Output Rules

modify

ite

date

integrity check rules

Administrator

Power User

Rule Manager

Rule User

Monitor User

Regular User

Users with Rule Management Load permission

query

integrity check rules

Administrator
Power User

Users with the associated Action Management Load
permission and the corresponding permissions:

To create, Create, Create Execution Actions, and
Link

To delete, Delete and Link

To update, Update, Update Execution Actions, an
Link

To update (move around file hierarchy), Update,
Update Execution Output Rules, and Link

modify

integrity check actions

Administrator

Power User

Monitor User

Regular User

Users with the Action Management Load permission

query

integrity check actions

Not allowed for any role

modify

current attributes of elements collect
from nodes
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Role Action TOE Data

Administrator query current attributes of elements collected

Power User from nodes

Monitor User

Regular User

Users with the Node Management Load and View

permission

Administrator modify user security attributes and user role

User Administrator query membership

Users with the User Management Load permission and

the corresponding User Management permissions, if

applicable: Create, Delete, Update permissions.

Administrator query all integrity check ‘User’ reports stors
modify on the server

Power User create their own integrity check ‘User’

Regular User reports stored on the server

Monitor User

Users with the Report Management Load permission

Monitor User modify their own integrity check ‘User’

Users with the Report Management Load permission reports stored on the server

Administrator modify | integrity check ‘System’ reports store

Users with the Report Management permissions: Logd on the server

and Manage System Reports

Administrator query integrity check reports stored on the

Power User server

Monitor User

Regular User

Users with the Report Management Load permission

Not allowed for any role add audit data (SAL messages) stored o

the server

Administrator query | audit data (SAL messages) stored on

Users with Load Log Manager and Delete Log Messagg | the server

permissions elete

Administrator query System data

Power User
Monitor User
Regular User

Users with Node Management Load and View
permissions
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Role Action TOE Data

Not allowed for any role add System data

Administrator modify login method and authentication
users with the Miscellaneous Manage Login Methods| query settings

permission

Administrator query Local Variable

Power User

Monitor User
Regular User

Users with Node Management Load and View
permissions

Administrator create
Power User

Users with the Create Variable and Node Management
Load and View permission

Local Variable

Administrator modify
Power User

Users with the Update Variable and Node Management
Load and View permission

Local Variable

Administrator delete
Power User

Users with the Delete Variable permission and Node
Management Load and View permission

Local Variable

Administrator query Global Variable
Power User

Users with Load Variable permissions

Administrator create Global Variable
Power User
Users with the Create Variable permission

Administrator modify Global Variable
Power User

Users with the Update Variable permission

Administrator delete Global Variable
Power User
Users with the Delete Variable permission

Table 6: TOE Management

6.25.7 FMT_SMF.1 Specification of Management Functions
FMT_SMF.1.1 The TSF shall be capable of perforntivggfollowing management functions:

* management of System data collection, analysis angaction
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= specification of integrity check rules

= specification of integrity check actions

» management of access control security attributes
= management of TOE data

6.25.8 FMT_SMR.1 Securityroles

FMT_SMR.1.1 The TSF shall maintain tfelowing roles puthorized administrator'®, authorized
system administrators, and] Administrator, Monitor User, Policy Manager,
Policy User, Power User, Regular User, Rule Manageand Rule User

FMT _SMR.1.2 The TSF shall be able to associatesusith roles.
6.2.6 Protection of the TSF (FPT)

6.2.6.1 FPT_ITT.1Basicinternal TSF data transfer protection

FPT_ITT.1.1 The TSF shall protect TSF data froneldsure, modificatiorwhen it is transmitted
between separate parts of the TOE.

6.2.6.2 FPT_STM_EXT.1 Reliable time stamps from the environment

FPT_STM_EXT.1.1 The TOE shall be able to obtain a time stamp frloendperating environment for
the TOE's use.

ST Application Note: FPT_STM.1 is included in ti#s System PP Version 1.7;
however, this contradicts OE.TIME, which is alsolirded in the IDS System PP.
This ST and evaluation treats FPT_STM.1 as a fegitovided by the operating
environment, not a TOE SFR.

6.2.7 TOE access (FTA)

6.2.7.1 FTA_SSL.4 User-initiated termination
FTA SSL.4.1 The TSF shall allow user-initiated terminatiortlod user's own interactive session.

6.2.8 Intrusion Detection System (IDS)

6.2.8.1 IDS SDC.1 System Data Collection

IDS_SDC.1.1 The System shall be able to collect the followinfpimation from the targeted IT
System resource(s):

a) Data accesses, security configuration changes jmabaluction, access control
configuration, authentication configuration., acstability policy configuration
and

b) none.

IDS_SDC.1.2 At a minimum, the System shall colkatl record the following information:

¥ The authorized administrator as defined in the®Pesponds to the User Administrator role in TE.s&ich, the
User Administrator role is not listed in the assigmt for this SFR.
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a) Date and time of the event, type of event, subigentity, and the outcome
(success or failure) of the event; and

b) The additional information specified in tBetails column of Table 7 System
Events.

Component Event Details

IDS_SDC.1 Data accesst [Object IDS, requested access, source
address, destination address ]

IDS SDC.1 Security configuration chang | [Source address, destination address]

IDS_SDC.1 Data introductior [Object IDS, location of object, source
address, destination address]

IDS_SDC.1 Access control configuratic | [Location, access settin(

IDS_SDC.1 Authentication configuratio | [Account names for cracked passwords
account policy parametersf°

IDS_SDC.1 Accountability policy [Accountability policy configuration
configuration parameters]

Table 7: System Events

6.2.8.2 IDS ANL.1 Analyser analysis
IDS ANL.1.1 The System shall perform the followiagalysis function(s) on all IDS data received:

a) integrity, and
b) policy compliance tests

IDS_ANL.1.2 The System shall record within eachlwtizal result at least the following
information:

a) Date and time of the result, type of result, idegdtion of data source; and
b) For nodes with an Agent installed, the user that nde the change

Application Note: The analytical conclusions dralwynthe analyser should both
describe the conclusion and identify the informatiged to reach the conclusion.

6.2.8.3 IDS RCT.1 Analyser react

IDS RCT.1.1 The System shall send an alaramtpof the following as configured by an
administrator: administrator console, administrator email addressSNMP
server, or syslog serveand takeone or more of the following actions as
configured by an administrator

a) Execute a command on the TE Agent host operating stem
b) Promote new resource version to be a baseline, or
c) Restore a changed resource to its baseline

% The TOE collects information on user account aurfation changes, such as minimum password |ermgtings,
but does not collect cracking password information.
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when an intrusion is detected.

6.2.8.4 IDS RDR.1 Redtricted Data Review

IDS_RDR.1.1 The System shall providdministrator, Power User, Monitor User, Regular
User with the capability to readll System datafrom the System data.

Application Note: This requirement applies to auibed users of the System. The
requirement is left open for the writers of thet8Tefine which authorised users
may access what System data.

IDS RDR.1.2 The System shall provide the System data in a masuiible for the user to
interpret the information.

IDS_RDR.1.3 The System shall prohibit all users read accetiset®ystem data, except those users
that have been granted explicit read-access.

Application Note: The System needs to define thtea@ised users that may view the
audit records. These authorised users may or mayenthe same as those for a IDS
component

6.2.8.5 IDS STG.1 Guarantee of System Data Availability

IDS_STG.1.1 The System shall protect the storete8yslata from unauthorised deletion.
IDS_STG.1.2 The System shall protect the storete8yslata from modification.
IDS_STG.1.3 The System shall ensure #ilbastored System data will be maintained when the

following conditions occur: System data storageagesion

6.2.8.6 IDS STG.2 Prevention of System Data loss

IDS_STG.2.1 The System shall prevent System datepe those taken by the authorised user with
special rightsaand send an alarm if the storage capacity hasteaehed.

ST Application Note: This System needs to previatdollection of System data and
send an alarm if the storage capacity for the pystata is reached.

6.3 TOE Security Assurance Requirements

The Security assurance requirements (SARs) prayiolends for confidence that the TOE meets
its security objectives (for example, configuratmanagement, testing, and vulnerability
assessment). The table below identifies the sgcasgurance requirements for the TOE drawn
from CC Part 3: Security Assurance Requirementsrtiggeet an Evaluation Assurance Level 2
augmented with ALC_FLR.2 as defined by the CC.

Assurance
Assurance Class Assurance Component Name
Component ID

ADV_ARC.1 Security architecture description

ADV: Development ADV_FSP.2 Security-enforcing functional specificati

ADV_TDS.1 Basic design

AGD: Guidance AGD_OPE.1 Operational user guidance
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Assurance Class

Assurance

Component ID

Assurance Component Name

documents

AGD_PRE.1 Preparative procedures
ALC_CMC.2 Use of a CM System
ALC_CMS.2 Parts of the TOE CM coverage
ALC: Life-cycle support
ALC DEL.1 Delivery procedures
ALC_FLR.2 Flaw reporting procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
Qfalfaiiitzcnurity Target ASE_OBJ.2 Security objectives
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.1 Evidence of coverage
ATE: Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing — sample
AVA: Vulnerability AVA_VAN.2 Vulnerability analysis

assessment

Table 8: Security Assurance Requirements

6.4 Security Requirements Rationale

6.4.1 Rationale For Not Satisfying All Dependencies

This section includes a table of all the TOE seagdunctional requirements and their associated

dependencies with a rationale for any dependeticé&sre not satisfied.
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SFR Dependencies Met by the TOE?
FAU_GEN.1 FPT _STM.1 Addressed by OE.TIME on the
operational environment and
FPT_STM_EXT.1
FAU_SAR.1 FAU_GEN.1 Yes
FAU_SAR.2 FAU_SAR.1 Yes
FAU_SAR.3 FAU_SAR.1 Yes
FAU_SEL.1 FAU_GEN.1 Yes
FMT_MTD.1
FAU_STG.2 FAU_GEN.1 Yes
FAU_STG.4 FAU_STG.1 Yes, via FAU_STG.2 which is
hierarchical to FAU_STG.1
FCS_CKM.1 FCS_CKM.2 or Yes
FCS_COP.1
FCS_CKM.4
FCS_CKM.4 FDP_ITC.1 or FDP_ITC.2 | Yes
or FCS _CKM.1
FCS_COP.la-e FDP_ITC.1 or FDP_ITC.1 Yes
or FCS_CKM.1
FCS_CKM.4
FDP_ACC.2 FDP_ACF.1 Yes
FDP_ACF.1 FDP_ACC.1 Yes, via FDP_ACC.2 which is
FMT_MSA.3 hierarchical to FDP_ACC.1
Yes
FIA_AFL.1 FIA_UAU.1 Yes
FIA_ATD.1 None N/A
FIA_SOS.1 None N/A
FIA_UAU.1 FIA_UID.1 Yes
FIA_UID.1 None N/A
FMT_MOF.1a,b,c | FMT_SMR.1 Yes
FMT_SMF.1
FMT_MSA.1 FDP_ACC.1 or FDP_IFC.1| Yes, via FDP_ACC.2 which is
FMT SMR.1 hierarchical to FDP_ACC.1
FI\/IT:SMF.l Yes
Yes
FMT_MSA.3 FMT_MSA.1 Yes
FMT_SMR.1
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FMT_MTD.1 FMT_SMR.1 Yes
FMT_SMF.1
FMT_SMR.1 FIA _UID.1 Yes
FMT_SMF.1 None N/A
FPT_ITT.1 None N/A
FPT_STM_EXT.1 | None N/A
FTA_SSL.4 None N/A
IDS_SDC.1 None N/A
IDS_ANL.1 None N/A
IDS_RCT.1 None N/A
IDS_RDR.1 None N/A
IDS_STG.1 None N/A
IDS_STG.2 None N/A

6.4.2 TOE SFR to TOE Security Objective Tracings

Table 9: SFR Dependencies

Z
@)
e
O
L
| e
o (@)
(@) [ad
— > N %) U)I D-I
Pz
o2 |2 |N|5|Z|a|E|2|2]|5 wls |5
° 2|8 |2|4(3/8|2|2|S|E|2 8|22
22|29 |d |22 0|2 |20 |u|u 6 u
o|/lo|lo|lo|lo|o|o|lo|o|o|o|o|oOo|0o|O
FAU_GEN.1 X
FAU_SAR.1 X
FAU_SAR.2 X | X
FAU_SAR.3 X X
FAU_SEL.1 X X
FAU_STG.2 X X | X [ X X X
FAU_STG.4 X | X
FCS_CKM.1 X
FCS_CKM.4 X
FCS_COP.1a X X X
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FCS_COP.1b-e | X

FDP_ACC.2

FDP_ACF.1

FIA_AFL.1

X| X | X| X

FIA_ATD.1

FIA_SOS.1

X

FIA_UAU.1

FIA_UID.1

FMT_MOF.1a

FMT_MOF.1b

XX | X| X[ X|X|X]| X
X

FMT_MOF.1c

X

FMT_MSA.1

X

FMT_MSA.3

X
X

FMT_MTD.1

X XXX | X| XX
XX | XX X[ X|X| XX

X
X
X

FMT_SMF.1

X

FMT_SMR.1

X
X

FPT_ITT.1

X
X

FTA_SSL.4

X
X
X
X

ADV_ARC.1 X

X
X

FPT_STM_EXT.1

IDS_SDC.1 X | X

IDS_ANL.1 X

IDS_RCT.1 X

X
X

IDS_RDR X

X
X

IDS_STG.1 X X X

IDS_STG.2 X

Table 10: Mappings between TOE SFRs and Security Qdxtives

6.4.3 TOE SFR Rationale
The following discussion provides detailed evideateoverage for each security objective.

O.PROTCT The TOE must protect itself from unauthedi modifications and access
to its functions and data.

The TOE is required to protect the audit data frdetetion as well as
guarantee the availability of the audit data in #nent of storage
exhaustion, failure or attack [FAU_STG.2]. The $8ystis required to
protect the System data from any modification anduthorized deletion,
as well as guarantee the availability of the datdhie event of storage
exhaustion, failure or attack [IDS_STG.1]. The TiSEequired to provide
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the ability to restrict managing the behavior ofdtions of the TOE to
authorized users of the TOE [FMT_MOF.1a, b, c]. YOaluthorized
administrators of the System may query and adde8ystnd audit data,
and authorized administrators of the TOE may qae modify all other
TOE data [FMT_MTD.1]. The TOE restricts the abiltty query, modify,
or delete ACs to the Administrator [FMT_MSA.1]. Blefault, the TOE
creates every server object without an AC. Subsgtyeaccess can be
granted to other users, but there is no methogeoify access other than
the default during creation [FMT_MSA.3]. The TOEopides a set of
management functions for use by administrators [FBNIF.1]. The TOE
includes the FIPS certified Tripwire CryptograpModule to implement
TLS which protects remote communications with thH@ET It performs
key generation, key destruction, hashing, encrpgdiecryption, public
key generation, message authentication code andtaldigigning
[FCS_CKM.1, FCS_CKM.4, FCS_COP.1la-e]. The Systenstnpuotect
the collected data from modification and ensurenitsgrity when the data
is transmitted between distributed TOE componeR&T[ ITT.1]. The
TOE must ensure that all functions are invoked suncteed before each
function may proceed [ADV_ARC.1]. The TSF must betpcted from
interference that would prevent it from performinits functions
[ADV_ARC.1].

The Scanner must collect and store statifiguration information that
might be indicative of the potential for a futurgrusion or the occurrence
of a past intrusion of an IT System.

A System containing a Scanner is required to cbleew store static
configuration information of an IT System. The typé configuration
information collected must be defined in the ST3ICEDC.1]. The TOE
uses one-way hash function to store static infaonatised to determine
the integrity of files and registry entries [FCS_E.@a].

The Sensor must collect and store infaonaabout all events that are
indicative of inappropriate activity that may haresulted from misuse,
access, or malicious activity of IT System assetkthe IDS.

A System containing a Sensor is required to col&nts indicative of
inappropriate activity that may have resulted fromsuse, access, or
malicious activity of IT System assets of an IT t8ys. These events must
be defined in the ST [IDS_SDC.1].

The Analyzer must accept data from IDS §ens or IDS Scanners and
then apply analytical processes and informationdéoive conclusions
about intrusions (past, present, or future).
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The Analyzer is required to perform intrusion as@yand generate
conclusions [IDS_ANL.1]. The TOE uses one-way h@asiction to store
static information used to determine the integofyfiles and registry
entries [FCS_COP.1a].

The TOE must respond appropriately toyfinal conclusions.

The TOE is required to respond accordingly in tkeng¢ an intrusion is
detected [IDS_RCT.1].

The TOE must include a set of functionatthllow effective management
of its functions and data.

The TOE must provide the ability to review and ngaéhe audit trail of
the System [FAU_SAR.1, FAU_SEL.1]. By default, tRi©E creates
every server object without an AC. Subsequentlgess can be granted to
other users, but there is no method to specifysacother than the default
during creation [FMT_MSA.3]. The System must pravithe ability for
authorized administrators to view all System datkected and produced
[IDS_RDR.1]. The TOE must provide the ability tosieev and manage
the audit trail of the System to include sortinge ttaudit data
[FAU_SAR.3]. The TOE provides the ability for us@csterminate their
session [FTA_SSL.4]. The TOE must ensure thataittions are invoked
and succeed before each function may proceed [ADRCA]. The TSF
must be protected from interference that would @névt from performing
its functions [ADV_ARC.1].

The TOE must allow authorized users tesgonly appropriate TOE
functions and data.

The TOE is required to restrict the review of awthta to those granted
with explicit read-access [FAU_SAR.2]. The Systesmaquired to restrict
the review of System data to those granted withliekpead-access
[IDS_RDR.1]. The TOE is required to protect the iaddta from deletion
as well as guarantee the availability of the auwfdita in the event of
storage exhaustion, failure or attack [FAU_STG.Zhe System is
required to protect the System data from any meoalion and
unauthorized deletion [IDS_STG.1]. Users authorie@dccess the TOE
are defined using an identification and authenticgprocess [FIA_UID.1,
FIA_UAU.1]. The TOE is required to provide the dlyilto restrict
managing the behavior of functions of the TOE tthatized users of the
TOE [FMT_MOF.14a, b, c]. The TOE restricts the dpito query, modify,
or delete ACs to the Administrator [FMT_MSA.1]. Blefault, the TOE
creates every server object without an AC. Subsetyeaccess can be
granted to other users, but there is no methogeoify access other than
the default during creation [FMT_MSA.3]. Only autlzed administrators
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of the System may query and add System and autdif dad authorized
administrators of the TOE may query and modify aher TOE data
[FMT_MTD.1]. The TOE provides a set of managemenictions for use
by administrators [FMT_SMF.1]. The TOE provides #iglity for users
to terminate a session with the TOE by logging thi TOE from another
entity causing the TOE to terminate the originaissen [FTA_SSL.4]

The TOE must be able to identify and aartticate users prior to allowing
access to TOE functions and data.

The TOE is required to restrict the review of authta to those granted
with explicit read-access [FAU_SAR.2]. The Systesmaquired to restrict
the review of System data to those granted withliekpead-access
[IDS_RDR.1]. The TOE is required to protect therstbaudit records
from unauthorized deletion [FAU_STG.2]. The Systé&nrequired to
protect the System data from any modification anduthorized deletion,
as well as guarantee the availability of the datahe event of storage
exhaustion, failure or attack [IDS_STG.1]. Secusatyributes of subjects
used to enforce the authentication policy of theET@ust be defined
[FIA_ATD.1]. The TOE provides restrictions on thengplexity of
passwords, including password length [FIA_SOS.Mend authorized to
access the TOE are defined using an identificaiod authentication
process [FIA _UID.1, FIA_UAU.1]. The TOE providesethability to
disable (lock out) user accounts after a conseeuthumber of
unsuccessful authentication attempts [FIA_AFL.1peTTOE is required
to provide the ability to restrict managing the &abr of functions of the
TOE to authorized users of the TOE [FMT_MOF.1a, dp, Only
authorized administrators of the System may quey add System and
audit data, and authorized administrators of theETi@ay query and
modify all other TOE data [FMT_MTD.1]. The TOE musé able to
recognize the different administrative and useesdhat exist for the TOE
[FMT_SMR.1]. The TOE provides a set of managemanttions for use
by administrators [FMT_SMF.1]. The TOE must endinat all functions
are invoked and succeed before each function magcepd
[ADV_ARC.1]. The TSF must be protected from inteefece that would
prevent it from performing its functions [ADV_ARQ.1

The TOE must appropriately handle potérdiadit and System data
storage overflows.

The TOE is required to protect the audit data fromauthorized deletion
as well as guarantee the availability of the auwfdita in the event of
storage exhaustion, failure or attack [FAU_STG.Zhe TOE must
prevent the loss of audit data in the event theaitglit trail is full

[FAU_STG.4]. The System is required to protect Bystem data from
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any modification and unauthorized deletion, as vedl guarantee the
availability of the data in the event of storag@auxstion, failure or attack
[IDS_STG.1]. The System must prevent the loss ditalata in the event
its audit trail is full [IDS_STG.2].

The TOE must record audit records for dattesses and use of the
System functions.

Security-relevant events must be defined and anlditdor the TOE
[FAU_GEN.1]. The TOE must provide the capability $elect which
security-relevant events to audit [FAU.SEL.1]. TH@E must prevent the
loss of collected data in the event the its audit ts full [FAU_STG.4].
The TOE must ensure that all functions are invoed succeed before
each function may proceed [ADV_ARC.1]. The TSF mhetprotected
form interference that would prevent it from penfomg its functions
[ADV_ARC.1]. Time stamps associated with an auditard must be
reliable [FPT_STM_EXT.1].

The TOE must ensure the integrity of alfihand System data.

The TOE is required to protect the audit data fromauthorized deletion
as well as guarantee the availability of the aufdita in the event of
storage exhaustion, failure or attack [FAU_STG.Zhe System is
required to protect the System data from any meoalion and

unauthorized deletion [IDS_STG.1]. Only authorizeiinistrators of the
System may query or add audit and System data [FWID.1]. The

System must protect the collected data from maatifim and ensure its
integrity when the data is transmitted between ribisted TOE

components [FPT_ITT.1]. The TOE provides a set dadnagement
functions for use by administrators [FMT_SMF.1].eTROE must ensure
that all functions to protect the data are not Bged [ADV_ARC.1]. The
TSF must be protected form interference that wopddvent it from

performing its functions [ADV_ARC.1].

The TOE must control access to resourcesdbapen the identity of
users, groups of users, and roles.

The TOE must enforce the DAC policy on all servabjscts for all
available operations on nodes and node groups theun contents)
[FDP_ACC.2]. The TOE must enforce the rules defitsdthe DAC
policy based on server object ACs and user secatitibutes (user ID,
groups of users, and roles). The ACs and userrise@ittributes are
compared to determine whether the requested opersitiould be allowed
[FDP_ACF.1]. The TOE maintains security attributies each user,
including user ID, authentication data, group mersii@s, and roles
[FIA_ATD.1]. The TOE successfully identifies andtlaentications users
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before allowing any TSF-mediated actions for thaeru[FIA_UAU.1,
FIA_UID.1]. The TOE provides the ability to disab{eock out) user
accounts after a consecutive number of unsuccessiitthentication
attempts [FIA_AFL.1]. The TOE restricts the abiltty query, modify, or
delete ACs to an Administrator [FMT_MSA.1]. By defa the TOE
creates every server object without an AC. Subsdtyjeaccess can be
granted to other users, but there is no methogeoify access other than
the default during creation [FMT_MSA.3]. The TOEopides a set of
management functions for use by administrators [FSNIF.1].

OE.AUDIT_PROTECTION The operational environmentlwitovide the capability to protect

OE.AUDIT_SORT

OE.TIME

audit information.

The TOE is required to protect the audit data fromauthorized deletion
as well as guarantee the availability of the aufdita in the event of
storage exhaustion, failure or attack [FAU_STGI2je TOE protects the
audit data from deletion at its own interfaces. Blit data is stored in
the database in the operational environment. Th& Téies upon the
database to provide access control mechanisms dtegbrthe audit
information.

The operational environment will pide the capability to sort audit
information.

The operational environment must provide the abitd review and
manage the audit trail of the System to includdirsgrthe audit data
[FAU_SAR.3]. The TOE provides interfaces to alloutteorized users to
review, sort and manage the audit trail. Sinceathdit data is stored in the
database in the operational environment, the TQE&srapon the database
to provide the capabilities necessary for reviewswting, and managing
the audit trail.

The operational environment will providdiaele time stamp to the TOE.

Time stamps associated with an audit record must réeble
[FPT_STM_EXT.1]. The TOE relies upon hardware apdrating system
in the the operational environment to provide t#Batime stamps upon
request.

6.4.4 SAR Rationale
The TOE and this ST are EAL2 conformant, augmeniigd ALC_FLR.2.

EAL2 was chosen to provide a low to moderate le¥@ssurance that is consistent with good
commercial practices. As such, minimal tasks aaeqd upon the vendor assuming the vendor
follows reasonable software engineering practiogsaan provide support to the evaluation for
design and testing efforts. The chosen assuramekiteappropriate with the threats defined for
the environment. While the system may monitor dilgosnvironment, it is expected to be in a
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non-hostile position and embedded in or protectedtber products designed to address threats
that correspond with the intended environment. ALE, the system will have incurred a search
for obvious flaws to support its introduction t@thon-hostile environment.
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7 TOE Summary Specification

This chapter describes the TOE security functions.

7.1 Intrusion Detection System

The TOE provides three main IDS capabilities: Fileegrity Monitor, Compliance Policy
Manager, Remediation Manager.

7.1.1 File Integrity Monitor

The TOE manages and monitors the configuration andsstht set of external networked
components called nodes. Discovered unauthorizet@xpected modifications to nodes are
reported using one or more of the available notificatnechanisms. Users can configure other
actions to be performed automatically when chaagesletected, including for some node types,
restoring the baseline configuration.

Monitoring the integrity of a node consists of takingod@ snapshot (a collection of the current
values of a specific set of node elements) and compa@gginst the node’s baseline (a
previously stored set of presumed good values for thode elements). If the resource’s
attributes differ between the snapshot and the baselmegsburce is determined to have
changed and one or more of the available notificatiorhar@sms may be invoked depending
upon the administrator’s configuration choices. Adntiatsrs define the frequency of
monitoring specific nodes. Frequency can be any intefld minutes, hourly, daily, weekly,
monthly, or just oncé*

For nodes without a TE Agent installed, the Tripwire EntegpBisrver performs the necessary
steps to monitor the node using the IP address, communigabtocols, and authentication
credentials offered by the specific node. For TE Agewles, the agent performs the integrity
check and passes the results to the Tripwire EnterpriserSer auditing, notification and
reporting. Node elements are specific to the type déramd how the monitoring is configured.
Monitoring can be configured to include the content atidbutes of files, registry values, and
other node configuration parameters.

Other node configuration parameters can be collectedhandored using a command output
capture rule or command output validation rule which rucsnamand on a node or device to
generate and capture the output. This information canlibeaptured in a snapshot for
subsequent monitoring. For example, the physical memoryitapd servers or the software
and firmware version numbers can be monitored usingrtachanism.

The date and time of the result, type of result, and igeottitlata source are recorded as a result
of each integrity scan. For nodes with an Agent installeyuser that made the change is also
recorded.

Node snapshots are saved as a record of a noddiguration at a specific point in time. Each
node may have an unlimited number of snapshots,rbyiboe is flagged as the current baseline.

% The time between snapshots is a window of timetiich an attribute could be changed and then ctiahgek
with no detection.
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Integrity checks are performed as follows:
* The TOE creates a temporary record of a node’s boaps

» To determine if the node’s configuration has chanded TOE compares the snapshot with
the latest saved snapshot.

o If achange is detected, the application savesdhesmapshot.
o If no change is detected, no further action is taken.

* If a new snapshot was created, the application detesnif the node has an existing
baseline. If the node lacks a baseline, no furtheoractitaken.

» If the node has a baseline, the TOE determines whailpromote the new snapshot to the
baseline by comparing it to the node’s current lizsel

o If the new snapshot is identical to the baseline, i®& auto-promotes the new
version to the baseline, updating the baseline datdime.

o If the new element version differs from the baseline, dpplication executes all
actions associated with the applicable rule (suchati$ying users, restoring the
configuration of the node, taking the node offlirte, )e

Authorized administrators use the TOE’s GraphicarUsterface to configure the integrity
checking mechanism, creating integrity check rulasspecify node elements and corresponding
attributes to monitor. Note that the administrator wake changes to node baselines in addition to
using the TOE to perform integrity checks at reguitarivals.

The above operations are depicted in the figure below
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The TOE can monitor various types of nodes and etetaents. While some types of nodes
require the installation of a Tripwire Enterprise Agentthe node, other node types provide
suitable interfaces and do not require the instafiaiica Tripwire Enterprise Agent. In the latter
case, the monitoring is handled by the Tripwire EnisgpBerver. The following node types and
elements can by monitored:

» Agent Nodes requiring Tripwire Enterprise Agent®étly operating systems)
o Files (the file element attributes monitored aseelil below)
o Directories (the directory element attributes manaitl are listed below)

0 Registry keys and values (for the Windows operasggtem only, the registry
element attributes monitored are listed below)

* TE Nodes not requiring TE Agents
o Files content attributes

o Command output (run command and capture outputhezkc node settings or
parameters)

0 Availability (network connectivity)

In the case of nodes hosting Tripwire Enterprisetg, the TOE can monitor file, directory, and
registry keys/values as follows:

* UNIX file element attributes monitored:
0 The access control list for a file or directory

0 The last date and time when a file or directory aasessed

o The last date and time when file or directory matadvas modified (or created)

0 The UNIX user group that owns a file or directory

o The MD5? hash for a file

0 The last time file or directory content was chanbga user

0 A hash that associates a file with a software-lladtan package, also referred to
as the “packages” attribute

o Permission and file mode bits

o The SHA-F hash for a file

0 The size of a file

o0 The owner of the file or directory
* Windows file element attributes monitored:

0 The last time a file or directory was accessed bhyex
o Archive flag

22 MD5 is not a FIPS Approved algorithm and is lisesdanother algorithm on the FIPS certificate. Goie
instructs users to use SHA-1 only.

2 The cryptography used in this product has bees Eittified. See FIPS certificate # 1346.
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A flag that indicates whether the file or directasycompressed
The date and time when a file or directory wasteica

A list that specifies the level of file or direcyoaccess granted to Windows users
or user groups

The Windows user group that owns a file or diregctor
Hide flag

The MD5 hash of a file

Offline flag

The owner of the file

A hash or version string that associates a fil& \a&isoftware-installation package,
also referred to as the “packages” attribute

Read-only flag

A list that controls the generation of audit lograss for attempts to access a
securable object.

The SHA-1 hash of a file

The size of a file

The number of alternate data streams on a filérecibry

The MD5 hash for the file or directory alternatéadstream(s)
The SHA-1 hash for the file or directory alterndgga stream(s)
System flag

Temp flag

The date and time when file or directory contens est changed

* Windows registry key elemeattributes monitored:

o

O O O o ©

0]
0]
0]

A list that specifies the level of access granted to Wirsdasers or user groups
Indicates the type of data in a value

The Windows user or user group that owns a registyy ke

The MD5 hash of data in a registry value

The owner of a registry key

A string that associates a registry key or value with a sofinstallation
package

A list that controls the generation of audit log entries d&iempts to access a
registry key

The SHA-1 hash of data in a value

The size of data in a value

The date and time when a key was last changed

Authorized administrators configure the integrity akieg mechanism by specifying actions to
take in response to integrity checks. For actiolyfnigeupon an external IT entity (i.e., email,
SNMP, syslog), the TOE is only capable of sending thegiityecheck results or log message. The
TOE relies upon the operational environment to compleligery. The TOE is capable of the
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following actions when a change is detected.
» Display integrity check results to the console
» Send integrity check results to administrators gigmail
* Send integrity check results to administrators giSNMP
* Send a log message to a Syslog server
» Execute a command on either the Tripwire Enter@seer or a node using an Agent
* Promote new element versions to baseline

» Restore a changed element to its baseline stét@gh not all types of elements can be
restored).

The baseline and restoration features are alsohys€&#& to process software installation package
data from file servers.

If the auditing is enabled in the underlying opegasystem, TE can be configured to collect the
user ID that performed the monitored event/action.

This component collects the following system evettdita accesses, security configuration
changes, data introduction, and access controigroafion. Data accesses events are collected by
configuring TE monitoring specific files or direcies for read, write and delete access. (Read
access is determined by monitoring the file actigss) Security configuration changes are
collected by configuring TE to monitor the specffie or registry entry in which the security
configuration settings are stored. Data introduncéeents are collected by configuring TE to
monitor a directory for new files or directoriesripadded and a registry for new entries. Access
control configuration events are collected by mannitg the permission bits on UNIX or the ACLs
on Windows for changes to the lists.

TE can be configured to use the information obthinem the audit records stored and collected
by the underlying OS to determine the identityhaf &ntity requesting access to, including
modifications to, the objects.

If an Event Generator is installed with TE Agentwimdows and UNIX file servers, TE can
monitor the system for changes made in real-timigh Yéal-time monitoring, the Event
Generator monitors the Agent’s OS, as well as ¢igestry if the Agent is a Windows server
continuously reports any detected changes to thAgdat, becoming the audit event source for
an Agent system. At an administrator defined irdagrthe TE Agent runs a version check of the
monitored objects for which the current collectafraudit events indicates a change. At the end
of the version check, the Agent forwards the aedénts and all new change versions to the TE
server. The Event Generator can also be configioretentify the entity requesting access or
performing the event.

Note that the TOE provides a command line interf&id) that can be used instead of the
administrative graphical user interface (GUI) tofpen some administration functions on the
TOE. However, the CLI is a subset of the GUI aadmot perform all administration functions.

For more information about TOE administration (utthg more information about integrity check
policies), see the user data protection and sgecuahagement descriptions below.

© 2012-2014 Tripwire, Inc. All Rights Reserved. 74



Tripwire TE v8.3 ST October 19, 2014

7.1.2 Compliance Policy Manager

The administrator defines TE policies. TE poliatas be downloaded from the Tripwire web
site or the administrator can define the TE pollayaded TE policies can be used to assess
compliance with federal regulations or internaldglines®* New TE policy tests must define the
test’s effective scope and pass/fail criteria.

Once the new policy test is defined, the policy thetkl be run manually.

When running a policy test, the TOE compares the duvession of each element of the test’s
effective scope with the pass/fail criteria definedh®ypolicy test. The TOE generates test results
for each current version indicating whether or notablecy test passed or failed. The TOE can
also create compliance statistics for each nodeeitesst’s effective scope.

After the initial execution of a policy test, the TEwa¥ automatically runs the policy test
whenever a version check results in the creatiomanfge versions for elements of the test’s
effective scope.

This component collects the following system evemsusty configuration changes,
authentication configuration and accountability policgfaguration

The date and time of the result, type of result, and igeottitlata source are recorded as a result
of each policy compliance test. For nodes with an Agestalled, the user that made the change
is also recorded.

7.1.3 Remediation Manager

Remediation is the process of resolving failures geeeray a policy test. There are two types
of remediation: automated and manual. With automateddiaetian, the TE Agent on the node
that the policy test failed runs a script or performs othgoracto bring the node into
compliance with the policy test. With manual remediationser manually performs the actions
to bring the node into compliance with the policy test. In treduated configuration, the TOE
will be configured to send an alarm when a policy test fails.

Automated remediation is implemented using work orders tfatala set of policy test failures
to be remediated on a specific node. To implement augahmamediations the following steps
are performed:

Step 1: Install and Apply an automated remediation license

Step 2: Download and import TE policies with automated réatied
Step 3: Download and import post-remediation service cordma
Step 4: Create or Edit TE User Roles for each typerokdiation user
Step 5: Create TE User Accounts for each remediatien us

Step 6: Create a home page for each remediation

4 The evaluation did not test federal compliancédagion, such as SCAP. The evaluation did not idelan
assessment of whether or not a policy file is sidfit to confirm the external policy or guidelifidne evaluation
only assessed whether or not the checks and tet$te policy file work correctly.
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Step 7: Create additional widgets and reportsippart remediation.

7.1.4 System Data Storage

The system data (object attribute information)exid by both the TE Server and TE Agents
are stored in the database.

7.1.5 SFR Mapping
The IDS function is designed to satisfy the follog/security functional requirements:

FCS_COP.la: TE Agents uses OpenSSL 0.98k, whiobti$IPS validated, to provide
the SHA hashing capability used to monitor filesl &dindows registry entries on the IT
systems.

IDS_SDC.1: The Tripwire Enterprise Agents componainthe TOE contributes to the
monitoring of files, directories, and registry kegad values of targeted IT system
resource(s) by collecting object attribute inforimat Thecollected information is stored
in the database. The Tripwire Enterprise Server cantardiles, command output, and
availability of targeted IT system resource(s) by collecbbgect attribute information.
Since the TOE does not collect account names for crapksdwords, this detailed
information is not included in the collected data.

IDS_ANL.1: The Tripwire Enterprise Server componenttioe Tripwire Enterprise

Agent can compare collected attribute information frm@nitored IT system resources
using administrator-configured rules. These rules deterntiie frequency of the
monitoring activity and the action taken by the TOE whethange is detected. The
policy manager performs the analysis features usedgésasompliance.

IDS_RCT.1: The File Integrity Monitor of the Tripwire Entege Server component can
perform actions in response to element attribute comparisspecifically: display
integrity check results to the console, send integritgkhesults to administrators using
email, send integrity check results to administrators using SNSBR] a log message to a
Syslog server, execute a command on either the Tripwmmerfiise Server host
operating system or on the Tripwire Enterprise Agerst laperating system, promote
new element versions to baseline, restore a changedrgléonds baseline state (note
that not all types of elements can be restored). The Ratized Manager resolves
failures generated by a policy test using either automaigananual remediation.

IDS_STG.1: The Tripwire Enterprise Server component protiescollected system
data from unauthorized deletion and prevents modificatiortee collected system data
at the TOE’s interfaces. In addition, the TOE ensuresdblécted system data will be
saved when storage exhaustion occurs. The TOE deppndghe DB to protect the data
stored in it from unauthorized access via the DB interfaces.

IDS_STG.2: If the system data storage location becomieshelTOE will send an alarm
and the system will shut down.

7.2 Security audit
The TOE provides its own security audit log (SAL) mechartisat can generate records
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containing TOE management actions and securitye@lavents. These records are referred to as
Security Audit Log (SAL) messages. The TOE stieSAL messages in the database.

Each SAL message includes date and time of thet,exaegory (type of event), subject identity
(system-initiated event or user-initiated evemy &éhe outcome (success or failure) of the event.
Additional information is stored in the SAL messdgecertain types of events. The object IDS
and requested access type are recorded for “atcdss TOE and System data” audit events.
The user identity and location are recorded for idntification and authentication audit events.
The user identity is recorded is recorded for “nfiodtions to the group of users that are part of a
role” audit events.

The auditable events stored in the SAL include:

» Successful and unsuccessful attempts to start-dpshntdown the Security Audit Log
component.

* Successful and failed requests to perform an operghat requires access to an object
covered by the SFP

» Successful and unsuccessful attempts to read Eaoditds

» All modifications to audit configuration

* Use of the management functions:

Specification of integrity check rules,
Specification of integrity check actions,
Promotion of collected object attributes to bassin

o O O O

Review of integrity check reports.
o0 Specification of role assignments
* Successful and unsuccessful user identificationaartidentication
* Modifications to the values of security attributexl TSF data
* Modifications to the group of users that are pad ole
» Access to the System
» Access to the TOE and System data
* TOE integrity checks on monitored nodes

The TOE provides the ability for administratorss&ect which type of events will generate an
audit record (pre-selection).

The Log Manager in the GUI provides the ability fsers with the Administrator role and users
with both the Load Log Manager and Delete Log Mgeszermissions to view and configure the
Security Audit Log trail. This includes the ability delete audit records. To sort the SAL
messages displayed by the Log Manager, the admnaitivg user simply clicks on the column
header of which sorting is desired.

The TOE does not provide a mechanism for modifyireggaudit records. When the SAL trail is
full, the TOE throws an exception (alarm) to thesae/monitor/screen and the system shuts
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down, preventing any additional auditable everitthd SAL trail is full and the TOE is
restarted, the TOE generates additional excepimmhsating that the TOE cannot allocate more
temporary space and the TOE does not operate.

7.2.1 SFR Mapping
The Security audit function is designed to satibB/following security functional requirements:

* FAU_GEN.1: The TOE generates SAL messages for nsmoyrity related events,
including startup and shutdown of audit functiofos, TOE management events and for
user identification and authentication attempts.

» FAU_SAR.1: The TOE provides users with the Admnaiir role and users with both
the Load Log Manager and Delete Log Message pensshe ability to read from the
SAL trail using administrator console interfaces.

* FAU_SAR.2: The TOE protects the SAL messages biriceag read access to only
those users that have been granted read accéssdadit records.

* FAU_SAR.3: The TOE provides administrators theigbtb sort SAL messages using
administrator console interfaces based on datetiamel of the event, type of event,
subject identity, and the outcome (success orrigilof the event.

» FAU_SEL.1: The TOE provides the ability to selectieh type of events will generate a
SAL message (pre-selection).

» FAU_STG.2: The TOE protects the stored SAL messtages unauthorized deletion and
prevents modifications to the messages at the TOE/sinterfaces. In addition, the TOE
ensures that all stored SAL messages will be sadesh storage exhaustion occurs. The
TOE depends upon the DB to protect the data storé@dfrom unauthorized access via
the DB interfaces.

» FAU_STG.4: If the SAL trail becomes full, the TOEllveéend an alarm and the system
will shut down.

7.3 User data protection

The TOE implements a discretionary access cornirAl) policy for object access based on:
* user identities,
* user group memberships,
* user roles, and

» Access Controls (ACs).

A user role is a collection of user permissiong thay be assigned to a user account or access
control. A user permission is a system authorizetiat enables a user to view, add, change, or
delete data in Tripwire Enterprise. (See Secti@&fdr more information on user roles and user
permissions.)

An access control grants specified user accoumt®anser groups exclusive access to a TE
object via the user role assigned to that accessaio
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The TOE objects directly subject to this policy acgles and node groups, rules and rule groups,
actions and action groups, tasks and task groupgolicies, policy tests, and policy test groups.
There are no other objects. A node is representedenetwork address of a server, router,
switch, firewall, or load balancer that containgeahbs that Tripwire Enterprise may monitor. A
node group is an object containing a collectionades. Access controls on individual TE
objects always overrides access controls on TEcogjeups.

While user identities can be used in ACs to assigsecific access permissions to specific
users, the TOE also supports user groups. A useipgs a collection of user accounts. Note
that both users and groups can be members of geoupeach user or group can be a member of
multiple groups. A user with the Administrator osen administrator role may grant group
membership to a user.

User groups provide a convenient way to grant avdke permissions to more than one user in
a single statement. If a user is a member of agreeip that does not have access to an object,
but the user has been explicitly granted accesbetmbject, the user will be able to access the
object. Permissions granted to specific usersrmepermissions granted to user groups.

Users acquire permission based upon the role assbigntheir user account. An access control
is comprised of a user role and list of user acto®and groups. The user role defines the level of
access granted to each user account and user @geapiated with that access control entry.

The following process is used to determine perrorssi

1. If a user is identified in an access control faspecific TE object, the user role
associated with that access control becomes thésysermission to that node,
otherwise.

2. If a user group is identified in an access corfwola specific TE object, the user
role associated with that access control becomesusier's permission to that
node, otherwise.

3. If a user is identified in an access control fapacific TE object group, the user
role associated with that access control becomesusier's permission to that
node, otherwise.

4. If a user group is identified in an access corfook specific TE object group, the
user role associated with that access control besdhe user’s permission to that
node, otherwise.

5. Repeat the previous 2 steps for each containingbjéct group.
6. If no permissions are found apply permissions bagexh the user’s role.

Note: If a user accesses a node contained withiltipte, nested node groups
with access controls, the applicable access coigtrdétermined by proximity to

the node. In other words, the access control@tdtvest node group in the node
hierarchy determines if the user has permissiothé& node and, if so, what
permission is granted the user.

The default administrator account has a privileggoaiated with it that allows discretionary
access override, meaning that it can access aegtabyen if the default administration account
does not otherwise have access to the object. makes some configuration errors correctable
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which would not be correctable otherwise. Theadkfadministrator account is the one created
when the TOE is installed.

7.3.1 SFR Mapping

The User data protection function is designed tisfyethe following security functional
requirements:

» FDP_ACC.2: All server subjects are subject to thACDpolicy for all available
operations on nodes and node groups (and theiecta)t

» FDP_ACF.1: Server objects have ACs and can defioeps and these attributes are
compared against user identities in order to determnwhether the request operation
should be allowed. Alternately, a user may havelathat explicitly grants the requested
access regardless of the normal access checkthfdidhese checks fail, access will be
refused.

7.4 ldentification and authentication

The TOE allows the following limited non securitgtevant mediated functions to be performed
before the user is identified and authenticated:

= SOAP locale management (getLocales SOAP actionerfe) — manage the list of
locales (time zone formats)

» twtool URL generation (twtool licurl) — generate§)RL for the TE Launch in Context
feature that can be copied and pasted into a brotige utility does not connect to the
TE server

» twtool common option settings (twtool set) — defarel save a default argument for a
common option (client preferences)

= twtool version display (twtool version) — display® current version of the CLI (twtool)
= twtool help — displays help information of the Ghwtool)

The TOE provides two different login methods:

Password Method The TOE itself identifies and aniibates the username and
password supplied. Always used for identifying and
authenticating the built-in “administrator” account

LDAP/Active Directory Method  The TOE is configurémlrequest authentication services from a
LDAP or Active Directory server for all user accosinexcept
the built-in “administrator” account.

TE always authenticates Administrator accounts whth Password login method, regardless of
the selected login method.

The TOE maintains a username and password for esseryaccount. If the LDAP/Active
Directory Method is selected, the TE usernames masth the LDAP/AD usernames. The
password maintained by the TOE is only used ifRhssword login method is used to
authenticate the user account. User accounts castabklished as either regular user accounts or
administrator accounts via the assignment of raleslescribed in the Security Management
function (below). User login names and hashed pasisiare stored as part of the TOE’s
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configuration data.

During login, the TOE checks its user account degalfor the username provided. If the
username is not in the user account databaseyghedttempt fails. If the username is a valid
TE username, the TOE determines which login mespgdies to the user account.

For the Password Method, the TOE provides its owantification and authentication
mechanism. In order to access the Tripwire Entegp8erver, a login account, including a login
name and password, must be created for the uSke TOE hashes the password and compares
the resulting value to that stored in the TOE agunfation data. If either the login name or
password is incorrect the login request will farildano additional functions will be made
available.

When configured to use the LDAP/Active Directoryi{AMethod, the TOE sends the username
and password entered by the user to the LDAP ors@er unless the built-in “administrator”
account username is provided. The LDAP or AD seweifies the identity and authentication
of the user and sends a response back to TE indjcdtthe user had been authenticated. The
TOE supports LDAP version 2 and 3. If not, the togequest will fail and no additional
functions will be made available to the user.

As a result of a successful login, a subject iatere on behalf of the client. The TOE assigns the
subject the roles and groups associated with thasBE account.

To login to the TOE using the graphical user irsteef (GUI), the user provides the login name
and password at the prompt. To access the TOE tlegngpmmand line interface (CLI), the user

provides the login name and password as argumemgetry CLI command that accesses a TOE
object. The TOFE's CLI interface provides a shartdwowever, letting the user set the login

name and password, after which the CLI will autocadly add these values as userid and
password arguments to every command. Guidancenraeads that users provide their userid
and password manually with each command they enter.

In addition to user name and password, any usaspgroroles and authorizations (e.g. user
permissions) assigned to the user are also staredpart of the TOE configuration data. User
permissions enable a user to view, create, or mathfa in TE. A role is a collection of user
permissions that may be assigned to a user acoo@atcess control. A user group is a collection
of user accounts. Note that groups are used tdi§yapcess control management.

By default, TE user passwords must meet the follgwiassword complexity ruleS. Guidance
directs the administrator that in the evaluatediganation, the password complexity feature and
following rules must be enabled:

» the minimum password length must be at least é@)htharacters
* the minimum number of numeric characters must lbeast one (1)
» the minimum number of uppercase characters muat least one (1)

* the minimum number of non-alpha numeric charaaterst be at least one (1)

% Note that guidance provides additional recommeadsaion a stronger password, but the TOE doesniotae
any other password complexity features.
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If enabled, TE will lock out local user accountseafan administrator-configured number of
consecutive failed login attempts. The number afutes that a TE user account is locked out
after exceeding the threshold is configured byathainistrator. If selected, TE will also send an
e-mail notification to the user when their accosribcked out.

In addition to implementing a log out capability ialin allows users to terminate their current
session, the TOE implements the ability to terng@retuser session when the user logs into the
TOE from another entity. In other words, whileldtigged in from Computer A if the user then
logs in from Computer B; the user’s session irgtiafrom Computer A is terminated.

7.4.1 SFR Mapping

The Identification and authentication function esgyned to satisfy the following security
functional requirements:

* FIA_AFL.1: The TOE disables (locks out) user acdsuafter a specified number of
consecutive failed login attempts.

« FIA_ATD.1: The TOE defines user identities, autlheatton data (passwords), user
groups, authorizations (i.e., user permissiong},rate information.

* FIA_SOS.1: The TOE enforces restrictions on the gerity of a password, including
password length.

* FIA_UAU.1: The TOE offers selected non-securityekgnt functions until the user is
authenticated. The TOE can be configured to perfeser authentidation or request user
authentication be performed by an LDAP/Active Diceyg server.

* FIA_UID.1: The TOE offers selected non-securityexgnt functions until the user is
identified. The TOE can be configured to perforneruslentification or request user
authentication be performed by an LDAP/Active Diceyg server.

* FTA_SSL.4: The TOE implements the ability for userserminate their own sessions.

7.5 Security management

The TOE provides four interfaces to control howperates: a graphical user interface (GUI),
provided by a built-in web server, a command-limeiface (CLI or twtool), the SOAP interface,
and the tetool command. The GUI is a full-funcédnnterface from which a user with
appropriate permissions can completely adminisieMOE. The CLI provides a subset of the
GUI functionality that is insufficient to compleyehdminister the TOE. For the most part, the
CLlI is a front-end for the TE SOAP interface. Thare a few CLI commands that are not also
expressed as TE SOAP interfaces. The CLI, for e¥amppovides no functionality to add or
delete users or to change user passwords (thestofusare available only through the GUI).
When each interface provides access to the sammiathative functions they have the same
restrictions. The CLI is provided to support ghecution of remote scripts. In the CC evaluated
configuration, only the built-in TE administratazcunt, which has all TE permissions, can use
the TE SOAP interface and twtool commands thatireqdentification and authentication. The
tetool command is a command-line front-end uttlitsit provides functionality for the installer,
troubleshooting, and customer support. Excepttferfips subcommand, which is only to be
executed during initial setup, the tetool subcomusaare either disabled or considered non-SFR
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interfering.

During initial configuration, FastTrack is autoneatily executed with the default administrator
name and password. FastTrack configures the fieshdministrator user and allows the installer
to configure the initial TE monitoring infrastrucey including setting up rules and policies.
FastTrack cannot be executed after the initial igométion.

A user permission is a system authorization thabkss a user to view, add, change, or delete
data in Tripwire Enterprise. The common types @frysermissions are:

» Create permissions — authorize users to creatasa of Tripwire Enterprise objects and
groups or a component of the Settings Manager. é&@ample, the create nodes
permission authorizes users to create nodes arelgrodps.

» Create ACL permissions — authorize users to createss controls for objects in a
specific Manager.

* Delete permissions — authorize users to permaneatiypve objects or groups from the
system or a component of the Settings Manager.ifigtance, with the delete nodes
permission, one can delete both nodes and nod@grou

» Edit permissions — enable users to modify data specific component of the Settings
Manager

» Link permissions — authorize users to create limsveen objects in a specific Manager
or a component of the Settings Manager.

» Load permissions — provide read-only access tassabf Tripwire Enterprise objects and
groups. For instance, the load rules permissiontgraccess to the Rule Manager. In the
Rule Manager, users can review all rules and mdegs.

* Manage permissions — authorize users to work wistesn reports, system searches, or a
component of the Settings Manager.

* Update permissions — enable users to modify th@epties of a class of Tripwire
Enterprise objects and groups or a component ob#tengs Manager. For example, one
can change the properties of nodes and node gwatipghe update nodes permission.

* Use permissions — authorize users to use a rulalergroup in a baseline or version
check operation.

* View permissions — authorize users to view the erogs of nodes, node groups, and
associated access controls in the Node Manager.

The user guide contains a complete list of TE pgsmans.

A user role is a collection of user permissiong thay be assigned to a user account or access
control. Tripwire Enterprise provides nine (9) ald@f user roles:

Role Capability

Administrator Full control of all TE objects andhtares in all TE Managers
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Role Capability

Monitor User Read-only access in all TE Manages thie ability to modify their own
user reports

Policy Manager| Full control of all TE objects amdfures in the Policy Manager

Policy User Run and link TE objects in the Policyadger and create and modify
waivers
Power User Full control of TE objects and featunesthe Node Manager, Rule

A1”J

Manager, Account Manager, Task Manager, Policy Manaand som¢
components of the Settings Manager

=)

Regular User Read access to all TE Managers andMifiey to run policy tests, ru
version checks, and change the properties of nodes

Rule Manager Full control of all TE objects andtéeas in Rule Manager

Rule User Use rules in baseline operations andorechecks

User Create, edit, delete user accounts, user rolesjsgrdgroups
Administrator

Four of the default user roles (Administrator, PoWeer, Regular User, and Monitor User) are
organized hierarchically. In other words, eacle fmbssesses the permissions granted to lesser
roles, as well as an additional set of permissicoftse Administrator role has the most
permissions, followed by the Power User role, tiegiar User role and the Monitor User role
has the least permissions. The User Administraleris orthogonal to the other roles and has
permissions to manipulate user accounts. The PMeyager, Policy User, Rule Manager, and
Rule Use default roles are used in access cordgppbed to pre-configured TE objects. To
preserve the intended purpose of these roles, &tnaitors are instructed in guidance to avoid
assigning them to user accounts. Additional usesrcan be created by the User Administrator.

Users assigned the User Administrator role areidersd “authorized administrators” as defined
in the PP because they have permission to credtenanage user accounts.

Users assigned any role or permission, except e Rdministrator role, are considered
authorizedSystem Administrators as defined in the PP bectnesehave permission to access
system data, based upon the user permissions edsignthe role(s). Data collection and
reaction can be performed by the any of the defaét roles, except for Monitor User and User
Administrator. Data Analysis can be performed by ahthe default user roles, except for User
Administrator.

When the TOE is installed, the nodes to be mordtonast be added to the TOE configuration.
After nodes are added, rules are created to spebiigh elements on each node are to be
monitored. Actions can then be created to caus@ @E to take remedial measures in response
to changes detected by integrity checks. Afteoastare added, rules are defined that specify
how the TOE will check selected elements for chantygegrity checks of selected nodes can
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then be scheduled by creating one or more RulesTask

Rule Tasks are used to schedule integrity checkedés and/or node groups. An integrity check
starts by taking a snapshot of (collecting a sethpéct attributes from) a node. The snapshot is
then compared to a previous snapshot that hasdaeex as a baseline, using snapshot check
rules established by the administrator.

Administrators can create baselines when a ruleisasreated (initialize baselines) or after the
previous steps have been completed. Administraemmsalso promote a collected set of object
attributes (snapshot) to baseline status at arg. tiBoth of these actions require the
Administrator role.

The above operations are depicted in the figure below
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Objects do not have an ACL assigned to them whey déine created. This allows the objects to
be accessed by any subject. Access can be grauttedquently to specific users. The first such
access specified creates an ACL for the object.

When the TOE reporting mechanism is configured Atministrator role can define reports
with varying levels of detail about the resultsrgegrity checks as follows:

Change Process Compliance - This report ident#fighorized and unauthorized changes
to specified nodes over a period of time. An au#eal change is associated with a valid
change request ticket ID.

Change Rate - This report shows the total numb&hahges (additions, removals, and
modifications) detected on specified nodes ovegreod of time. Within the selected time
period, the report displays the number of deteallednges at a regular interval (or
‘frequency’); for instance, daily, weekly, or mohth

Change Variance - This report shows the total nurobeules and elements associated
with detected changes on specified nodes. As apptepyou can limit report output to
specific nodes, rules, and/or element names. TWpicdhis report is executed
immediately after deployment of a patch or othdtvaare package. To determine which
new element versions should be promoted, you magwethe report for inconsistencies
across the updated systems.

Changed Elements - This report lists all changednehts identified by the specified
criteria. Report output specifies exactly whichibtites changed for each element.

Changes by Node or Group - This report displaystiraber of changes detected on one
or more nodes (or node groups). The change congpacalculates the total number of
changes for each node, as well as the totals fdr 8ge of change (added, removed, or
modified).

Changes by Severity - This report shows the tatahlver of changes detected on one or
more nodes (or node groups) that fall within a gpeetrange of severity levels.

Detailed Changes - This report compiles comprelersiange information for elements
on specified nodes.

Device Inventory - This report identifies the makeydel, and version of specified nodes.

Frequently Changed Nodes - This report ranks thst itequently changed nodes that
meet the specified criteria. The report includestttal number of changes for each node,
as well as the totals for each type of change @d@enoved, or modified).

Inventory Changes - For your Tripwire Enterprisg@liementation, this report calculates
the number of nodes that have been added, modédretideleted over a specified period
of time.

Monitoring Policy - This report identifies the @ita set associated with one or more file
system rules or Windows registry rules and, oplignthe times when those rules should
apply.

Nodes with Changes - For the specified criteris, tbport identifies the number of nodes
that have changed over a given period of time.
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» Reference Node Variance - This report identifidsel@ments that differ between one
node (the reference node) and another (the compade). In a single report, the
reference node may be compared with one or morg@ammodes.

» System Access Control - This report provides seguelated information on specified
user accounts, user roles, user groups, and/osscoatrols.

In addition to providing an administrative interéathat allows the role to review the system data,
the TOE also protects the collected System data tneauthorized deletion and modification at
the TOE interfaces.

7.5.1 SFR Mapping

The Security management function is designed isfgdhe following security functional
requirements:

« |IDS_RDR.1: The Tripwire Enterprise Server componprdvides a mechanism that
allows the Administrator, Power User, Monitor Usand Regular User to view the
System data

* FMT_MOF.1la: The TOE restricts the ability to moditye behaviour of System data
collection, analysis, and reaction to authorizegt&y administrators.

« FMT_MOF.1b: The TOE restricts the ability to enabled disable integrity check rules
and reporting options, to authorised System adtnaic's.

« FMT_MOF.1c: The TOE restricts the ability to enabtel disable integrity check actions
to authorised System administrators.

« FMT_MSA.1: The ability to manage object attributissrestricted by enforcing the
permissions of the Administrator role.

» FMT_MSA.3: By default every object is created with@n ACL, which gives access to
all users. Subsequently, ACLs can be explicitlgeatito limit access to specific users.
The TOE does not provide the ability to specifyalative initial values when an object
is created.

« FMT_MTD.1: The TOE restricts the ability to manaB8F data as specified in Section
6.2.5.6.

« FMT_SMR.1: The TOE provides system-defined useesdlo be assigned to user
accounts. The default user roles provided by thée Td@de User Administrator (also
referred to as authorized administrator in this, S¥gministrator, Monitor User, Policy
Manager, Policy User, Power User, Regular Userge Rtdnager, and Rule User. (Users
assigned any role or permission, except User Aditmator, are considered authorised
System Administrators as defined in the PP.) Usasigned a permission are also
considered to have a role.

» FMT_SMF.1: The TOE provides security managementctions for use by the
administrators.
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7.6 Protection of the TSF

The TOE is an application that runs on a host dperaystem. The TOE is instantiated as
services on Windows platforms and as daemons orXuiidked platforms. The remainder of
this discussion will refer to “process” as a noatfdrm specific term for “service” and

“daemon”. The Tripwire Enterprise Server runs oVl in a host operating system provided
process. The host operating system is expectprbtade process isolation to each process with
its own unique address space and separation fricothar processes. The TOE relies upon the
underlying hardware and host operating systemeroterational environment to provide
reliable time stamps.

Tripwire Enterprise Server is a JAVA program thats in a Tripwire supplied JVM. The
Tripwire Enterprise Server manages its users iathrby adding them as a Principal to the Java
Virtual Machine's AccessControlContext for the #t@nd then using that information when
determining a user's permission to perform an djperan the system. Each thread has a
structure that tracks security information; TripsvEEnterprise Server populates this structure
with the correct user identity and uses that idgrnthen determining a user's permission to
perform an operation in the systéfn.

The TOE bundles JRE with the TOE and installs & iROE directory. The startup and shutdown
of the JVM is controlled by the TOE and only TOEta@are is executed within the JVM. The
TOE JAR files are signed and unsigned code camntidrled in the JVM started by the TOE.
The TE server includes a JRE bundle with strongygnion; if a JRE bundle that does not have
strong encryption is used, the TE server will faiktart.

There are two different cryptographic implementagiaised by the TOE. The TOE includes the
Tripwire Cryptographic Module (TCM) which is usealimplement TLS to protect
communications between the TE server and TE Agéntbe evaluated configuration, the TCM
must be in the FIPS Approved mode of operation. TBE& uses the JVM TLS implementation
in the operational environment to protect commuiocs between the TOE and the remote IT
entities (e.g., the database, user’s browser, aedsushell). The JVM is configured to use TLS
for these communications. This JVM is not FIPS cligamp.

The Tripwire Enterprise Server separates user mkteannections based on individual
administrative GUI and CLI connections. The TOEBITTPS to protect TSF and user data
transmitted between the GUI and the user’s browlerlso uses HTTPS to protect TSF and user
data transmitted between the CLI and the user’. shike TOE includes web server

functionality and configures and uses the TLS fiometlity provided by the JVM.

The TOE uses TLS (provided by the JVM) to protesFTdata when it is being transmitted
between Tripwire Enterprise Server and the datahaddetween TE Server and the LDAP/AD
server. The TSF Protection security function igpguted by a mutually authenticated TLS
connection between the database and the Tripwiterjimse Server and between the LDAP/AD
server and the TE Server. Authentication is acdmmgd using X509 certificates for both the
Tripwire Enterprise Agent and the Tripwire EntespriServer.

% The TOE does not rely upon the JVM to enforce sso®ntrols, but merely utilizes JVM thread supplata
structures.

© 2012-2014 Tripwire, Inc. All Rights Reserved. 89



Tripwire TE v8.3 ST October 19, 2014

In the evaluated configuration (i.e., FIPS modenabled), during installation of the Tripwire
Enterprise Server an X.509 signing certifiéaie generated, which is used to sign another X.509
certificate that is host specific. These certifisaare created using 1024-bit RSA. The public
key of the signing certificate, the public key béthost-specific certificate, and the private key o
the host-specific certificate are then stored in 3KS (JAVA Key Store) format and made
available to the JVM. When the Tripwire Enterpr&srver or Tripwire Enterprise Agent start,
they ensure the JVM is using these certificated,aamfigure the JVM to require mutual
authentication on TLS connections.

The TOE includes the TCM which implements TLS totpct TSF data when it is being
transmitted between Tripwire Enterprise Server anplwire Enterprise Agent components. The
TSF Protection security function is supported bywually authenticated TLS connection
between the Tripwire Enterprise Agent and the TripWnterprise Server. Authentication is
accomplished using X509 certificates for both thigwire Enterprise Agent and the Tripwire
Enterprise Server. For TE Agent to TE console TaBimunications, Tripwire uses its crypto
module implementation, which uses AES 256-bit gtlerencryption. For the connections it
also requires both sides to be authenticated @&ehtificates discussed previously, preventing
any man-in-the-middle attacks.

The TOE provides identification and authenticatonboth of its administrative interfaces,
thereby preventing circumvention of the accessrobntechanism.

In addition, in FIPS mode the TOE encrypts all camioations between the TE Server and TE
Agents in compliance with the Federal Informationdessing Standardization (FIPS) 140-2
standard using the Tripwire cryptographic ModultP@ certificate number 1346). In the
evaluated configuration, the TOE must be configungdlPS Approved mode of operation.
The Tripwire cryptographic module implements thiolwing validated algorithms:
 AES (CBC and ECB modes, 128/192/256 bit key sizes)
* RSA
0 GenKey 9.31
=  Supported public exponent value: 17
=  Supported modulus sizes: 1024, 1536, 2048, 3002%
0 SigGen PKCS 1.5 and SigVer PKCS 1.5
=  Supported modulus sizes: 1024, 1536, 2048, 3002%
=  Supported algorithms: SHA-1, SHA-224, SHA-256 ASBB4,SHA-512
* RNG (ANSI X9.31 with AES-256)
HMAC with SHA-1 (32-byte key size)
 SHA-1, SHA-224, SHA-256, SHA-384, SHA-512
* DSA (with 1024 bit key and SHA-1)

7.6.1 SFR Mapping

The Protection of the TSF function is designedatiisfy the following security functional
requirements:

27 A signing certificate is a certificate that wik lused to sign another certificate.
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 FPT_ITT.1: The Tripwire Cryptographic module pragedSF data from disclosure and
modification when it is transmitted between sepagrts of the TOE by implementing
TLS.

* FPT_STM_EXT.1: The TOE relies upon the underlyirggdware and host operating
system in the operational environment to providalbée time stamps. The TOE obtains
and uses this reliable time appropriately.

» FCS_COP.1a: TE includes a FIPS certified cryptdgamodule that provides the SHA
hashing capability used to implement TLS.

* FCS_COP.1b-e: The FIPS certified Tripwire Crypt@isia module performs the
cryptographic operations as listed in the SFR tolément TLS and SSH.

» FCS_CKM.1: The FIPS certified Tripwire Cryptographimodule performs key
generation to implement TLS.

* FCS_CKM.4: The FIPS certified Tripwire Cryptographimodule destroys the
cryptographic keys as specified in FIPS 140-2.
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8 Appendix A: Definitions of User Permissions

The following table defines each user permissiofiripwire Enterprise. Additional details on
user permissions can be found in Appendix | andefplix 11 in theTripwire Enterprise User
Guide.

Action Management Permissions This permission grants users the ability to ...

Create create (or import) actions and action gro

Note: To create an execution action, a user masttave
the Create Execution Actions permission

Create ACL create, edit, and delete access controls for actad
action groups.

Creat Execution Action create execution actiol

Delete delete actions and action grot

Link link/unlink actions and action grou

Load view the Action Manage

Run Execution Action run execution actior

Update edil the properties of actions and action gro

Note: To edit an execution action, a user must lads@ the
Update Execution Actions permission

Update Execution Actiol edit the properties of execution actic

Criteria Set Management Permissions | This permission grants users the ability to ...

Create create criteria se

Delete delete criteria sef

Load view the Criteria Sets page in the Settings Man
Update edit the properties of existing criteria s

Custom Node Settings Permissions This permission grants users the ability to ...

Create create custom node typ

Delete delete custom node typ

Load view the Custom Node Types page in the Settingsaden
Update edit the properties of custom node ty

E-mail Server Management Permissions| This permission grants users the ability to ...

Create create -mail servers in Tt

Delete delete -mail servers in Tt

Load view the E-mail Servers page in the Settings Mane
Update edit the properties ol-mail servers
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Element Management Permissions

This permission grants users the ability to ...

Check run version checks of monitored obje
Delete delete elementsin T
Update perform the following task

= Change the properties of an element version.
=  Promote an element version.
=  Baseline an element.

= Run an action with the Run Actions feature in thozl&l
Manager.

Home Page Management Permissions

This permission grants users the ability to ...

Manage

create, configure, and delete any home

Manage Owr

create, configure, and delete any home page forhwhie
user's account is the only one assigned.

License Management Permissions

This permission grants users the ability to ...

Add

add license file

Delete

delete license file

Load

view the Liceises page in the Settings Mana

Log Management Permissions

This permission grants users the ability to ...

Delete

delete log messag

Load

view the Log Manage

Miscellaneous Permissions

This permission grants users the ability to ...

Collect Support Dat

create a support archive file with the Support Degdure
in the Settings Manager.

Edit Active Directory Preferenc

modify the Active Directories page in the Settil
Manager.

Edit LDAP directon Preference.

modify the LDAP Directories page in the Settir
Manager.

Edit Log Management Preferen

modify the Log Management page in the Settings gar

Edit Novell eDirectory Preferenc

modify the Novell eDirectories page in the Setti
Manager.

Edit Sun Directcy Preference

modify the Sun Directories page in the Settings &g

Edit Server Preferenc

modify the Server Preferences page in the Set
Manager.

Edit System Preferenc

modify the System Preferences page in the Set
Manager.

Export Password

export passwords when exporting TE objects to an.>
file. (The passwords are encrypted in the file.)
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Export Setting:

export all settings from the Settings Manager teXitL
file.

Import Settings

import an XML settings file to the &tings Manage

Manage Custom Property Definitic

create, modify, or delete custom properties inSh#ings
Manager.

Manage Custom Property Vali

modify the values of custom properties assignetbttes.
elements, and element versions.

Manage Databas

regenerate the TE Console database inc

Manage Login Methot

modify the Login Method page in the Settings Mam:

Manage Promotion Approval Templz

modify the Approval Templates page in the Setti
Manager.

Manage SysterSearche

create saves searches that are available to adl

Update Server Configurati

modify the Configure TE Console settings in thetifgs
Manager.

Node Management Permissions

This permission grants users the ability to ...

Create

creatt (or import) nodes and node grot

Create ACL create, edit, and delete access controls for nadésode
groups.

Delete delete nodes and node grol

Link link/unlink nodes and node grou

Load view the Node Manage

Restart Agent Node

restart TE Agents with the Restart Agents buttothe
Node Manager.

Update

edit nodes and node grot

Update Agent Configuratio

modify Agent configurations with the Configure harttin
the Node Manager.

Upgrade upgrade Agent systems with the Uade button in th
Node Manager.
View view the properties of a node or node gr

Policy Test Management Permissions

This permission grants users the ability to ...

Create

create (or import) policies, policy tests, and ppliest
groups.

Create ACL

create, edit, and delete access controls for jpsligolicy
tests, and policy test groups.

Create Waive

create waiver

Delete

delete policies, policy tests, and policy test g

Execute Policy Based Remedia

executautomated remediation on a nc

Link

link/unlink policies, policy tests, and policy tegbups

Load

view the Policy Manage

© 2012-2014 Tripwire, Inc. All Rights Reserved. 94




Tripwire TE v8.3 ST

October 19, 2014

Run Policy Tes

run policy test:

Update

edit policies, policy tests, and policy test gra

Update Policy BaseRemediatio

update automated remediation information in polasts

Update Waive

edit waivers

Post-Remediation Service Command

Permissions

This permission grants users the ability to ...

Update

updatt pos-remediation service commands in the Sett
Manager.

Remediation Work Orders Permissions

This permission grants users the ability to ...

Approve approve an entry in a remediation work or
Assign assign a remediation work order to a t
Close close a remediation work ord

Create create a remediation work orc

Delete delete a remediation work orc

Update update a remediation work orc

Report Management Permissions

This permission grants users the ability to ...

Create Archivec

archive the output of system repc

Delete Archivec

delete existing archived output of system rep

Load

view the Report Managt

Manage System Repc

create, edit, delete, and link/unlink system rex

Rule Management Permissions

This permission grants users the ability to ...

Create

create (or import) rules and rule grot

Note: To create a COVR, COCR, or COHR, a user must
also have the Create Command Output Rules permissio

Create ACL

create, edit, and deleaccess controls for rules and r
groups.

Create Command Output Ru

create COVRs, COCRs, and COH

Delete

delete rules and rule grou

Link link/unlink rules and rule groug
Load view the Rule Manage
Update edit rules and rule grouj

Note: To edit a COVR, COCR, or COHR, a user must al
have the Update Command Output Rules permission.

Update Command Output Ru

edit the properties of COVRs, COCRs, and COl
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Use

use rules to baseline or version check monitoretesys

Notes: Baselining also requires the Update Elements
permission, and version checking requires the Check
Elements permission.

To use a COVR, COCR, or COHR, a user must also haye
the Use Command Output Rules permission.

Use Command Output Ru

use COVRs, COCRs, and HRs

Severity Management Permissions

This permission grants users the ability to ...

Create

create severity rangs

Delete delete severity rangt
Load view the Severity Ranges page in the Settings Men.
Update edil the properties of existing severity ran

Task Management Permissions

This permission grants users the ability to ...

Create

create (or import) tasks and task gro

Create ACL create, edit, and delete access controls for tasttdask
groups.

Delete delete tasks and task grot

Link link/unlink tasks and task grou

Load view the Task Manage

Run run tasks and task grou

Stop stop running tasks and task groi

Update edit tasks and task grou

User Management Permissions

This permission grants users the ability to ...

Create

create user accounts, groups, and r

Delete delete user accounts, groups, and r

Load view the Users, User Groups, and Roles pages i
Settings Manager.

Update edit user accounts, grol, and roles

Variable Management Permissions

This permission grants users the ability to ...

Create

create global variable

Delete delete global variable
Load view the Global Variables page in the Settings Mn
Update edit global variables.
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