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Foreword

This document is a Security Target as defined witheCommon Criteria for Evaluation of
Information Technology ProductsThe product described in this document is dgyeddcand
maintained by Harris Corporation, Government Comications Systems Division, Melbourne
FL.

Harris Corporation, as part of its continuing paogrto certify security solutions for information
systems, promulgates the docum8mAT Guardian™ Vulnerability Management Suite
Security Targetas an evaluation component of SOW #6 — EWA-CO5@O2F, Common
Criteria EAL 2+ Evaluation for Harris STAT Guardiah.

The reader may direct questions or comments coimgethis document to:

ATTN: STAT Operations, Harris Corporation
Government Communications Systems Division
P.O. Box 8300, Mail Stop 2-11B

Palm Bay, Florida 32902
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1 SECURITY TARGET INTRODUCTION

1.1 GENERAL

This section presents Security Target (ST) idezaifon and structure information in addition to an
overview of the product. A brief discussion of ®ecurity Target development methodology is
also provided.

A Security Target document provides the basisHerdvaluation of an information technology (IT)
product or system under the Common Criteria foordmiation Security Evaluation (CC). Within
the ST the product or system being evaluated esned to as the Target of Evaluation (TOE). A
Security Target principally defines:

» A set of assumptions about the security aspedtseoénvironment, a list of threats the
product is intended to counter, and any known raliés which the product must comply
(see Section 3, Security Environment).

* A set of security objectives and a set of secudatjuirements are presented in sections four
and five, Security Objectives and IT Security Reguients, respectively.

» T security functions provided by the TOE which et set of requirements (see Section
6, TOE Summary Specification).

The structure and contents of this Security Tacgetply with the requirements specified in the
Common Criteria, Part 1, Annex C and Part 3, Chalie
1.2 Security Target Identification

Title: STAT Guardian™ Vulnerability Management Suite (VMSTAT® Scanner 6.4.0, STAT®
Patch and Remediation 6.4.0, STAT® Report Cente6STAT® Command Center 6.4.0
Security Target

Registration: 383-4-45
Common Criteria Conformance:

STAT Guardian™ Vulnerability Management Suite (ST&AScanner 6.4.0, STAT® Patch and
Remediation 6.4.0, STAT® Report Center 6.4.0, STAO&mand Center 6.4.0) was developed to
Common Criteria version 2.2 Part 2 conformant aad 8 augmented for a claim of EAL 2+.

Evaluation Assurance Level (EAL):

EAL 2+ with the following augmentations:

ACM_CAP.4, ACM_SCP.1, ALC_DVS.1, ALC_FLR.3, ALC_LCD AVA_MSU.1
Protection Profile Conformance:

The TOE does not claim conformance with any Praied®rofile (PP).

Common Criteria Identification:

Common Criteria for Information Technology Secufiyaluation, Version 2.2, Revision 326,
December 2004, with all current approved intergiens.
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International Standard:

ISO/IEC 15408:1999

1.3 PRODUCT OVERVIEW

STAT Guardian™ Vulnerability Management Suite (VMSa suite of network management tools
that provides IT professionals with the capabiidgyperform network vulnerability assessments,
apply latest vendor patches, and generate entem@p®rts from a single user interface. The STAT
Guardian VMS consists of the following individuallgensed products:

STAT® Scanner

The newly redesigned STAT Scanner provides thedation of STAT Guardian VMS with its
secure, non-intrusive collection of vulnerabilitytd and detailed Crystal Reports reporting. STAT
Scanner 6 performs network vulnerability assesss&upporting a wide variety of operating
systems, enterprise applications, and softwardiemdvare configurations including:

* Remote discovery and OS identification of macheggched to your network: Microsoft®
Windows® NT/2000/XP/2003, Linux variants, HP-UX, plp® Mac OS X®, BSD-Unix
variants, network devices and printers.

» Authenticated vulnerability assessment of the feifgy operating systems: Microsoft
Windows NT/2000/XP/2003, Sun™ Solaris™, RedHat®uxi®, Fedora™ Linux,
Mandriva Linux™, SuSE Linux®, HP-UX, and Apple® M&S X®.

* SNMP-authenticated vulnerability assessment of odtwlevices: Cisco IOS™, Cisco
CATOS™, Cisco VPN™, Cisco PIX™, Juniper JUNOS™, idny® switches and routers
and HP® printers.

* Null-credential vulnerability assessment for opentq services, and banners.

» Assessment of software defects in enterprise softapplications: web browsers, emalil
clients, databases, and web servers.

* Vulnerability cross-referencing with advisory listd S-CERT, CVE, CIAC, SANS Top 20,
NIST, and US Department of Defense, US Army, Nand Air Force IAVM.

STAT® Patch and Remediation

STAT Patch and Remediation integrates the vulnkiyaassessment and enterprise reporting
capabilities of STAT Scanner with PatchLink Updat&&tver to provide powerful agent-based
vulnerability scanning and remediation.

STAT® Report Center

STAT Report Center provides customers with theitghiid consolidate vulnerability scan and
remediation data from multiple STAT Scanner instidins. With STAT Report Center,
management users can quickly and easily generateraueports for the whole enterprise.

STAT® Command Center

STAT Command Center combines the enterprise ddiiection capabilities of STAT Report
Center with the ability to configure and scheduldrtbuted vulnerability scanning and remediation.
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1.3.1 Security Target Scope

The STAT Guardian VMS Security Target is aimed tasawo audiences. Common Criteria
evaluators will use the document to evaluate ameraene whether the product meets its claimed
Common Criteria certification level. The customepotential customer may use this ST as a
benchmark for comparison of STAT Guardian VMS aglather network management systems or
as a guidance document for configuring the prodactirely in an enterprise.

STAT Guardian VMS products are designed for expeed IT security professionals trained in use
of vulnerability scanners and remediation techrnsquieis assumed product users will not have
malicious intent and will configure product hosagibrms in accordance with product
documentation.

For these reasons a claim of SOF-basic is madetrSTAT Guardian VMS may be used to gather
information from systems located within hostile eamments; but the product’'s components are
not designed to resist a direct, administrativelettack against its host operating systems ar the
communications paths.

STAT Guardian VMS employs secure encryption anevagk transmission protocols to protect
vulnerability data communications from unauthoriziéstlosure. However, this ST is not intended
as a medium for discussion or assessment of teegilr of selected encryption algorithms and
secure protocols.

STAT Patch and Remediation integrates STAT ScawithrPatchLink Corporation’®atchLink
Update™technology to provide agent-based vulnerabilignsing and remediation. PatchLink
Corporation is independently seeking Common Cateertification for itdPatchLink Update™
technology. For this reason the PatchLink Upd&e& will not be included in the scope of the
Security Target Target of Evaluation (TOE).
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1.4 CONVENTIONS, TERMINOLOGY AND ACRONYMS

This section distinguishes document formatting estons and provides STAT Guardian VMS
product definitions for terminology having specifieeaning within this ST. Abbreviations and
acronyms used throughout the document are alsiiexdiar

1.4.1 Conventions

Identifiable font and editing conventions are utedlustrate CC operations on security
requirements and to also distinguish text withipalar meaning or emphasis. The notation,
formatting and conventions used in this ST aredigrgonsistent with those used in its source CC
documentation.

The CC allows several operations to be performefilinctional requirements. These include
assignment, iteration, refinememindselectionand are fully defined in paragraph 169 of Part 1 of
the CC. The following operations formatting stamidaare used within this ST.

* Theassignmenbperation assigns a specific value to an unsgecgarameter. Assignments
are represented by plain text within square brackassignment: value(s)]

» lterationallows functional components to be used more thmme ovith varying operations.
Iterative operations are indicated by appending unique nigaledentifiers in parentheses
to the component name, short name, and functideadent name of requirement. Example:
FMT_MTD.1.1 (1) and FMT_MTD.1.1 (2).

* Therefinemenbperation adds detail or further restricts a negquent. Security requirement
refinements are shown bold text.

* Theselectionoperation selects one or more options providethbyCC when stating a
requirement. Selections are shown with italicid within square brackets. [selection:
value(s)

* Non-bracketedtalicized textfound external to security requirements is usedfbcial
document titles or when applying special emphases gtatement or term.

1.4.2 Terms

ST terminology is aligned with definitions providbyg theCommon Criteria for Information
Technology Security Evaluati@nd theNSA Glossary of Terms Used in Security and Intrusio
Detectiort distributed by the NSA Information Systems Segu@itganization.

Terminology exceptions to the above documentatrcemg terms unique to this ST have been
defined by the STAT Guardian VMS ST authors.

Administrator — A trusted member of an organization given the aitthto add, modify or
replace TOE system components, permissions, ouatso
Assets- Information or resources to be protected bycihientermeasures of a TOE.

Attack - An attempt to bypass security controls on aBystem. The attack may alter, release,
or deny use of data. Attack success depends orutherabilities inherent in the IT System and
the effectiveness of existing countermeasures.

! NSA Glossary of Terms Used in Security and Intrusi@tebtion Greg Stocksdale, NSA
Information Systems Security Organization, Aprib89
4
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Audit - The independent examination of records and iiesvto ensure compliance with
established controls, policy, and operational ptdoces, and to recommend indicated changes in

controls, policy, or procedures.

Audit Trail - In an IT System, this is a chronological recofdystem resource use. This may
include user login, file access, other definedesysactivities, and actual or attempted security
violations.

Authentication data — Information used to verify the claimed identifya user.
Authorized User — A user who, in accordance with the TSP, maygoerfan operation.

Compromise— An intrusion into an IT System where unauthoridestlosure, modification or
destruction of sensitive information may have ooedir

Component— The term component may be used in two diffecentexts in this document: as
an individually selectable ST requirement (Secufiimctional Requirement or Assurance
Requirement), or as a logically separate unit tifezithe TOE architecture or IT operating
system.

Confidentiality — Applied assurance that information disclosuteeist within its classification
boundaries, with access limited to authorized pesso

Evaluation — CC assessment of a Protection Profile, a Sgclaitget or a Target of Evaluation
against defined criteria.

External IT entity — Any IT product or system either untrusted osted that is outside of the
TOE boundary but interacts with the TOE.

Identity — A unique representation (username/password,degiificate) identifying a user,
which can be a user pseudonym.

Information Technology (IT) System— Individual or combined computer systems and thei
network.

Integrity — Confidence that information will not be accidslyt or maliciously altered or
destroyed.

Internal communication channel- A communication channel between separated paf©E.
Internal TOE transfer - Communicating data between separated partseof @E.

Inter-TSF transfers - Communicating data between the TOE and the ggdunctions of
other trusted IT products.

IT Product - A package of IT software, firmware and/or hardsvaroviding a needed
functionality. The product may be designed for mpowation within a variety of systems or for
a single specified architecture.

Network - Two or more information processing systems gdenected for communication
transfer, processing or exchange.

Object — An entity within the TOE Security Function (TS$€ope of control such as a database.
The object either contains or receives informatiod is under operational control of subjects.

Owner — An owner is responsible for granting object asdesusers on a discretionary and role
based basis.

Protection Profile (PP) — An implementation-independent set of secuetyuirements for a
category of TOEs that meet specific consumer needs.

Privilege —A right to access objects and/or perform operatiof privilege can be granted to
some users and not to others.
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Remediation —The act of correcting a known vulnerability in &pation software or operating

system. May involve applying a vendor patch or ifyig a setting.

Restricted User— Any person with policy granted privileges to &ser perform operations on
a subset of available data and/or functions in zoae with the TSP.

Role— A predefined set of rules establishing the alldweeractions between a user and the
TOE.

Role-Based Access Control (RBAC) Fhe policy of restricting access to certain datdan
functions based on clearly defined user roles.

Security - A condition that results from the establishmamd maintenance of protective
measures that ensure a state of defense againghanaed activity.

Security attributes — Characteristics of subjects, users, objecteyrmmtion, and/or resources
that are used for the enforcement of the TSP.

Security Function (SF)— A part or parts of the TOE that have to be relipdn for enforcing a
closely related subset of the rules from the TSP.

Security Function Policy (SFP)- A security policy enforced by a security function.

Security Policy - The set of laws, rules, and practices that mggutow an organization
manages, protects and distributes information.

Security Target (ST)- A set of security requirements and specificatiosed as the basis for
evaluation of an identified TOE.

STAT Guardian ™ Vulnerability Management Suite (STAT Guardian VMS) - A suite of
software tools used to collect, analyze, reportr@andediate software vulnerabilities on targets
in networked environments. The STAT Guardian VM&sists of the following individually
licensed products: STAT® Scanner 6, STAT® PatahRemediation, STAT® Report Center,
and STAT® Command Center.

STAT Guardian VMS data — Within this security target the term STAT GuardVMS data
refers to all data stored or transmitted within loeindary of the TOE. TOE data incorporates
both TSF data (security attributes used in the @x@e of TOE functions) and User data
(vulnerability and remediation data).

Strength of Function (SOF)-- A qualification of a TOE security function thextpresses the
minimum effort necessary to defeat designed sgchehavior by directly attacking underlying
security mechanisms.

SOF-basic-- A level of the TOE strength of function whereadysis shows that the function
provides adequate protection against casual bi&fat®E security by attackers possessing a
low attack potential.

Target — A network asset that is configured as an obje&XTAT Guardian VMS vulnerability
data collection. A network target may be a worlista server, router, printer or other piece of
network equipment.

Target of Evaluation (TOE) - An IT product or system and its associated atstrative and
user guidance documentation configured and aligmelér a Security Target. The Target of
Evaluation in this case is the STAT Guardian Vulhdity Management Suite (VMS).

Threat — Capabilities, intentions, and attack methodadversaries used to exploit IT systems,
or a circumstance or event with the potential tasesharm to information or an information
system.
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TOE Component— indicates logically separate units of the STAJalian VMS architecture:
STAT Guardian VMS graphical user interface (GUtg Scanner Engine or Report Center

Engine, and the STAT Guardian VMS Database.

TOE Security Functions (TSF)- A set consisting of all security policies, capitations, and
products designed into the TOE that are relied dpothe correct enforcement of the TSP.

TOE Security Policy (TSP)- An official rule set that regulates how inforneatiand
information assets are managed, protected, antbditgd within a TOE.

Transfers outside TSF control- Communicating data to entities not under cordfahe TSF.

TSF data— Data created by and for the TOE that might affieetoperation of the TOE. Within
the scope of this ST, TSF data includes informatiorusers and assigned user groups as well as
security attributes such as user credentials fioaties, and target credentials.

TSF Scope of Control (TSC) The set of interactions that occur with or withiTOE and are
subject to the rules of the TSP.

User - Any subject or object outside the TOE that iatés with data or information contained
within the TOE.

User Data Data created by and for the user that does ettahe operation of the TSF.
Within the scope of this ST, user data includeserdbility and remediation data.

Vulnerability — A hardware, configuration, or software flaw thesives an IT System open for
potential exploitation via an existing threat. @&\ weakness in automated system security
procedures, administrative controls, physical layouinternal controls that could be exploited
by an existing threat to gain unauthorized acogasformation or privileges, could disrupt
critical processing, or cause a denial of servaradion.
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API
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CERT
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Table 1.4.3 List of Acronyms
Access Control List
Advanced Encryption Standard
Application Programming Interface
Common Criteria for Information Technology Secufiyaluation
Computer Emergency Response Team
Configuration Management
Common Vulnerabilities and Exposures
Evaluation Assurance Level
Graphical User Interface
Hypertext Transfer Protocol over Secure Socket LESSL)
Internet Protocol
Information Technology
Microsoft SQL Server 2000 Desktop Engine
Open Database Connectivity
Operating System
Portable Operating System Interface
Role-Based Access Control
Security Function
Security Functional Policy
Security Functional Requirement
Secure Hash Algorithm
Simple Network Management Protocol
Simple Object Access Protocol
Strength of Function
Structured Query Language
Secure Shell
Secure Sockets Layer
Security Target
Security Threat Avoidance Technology
Transmission Control Protocol
Target of Evaluation
TSF Scope of Control
TOE Security Functions
TOE Security Policy
Vulnerability Management Suite
Microsoft Windows Networking



's Document No. 8014721
Revision No. 1.13
April 20, 2006
2 TARGET OF EVALUATION DESCRIPTION

A Target of Evaluation (TOE) description clarifig® scope of the TOE'’s security requirements
and provides a context for evaluation. The TOHigsical and logical boundaries are illustrated
and described, as are security conditions forékemmended compliant operational environment.

2.1 EVALUATED CONFIGURATION

A key aspect of STAT Guardian VMS architecturegssmodular design. Each STAT Guardian
VMS licensed product (STAT Scanner, STAT Patch Rethediation, STAT Report Center, and
STAT Command Center) is built from the same reuwsaipstem components. For the evaluated
configuration we have chosen two systems that dsirete the combined strength of all of the
STAT Guardian VMS products: a STAT Patch and Reatgxh System and a STAT Command
Center System. The STAT Patch and Remediation Rystiegrates the vulnerability assessment
and enterprise reporting capabilities of STAT Seawith PatchLink Update™ Server to provide
powerful agent-based vulnerability scanning andediation. The STAT Command Center System
combines the enterprise data collection capalslwieSTAT Report Center with the ability to
configure and schedule distributed vulnerabilitgreting and remediation. T AT Installation
and Security Guideontains instructions for installing these systemthe evaluated configuration

Although the PatchLink Update™ Server is not thigesct of this evaluation, the evaluated
configuration requires an installation of this puotto fully demonstrate the capabilities of the
STAT Patch and Remediation product. In the evatliabnfiguration, the PatchLink Update™
Server is co-located on the same host as the SBAGhRAnd Remediation System. PatchLink
Update™ Server uses client software or agentsliedtan network targets to perform vulnerability
assessments and apply vendor patches. For inflorm@t remote agent installation please consult
thePatchLinkUpdate 6.1 Quick Start Guide

All STAT Guardian VMS products install with a defaMlicrosoft SQL Server Desktop Engine
(MSDE) instance. Although STAT Guardian VMS sugpanstallations with any edition of
Microsoft SQL Server 2000, the evaluated configoratvill use the default MSDE database. The
evaluated configuration also requires SQL Serv@02flient tools to manage logon event logs.
Microsoft SQL Server 2000 client tools are not pded with the default installation of STAT
Guardian VMS products and must be obtained sepwrate

Tables 2.1.1, 2.1.2, and 2.1.3 list the evaluatdvare as well as associated unevaluated software.
Note that “Part of the IT environment” referencsaftware or hardware defined as outside the
TOE boundary but is considered part of the openatiél’ environment.
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2.1.1 STAT Patch and Remediation System

(*) indicates third-party software used by the prod

(**) The evaluated configuration uses Microsoft SQérver 2000 Enterprise Manager to
manage logon events. Microsoft SQL Server 20Gfhtlools are not installed with STAT
Guardian VMS and require a separate SQL Server REfise.

Table 2.1.1 STAT Patch and Remediation System Cougfiration

Description Version
Within the TOE Boundary STAT Patch and Remediation 6.4.0, Build 35011

*Sun Java Runtime Environment | 1.5.0 02
(JRE)

*Business Objects Crystal Reports| 10
10 ActiveX Designer Runtime DLL
(craxdrt.dll)

*PuTTy Command Line SSH Client 0.58
(plink.exe)

*OpenSSL DLLs (libeay32.dll, 0.9.7c
ssleay32.dll

*Microsoft SQL Server Desktop 2000 SP3a
Engine (MSDE) 2000

Microsoft Windows CryptoAPI DLL| Installed w/ Microsoft Windows OS
(crypt32.dll)

Microsoft Windows NT Event Log | Installed w/ Microsoft Windows OS
DLL (advapi32.dll)

Part of the IT environment Microsoft Windows 2003 Server 2003 SP1
Microsoft Internet Explorer 6.0 SP1
Microsoft Internet Information 6.0

Services (lIS)

Microsoft Data Access Components2.8 SP2
(MDAC)

*Microsoft SQL Server Desktop 2000 SP3a
Engine (MSDE) 2000

**Microsoft SQL Server 2000 8.0
Enterprise Manager
PatchLink Update Server 6.1.0.110
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2.1.2 STAT Command Center System

(*) indicates third-party software used by the prod

(**) The evaluated configuration uses Microsoft SQ&rver 2000 Enterprise Manager to
manage logon events. Microsoft SQL Server 20@ntliools are not installed with STAT
Guardian VMS and require a separate SQL Server REfise.

Table 2.1.2 STAT Command Center System Configuratio

Description Version
Within the TOE Boundary STAT Command Center 6.4.0, Build 3501

*Sun Java Runtime Environment | 1.5.0 02
(JRE)

*Business Objects Crystal Reports| 10
10 ActiveX Designer Runtime DLL
(craxdrt.dll)

*PuTTy Command Line SSH Client 0.58
(plink.exe)

*OpenSSL DLLs (libeay32.dll, 0.9.7c
ssleay32.dll

*Microsoft SQL Server Desktop 2000 SP3a
Engine (MSDE) 2000

Microsoft Windows CryptoAPI DLL| Installed w/ Microsoft Windows OS
(crypt32.dll)

Microsoft Windows NT Event Log | Installed w/ Microsoft Windows OS
DLL (advapi32.dll)

Part of the IT environment Microsoft Windows 2003 Server 2003 SP1
Microsoft Internet Explorer 6.0 SP1
*Microsoft SQL Server 2000 8.0

Enterprise Manager

11
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2.2 TOE BOUNDARY
2.2.1 TOE Physical Boundary

The TOE boundaries and communication paths arersiowigure 2.1. An explanation of TOE
component subsystems and communications follows.

Figure 2.2.1 TOE Physical Scope and Boundary
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The STAT Guardian VMS may be decomposed into theviing component subsystems:

2.2.1.1 STAT Guardian VMS Graphical User Interface (GUI)

The STAT Guardian VMS Graphical User Interface (stimponent is the user’'s access point to
product functionality. The user uses the STAT @igar VMS GUI to connect to either a STAT
Scanner or STAT Report Center engine. Based otypeeof engine, the GUI will automatically
configure itself to present the appropriate integfa

The STAT Guardian VMS GUI is a Java executableraqdires a specific Sun Java Runtime
Environment (JRE) to operate. If the necessaryi3Ribt present on the host system at install time,
the STAT Guardian VMS Installshield application liiistall it. For the purposes of this

evaluation, the specific JRE installed by the IhStaeld will be considered a subcomponent of the
STAT Guardian VMS GUI. Any host system pre-exigtor later installed JRE versions differing
from the version used by STAT Guardian VMS aretoathed by the TOE and are not considered
a subcomponent of the TOE or GUI. (STAT Guardiany/#14.0)

The GUI communicates with the following internal E@omponents:
» Scanner Engine or Report Center Engine — The Ghllseommands and data requests
using SOAP calls over HTTPS to a co-located ScaonBeport Center engine service.
2.2.1.2 STAT Scanner Engine

The Scanner Engine runs as a registered Windowgseamder a local administrator account. The
Scanner Engine is a SOAP service that exposes antsdace to discover targets, assess
vulnerabilities, and generate custom reports frottected data. The Scanner Engine component
uses several third-party licensed executablesibraties in the execution of its functions incluglin
but not limited to PuTTy SSH, OpenSSL, Crystal Repand several Microsoft libraries including
WNet and CryptoAPI. For the purposes of evaluadb of these will be considered
subcomponents of the engine.

The Scanner Engine communicates with the folloviumegrnal TOE components:

* STAT Guardian VMS GUI — The Scanner engine recedegsmands and data requests
from the STAT Guardian VMS GUI over HTTPS.

* STAT Guardian VMS database - The Scanner Enging steeed procedure calls over
ODBC connection to store and retrieve data to thaTSGuardian VMS database.

 STAT Command Center — The Scanner engine may atsive distributed scan and/or
remediation requests from remote STAT Command Ceoteer HTTPS.

The Scanner Engine communicates with the follovimerfaces external to the TOE:

* Microsoft Windows Registry — The Scanner engineest@nd retrieves persistent values in
the Windows Registry. Registry keys and key valresprotected with Windows ACLs.

* Microsoft Windows Event Log Service — The ScannegiBe generates security event
records and logs them to the Windows Event LogiServ

» Harris Corporate Web Server — The Scanner engitwgreatically retrieves latest
vulnerability updates from the STAT Premier Websiseng dually authenticated HTTPS.

13
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* Remote Windows targets — The Scanner engine sigpoith authenticated and un-
authenticated scanning of remote Windows targéle Scanner engine uses WNET API to

perform authenticated assessment of remote taggestiry and file systems.

* Remote POSIX targets — The Scanner engine suppattisauthenticated and un-
authenticated scanning of remote POSIX targete Sdanner engine uses a PuTTy SSH
client to assess remote POSIX targets and supp8itspublic key authentication.

* Remote Network Devices — The Scanner Engine suppoth authenticated and un-
authenticated scanning of remote switches, roudgic printers. The Scanner engine uses
SNMP to determine firmware versions.

2.2.1.2.1 STAT Patch and Remediation

A STAT Patch and Remediation license key unlocksitemhal functionality in the Scanner Engine
component allowing it to interface with a PatchLldfgdate Server for agent-based scanning and
remediation. For the purposes of this evaluatiois, functionality will be considered a
subcomponent of the Scanner Engine.

The STAT Patch and Remediation subcomponent allo®sanner Engine to communicate with the
following internal TOE components:

e STAT Guardian VMS GUI — STAT Patch and Remediapoovides additional interface
functions to the GUI for managing agents, agentsigs, and agent vulnerabilities. It also
provides functions to perform agent-based vulnditglsicanning and remediation.

» STAT Guardian VMS Database — The Scanner Engine steeed procedure calls over
ODBC connection to store and retrieve agent datadSTAT Guardian VMS database.

A STAT Patch and Remediation subcomponent commtesaaith the following interfaces
residing external to the TOE:

» PatchLink Update Server Database - The STAT PatdiRemediation subcomponent
retrieves agent data from the PatchLink Update &amna a direct ODBC connection to the
PatchLink server's database. The Scanner engsoeuaks this connection to schedule
agent-based vulnerability scanning and remediation.

2.2.1.3 STAT Report Center Engine

Similar to the STAT Scanner Engine, the STAT Re@anter engine runs as a registered Windows
service under the local administrative accountweler, the STAT Report Center SOAP service
exposes a different interface. The Report Centerface allows users to manage, aggregate, and
report enterprise vulnerability and remediatioradait does not support functions for vulnerability
scanning and remediation. The Report Center Engpngponent utilizes several third-party
executables and libraries in the execution ofutgfions including but not limited to OpenSSL,
Crystal Reports, and several Microsoft librarieduding CryptoAPI. For the purposes of this
evaluation, these libraries and executables witrbated as subcomponents of the Report Center
Engine component.

The Report Center Engine communicates with thevatig internal TOE component:

* STAT Guardian VMS GUI — The Report Center engireeinges commands and data
requests from the STAT Guardian VMS GUI over HTTPS.

14



yARRIS Document No. 8014721
Revision No. 1.13
April 20, 2006
* STAT Guardian VMS database - The Report Centerrgngses stored procedure calls over
ODBC connection to store and retrieve consoliddtgd to the STAT Guardian VMS

database.

» Remote Scanner and Report Center Engines — The &Refort Center aggregates data
from multiple STAT Guardian VMS installations. Reta Scanner and Report Center
engines transmit scan and remediation data to dp®iR Center engine over HTTPS.

The Report Center Engine communicates with thevatlg interfaces external to the TOE:

* Microsoft Windows Registry — The Scanner engineest@nd retrieves persistent values in
the Windows Registry. Registry keys and key valresprotected with Windows ACLs.

* Microsoft Windows Event Log Service — The ScannegiBe generates security event
records and logs them to the Windows Event LogiServ

» Harris Corporate Web Server — The Scanner engitwaratically retrieves latest
vulnerability updates from the STAT Premier Websiseng dually authenticated HTTPS.

2.2.1.3.1 STAT Command Center

A STAT Command Center provides Report Center usélsthe additional capability to perform
distributed scanning and remediation. A STAT Comd@&enter license augments the Report
Center interface with functions for configuring aseheduling vulnerability scanning and
remediation on multiple remote Scanner systemar thte purposes of this evaluation, this
functionality will be considered a subcomponenthaf Report Center Engine.

The STAT Command Center subcomponent allows th@R€gnter Engine to communicate with
the following internal TOE components:

* STAT Guardian VMS GUI — The STAT Command Centercauhponent provides
additional interface functions to the GUI for canfring and scheduling scan jobs and agent
remediation on remote targets.

* Remote Scanner Engines — STAT Command Center pesfdistributed scanning and
remediation by issuing a command directly to threoe Scanner engine’s SOAP interface.
The outcome of the requested event is reported toattie Report Center's SOAP interface.

» STAT Guardian VMS Database — The Report Centemengses stored procedure calls over
ODBC connection to store and retrieve consoliddtgd to the STAT Guardian VMS
database.

2.2.1.4 STAT Guardian VMS Database

The STAT Guardian VMS Database serves as a repp$ttoboth local and remotely collected
scan and agent data as well as security attriblbesdefault installation of the STAT Guardian
VMS Database uses Microsoft SQL Server Desktopen@VISDE). The MSDE instance shall be
considered a subcomponent of the STAT Guardian \DMbase.

The STAT Guardian VMS Database component commuasaaith the following internal TOE
components:

» Scanner Engine or Report Center Engine — Both S$édnner and STAT Report Center
engines may execute stored procedure calls aghmS8TAT Guardian VMS database.

15
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2.2.2 TOE Logical Boundary
The TOE logical boundary consists of the followsegurity features:

2.2.2.1 Audit Logging

The TOE monitors a comprehensive list of secuiiated events and records those events to
secure logs. Administrators may use these evesttlmmonitor and control secure usage of the
TOE. STAT Guardian VMS uses two separate repasgidor security-related events. Successful
and unsuccessful logon events are recorded in@heS®rver Logs. Remaining security events are
logged to the Windows Event Log. In a properlyfagured environment, the IT environment is
responsible for maintaining the confidentiality antkgrity of these event logs.

2.2.2.2 ldentification and Authentication

STAT Guardian VMS Security Functional Policies dietthat TOE components are successfully
identified and authenticated prior to permittingrecounication. SFPs also assure that all
communications between TOE components and exteamaponents in the IT Environment are
successfully authenticated. Enforcement of thedieips helps prevent man-in-the-middle style
attacks in the TOE environment. The following itiécation and authentication assurances are
provided:

» Communications between the GUI and Scanner or R€mnter engines requires mutual
authentication of both the user and the engine.

* When transmitting data to a remote Report Centeddita consolidation, the transmitting
Scanner or Report Center engine must successiutlheaticate the remote Report Center
engine.

* When configuring a remote Scanner for distributebh&rability scanning or remediation,
the Command Center must successfully authentiagtetbe Scanner user and the remote
Scanner engine.

» All stored procedure calls to the STAT Guardian Vitgabase must be successfully
authenticated using either the logged on userdecrigals or the engine service account’s
access token.

* When downloading vulnerability updates from the STRAremier site, STAT Scanner or
STAT Report Center engine verifies both the autlegptof the user’'s Premier site account
as well as the website certificate.

» The STAT Scanner provides multiple authenticatethous of vulnerability assessment of
remote network targets including local or domaiocamt authentication to Windows
targets, username/password or SSH public key atithéon for POSIX targets, and SNMP
community string authentication to network devices.

» All transactions between the Scanner engine anthBiak Update Server are authenticated
using the engine service account’s access token.
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2.2.2.3 Role-Based Access Control

The sensitive nature of the vulnerability data dieteé by STAT Guardian VMS products requires
the use of a restrictive data management policgATSGuardian VMS enforces Role-Based Access
Control (RBAC) on TOE functions and data with Guanduser groups. A Guardian user group
defines a set of operations or privileges group tresimay perform with the product. Privileges
include the ability to configure and schedule vuhdity scans and remediation, view scan results
and agent data, and generate reports. STAT GuewthtS supports management functions that
allow administrators to manage Guardian users amapg. STAT Guardian VMS installs with the
following default Guardian user groups definedarstiser, Advanced Scan User, Remediate User,
Advanced Remediate User, Reports User, ManagerasskAdministrator User.

2.2.2.4 Communications Security

Although the strengths of encryption methods amdisty protocols are not the subject of this
security evaluation, STAT Guardian VMS utilizesgseanethods to ensure the confidentiality and
integrity of its data and communications.

* Transmissions between TOE components are secuaalthenticated HTTPS or shared
memory.

» Secure network protocols are used in communicatietseen the TOE and external
components in the IT environment. STAT Scannepeup SSH public key authentication
for POSIX targets for added security.

» Security attributes such as passwords are encrypthdL12 bit 3-DES encryption prior to
being stored in either the STAT Guardian VMS dasabar Windows registry.

* Vulnerability updates are encrypted with 256-bit\Encryption to prevent tampering.
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3 TOE SECURITY ENVIRONMENT

3.1 INTRODUCTION

The security environment describes the securitg@spof the intended functional and operational
TOE environment. Included are assumptions abouirsacse of the TOE within a standard
physical, personnel and connectivity IT environment

This section catalogs recognized and presumedtthceantered by either the TOE or by the TOE's
security environment, and defines a baseline cdrmmational security policy compliance standards.
The TOE security environment section also idergibperational assumptions, including physical
and procedural security measures applied to theamaent in which the STAT Guardian VMS
product is installed.

3.2 ASSUMPTIONS

The following section details security assumptiahsut the TOE and the operating IT environment
in which it resides.

A.BACKUP The organization operating the TOE has good baekuprecovery
procedures allowing the TOE to be recovered tacarseconfiguration after a
hardware failure.

A.NETWORK TOE assets reside in a secure networked environment

A.NOEVIL TOE users are not careless, willfully negligenhostile, and will follow and
abide by the instructions provided by TOE documismma

A.OSCONFIG The host operating system has been securely iedtafid configured in
accordance with the guidance documentation.

A.PHYSICAL TOE assets, hardware and software, are physicadiyre and only authorized
personnel have physical access to these resources.

A.TOECONFIG The TOE has been securely installed and configiredcordance with
guidance documentation.

A.TRAIN Assigned personnel will possess experience angfmoariate training in
supporting and maintaining all aspects of the TQ& the encompassing IT
security environment.

3.3 THREATS

Threat agents are either human users or exterratifies not authorized to use the TOE.
Additional threat agents may include misconfiguseftware, operating systems, and/or networks.
These threats are reasonably mitigated by the Bg€irjectives discussed in Section 4 of this ST.

T.DATABASE An unauthorized user may gain access over the SGAdrdian database
by bypassing a database security mechanism arttlisssccess to elevate
his/her privileges over STAT Guardian VMS functiargd/or data.
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An authorized TOE user may attempt to execute fanstand/or view
data for which he/she has no authorized privileges.

An unauthorized user may attempt to gain accesstbeeoperating
system by bypassing a security mechanism and issadbess to elevate
his/her privileges over STAT Guardian VMS functiargd/or data.

A networked attacker may attempt to gain unautledriaccess to STAT
Guardian VMS data by interrupting or monitoring ecaomications
between TOE components and between TOE componethisesworked
targets.

A networked attacker may attempt to view, modifydetete STAT
Guardian VMS data by impersonating a TOE compoaeskternal IT
product.

3.4 ORGANIZATIONAL SECURITY POLICIES

An organizational security policy is a set of rylpgactices and procedures imposed by an
organization to address its security needs. Orgépizs attempting to install the STAT Guardian
VMS in accordance with this Security Target mugbere the following policies.

P.PASSWORD The TOE Administrator shall enforce all organizaabpassword security

P.ROLES

policies when assigning user credentials to TOEsuse

Organizational role-based access control polidied sletermine which
individuals are authorized as TOE users and afiptivileges that user shall be
permitted.
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4 SECURITY OBJECTIVES

4.1 INTRODUCTION

This section identifies the security objectiveshad TOE and its supporting IT environment. In the
evaluated configuration, we will consider the opiegasystem and its functions part of the IT
environment and external to the TOE.

4.2 SECURITY OBJECTIVES FOR THE TOE

The security objectives met by the TOE are disaigs¢his section.

O.ADMIN The TOE must include a set of administrative fumtdithat allow effective
management of its operational and security funstion

O.AUDITS The TOE must record security related events taaredocation.

O.AUTHCOMP The TOE must identify and authenticate TOE comptpnor to allowing
intra-TSF communications.

O.AUTHUSER The TOE must identify and authenticate TOE useis po allowing users to
execute any functions upon the TOE.

O.EXPORT The TOE must ensure confidentiality of User dataogted to external IT
components.

O.IMPORT The TOE must ensure confidentiality of User datpanted from external IT
components.

O.ROLES The TOE must enforce Role-Based Access Contrds1okT Guardian VMS
functions.

4.3 SECURITY OBJECTIVES FOR THE IT ENVIRONMENT

The following section details security objectiveaintained by the IT Environment. These
objectives do not levy additional requirementstfe TOE and are satisfied by procedural or
administrative measures.

OE.BACKUP Good backup and recovery procedures exist for DE &nd its data.

OE.DOMAIN The host operating system will provide domain safpam and ensure that the
TOE cannot be tampered with.

OE.EVTLOG The host operating system on which the TOE is liestanust provide a

secure repository for security-related events.

OE.GOODUSER  Personnel authorized to install, configure, adnt@mjsoperate and/or
maintain the TOE are non-malicious and have beendd in the use of the
TOE.

OE.NETWORK The network on which the TOE components reside ineistppropriately
configured and secured to avoid disclosure of sgrgiata.
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The user must be successfully authenticated tbdseoperating system
before allowing any access to the TOE.

The administrative user responsible for installatd the TOE must ensure
that hosts on which TOE components will be insthiave been properly
configured and security hardened. Operating Systamponents used by the
TOE (Windows Event Log, System Time, Registry) sgeured from
unauthorized use and/or modification. Windows esedentials conform to
local and domain password restrictions as wellrgarazational password
security policies.

The physical environment in which the TOE residesinbe secured from
unauthorized access.

The administrative user responsible for the TOEtreasure that the TOE is
installed and configured in accordance with guigatiecumentation. TOE
user credentials conform to SQL Server databasayoad restrictions as
well as organizational password security policies.
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5 IT SECURITY REQUIREMENTS

This section defines security requirements metitiyeethe TOE or its IT environment. Security
functional requirements have been selected frorhZPairthe CC. Security Assurance requirements
have been selected from Part 3 of the CC for a ameslEvaluation Assurance Level (EAL) of 2+.

5.1 TOE SECURITY REQUIREMENTS
The following section lists Security Functional Regments (SFRs) required meeting TOE

security objectives.

Table 5.1 TOE Security Functional Requirements (SFR

Class Component Component Description

FAU: Security Audit FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association

FDP: User data protection FDP_ACC.1 Subset access control
FDP_ACC.2 Complete access control
FDP_ACF.1 Security attribute based access control
FDP_ETC.1 Export of user data without securityilatities
FDP_IFC.1 Subset information flow control
FDP_IFF.1 Simple security attributes
FDP_ITC.1 Import of user data without securityibtites
FDP_ITT.1 Basic internal transfer protection

FIA: Identification and FIA_AFL.1 Authentication failure handling

Authentication
FIA_ATD.1 User attribute definition
FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action

FMT: Security management FMT_MOF.1 Management of security functions behavior
FMT_MSA.1 Management of security attributes
FMT_MSA.2 Secure security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1 Management of TSF data
FMT_REV.1 Revocation
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT: Protection of the TSF FPT_ITT.1 Basic internal TSF data transfer protecti
FPT_RVM.1 Non-bypassability of the TSP
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5.1.1 Security Audit (FAU)
Table 5.1.1 details audit requirements for a minileel of audit fulfilled by the TOE:
Table 5.1.1 TOE Auditable Events

Component Event Details
FDP_ACF.1 Successful requests to perform an operation on an
object covered by the SFP.
FDP_ETC.1 Successful attempts to export information Vulndighilata and remediation data
sent outside the TOE
FDP_IFF.1 Decisions to permit requests for information flow
FDP_ITC.1 Successful attempts to import user data, including Vulnerability data and remediation data
any security attributes imported into the TOE
FDP_ITT.1 Successful transfers of user data, including the | Internal transfers of vulnerability and
protection method used and any errors that occuredmediation data between TOE
components
FIA _AFL.1 The reaching of the threshold for the unsuccessful Log all unsuccessful attempts to login to

authentication attempts and the actions takenfad STAT Guardian VMS in STAT Guardian
subsequent, if appropriate, restoration to the mbrm VMS database

state.
FIA_UAU.2 Unsuccessful use of the authentication mechanism g unsuccessful login attempts to STAT
Guardian VMS
FIA_UID.2 Unsuccessful use of the user identification Audit logs for unsuccessful login includes
mechanism, including the user identity provided | user identity selection
FMT_MSA.2 All offered and rejected values for a security Success or failure of security attribute
attribute values input into the TOE
FMT_REV.1 Unsuccessful revocation of security attributes Besor failure of attempts to revoke
security attributes
FMT_SMF.1 Use of management functions Success or failurétefpts to access
rule based administrative or management
functions
FMT_SMR.1 Modifications to the group of users that are p&a o Administrative adds or remove a user
role from a user group. Madification to user

group permissions.

5.1.1.1 FAU_GEN.1 Audit data generation

Hierarchal to: No other components.

Dependencies: FPT_STM.1 Reliable timestamps

FAU_GEN.1.1 The TSF shall be able to generate dit eecord of the following auditable events:
» Start-up and shutdown of the audit functions;
* All auditable events for the [selection: minimady &l of audit; and

» [assignment: Use of STAT Guardian VMS component&s/an addition to the audit
capabilities of the underlying operating system]
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FAU_GEN.1.2 The TSF shall record within each auetiord at least the following information:

» Date and time of the event, type of event, subgsattity, and the outcome (success or
failure) of the event; and

» For each audit event type, based on the auditaielet elefinitions of the functional
components included in the ST, [assignment: thétiaddl information specified in the
details column of Table 5.1.1 TOE Auditable Events]

5.1.1.2 FAU_GEN.2 User identity association

Hierarchal to: No other components

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 The TSF shall be able to associate aaditable event with the identity of the user
that caused the event.

5.1.2 User Data Protection (FDP)

5.1.2.1 FDP_ACC.1 Subset access control

Hierarchal to: No other components.

Dependencies: FDP_ACF.1 Security attribute basedss control

FDP_ACC.1.1 The TSF shall enforce [assignment: GOMN_RBAC_SFP] on [assignment:
STAT Guardian VMS functions].

5.1.2.2 FDP_ACC.2 Complete access control

Hierarchal to: FDP_ACC.1 Subset access control

Dependencies: FDP_ACF.1 Security attribute basedss control

FDP_ACC.2.1 The TSF shall enforce the [assignnBARDIAN_RBAC_SFP] on [assignment:
STAT Guardian VMS functions] and all operations aggubjects and objects covered by the SFP.

FDP_ACC.2.2 The TSF shall ensure that all operatlmtween any subject in the TSC and any
object within the TSC are covered by an accesgalo®FEP.
5.1.2.3 FDP_ACF.1 Security attribute based access control
Hierarchal to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributgtialization

FDP_ACF.1.1 The TSF shall enforce the [assignm@WARDIAN_RBAC_SFP] to objects based
on the [assignment: user identity, user role agsldo that user identity].

FDP_ACF.1.2 The TSF shall enforce the followingeaulo determine if an operation among
controlled subjects and controlled objects is aildw
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[assignment: A STAT Guardian VMS user can onlyfgren those functions that a member of the

Administrator Users group has specifically assigteethem.]

FDP_ACF.1.3 The TSF shall explicitly authorize ascef subjects to objects based on the
following additional rules: [assignment: A memioéthe Administrator Users group can assign
any function to his/herself.]

FDP_ACF.1.4 The TSF shall explicitly deny accessuddjects to objects based on the
[assignment: A STAT Guardian VMS user will be ahany functions that are not explicitly
granted them by a member of the Administrator Ugeosip].

5.1.2.4 FDP_ETC.1 Export of user data without security attibutes

Hierarchal to: No other components.

Dependencies: FDP_IFC.1 Subset information flontrcd

FDP_ETC.1.1 The TSF shall enforce the [assignmBEMEDIATION_DATA_SFP] when
exporting user data, controlled under the SFP jaritsf the TSC.

FDP_ETC.1.2 The TSF shall export the user dataonitthe user data’s associated security
attributes.

5.1.2.5 FDP_IFC.1 Subset information flow control (1)

Hierarchal to: No other components

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1.1 (1) The TSF shall enforce the [assignn®UI_SFP] on [assignment: all
communications between STAT Guardian VMS GUI andn®er Engine and/or Report Center
Engine.]

5.1.2.6 FDP_IFC.1 Subset information flow control (2)

Hierarchal to: No other components

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1.1 (2) The TSF shall enforce the [assignnREPORT_CENTER_SFP] on
[assignment: all one-way push of user data frorsanBer Engine and Report Center Engine to a
remote Report Center Engine for data aggregation.]

5.1.2.7 FDP_IFC.1 Subset information flow control (3)

Hierarchal to: No other components

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1.1 (3) The TSF shall enforce the [assignnf@OMMAND_CENTER_SFP] on
[assignment: all one-way push of job configuratitata from a Report Center engine to a remote
Scanner Engine for distributed scanning.]

5.1.2.8 FDP_IFC.1 Subset information flow control (4)

Hierarchal to: No other components

Dependencies: FDP_IFF.1 Simple security attributes
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FDP_IFC.1.1 (4) The TSF shall enforce the [assignmM&ULNERABILITY_DATA_SFP] on
[assignment: all transfer of user data betweenaai$ar Engine or Report Center Engine and the
STAT Guardian VMS Database.]
5.1.2.9 FDP_IFC.1 Subset information flow control (5)
Hierarchal to: No other components
Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1.1 (5) The TSF shall enforce the [assignmM@ULNERABILITY_UPDATE_SFP] on
[assignment: Scanner or Report Center Engines whporting vulnerability updates from the
Harris Corporate Web Server.]

5.1.2.10FDP_IFC.1 Subset information flow control (6)

Hierarchal to: No other components

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1.1 (6) The TSF shall enforce the [assigninf®CAN_SFP] on [assignment: Scanner
Engines when performing authenticated scanningmbte target hosts.]

5.1.2.11FDP_IFC.1 Subset information flow control (7)

Hierarchal to: No other components

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1.1 (7) The TSF shall enforce the [assignnREMEDIATION_DATA_SFP] on
[assignment: Scanner Engines when importing andréixg remediation data from PatchLink
Server database]

5.1.2.12FDP_IFF.1 Simple security attributes (1)

Hierarchal to: No other components.

Dependencies: FDP_IFC.1 Subset information flonticd
FMT_MSA.3 Static attributetialization

FDP_IFF.1.1 (1) TSF shall enforce the [assignm@hitl_SFP] based on the following types of
subject and information security attributes: [gesient: (1) identification and authentication of
Scanner or Report Center engine (2) identificaiod authentication of the user credentials].

FDP_IFF.1.2 (1) The TSF shall permit an informafilonv between a controlled subject and
controlled information via a controlled operatidnhe following rules hold:

[assignment: For the transfer of data betweerSth&T Guardian VMS GUI and either a Scanner
Engine or a Report Center Engine, the followinglergials must be provided: (1) The engine must
return the SHA-1 of its self-signed certificatethe GUI (1) The GUI must pass the user’'s
username/password to the Scanner or Report Centgne].

FDP_IFF.1.3 (1) The TSF shall enforce the [assigitm® additional information flow control
SFP rules].

FDP_IFF.1.4 (1) The TSF shall provide the follow[agsignment: no additional SFP capabilities]
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FDP_IFF.1.5 (1) The TSF shall explicitly authoreeinformation flow based on the following

rules: [assignment: none].

FDP_IFF.1.6 (1) The TSF shall explicitly deny aformation flow based on the following rules:
[assignment: none].

5.1.2.13FDP_IFF.1 Simple security attributes (2)

Hierarchal to: No other components.

Dependencies: FDP_IFC.1 Subset information flonticd
FMT_MSA.3 Static attributetialization

FDP_IFF.1.1 (2) The TSF shall enforce the [assigninREPORT_CENTER_SFP] based on the
following types of subject and information secuatyributes: [assignment: (1) Identification and
authentication of the receiving Report Center eajgin

FDP_IFF.1.2 (2) The TSF shall permit an informafilonv between a controlled subject and
controlled information via a controlled operatidnhie following rules hold:

[assignment: For the transfer of user data frddcanner or Report Center Engine to a remote
Report Center Engine the following credentials niagsprovided: (1) The user must accept the
SHA-1 signature of the receiving engines self-sijoertificate]

FDP_IFF.1.3 (2) The TSF shall enforce the [assigriimm additional information flow control
SFP rules].

FDP_IFF.1.4 (2) The TSF shall provide the follow[agsignment: no additional SFP capabilities]

FDP_IFF.1.5 (2) The TSF shall explicitly authoraeinformation flow based on the following
rules: [assignment: none].

FDP_IFF.1.6 (2) The TSF shall explicitly deny aformation flow based on the following rules:
[assignment: none].

5.1.2.14FDP_IFF.1 Simple security attributes (3)
Hierarchal to: No other components.
Dependencies: FDP_IFC.1 Subset information flomtra

FMT_MSA.3 Static attributgtialization

FDP_IFF.1.1 (3) The TSF shall enforce the [assignin@OMMAND_CENTER_SFP] based on
the following types of subject and information séguattributes: [assignment: (1) identification
and authentication of the receiving Scanner En@@helentification and authentication of the
Scanner user credentials].

FDP_IFF.1.2 (3) The TSF shall permit an informafilonv between a controlled subject and
controlled information via a controlled operatidnhe following rules hold:

[assignment: For the transfer of data from a Reenter Engine to a remote Scanner Engine the
following credentials must be provided: (1) Themusust accept the SHA-1 signature of the
receiving engines self-signed certificate (2) Tiam$mitting engine must present the receiving
engine valid Scanner user credentials]
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FDP_IFF.1.3 (3) The TSF shall enforce the [assigriimm additional information flow control

SFP rules].
FDP_IFF.1.4 (3) The TSF shall provide the follow[agsignment: no additional SFP capabilities]

FDP_IFF.1.5 (3) The TSF shall explicitly authoraeinformation flow based on the following
rules: [assignment: none].

FDP_IFF.1.6 (3) The TSF shall explicitly deny aformation flow based on the following rules:
[assignment: none].

5.1.2.15FDP_IFF.1 Simple security attributes (4)

Hierarchal to: No other components.

Dependencies: FDP_IFC.1 Subset information flomtra
FMT_MSA.3 Static attributgtialization

FDP_IFF.1.1 (4) The TSF shall enforce the [assignmMéULNERABILITY_DATA_SFP] based
on the following types of subject and informati@tugrity attributes: [assignment: (1) identificatio
and authentication of the user credentials for STAIRrdian VMS Database].

FDP_IFF.1.2 (4) The TSF shall permit an informatilonv between a controlled subject and
controlled information via a controlled operatidnhe following rules hold:

[assignment: For the transfer of user data betv@manner or Report Center Engine and the STAT
Guardian VMS database, the following credentialstnie provided: (1) the engine making the
database query must provide valid database credignti

FDP_IFF.1.3 (4) The TSF shall enforce the [assigitm® additional information flow control
SFP rules].

FDP_IFF.1.4 (4) The TSF shall provide the follow[agsignment: no additional SFP capabilities]

FDP_IFF.1.5 (4) The TSF shall explicitly authoreeinformation flow based on the following
rules: [assignment: none].

FDP_IFF.1.6 (4) The TSF shall explicitly deny aformation flow based on the following rules:
[assignment: none].
5.1.2.16FDP_IFF.1 Simple security attributes (5)
Hierarchal to: No other components.
Dependencies: FDP_IFC.1 Subset information flontrcd
FMT_MSA.3 Static attributetialization

FDP_IFF.1.1 (5) The TSF shall enforce the [assigitmMéULNERABILITY_UPDATE_SFP]
based on the following types of subject and infdramasecurity attributes: [assignment: (1)
identification and authentication of web serveri{@®ntification and authentication of the user
credentials].

FDP_IFF.1.2 (5) The TSF shall permit an informatfilonv between a controlled subject and
controlled information via a controlled operatidnhe following rules hold:

[assignment: For the import of vulnerability updedtga from the Harris Corporate Web Server into
the Scanner or Report Center engine, the followneglentials must be provided: (1) The
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requesting engine will verify the trusted-partyrad certificate of the Harris Corporate Web Server

(2) The requesting engine must provide user créalsrid the web serverl].

FDP_IFF.1.3 (5) The TSF shall enforce the [assigriimm additional information flow control
SFP rules].

FDP_IFF.1.4 (5) The TSF shall provide the follow[agsignment: no additional SFP capabilities]

FDP_IFF.1.5 (5) The TSF shall explicitly authoraeinformation flow based on the following
rules: [assignment: none].

FDP_IFF.1.6 (5) The TSF shall explicitly deny aformation flow based on the following rules:
[assignment: none].
5.1.2.17FDP_IFF.1 Simple security attributes (6)
Hierarchal to: No other components.
Dependencies: FDP_IFC.1 Subset information flomtra
FMT_MSA.3 Static attributgtialization

FDP_IFF.1.1 (6) The TSF shall enforce the [assigninf@CAN_SFP] based on the following types
of subject and information security attributessgignment: (1) identification and authentication of
the user credentials for authenticated target machi

FDP_IFF.1.2 (6) The TSF shall permit an informatfilonv between a controlled subject and
controlled information via a controlled operatidnhe following rules hold:

[assignment: For the transfer of vulnerabilityadbetween Scanner Engine and authenticated
targets, the following credentials must be providé€b) username/password credentials for
Windows targets (2) SSH public key for POSIX tasger in the absence of public key,
username/password credentials (3) SNMP communmnitygstfor Net Device targets].

FDP_IFF.1.3 (6) The TSF shall enforce the [assigriimm additional information flow control
SFP rules].

FDP_IFF.1.4 (6) The TSF shall provide the follow[agsignment: no additional SFP capabilities]

FDP_IFF.1.5 (6) The TSF shall explicitly authoraeinformation flow based on the following
rules: [assignment: none].

FDP_IFF.1.6 (6) The TSF shall explicitly deny aformation flow based on the following rules:
[assignment: none].
5.1.2.18FDP_IFF.1 Simple security attributes (7)
Hierarchal to: No other components.
Dependencies: FDP_IFC.1 Subset information flomtrab
FMT_MSA.3 Static attributgtialization

FDP_IFF.1.1 (7) The TSF shall enforce the [assignnREMEDIATION_DATA_SFP] based on
the following types of subject and information séguattributes: [assignment: (1) identification
and authentication of the user credentials for Rieaten Database].

FDP_IFF.1.2 (7) The TSF shall permit an informatfilonv between a controlled subject and
controlled information via a controlled operatidnhe following rules hold:
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[assignment: For the transfer of remediation thetaveen the PatchLink Server database and the
Scanner Engine, the following credentials mustiowided: (1) username/password credentials for

remediation database].

FDP_IFF.1.3 (7) The TSF shall enforce the [assigitm® additional information flow control
SFP rules].

FDP_IFF.1.4 (7) The TSF shall provide the follow[agsignment: no additional SFP capabilities]

FDP_IFF.1.5 (7) The TSF shall explicitly authoraeinformation flow based on the following
rules: [assignment: none].

FDP_IFF.1.6 (7) The TSF shall explicitly deny aformation flow based on the following rules:
[assignment: none].
5.1.2.19FDP_ITC.1 Import of user data without security attributes
Hierarchal to: No other components.
Dependencies: FDP_IFC.1 Subset information flontrcd
FMT_MSA.3 Static attributetialization

FDP_ITC.1.1 The TSF shall enforce the [assignm&tdl NERABILITY _UPDATE_SFP,
SCAN_SFP, and REMEDIATION_DATA_SFP] when importinger data, controlled under the
SFP from outside of the TSC.

FDP_ITC.1.2 The TSF shall ignore any security laties associated with the user data when
imported from outside the TSC.

FDP_ITC.1.3 The TSF shall enforce the followingesiivhen importing user data controlled under
the SFP from outside the TSC: [assignment: no &ait importation control rules].
5.1.2.20FDP_ITT.1 Basic internal transfer protection

Hierarchal to: No other components

Dependencies: FDP_IFC.1 Subset information flomtrab

FDP_ITT.1.1 The TSF shall enforce the [assignm@hil_SFP, VULNERABILITY_DATA_SFP,
REPORT_CENTER_SFP] to prevent the [selectiisclosure, modificatignof user data when it is
transmitted between physically separated partseofOE.

5.1.3 Identification and Authentication (FIA)

5.1.3.1 FIA_AFL.1 Authentication failure handling
Hierarchal to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selecti@ssignment: one]] unsuccessful
authentication attempts occur related to [assigtnteg on to STAT Guardian VMS].

FIA_AFL.1.2 When the defined number of unsucadssfithentication attempts has been met or
surpassed, the TSF shall [assignment: log ther&adtatus, user name, and time of failure to an
event log.].
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5.1.3.2 FIA_ATD.1 User attribute definition
Hierarchal to: No other components
Dependencies: No dependencies.
FIA_ATD.1.1 The TSF shall maintain the followingtliof security attributes belonging to
individual users: [assignment: user name, authaimic data, assigned user group].
5.1.3.3 FIA_UAU.2 User authentication before any action
Hierarchal to: FIA_UAU.1 Timing of authentication
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.2.1 The TSF shall require each user toumxessfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.
5.1.3.4 FIA_UID.2 User identification before any action
Hierarchal to: FIA_UID.1 Timing of identification
Dependencies: No dependencies.

FIA_UID.2.1 The TSF shall require each user to ideiftself before allowing any other TSF-
mediated actions on behalf of that user.

5.1.4 Security Management (FMT)

5.1.4.1 FMT_MOF.1 Management of security functions behavior
Hierarchal to: No other components
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 The TSF shall restrict the ability selectiondisable enable, modify the behavior
of] the functions [assignment: user and group managefuections] to [assignment: members of
the Administrator Users group].
5.1.4.2 FMT_MSA.1 Management of security attributes (1)
Hierarchal to: No other components
Dependencies: FDP_ACC.1 Subset access control
FDP_IFC.1 Subset Information Flow control
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FMT_MSA.1.1 (1) The TSF shall enforce the [assignmé&UARDIAN_RBAC_SFP, GUI_SFP]
to restrict the ability to [selectionmodify} the security attributes [assignment: a user'swasd] to
[assignment: the individual user or members ofAministrator Users group].

5.1.4.3 FMT_MSA.1 Management of security attributes (2)
Hierarchal to: No other components

31



yARRIS Document No. 8014721
Revision No. 1.13
April 20, 2006

Dependencies: FDP_ACC.1 Subset access control

FDP_IFC.1 Subset Information Flow control
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FMT_MSA.1.1 (2) The TSF shall enforce the [assigntmé&sUARDIAN_RBAC_SFP,
REPORT_CENTER_SFP] to restrict the ability to [s&tan: delete, modifyjassignment: add]] the
security attributes [assignment: the remote RePertter's SHA-1 thumbprint] to [assignment:
members of the Advanced Scan, Advanced Remediapralyer Users and Administrator Users
groups].
5.1.4.4 FMT_MSA.1 Management of security attributes (3)
Hierarchal to: No other components
Dependencies: FDP_ACC.1 Subset access control

FDP_IFC.1 Subset Information Flow control

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FMT_MSA.1.1 (3) The TSF shall enforce the [assignmmé&UARDIAN_RBAC_SFP,
COMMAND_CENTER_SFP] to restrict the ability to [setion:delete, modifyjassignment: add]]
the security attributes [assignment: the remotenBeas SHA-1 thumbprint] to [assignment:
members of the Administrator Users groups].
5.1.4.5 FMT_MSA.1 Management of security attributes (4)
Hierarchal to: No other components
Dependencies: FDP_ACC.1 Subset access control

FDP_IFC.1 Subset Information Flow control

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FMT_MSA.1.1 (4) The TSF shall enforce the [assigntmé&/ULNERABILITY_DATA_SFP] to
restrict the ability to [selectiordelete, modifyjassignment: add]] the security attributes
[assignment: STAT Guardian VMS Database credehtialgssignment: members of
Administrator Users group or STAT Guardian VMS [etse administrators].
5.1.4.6 FMT_MSA.1 Management of security attributes (5)
Hierarchal to: No other components
Dependencies: FDP_ACC.1 Subset access control

FDP_IFC.1 Subset Information Flow control

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
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FMT_MSA.1.1 (5) The TSF shall enforce the [assignmé&sUARDIAN_RBAC_SFP,
VULNERABILITY_UPDATE_SFP] to restrict the abilityot[selectiondelete, modify,
[assignment: add]] the security attributes [assigninweb server credentials (username,
password)] to [assignment: members of Manager Uselsdministrator Users groups].
5.1.4.7 FMT_MSA.1 Management of security attributes (6)
Hierarchal to: No other components
Dependencies: FDP_ACC.1 Subset access control
FDP_IFC.1 Subset Information Flow control
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FMT_MSA.1.1 (6) The TSF shall enforce the [assignmé&sUARDIAN_RBAC_SFP,
SCAN_SFP] to restrict the ability to [assignmeadd] the security attributes [assignment: target
user credentials (Windows username/password, P@8bkic Key or username/password, SNMP
community string)] to [assignment: members of Sdaars, Advanced Scan Users, Manager Users,
or Administrator Users groups].
5.1.4.8 FMT_MSA.1 Management of security attributes (7)
Hierarchal to: No other components
Dependencies: FDP_ACC.1 Subset access control
FDP_IFC.1 Subset Information Flow control
FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles
FMT_MSA.1.1 (7) The TSF shall enforce the [assignmé&SUARDIAN_RBAC_SFP,
SCAN_SFP] to restrict the ability to [selectiatelete, modifythe security attributes [assignment:
target user credentials (Windows username/passw@&|X Public Key or username/password,
SNMP community string)] to [assignment: memberé&d¥anced Scan Users, Manager Users, or
Administrator Users groups].
5.1.4.9 FMT_MSA.2 Secure security attributes
Hierarchal to: No other components
Dependencies: ADV_SPM.1 Informal TOE security gpinodel

FDP_ACC.1 Subset access control

FDP_IFC.1 Subset Information Flow control

FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.2.1 The TSF shall ensure that only secalees are accepted for security attributes.

5.1.4.10FMT_MSA.3 Static attribute initialization

Hierarchal to: No other components.
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Dependencies: FMT_MSA.1 Management of securitjoaiies
FMT_SMR.1 Security roles

FMT_MSA.3.1 The TSF shall enforce the [assignm&uWARDIAN_RBAC_SFP, GUI_SFP,
VULNERABILITY_DATA_SFP, VULNERABILITY_UPDATE_SFP, £AN_SFP,
REMEDIATION_DATA_SFP] to provide [selection: [assigent: no]] default values for security
attributes that are used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allow the [assignmentemibers of no user group] to specify
alternative initial values to override the defardtues when an object or information is created.

Application Note The TSF does not allow default values for segw@itributes defined in the
security functional policies. The TOE user is &iflly prompted to enter a secure attribute value
(described in FMT_MSA.1) prior to allowing any inlbwd or outbound communication.

5.1.4.11FMT_MTD.1 Management of TSF data (1)
Hierarchal to: No other components.
Dependencies: FMT_SMF.1 Specification of Managdrkenctions

FMT_SMR.1 Security roles
FMT_MTD.1.1 (1) TSF shall restrict the ability tedlection: modify} the [assignment: user’s
password] to [assignment: the individual user omners of the Administrator Users group].
5.1.4.12FMT_MTD.1 Management of TSF data (2)
Hierarchal to: No other components.
Dependencies: FMT_SMF.1 Specification of Managdrkenctions

FMT_SMR.1 Security roles
FMT_MTD.1.1 (2) The TSF shall restrict the ability[selectiondelete, modifyfassignment: add]]
the [assignment: remote Report Center's SHA-1 thpnnb to [assignment: members of the
Advanced Scan, Advanced Remediate, Manager UsdrA@ministrator Users groups].
5.1.4.13FMT_MTD.1 Management of TSF data (3)
Hierarchal to: No other components.
Dependencies: FMT_SMF.1 Specification of ManagdriRemnctions

FMT_SMR.1 Security roles

FMT_MTD.1.1 (3) The TSF shall restrict the ability[selectiondelete, modifyfassignment: add]]
the [assignment: remote Scanner’'s SHA-1 thumbptinfhssignment: members of the
Administrator Users groups].
5.1.4.14FMT_MTD.1 Management of TSF data (4)
Hierarchal to: No other components.
Dependencies: FMT_SMF.1 Specification of Managdrkenctions

FMT_SMR.1 Security roles
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FMT_MTD.1.1 (4) The TSF shall restrict the ability[selectiondelete, modifyfassignment: add]]
the [assignment: STAT Guardian VMS Database cramshto [assignment: members of
Administrator Users group or STAT Guardian VMS [hatse administrators].
5.1.4.15FMT_MTD.1 Management of TSF data (5)
Hierarchal to: No other components.
Dependencies: FMT_SMF.1 Specification of Managdrk@nctions
FMT_SMR.1 Security roles

FMT_MTD.1.1 (5) The TSF shall restrict the ability[selectiondelete, modifyjassignment: add]]
the [assignment: web server credentials (usernpassword)] to [assignment: members of
Manager Users, or Administrator Users groups].
5.1.4.16FMT_MTD.1 Management of TSF data (6)
Hierarchal to: No other components.
Dependencies: FMT_SMF.1 Specification of Managdriemnctions

FMT_SMR.1 Security roles

FMT_MTD.1.1 (6) The TSF shall restrict the ability[selection: [assignmerdadd]] the
[assignment: target user credentials (Windows aseefpassword, POSIX Public Key or
username/password, SNMP community string)] to faseent: members of Scan Users, Advanced
Scan Users, Manager Users, or Administrator Usensps].
5.1.4.17FMT_MTD.1 Management of TSF data (7)
Hierarchal to: No other components.
Dependencies: FMT_SMF.1 Specification of ManagdriRemnctions
FMT_SMR.1 Security roles

FMT_MTD.1.1 (7) The TSF shall restrict the ability[selectiondelete, modifiythe [assignment:
target user credentials (Windows username/passw@&]X Public Key or username/password,
SNMP community string)] to [assignment: memberé&d¥anced Scan Users, Manager Users, or
Administrator Users groups].

5.1.4.18FMT_REV.1 Revocation

Hierarchal to: No other components.

Dependencies: FMT_SMR.1 Security roles

FMT_REV.1.1 The TSF shall restrict the ability voke security attributes associated with the
[selection:users[Assignment: user groups]] within the TSC to [assignt: members of the
Administrator Users group].

FMT_REV.1.2 The TSF shall enforce the rules [agsignt: no other rules].

5.1.4.19FMT_SMF.1 Specification of Management Functions
Hierarchal to: No other components.

Dependencies: No dependencies
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FMT_SMF.1.1 The TSF shall be capable of perforntimgfollowing security management
functions: [assignment: create, delete, modify, @ed role based access rules that permit or deny
information flows].
5.1.4.20FMT_SMR.1 Security roles
Hierarchal to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles [assignt: Administrator Users, Manager Users,
Scan Users, Advanced Scan Users, Remediate Usibranéed Remediate Users, and Reports
Users].

FMT_SMR.1.2 The TSF shall be able to associatesusih roles.
5.1.5 Protection of the TSF (FPT)

5.1.5.1 FPT_ITT.1 Basic internal TSF data transfer protection

Hierarchal to: No other components.

Dependencies: No dependencies.

FPT _ITT.1.1 The TSF shall protect TSF data frontejst@on: disclosure, modificatignwhen it is
transmitted between separate parts of the TOE.

5.1.5.2 FPT_RVM.1 Non-bypassability of the TSP

Hierarchal to: No other components.

Dependencies: No dependencies.

FPT_RVM.1.1 The TSF shall ensure that TSP enforo¢fuactions are invoked and succeed
before each function within the TSC is allowed togeed.
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5.2 SECURITY REQUIREMENTS FOR IT ENVIRONMENT

The STAT Guardian VMS product relies upon the exdeIT environment (including the
underlying operating system) to provide some ofsheurity features of the product. The following
section lists Security Functional Requirements (§F¥rtially or fully implemented by the IT

environment. Table 5.2 details IT Environment8ig Functional Requirements fulfilled by the

IT environment:

Table 5.2 IT Environment Security Functional Requirements (SFR)

Class Component Component Description
FAU: Security Audit FAU_GEN.1E Audit data generation
FAU_GEN.2E User identity association
FAU_SAR.1E Audit review
FAU_SAR.2E Restricted audit review
FAU_SAR.3E Selectable audit review
FDP: User Data Protection FDP_ACC.1E Subset access control
FDP_ACF.1E Security attribute based access control
FIA: Identification and FIA_UAU.2E User authentication before any action
Authentication
FIA_UID.2E User identification before any action
FMT: Security management FMT_MSA.1E Management of security attributes
FMT_MSA.2E Secure security attributes
FMT_MSA.3E Static attribute initialization
FMT_MTD.1E Management of TSF data
FMT_SMF.1E Specification of Management Functions
FMT_SMR.1E Security roles
FPT: Protection of the TSF FPT_SEP.1E TSF domain separation
FPT_STM.1E Reliable timestamps
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5.2.1 Security Audit (FAU)
Table 5.2.1 details audit requirements fulfilledthg IT environment:
Table 5.2.1 IT Environment Auditable Events
Component Event Details
FAU_GEN.1E Start-up and shutdown of audit functions Starang shutdown of Windows Even
Log. Provided by operating system.
FAU_SAR.1E Reading of information from the audit records atlempts to view Windows Event Log
data. Provided by operating system.
FDP_ACF.1E Successful requests to perform an operation on a@nModifications to operating system ACLs
object covered by the SFP. on TOE files, directories, and registry
objects. Provided by operating system.
FIA_UAU.2E All use of the authentication mechanism Log allifogttempts to the operating
system. Provided by operating system.
FIA_UID.2E All use of the user identification mechanism, All login attempts to the operating system.
including the user identity provided Provided by operating system.
FMT_MSA.2E All offered and rejected values for a security Success or failure of authentication to
attribute operating system. Provided by operating
system.
FMT_SMF.1E Use of management functions Success or failurétefrgts to access

management functions. Provided by
operating system.

FMT_SMR.1E Modifications to the group of users that are p&e o Administrative adds or removes a user
role from a Windows user group. Provided hy
operating system.
FPT_STM.1E Changes to the time All modifications to the Windo8ystem

Clock. Provided by operating system.

5.2.1.1 FAU_GEN.1E Audit data generation
Hierarchal to: No other components.
Dependencies: FPT_STM.1E Reliable timestamps

FAU_GEN.1.1E The TSF shall be able to generateudit eecord of the following auditable
events:

e Start-up and shutdown of the audit functions;
» All auditable events for the [selectiaminimal level of audit; and

* [Assignment: Use of STAT Guardian VMS componentrégsén addition to the audit
capabilities of the underlying operating system]

FAU_GEN.1.2E The TSF shall record within each auglibrd at least the following information:

» Date and time of the event, type of event, subgsttity, and the outcome (success or
failure) of the event; and

38



's Document No. 8014721
Revision No. 1.13
April 20, 2006
» For each audit event type, based on the auditaielet €lefinitions of the functional
components included in the ST, [Assignment: thetamdl information specified in the
details column of Table 5.2.1 Auditable Events].
5.2.1.2 FAU_GEN.2E User identity association
Hierarchal to: No other components

Dependencies: FAU_GEN.1E Audit data generation
FIA_UID.1E Timing of idefitation
FAU_GEN.2.1E The TSF shall be able to associatk aaditable event with the identity of the
user that caused the event.
5.2.1.3 FAU_SAR.1E Audit review
Hierarchal to: No other components
Dependencies: FAU_GEN.1E Audit data generation

FAU_SAR.1.1E The TSF shall provide [assignmenthatted operating system users] with the
capability to read [Assignment: date and time efélrent, type of event, subject identity, and the
outcome of the event (success or failure)] fromateit records.

FAU_SAR.1.2E The TSF shall provide the audit resarda manner suitable for the user to

interpret the information.

5.2.1.4 FAU_SAR.2E Restricted Audit review

Hierarchal to: No other components

Dependencies: FAU_SAR.1E Audit review

FAU_SAR.2.1E The TSF shall prohibit all users raadess to the audit records, except those users
that have been granted explicit read-access.

5.2.1.5 FAU_SAR.3E Selectable audit review

Hierarchal to: No other components

Dependencies: FAU_SAR.1E Audit review

FAU_SAR.3.1E The TSF shall provide the ability &rform [selectionsorting of audit data based
on [assignment: date, event source].

5.2.2 User Data Protection (FDP)

5.2.2.1 FDP_ACC.1E Subset access control
Hierarchal to: No other components.
Dependencies: FDP_ACF.1E Security attribute basedss control
FDP_ACC.1.1E The TSF shall enforce [assignment:REAC _SFP] on [assignment: TOE files,
directory, and registry objects].
5.2.2.2 FDP_ACF.1E Security attribute based access control
Hierarchal to: No other components.
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Dependencies: FDP_ACC.1E Subset access control

FMT_MSA.3E Static attribunitialization
FDP_ACF.1.1E The TSF shall enforce the [assignm&@8: RBAC_SFP] to objects based on the
[assignment: operating system user identity, Wirglgroup membership].

FDP_ACF.1.2E The TSF shall enforce the followingsuto determine if an operation among
controlled subjects and controlled objects is aldw

[assignment: The operating system shall limitah#ity to access, modify, and/or delete TOE file,
directory, and registry objects to those usersieitlyl authorized in the Access Control Lists
(ACLs).]

FDP_ACF.1.3E The TSF shall explicitly authorize egscof subjects to objects based on the
following additional rules: [assignment: A memioéthe Windows Administrators group may
always assign ACLs to himself.]

FDP_ACF.1.4E The TSF shall explicitly deny accessubjects to objects based on the

[assignment: The operating system shall deny aafeBOE file, directory, and registry objects to
operating system users not explicitly granted bgess Control Lists (ACLS).].

5.2.3 Identification and Authentication (FIA)

5.2.2.1 FIA_UAU.2E User authentication before any action
Hierarchal to: FIA_UAU.1E

Dependencies: FIA_UID.1E Timing of identification

FIA_UAU.2.1E The TSF shall require each user tsbecessfully authenticated before allowing
any other TSF-mediated actions on behalf of that.us

5.2.2.2 FIA_UID.2E User identification before any action
Hierarchal to: FIA_UID.1E

Dependencies: No dependencies.

FIA_UID.2.1E The TSF shall require each user tanidg itself before allowing any other TSF-
mediated actions on behalf of the user.

5.2.4 Security Management (FMT)

5.2.4.1 FMT_MSA.1 Management of security attributes (1) E
Hierarchal to: No other components

Dependencies: FDP_ACC.1E Subset access control
FMT_SMF.1E Specification of Management Functions
FMT_SMR.1E Security roles

FMT_MSA.1.1 (1) The TSF shall enforce the [assigntnéOS_RBAC_SFP] to restrict the ability
to [selection: change_default, query, modify, de]dtee security attributes [assignment: ACLs on
TOE files, directory, and registry objects] to [gssnent: members of Windows Administrators
group or Windows Guardian Users groups].
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5.2.4.2 FMT_MSA.1 Management of security attributes (2) E
Hierarchal to: No other components
Dependencies: FDP_ACC.1E Subset access control
FMT_SMF.1E SpecificationManagement Functions

FMT_SMR.1E Security roles

FMT_MSA.1.1 (2) E The TSF shall enforce the [assignt: GUI_SFP] to restrict the ability to
[selection:delete, modifyjassignment: add]] the security attributes [assignt: the Scanner or
Report Center engine’s SHA-1 thumbprint] to [assignt: members of the Windows
Administrators or Windows Guardian Users groups].

Application Note STAT Guardian VMS uses the SHA-1 signature eféhgine’s self-signed
certificate to authenticate the TOE to the useheWthe user selects “Accept Always”, the STAT
Guardian VMS GUI stores this value in the WindovegiRtry. Because the user is not yet
authenticated to the TOE at this point, the segwifithis SHA-1 thumbprint is maintained by the
Windows operating system. The security of thisugegattribute is maintained through the use of
Windows ACLs and audit policy settings.

5.2.4.3 FMT_MSA.2E Secure security attributes
Hierarchal to: No other components
Dependencies: ADV_SPM.1 Informal TOE security ppinodel
FDP_ACC.1E Subset accessrol
FMT_MSA.1E Management etgrity attributes
FMT_SMR.1E Security roles
FMT_MSA.2.1E The TSF shall ensure that only sewataes are accepted for security attributes.

5.2.4.4 FMT_MSA.3E Static attribute initialization

Hierarchal to: No other components.

Dependencies: FMT_MSA.1E Management of securitibates
FMT_SMR.1E Security roles

FMT_MSA.3.1E The TSF shall enforce the [assignm@®8: RBAC_SFP] to provide [selection:
restrictive] default values for security attributbat are used to enforce the SFP.

FMT_MSA.3.2E The TSF shall allow the [assignmemiembers of the Windows Administrators or
Windows Guardian Users groups] to specify alteueainitial values to override the default values
when an object or information is created.
5.2.4.5 FMT_MTD.1 Management of TSF data (1) E
Hierarchal to: No other components.
Dependencies: FMT_SMF.1E Specification of Managerr@nctions

FMT_SMR.1E Security roles
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FMT_MTD.1.1 (3) E The TSF shall restrict the alilib [selectionchange_default, delete, modify,
[assignment: add]] the [assignment: ACLs on TOEsfildirectories, and registry keys] to
[assignment: members of Windows Administrators and@ws Guardian Users groups].
5.2.4.6 FMT_MTD.1 Management of TSF data (2) E
Hierarchal to: No other components.
Dependencies: FMT_SMF.1E Specification of Managerr@nctions

FMT_SMR.1E Security roles
FMT_MTD.1.1 (1) E The TSF shall restrict the alyilib [selectionguery, [assignment: add]] the
[assignment: audit data] to [assignment: membetseoWindows Users group].
5.2.4.7 FMT_MTD.1 Management of TSF data (3) E
Hierarchal to: No other components.
Dependencies: FMT_SMF.1E Specification of Managerr@nctions

FMT_SMR.1E Security roles
FMT_MTD.1.1 (2) E The TSF shall restrict the alyilib [selectiondeletd the [assignment: audit
data] to [assignment: members of the Windows Adstiators group].
5.2.4.8 FMT_MTD.1 Management of TSF data (4) E
Hierarchal to: No other components.
Dependencies: FMT_SMF.1E Specification of Managerr@nctions

FMT_SMR.1E Security roles

FMT_MTD.1.1 (3) E The TSF shall restrict the alyilib [selectiondelete, modifyjassignment:
add]] the [assignment: Scanner or Report CenteinetsgSHA-1 thumbprint] to [assignment:
members of the Windows Administrators or Windowsafglian Users groups].

Application Note STAT Guardian VMS uses the SHA-1 signature eféhgine’s self-signed
certificate to authenticate the TOE to the useheWthe user selects “Accept Always”, the STAT
Guardian VMS GUI stores this value in the WindovegyRtry. Because the user is not yet
authenticated to the TOE at this point, the segwifithis SHA-1 thumbprint is maintained by the
Windows operating system. The security of thisugggattribute is maintained through the use of
Windows ACLs and audit policy settings.

5.2.4.9 FMT_SMF.1E Specification of Management Functions
Hierarchal to: No other components.
Dependencies: No dependencies

FMT_SMF.1.1E The TSF shall be capable of perforntihegfollowing security management
functions: [assignment: add, modify, and deleterafirey system users and assign operating system
users to Windows user groups].
5.2.4.10FMT_SMR.1E Security roles
Hierarchal to: No other components.
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Dependencies: FIA_UID.1E Timing of identification

FMT_SMR.1.1E The TSF shall maintain the roles:sigsment: Windows Users group, Windows
Guardian Users group, Windows Administrators group]

FMT_SMR.1.2E The TSF shall be able to associatesugih roles.
5.2.5 Protection of the TSF (FPT)

5.2.5.1 FPT_SEP.1E TSF domain separation
Hierarchal to: No other components.
Dependencies: No dependencies.

FPT_SEP.1.1E The TSF shall maintain a security dofoaits own execution that protects it from
interference and tampering by untrusted subjects.

FPT_SEP.1.2E The TSF shall enforce separation leetite security domains of subjects in the
TSC.

5.2.5.2 FPT_STM.1E Reliable timestamps

Hierarchal to: No other components.

Dependencies: No dependencies.

FPT_STM.1.1E The TSF shall be able to provide b&diaimestamps for its own use.
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5.3 TOE SECURITY FUNCTIONAL POLICIES
5.3.1 Access Control (OS_RBAC_SFP)

The host operating system enforces Role-Based Accestrol (RBAC) of TOE files, directories,
and registry keys. OS_RBAC_SFP restricts accessete TOE objects to members of the
Windows Administrators or Windows Guardian Usemsugs. This policy is enforced by Windows
Access Control Lists (ACLSs) that are applied eithiethe time of install or during configurationaf
secure TOE. A member of the Windows Administragmsup may always grant himself ACLs to a
protected TOE object.

5.3.2 Access Control (GUARDIAN_RBAC_SFP)

The GUARDIAN_RBAC_SFP assures that only policy-awitted individuals have access to
certain STAT Guardian VMS functions. The TOE mains$ a set of default user groups that define
a subset of privileges, or STAT Guardian VMS fuocs, members of that group may perform upon
the TOE. Only members of the Administrators Useugrmay add users and assign them to user
groups. All TOE components support enforcemertheiGUARDIAN_RBAC_SFP.

5.3.3 STAT Guardian VMS GUI to/from Scanner Engine or Report Center Engine
(GUI_SFP)

All communication between the STAT Guardian VMS God a Scanner or Report Center Engine
is secured via mutually authenticated HTTPS. Muaudhentication prevents spoofing or man-in-
the-middle attacks. Under the evaluated configaoratihe TOE will permit information flow under
the following conditions: (1) The user manuallyifies and then accepts the SHA-1 checksum of
the service’s certificate displayed by the GUI ARyl The Engine verifies that the user credentials
presented by the GUI are valid user credentials.

5.3.4 Data Aggregation with STAT Report Center (REPORT_CENTER_SFP)

STAT Scanners or Report Centers transmit vulnatglaihd/or remediation data to a remote Report
Center for data aggregation. The REPORT_CENTER &3BBres that the data is secured via
authenticated HTTPS. Prior to transmitting dattheoremote Report Center engine, the
transmitting engine must verify the SHA-1 thumbpohthe remote Report Center engine.

5.3.5 Distributed Scanning with STAT Report Center (COMMAND_CENTER_SFP)

The STAT Command Center provides an additionatitigied capability for enterprise-wide
scanning and remediation. The COMMAND_CENTER_SHugEs that the data is secured via
authenticated HTTPS. Prior to transmitting dattheoremote Scanner engine, the transmitting
engine must verify the SHA-1 thumbprint of the réen8canner engine. The Scanner engine must
verify the Scanner user credentials transmitteohftioe Report Center.

5.3.6 Scanner Engine or Report Center Engine to/from STATGuardian VMS Database
(VULNERABILITY_DATA_SFP)

The TOE stores vulnerability data, remediation datal user credentials and settings in a MSDE or
SQL Server database. The TOE secures all transfeiser and TSF data to/from the STAT
Guardian VMS database by requiring successful atittegion between Scanner Engine or Report
Center Engine and the database. Every commandostre database provides either the
credentials of the logged in user or the credenbéthe Engine service. The database verifies the
user’s identity and access privileges before exegu stored procedure on that user’s behalf.
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5.3.7 Scanner Engine to/from the Harris Corporate web serer

(VULNERABILITY_UPDATE_SFP)

Automatic vulnerability updates imported into ST&Dardian from the Harris Corporate website
are secured via HTTPS. The TOE will accept a walbiity update file from the web server if the
following conditions are met: (1) The HTTPS praibeerifies the web server’s trusted third party
signed certificate. (2) The Scanner Engine provalksensed Premier Site user’s credentials to the
web server.

5.3.8 Authenticated Scanning of Windows, POSIX, and SNMRargets (SCAN_SFP)

The Scanner Engine supports multiple means of sisgpgulnerabilities on remote network targets.
The SCAN_SFP applies to authenticated scanning KAT Guardian VMS also supports
methods of scanning that do not require credengald scanning, null session scanning. The
SCAN_SFP enforces user authentication for authatetiicscanning: username/password
authentication for Windows targets, SSH public keysername/password authentication for
POSIX targets, and SNMP authentication for Netwdekice targets.

5.3.9 Scanner Engine to/from PatchLink Remediation databae
(REMEDIATION_DATA_SFP)

The STAT Patch and Remediation allows the Scanmgine to interface with a PatchLink Update
Server in order to perform agent-based vulnergtsliins and remediation. The
REMEDIATION_DATA_SFP pertains to all imported anxperted data that occurs between these
two servers. The Scanner Engine exchanges ddiahetPatchLink Update Server via a direct
ODBC connection to its database. Since in theuatatl configuration the two servers are co-
located on the same box, the Scanner Engine irtiplanithenticates to the PatchLink database
using the Scanner Engine service’s local Administeaaccount.
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5.4 TOE SECURITY ASSURANCE REQUIREMENTS

The following are the set of security assuranceireqents drawn from the CC Part 3 for the
TOE'’s assurance claim of EAL 2 Augmented. Tabfesaimmarizes the TOE Assurance classes,
components, and component descriptions.

Table 5.4 TOE Assurance Components

Class Component Component Description
ACM: Configuration Management| ACM_CAP.4 Generatsupport and acceptance procedures
ACM_SCP.1 TOE CM coverage
ADO: Delivery and Operation ADO_DEL.1 Delivery mexdures
ADO_IGS.1 Installation, generation, and start-opcpdures
ADV: Development ADV_FSP.1 Informal functional sjifecation
ADV_HLD.1 Descriptive high-level design
ADV_RCR.1 Informal correspondence demonstration
AGD: Guidance Documents AGD_ADM.1 Administratoridance
AGD_USR.1 User guidance
ALC: Life Cycle Support ALC_DVS.1 Identificatiorf security measures
ALC FLR.3 Systematic flaw remediation
ALC LCD.1 Developer defined life-cycle model
ATE: Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing-sample

AVA: Vulnerability Assessment AVA_MSU.1 Examinati@f Guidance

AVA_SOF.1 Strength of TOE security function evdioa

AVA_VLA.1 Developer vulnerability analysis

5.4.1 Configuration Management (ACM)

5.4.1.1 ACM_CAP.4 Generation support and acceptance procedaes
Dependencies: ALC_DVS.1 Identification of securntgasures

Developer action elements:

ACM_CAP.4.1D The developer shall provide a refeeefur the TOE.

ACM_CAP.4.2D The developer shall use a CM system.

ACM_CAP.4.3D The developer shall provide CM docutagan.

Content and presentation of evidence elements:

ACM_CAP.4.1C The reference for the TOE shall bejuaito each version of the TOE.
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ACM_CAP.4.2C The TOE shall be labeled with its refece.

ACM_CAP.4.3C The CM documentation shall includeoafgguration list, a CM plan, and an
acceptance plan.

ACM_CAP.4.4C The configuration list shall uniquédientify all configuration items that comprise
the TOE.

ACM_CAP.4.5C The configuration list shall descrthe configuration items that comprise the
TOE.

ACM_CAP.4.6C The CM documentation shall descrileerttethod used to uniquely identify the
configuration items that comprise the TOE.

ACM_CAP.4.7C The CM system shall uniquely idengflconfiguration items that comprise the
TOE.

ACM_CAP.4.8C The CM Plan shall describe how the §jdtem is used.

ACM_CAP.4.9C The evidence shall demonstrate tratakl system is operating in accordance
with the CM plan.

ACM_CAP.4.10C The CM documentation shall providalence that all configuration items have
been and are being effectively maintained undeCikesystem.

ACM_CAP.4.11C The CM system shall provide measaue$ that only authorized changes are
made to the configuration items.

ACM_CAP.4.12C The CM system shall support the gatmen of the TOE.

ACM_CAP.4.13C The acceptance plan shall descriegtbcedures used to accept modified or
newly created configuration items as part of theeTO

Evaluator action elements:

ACM_CAP.4.1E The evaluator shall confirm that theermation provided meets all requirements
for content and presentation of evidence.

5.4.1.2 ACM_SCP.1 TOE CM coverage

Dependencies: ACM_CAP.3 Authorization controls

Developer action elements:

ACM_SCP.1.1D The developer shall provide a listaffiguration items for the TOE.

Content and presentation of evidence elements:

ACM_SCP.1.1C The list of configuration items shadlude the following: implementation
representation and the evaluation evidence reqbyetle assurance components in the ST.

Evaluator action elements:

ACM_SCP.1.1E The evaluator shall confirm that tiferimation provided meets all requirements
for content and presentation of evidence.
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5.4.2 Delivery and Operation (ADO)

5.4.2.1 ADO_DEL.1 Delivery procedures
Dependencies: No dependencies.
Developer action elements:

ADO_DEL.1.1D The developer shall document procesltioe delivery of the TOE or parts of it to
the user.

ADO_DEL.1.2D The developer shall use the deliveigcedures.
Content and presentation of evidence elements:

ADO_DEL.1.1C The delivery documentation shall ddseall procedures that are necessary to
maintain security when distributing versions of T@E to a user’s site.

Evaluator action elements:

ADO_DEL.1.1E The evaluator shall confirm that théormation provided meets all requirements
for content and presentation of evidence.

5.4.2.2 ADO_IGS.1 Installation, generation, and start-up pocedures

Dependencies: AGD_ADM.1 Administrator guidance

Developer action elements:

ADO_IGS.1.1D The developer shall document procesinezessary for the secure installation,
generation, and start-up of the TOE.

Content and presentation of evidence elements:

ADO_IGS.1.1C The installation, generation and st@grdocumentation shall describe all the steps
necessary for secure installation, generation sséaud-up of the TOE.

Evaluator action elements:

ADO_IGS.1.1E The evaluator shall confirm that thisimation provided meets all requirements
for content and presentation of evidence.

ADO _IGS.1.2E The evaluator shall determine thatitistallation, generation, and start-up
procedures result in a secure configuration.

5.4.3 Development (ADV)

5.4.3.1 ADV_FSP.1 Informal functional specification
Dependencies: ADV_RCR.1 Informal correspondenceathstration
Developer action elements:

ADV_FSP.1.1D The developer shall provide a fundimpecification.
Content and presentation of evidence elements:

ADV_FSP.1.1C The functional specification shallcédse the TSF and its external interfaces using
an informal style.

ADV_FSP.1.2C The functional specification shalliernally consistent.
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ADV_FSP.1.3C The functional specification shallcése the purpose and method of use of all

external TSF interfaces, providing details of effeexceptions and error messages, as appropriate.
ADV_FSP.1.4C The functional specification shall getely represent the TSF.
Evaluator action elements:

ADV_FSP.1.1E The evaluator shall confirm that thf@imation provided meets all requirements
for content and presentation of evidence.

ADV_FSP.1.2E The evaluator shall determine thafuinetional specification is an accurate and
complete instantiation of the TOE security funcéibrequirements.
5.4.3.2 ADV_HLD.1 Descriptive high-level design
Dependencies: ADV_FSP.1 Informal functional speatiion
ADV_RCR.1 Informal correspince demonstration
Developer action elements:
ADV_HLD.1.1D The developer shall provide the higtwél design of the TSF.
Content and presentation of evidence elements:
ADV_HLD.1.1C The presentation of the high-leveligesshall be informal.
ADV_HLD.1.2C The high-level design shall be intdim@onsistent.

ADV_HLD.1.3C The high-level design shall descrihe structure of the TSF in terms of
subsystems.

ADV_HLD.1.4C The high-level design shall describe security functionality provided by each
subsystem of the TSF.

ADV_HLD.1.5C The high-level design shall identifgyaunderlying hardware, firmware, and/or
software required by the TSF with a presentatiotiheffunctions provided by the supporting
protection mechanisms implemented in that hardwareware, or software.

ADV_HLD.1.6C The high-level design shall identifl} mterfaces to the subsystems of the TSF.

ADV_HLD.1.7C The high-level design shall identifyhigh of the interfaces to the subsystems of
the TSF are externally visible.

Evaluator action elements:

ADV_HLD.1.1E The evaluator shall confirm that timéarmation provided meets all requirements
for content and presentation of evidence.

ADV_HLD.1.2E The evaluator shall determine that lingh-level design is an accurate and
complete instantiation of the TOE security funcéibrequirements.

5.4.3.3 ADV_RCR.1 Informal correspondence demonstration

Dependencies: No dependencies.

Developer action elements:

ADV_RCR.1.1D The developer shall provide an analgdicorrespondence between all adjacent
pairs of TSF representations that are provided.
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Content and presentation of evidence elements:

ADV_RCR.1.1C For each adjacent pair of provided T§#tesentations, the analysis shall
demonstrate that all relevant security functiogadit the more abstract TSF representation is
correctly and completely refined in the less ala$tf&F representation.

Evaluator action elements:

ADV_RCR.1.1E The evaluator shall confirm that thieormation provided meets all requirements
for content and presentation of evidence.

5.4.4 Guidance Documents (AGD)

5.4.4.1 AGD_ADM.1 Administrator guidance
Dependencies: ADV_FSP.1 Informal functional speatiion
Developer action elements:

AGD_ADM.1.1D The developer shall provide administrguidance addressed to system
administrative personnel.

Content and presentation of evidence elements:

AGD_ADM.1.1C The administrator guidance shall ddszthe administrative functions and
interfaces available to the administrator of theETO

AGD_ADM.1.2C The administrator guidance shalladse how to administer the TOE in a
secure manner.

AGD_ADM.1.3C The administrator guidance shall camt@arnings about functions and privileges
that should be controlled in a secure processing@mment.

AGD_ADM.1.4C The administrator guidance shall ddszall assumptions regarding user
behavior that are relevant to secure operatioh®fliOE.

AGD_ADM.1.5C The administrator guidance shall ddszall security parameters under the
control of the administrator, indicating securewes as appropriate.

AGD_ADM.1.6C The administrator guidance shall ddszeach type of security-relevant event
relative to the administrative functions that neetie performed, including changing the security
characteristics of entities under the control ef T15F.

AGD_ADM.1.7C The administrator guidance shall basistent with all other documentation
supplied for evaluation.

AGD_ADM.1.8C The administrator guidance shall ddszall security requirements for the IT
environment that are relevant to the administrator.

Evaluator action elements:

AGD_ADM.1.1E The evaluator shall confirm that timormation provided meets all requirements
for content and presentation of evidence.

5.4.4.2 AGD_USR.1 User guidance

Dependencies: ADV_FSP.1 Informal functional speatiion

Developer action elements:
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AGD_USR.1.1D The developer shall provide user guiga

Content and presentation of evidence elements:

AGD_USR.1.1C The user guidance shall describeuhetions and interfaces available to the non-
administrative users of the TOE.

AGD_USR.1.2C The user guidance shall describe $keeotiuser-accessible security functions
provided by the TOE.

AGD_USR.1.3C The user guidance shall contain wagshabout user-accessible functions and
privileges that should be controlled in a secupx@ssing environment.

AGD_USR.1.4C The user guidance shall clearly preskniser responsibilities necessary for
secure operation of the TOE, including those rdl&deassumptions regarding user behavior found
in the statement of TOE security environment.

AGD_USR.1.5C The user guidance shall be consistghtall other documentation supplied for
evaluation.

AGD_USR.1.6C The user guidance shall describesallsty requirements for the IT environment
that are relevant to the user.

Evaluator action elements:

AGD_USR.1.1E The evaluator shall confirm that thf@imation provided meets all requirements
for content and presentation of evidence.

5.4.5 Life Cycle Support (ALC)

5.4.5.1 ALC_DVS.1 Ildentification of security measures

Dependencies: No dependencies.

Developer action elements:

ALC_DVS.1.1D The developer shall produce developnsenurity documentation.
Content and presentation of evidence elements:

ALC_DVS.1.1C The development security documentasioall describe all the physical,
procedural, personnel, and other security meashatsre necessary to protect the confidentiality
and integrity of the TOE design and implementatioits development environment.

ALC_DVS.1.2C The development security documentasioall provide evidence that these
security measures are followed during the develapraed maintenance of the TOE.

Evaluator action elements:

ALC_DVS.1.1E The evaluator shall confirm that theormation provided meets all requirements
for content and presentation of evidence.

ALC_DVS.1.2E The evaluator shall confirm that tleewwity measures are being applied.

5.4.5.2 ALC_FLR.3 Systematic flaw remediation
Dependencies: No dependencies.
Developer action elements:
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ALC_FLR.3.1D The developer shall provide flaw renagidn procedures addressed to TOE

developers.

ALC_FLR.3.2D The developer shall establish a procedor accepting and acting upon all reports
of security flaws and requests for correctionshtuse flaws.

ALC_FLR.3.3D The developer shall provide flaw renagidn guidance addressed to TOE users.
Content and presentation of evidence elements:

ALC_FLR.3.1C The flaw remediation procedures docutaion shall describe the procedures used
to track all reported security flaws in each re¢easthe TOE.

ALC_FLR.3.2C The flaw remediation procedures shedjuire that a description of the nature and
effect of each security flaw be provided, as wsltlee status of finding a correction to that flaw.

ALC_FLR.3.3C The flaw remediation procedures sheduire that corrective actions be identified
for each of the security flaws.

ALC_FLR.3.4C The flaw remediation procedures docutaton shall describe the methods used to
provide flaw information, corrections and guidacecorrective actions to TOE users.

ALC_FLR.3.5C The flaw remediation procedures stialicribe a means by which the developer
receives from TOE user’s reports and enquiriesuspscted security flaws in the TOE.

ALC_FLR.3.6C The procedures for processing repostmlirity flaws shall ensure that any
reported flaws are corrected and the correctiaredso TOE users.

ALC_FLR.3.7C The procedures for processing repostmirity flaws shall provide safeguards that
any corrections to these security flaws do nobuhiice any new flaws.

ALC_FLR.3.8C The flaw remediation guidance shala#&e a means by which TOE users report
to the developer any suspected security flawsenQE.

ALC_FLR.3.9C The flaw remediation guidance shatlille a procedure requiring timely
responses for the automatic distribution of segdidgtw reports and the associated corrections to
registered users who might be affected by the ggdiaw.

ALC_FLR.3.10C The flaw remediation guidance shabatibe a means by which TOE users may
register with the developer, to be eligible to reeesecurity flaw reports and corrections.

ALC FLR.3.11C The flaw remediation guidance shadintify the specific points of contact for all
reports and enquiries about security issues inugltihe TOE.

Evaluator action elements:

ALC_FLR.3.1E The evaluator shall confirm that théormation provided meets all requirements
for content and presentation of evidence.

5.4.5.3 ALC_LCD.1 Developer defined life-cycle model

Dependencies: No dependencies.

Developer action elements:

ALC_LCD.1.1D The developer shall establish a lifele model to be used in the development and
maintenance of the TOE.

ALC_LCD.1.2D The developer shall provide life-cyclefinition documentation.
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Content and presentation of evidence elements:

ALC_LCD.1.1C The life-cycle definition documentatishall describe the model used to develop
and maintain the TOE.

ALC_LCD.1.2C The life-cycle model shall provide fine necessary control over the development
and maintenance of the TOE.

Evaluator action elements:

ALC_LCD.1.1E The evaluator shall confirm that théormation provided meets all requirements
for content and presentation of evidence.

5.4.6 Tests (ATE)

5.4.6.1 ATE_COV.1 Evidence of coverage
Dependencies: ADV_FSP.1 Informal functional speatiion
ATE_FUN.1 Functional tesfi
Developer action elements:
ATE_COV.1.1D The developer shall provide evidentthe test coverage.
Content and presentation of evidence elements:

ATE_COV.1.1C The evidence of the test coveragd shalw the correspondence between the tests
identified in the test documentation and the TSHesribed in the functional specification.

Evaluator action elements:

ATE_COV.1.1E The evaluator shall confirm that thiormation provided meets all requirements
for content and presentation of evidence.

5.4.6.2 ATE_FUN.1 Functional testing

Dependencies: No dependencies.

Developer action elements:

ATE_FUN.1.1D The developer shall test the TSF amtlidchent the results.

ATE_FUN.1.2D The developer shall provide test doentation.

Content and presentation of evidence elements:

ATE_FUN.1.1C The test documentation shall condis¢st plans, test procedure descriptions,
expected test results and actual test results.

ATE_FUN.1.2C The test plans shall identify the sggudunctions to be tested and describe the
goal of the tests to be performed.

ATE_FUN.1.3C The test procedure descriptions statitify the tests to be performed and
describe the scenarios for testing each secunigtion. These scenarios shall include any ordering
dependencies on the results of other tests.

ATE_FUN.1.4C The expected test results shall sh@anticipated outputs from a successful
execution of the tests.
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ATE_FUN.1.5C The test results from the develop&rcexion of the tests shall demonstrate that

each tested security function behaved as specified.
Evaluator action elements:
ATE_FUN.1.1E The evaluator shall confirm that thearmation provided meets all requirements
for content and presentation of evidence.
5.4.6.3 ATE_IND.2 Independent testing - sample
Dependencies: ADV_FSP.1 Informal functional speatiion
AGD_ADM.1 Administrator giance
AGD_USR.1 User guidance
ATE_FUN.1 Functional tesfi
Developer action elements:
ATE_IND.2.1D The developer shall provide the TOE tiesting.
Content and presentation of evidence elements:
ATE_IND.2.1C The TOE shall be suitable for testing.

ATE_IND.2.2C The developer shall provide an equenalset of resources to those that were used
in the developer’s functional testing of the TSF.

Evaluator action elements:

ATE_IND.2.1E The evaluator shall confirm that théormation provided meets all requirements
for content and presentation of evidence.

ATE_IND.2.2E The evaluator shall test a subseheftSF as appropriate to confirm that the TOE
operates as specified.

ATE_IND.2.3E The evaluator shall execute a samptesis in the test documentation to verify the
developer test results.

5.4.7 Vulnerability Assessment (AVA)

5.4.7.1 AVA MSU.1 Examination of Guidance
Dependencies: ADO_IGS.1 Installation, generatiowl, start-up procedures
ADV_FSP.1 Informal funata specification
AGD_ADM.1 Administrator giance
AGD_USR.1 User guidance
Developer action elements:
AVA _MSU.1.1D The developer shall provide guidancewmentation.
Content and presentation of evidence elements:

AVA_ MSU.1.1C The guidance documentation shall idgrall possible modes of operation of the
TOE (including operation following failure or opéianal error), their consequences and
implications for maintaining secure operation.
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AVA_ MSU.1.2C The guidance documentation shall beglete, clear, consistent and reasonable.

AVA_MSU.1.3C The guidance documentation shalldiéassumptions about the intended
environment.

AVA_MSU.1.4C The guidance documentation shalldisrequirements for external security
measures (including external procedural, physiodl@ersonnel controls).

Evaluator action elements:

AVA_ MSU.1.1E The evaluator shall confirm that tinéormation provided meets all requirements
for content and presentation of evidence.

AVA_ MSU.1.2E The evaluator shall repeat all conf@pion and installation procedures to confirm
that the TOE can be configured and used secureig osly the supplied guidance documentation.

AVA_ MSU.1.3E The evaluator shall determine thatuke of the guidance documentation allows
all insecure states to be detected.
5.4.7.2 AVA_SOF.1 Strength of TOE security Function evaluabn
Dependencies: ADV_FSP.1 Informal functional speatiion
ADV_HLD.1 Descriptive higavel design
Developer action elements:

AVA _SOF.1.1D The developer shall perform strendgtih©E security function analysis for each
mechanism identified in the ST as having stren§th@QE security function claim.

Content and presentation of evidence elements:

AVA_SOF.1.1C For each mechanism with strength oET@curity function claim the strength of
TOE security function analysis shall show that &ets or exceeds the minimum strength level
defined in the ST.

AVA _SOF.1.2C For each mechanism with a specifierggth of TOE security function claim the
strength of TOE security function analysis shatiwlihat it meets or exceeds the specific strength
of function metric defined in the ST.

Evaluator action elements:

AVA_SOF.1.1E The evaluator shall confirm that theormation provided meets all requirements
for content and presentation of evidence.

AVA_SOF.1.2E The evaluator shall confirm that thesgth claims are correct.

5.4.7.3 AVA_VLA.1 Developer vulnerability analysis

Dependencies: ADV_FSP.1 Informal functional speatiion
ADV_HLD.1 Descriptive higavel design
AGD_ADM.1 Administrator glance
AGD_USR.1 User guidance

Developer action elements:

AVA_VLA.1.1D The developer shall perform a vulneitdlp analysis.
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AVA _VLA.1.2D The developer shall provide vulneratylanalysis documentation.

Content and presentation of evidence elements:

AVA _VLA.1.1C The vulnerability analysis documentatishall describe the analysis of the TOE
deliverables performed to search for obvious wayshich a user can violate the TSP.

AVA _VLA.1.2C The vulnerability analysis documentatishall describe the disposition of obvious
vulnerabilities.

AVA VLA.1.3C The vulnerability analysis documentatishall show, for all identified
vulnerabilities, that the vulnerability cannot bekited in the intended environment for the TOE.

Evaluator action elements:

AVA_VLA.1.1E The evaluator shall confirm that th&@rmation provided meets all requirements
for content and presentation of evidence.

AVA_ VLA.1.2E The evaluator shall conduct penetratiesting, building on the developer
vulnerability analysis, to ensure obvious vulneliabs have been addressed.
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6 TOE SUMMARY SPECIFICATION

This section describes the security functions asti@ance measures of the TOE that meet the TOE

security requirements. The SOF-basic claim apphigke following security functions:
F.IAUSER, F.IAGUI, F.IAREPORTCTR, F.IACMDCTR, andIRDATABASE.

6.1 TOE SECURITY FUNCTIONS
The TOE Security Functions are listed and descnbdable 6.1.

Table 6.1 TOE Security Functions

F.AUDIT

STAT Guardian VMS is responsible for generatingitxetords for
security-related events. Security event recordstored in two
locations: the STAT Guardian VMS database and theddivs Event
Log. The STAT Guardian VMS database is configucelbg all
successful and unsuccessful database login attemiite MSDE
database log. Remaining security event recordsrgéed by STAT
Guardian VMS are stored in the Windows Event Ldge TT
Environment is responsible for providing the meahieviewing these
event records. When configured in accordance thglSTAT Guardian
VMS Installation and Security Guidine IT Environment protects thess
event logs from unauthorized modification or deleti A complete list
of audited events is containedTiable 5-2. TOE Auditable Events

A\1”4

F.ROLE

The TOE maintains the following list of user groupgoles: Scan
Users, Advanced Scan Users, Remediate Users, Addd&emediate
Users, Reports Users, Manager Users, and Admitastusers. Users
may belong to one or more user groups. Each usapglefines a set o
privileges, or functions, members of that groupal@wed to perform or]
the TOE. The TOE also ensures that a user’s atceser and TSF daf
is restricted by his/her group privileges.

i

a

F.MANAGEROLES

The TOE provides management functions that allownbers of the
Guardian Administrator Users group to manage STAi&r@ian users
and user groups. Member of the Guardian Admirtmtidsers group
may create, modify, delete users and assign thegrotgps. STAT
Guardian Administrators may also create new andifypedisting user
groups.

F.DISPSCANDATA

The TOE has the capability to display vulnerabitita collected from
remote network targets via the STAT Guardian VMSI.GWulnerability
data may include: scan jobs, vulnerabilities, parsers, shares, and
services. A user’s access to vulnerability datamged by his/her group
privileges.
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F.DISPREMDATA

The TOE has the capability to display remediatiatactollected from a
remote PatchLink Server via the STAT Guardian VM3I.G
Remediation data may include: agents, agent vudiléras, agent status|,
agent groups, and scheduled remediation. A uaecsss to remediatio
data is limited by his/her group privileges.

=)

F.DISPREPORTS

The TOE provides functions to generate and dispgagrts on
vulnerability and remediation data via the STAT Glian VMS GUI. A
user’s ability to generate and view reports ist@diby his/her group
privileges.

F.IAUSER

The TOE identifies and authenticates STAT Guardsars before
allowing access to TOE functions and data. Whemnsuguthenticate to
the GUI or Database, they must present authoriged aredentials.
These credentials are then checked against & Bsttborized users
maintained in the STAT Guardian VMS database. |dgbn attempts ar¢
logged in by the STAT Guardian VMS database.

U

F. IAGUI

The TOE mutually identifies and authenticates thd ® the Engine
(Scanner or Report Center) and the Engine to thetGprevent
spoofing or man-in-the-middle style attacks. Pteosending user
credentials to the engine, the GUI displays the SIHAumbprint of the
engine’s self-signed certificate to the user.s lthie user’s responsibility
to verify the SHA-1 thumbprint in order to verifige identity of the
engine. The GUI then transmits the user’s credento the engine. Th¢
engine verifies the user credentials against afiauthorized users in the
database before allowing any action on the pati@iser. The data
transmitted between TOE components is protecte#iViePS.

1%

F.IAREPORTCTR

The TOE provides the capability to aggregate valbgity and
remediation data using the STAT Report Center. Ménh&canner
Engine or Report Center Engine transmits datarerete Report Cente
engine, the transmitting engine identifies and enticates the receiving
engine before it transmits sensitive data. Tothisefeature, the user is
required to provide the SHA-1 signature of the nang Report Center
engine. The transmitting engine will verify thigsature prior to
transmitting user data to the Report Center Engiftee data transmitted
between TOE components is protected via HTTPS.

=
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F.IACMDCTR

The TOE allows STAT Report Centers configured VBIAT Command

Center to perform distributed scanning. In ordesgawn a Scanning job

on a remote Scanner, the Report Center must myidaihtify and
authenticate to that remote scanner. First, theR&penter engine must
verify the SHA-1 thumbprint of the remote Scanneompto transmitting
data. Once the identity of the remote Scanneonditned, the
Command Center transmits the job request and uséetials to the
remote Scanner. The Scanner engine will theny#rdt the provided
credentials correspond to a properly privilegednBea account prior to
executing the received job. The data transmitetdiéen TOE
components is protected via HTTPS.

F.IADATABASE

The Scanner and Report Center engines store ameleeTOE and user
data to/from the STAT Guardian VMS database. Atbthase
transactions use authenticated ODBC, either wghSQL credentials of
the logged-in user or with the windows credentidlthe engine service.
In the evaluated configuration, this connectiosdsured via shared
memory because the TOE components are co-locatdte@ame
machine.

F.IMPVULNUPDATE

Periodically new software/firmware vulnerabilitiage released and the
TOE vulnerability configuration must be updatecheTTOE supports thg
automatic download of new vulnerability updatedity from the Harrig
Corporate website. Vulnerability Updates are doaded over mutually
authenticated HTTPS. The HTTPS protocol ensurasthie website’'s
Verisign signed certificate is verified before tsamtting the user’s
credentials and license key to the web server.

F.IMPSCANDATA

Although the TOE supports a variety of scanningnbégues:
authenticated scanning, null session scanningpartdscanning, the
TOE only assures the results of authenticated scgnuthenticated
scanning requires the STAT Scanner has autherditiateuser to the
target machine before collecting vulnerability imf@tion.

F.IMPREMDATA

The STAT Scanner engine with STAT Patch and Remiedianports
remediation data on agents, agent groups, and agkrabilities from
the remote PatchLink Server. The connection beilee STAT
Scanner engine and the remote PatchLink Servebaksgas via ODBC.
In the evaluated configuration, the ODBC connectsoimplicitly
authenticated with the Engine service’s local Adstmator credentials.

F.EXPREMDATA

The STAT Guardian VMS GUI also supports agent-basarning and
remediation in conjunction with PatchLink Update\&&e. The STAT
Scanner engine with STAT Patch and Remediation@tgpfunctions to
organize agents into agent groups, perform agesgicbscanning, and
remediate targets. In order to support these imgtthe Scanner engir
must export data to the remote PatchLink Servealdete. In the
evaluated configuration, the ODBC connection isliaigy authenticated

U

e

with the Engine service’s local Administrator cratlals.
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6.2 TOE ASSURANCE MEASURES
The TOE assurance measures are described in T2ble 6

Table 6.2 TOE Assurance Measures

M.ID A TOE CM reference database is maintained at theaedevelopment
location. The TOE CM reference database incorpsrateersion identifier
displayable to the user. Each development vergt@rence and its

corresponding documentation are tagged with a @mnwgusion label within the
CM system.
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M.CMSYST

CM documentation includes a configuration list d#ésig all components,
connections, interfaces, and required settingh@MOE. CM documentation
is direct evidence that all of the configuraticeniis are effectively maintained
under a CM system and effectively describes théigaration identification
plan. The CM system is designed with systemic nreggoermitting only
authorized changes to existing configuration itefike CM acceptance plan
describes the in-place process to accept modifieewly created
configuration items as part of the TOE configunaticAll modification to
configuration items are assigned a new, uniquetiiikemwithin the CM

M.AUTHCON

All instances of the TOE are labeled with uniquengardized reference
version numbers to ensure that users of the TOBwaage of which instance g
the TOE they are using. All possible changes topasition of the TOE,
whether or not they result in actual changes stilbjeevaluation requirements
for the TOE are identified with unique referencesi@n numbers. No
unauthorized modifications can be made to the T@#euthe CM system.
Developer CM documentation, including configuratish and CM plan is
available to the evaluator.

—

M.AUTHPRES

Documentation for all instances of the TOE labeldéth unique standardized
reference version numbers to ensure that useleof®E are aware of which
instance of the TOE they are using are availablevaluation. The CM
method ensures all possible changes to compogifitre TOE, whether or not
they result in actual changes subject to evaluatgairements for the TOE are
identified with unique reference version numbeesdgocumented according to
the CM Plan. No unauthorized modifications are madé&e TOE under the
CM system without descriptions and addition to@M database. Developer
CM documentation, including configuration list 2@ plan is available to thg
evaluator.

1%

M.GETTOE

The developer uses a process ensuring the custep®yes only an
unmodified and complete TOE. This process is dasued and controlled
with unique identification of all configuration ites. All newly created item o
modification to an existing item is fully tracealatethe CM system.

M.SETUP

The developer provides documentation for procedusesl for secure delivery
installation, generation and start-up of the TOE.

M.CMSPEC

An internally consistent high-level design, funo@b specification and product
description are provided. The high-level desigoutnentation identifies the
underlying hardware, firmware and software requbgdhe TSF. The high-
level design also identifies all interfaces to shsystems of the TSF that are
externally visible to TCP/IP communication origimgt outside the TOE. The
functional specification describes the purposews®lof all external TSF
interfaces with effects, exceptions and error mngssietails. The product
description defines the TSF to a level of detadhsthat a TSF can be generated
without requiring further design decisions.

M.TRACE

The developer provides correspondence mappingtbatihe security
functionality detailed in the TOE functional spécdtion is upwards traceable
to the ST and downwards traceable to the TOE heghtldesign.
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M.DOCS

Administrators are provided documentation descglaidministrative and
security functions, warnings and error messages,T&# privilege
configurations. This documentation also descrilsssiiaptions regarding uset
behavior relevant to the secure operation of th& &@d all security
parameters under the control of the administr&ach type of security
relevant event relative to the administrative fior$ performed is provided as
well as a description of all relevant security regmonents. This guidance
document lists all implementation and security agsions for the intended
environment and identifies all TOE modes of operati

M.DEVSEC

Development security documentation describes tlysipal, procedural and
personnel security measures necessary to protefitientiality and integrity of
the TOE design and its implementation in a develamnenvironment.

M.FLAW

Procedures are documented for accepting and agpiog user reports of
security flaws and requests for correction of flaws

M.LIFE

A life-cycle model is used to develop and maintaem TOE. Documentation is
provided that describes this model.

M.TEST

A correctly configured TOE is tested to confirm Th@E operates as specified.
Documentation is provided corresponding to eachidesitified in the test
documentation to the TSF as described in the fanatispecification. Test
documentation including test plans, test procedeseriptions, expected
results, and results from testing is provided.

M.VULN

Documentation is provided showing the strength ©ETsecurity function
analysis performed on specific mechanisms in th&.TOhis also shows
methods that a user could use to violate the T&tP{taat analyzed
vulnerabilities cannot be exploited in the intendadironment.
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7 PP CLAIMS
The TOE does not claim conformance with any Praied®rofile (PP).
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8 RATIONALE
This section provides the rationale for the satiséa of all security requirements and security
objectives claimed in this Security Target.

8.1 SECURITY OBJECTIVES RATIONALE

This section demonstrates how TOE and IT EnvirorirBecurity Objectives address each
assumption, threat and policy described in the BeEurity Environment in Section 3. Table 8.1.1
maps previously stated assumptions, threats anclggoto TOE and environmental security
objectives. Table 8.1.2 Security Objective Ratieriarther explains coverage for each assumption,
threat and policy.

Table 8.1.1 Security Environment vs. Objectives

o 0|0 |0 |0 |0 |0 |0 |0 O |0 |0 |0 |0 |0 |0
> > > > ||z |z (0 |M M mmimm;m E
c |C |C |X W m z T
g o433 |9 |8 QI3 8 < 8 m 8 8 I |0
SISz o@mlalz|Z |62 (>0 |X|m
Zlnhlolclm|Blo|ZIZS|R|lg(=|c|lo|e |0
o|® |4 | cl=z|Qileld|=|z|a |0
< |m T |2 |O oD T |7 |2
T ¥ m |x o™ |3
Py) ®
A.BACKUP X
A.NETWORK X
A.NOEVIL X X X
A.OSCONFIG X X | X X
A. PHYSICAL X
A.TOECONFIG X X X X
A.TRAIN
T.DATABASE X | X | X X | X X XX | X|X]|X
T.ELEVATE X X X X
T.0S X X| X X | X | X]|X
T.SNIFF X| X[ XX X | X
T.SPOOF X| X[ XX X | X
P.PASSWORD X X X
P.ROLES X X

Table 8.1.2 Security Objectives Rationale

A.BACKUP The organization operating the TOE has god backup and recovery
procedures allowing the TOE to be recovered to a sere configuration
after a hardware failure.

The OE.BACKUP objective ensures that appropriatkiya and recovery
procedures exist.
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A.NETWORK

TOE assets reside in a secure networkedn@ironment.

The OE.NETWORK objective ensures that the netwarkvbich the TOE
resides is appropriately configured and secure.

A.NOEVIL

TOE users are not careless, willfully regligent or hostile, and will follow
and abide by the instructions provided by TOE docurentation.

The OE.GOODUSER objective ensures that only authdritrained, and
security-screened individuals are granted accesggetdOE.

The OE.OSCONFIG objective ensures that the opeyatstem on which
the TOE is installed has been properly installedfigared and security
hardened.

The OE.TOECONFIG objective ensures that the TQiaperly installed
and configured in accordance with guidance docuatiemnt

A.OSCONFIG

The host operating system has been sealy installed and configured in
accordance with guidance documentation.

The OE.DOMAIN objective ensures that the operasiygtem is protected
from unauthorized tampering.

The OE.EVTLOG ensures that the operating systemiges a secure
repository for storing security related events.e Windows Event Log will
be protected from unauthorized tampering.

The OE.GOODUSER objective ensures that only autbdritrained, and
security-screened individuals are granted accesgetoperating system.

The OE.OSCONFIG objective ensures that the operatstem including
operating system components used by the TOE (Wiadowent Log,
System Time, and Registry) has been securely iedtahd configured with
the appropriate privileges. Windows user credenttahform to local and
domain password restrictions as well as organimatipassword security
policies.

A.PHYSICAL

TOE assets, hardware and software, are pysically secure and only
authorized personnel have physical access to thassources.

The OE.PHYSICAL objective ensures that only authedipersonnel havs
physical access to the TOE.
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A.TOECONFIG |The TOE has been securely installed andonfigured in accordance with
guidance documentation.

The O.ADMIN objective ensures that TOE containgtao$ administrative
functions that allow effective management of ogeratl and security
objectives.

The OE.BACKUP objective ensures that a proper baed recovery
procedure exist for the TOE and its data.

The OE.GOODUSER objective ensures that only autbdritrained, and
security-screened individuals are granted accegsetdOE.

The OE.TOECONFIG objective ensures that the TQtaperly installed
and configured in accordance with guidance docuatiemt. TOE user
credentials conform to SQL Server database passwstdctions as well
as organizational password security policies.

A.TRAIN Assigned personnel will possess experienead/or appropriate training in
supporting and maintaining all aspects of the TOE ad the encompassing
IT security environment.

The OE.GOODUSER objective ensures that only authdritrained, and
security-screened individuals are granted acceggetdOE.
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T.DATABASE

An unauthorized user may gain access oveéhe STAT Guardian database
by bypassing a database security mechanism and ubés access to elevate
his/her privileges over STAT Guardian VMS functionsand/or data.

The O.AUDITS objective ensures that all successfal unsuccessful
database login attempts are logged to the STAT dtaraVMS Database.

The O.AUTHCOMP objective ensures that TOE compamenist be
properly identified and authenticated to the daseldzefore allowing
execution of any other TOE functions.

The O.AUTHUSER objective ensures that users mugttgerly identified
and authenticated to the database before allowdagution of any other
TOE functions.

The O.ROLES objective ensures that TOE users ardgss stored
procedures and data as specifically granted by tiseir group.

The OE.BACKUP objective ensures that a proper baeld recovery
procedure exist for the TOE and its data shouldeadh occur.

The OE.EVTLOG ensures that only TOE Administratarslatabase
administrators have the privilege to delete audiad

The OE.NETWORK objective ensures that the netwarkvbich the TOE
resides is reasonably secure.

The OE.PHYSICAL objective ensures that only authexdtipersonnel havs
physical access to the TOE.

The OE.OSAUTH objective ensures that users muptdyeerly identified
and authenticated to the operating system beftowialg access to TOE.

The OE.OSCONFIG objective ensures that the opeyatstem on which
the TOE is installed is appropriately security legred to prevent
unauthorized access.

The OE.TOECONFIG objective ensures that the TQ#taperly installed
and configured in accordance with guidance docuatiemnt

T.ELEVATE

An authorized TOE user may attempt to execute functions and/or view
data for which he/she has no authorized privileges.

The O.AUDITS objective ensures that security relaeents are logged tq
the STAT Guardian VMS Database.

The O.AUTHUSER objective ensures that users mugttgerly identified
and authenticated to the database before allowdagution of any other
TOE functions.

The O.ROLES objective ensures that TOE users ardgss stored
procedures and data as specifically granted by tiseir group.

The OE.EVTLOG ensures that only TOE Administratmrslatabase
administrators have the privilege to delete audiad
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T.0S

An unauthorized user may attempt to gain accesover the operating
system by bypassing a security mechanism and usegfaccess to elevate
his/her privileges over STAT Guardian VMS functionsand/or data.

The O.AUDITS objective ensures that all securilgterd events are logge

to the STAT Guardian VMS Database.

The OE.DOMAIN ensures that the host operating sysie which the
TOE resides provides domain separation.

The OE.EVTLOG ensures that only TOE Administratmrslatabase
administrators have the privilege to delete auaiad

The OE.NETWORK objective ensures that the netwarkvbich the TOE
resides is reasonably secure.

The OE.OSAUTH objective ensures that users muptdyeerly identified
and authenticated to the operating system beftowialg access to TOE.

The OE.OSCONFIG objective ensures that the opeyatstem on which

the TOE is installed is appropriately security legred to prevent
unauthorized access.

The OE.PHYSICAL objective ensures that only authexdtipersonnel havs

physical access to the TOE.

[oN

T.SNIFF

A networked attacker may attempt to gain urauthorized access to STAT
Guardian VMS data by interrupting or monitoring com munications
between TOE components and between TOE componentsdanetworked
targets.

The O.AUTHCOMP objective ensures the confidentadihd integrity of
all user data transferred between TOE components.

The O.AUTHUSER objective ensures that users mugttgerly identified
and authenticated before allowing access to TOE.

The O.EXPORT objective ensures the confidentialftgll user data
exported to external IT products.

The O.IMPORT objective ensures the confidentiadityll user data
imported from external IT products.

The OE.NETWORK objective ensures that the netwarkvbich the TOE
resides is reasonably secure.

The OE.OSAUTH objective ensures that users mugtdyeerly identified
and authenticated to the operating system beftoeialy access to TOE.
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T.SPOOF

A networked attacker may attempt to view, modify ordelete STAT
Guardian VMS data by impersonating a TOE componenbr external IT
product.
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The O.AUTHUSER objective ensures that users mugtrtgerly identified
and authenticated before allowing access to TOE.

The O.AUTHCOMP objective ensures the confidengadihd integrity of
all user data transferred between TOE components.

The O.EXPORT objective ensures the confidentialftgll user data
exported to external IT products.

The O.IMPORT objective ensures the confidentiadityll user data
imported from external IT products.

The OE.NETWORK objective ensures that the netwaorkvbich the TOE
resides is reasonably secure.

The OE.OSAUTH objective ensures that users mugtdyeerly identified
and authenticated to the operating system beftoeialy access to TOE.

P.PASSWORD

The TOE Administrator shall enforce allOrganizational password
security policies when assigning user credentials fTOE users.

The O.ADMIN objective ensures that TOE containgtao$ administrative
functions that allow effective management of ogeratl and security
objectives.

The OE.OSCONFIG objective ensures that the operatystem including
operating system components used by the TOE (Wiadoxent Log,
System Time, and Registry) has been securely ledtahd configured with
the appropriate privileges. Windows user credestahform to local and
domain password restrictions as well as organimatipassword security
policies.

The OE.TOECONFIG objective ensures that the TQtaperly installed
and configured in accordance with guidance docuatiemt. TOE user
credentials conform to SQL Server database passwstdctions as well
as organizational password security policies.

P.ROLES

Organizational role-based access control fioies shall determine which
individuals are authorized as TOE users and a lisof privileges that user
shall be permitted.

The O.ADMIN objective ensures that TOE containgtao$ administrative
functions that allow effective management of ogeratl and security
objectives.

The O.ROLES objective ensures that users may magss those STAT
Guardian VMS functions that they are explicitly igged by an
administrator
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8.2 SECURITY REQUIREMENTS RATIONALE

8.2.1 TOE Security Functional Requirements Rationale

Table 8.2.1.1 provides a mapping from TOE Secturitgctional Requirements to TOE Security
Objectives. Table 8.2.1.2 contains a discussidmef each TOE Security Objective is addressed
by the corresponding Security Functional Requiremen

Table 8.2.1.1 TOE SFRs vs. Security Objectives Mapm

NINAY'O
S1danv'o
dWNODHLNV'O
43SNHLINV'O
140dX3°'0
140dNI'O
S31704'0

FAU_GEN.1 X

FAU_GEN.2 X

FDP_ACC.1 X X

FDP_ACC.2 X X

FDP_ACF.1 X X

FDP_ETC.1 X

FDP_IFC.1 (1)

FDP_IFC.1 (2)

FDP_IFC.1 (3)

X[ X| X| X

FDP_IFC.1 (4)

FDP_IFC.1 (5) X

FDP_IFC.1 (6) X

FDP_IFC.1 (7) X | X

FDP_IFF.1 (1)

FDP_IFF.1 (2)

FDP_IFF.1 (3)

X[ X| X| X

FDP_IFF.1 (4)

FDP_IFF.1 (5)

FDP_IFF.1 (6)

FDP_IFF.1 (7) X

X[ X| X| X

FDP_ITC.1

FDP_ITT.1 X

FIA_AFL.1 X

FIA_ATD.1 X

FIA_UAU.2 X

FIA_UID.2 X
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;

NINAY O
S1idanv'o
dWNOJHLNY'O
d3SNHLNV'O
140dX3°0
14OdNI'O
S3104°0

FMT_MOF.1

FMT_MSA.1 (1)

FMT_MSA.L (2)

FMT_MSA.L (3)

FMT_MSA.1 (4)

FMT_MSA.L (5)

FMT_MSA.1 (6)

FMT_MSA.L (7)

FMT_MSA.2

FMT_MSA.3

FMT_MTD.1 (1)

FMT_MTD.1 (2)

FMT_MTD.1 (3)

FMT_MTD.1 (4)

FMT_MTD.1 (5)

FMT_MTD.1 (6)

X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X

FMT_MTD.1 (7)

FMT_REV.1

FMT_SMF.1

X| X[ X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X

FMT_SMR.1

FPT_ITT.1 X

FPT_RVM.1 X X X X
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Table 8.2.1.2 Evidence of Coverage for TOE Securi@bjectives

O.ADMIN

The TOE must include a set of administrative functions that allow
effective management of TOE operational and secusjtfunctions.

The TOE GUARDIAN_RBAC_SFP ensures that access SGAardian
VMS functions is restricted to authorized TOE useraccordance with
assigned privileges based on user group. [FDP_AMDP_ACC.2,
FDP_ACF.1, FMT_SMR.1]

The TOE allows members of the Administrator useosig to create users
and user groups, assign users to user groups, yngbf group privileges,
and delete users and user groups using the STATd@uavMS GUI.
[FDP_ACF.1, FIA_ATD.1, FMT_MOF.1, FMT_REV.1, FMT_Sh1]

The TOE allows authorized users to modify secuattgibutes (user
credentials, target credentials, web server créaenetc.) using the STAT
Guardian VMS GUI. [FMT_MSA.1 (1)-(7), FMT_MSA.2, FM MSA.3,
FMT_MTD.1 (1)-(7)]

O.AUDITS

The TOE must record security-related evens to a secure location.

The TOE shall ensure that all security-related &vare reported to a secure
event log maintained by the IT Environment. [FAU NGE, FAU_GEN.Z2]

The TOE shall record both successful and unsuaddssfin attempts to the
STAT Guardian VMS Database. [FIA_AFL.1]

O.AUTHCOMP

The TOE must identify and authenticate TOE components prior to
allowing intra-TSF communications.

TOE Information Flow Control policies (GUI_SFP,
REPORT_CENTER_SFP, COMMAND_CENTER_SFP, and
VULNERABILITY_DATA_SFP) ensure that TOE Componet®
successfully identified and authenticated prioaltowing intra-TSF
communications. [FDP_IFC.1 (1)-(4), FDP_IFF.1 (4); FDP_ITT.1,
FPT_ITT.1, FPT_RVM.1]

O.AUTHUSER

The TOE must identify and authenticate TOE users prior to allowing
users to execute any functions upon the TOE.

Users shall be correctly identified and authenéiddiefore performing any
other functions on the TOE. [FIA_UAU.2, FIA_UID.BPT_RVM.1]

O.EXPORT

The TOE must ensure confidentiality of usedata exported to external
IT components.

TOE Information Flow Control policies (REMEDIATIONDATA_SFP)
ensure that TOE Components and external IT compgsraea successfully
identified and authenticated prior to allowing expaf user data.
[FDP_IFC.1(7), FDP_IFF.1(7), FDP_ETC.1, FPT_RVM.1]
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O.IMPORT The TOE must ensure confidentiality of use data imported from
external IT components.

TOE Information Flow Control policies (SCAN_SFP,
VULNERABILITY_UPDATE_SFP, and REMEDIATION_DATA_SFP)
ensure that TOE Components and external IT compgsraea successfully
identified and authenticated prior to allowing imfpaf user data.
[FDP_IFC.1(5)—(7), FDP_IFF.1 (5)-(7), FDP_ITC.1, TFRRVM.1]

O.ROLES The TOE must enforce Role-based access comiton STAT Guardian
VMS functions.

The TOE GUARDIAN_RBAC_SFP ensures that access SGAardian
VMS functions is restricted to authorized TOE useraccordance with
assigned privileges based on user group. [FDP_AKDP_ACC.2,
FDP_ACF.1, FMT_SMR.1]

The TOE ensures that only secure security attribbalkees are accepted as
authentication data and that those security ategmay be modified by
authorized users [FMT_MSA.1(1)-(7), FMT_MSA.2, FMNISA.3,
FMT_MTD.1 (1)-(7)]

TOE shall restrict the ability to modify TSF dateauthorized users only.
[FMT_MSA.1 (1)-(7), FMT_MTD.1 (1)-(7)]
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8.2.2 IT Environment Security Functional Requirements Raionale

Table 8.2.2.1 provides a mapping from Security ional Requirements satisfied by the IT
Environment to IT Environment Security Objectivéiable 8.2.2.2 contains a discussion of how
each IT Environment Security Objectives are adée$y IT Environment Security Functional
Requirements, configuration step or organizaticealrity policy.

Table 8.2.2.1 IT Environment SFRs vs. Security Objives Mapping

dNX2v4a'30
NIVINOQ'30
O01LAT'J0
43SNA009D30
MHJOMLIN'IO
HLNVYSO'30
9IANOOSO'30
TVIOISAHA 30
9I4dNOD301'30

FAU_GEN.1E

FAU_GEN.2E

FAU_SAR.1E

FAU_SAR.2E

X| X| X| X| X

FAU_SAR.3E

FDP_ACC.1E X

FDP_ACF.1E X

FIA_UAU.2E X

FIA_UID.2E X

FMT_MSA.1 (1)E X

FMT_MSA.1 (2)E X

FMT_MSA.2E

FMT_MSA.3E

FMT_MTD.1 (1)E

FMT_MTD.1 (2)E

X[ X| X| X| X

FMT_MTD.1 (3)E

FMT_MTD.1 (4)E X

FMT_SMF.1E

X

FMT_SMR.1E

FPT_SEP.1E X

FPT_STM.1E X

74



's Document No. 8014721
Revision No. 1.13

April 20, 2006

Table 8.2.2.2 Evidence of Coverage for IT Environm#& Security Objectives

OE.BACKUP

Good backup and recovery procedures exidor the TOE and its data.

This environment security objective is triviallytisfied by stated
assumptions about the IT environment in$AT Guardian VMS
Installation and Security Guide

OE.DOMAIN

The host operating system will provide danain separation and ensure
that the TOE cannot be tampered with.

The host operating system provides domain sepataffePT_SEP.1E]

OE.EVTLOG

The host operating system on which the T@ is installed must provide a
secure repository for security-related events.

The operating system is responsible for generatutlit events in the case of
startup or shutdown of audit functions. [FAU_GEN].1E

All generated events shall contain data and tim@eevent, type of event,
subject identity, and success or failure of theneVi&AU_GEN.2E]

The IT Environment provides two tools for viewingdaor managing
security-related events generated by the TOE: S@\er Enterprise
Manager and the Windows Event Log. [FAU_SAR.1E]

Both tools restrict unauthorized user access tatdegs. [FAU_SAR.2E]

Both tools allow authorized users to sort evenbreés by date and event
source. [FAU_SAR.3E]

OE.GOODUSER

Personnel authorized to install, configre, administer, operate and/or
maintain the TOE are non-malicious and have been &ined in the use of
the TOE.

This environment security objective is triviallytisfied by stated
assumptions about the IT environment inHAT Guardian VMS
Installation and Security Guide

OE.NETWORK

The network on which the TOE componentsreside must be
appropriately configured and secured to avoid disdsure of sensitive
data.

This environment security objective is triviallytisfied by stated
assumptions about the IT environment in®TAT Guardian VMS
Installation and Security Guide

OE.OSAUTH

The user must be successfully authenticatl to the host operating system
before allowing any access to the TOE.

Operating system users must be successfully ideshiiind authenticated
before any other action on behalf of that user owyur. [FIA_UAU.2E,
FIA_UID.2E]
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OE.OSCONFIG

The administrative user responsible foinstallation of the TOE must
ensure that hosts on which TOE components will baestalled have been
properly configured and security hardened. Operatig System
components used by the TOE (Windows Event Log, Sysh Time,
Registry) are secured from unauthorized use and/amodification. OS
user credentials must comply with organizational pasword security
policies.

If configured in accordance with guidance in 8iBAT Guardian VMS
Installation and Security Guidéhe SQL Server audit logs and Windows
Event Log are protected from unauthorized tamper{ikdT_MTD.1(2)E,
FMT_MTD.1(3)E]

If configured in accordance with guidance in 8iBAT Guardian VMS
Installation and Security Guidd OE files, directories and registry keys are
protected from unauthorized tampering with WindaV@&L_s.
[FMT_MSA.1(1)E, FMT_MSA.2E, FMT_MSA.3E, FMT_MTD.1}]

The Windows operating system provides the Windowmiistrators user
group. If configured in accordance with guidantéheSTAT Guardian VMS
Installation and Security Guidenembers of this group have Full Control
permissions to all TOE files, directories, and séyikeys. [FDP_ACC.1E,
FDP_ACF.1E, FMT_SMR.1E]

The Windows operating system provides the Windowsrsluser group. If
configured in accordance with guidance in 81 AT Guardian VMS
Installation and Security Guidenembers of this group have no permissior
to TOE files, directories, and registry keys. [FINCC.1E, FDP_ACF.1E,
FMT_SMR.1E]

STAT Guardian VMS Installation and Security Guidatains detailed
instructions for creating a Windows Guardian Usesr group. If configure
in accordance with guidance in t88 AT Guardian VMS Installation and
Security Guidemembers of this group have Full Control permissito all
TOE files, directories, and registry keys. [FDP_@&CE, FDP_ACF.1E,
FMT_SMR.1E]

If configured in accordance with guidance in 8iBAT Guardian VMS
Installation and Security Guid&Vindows operating system ensures that o
members of the Windows Administrators group or Véiwd Guardian Users
Group may modify ACLs on TOE files, directories aedistry keys
[FMT_SMF.1E]

If configured in accordance with guidance in 8iBAT Guardian VMS
Installation and Security Guidé¢he Windows operating system prevents n
administrators from tampering with the System ClofkPT_STM.1E]

S

76



's Document No. 8014721
Revision No. 1.13

April 20, 2006

OE.PHYSICAL The physical environment in which the TOE resides must be secured
from unauthorized access.

This environment security objective is triviallytisfied by stated
assumptions about the IT environment in®AT Guardian VMS
Installation and Security Guide

OE.TOECONFIG | The administrative user responsible fo the TOE must ensure that the
TOE is installed and configured in accordance witlguidance
documentation. TOE user credentials must comply wh organizational
password security policies.

The SHA-1 of the engine’s self-signed certificaetiored in the Windows
registry. If configured in accordance with guidame theSTAT Guardian
VMS Installation and Security Guidleis registry key is secured via ACLs
and audit policy settings. [FMT_MSA.1(2)E, FMT_M3Xk,
FMT_MSA.3E, FMT_MTD.1(4)E]
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8.2.3 Rationale for Satisfying TOE Functional RequirementDependencies

Table 8.2.3 identifies the TOE SFRs and their imiateddependencies, and also indicates whether
the ST explicitly addresses each dependency.

Table 8.2.3 TOE Security Functional Requirement Depndencies

Functional Component Dependency Included
FAU_GEN.1 FPT_STM.1 YES
FAU_GEN.2 FAU_GEN.1, FIA_UID.1 YES
FDP_ACC.1 FDP_ACF.1 YES
FDP_ACC.2 FDP_ACF.1 YES
FDP_ACF.1 FDP_ACC.1, FMT_MSA.3 YES
FDP_IFC.1 FDP_IFF.1 YES
FDP_IFF.1 FDP_IFC.1, FMT_MSA.3 YES
FDP_ITC.1 FDP_IFC.1, FMT_MSA.3 YES
FDP_ITT.1 FDP_IFC.1 YES
FIA_AFL.1 FIA_UAU.1 YES
FIA_ATD.1 - YES
FIA_UAU.1* YES
FIA_UAU.2 FIA_UID.1 YES
FIA_UID.1** - YES
FIA_UID.2 FIA_UID.1 YES
FMT_MOF.1 FMT_SMR.1, FMT_SMF.1 YES
FMT_MSA.1 FDP_ACC.1, FDP_IFC.1, FMT_SMR.1, FMT_SNIF. YES
FMT_MSA. 2% FDP_ACC.1 FDP_IFC.1, FMT_MSA.1, FMT_SRI1, ADV_SPM.1| YES
FMT_MSA.3 FMT_MSA.1, FMT_SMR.1 YES
FMT_MTD.1 FMT_SMR.1, FMT_SMF.1 YES
FMT_REV.1 FMT_SMR.1 YES
FMT_SMF.1 - YES
FMT_SMR.1 FIA_UID.1 YES
FPT_ITT.1 - YES
FPT_RVM.1 - YES

* Derived from FIA_AFL.1. Although not included this ST, FIA_UAU.1 is implicitly included becauges

hierarchal to FIA_UAU.2.

** Derived from FAU_GEN.1, and FIA_UAU.1 through &l AFL.1. Although not included in this ST, FIA_UIDis
implicitly included because it is hierarchal to FIAID.2.

*** The FMT_MSA.2 security functional requiremerst lependent on ADV_SPM.1 Informal TOE security @oli
model. This requirement is trivially satisfied the security policy descriptions provided in Sett3.2. It should
therefore not be necessary to provide a separatgmmt for the TOE security policy model.
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8.2.4 Rationale for Satisfying IT Environment Functional Requirement Dependencies

Table 8.2.4 identifies the IT Environment SFRs #radr immediate dependencies, and also
indicates whether the ST explicitly addresses eagendency.

Table 8.2.4 IT Environment Security Functional Requrement Dependencies

Functional Component Dependency Included
FAU_GEN.1E FPT_STM.1E YES
FAU_GEN.2E FAU_GEN.1E, FIA_UID.1E YES
FAU_SAR.1E FAU_GEN.1E YES
FAU_SAR.2E FAU_SAR.1E YES
FAU_SAR.3E FAU_SAR.1E YES
FDP_ACC.1E FDP_ACF.1E YES
FDP_ACF.1E FDP_ACC.1E, FMT_MSA.3E YES
FIA_UAU.1E* - YES
FIA_UAU.2E FIA_UID.1E YES
FIA_UID.1E** - YES
FIA_UID.2E FIA_UID.1E YES
FMT_MSA.1E FDP_ACC.1E, FMT_SMR.1E, FMT_SMF.1E YES
FMT_MSA.2E*** FDP_ACC.1E, FMT_MSA.1E, FMT_SMR.1E,BV_SPM.1 YES
FMT_MSA.3E FMT_MSA.1E, FMT_SMR.1E YES
FMT_MTD.1E FMT_SMF.1E, FMT_SMR.1E YES
FMT_SMF.1E - YES
FMT_SMR.1E FIA_UID.1E YES
FPT_SEP.1E - YES
FPT_STM.1E - YES

* Derived from FIA_AFL.1E. Although notincluded this ST, FIA_UAU.1E is implicitly included becaut is
hierarchal to FIA_UAU.2E.

** Derived from FAU_GEN.1E, and FIA_UAU.1E throudHA_AFL.1E. Although not included in this ST,
FIA_UID.1E is implicitly included because it is hégchal to FIA_UID.2E.

*** The FMT_MSA.2E security functional requiremeistdependent on ADV_SPM.1 Informal TOE securityipol
model. This requirement is trivially satisfied the security policy descriptions provided in Seet3.2. It should
therefore not be necessary to provide a separatgmmt for the TOE security policy model.
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8.2.5 Rationale for Satisfying Assurance Requirement Depwlencies

Table 8.2.5 identifies the Security Assurance Reqouents and their immediate dependencies, and
also indicates whether the ST explicitly addresseh dependency.

Table 8.2.5 Security Assurance Requirement Dependeies

Functional Component Dependency Included
ACM_CAP .4 ALC _DVS.1 YES
ACM_SCP.1 ACM_CAP.3 YES
ADO_DEL.1 - YES
ADO_IGS.1 AGD_ADM.1 YES
ADV_FSP.1 ADV_RCR.1 YES
ADV_HLD.1 ADV_FSP.1, ADV_RCR.1 YES
ADV_RCR.1 - YES
AGD_ADM.1 ADV_FSP.1 YES
AGD_USR.1 ADV_FSP.1 YES
ALC _DVS.1 - YES
ALC_FLR.3 - YES
ALC_LCD.1 - YES
ATE_COV.1 ADV_FSP.1, ATE_FUN.1 YES
ATE_FUN.1 - YES
ATE_IND.2 ADV_FSP.1, AGD_ADM.1, AGD_USR.1, ATE_FUN. YES
AVA_MSU.1 ADO_IGS.1, ADV_FSP.1, AGD_ADM.1, AGD_USR. YES
AVA_SOF.1 ADV_FSP.1, ADV_HLD.1 YES
AVA VLAl ADV_FSP.1, ADV_HLD.1, AGD_ADM.1, AGD_USRL YES
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8.2.6 Strength of Function Rationale

A typical attacker in the intended environmenttfoe TOE is assumed to have a low level of
sophistication, but may have knowledge of vulnditas and access to attack methods that are in
the public domain. The purpose of the attacksatbael (1) to gain access to the host operating
system resources, (2) to gain access to one or ofithe TOE components or distributed external
IT products with which the TOE communicates, (3)rtonitor or disrupt communications between
TOE components and/or external IT components. altaek potential, which is applicable for
AVA _SOF.1 calculations, is LOW. Any residual vutability may only be exploited by an
attacker of moderate or high attack potential. 3inength of function claim is therefore SOF-
BASIC.

A strength of function claim applies only to thasurity functions that utilize security attributes
that may be exploited via probabilistic or permigtaél mechanisms (e.g. password or hash
functions). STAT Guardian VMS uses two such ségaitributes: a Guardian user’s username
and password credentials and a Guardian enginefs StHumbprint. Thus, the SOF-basic claim
applies to two categories of security functionscwsity functions that use the password security
attribute (F.IAUSER, F.IAGUI, F.IACMDCTR, F.IADATABSE) and security functions that use
an engine’s SHA-1 thumbprint (F.IAGUI, F.IAREPORTRTF.IACMDCTR). This claim is
discussed further in tH8TAT Guardian VMS Strength of Function Analysis
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8.3 TOE SUMMARY SPECIFICATION RATIONALE

This section illustrates how TOE Security Functiang Assurance Measures satisfy all TOE
Security Functional Requirements and Assurance iRggants claimed in the Security Target.

8.3.1 Security Function Rationale

Table 8.3.1.1 maps TOE Security Functional Requaremto TOE Security Functions. Table
8.3.1.2 contains a discussion of how Security Hanat Requirement is addressed by TOE Security
Functions.

Table 8.3.1.1 TOE SFRs vs. TOE Security Functions &pping

lianv'4

31044
SITOHIDOVNVIN'A
V.1VANVYOSdSIa'd
V1vdn3ddsiad
S1d40d3ddsia4d
d3asnvi4d

INovI'4d
d10140d34vI'd
d10dNDvI'd
3Svdavivavid
J1VAdNNINAAINIA
V1VANVYOSdI'L
V1VAW3IddINIA
V1VAN3IddX3'4

x

FAU_GEN.1
FAU_GEN.2 X
FDP_ACC.1 X X [ X
FDP_ACC.2 X X [ X
FDP_ACF.1 X [ X [ X [X [X
FDP_ETC.1 X
FDP_IFC.1 (1) X
FDP_IFC.1 (2) X
FDP_IFC.1 (3) X
FDP_IFC.1 (4) X
FDP_IFC.1 (5) X
FDP_IFC.1 (6) X
FDP_IFC.1 (7) X | X
FDP_IFF.1 (1) X
FDP_IFF.1 (2) X
FDP_IFF.1 (3) X
FDP_IFF.1 (4) X
FDP_IFF.1 (5) X
FDP_IFF.1 (6) X
FDP_IFF.1 (7)
FDP_ITC.1 X | X | X
FDP_ITT.1 X | X [ X | X
FIA_AFL.1 X

FIA_ATD.1 X
FIA_UAU.2 X
FIA_UID.2 X
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FMT_MOF.1 X
FMT_MSA.1 (1) X X
FMT_MSA.1 (2) X X
FMT_MSA.1 (3) X X
FMT_MSA.1 (4) X X
FMT_MSA.1 (5) X X
FMT_MSA.1 (6) X X
FMT_MSA.1 (7) X X
FMT_MSA.2 X | X X | X | X | X | X |[X
FMT_MSA.3 X | X X | X | X | X | X |[X
FMT_MTD.1 (1) X X
FMT_MTD.1 (2) X X
FMT_MTD.1 (3) X X
FMT_MTD.1 (4) X X
FMT_MTD.1 (5) X X
FMT_MTD.1 (6) X X
FMT_MTD.1 (7) X X
FMT_REV.1 X
FMT_SMF.1 X
FMT_SMR.1 X | X | X | X | X
FPT_ITT.1 X | X | X | X
FPT_RVM.1 X I X | X [ X [ X [ X | X [ X | X [ X |X [X
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Table 8.3.1.2 Evidence of Requirements vs. Securifunction Mapping

FAU_GEN.1 Audit data generation

The F.AUDIT function generates audit records fausiy events. Each
audit record contains date and time of event, tfpgvent, subject
identity, and success/failure of the event. ThedhVironment ensures
that startup and shutdown of audit functions igkmjto the Windows
event log.

FAU_GEN.2 User identity association

The F.AUDIT function ensures that each audit re@matains the
identity of the user that caused the event.

FDP_ACC.1 Subset Access Control

The F.ROLE function ensures that access to STATrdbaa VMS
functions is restricted based on user role. ThdFPBCANDATA,
F.DISPREMDATA, and F.DISPREPORTS functions enshet bnly
users with authorized privileges may view STAT Glian VMS data.

FDP_ACC.2 Complete Access Control Enforcement of ®jects & Objects

The F.ROLE function ensures that access to STATrdaa VMS
functions is restricted based on user role. ThdFPBCANDATA,
F.DISPREMDATA, and F.DISPREPORTS functions enshet bnly
users with authorized privileges may view STAT Glian VMS data.

FDP_ACF.1 Security Attribute based access control

The F.ROLE function ensures that access to STATrda VMS
functions is restricted based on user role. TheANMGEROLES
function ensures that only members of the AdmiatstrUsers group
may assign a user to a role. A member of the Adstristior Users group
may assign roles to himself. The F.DISPSCANDATA,
F.DISPREMDATA, and F.DISPREPORTS functions enshed only
users with authorized privileges may view STAT Glian VMS data.

FDP_ETC.1 Export of user data without security attibutes

The F.EXPREMDATA allows authorized users to expsér data from
the Scanner engine to a remote PatchLink server.

FDP_IFC.1 (1) Information Flow Control

The F.IAGUI function enforces the GUI_SFP informatiflow control
security functional policy.

FDP_IFC.1 (2) Information Flow Control

The F.IAREPORTCTR function enforces the REPORT_CERTSFP
information flow control security functional policy
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FDP_IFC.1 (3) Information Flow Control

The F.IACMDCTR function enforces the COMMAND_CENTE®FP
information flow control security functional policy

FDP_IFC.1 (4) Information Flow Control

The F.IADATABASE function enforces the
VULNERABILITY_DATABASE_SFP information flow control
security functional policy.

FDP_IFC.1 (5) Information Flow Control

The F.IMPVULNUPDATE function enforces the
VULNERABILITY_UPDATE_SFP information flow controlecurity
functional policy.

FDP_IFC.1 (6) Information Flow Control

The F.IMPSCANDATA function enforces the SCAN_SFRimation
flow control security functional policy.

FDP_IFC.1 (7) Information Flow Control

The F.IMPREMDATA function enforces the
REMEDIATION_DATABASE_SFP information flow controkesurity
functional policy.

The F.EXPREMDATA function enforces the
REMEDIATION_DATABASE_SFP information flow controkesurity
functional policy.

FDP_IFF.1 (1) Simple security attributes

The F.IAGUI enforces the GUI_SFP information floantrol security
functional policy.

FDP_IFF.1 (2) Simple security attributes

The F.IAREPORTCTR function enforces the REPORT_CERTSFP
information flow control security functional policy

FDP_IFF.1 (3) Simple security attributes

The F.IACMDCTR function enforces the COMMAND_CENTESFP
information flow control security functional policy

FDP_IFF.1 (4) Simple security attributes

The F.IADATABASE function enforces the
VULNERABILITY_DATABASE_SFP information flow control
security functional policy.

FDP_IFF.1 (5) Simple security attributes

The F.IMPVULNUPDATE function enforces the
VULNERABILITY_UPDATE_SFP information flow controlecurity
functional policy.
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FDP_IFF.1 (6) Simple security attributes

The F.IMPSCANDATA function enforces the SCAN_SFRmation
flow control security functional policy.

FDP_IFF.1 (7) Simple security attributes

The F.IMPREMDATA function enforces the
REMEDIATION_DATABASE_SFP information flow controkesurity
functional policy.

The F.EXPREMDATA function enforces the
REMEDIATION_DATABASE_SFP information flow controkesurity
functional policy.

FDP_ITC.1 Import of User Data without security attributes

The F.IMPVULNUPDATE function allows authorized uséo
download automatic vulnerability updates from treiié Corporate
Web Site.

The F.IMPSCANDATA function allows authorized usérgyather
vulnerability data from remote targets.

The F.IMPREMDATA function allows authorized usessiport agent
and remediation data from a remote PatchLink server

FDP_ITT.1 Basic internal transfer protection

The F.IAGUI enforces the GUI_SFP information floantrol security
functional policy.

The F.IAREPORTCTR function enforces the REPORT_CERTSFP
information flow control security functional policy

The F.IACMDCTR function enforces the COMMAND_CENTESFP
information flow control security functional policy

The F.IADATABASE function enforces the
VULNERABILITY_DATABASE_SFP information flow control
security functional policy.

FIA_AFL.1 Authentication failure handling

F.AUDIT ensures that every failed logon attempbgged to the STAT
Guardian VMS database.

FIA_ATD.1 User attribute definition

F.MANAGEROLES ensures that the TOE maintains usest
credentials, and user groups.

FIA_UAU.2 User authentication before any action

F.IAUSER ensures that each user is successfulheatitated to the
GUI prior to allowing any actions on behalf of theser.

FIA_UID.2 User identification before any action

F.IAUSER ensures that each user is successfulhtifcel to the GUI
prior to allowing any actions on behalf of thatiuse
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FMT_MOF.1 Management of security functions

F.MANAGEROLES ensures that only members of the Adstiator
User group may enable, disable, or modify the bieaf user and
group management functions.

FMT_MSA.1 (1) Management of security attributes

The F.MANAGEROLES and F.IAGUI ensure that only adividual
user or members of the Administrator User group magify a user’s
password.

FMT_MSA.1 (2) Management of security attributes

The F. ROLES and F.IAREPORTCTR ensure that only besof the
Advanced Scan Users, Adv Remediate Users, Managgnsiand
Administrator User group may add, delete, or modifgmote Report
Center’'s SHA-1 thumbprint.

FMT_MSA.1 (3) Management of security attributes

The F. ROLES and F.IACMDCTR ensure that only memloéithe
Administrator User group may add, delete, or modifgmote
Scanner’s SHA-1 thumbprint.

FMT_MSA.1 (4) Management of security attributes

The F.MANAGEROLES and F.IADATABASE ensure that only
members of the Administrator User group or STAT @isn VMS
Database administrators may add, delete, or m&I#&T Guardian
VMS Database credentials

FMT_MSA.1 (5) Management of security attributes

The F. ROLES and F.IMPVULNUPDATE ensure that onlgmbers of
the Manager Users or Administrator User group nud; delete, or
modify web server credentials.

FMT_MSA.1 (6) Management of security attributes

The F. ROLES and F.IMPSCANDATA ensure that only rbens of the
Scan Users, Advanced Scan Users, Manager Usergcdanithistrator
User groups may add target credential sets.

FMT_MSA.1 (7) Management of security attributes

The F. ROLES and F.IMPSCANDATA ensure that only rbers of the
Advanced Scan Users, Manager Users, and Admirostickger groups
may modify or delete target credential sets.

FMT_MSA.2 Secure Security Attributes

The F.MANAGEROLES, F.ROLE, F.IAGUI, F.IAREPORTCTR,
F.IACMDCTR, F.IADATABASE, F.IMPVULNUPDATE, and
F.IMPSCANDATA ensure that only secure values axepted for
security attributes.
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FMT_MSA.3 Static Attribute Initialization

The F.MANAGEROLES, F.ROLE, F.IAGUI, F.IAREPORTCTR,
F.IACMDCTR, F.IADATABASE, F.IMPVULNUPDATE, and
F.IMPSCANDATA ensure that a TOE user is explicplpmpted to
enter a secure attribute value (described in FMTAMYprior to
allowing any inbound or outbound communication.

FMT_MTD.1 (1) Management of TSF data

The F.MANAGEROLES and F.IAGUI ensure that only adividual
user or members of the Administrator User group magify a user’s
password.

FMT_MTD.1 (2) Management of TSF data

The F. ROLES and F.IAREPORTCTR ensure that only besof the
Advanced Scan Users, Adv Remediate Users, Managgnsfand
Administrator User group may add, delete, or modifgmote Report
Center’'s SHA-1 thumbprint.

FMT_MTD.1 (3) Management of TSF data

The F. ROLES and F.IACMDCTR ensure that only memloéithe
Administrator User group may add, delete, or modifgmote
Scanner’s SHA-1 thumbprint.

FMT_MTD.1 (4) Management of TSF data

The F.MANAGEROLES and F.IADATABASE ensure that only
members of the Administrator User group or STAT @isn VMS
Database administrators may add, delete, or m&I#&T Guardian
VMS Database credentials.

FMT_MTD.1 (5) Management of TSF data

The F. ROLES and F.IMPVULNUPDATE ensure that onlgmbers of
the Manager Users or Administrator User group nud; delete, or
modify web server credentials.

FMT_MTD.1 (6) Management of TSF data

The F. ROLES and F.IMPSCANDATA ensure that only rbens of the
Scan Users, Advanced Scan Users, Manager Usergcdmnithistrator
User groups may add target credential sets.

FMT_MTD.1 (7) Management of TSF data

The F. ROLES and F.IMPSCANDATA ensure that only rbers of the
Advanced Scan Users, Manager Users, and Admirostickger groups
may modify or delete target credential sets.

FMT_REV.1 Revocation of rules restrictions

F.MANAGEROLES ensures that only members of the Adstiator
User group have the ability to revoke a user’s gicattributes.
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FMT_SMF.1 Specification of management functions

F.MANAGEROLES ensures that the TOE allows membérs o
Administrator User group to view, add, delete, amatlify user group
privileges that permit or deny information flows.

FMT_SMR.1 Security roles

The F.ROLE and F.MANAGEROLES functions ensure thatTOE
maintains the following user roles: Administratosdd, Manager Users
Scan Users, Advanced Scan Users, Remediate Usbranéed
Remediate Users, and Reports Users. The F.DISP®2AN,
F.DISPREMDATA, and F.DISPREPORTS functions enshed only
users with authorized privileges may view STAT Glian VMS data.

FPT_ITT.1 Basic internal TSF data transfer protection

The F.IAGUI, F.IAREPORTCTR, F.IACMDCTR, F.IADATABAB
functions ensure that the TOE protects TSF data finauthorized
disclosure or modification.

FPT_RVM.1 Non-bypassability of the TSP within the TOE

The F.IAUSER, F.IAGUI, F.IAREPORTCTR, F.IACMDCTR,
F.IADATABASE, F.IMPVULNUPDATE, F.IMPSCANDATA,
F.IMPREMDATA and F.EXPREMDATA functions ensure tHaDE
users, TOE components, and external IT componeuss be
successfully identified and authenticated befor€ TsSallowed to
proceed. The F.DISPSCANDATA, F.DISPREMDATA, and
F.DISPREPORTS functions ensure that only users auithorized
privileges may view STAT Guardian VMS data.
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8.3.2 Assurance Measures Rationale

STAT Guardian VMS is designed to limit use of th@H and its data to authorized users. Through
the effective use of security policies and funcid@®©E protects its data from unauthorized
disclosure and/or modification. STAT Guardian Vid&n effective and secure tool for
vulnerability detection and remediation for mosteoercial and government environments.

An assurance level of EAL 2+, Structurally Testeds selected as the threat to security is
considered to be from unsophisticated network k¢tac An evaluation at this level provides a
moderate level of independently assured securayauvhorough investigation of the TOE and its
development.

Table 8.3.2.1 Assurance Measures vs. Assurancdibasd/apping maps the assurance measures
to the assurance requirements. Table 8.3.2.2 Begdef Assurance Measures vs. Assurance
Functions Mapping discusses how each assuranceaegunt is addressed by the corresponding
assurance measure.

Table 8.3.2.1 Assurance Measures vs. Assurance Ftinons Mapping
<

O

1SASND'IN
NODHLNY'IN
SIHdHLINVY'N
JOL139'N
dN13s'iN
J3adSIND'IN
JOVHL'IN
SOOd'IN
O3SAIA’'N
MYTd'N
J4ITIN
1S31L'N
NTNA'N

ACM_CAP.4 | X X X X
ACM_SCP.1 X X
ADO_DEL.1 X
ADO_IGS.1 X
ADV_FSP.1 X
ADV_HLD.1 X
ADV_RCR.1 X
AGD_ADM.1 X
AGD_USR.1 X
ALC_DVS.1 X
ALC_FLR.3 X
ALC_LCD.1 X
ATE_COV.1 X
ATE_FUN.1 X
ATE_IND.2 X
AVA_MSU.1 X
AVA_SOF.1 X
AVA_VLA.1 X
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Table 8.3.2.2 Evidence of Assurance Measures vs.séigance Functions Mapping

ACM_CAP.4 Generation support and acceptance procedas

M.ID, M.CMSYST, M.AUTHCON and M.AUTHPRES satisfy¢h
requirements for supporting the generation of uaiffOE reference
versions and providing change acceptance procedures

ACM_SCP.1 TOE CM coverage

M.GETTOE and M.CMSYST satisfy the requirement fosypding a CM
system with documentation.

ADO DEL.1 Delivery procedures

M.SETUP satisfies the requirements for documenpiogedures for securg
delivery of a configuration controlled TOE.

ADO_IGS.1 Installation, generation, and start-up pocedures

M.SETUP satisfies the requirements for documenpiogedures for securg
installation, generation, and start-up proceduneshfe TOE.

ADV_FSP.1 Informal functional specification

M.CMSPEC satisfies the requirements for providirfgractional
specification.

ADV_HLD.1 Descriptive high-level design

M.CMSPEC satisfies the requirements for providimg high-level design
of the TSF.

ADV_RCR.1 Informal correspondence demonstration

M.TRACE satisfies the requirements for providingi@fiormation
correspondence demonstration.

AGD_ADM.1 Administrator guidance
M.DOCS satisfies the requirements for providing adstrator guidance.

AGD_USR.1 User guidance
M.DOCS satisfies the requirements for providingrugeédance.

ALC _DVS.1 Identification of security measures

M.DEVSEC satisfies the requirements for produciagedopment security
documentation.

ALC _FLR.3 Systematic flaw remediation

M.FLAW satisfies the requirements for documenting procedures for
flaw remediation.

ALC LCD.1 Developer defined life-cycle model

M.LIFE satisfies the requirements for documentimg ¢stablished life-
cycle model.
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ATE_COV.1 Evidence of coverage
M.TEST satisfies the requirements for providingdevice of test coverage.
ATE_FUN.1 Functional testing

M.TEST satisfies the requirements for documentiregresults of the
functional testing.

ATE_IND.2 Independent testing —sample
M.TEST satisfies the requirements for providing Ti&@E for testing.

AVA_MSU.1 Examination of guidance
M.VULN satisfies the requirements for providing gance documentation,

AVA_SOF.1 Strength of TOE security function evaluaion

M.VULN satisfies the requirements for providingestgth of function
claims for mechanisms.

AVA VLA.1 Developer vulnerability analysis

M.VULN satisfies the requirements for analyzing TH@E for
vulnerabilities.
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