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Foreword

This publication, “Labeled Security Protection Profile”, is issued by the Information Sys-
tems Security Organization (ISSO) as part of its program to promulgate security stan-
dards for information systems. This protection profile is based on the B1 class of the
“Department of Defense Trusted Computer System Evaluation Criteria” (DOD 5200.28-
STD), and supersede that class for use in evaluations.

The base set of requirements used in this protection profile are taken from the “Common
Criteria for Information Technology Security Evaluations, Version 2.0.” Further informa-
tion, including the status and updates, of both this protection profile and the Common
Criteria can be found on the internet at “http://www.radium.ncsc.mil/tpep”.

Comments on this document should be directed to:

Protection Profile Registry (V13)
National Security Agency
9800 Savage Road, Suite 6740
Ft. George G. Meade, MD 20755-6740

or

PPRegistry@gibraltar.ncsc.mil

or

(410) 854-4458

____________________________________________
Keith Brewster 8 October 1999
Chief
Information Assurance Criteria Support
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Revision History

CAPP 1.0 - Based on version 1.0 of the Common Criteria. Also known as the C2 Protection Profile.

CAPP 1.a - Completely revised version based on version 2.0 of the Common Criteria.

CAPP 1.b - Major updates to the policy and objective sections. Also both pre and post selection of
audit events were included.

LSPP 1.0 - Baseline version, derived from CAPP 1.b.

CAPP 1.c - Changes based on comments from external review of the document. Changes include:

• Reformatting the list of audit events into a table;
• FAU_STG.2 was changed to FAU_STG.1;
• Security-relevant authorizations were moved to roles section.
• The O.ENFORCEMENT objective was clarified.

LSPP 1.a - Updates include all those made for CAPP 1.c, plus the following:

• Management of MAC related attributes added.
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1.0 Introduction
This section contains document management and overview information necessary to allow a Protec-
tion Profile (PP) to be registered through a Protection Profile Registry. The PP identification provides
the labelling and descriptive information necessary to identify, catalogue, register, and cross-reference
a PP. The PP overview summarizes the profile in narrative form and provides sufficient information for
a potential user to determine whether the PP is of interest. The overview can also be used as a stand-
alone abstract for PP catalogues and registers. The conventions section provides an explanation of
how this document is organized and the terms section gives a basic definition of terms which are spe-
cific to this PP.

1.1 Identification

Title: Labeled Security Protection Profile (LSPP)

Registration: Information Systems Security Organization (ISSO)

Keywords: access control, discretionary access control, general-purpose operating system, informa-
tion protection, labels, mandatory access control

1.2 Overview

The Common Criteria (CC) Labeled Security Protection Profile, hereafter called LSPP, specifies a set
of security functional and assurance requirements for Information Technology (IT) products. LSPP-
conformant products support access controls that are capable of enforcing access limitations on indi-
vidual users and data objects. Specifically, two classes of access control mechanisms are provided:
those that allow individual users to specify how resources (e.g., files, directories) under their control
are to be shared; and those that enforce limitations on sharing among users. The latter is implemented
by the use of security markings (i.e., “labels”). LSPP-conformant products also provide an audit capa-
bility which records the security-relevant events which occur within the system.

The LSPP provides for a level of protection which is appropriate for an assumed non-hostile and well-
managed user community requiring protection against threats of inadvertent or casual attempts to
breach the system security. The profile is not intended to be applicable to circumstances in which pro-
tection is required against determined attempts by hostile and well funded attackers to breach system
security. The LSPP does not fully address the threats posed by malicious system development or
administrative personnel. LSPP-conformant products are suitable for use in both commercial and gov-
ernment environments.

The LSPP was derived from the requirements of the B1 class of the U.S. Department of Defense
(DoD) Trusted Computer System Evaluation Criteria (TCSEC), dated December, 1985, and the mate-
rial upon which those requirements are based. This protection profile provides security functions and
assurances which are equivalent to those provided by the TCSEC and replaces the requirements used
for B1 trusted product evaluations.

The LSPP is generally applicable to distributed systems but does not address the security require-
ments which arise specifically out of the need to distribute the resources within a network.

1.3 Strength of Environment

The LSPP is for a generalized environment with a moderate level of risk to the assets. The assurance
requirements and the minimum strength of function were chosen to be consistent with that level of risk.
The assurance level is EAL 3 augmented and the minimum strength of function is SOF-medium.
Version 1.b 9 8 October 1999
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1.4 Conventions

This document is organized based on Annex B of Part 1 of the Common Criteria. There are several
deviations in the organization of this profile. First, rather than being a separate section, the application
notes have been integrated with requirements and indicated as notes. Likewise, the rationale has been
integrated where appropriate.

For each component, an application note may appear. Application notes document guidance for how
the requirement is expected to be applied. For additional guidance, the CC itself should be consulted.
Following the application note is rationale for the inclusion of the component in the requirement set.

In the requirement sections, each section which represents a requirement family or component, there
is a mnemonic in parenthesis. These refer to the requirement section in the CC from which it was
derived. Requirement elements have these references includes as superscripted text at the end of the
element. In some places these references indicate a note instead. These notes represent components
or elements which do not appear in the CC, and an explanation can be found in section 8.0 of this pro-
file. The superscripted text which appears in the audit event list in 5.1.1.1 is cross referenced to the
functional requirement component in this profile upon which that event was derived.

1.5 Terms

This profile uses the following terms which are described in this section to aid in the application of the
requirements:

• User
• Authorized User
• Authorized Administrator
• Discretionary Access Control (DAC) Policy
• Mandatory Access Control (MAC) Policy
• Sensitivity Label
• Security Level
• Mediation
• Access
• Authorization
• Category

A user is an individual who attempts to invoke a service offered by the TOE.

An authorized user is a user who has been properly identified and authenticated. These users are con-
sidered to be legitimate users of the TOE.

An authorized administrator is an authorized user who has been granted the authority to manage the
TOE. These users are expected to use this authority only in the manner prescribed by the guidance
given them.

The Discretionary Access Control Policy, also referred to as DAC, is the basic policy that a LSPP con-
formant TOE enforces over users and resources.

Whether a user is granted a requested action is determined by the TOE Security Policy (TSP), speci-
fied in this profile as having two components: Discretionary Access Control (DAC) and Mandatory
Access Control (MAC). These policies comprise the set of rules used to mediate user access to TOE-
protected objects. The DAC Policy can be characterized as a policy that allows authorized users and
authorized administrators to control access to objects on the basis of individual user identity or mem-
bership in a group (e.g., Project A). The MAC Policy is a set of rules that determines access based
upon the sensitivity (e.g., SECRET) or category (e.g., PERSONNEL, MEDICAL) of the information
being accessed and the access authority of the user attempting to access that information. The sensi-
tivity of the information and the access rights of the user are identified by specific markings, referred to
as sensitivity labels. The combination of a hierarchical classification and a set of non-hierarchical cate-
8 October 1999 10 Version 1.b
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gories that represents the sensitivity of information is known as the security level.

When the DAC and MAC policy rules are invoked, the TOE is said to be mediating access to TOE pro-
tected objects. In order for an access request to succeed, both the DAC and MAC checks must suc-
ceed; access is denied if either access check fails.

The DAC and MAC policy consists of two types of rules: those which apply to the behavior of autho-
rized users (termed access rules) and those which apply to the behavior of authorized administrators
(termed authorization rules). If an authorized user is granted a request to operate on an object, the
user is said to have access to that object. There are numerous types of access; typical ones include
read access and write access which allow the reading and writing of objects respectively. If an autho-
rized administrator is granted a requested service, the user is said to have authorization to the
requested service or object. As for access, there are numerous possible authorizations. Typical autho-
rizations include auditor authorization which allows an administrator to view audit records and execute
audit tools and DAC override authorization which allows an administrator to override object access
controls to administer the system.
Version 1.b 11 8 October 1999
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2.0 TOE Description
The LSPP defines a set of security requirements to be levied on Targets of Evaluation (TOEs). These
TOEs include information systems which contain general-purpose operating systems, such as work-
stations, mainframes, or personal computers. These systems can be comprised of a single host or a
set of cooperating hosts in a distributed system. Such systems permit one or more processors along
with peripherals and storage devices to be used by multiple users to perform a variety of functions
requiring controlled, shared access to the information stored on the system. Such installations are typ-
ical of personal, work group, or enterprise computing systems accessed by users local to, or with oth-
erwise protected access to, the computer systems.

The LSPP is applicable to TOEs that provide facilities for on-line interaction with users, as well as
TOEs that provide for batch processing. The protection profile is also generally applicable to TOEs
incorporating network functions but contains no network specific requirements. Networking is covered
only to the extent to which the TOE can be considered to be part of a centrally-managed system that
meets a common set of security requirements.

The LSPP supports multiple security levels as well as user-defined sharing of information. The LSPP
assumes that responsibility for the safeguarding of the data protected by the TOEs security functions
(TSF) can be delegated to the TOE users. All objects (e.g., data, system resources) that can be
accessed by users are identified, and are under the control of the TOE. The data are stored in objects,
and the TSF can associate with each controlled object a description of the access rights to that object
as well as the label that identifies the sensitivity of the information within the object.

All individual users are assigned a unique identifier. This identifier supports individual accountability.
The TSF authenticates the claimed identity of the user before allowing the user to perform any actions
that require TSF mediation, other than actions which aid an authorized user in gaining access to the
TOE.
Version 1.b 13 8 October 1999
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3.0 Security Environment

3.1 Threats

The LSPP has derived all security objectives from the statement of Organizational Security Policy
found in the following section. Therefore, there is no statement of the explicit threats countered by the
LSPP.

3.2 Organizational Security Policies

An Organizational Security Policy is a set of rules or procedures imposed by an organization upon its
operations to protect its sensitive data. Although the organizational security policies described below is
drawn from DoD Manual 5200.28-M (Techniques and procedures for Implementing, Deactivating and
Evaluating Resource Sharing ADP Systems) it applies to many non-DoD environments.

P.AUTHORIZED_USERS

Only those users who have been authorized to access the information within the system may access
the system.

P.NEED_TO_KNOW

The system must limit the access to, modification of, and destruction of the information in protected
resources to those authorized users which have a “need to know” for that information.

P.ACCOUNTABILITY

The users of the system shall be held accountable for their actions within the system.

P.CLASSIFICATION

The system must limit the access to information based on sensitivity, as represented by a label, of the
information contained in objects, and the formal clearance of users, as represented by subjects, to
access that information. The access rules enforced prevent a subject from accessing information
which is of higher sensitivity than it is operating at and prevent a subject from causing information from
being downgraded to a lower sensitivity.

The method for classification of information is made based on criteria set forth by the organization.
This is usually done on a basis of relative value to the organization and its interest to limit dissemina-
tion of that information. The determination of classification of information is outside the scope of the IT
system; the IT system is only expected to enforce the classification rules, not determine classification.

The method for determining clearances is also outside the scope of the IT system. It is essentially
based on the trust placed in individual users by the organization. To some extent is also dependent
upon the individual’s role within the organization.

3.3 Security Usage Assumptions

This section describes the security aspects of the environment in which the TOE will be, or is intended
to be used. This includes information about the physical, personnel, and connectivity aspects of the
environment.

A LSPP-conformant TOE is assured to provide effective security measures in a cooperative non-hos-
tile environment only if it is installed, managed, and used correctly. The operational environment must
be managed in accordance with assurance requirements documentation for delivery, operation, and
user/administrator guidance. The following specific conditions are assumed to exist in an environment
where LSPP-conformant TOEs are employed.
Version 1.b 15 8 October 1999
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3.3.1 Physical Assumptions

LSPP-conformant TOEs are intended for application in user areas that have physical control and mon-
itoring. It is assumed that the following physical conditions will exist:

A.LOCATE

The processing resources of the TOE will be located within controlled access facilities which will pre-
vent unauthorized physical access.

A.PROTECT

The TOE hardware and software critical to security policy enforcement will be protected from unautho-
rized physical modification.

3.3.2 Personnel Assumptions

It is assumed that the following personnel conditions will exist:

A.MANAGE

There will be one or more competent individuals assigned to manage the TOE and the security of the
information it contains.

A.NO_EVIL_ADM

The system administrative personnel are not careless, willfully negligent, or hostile, and will follow and
abide by the instructions provided by the administrator documentation.

A.COOP

Authorized users possess the necessary authorization to access at least some of the information man-
aged by the TOE and are expected to act in a cooperating manner in a benign environment.

3.3.3 Procedural Assumptions

The ability of the LSPP to enforce the intent of the organizational security policy, especially with regard
to the Mandatory Access Controls, is dependent upon the establishment of procedures. It is assumed
that the following procedural controls exist.

A. CLEARANCE

Procedures exist for granting users authorization for access to specific security levels.

A. SENSITIVITY

Procedures exist for establishing the security level of all information imported into the system, for
establishing the security level for all peripheral devices (e.g., printers, tape drives, disk drives) attached
to the TOE, and marking a sensitivity label on all output generated.

3.3.4 Connectivity Assumptions

The LSPP contains no explicit network or distributed system requirements. However, it is assumed that
the following connectivity conditions exist:

A.PEER

Any other systems with which the TOE communicates are assumed to be under the same manage-
ment control and operate under the same security policy constraints. LSPP-conformant TOEs are
applicable to networked or distributed environments only if the entire network operates under the same
constraints and resides within a single management domain. There are no security requirements
8 October 1999 16 Version 1.b
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which address the need to trust external systems or the communications links to such systems.

A.CONNECT

All connections to peripheral devices reside within the controlled access facilities. LSPP-conformant
TOEs only address security concerns related to the manipulation of the TOE through its authorized
access points. Internal communication paths to access points such as terminals are assumed to be
adequately protected.
Version 1.b 17 8 October 1999
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4.0 Security Objectives
This section defines the security objectives of the TSF and its supporting environment. Security objec-
tives, categorized as either IT security objectives or non-IT security objectives, reflect the stated intent
to counter identified threats and/or comply with any organizational security policies identified. All of the
identified threats and organizational policies are addressed under one of the categories below.

4.1 IT Security Objectives

The following are the LSPP IT security objectives:

O.AUTHORIZATION

The TSF must ensure that only authorized users gain access to the TOE and its resources.

O.DISCRETIONARY_ACCESS

The TSF must control accessed to resources based on identity of users. The TSF must allow autho-
rized users to specify which resources may be accessed by which users.

O.MANDATORY_ACCESS

The TSF must control access to resources based upon the sensitivity and categories of the information
being accessed and the clearance of the subject attempting to access that information.

O.AUDITING

The TSF must record the security relevant actions of users of the TOE. The TSF must present this
information to authorized administrators.

O.RESIDUAL_INFORMATION

The TSF must ensure that any information contained in a protected resource is not released when the
resource is recycled.

O.MANAGE

The TSF must provide all the functions and facilities necessary to support the authorized administra-
tors that are responsible for the management of TOE security.

O.ENFORCEMENT

The TSF must be designed and implemented in a manner which ensures that the organizational poli-
cies are enforced in the target environment.

4.2 Non-IT Security Objectives

A LSPP-conformant TOE is assumed to be complete and self-contained and, as such, is not depen-
dent upon any other products to perform properly. However, certain objectives with respect to the gen-
eral operating environment must be met. The following are the LSPP non-IT security objectives:

O.INSTALL

Those responsible for the TOE must ensure that the TOE is delivered, installed, managed, and oper-
ated in a manner which maintains IT security objectives.

O.PHYSICAL

Those responsible for the TOE must ensure that those parts of the TOE critical to security policy are
protected from physical attack which might compromise IT security objectives.
Version 1.b 19 8 October 1999
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O.CREDEN

Those responsible for the TOE must ensure that all access credentials, such as passwords or other
authentication information, are protected by the users in a manner which maintains IT security objec-
tives.
8 October 1999 20 Version 1.b
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5.0 Functional Requirements
This chapter defines the functional requirements for the TOE. Functional requirements components in
this profile were drawn from Part 2 of the CC. Some functional requirements are extensions to those
found in the CC.

CC defined operations for assignment, selection, and refinement were used to tailor the requirements
to the level of detail necessary to meet the stated security objectives. These operations are indicated
through the use of underlined (assignments and selections) and italicized (refinements) text. All
required operations not performed within this profile are clearly identified and described such that they
can be correctly performed upon instantiation of the PP into a Security Target (ST) specification.

5.1 Security Audit (FAU)

5.1.1 Audit Data Generation (FAU_GEN.1)

5.1.1.1 The TSF shall be able to generate an audit record of the auditable events listed in
column “Event” of Table 1 (Auditable Events). This includes all auditable events for
the basic level of audit, except FIA_UID.1’s user identity during failures. FAU_GEN.1.1 / NOTE 4

5.1.1.2 The TSF shall record within each audit record at least the following information:
FAU_GEN.1.2

a) Date and time of the event, type of event, subject identity, and the outcome
(success or failure) of the event;

b) The sensitivity labels of subjects, objects, or information involved; and

c) The additional information specified in the “Details” column of Table 1 (Auditable
Events).

Application Note: For some situations it is possible that some events cannot be
automatically generated. This is usually due to the audit functions not being operational
at the time these events occur. Such events need to be documented in the
Administrative Guidance, along with recommendation on how manual auditing should
be established to cover these events.

Rationale: This component supports O.AUDITING by specifying the detailed, security-
relevant events and data that the audit mechanism must be capable of generating and
recording. The “basic” level of auditing was selected as best representing the
“mainstream” of contemporary audit practices used in the target environments.

Table 1: Auditable Events

Section Component Event Details

5.1.1 FAU_GEN.1 Start-up and shutdown of the audit functions.

5.1.2 FAU_GEN.2 None

5.1.3 FAU_SAR.1 Reading of information from the audit records.

5.1.4 FAU_SAR.2 Unsuccessful attempts to read information
from the audit records.

5.1.5 FAU_SAR.3 None
Version 1.b 21 8 October 1999
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5.1.6 FAU_SEL.1 All modifications to the audit configuration that
occur while the audit collection functions are
operating.

5.1.7 FAU_STG.2 None

5.1.8 FAU_STG.3 Actions taken due to exceeding of a threshold.

5.1.9 FAU_STG.4 Actions taken due to the audit storage failure.

5.2.1 FDP_ACC.1 None

5.2.2 FDP_ACF.1 All requests to perform an operation on an
object covered by the SFP.

The identity of the object.

5.2.3 FDP_ETC.1 All attempts to export information.

5.2.4 FDP_ETC.2 All attempts to export information

5.2.4 FDP_ETC.2 Overriding of human-readable output marking.
(Additional)

5.2.5 FDP_IFC.2 None

5.2.6 FDP_IFF.2 All decisions on requests for information flow.

5.2.7 FDP_ITC.1 All attempts to import user data, including any
security attributes.

5.2.8 FDP_ITC.2 All attempts to import user data, including any
security attributes.

5.2.9 FDP_RIP.2 None

5.2.10 Note 1 None

5.3.1 FIA_ATD.1 None

5.3.2 FIA_SOS.1 Rejection or acceptance by the TSF of any
tested secret.

5.3.3 FIA_UAU.1 All use of the authentication mechanism.

5.3.4 FIA_UAU.7 None

5.3.5 FIA_UID.1 All use of the user identification mechanism,
including the identity provided during success-
ful attempts.

The origin of the attempt (e.g.
terminal identification.)

5.3.6 FIA_USB.1 Success and failure of binding user security
attributes to a subject (e.g. success and failure
to create a subject).

5.4.1 FMT_MSA.1 All modifications of the values of security
attributes.

5.4.2 FMT_MSA.3 Modifications of the default setting of permis-
sive or restrictive rules.
All modifications of the initial value of security
attributes.

Table 1: Auditable Events

Section Component Event Details
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5.1.2 User Identity Association (FAU_GEN.2)

5.1.2.1 The TSF shall be able to associate each auditable event with the identity of the user
that caused the event. FAU_GEN.2.1

Application Note: There are some auditable events which may not be associated with a
user, such as failed login attempts. It is acceptable that such events do not include a
user identity. In the case of failed login attempts it is also acceptable not to record the
attempted identity in cases where that attempted identity could be misdirected
authentication data; for example when the user may have been out of sync and typed
a password in place of a user identifier.

Rationale: O.AUDITING calls for individual accountability (i.e., “TOE users”) whenever
security-relevant actions occur. This component requires every auditable event to be
associated with an individual user.

5.1.3 Audit Review (FAU_SAR.1)

5.1.3.1 The TSF shall provide authorized administrators with the capability to read all audit
information from the audit records: FAU_SAR.1.1

5.1.3.2 The TSF shall provide the audit records in a manner suitable for the user to interpret
the information. FAU_SAR.1.2

Application Note: The minimum information which must be provided is the same that which
is required to be recorded in 5.1.1.2.

The intent of this requirement is that there exist a tool for administrator be able to
access the audit trail in order to assess it. Exactly what manner is provided is an

5.4.3 FMT_MTD.1 All modifications to the values of TSF data.

5.4.4 FMT_MTD.1 All modifications to the values of TSF data. The new value of the TSF data.

5.4.5 FMT_MTD.1 All modifications to the values of TSF data. The new value of the TSF data.

5.4.6 FMT_MTD.1 All modifications to the values of TSF data.

5.4.7 FMT_REV.1 All attempts to revoke security attributes.

5.4.8 FMT_REV.1 All modifications to the values of TSF data.

5.4.9 FMT_SMR.1 Modifications to the group of users that are
part of a role.

5.4.9 FMT_SMR.1 Every use of the rights of a role. (Additional /
Detailed)

The role and the origin of the
request.

5.5.1 FPT_AMT.1 Execution of the tests of the underlying
machine and the results of the test.

5.5.2 FPT_RVM.1 None

5.5.3 FPT_SEP.1 None

5.5.4 FPT_STM.1 Changes to the time.

Table 1: Auditable Events

Section Component Event Details
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implementation decision, but it needs to be done in a way which allows the
administrator to make effective use of the information presented. This requirement is
closely tied to 5.1.5 and 5.1.6. It is expected that a single tool will exist within the TSF
which will satisfy all of these requirements.

Rationale: This component supports the O.AUDITING and O.MANAGE objectives by
providing the administrator with the ability to assess the accountability information
accumulated by the TOE.

5.1.4 Restricted Audit Review (FAU_SAR.2)

5.1.4.1 The TSF shall prohibit all users read access to the audit records, except those users
that have been granted explicit read-access. FAU_SAR.2.1

Application Note: By default, authorized administrators may be considered to have been
granted read access to the audit records. The TSF may provide a mechanism which
allows other users to also read audit records.

Rationale: This component supports the O.AUDITING objective by protecting the audit trail
from unauthorized access.

5.1.5 Selectable Audit Review (FAU_SAR.3)

5.1.5.1 The TSF shall provide the ability to perform [selection: searches, sorting] of audit
data based on the following attributes: FAU_SAR.3.1

a) User identity;

b) Subject sensitivity label;

c) Object sensitivity label;

d) [assignment: list of additional attributes that audit selectivity is based upon]

Application Note: The ST must state the additional attributes that audit selectivity may be
based upon (e.g., object identity, type of event), if any.

Rationale: This component supports both the O.AUDITING and O.MANAGE objectives, by
providing a means for the administrator to assess the accountability information
associated with an individual user.

5.1.6 Selective Audit (FAU_SEL.1)

5.1.6.1 The TSF shall be able to include or exclude auditable events from the set of audited
events based on the following attributes: FAU_SEL.1.1

a) User identity;

b) Subject sensitivity label;

c) Object sensitivity label;

d) [assignment: list of additional attributes that audit selectivity is based upon].

Application Note: The ST must state the additional attributes that audit selectivity may be
based upon (e.g., object identity, type of event), if any.
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Rationale: This component supports both the O.AUDITING and O.MANAGE objectives, by
providing a means for the administrator to assess the accountability information
associated with an individual user.

5.1.7 Guarantees of Audit Data Availability (FAU_STG.1)

5.1.7.1 The TSF shall protect the stored audit records from unauthorized deletion. FAU_STG.1.1

5.1.7.2 The TSF shall be able to prevent modifications to the audit records. FAU_STG.1.2

Application Note: On many systems, in order to reduce the performance impact of audit
generation, audit records will be temporarily buffered in memory before they are written
to disk. In these cases, it is likely that some of these records will be lost if the operation
of the TOE is interrupted by hardware or power failures. The developer needs to
document what the likely loss will be and show that it has been minimized.

Rationale: This component supports the O.AUDITING objective by protecting the audit trail
from tampering, via deletion or modification of records in it. Further it ensures that it is
as complete as possible.

5.1.8 Action in Case of Possible Audit Data Loss (FAU_STG.3)

5.1.8.1 The TSF shall generate an alarm to the authorized administrator if the audit trail
exceeds [assignment: pre-defined limit]. FAU_STG.3.1 / NOTE 3

Application Note: For this component, an “alarm” is to be interpreted as any clear indication
to the administrator that the pre-defined limit has been exceeded. The ST author must
state the pre-defined limit that triggers generation of the alarm. The limit can be stated
as an absolute value, or as a value that represents a percentage of audit trail capacity
(e.g., audit trail 75% full). If the limit is adjustable by the authorized administrator, the
ST should also incorporate an FMT requirement to manage this function.

Rationale: This component supports the O.AUDITING and O.MANAGE objectives by
providing the administrator with a warning that a pending failure due to the exhaustion
of space available for audit information.

5.1.9 Prevention of Audit Data Loss (FAU_STG.4)

5.1.9.1 The TSF shall be able to prevent auditable events, except those taken by the
authorized administrator, and [assignment: other actions to be taken in case of audit
storage failure] if the audit trail is full. FAU_STG.4.1 / NOTE 5

Application Note: The selection of “preventing” auditable actions if audit storage is
exhausted is minimal functionality; providing a range of configurable choices (e.g.,
ignoring auditable actions and/or changing to a degraded mode) is allowable, as long
as “preventing” is one of the choices. If configurable, then FMT_MOF.1 should be
incorporated into the ST.

Rationale: This component supports the O.AUDITING and O.MANAGE objectives by
providing the audit trail is complete with respect to non-administrative users while
providing administrators with the ability to recover from the situation.
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5.2 User Data Protection (FDP)

5.2.1 Discretionary Access Control Policy (FDP_ACC.1)

5.2.1.1 The TSF shall enforce the Discretionary Access Control Policy on [assignment: list of
subjects] acting on the behalf of users, [assignment: list of named objects] and all
operations among subjects and objects covered by the DAC policy. FDP_ACC.1.1

Application Note: For most systems there is only one type of subject, usually called a
process or task, which needs to be specified in the ST.

Named objects are those objects which are used to share information among subjects
acting on the behalf of different users, and for which access to the object can be
specified by a name or other identity. Any object that meets this criterion but is not
controlled by the DAC policy must be justified.

The list of operations covers all operations between the above two lists. It may consist
of a sublist for each subject-named object pair. Each operation needs to specify which
type of access right is needed to perform the operation; for example read access or
write access.

Rationale: This component supports the O.DISCRETIONARY_ACCESS objective by
specifying the scope of control for the DAC policy.

5.2.2 Discretionary Access Control Functions (FDP_ACF.1)

5.2.2.1 The TSF shall enforce the Discretionary Access Control Policy to objects based on
the following: FDP_ACF.1.1

a) The user identity and group membership(s) associated with a subject; and

b) The following access control attributes associated with an object:

[assignment: List access control attributes. The attributes must provide
permission attributes with:

i) the ability to associate allowed or denied operations with one or more user
identities;

ii) the ability to associate allowed or denied operations with one or more group
identities; and

iii) defaults for allowed or denied operations.]

5.2.2.2 The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: FDP_ACF.1.2

[assignment: a set of rules specifying the Discretionary Access Control policy, where:

i) For each operation there shall be a rule, or rules, that use the permission
attributes where the user identity of the subject matches a user identity
specified in the access control attributes of the object;

ii) For each operation there shall be a rule, or rules, that use the permission
attributes where the group membership of the subject matches a group
identity specified in the access control attributes of the object; and

iii) For each operation there shall be a rule, or rules, that use the default
permission attributes specified in the access control attributes of the object
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when neither a user identity or group identity matches.]

5.2.2.3 The TSF shall explicitly authorize access of subjects to objects based in the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects]. FDP_ACF.1.3

5.2.2.4 The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]. FDP_ACF.1.4

Application Note: A LSPP conformant TOE is required to implement a DAC policy, but the
rules which govern the policy may vary between TOEs; those rules need to be specified
in the ST. In completing the rule assignment above, the resulting mechanism must be
able to specify access rules which apply to at least any single user. This single user
may have a special status such as the owner of the object. The mechanism must also
support specifying access to the membership of at least any single group. Conformant
implementations include self/group/public controls and access control lists.

A DAC policy may cover rules on accessing public objects; i.e., objects which are
readable to all authorized users, but which can only be altered by the TSF or authorized
administrators. Specification of these rules should be covered under 5.2.2.3 and
5.2.2.4.

A DAC policy may include exceptions to the basic policy for access by authorized
administrators or other forms of special authorization. These rules should be covered
under 5.2.2.3.

The ST must list the attributes which are used by the DAC policy for access decisions.
These attributes may include permission bits, access control lists, and object
ownership.

A single set of access control attributes may be associated with multiple objects, such
as all objects stored on a single floppy disk. The association may also be indirectly
bound to the object, such as access control attributes being associated with the name
of the object rather than directly to the object itself.

Rationale: This component supports the O.DISCRETIONARY_ACCESS objective by
defining the rules which will be enforced by the TSF.

5.2.3 Export of Unlabeled User Data (FDP_ETC.1)

5.2.3.1 The TSF shall enforce the Mandatory Access Control Policy when exporting
unlabeled user data, controlled under the MAC policy, outside the TSC. FDP_ETC.1.1

5.2.3.2 The TSF shall export the unlabeled user data without the user data’s associated
security attributes. FDP_ETC.1.2

5.2.3.3 The TSF shall enforce the following rules when unlabeled user data is exported from
the TSC: NOTE 6

a) Devices used export data without security attributes cannot be used to export
data with security attributes unless the change in device state is performed
manually and is auditable;

b) [assignment: additional exportation control rules].

Application Note: An LSPP-conformant TOE must provide protections to data exported
outside the control of the TSC via any communications mechanisms that do not provide
security attributes along with the actual data. The device, or mechanism, used to export
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information must, itself, have security attributes that correspond to those of the
information being exported. The ability to export information must be allowed under the
existing rules that establish the MAC policy of the TOE.

Human readable hard copy output must be properly marked with appropriate labels on
the top and bottom of pages and on the banner pages at the beginning and end of each
output. The ST author must explicitly state the procedures under which this will be
accomplished (e.g., use of pre-labeled paper is allowable).

The ST author must also explicitly state the rules under which authorized users can
designate the security attributes of the mechanisms, or devices, used to export data
without security attributes. The ST author must also make it clear that mechanisms, or
devices, used to export data without security attributes cannot also be used to export
data with security attributes. Unless this change in state can only be done manually and
is audited.

Single-level Input/Output devices and single-level communication channels are not
required to maintain the sensitivity labels of the information they process.

Rationale: This component supports the O.MANDATORY_ACCESS objective by defining
the rules which will be enforced by the TOE.

5.2.4 Export of Labeled User Data (FDP_ETC.2)

5.2.4.1 The TSF shall enforce the Mandatory Access Control Policy when exporting labeled
user data, controlled under the MAC policy, outside the TSC. FDP_ETC.2.1

5.2.4.2 The TSF shall export the labeled user data with the user data’s associated security
attributes. FDP_ETC.2.2

5.2.4.3 The TSF shall ensure that the security attributes, when exported outside the TSC,
are unambiguously associated with the exported labeled user data. FDP_ETC.2.3

5.2.4.4 The TSF shall enforce the following rules when labeled user data is exported from
the TSC: FDP_ETC.2.4

a) When data is exported in a human-readable or printable form:

• The authorized administrator shall be able to specify the printable label which is
assigned to the sensitivity label associated with the data.

• Each print job shall be marked at the beginning and end with the printable label
assigned to the “least upper bound” sensitivity label of all the data exported in
the print job.

• Each page of printed output shall be marked with the printable label assigned to
the “least upper bound” sensitivity label of all the data exported to the page. By
default this marking shall appear on both the top and bottom of each printed
page.

b) Devices used to export data with security attributes cannot be used to export data
without security attributes unless the change in device state is performed
manually and is auditable;

c) Devices used to export data with security attributes shall completely and
unambiguously associate the security attributes with the corresponding data;
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d) [assignment: additional exportation control rules].

Application Note: The ST author may establish rules that control the export of information
from the TSC. These rules must reflect the nature of both the object types and the
actual object security attributes. In all cases the TOE must export the security attributes
with the corresponding information.

An LSPP-conformant TOE must only use protocols to export data with security
attributes that provide unambiguous pairings of security attributes and the information
being exported. Further, the ST author must make it clear that the mechanisms, or
devices, used to export data with security attributes cannot be used to export data
without security attributes unless this change in state can only be done manually and
is audited. In addition, the security attributes must be exported to the same mechanism
or device as the information. Also, any change in the security attributes settings of a
device must be audited.

Explicit rules must exist in the ST for the export of information that represent hardcopy
output. The rules must capture the labeling requirements that must be met for printing
labels on the first and last pages, top and bottom of pages, etc.; and any overriding of
printed labels must be audited. Further, the ST must make certain that the external
form of the security attributes, or label, must accurately and unambiguously represent
the internal label.

Rationale: This component supports the O.MANDATORY_ACCESS objective by defining
the rules which will be enforced by the TOE.

5.2.5 Mandatory Access Control Policy (FDP_IFC.1)

5.2.5.1 The TSF shall enforce the Mandatory Access Control Policy on [assignment:
subjects], [assignment: objects], and all operations among subjects and objects
covered by the MAC policy. FDP_IFC.1.1

Application Note: For most systems there is only one type of subject, usually called a
process or task, which needs to be specified in the ST.

Named objects are those objects which are used to share information among subjects
acting on the behalf of different users, and for which access to the object can be
specified by a name or other identity. Any object that meets this criterion but is not
controlled by the DAC policy must be justified.

The ST author must also explicitly list the objects that exist in the TOE. This list must
include storage objects. Objects should include data storage resources as well as
input/output devices, etc.

The operations, listed in the ST, among subjects and objects must explicitly define all
relationships between subjects and objects in the TOE, and must be consistent with the
list of objects defined in the earlier assignment.

A subject is an entity within the TSC that causes operations to be performed.

Rationale: This component supports the O.MANDATORY_ACCESS objective by
specifying the scope of control for the MAC policy.

5.2.6 Mandatory Access Control Functions (FDP_IFF.2)

5.2.6.1 The TSF shall enforce the Mandatory Access Control Policy based on the following
types of subject and information security attributes: FDP_IFF.2.1

a) The sensitivity label of the subject; and

b) The sensitivity label of the object containing the information.
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Sensitivity label of subjects and objects shall consist of the following:

• A hierarchical level; and
• A set of non-hierarchical categories.

5.2.6.2 The TSF shall permit an information flow between a controlled subject and controlled
information via a controlled operation if the following rules, based on the ordering
relationships between security attributes hold: FDP_IFF.2.2

a) If the sensitivity label of the subject is greater than or equal to the sensitivity label
of the object, then the flow of information from the object to the subject is
permitted (a read operation);

b) If the sensitivity label of the object is greater than or equal to the sensitivity label of
the subject; then the flow of information from the subject to the object is permitted
(a write operation);

c) If the sensitivity label of subject A is greater than or equal to the sensitivity label of
subject B; then the flow of information from subject B to subject A is permitted.

5.2.6.3 The TSF shall enforce the [assignment: additional information flow control SFP
rules]. FDP_IFF.2.3

5.2.6.4 The TSF shall provide the following [assignment: list of additional SFP capabilities].
FDP_IFF.2.4

5.2.6.5 The TSF shall explicitly authorize an information flow based on the following rules:
[assignment: rules, based on security attributes, that explicitly authorize information
flows]. FDP_IFF.2.5

5.2.6.6 The TSF shall explicitly deny an information flow based on the following rules:
[assignment: rules, based on security attributes, that explicitly deny information
flows]. FDP_IFF.2.6

5.2.6.7 The TSF shall enforce the following relationships for any two valid sensitivity labels:
FDP_IFF.2.7

a) There exists an ordering function that, given two valid sensitivity labels,
determines if the sensitivity labels are equal, if one sensitivity label is greater than
the other, or if the sensitivity labels are incomparable; and

• Sensitivity labels are equal if the hierarchical level of both labels are equal and
the non-hierarchically category sets are equal.

• Sensitivity label A is greater than sensitivity label B if one of the following
conditions exists:

- If the hierarchical level of A is greater than the hierarchical level of B, and the
non-hierarchical category set of A is equal to the non-hierarchical category
set of B.

- If the hierarchical level of A is equal to the hierarchical level of B, and the
non-hierarchical category set of A is a proper super-set of the non-
hierarchical category set of B.

- If the hierarchical level of A is greater than the hierarchical level of B, and the
non-hierarchical category set of A is a proper super-set of the non-
hierarchical category set of B.
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• Sensitivity labels are incomparable if they are not equal and neither label is
greater than the other.

b) There exists a “least upper bound” in the set of sensitivity labels, such that, given
any two valid sensitivity labels, there is a valid sensitivity label that is greater than
or equal to the two valid sensitivity labels; and

c) There exists a “greatest lower bound” in the set of the sensitivity labels, such that,
given any two valid sensitivity labels, there is a valid sensitivity label that is not
greater than the two valid sensitivity labels.

Application Note: The terms “security attribute” and “information flow control security
attribute” refer to the sensitivity labels of subjects and objects.

A LSPP-conformant TOE should support at least 16 site definable hierarchical levels
and 64 site definable non-hierarchical categories. The implementation of sensitivity
labels does not need to store labels in a format which has the components of the label
explicitly instantiated, but may use some form of tag which maps to a level and
category set.

Rationale: This component supports the O.MANDATORY_ACCESS objective by defining
the rules which will be enforced by the TOE.

5.2.7 Import of Unlabeled User Data (FDP_ITC.1)

5.2.7.1 The TSF shall enforce the Mandatory Access Control Policy when importing
unlabeled user data, controlled under the MAC policy, from outside the TSC. FDP_ITC.1.1

5.2.7.2 The TSF shall ignore any security attributes associated with the unlabeled user data
when imported from outside the TSC. FDP_ITC.1.2

5.2.7.3 The TSF shall enforce the following rules when importing unlabeled user data
controlled under the MAC policy from outside the TSC: FDP_ITC.1.3

a) Devices used to import data without security attributes cannot be used to import
data with security attributes unless the change in device state is performed
manually and is auditable.

b) [assignment: additional importation control rules].

Application Note: The LSPP-conformant TOE must provide protections for data imported
from outside the control of the TSC via functions that do not provide reliable security
attributes along with the actual data. The imported data must be assigned a sensitivity
label that will be used to enforce the MAC policy. Further, the ability for a subject to
import information must be controlled under the existing rules that establish the MAC
policy of the TOE.

The ST author must explicitly state the rules under which authorized users can
designate the security attributes of the mechanisms, or devices, used to import data
without security attributes; and any attribute change must be audited. The ST author
must also make it clear that mechanisms, or devices, used to import data without
security attributes cannot also be used to import data with security attributes unless this
change in state can only be done manually and is audited.

Rationale: This component supports the O.MANDATORY_ACCESS objective by defining
the rules which will be enforced by the TOE.
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5.2.8 Import of Labeled User Data (FDP_ITC.2)

5.2.8.1 The TSF shall enforce the Mandatory Access Control Policy when importing labeled
user data, controlled under the MAC policy, from outside the TSC. FDP_ITC.2.1

5.2.8.2 The TSF shall use the security attributes associated with the imported labeled user
data. FDP_ITC.2.2

5.2.8.3 The TSF shall ensure that the protocol used provides for the unambiguous
association between security attributes and the labeled user data received. FDP_ITC.2.3

5.2.8.4 The TSF shall ensure that interpretation of the security attributes of the imported
labeled user data is as intended by the source of the user data. FDP_ITC.2.4

5.2.8.5 The TSF shall enforce the following rules when importing labeled user data
controlled under the MAC policy from outside the TSC: FDP_ITC.2.5

a) Devices used to import data with security attributes cannot be used to import data
without security attributes unless the change in device state is performed
manually and is auditable;

b) [assignment: additional importation control rules].

Application Note: The ST author must provide for the protection of data imported from
outside the control of the TSC via any mechanisms that provide security attributes
along with the information being imported. The security attributes received along with
the data must accurately represent the security attributes of the data with which they
are associated.

The ST author must make it clear that the mechanisms, or devices used to import data
with security attributes cannot be used to import data without security attributes unless
this change in state can only be done manually and is audited. Also, any change in the
security attributes of a device must be audited.

Rationale: This component supports the O.MANDATORY_ACCESS objective by defining
the rules which will be enforced by the TOE.

c) Sensitivity label, consisting of the following:

• A hierarchical level; and
• A set of non-hierarchical categories.

A LSPP-conformant TOE should support at least 16 site definable hierarchical levels
and 64 site definable non-hierarchical categories. The implementation of sensitivity
labels does not need to store labels in a format which has the components of the label
explicitly instantiated, but may use some form of tag which maps to a level and
category set.

5.2.9 Object Residual Information Protection (FDP_RIP.2)

5.2.9.1 The TSF shall ensure that any previous information content of a resource is made
unavailable upon the allocation of the resource to all objects. FDP_RIP.2

Application Note: This requirement applies to all resources governed by or used by the
TSF; it includes resources used to store data and attributes. It also includes the
encrypted representation of information.
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Clearing the information content of resources on deallocation from objects is sufficient
to satisfy this requirement, if unallocated resources will not accumulate new
information until they are allocated again.

Rationale: This component supports the O.RESIDUAL_INFORMATION objective.

5.2.10 Subject Residual Information Protection (Note 1)

5.2.10.1 The TSF shall ensure that any previous information content of a resource is made
unavailable upon the allocation of the resource to all subjects. NOTE 1

Application Note: This requirement applies to all resources governed by or used by the
TSF; it includes resources used to store data and attributes. It also includes the
encrypted representation of information.

Clearing the information content of resources on deallocation from subjects is sufficient
to satisfy this requirement, if unallocated resources will not accumulate new
information until they are allocated again.

Rationale: This component supports the O.RESIDUAL_INFORMATION objective.

5.3 Identification and Authentication (FIA)

5.3.1 User Attribute Definition (FIA_ATD.1)

5.3.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: FIA_ATD.1.1

a) User Identifier;

b) Group Memberships;

c) Authentication Data;

d) User Clearances;

e) Security-relevant Roles; and

f) [assignment: other user security attributes].

Application Note: The specified attributes are those that are required by the TSF to enforce
the DAC policy, the generation of audit records, and proper identification and
authentication of users. The user identity must be uniquely associated with a single
individual user.

Group membership may be expressed in a number of ways: a list per user specifying
to which groups the user belongs, a list per group which includes which users are
members, or implicit association between certain user identities and certain groups.

A TOE may have two forms of user and group identities, a text form and a numeric
form. In these cases there must be unique mapping between the representations.

Rationale: This component supports the O.AUTHORIZATION and
O.DISCRETIONARY_ACCESS objectives by providing the TSF with the information
about users needed to enforce the TSP.
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5.3.2 Strength of Authentication Data (FIA_SOS.1)

5.3.2.1 The TSF shall provide a mechanism to verify that secrets meet the following: FIA_SOS.1

a) For each attempt to use the authentication mechanism, the probability that a
random attempt will succeed is less than one in 1,000,000;

b) For multiple attempts to use the authentication mechanism during a one minute
period, the probability that a random attempt during that minute will succeed is
less than one in 100,000; and

c) Any feedback given during an attempt to use the authentication mechanism will
not reduce the probability below the above metrics.

Application Note: The method of authentication is unspecified by the LSPP, but must be
specified in a ST. The method which is used must be shown to have low probability that
authentication data can be forged or guessed. For example, if a password mechanism
is used a set of metrics needs to be specified and may include such things as minimum
length of the password, maximum lifetime of a password, and the subjecting of possible
passwords to dictionary attacks. The strength of whatever mechanism implemented
must be subjected to a strength of function analysis. (See 6.7.2)

Rationale: This component supports the O.AUTHORIZATION objective by providing an
authentication mechanism with a reasonable degree of certainty that only authorized
users may access the TOE.

5.3.3 Authentication (FIA_UAU.1)

5.3.3.1 The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user
to be performed before the user is authenticated. FIA_UAU.1.1

5.3.3.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on the behalf of that user. FIA_UAU.1.2

Application Note: The ST must specify the actions which are allowed by an unauthenticated
user. The allowed actions should be limited to those things which aid an authorized
user in gaining access to the TOE. This could include help facilities or the ability to send
a message to authorized administrators.

Rationale: This component supports the O.AUTHORIZATION objective by specifying what
actions unauthenticated users may perform.

5.3.4 Protected Authentication Feedback (FIA_UAU.7)

5.3.4.1 The TSF shall provide only obscured feedback to the user while the authentication is
in progress. FIA_UAU.7

Application Note: Obscured feedback implies the TSF does not produce a visible display of
any authentication data entered by a user, such as through a keyboard (e.g., echo the
password on the terminal). It is acceptable that some indication of progress be returned
instead, such as a period returned for each character sent.

Some forms of input, such as card input based batch jobs, may contain human-
readable user passwords. The Administrator and User Guidance documentation for the
product must explain the risks in placing passwords on such input and must suggest
procedures to mitigate that risk.
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Rationale: This component supports the O.AUTHORIZATION objective. Individual
accountability cannot be maintained if the individual’s authentication data, in any form,
is compromised.

5.3.5 Identification (FIA_UID.1)

5.3.5.1 The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user
to be performed before the user is identified. FIA_UID.1.1

5.3.5.2 The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on the behalf of that user. FIA_UID.1.2

Application Note: The ST must specify the actions which are allowed to an unidentified
user. The allowed actions should be limited to those things which aid an authorized
user in gaining access to the TOE. This could include help facilities or the ability to send
messages to authorized administrators.

The method of identification is unspecified by this PP, but should be specified in a ST
and it should specify how this relates to user identifiers maintained by the TSF.

Rationale: This component supports the O.AUTHORIZATION objective by specifying what
actions unidentified users may perform.

5.3.6 User-Subject Binding (FIA_USB.1)

5.3.6.1 The TSF shall associate the following user security attributes with subjects acting on
the behalf of that user: FIA_USB.1.1 / NOTE 2

a) The user identity which is associated with auditable events;

b) The user identity or identities which are used to enforce the Discretionary Access
Control Policy;

c) The group membership or memberships used to enforce the Discretionary Access
Control Policy;

d) The sensitivity label used to enforce the Mandatory Access Control Policy, which
consists of the following:

• A hierarchical level; and
• A set of non-hierarchical categories.

e) [assignment: any other user security attributes].

5.3.6.2 The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of a user: NOTE 2

a) The sensitivity label associated with a subject shall be within the clearance range
of the user;

b) [assignment: initial association rules].
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5.3.6.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of a user: NOTE 2

a) [assignment: changing of attributes rules].

Application Note: The DAC policy and audit generation require that each subject acting on
the behalf of users have a user identity associated with the subject. This identity is
normally the one used at the time of identification to the system.

The DAC policy enforced by the TSF may include provisions for making access
decisions based on a user identity which differs from the one used during identification.
The ST must state, in 5.3.6.3, how this alternate identity is associated with a subject
and justify why the individual user associated with this alternate identity is not
compromised by the mechanism used to implement it.

Depending on the TSF’s implementation of group membership, the associations
between a subject and groups may be explicit at the time of identification or implicit in
a relationship between user and group identifiers. The ST must specify this association.
Like user identification, an alternate group mechanism may exist, and parallel
requirements apply.

Rationale: This component supports the O.DISCRETIONARY_ACCESS and O.AUDITING
objectives by binding user identities to subjects acting on their behalf.

5.4 Security Management (FMT)

5.4.1 Management of Object Security Attributes (FMT_MSA.1)

5.4.1.1 The TSF shall enforce the Discretionary Access Control Policy to restrict the ability to
modify the access control attributes associated with a named object to [assignment:
the authorized users]. FMT_MSA.1.1

5.4.1.2 The TSF shall enforce the Mandatory Access Control Policy to restrict the ability to
modify the sensitivity label associated with an object to [assignment: the authorized
identified roles]. FMT_MSA.1.1

Application Note: The ST must state the components of the access rights that may be
modified, and must state any restrictions that may exist for a type of authorized user
and the components of the access rights that the user is allowed to modify.

The ability to modify access rights must be restricted in that a user having access rights
to a named object does not have the ability to modify those access rights unless
granted the right to do so. This restriction may be explicit, based on the object
ownership, or based on a set of object hierarchy rules.

Rationale: This component supports the O.DISCRETIONARY_ACCESS objective by
providing the means by which the security attributes of objects are managed by a site.
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5.4.2 Static Attribute Initialization (FMT_MSA.3)

5.4.2.1 The TSF shall enforce the Discretionary Access Control Policy to provide restrictive
default values for security attributes that are used to enforce the Discretionary
Access Control Policy. FMT_MSA.3.1

5.4.2.2 The TSF shall enforce the Mandatory Access Control Policy to provide restrictive
default values for security attributes that are used to enforce the Mandatory Access
Control Policy. FMT_MSA.3.1

5.4.2.3 The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information
is created. FMT_MSA.3.2

Application Note: A LSPP-conformant TOE must provide protection by default for all
objects at creation time. This may be done through the enforcing of a restrictive default
access control on newly created objects or by requiring the user to explicitly specify the
desired access controls on the object at its creation. In either case, there shall be no
window of vulnerability through which unauthorized access may be gained to newly
created objects.

Rationale: This component supports the O.DISCRETIONARY_ACCESS objective by
requiring that objects are properly protected starting from the instant that they are
created.

5.4.3 Management of the Audit Trail (FMT_MTD.1)

5.4.3.1 The TSF shall restrict the ability to create, delete, and clear the audit trail to
authorized administrators. FMT_MTD.1.1

Application Note: The selection of “create, delete, and clear” functions for audit trail
management reflect common management functions. These functions should be
considered generic; any other audit administration functions that are critical to the
management of a particular audit mechanism implementation should be specified in
the ST.

Rationale: The component supports the O.AUDITING and O.MANAGE objectives by
ensuring that the accountability information is not compromised by destruction of the
audit trail.

5.4.4 Management of Audited Events (FMT_MTD.1)

5.4.4.1 The TSF shall restrict the ability to modify or observe the set of audited events to
authorized administrators. FMT_MTD.1.1

Application Note: The set of audited events are the subset of auditable events which will be
audited by the TSF. The term set is used loosely here and refers to the total collection
of possible ways to control which audit records get generated; this could be by type of
record, identity of user, identity of object, etc.

It is an important aspect of audit that users not be able to effect which of their actions
are audited, and therefore must not have control over or knowledge of the selection of
an event for auditing.

Rationale: This component supports the O.AUDITING and O.MANAGE objectives by
providing the administrator with the ability to control the degree to which accountability
is generated.
Version 1.b 37 8 October 1999

UNCLASSIFIED



Labeled Security Protection Profile Information Systems Security Organization

UNCLASSIFIED
5.4.5 Management of User Attributes (FMT_MTD.1)

5.4.5.1 The TSF shall restrict the ability to initialize and modify the user security attributes,
other than authentication data, to authorized administrators. FMT_MTD.1.1

Application Note: This component only applies to security attributes which are used to
maintain the TSP. Other user attributes may be specified in the ST, but control of those
attributes are not within the scope of the LSPP.

Rationale: This component supports the O.MANAGE objective by providing the
administrator with the means to manage who are authorized users and what attributes
are associated with each user.

5.4.6 Management of Authentication Data (FMT_MTD.1)

5.4.6.1 The TSF shall restrict the ability to initialize the authentication data to authorized
administrators. FMT_MTD.1.1

5.4.6.2 The TSF shall restrict the ability to modify the authentication data to the following:
FMT_MTD.1.1

a) authorized administrators; and

b) users authorized to modify their own authentication data

Application Note: User authentication data refers to information that users must provide to
authenticate themselves to the TSF. Examples include passwords, personal
identification numbers, and fingerprint profiles. User authentication data does not
include the users identity. The ST must specify the authentication mechanism that
makes use of the user authentication data to verify a user’s identity.

This component does not require that any user be authorized to modify their own
authentication information; it only states that it is permissible. It is not necessary that
requests to modify authentication data require reauthentication of the requester’s
identity at the time of the request.

Rationale: This component supports the O.AUTHORIZATION and O.MANAGE objectives
by ensuring integrity and confidentiality of authentication data.

5.4.7 Revocation of User Attributes (FMT_REV.1)

5.4.7.1 The TSF shall restrict the ability to revoke security attributes associated with the
users within the TSC to authorized administrators. FMT_REV.1.1

5.4.7.2 The TSF shall enforce the rules: FMT_REV.1.2

a) The immediate revocation of security-relevant authorizations; and

b) [assignment: list of other revocation rules concerning users].

Application Note: Many security-relevant authorizations could have serious consequences
if misused, so an immediate revocation method must exist, although it need not be the
usual method (e.g., The usual method may be editing the trusted users profile, but the
change doesn’t take effect until the user logs off and logs back on. The method for
immediate revocation might be to edit the trusted users profile and “force” the trusted
user to log off.). The immediate method must be specified in the ST and in
administrator guidance. In a distributed environment the developer must provide a
description of how the “immediate” aspect of this requirement is met.
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Rationale: This component supports the O.MANAGE objective by controlling access to
data and functions which are not generally available to all users.

5.4.8 Revocation of Object Attributes (FMT_REV.1)

5.4.8.1 The TSF shall restrict the ability to revoke security attributes associated with objects
within the TSC to users authorized to modify the security attributes by the Discretion-
ary Access Control or Mandatory Access Control policies. FMT_REV.1.1

5.4.8.2 The TSF shall enforce the rules: FMT_REV.

a) The access rights associated with an object shall be enforced when an access
check is made;

b) The rules of the Mandatory Access Control policy (5.2.6) are enforced on all
future operations; and

c) [assignment: list of other revocation rules concerning objects].

Application Note: The DAC policy may include immediate revocation (e.g., Multics
immediately revokes access to segments) or delayed revocation (e.g., most UNIX
systems do not revoke access to already opened files). The DAC access rights are
considered to have been revoked when all subsequent access control decisions by the
TSF use the new access control information. It is not required that every operation on
an object make an explicit access control decision as long as a previous access control
decision was made to permit that operation. It is sufficient that the developer clearly
documents in guidance documentation how revocation is enforced.

Rationale: This component supports the O.DISCRETIONARY_ACCESS objective by
providing that specified access control attributes are enforced at some fixed point in
time.

5.4.9 Security Management Roles (FMT_SMR.1)

5.4.9.1 The TSF shall maintain the roles: FMT_SMR.1.1

a) authorized administrator;

b) users authorized by the Discretionary Access Control Policy to modify object
security attributes;

c) users authorized by the Mandatory Access Control Policy to modify object
security attributes;

d) users authorized to modify their own authentication data; and

e) [assignment: other roles].

5.4.9.2 The TSF shall be able to associate users with roles. FMT_SMR.1.2

Application Note: A LSPP-conformant TOE only needs to support a single administrative
role, referred to as the authorized administrator. If a TOE implements multiple
independent roles, the ST should refine the use of the term authorized administrators
to specify which roles fulfill which requirements.

The LSPP specifies a number of functions which are required of or restricted to an
authorized administrator, but there may be additional functions which are specific to the
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TOE. This would include any additional function which would undermined the proper
operation of the TSF. Examples of functions include: ability to access certain system
resources like tape drives or vector processors, ability to manipulate the printer
queues, ability to run real-time programs, and the overriding of sensitivity labels on
printed output.

Rationale: This component supports the O.MANAGE objective.

5.5 Protection of the TOE Security Functions (FPT)

5.5.1 Abstract Machine Testing (FPT_AMT.1)

5.5.1.1 The TSF shall run a suite of tests [selection: during initial start-up, periodically during
normal operation, or at the request of an authorized administrator] to demonstrate
the correct operation of the security assumptions provided by the abstract machine
that underlies the TSF. FPT_AMT.1.1

Application Note: In general this component refers to the proper operation of the hardware
platform on which a TOE is running. The test suite needs to cover only aspects of the
hardware on which the TSF relies to implement required functions, including domain
separation. If a failure of some aspect of the hardware would not result in the TSF
compromising the functions it performs, then testing of that aspect is not required.

Rationale: This component supports the O.ENFORCEMENT objective by demonstrating
that the underlying mechanisms are working as expected.

5.5.2 Reference Mediation (FPT_RVM.1)

5.5.2.1 The TSF shall ensure that the TSP enforcement functions are invoked and succeed
before each function within the TSC is allowed to proceed. FPT_RVM.1.1

Application Note: This element does not imply that there must be a reference monitor.
Rather this requires that the TSF validates all actions between subjects and objects
that require policy enforcement.

Rationale: This component supports O.ENFORCEMENT objective by ensuring that the
TSP is not being bypassed.

5.5.3 Domain Separation (FPT_SEP.1)

5.5.3.1 The TSF shall maintain a security domain for its own execution that protects it from
interference and tampering by untrusted subjects. FPT_SEP.1.1

5.5.3.2 The TSF shall enforce separation between the security domains of subjects in the
TSC. FPT_SEP.1.2

Application Note: This component does not imply a particular implementation of a TOE.
The implementation needs to exhibit properties that the code and the data upon which
TSF relies are not alterable in ways that would compromise the TSF and that
observation of TSF data would not result in failure of the TSF to perform its job. This
could be done either by hardware mechanisms or hardware architecture. Possible
implementations include multi-state CPU’s which support multiple task spaces and
independent nodes within a distributed architecture.

The second element can also be met in a variety of ways also, including CPU support
for separate address spaces, separate hardware components, or entirely in software.
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The latter is likely in layered application such as a graphic user interface system which
maintains separate subjects.

Rationale: This component supports O.ENFORCEMENT objectives by ensuring that a TSF
exists within the TOE and that it can reliably carry out its functions.

5.5.4 Reliable Time Stamps (FPT_STM.1)

5.5.4.1 The TSF shall be able to provide reliable time stamps for its own use. FPT_STM.1.1

Application Note: The generation of audit records depends on having a correct date and
time. The ST needs to specify the degree of accuracy that must be maintained in order
to maintain useful information for audit records.

Rationale: This component supports the O.AUDITING objective by ensuring that
accountability information is accurate.
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6.0 Assurance Requirements
This chapter defines the assurance requirements for the TOE. Assurance requirement components
are Evaluation Assurance Level (EAL) 3, with no augmentation, from part 3 of the CC.

6.1 Configuration Management (ACM)

6.1.1 Authorization Controls (ACM_CAP.3)

6.1.1.1D The developer shall provide a reference for the TOE. ACM_CAP.3.1D

6.1.1.2D The developer shall use a CM system. ACM_CAP.3.2D

6.1.1.3D The developer shall provide CM documentation. ACM_CAP.3.3D

6.1.1.1C The reference for the TOE shall be unique to each version of the TOE. ACM_CAP.3.1C

6.1.1.2C The TOE shall be labelled with its reference. ACM_CAP.3.2C

6.1.1.3C The CM documentation shall include a configuration list and a CM plan. ACM_CAP.3.3C

6.1.1.4C The configuration list shall describe the configuration items that comprise the TOE.
ACM_CAP.3.4C

6.1.1.5C The CM documentation shall describe the method used to uniquely identify the
configuration items. ACM_CAP.3.5C

6.1.1.6C The CM system shall uniquely identify all configuration items. ACM_CAP.3.6C

6.1.1.7C The CM plan shall describe how the CM system is used. ACM_CAP.3.7C

6.1.1.8C The evidence shall demonstrate that the CM system is operating in accordance with
the CM plan. ACM_CAP.3.8C

6.1.1.9C The CM documentation shall provide evidence that all configuration items have been
and are being effectively maintained under the CM system. ACM_CAP.3.9C

6.1.1.10C The CM system shall provide measures such that only authorized changes are made
to the configuration items. ACM_CAP.3.10C

6.1.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ACM_CAP.3.1E

Application Note: This component provides for three things. First it requires that the TOE is
identifiable by a customer, using things such as version and part numbers, to ensure
that the proper thing has been installed. Second it requires that the pieces used to
produce the TOE are identified; the scope required is covered in 6.1.2. And third it
requires that the production of the TOE be done in a controlled manner.

6.1.2 Coverage (ACM_SCP.1)

6.1.2.1D The developer shall provide CM documentation. ACM_SCP.1.1D
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6.1.2.1C The CM documentation shall show that the CM system, as a minimum, tracks the
following: the TOE implementation representation, design documentation, test
documentation, user documentation, administrator documentation, and CM
documentation. ACM_SCP.1.1C

6.1.2.2C The CM documentation shall describe how configuration items are tracked by the CM
system. ACM_SCP.1.2C

6.1.2.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ACM_SCP.1.1E

6.2 Delivery and Operation (ADO)

6.2.1 Delivery Procedures (ADO_DEL.1)

6.2.1.1D The developer shall document procedures for delivery of the TOE or parts of it to the
user. ADO_DEL.1.1D

6.2.1.2D The developer shall use the delivery procedures. ADO_DEL.1.2D

6.2.1.1C The delivery documentation shall describe all procedures that are necessary to
maintain security when distributing versions of the TOE to a user’s site. ADO_DEL.1.1C

6.2.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ADO_DEL.1.1E

Application Note: The delivery procedures for a LSPP conformant TOE can vary greatly
and can range from a shrink wrapped box from a retail outlet to delivery by a field
engineer. As such, there may be opportunities for third parties to tamper with the TOE
delivery process. In these cases the developer should provide procedures or
mechanisms to mitigate the threat.

6.2.2 Installation, Generation, and Start-up Procedures (ADO_IGS.1)

6.2.2.1D The developer shall document procedures necessary for the secure installation,
generation, and start-up of the TOE. ADO_IGS.1.1D

6.2.2.1C The documentation shall describe the steps necessary for secure installation,
generation, and start-up of the TOE. ADO_IGS.1.1C

6.2.2.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ADO_IGS.1.1E

6.2.2.2E The evaluator shall determine that the installation, generation, and start-up
procedures result in a secure configuration. ADO_IGS.1.2E

Application Note: The required documentation depends on the way in which a TOE is
generated and installed. For example the generation of a TOE from source code may
be done at the development site, in which case the required documentation would be
considered part of the design documentation. On the other hand, if some part of the
TOE generation is done by the TOE administrator, it would be part of the administrative
guidance. Similar circumstances could also apply to both installation and start-up
procedures.
8 October 1999 44 Version 1.b

UNCLASSIFIED



Information Systems Security Organization Labeled Security Protection Profile

UNCLASSIFIED
6.3 Development (ADV)

6.3.1 Functional Specification (ADV_FSP.1)

6.3.1.1D The developer shall provide a functional specification. ADV_FSP.1.1D

6.3.1.1C The functional specification shall describe the TSF and its external interfaces using
an informal style. ADV_FSP.1.1C

6.3.1.2C The functional specification shall be internally consistent. ADV_FSP.1.2C

6.3.1.3C The functional specification shall describe the purpose and method of use of all
external TSF interfaces, providing details of effects, exceptions and error messages,
as appropriate. ADV_FSP.1.3C

6.3.1.4C The functional specification shall completely represent the TSF. ADV_FSP.1.4C

6.3.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ADV_FSP.1.1E

6.3.1.2E The evaluator shall determine that the functional specification is an accurate and
complete instantiation of the TOE security functional requirements. ADV_FSP.1.2E

Application Note: This components requires that the design documentation includes a
complete external description of the TSF. In particular it needs to address the
mechanisms which are used to meet the functional requirements of the LSPP. Other
areas need to be addressed to the degree that they affect the functional requirements.

6.3.2 High-Level Design (ADV_HLD.2)

6.3.2.1D The developer shall provide the high-level design of the TSF. ADV_HLD.2.1D

6.3.2.1C The presentation of the high-level design shall be informal. ADV_HLD.2.1C

6.3.2.2C The high-level design shall be internally consistent. ADV_HLD.2.2C

6.3.2.3C The high-level design shall describe the structure of the TSF in terms of subsystems.
ADV_HLD.2.3C

6.3.2.4C The high-level design shall describe the security functionality provided by each
subsystem of the TSF. ADV_HLD.2.4C

6.3.2.5C The high-level design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation of the functions provided by the
supporting protection mechanisms implemented in that hardware, firmware, or
software. ADV_HLD.2.5C

6.3.2.6C The high-level design shall identify all interfaces to the subsystems of the TSF.
ADV_HLD.2.6C

6.3.2.7C The high-level design shall identify which of the interfaces to the subsystems of the
TSF are externally visible. ADV_HLD.2.7C

6.3.2.8C The high-level design shall describe the purpose and method of use of all interfaces
to the subsystems of the TSF, providing details of effects, exceptions and error
messages, as appropriate. ADV_HLD.2.8C
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6.3.2.9C The high-level design shall describe the separation of the TSF into TSP-enforcing
and other subsystems. ADV_HLD.2.9C

6.3.2.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ADV_HLD.2.1E

6.3.2.2E The evaluator shall determine that the high-level design is an accurate and complete
instantiation of the TOE security functional requirements. ADV_HLD.2.2E

Application Note: This component requires that the design documentation include a
breakdown of the TSF at a very coarse grain. Both the developer and evaluator need
to carefully choose how a “subsystem” is defined for a particular TOE. There must be
a balance between subsystems being too large that it is difficult to understand the
functions of any single subsystem and subsystems that are so small that how they fit
into the system as a whole is difficult to understand. If different pieces of the TSF are
developed or maintained by different groups of developers, that can aid in making
those choices.

Furthermore, it must be noted that the presentation need only be informal. This means
that the interfaces between subsystems need to be presented in general terms of how
they interact, not to the level of presenting a programming interface specification
between them.

6.3.3 Correspondence Demonstration (ADV_RCR.1)

6.3.3.1D The developer shall provide an analysis of correspondence between all adjacent
pairs of TSF representations that are provided. ADV_RCR.1.1D

6.3.3.1C For each adjacent pair of provided TSF representations, the analysis shall
demonstrate that all relevant security functionality of the more abstract TSF
representation is correctly and completely refined in the less abstract TSF
representation. ADV_RCR.1.1C

6.3.3.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ADV_RCR.1.1E

Application Note: For the LSPP, this ensures that the functional specification and high-level
design are consistent with each other.

6.3.4 Security Policy Modeling (ADV_SPM.1)

6.3.4.1D The developer shall provide a TSP model. ADV_FSP.1.1D

6.3.4.2D The developer shall demonstrate correspondence between the functional
specification and the TSP model. ADV_SPM.1.2D

6.3.4.1C The TSP model shall be informal. ADV_SPM.1.1C

6.3.4.2C The TSP model shall describe the rules and characteristics of all policies of the TSP
that can be modeled. ADV_SPM.1.2C

6.3.4.3C The TSP model shall include a rationale that demonstrates that it is consistent and
complete with respect to all of the TSP that can be modeled. ADV_SPM.1.3C

6.3.4.4C The demonstration of the correspondence between the TSP model and the
functional specification shall show that all the security functions in the functional
specification are consistent and complete with respect to the TSP model. ADV_SPM.1.4C
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6.3.4.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ADV_SPM.1.1E

6.4 Guidance Documents (AGD)

6.4.1 Administrator Guidance (AGD_ADM.1)

6.4.1.1D The developer shall provide administrator guidance addressed to system
administrative personnel. AGD_ADM.1.1D

6.4.1.1C The administrator guidance shall describe the administrative functions and interfaces
available to the administrator of the TOE. AGD_ADM.1.1C

6.4.1.2C The administrator guidance shall describe how to administer the TOE in a secure
manner. AGD_ADM.1.2C

6.4.1.3C The administrator guidance shall contain warnings about functions and privileges
that should be controlled in a secure processing environment. AGD_ADM.1.3C

6.4.1.4C The administrator guidance shall describe all assumptions regarding user behavior
that are relevant to secure operation of the TOE. AGD_ADM.1.4C

6.4.1.5C The administrator guidance shall describe all security parameters under the control
of the administrator, indicating secure values as appropriate. AGD_ADM.1.5C

6.4.1.6C The administrator guidance shall describe each type of security-relevant event
relative to the administrative functions that need to be performed, including changing
the security characteristics of entities under the control of the TSF. AGD_ADM.1.6C

6.4.1.7C The administrator guidance shall be consistent with all other documents supplied for
evaluation. AGD_ADM.1.7C

6.4.1.8C The administrator guidance shall describe all security requirements on the IT
environment that are relevant to the administrator. AGD_ADM.1.8C

6.4.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. AGD_ADM.1.1E

Application Note: The content required by this component is quite comprehensive and
broadly stated; in particular the content needs to address any of the mechanisms and
functions provided to an administrator to meet the functional requirements of the LSPP.
It should also contain warnings about actions that may typically be done by
administrators which should not be done on this specific TOE. This may include
activating certain features or installing certain software which would compromise the
TSF.

6.4.2 User Guidance (AGD_USR.1)

6.4.2.1D The developer shall provide user guidance. AGD_USR.1.1D

6.4.2.1C The user guidance shall describe the functions and interfaces available to the non-
administrative users of the TOE. AGD_USR.1.1C

6.4.2.2C The user guidance shall describe the use of user-accessible security functions
provided by the TOE. AGD_USR.1.2C
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6.4.2.3C The user guidance shall contain warnings about user-accessible functions and
privileges that should be controlled in a secure processing environment. AGD_USR.1.3C

6.4.2.4C The user guidance shall clearly present all user responsibilities necessary for secure
operation of the TOE, including those related to assumptions regarding user
behavior found in the statement of TOE security environment. AGD_USR.1.4C

6.4.2.5C The user guidance shall be consistent with all other documentation supplied for
evaluation. AGD_USR.1.5C

6.4.2.6C The user guidance shall describe all security requirements on the IT environment
that are relevant to the user. AGD_USR.1.6C

6.4.2.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. AGD_USR.1.1E

Application Note: The content required by this component is quite comprehensive and
broadly stated; in particular the content needs to address any of the mechanisms and
functions provided to a user to meet the functional requirements of the LSPP. It should
also contain warnings about certain actions that may typically be done by users which
should not be done on this specific TOE.

6.5 Life Cycle Support (ALC)

6.5.1 Identification of Security Measures (ALC_DVS.1)

6.5.1.1D The developer shall produce development security documentation. ALC_DVS.1.1D

6.5.1.1C The development security documentation shall describe all the physical, procedural,
personnel, and other security measures that are necessary to protect the
confidentiality and integrity of the TOE design and implementation in its development
environment. ALC_DVS.1.1C

6.5.1.2C The development security documentation shall provide evidence that these security
measures are followed during the development and maintenance of the TOE.
ALC_DVS.1.2C

6.5.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ALC_DVS.1.1E

6.5.1.2E The evaluator shall confirm that the security measures are being applied. ALC_DVS.1.2E

Application Note: For the LSPP, this is really an extension of the configuration management
system requirements to reduce the chance that the TSF is subverted by outsiders
during development.

6.6 Security Testing (ATE)

6.6.1 Coverage (ATE_COV.2)

6.6.1.1D The developer shall provide an analysis of the test coverage. ATE_COV.2.1D

6.6.1.1C The analysis of the test coverage shall demonstrate the correspondence between
the tests identified in the test documentation and the TSF as described in the
functional specification. ATE_COV.2.1C
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6.6.1.2C The analysis of the test coverage shall demonstrate that the correspondence
between the TSF as described in the functional specification and the tests identified
in the test documentation is complete. ATR_COV.2.2C

6.6.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ATE_COV.2.1E

6.6.2 Depth (ATE_DPT.1)

6.6.2.1D The developer shall provide the analysis of the depth of testing. ATE_DPT.1.1D

6.6.2.1C The depth analysis shall demonstrate that the tests identified in the test
documentation are sufficient to demonstrate that the TSF operates in accordance
with its high-level design. ATE_DPT.1.1C

6.6.2.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ATE_DPT.1.1E

Application Note: While the high-level design is to be used as the basis for testing, it is not
required that internal interfaces between subsystems be tested.

6.6.3 Functional Testing (ATE_FUN.1)

6.6.3.1D The developer shall test the TSF and document the results. ATE_FUN.1.1D

6.6.3.2D The developer shall provide test documentation. ATE_FUN.1.2D

6.6.3.1C The test documentation shall consist of test plans, test procedure descriptions,
expected test results and actual test results. ATE_FUN.1.1C

6.6.3.2C The test plans shall identify the security functions to be tested and describe the goal
of the tests to be performed. ATE_FUN.1.2C

6.6.3.3C The test procedure descriptions shall identify the tests to be performed and describe
the scenarios for testing each security function. These scenarios shall include any
ordering dependencies on the results of other tests. ATE_FUN.1.3C

6.6.3.4C The expected test results shall show the anticipated outputs from a successful
execution of the tests. ATE_FUN.1.4C

6.6.3.5C The test results from the developer execution of the tests shall demonstrate that each
tested security function behaved as specified. ATE_FUN.1.5C

6.6.3.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ATE_FUN.1.1E

6.6.4 Independent Testing (ATE_IND.2)

6.6.4.1D The developer shall provide the TOE for testing. ATE_IND.2.1D

6.6.4.1C The TOE shall be suitable for testing. ATE_IND.2.1C

6.6.4.2C The developer shall provide an equivalent set of resources to those that were used in
the developer’s functional testing of the TSF. ATE_IND.2.2C
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6.6.4.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. ATE_IND.2.1.E

6.6.4.2E The evaluator shall test a subset of the TSF as appropriate to confirm that the TOE
operates as specified. ATE_IND.2.2E

6.6.4.3E The evaluator shall execute a sample of tests in the test documentation to verify the
developer test results. ATE_IND.2.3E

Application Note: The choice of the subset tested and sample of tests executed by the
evaluator is entirely at the discretion of the evaluator.

6.7 Vulnerability Assessment (AVA)

6.7.1 Examination of Guidance (AVA_MSU.1)

6.7.1.1D The developer shall provide guidance documentation. AVA_MSU.1.1D

6.7.1.1C The guidance documentation shall identify all possible modes of operation of the
TOE (including operation following failure or operational error), their consequences
and implications for maintaining secure operation. AVA_MSU.1.1C

6.7.1.2C The guidance documentation shall be complete, clear, consistent and reasonable.
AVA_MSU.1.2C

6.7.1.3C The guidance documentation shall list all assumptions about the intended
environment. AVA_MSU.1.3C

6.7.1.4C The guidance documentation shall list all requirements for external security
measures (including external procedural, physical and personnel controls). AVA_MSU.1.4C

6.7.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. AVA_MSU.1.1E

6.7.1.2E The evaluator shall repeat all configuration and installation procedures to confirm
that the TOE can be configured and used securely using only the supplied guidance
documentation. AVA_MSU.1.2E

6.7.1.3E The evaluator shall determine that the use of the guidance documentation allows all
insecure states to be detected. AVA_MSU.1.3E

Application Note: This requirement is can be approached as testing by the evaluator to
ensure that the guidance documents are correct. The content elements primarily
reinforce the guidance requirements themselves.

6.7.2 Strength of TOE Security Function Evaluation (AVA_SOF.1)

6.7.2.1D The developer shall perform a strength of TOE security function analysis for each
mechanism identified in the ST as having a strength of TOE security function claim.
AVA_SOF.1.1D

6.7.2.1C For each mechanism with a strength of TOE security function claim the strength of
TOE security function analysis shall show that it meets or exceeds the minimum
strength level defined in the PP/ST. AVA_SOF.1.1C
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6.7.2.2C For each mechanism with a specific strength of TOE security function claim the
strength of TOE security function analysis shall show that it meets or exceeds the
specific strength of function metric defined in the PP/ST. AVA_SOF.1.2C

6.7.2.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. AVA_SOF.1.1E

6.7.2.2E The evaluator shall confirm that the strength claims are correct. AVA_SOF.1.2E

Application Note: For the LSPP, the requirement applies to the authentication mechanism
which is used as described in 5.3.2.

6.7.3 Developer Vulnerability Analysis (AVA_VLA.1)

6.7.3.1D The developer shall perform and document an analysis of the TOE deliverables
searching for obvious ways in which a user can violate the TSP. AVA_VLA.1.1D

6.7.3.2D The developer shall document the disposition of obvious vulnerabilities. AVA_VLA.1.2D

6.7.3.1C The documentation shall show, for all identified vulnerabilities, that the vulnerability
cannot be exploited in the intended environment for the TOE. AVA_VLA.1.1C

6.7.3.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence. AVA_VLA.1.1E

6.7.3.2E The evaluator shall conduct penetration testing, building on the developer
vulnerability analysis, to ensure obvious vulnerabilities have been addressed.

AVA_VLA.1.2E

Application Note: The evaluator should consider the following with respect to the search for
obvious flaws:

a) Dependencies among functional components and potential inconsistencies in
strength of function among interdependent functions;

b) Potential inconsistencies between the TSP and the functional specification;

c) Potential gaps or inconsistencies in the HLD, and potentially invalid assumptions
about supporting hardware, firmware, and/or software required by the TSF;

d) Potential gaps in the administrator guidance that enable the administrator to fail (a)
to make effective use of TSF functions, (b) to understand or take actions that need
to be performed, (c) to avoid unintended interactions among security functions, and
(d) to install and/or configure the TOE correctly. In particular, failure to describe all
the security parameters under the administrator’s control and the effects of settings
of (interacting combinations of) those parameters;

e) Potential gaps in the user guidance that enable the user to fail to control functions
and privileges as required to maintain a secure processing environment. Potential
presence in the user guidance of information that facilitates exploitation of
vulnerabilities;

f) Open literature (e.g., CERT advisories, bug-traq mailing list) which may contain
information on vulnerabilities on the TSF should be consulted.
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7.0 Rationale
This chapter provides the rationale for the selection, creation, and use of the security policies, objec-
tives, and components. Section 7.1 provides the rationale for the existence of the security objectives
based upon the stated security policies while Section 7.2 provides the lower-level rationale for the
existence of functional and assurance components based upon the stated security objectives. Section
7.2 provides an analysis that maps given security objectives to components as well as mapping given
components to security objectives. In providing a mapping in both directions for the components and
objectives, assurance is gained that the objectives were entirely met. This is further detailed in Section
7.2.

In addition to providing a complete rationale, chapters 5 and 6 also provide the necessary application
notes needed to understand how a TOE must meet the stated security objectives. These application
notes provide additional information about a particular family/component/element that a developer or
evaluator may need in order to fully understand how the component is to be applied.

7.1 Security Objectives Rationale

This section provides a rationale for the existence of each threat, policy statement, security objective,
and component that comprise the protection profile.

7.1.1 Complete Coverage - Threats

The TOE security objectives have been derived exclusively from statements of organizational security
policy, and therefore, there are no explicitly defined threats countered by this profile.

7.1.2 Complete Coverage - Policy

This section provides evidence demonstrating coverage of the Organizational Security Policy by both
the IT and Non-IT security objectives. The following table shows this objective to policy mapping, and
the table is followed by a discussion of the coverage for each Security Policy.

The following discussion provides detailed evidence of coverage for each statement of organizational
security policy:

P.AUTHORIZED_USERS

Only those users who have been authorized to access the information within the system may access
the system.

Organizational Security Policy Security Objectives

P.AUTHORIZED_USERS O.AUTHORIZATION
O.MANAGE
O.ENFORCEMENT

P.NEED_TO_KNOW O.DISCRETIONARY_ACCESS
O.RESIDUAL_INFORMATION
O.MANAGE
O.ENFORCEMENT

P.ACCOUNTABILITY O.AUDITING
O.MANAGE
O.ENFORCEMENT

P.CLASSIFICATION O.MANDATORY_ACCESS
O.RESIDUAL_INFORMATION
O.MANAGE
O.ENFORCEMENT
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This policy is implemented by the O.AUTHORIZATION objective. The O.MANAGE supports this policy
by requiring authorized administrators to be able to manage the functions and O.ENFORCEMENT
ensures that functions are invoked and operate correctly.

P.NEED_TO_KNOW

The system must limit the access to, modification of, and destruction of the information in protected
resources to those authorized users which have a “need to know” for that information.

This policy is implemented by the O.DISCRETIONARY_ACCESS objective. The
O.RESIDUAL_INFORMATION objective ensures that information will not given to users which do not
have a need to know, when resources are reused. The O.MANAGE supports this policy by requiring
authorized administrator be able to manage the functions and O.ENFORCEMENT ensures that func-
tions are invoked and operate correctly.

P.ACCOUNTABILITY

The users of the system shall be held accountable for their actions within the system.

This policy is implemented by the O.AUDITING objective by requiring that actions are recorded in an
audit trail. The O.MANAGE supports this policy by requiring authorized administrator be able to man-
age the functions and O.ENFORCEMENT ensures that functions are invoked and operate correctly.

7.1.3 Complete Coverage - Environmental Assumptions

This section provides evidence demonstrating coverage of the Non-IT security objectives by the envi-
ronmental assumptions. The following table shows this assumption to objective mapping.

P.CLASSIFICATION

The system must limit the access to information based on sensitivity, as represented by a label, of the
information contained in objects, and the formal clearance of users, as represented by subjects, to
access that information. The access rules enforced prevent a subject from accessing information
which is of higher sensitivity than it is operating at and prevent a subject from causing information from
being downgraded to a lower sensitivity.

This policy is implemented by the O.MANDATORY_ACCESS objective. The
O.RESIDUAL_INFORMATION objective ensures that information will not given to users which do not
have a cleared access, when resources are reused. The O.MANAGE supports this policy by requiring
authorized administrator be able to manage the functions and O.ENFORCEMENT ensures that func-
tions are invoked and operate correctly.

Non IT Security Objectives Environmental Assumptions

O.INSTALL A.MANAGE
A.NO_EVIL_ADM
A.PEER

O.PHYSICAL A.LOCATE
A.PROTECT
A.CONNECT

O.CREDEN A.COOP

P.CLASSIFICATION O.MANDATORY_ACCESS
O.RESIDUAL_INFORMATION
O.MANAGE
O.ENFORCEMENT
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7.2 Security Requirements Rationale

This section provides evidence supporting the combined internal consistency and completeness of the
functional components that comprise the LSPP.

7.2.1 Internal Consistency of Requirements

This section describes the mutual support and internal consistency of the components selected for this
profile. These properties are discussed for both functional and assurance components.

The functional components were selected from pre-defined CC components. The use of component
refinement was accomplished in accordance with CC guidelines. An additional component was
included to clarify the relationship of objects and security attributes.

Assignment, selection, and refinement operations were carried out among components using consis-
tent computer security terminology. This helps to avoid the ambiguity associated with interpretations of
meanings of terms between related components.

Multiple instantiation of identical or hierarchically-related components was used to clearly state the
required functionality that must exist in a TOE conformant with this profile.

7.2.2 Complete Coverage - Objectives

This section demonstrates that the functional components selected for this profile provide complete
coverage of the defined security objectives. The mapping of components to security objectives is
depicted in the following table.

Security Objective Functional Component

O.AUTHORIZATION 5.3.1 User Attribute Definition (FIA_ATD.1)
5.3.2 Strength of Authentication Data (FIA_SOS.1)
5.3.3 Authentication (FIA_UAU.1)
5.3.4 Protected Authentication Feedback (FIA_UAU.7)
5.3.5 Identification (FIA_UID.1)
5.4.6 Management of Authentication Data (FMT_MTD.1)

O.DISCRETIONARY_ACCESS 5.2.1 Discretionary Access Control Policy (FDP_ACC.1)
5.2.2 Discretionary Access Control Functions (FDP_ACF.1)
5.3.1 User Attribute Definition (FIA_ATD.1)
5.3.6 User-Subject Binding (FIA_USB.1)
5.4.1 Management of Object Security Attributes (FMT_MSA.1)
5.4.2 Static Attribute Initialization (FMT_MSA.3)
5.4.8 Revocation of Object Attributes (FMT_REV.1)

O.MANDATORY_ACCESS 5.2.3 Export of Unlabeled User Data (FDP_ETC.1)
5.2.4 Export of Labeled User Data (FDP_ETC.2)
5.2.5 Mandatory Access Control Policy (FDP_IFC.1)
5.2.6 Mandatory Access Control Functions (FDP_IFF.2)
5.2.7 Import of Unlabeled User Data (FDP_ITC.1)
5.2.8 Import of Labeled User Data (FDP_ITC.2)
5.3.6 User-Subject Binding (FIA_USB.1)
5.4.1 Management of Object Security Attributes (FMT_MSA.1)
5.4.2 Static Attribute Initialization (FMT_MSA.3)
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The following discussion provides detailed evidence of coverage for each security objective:

O.AUTHORIZATION

The TSF must ensure that only authorized users gain access to the TOE and its resources.

Users authorized to access the TOE are defined using an identification and authentication process
[5.3.5, 5.3.3]. To ensure authorized access to the TOE, authentication data is protected [5.3.1, 5.3.4,
5.4.6]. The strength of the authentication mechanism must be sufficient to ensure unauthorized users
to easily pose as authorized users [5.3.2].

O.DISCRETIONARY_ACCESS

The TSF must control accessed to resources based on identity of users. The TSF must allow autho-
rized users to specify which resources may be accessed by which users.

Discretionary access control must have a defined scope of control [5.2.1]. The rules of the DAC policy
must be defined [5.2.2]. The security attributes of objects used to enforce the DAC policy must be
defined. The security attributes of subjects used to enforce the DAC policy must be defined [5.3.1,
5.3.6]. Authorized users must be able to control who has access to objects [5.4.1] and be able to
revoke that access [5.4.8]. Protection of named objects must be continuous, starting from object cre-
ation [5.4.2].

O.AUDITING 5.1.1 Audit Data Generation (FAU_GEN.1)
5.1.2 User Identity Association (FAU_GEN.2)
5.1.3 Audit Review (FAU_SAR.1)
5.1.4 Restricted Audit Review (FAU_SAR.2)
5.1.5 Selectable Audit Review (FAU_SAR.3)
5.1.6 Selective Audit (FAU_SEL.1)
5.1.7 Guarantees of Audit Data Availability (FAU_STG.1)
5.1.8 Action in Case of Possible Audit Data Loss (FAU_STG.3)
5.1.9 Prevention of Audit Data Loss (FAU_STG.4)
5.3.6 User-Subject Binding (FIA_USB.1)
5.4.3 Management of the Audit Trail (FMT_MTD.1)
5.4.4 Management of Audited Events (FMT_MTD.1)
5.5.4 Reliable Time Stamps (FPT_STM.1)

O.RESIDUAL_INFORMATION 5.2.9 Object Residual Information Protection (FDP_RIP.2)
5.2.10 Subject Residual Information Protection (Note 1)

O.MANAGE 5.1.3 Audit Review (FAU_SAR.1)
5.1.5 Selectable Audit Review (FAU_SAR.3)
5.1.6 Selective Audit (FAU_SEL.1)
5.1.8 Action in Case of Possible Audit Data Loss (FAU_STG.3)
5.1.9 Prevention of Audit Data Loss (FAU_STG.4)
5.4.3 Management of the Audit Trail (FMT_MTD.1)
5.4.4 Management of Audited Events (FMT_MTD.1)
5.4.5 Management of User Attributes (FMT_MTD.1)
5.4.6 Management of Authentication Data (FMT_MTD.1)
5.4.7 Revocation of User Attributes (FMT_REV.1)
5.4.9 Security Management Roles (FMT_SMR.1)

O.ENFORCEMENT 5.5.1 Abstract Machine Testing (FPT_AMT.1)
5.5.2 Reference Mediation (FPT_RVM.1)
5.5.3 Domain Separation (FPT_SEP.1)

Security Objective Functional Component
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O.MANDATORY_ACCESS

The TSF must control access to resources based upon the sensitivity and categories of the information
being accessed and the clearance of the subject attempting to access that information.

Mandatory access control attributes and rules must be defined [5.2.6] and must have a defined scope
of control [5.2.5]. The rules for importing unlabeled data [5.2.7] and labeled data [5.2.8] must be cov-
ered, as must the exporting of unlabeled data [5.2.3] and labeled data [5.2.4]. Finally, if the MAC policy
is to be correctly enforced, it is required that correct and sufficient static attributes be associated with
each object [5.4.2, 5.4.1], and that the binding between processes and the attributes of the user on
whose behalf they operate be correct and unforgable [5.3.6].

O.AUDITING

The TSF must record the security relevant actions of users of the TOE. The TSF must present this
information to authorized administrators.

Security-relevant actions must be defined, auditable [5.1.1], and capable of being associated with indi-
vidual users [5.1.2, 5.3.6]. The audit trail must be protected so that only authorized users may access
it [5.1.4]. The TSF must provide the capability to audit the actions of an individual user [5.1.5, 5.1.6,
5.3.6]. The audit trail must be complete [5.1.7, 5.1.9]. The time stamp associated must be reliable
[5.5.4]. An authorized administrator must be able to review [5.1.3] and manage [5.1.8, 5.4.4, 5.4.4] the
audit trail.

O.RESIDUAL_INFORMATION

The TSF must ensure that any information contained in a protected resource is not released when the
resource is recycled.

Residual information associated with defined objects in the TOE must be purged prior to the reuse of
the object containing the residual information [5.2.9].

O.MANAGE

The TSF must provide all the functions and facilities necessary to support the authorized administra-
tors that are responsible for the management of TOE security.

The TSF must provide for an authorized administrator to manage the TOE [5.4.9]. The administrator
must be able to administer user accounts [5.4.5, 5.4.6, 5.4.7]. The administrator must be able to review
manage the audit trail [5.1.3, 5.1.5, 5.1.6, 5.1.8, 5.1.9, 5.4.3, 5.4.4].

O.ENFORCEMENT

The TSF must be designed and implemented in a manner which ensures that the organizational poli-
cies are enforced in the target environment.

The TSF must make and enforce the decisions of the TSP [5.5.2]. It must be protected from interfer-
ence that would prevent it from performing its functions [5.5.3]. Additionally, the TOE must provide the
capability to demonstrate correct operation of the TSF’s underlying abstract machine [5.5.1]. The cor-
rectness of this objective is further met through the assurance requirements defined in this PP.

This objective provides global support to other security objectives for the TOE by protecting the parts
of the TOE which implement policies and ensures that policies are enforced.

7.3 Dependencies

The following table shows the dependencies which exist. A box with an X in it indicates a dependency
which has been satisfied. A box with an O in it indicates an optional dependency where one of the
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options has been satisfied.

Section CC Identifier
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5.1.1 FAU_GEN.1 X

5.1.2 FAU_GEN.2 X X

5.1.3 FAU_SAR.1 X

5.1.4 FAU_SAR.2 X

5.1.5 FAU_SAR.3 X

5.1.6 FAU_SEL.1 X X

5.1.7 FAU_STG.1 X

5.1.8 FAU_STG.3 X

5.1.9 FAU_STG.4 X

5.2.1 FAU_ACC.1 X

5.2.2 FAU_ACF.1 X

5.2.9 FDP_RIP.2

5.2.10 Note 1

5.3.1 FIA_ATD.1

5.3.2 FIA_SOS.1

5.3.3 FIA_UAU.1 X

5.3.4 FIA_UAU.7 X

5.3.5 FIA_UID.1

5.3.6 FIA_USB.1 X

5.4.1 FMT_MSA.1 O O X

5.4.2 FMT_MSA.3 X X

5.4.3 FMT_MTD.1 X

5.4.4 FMT_MTD.1 X

5.4.5 FMT_MTD.1 X

5.4.6 FMT_MTF.1 X

5.4.7 FMT_REV.1 X

5.4.8 FMT_REV.1 X
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7.4  Rationale for Assurance Rating

This protection profile has been developed for a generalized environment with a moderate level of risk
to the assets. It is intended that products used in these environments will be generally  available, with-
out modification to meet the security needs of the environment. As such it was determined the Evalua-
tion Assurance Level 3 was the most appropriate.

7.5 Rational for SOF Rating

The strength of function rating of SOF-medium is consistent with the SFR FIA_SOS.1 by providing a
‘one off’ probability of guessing the password in 1,000,000. This SFR is in turn consistent with the
security objectives described in section 7.2.

5.4.9 FMT_SMR.1 X

5.5.1 FPT_AMT.1

5.5.2 FPT_RVM.1

5.5.3 FPT_SEP.1

5.5.4 FPT_STM.1
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8.0 Notes on Deviations
This section contains notes on places where this protection profile deviated from version 2 of the Com-
mon Criteria. Each of these notes has been submitted as Common Criteria Request for Interpretations
(CCRI) for inclusion in future versions of the Common Criteria.

Note 1 The CC’s FDP_RIP components only specify resources being allocated to
objects and does not address resources used directly by subjects, such as
memory or registers. This explicit requirement was added to ensure coverage
of these resources. The words are identical to FDP_RIP.2 except “subject”
replaces “object”.

Note 2 The CC’s FIA_USB component used the term “appropriate security attributes”,
which is really too vague. The word “appropriate” was replaced with the word
“following” and an assignment list was added. This allows the PP/ST to specify
what attributes are needed to enforce the TSP. In addition, elements were
added to cover any rules that were required to be enforced on attribute binding
or changes.

Note 3 The word “take” was removed from FAU_STG.3 in order to make a grammati-
cally correct sentence.

Note 4 The format of using sub-elements which appeared in the CC’s FAU_GEN.1
was difficult to represent all the information in a clear fashion. The sub-ele-
ments were replaced by the use of a table, as the wording of the element
adjusted to refer to the table, rather than the sub-elements.

Note 5 The CC’s FAU_STG.4 did not provide a selection which only required that this
capability be available. The words “be able to” were added in order to allow the
option to make this a configurable feature.

Note 6 The CC’s FDP_ETC.1 is missing an element for assigning export control rules.
There is such an element for all related components: FDP_ETC.2.4,
FDP_ITC.1.3, and FDP_ITC.2.5.
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