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Foreword

This is a supporting document, intended to complement the Common Criteria version 2 and 3 and the associated Common Evaluation Methodology for Information Technology Security Evaluation and should be used in conjunction with the supporting document on Composite product evaluation for Smartcards and similar devices.

Supporting documents may be “Guidance Documents”, that highlight specific approaches and application of the standard to areas where no mutual recognition of its application is required, and as such, are not of normative nature, or “Mandatory Technical Documents”, whose application is mandatory for evaluations whose scope is covered by that of  the supporting document. The usage of the latter class is not only mandatory, but certificates issued as a result of their application are recognized under the CCRA.

Technical Editor: NLNCSA
Document History:
V1.0, September 2007 : Initial release.
General purpose: 

The security properties of both hardware and software products can be certified in accordance with CC. To have a common understanding and to ensure that CC is used for hardware integrated circuits in a manner consistent with today’s state of the art hardware evaluations, the following chapters provide guidance on the individual aspects of the CC assurance work packages in addition to the Common Evaluation Methodology [CEM].

Field of special use: Smart cards and similar devices
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2 Introduction

2.1 Objective of the document

The standard Evaluation Technical Report [ETR] contains proprietary information that cannot be made public. This document compiled from the [ETR] in order to provide sufficient information for composite evaluation with the certified TOE <Name product>. It contains information from the TOE evaluation needed for composite evaluation and should enable the reader to understand the threats and the effectiveness of countermeasures. This document was written according to the referenced document [COMP].

The targeted audience are ITSEF that conduct composite evaluation based on <Name product>.

2.2 Product identification

The evaluated revision of the product is : <Name product>. 

<Add any useful detail to the product main reference, in order to provide all necessary information to identify clearly the product during the composite evaluation: 

· Identification of the hardware part;

· Identification of all software libraries included
· Identification of possible software platform included>.

These references are provided with the following rules: 

<Describe the manufacturer rules to understand the references given: commercial reference, technical reference: possible software platform reference, software libraries references, hardware part references (reference of each mask set, identification of the production site…), identification of the complete configuration list [CONF] etc…>.

The way to check the revision of the product is described in chapter 4.3.

The list of guidance to use with the product in its certified configuration is given in Annex 1 ([AGD-X]). 

2.3 Evaluation results and certification summary

The content given in this report is a result of the product <Name product> evaluation as specified in the <Name product> security target [ST]. 

<Add possible comments and history about re-evaluation and referenced of the previous certified product, previous ETR and task re-use>

The evaluation tasks have been performed in compliance to Common Criteria [CC] and its methodology [CEM] at level EAL4/5 augmented. The following table details the selected EAL4/5 augmentations:

< According to the CC version used ,add  one of the following  tables >

	Assurance component

	EAL4
	Methodically designed, tested, and reviewed

	EAL5
	Semi formally designed and tested

	+ ADV_IMP.2 
	Implementation of the TSF

	+AD_FSP.3 
	Semiformal functional specification

	+ ALC_DVS.2
	Sufficiency of security measures

	+ALC_FLR.3
	Systematic flaw remediation 

	+AVA_CCA.1
	Covert Channel Analysis

	+AVA_MSU.3
	Analysis and testing for insecure state

	+ AVA_VLA .4
	Highly resistant 


Table 1 – Assurance component for CC V2.3 evaluation 

	Assurance component

	EAL4
	Methodically designed, tested, and reviewed

	EAL5
	Semi formally designed and tested

	+ ALC_DVS.2
	Sufficiency of security measures

	+ AVA_VAN.5
	 Advanced methodical vulnerability Analysis 


Table 2 - Assurance component for CC V3.1 evaluation
<For the assurance components higher than EAL4 level, the evaluators have used <proprietary methods  validated by the evaluation authorities >>.

The evaluation has been performed also with the help of the following Common Criteria supporting document: 

· “The Application of CC to Integrated Circuits” (cf. [CC IC]),

· “Application of attack potential to smart-cards” (cf. [CC AP]),

· <other evaluation authority specific document>.

The product was certified by the <identification of the certification body> under the reference “<reference of the certification report>” (cf. [CERTIF]), on the <date of certification>.

The product shall be used with its guidance identified in Annex 1 under the reference [AGD-X]. 

The delivery procedures of the Platform Developer identified under the reference [DEL] and detailed in chapter 5 shall be followed by the Application Developer.

2.4 Contact

2.4.1 Evaluator 

<Possible introduction to the evaluator, with reference to the accreditation and/or licensing number from the scheme>

2.4.2 Sponsor and developer

<Possible introduction to the sponsor and developer, with address and contact for product and certification information>

2.4.3 Certification BodyCertification Body 

<Possible introduction to Certification Body, with address and contact for certification information>

3 Platform Design

3.1 General conception

The product is a <single chip micro-controller unit / microcontroller with software platform> designed by Developer and built in 0.XXµm <detail on the type of technology can be provided>.

The main features of the product are described in the following picture:

<EXAMPLE>


Figure 1 – Secure microcontroller

The product is build with

· A Hardware part:

An X-bit processing unit;

Memories: EEPROM (<techno and size, possible integrated mechanism>, for program and data storage), ROM (<size for user>, <size for dedicated software: Autotest, cryptographic libraries,…>) and RAM (<techno and size, possible integrated mechanism>);

Security Modules: Memory Access Control Logic, clock generator, security administrator, power management, memories integrity control ;

Functional Modules: 8-bits timers, I/O management in contact mode (ISO 7816) and contactless mode (ISO 14443), True Random Number Generators, DES and RSA co-processing units….

…..

· A dedicated software embedded in ROM which comprises: 

Microcontroller test capabilities;

System and Hardware/Software interface management capabilities;

ISO 14443 interface management capabilities;

Cryptographic libraries: T-DES, AES and RSA, SHA2,….

….

The smartcard embedded software is not part of the evaluation.

</EXAMPLE>

3.2 Description of TOE structure

<This part is dependant on the developer approach to describe HLD level. This chapter shall contain a list of the product subsystem as required in the [COMP] document>.

<EXAMPLE>

	Subsystem
	Security mechanism
	Rely on :
	Description, remarks

	SS14
	SPA/DPA counter-measures
	Feature
	Clock generation, with countermeasures like jitter, cycle stealing. These mechanisms have to be activated by the embedded software

	…
	
	
	

	M.15
	Hardware DES/TDES
	Design
	Hardware DES co-processor. Cannot be changed because completely part of the glue logic

	…
	
	
	


Table 3 – Architectural design

Legend:

· Subsystem: reference to the HLD/TDS subsystem, or security mechanism,

· Security mechanism: title of the security mechanism [can be merged with the previous column],

· Rely on: to be selected among “technology, feature, design, or software library”,

· Description, remarks: description of the security mechanism, and the protection provided to counter threat or part of threat.

</EXAMPLE>

4 Evaluated configuration

4.1 TOE limits

The evaluated product is identified in chapter 2.2. The reference to the configuration list is provided in Annex 1, under the reference [CONF]. 

<add any information that provided more details on the configuration list, if required>

<Describe the physical and logical limits of the product>

<EXAMPLE>

The <hardware> platform aims to host one or several software applications and can be embedded in a plastic support to create a Smartcard with multiple possible usages (banking, health card, pay-TV or transport applications …) depending on the Embedded Software applications. 

However, only the <hardware> platform <and the identified software libraries> is<are> covered by the evaluation. 

Some commands of the software libraries <identification of the library> were not evaluated:

<list of command>

The embedded software shall not use it in order to remain in the certified configuration of the IC.

The embedded software applications are not in the scope of this evaluation.

</EXAMPLE>

4.2 TOE configuration

<Describe the possible configuration of the product, and identify among them which one have been covered by the evaluation>

<EXAMPLE>

The product can be in one of these possible configurations:

· Test configuration: TOE configuration at the end of developer IC manufacturing. The TOE is tested with a part of the Dedicated Software (called “XXX”) within the secure developer premises. Pre-personalization data can be loaded in the EEPROM. The TOE configuration is changed to “<intermediate>” before delivery to the next user, and the part cannot be reversed to the “test” configuration.

· <intermediate> configuration: TOE configuration when delivered to users involved in IC packaging and personalization. Limited tests are still possible with the Dedicated Software (System Rom operating system). Personalization data can be loaded in the EEPROM. The TOE configuration is changed to its final “User” configuration when delivered to the end user (the part cannot be reversed to the configuration).

· User configuration: Final TOE configuration. The developer test functionalities are unavailable. The Dedicated Software only provides the power-on reset sequence and routine libraries (mainly cryptographic services). After the power-on reset sequence, the TOE functionality is driven exclusively by the Embedded Software.

· <Others such as I/O interfaces, memory sizes, additional libraries, protocol ….>

All configurations were evaluated (the last two configurations, i.e. “<intermediate>” and “User”, are those of the TOE in the user environment).

</EXAMPLE>

4.3 TOE identification

<Describe the way to identify the microcontroller and its software libraries during composite evaluation. This has to be written in consistencies with chapter 2.2>

<EXAMPLE>

The following marks are physically printed (i.e. always visible) on the chip surface:

· IC identification : <reference printed>

· dedicated software (<tests software, crypto libraries, other libraries>) identification : <reference printed>

· embedded software (in this case <name of the software embedded for evaluation needs>) identification : <reference printed>

· manufacturing site identification : <reference printed and meaning>

Device identification can also be performed using <specific register or memory content or command>, which content<or answer> should be hexadecimal "0xXX" (see [AGD-X], section XXX).

Silicon revision can also be checked using <specific register or memory content or command>, which content <or answer> should be hexadecimal "0xYY" (see [AGD-X], section XXX).

Software library <identification of the library> can be checked using <specific command>, which answer should be hexadecimal 0xXXYY (see [AGD-X], section XXX).

<repeat for all library or software part>
</EXAMPLE>
4.4 TOE installation, generation and start-up procedures

<If applicable for the Platform security relevant generation or installation parameter settings should be explained and their effects on the defence of attacks be outlined (e.g key length, counters limits)>

<EXAMPLE>

Installation/generation/start up (IGS) operations are those needed to be performed by customers (i.e. users outside the developer’s environment) to proceed the TOE (in our case an IC) from the realization of its implementation (i.e. at the end of wafer fabrication) to its customer configuration (i.e. ready to be used: TOE in <precise the different mode like “intermediate” and/or “user”> configurations).

For the specific case of a smartcard IC, these operations correspond to those modifying the IC functionality and configuration. For instance:

· Personalization operations,

· Configuration changes.

For the <Name product> which was evaluated in “open mode” (i.e. without any specific embedded application), there is no personalization operation.

As for the “test” to <“intermediate” or “user”> configuration change, it is performed only by the Developer, and is part of the developer manufacturing operations. After delivery the TOE only features one fixed configuration (“user” mode), which cannot be altered by the user.

In conclusion, there is no customer IGS procedure.

</EXAMPLE>

5 Delivery procedure and data exchange 

5.1 Introduction

As per the evaluation guide “The application of CC to IC” (cf. [CC IC]), the deliveries under consideration are:

1. The delivery of the embedded application code to the microcontroller manufacturer,

2. The delivery of information required by the mask manufacturer,

3. The delivery of the mask to the microcontroller manufacturer,

4. The delivery of the microcontroller to the entity in charge of the next step (testing, embedding into micro-module, card manufacturing).

For the composite evaluation, the description of phase 1 and 4 are needed and will be detailed in this document. We should add also the delivery of the IC dedicated software and guidance to the application developer, and also identify the detail of fab-key protection mechanism.

5.2 Identification of the delivery phase

The product life cycle is the following:

<EXAMPLE>

	Company
	Address
	Function

	WWW
	
	Libraries development

	XXX
	
	IC design (code entry)

	YYY
	
	IC mask prep

	ZZZ
	
	Mask manufacturing

	AAA
	
	IC manufacturing

	
	
	


Table 4 – Identification of deliveries 

</EXAMPLE>
All sites were evaluated. The environmental CC requirements (ACM, ALC, ADO) are fulfilled.

5.3 Deliveries between TOE manufacturer and embedded software developer.

<Identification of the entry point, and description of the process for delivering any sensitive information (dedicated software, embedded software, data, documentation, tools …) 

Identification of any form, procedure [DEL], tools and process for integrity checks;

Identification of deliverable>

5.4 Delivery from the TOE Manufacturer to the Card Manufacturer

<Identification of the packaging of the product (wafer sawn or unsawn, module…).

Entry point identification. Description of the process for delivering the IC and its documentation to the card manufacturer. 

Identification of any form, procedure [DEL], tools and process for integrity checks (documentation, fab-key);

Identification of deliverable [AGD-X], IC, Fab-Key>

6 Penetration testing

6.1 Introduction

The independent vulnerability analysis has been performed according to [CC] and [other methods required by the evaluation authority]. The ratings have been calculated according to “Application of attack potential to smart-cards” document (see [CC AP]).

This chapter presents the list of attack scenarios that have been considered. The presentation of the different attack scenarios follows the examples given in the [CC AP].

The following descriptions should provide sufficient details to reproduce attacks which require countermeasures in the composite TOE.

[If a category of attack scenario is not investigated, justification shall be provided: why no tests were performed?

Each attack scenario shall follow the following structure:

6.1.1 <Attack scenario – Id of attack scenario, e.g. AS-X, or DPA_DES…>

Attack step

<Method used shall be identified – effects obtained shall be described>.

Date and history

<date of the test performed. When the ETR is updated following surveillance period or re-evaluation, the history of testing activities shall be detailed: new analysis, evolution of the state of the art, new test or enhancement of test shall be detailed>.

CC parameters involved

	CC parameters
	Values

	Security mechanism
	

	Security function
	

	SFR
	

	Objectives
	

	Assets*
	


*For an IC or platform evaluation, the assets can be generic one (as identified in the security target), e.g.: source code of possible embedded application, possible embedded application secret keys or confidential data loaded in memory, or services provided by the platform (RNG, firewall) that can be broken. 

Information on attack potential

<Description of the attack, and discussion with details for each of the following parameters (see [CC AP]):

1. Elapsed time

2. Expertise

3. Knowledge of the TOE
4. Access to the TOE
5. Equipment

6. Open samples

< In the case where a test performed on the platform indicates a possible attack path for which countermeasures must be implemented by the composite product, the technical information shall provide sufficient information for the composite evaluator to set up a similar attack path in order to validate the robustness of the countermeasures. This information shall include the general outline and idea of the attack and any technical detail specific to the TOE that proved important for performing the attack. Also included should be any observation from the testing activity that could highlight critical points for the composite evaluator.>
Rating

	Factor
	Ident’n
	Exploit’n

	Elapsed Time
	
	

	Expertise
	
	

	Knowledge of TOE
	
	

	Access to TOE
	
	

	Open Samples / Known Key
	
	

	Equipment
	
	

	Sub Totals
	
	

	Totals
	


<If there is no rating, provide a justification. If the rating is over 31 provide it.

If the attack scenario is not feasible as far as some specific software countermeasure are applied, they shall be identified (e.g. “see countermeasure XXX described in guidance [AGD-X], chapter Y.Z)”. >]

6.2 <Iteration of attack scenarios>

[For list of attacks, refer to the last version of “Attack method for smartcards and related products”. This list shall be considered as a minimum]

<Describe all attack following for each the model given §6.1.1>.

6.3 Summary

<Provide a table, listing vulnerabilities, associated attack scenario and assets involved, with a status>

<EXAMPLE >

The following table sums up penetration testing that have been performed, and their results: 

	Vulnerabilities
	Attack scenarios
	Assets involved
	Status
	Guidance

	Physical Attacks

	Reading the content of the ROM
	AS-03, <or READ_ROM, or…>
	Content of ROM (Embedded software)
	OK
	

	Physical Obvservation
	AS-07, <or REVERS, or…>
	IC design
	OK
	

	Overcoming sensors and filters

	…
	
	
	
	

	…
	
	
	
	

	Perturbation Attacks

	EEPROM perturbation
	READ_EE, <or AS-04, or…>
	Confidentiality of data in EEPROM
	OK-S
	See [AGD-X], §Y.Z

	
	MODIF_EE, <or…>
	Integrity of data in EEPROM
	OK
	See [AGD-X], §X.Z

	…
	
	
	
	

	Retrieving keys with DFA

	…
	
	
	
	

	…
	
	
	
	

	SPA/DPA – Non-invasive retrieving of secret data

	Leakage information
	SPA/DPA_DES, <or…>
	Any key involved in DES calculation
	OK-H
	See [AGD-X], §Y.Z

	
	SPA/DPA_RSA, or…
	Any key involved in RSA calculation
	OK-H
	See [AGD-X], §Y.Z

	
	SPA/DPA_AES, or…
	Any key involved in AES calculation
	OK-S
	See [AGD-Y], §A.B

	Higher Order DPA

	…
	
	
	
	

	…
	
	
	
	

	EMA Attacks

	…
	
	
	
	

	…
	
	
	
	

	Exploitation of Test features

	…
	
	
	
	

	…
	
	
	
	

	Attacks on RNG

	…
	
	
	
	

	…
	
	
	
	

	Ill-formed Java Card applications

	NA
	
	
	
	

	Software Attacks

	NA
	
	
	
	

	<Others>

	……
	
	
	
	

	………
	
	
	
	


Table 5 – penetration tests

Legend: 

OK : Ok without any countermeasure

OK-H : Ok with hardware countermeasure (gives precise reference to the guidance)

OK-S : Ok with additional software countermeasures (gives precise reference to the guidance).

7 Observations and recommendations

<The goal of this chapter is no to repeat the guidance recommendation, but to outline sensitive aspects that should be analysed carefully. 

Provide any additional required information for a secure usage, or any additional information required for composite evaluation (see [COMP], § 5.3.6)>

7.1 Observation 

<EXAMPLE>

The evaluated TOE is the silicon chip with its Dedicated Software.

The TOE submitted to evaluation does not comprise any specific application: there is no applicative ROM-embedded Software. However the ROM of the evaluation samples contains an operating system that allows the evaluators to use a set of commands with the I/O, and to load in EEPROM (or in RAM) test software. This software is not evaluated: it is out of the evaluation perimeter (i.e. no vulnerability analysis is performed on it).

The TOE is a "generic" device, i.e. a chip without any ROM embedded software. Testing was thus performed on such "generic" devices executing evaluator test software loaded in EEPROM or in RAM: no testing was performed with ROM softwares, except of course the provided cryptographic libraries (which are in ROM).

The assumptions for the users phases of the product described in the Security target shall be satisfied.
</EXAMPLE>

7.2 Recommendation 

<EXAMPLE>

The assumptions for the different phases of the product described in the Security target shall be checked in the context of composition.

From the last observation arises a recommendation for specific testing during a composition evaluation : SPA and DFA vulnerability analysis on ROM embedded software (apart from the cryptographic libraries) shall be performed by the composition ITSEF as this issue could not be fully assessed by the evaluation on "generic" devices.

Penetration testing outlined vulnerabilities typical of silicon devices (particularly EEPROM and RAM sensitivity to pulsed light).

They are correctly countered if the software developer complies with the security recommendations provided by the IC developer. Thus the composition ITSEF shall check that at the very least these Developer recommendations are fully taken into account (cf. [AGD-X] countermeasure, particularly the one identified in Table #).

</EXAMPLE>

Annex 1. References about the evaluated product

	[AGD-1] 
	

	[AGD-2]
	

	…
	

	[CERTIF]
	

	[CONF]
	

	[DEL]
	

	[ETR]
	

	[ST] 
	

	[ST-Lite]
	


Annex 2. Methods and standards for certification 
	<National regulation applicable for IT certification>

	[CC] *
	Common Criteria for Information Technology Security Evaluation :

Part 1: 
Introduction and general model,

August 2005, version 2.3, ref CCMB-2005-08-001;

Part 2: 
Security functional requirements, 

August 2005, version 2.3, ref CCMB-2005-08-002;

Part 3: 
Security assurance requirements, 

August 2005, version 2.3, ref CCMB-2005-08-003.

The content of Common Criteria version 2.3 is identical to the International Standard ISO/IEC 15408:2005

	[CEM] *
	Common Methodology for Information Technology Security Evaluation :

Evaluation Methodology, 

August 2005, version 2.3, ref CCMB-2005-08-004.

The content of CEM version 2.3 is identical to the International Standard ISO/IEC 18045:2005

	[CC] *
	Common Criteria for Information Technology Security Evaluation :

Part 1: 
Introduction and general model,

September  2006, version 3.1, ref CCMB-2006-09-001;

Part 2: 
Security functional requirements, 

September  2006, version 3.1, ref CCMB-2006-09-002;

Part 3: 
Security assurance requirements, 

September  2006, version 3.1, ref CCMB-2006-09-003

	[CEM] *
	Common Criteria for Information Technology Security Evaluation :

Evaluation Methodology

September 2006, version 3.1, ref CCMB-2006-09-004

	[CC IC]
	Common Criteria supporting document - The Application of CC to Integrated Circuits, April 2006, version 2.0, ref. CCDB-2006-04-003

	[CC AP]
	Common Criteria supporting document - Application of attack potential to smart-cards, April 2007, version 2.3, ref. CCDB-2007-04-001

	[COMP]
	Common Criteria supporting document - Composite product evaluation for smart cards and similar devices, September 2007, version 1.0, ref. CCDB-2007-09-001


*The document should list the appropriate version of the CC used in the evaluation of the TOE
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