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Developing a CC 
EAL7 Multi-Level 
Security Capability 

By Chris Walsh

Interactive Link
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Concept 

Requirements
• Australian Defence Force

– Starlight Program
• Highest Levels of Assurance
• Functionality based on Multiple Single Layers
• Provide High Assurance Secure Solution with COTS 

Systems 
• Clip-on Security products.
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Interactive Link Overview
Enables a desktop 
computer/workstation connected 
to a High Side Network to also 
access a Low Side Network while 
maintaining the Confidentiality of 
the High Side Data.
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Interactive Link Architecture

Display and 
File Data
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Evaluation Strategy 

Development Model
• Approach Consecutive vs Concurrent
• Development environment

– Programming Language
– Configuration Management
– Developers Security

• Lifecycle Model
– The hardware was developed based on 

Waterfall model with feedback. 
– The software was developed based on 

the Boehm Spiral Model
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Evaluation Strategy  (Cont.)

Development Model (Cont.)
• Structured Analysis

– Using the Yourdon method as 
opposed to a Top down or Bottom 
up approach.

– The original concept was mapped 
to the Yourdon functional layer.

– Formal Methods 
• Isabella
• Z
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Evaluation Strategy  (Cont.)

Formal Model
• Non-Interference

Low Side Network

High Side Network

Machine 1 Machine 2

Simple Confidentiality – Not appropriate
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Evaluation Strategy  (Cont.)

Evaluation Methodology
Security Functionality
• Protection Profile
• CIA

– Confidentiality
– Integrity
– Availability

• CC Part 2
– User Data Protection (FDP)
– Security Management (FMT)
– Protection of the TSF (FPT)
– Extended Requirements (EXT)

• Hardware
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Evaluation Outcome 

Vulnerability Assessment
Rework
Supporting Security 
Functionality for 
Operational environments
• Content filter
• Firewall
• Hardened O/S
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CC Issues  

Correlation of Formal Security 
Functionality and Semi-formal HLD LLD 
and IMP
EAL7 security functionality implemented 
in Hardware
EAL7 Security functionality –
Confidentiality Only
Can Security functions have a SoF at 
EAL7
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Questions

Chris Walsh 
Tenix Datagate Pty Ltd
chris.walsh@tenix.com
http://www.tenixdatagate.com

mailto:chris.walsh@tenix.com
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