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OverviewOverview

• Introduction To EWA-Canada
• Semantic Tool – Kayvium Desktop
• Application of Tool Functions to CC Tasks

– Model-Guided Searches
– Knowledge Extraction
– Conformance Analysis

• Summary

• Note:  This is a Work in Progress, not a final analysis of 
the CC-relevant capabilities of the tool.   
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Introduction to EWA-CanadaIntroduction to EWA-Canada

• What we do
– Lab

• Common Criteria Evaluation – Canadian Scheme
• FIPS 140-2 Cryptographic Module Testing – CMVP
• Point of Sale Terminal & Encrypted PIN Pad Certification

– Interac Financial Services Network
– Payment Card Industry PED
– Payment Terminal Security (PoS Terminals)

– Documentation Development Assistance to Vendors
– Managed Security Services
– Information Assurance Consulting
– Site Security Audit and Vulnerability/Penetration Testing
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Semantic ToolSemantic Tool

• Kayvium Desktop
– Kayvium Corporation www.kayvium.com

• Semantic Tool Type: Unstructured Data Analysis
• CC-Relevant Semantic Capabilities 

– Model-Guided Searches
• of the Internet
• of an Internal Collection

– Knowledge Extraction
• From Single Documents
• From Collections of Documents

– Automated Conformance Assessment

http://www.kayvium.com/
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Potential Applicability to CC 
Tasks

Potential Applicability to CC 
Tasks

• Model-Guided Searches
– Where, in the suite of developer documentation, do I find the 

specific information I’m looking for?

• Knowledge Extraction
– How do I correlate the information found in the developer 

documentation?

• Automated Conformance Assessment
– How can we reduce the labour involved in a CC assessment?
– Can we do a “quick look” at documentation to see what security 

functions are supported?
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Model-Guided SearchesModel-Guided Searches

• Start with a Mind Map Model
• Run the Model against a set of documents

– Internet
– Local repository
– Local collection

• Themes in model are recast as search phrases
• Results presented as a Mind Map with links to relevant 

documents
– Examples follow, based on the CEM AGD section at EAL2, 

applied to the IBM Linux Security Documentation, publicly 
available on the Internet 
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Model-Guided Searches   
(Model)

Model-Guided Searches   
(Model)

• Auto-Generated Search Model
– using FreeMind to display the results
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Model-Guided Searches   
(Ranked Results)

Model-Guided Searches   
(Ranked Results)
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Model-Guided Searches 
(Results Related to Model)
Model-Guided Searches 

(Results Related to Model)
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Model-Guided Searches 
(Results Related to Model)
Model-Guided Searches 

(Results Related to Model)
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Knowledge ExtractionKnowledge Extraction

• Import directory to form collection
• Index Collection

– Generates Kavium Learning Index (Internal)
– Generates Taxonomy

• Pointers to themes in documents
• Summary “Speed Read” and “Power Read”

– Generates Mind Map
– Shows Profile of Indexing Process

• Example follows extracting knowledge from the IBM 
Linux Security Documentation, publicly available on the 
Internet 
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Knowledge Extraction 
(Taxonomy View)

Knowledge Extraction 
(Taxonomy View)
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Knowledge Extraction   
(Model View)

Knowledge Extraction   
(Model View)
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Conformance AnalysisConformance Analysis

• Conformance Analysis
• Compares knowledge from two collections

• One is Policy Model
• Second is Performance Model

• Example follows, based on the CEM AGD section at 
EAL2, applied to the IBM Linux Security Documentation, 
publicly available on the Internet
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Conformance Analysis 
(Summary)

Conformance Analysis 
(Summary)
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SummarySummary

• Initial results with the Kayvium Desktop, which is 
an automated semantic discovery tool, show that it 
can provide significant improvements in the initial 
"reading-in" period of a project, and can provide 
valuable ongoing support during the evaluation.

• It provides a flexible, extensible approach to 
information management

• It multiplies a user’s ability to understand and 
correlate multiple documents

• It supports user assessments
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Summary            
(Applicability)

Summary            
(Applicability)

• Automated semantic discovery techniques have        
been found to be applicable to CC problems in areas 
such as:
– assisting the ST author and the CC evaluators in gaining an 

understanding of the volumes of documentation received from a 
developer

– detecting relationships between the documents and the CC 
requirements and evaluation methodology 

– detecting inconsistencies across various developer documents
– doing a “first cut” conformance analysis  
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Summary                  
(Potential Benefits)

Summary                  
(Potential Benefits)

• One benefit to this approach is that it provides 
evaluators a means (through common models) of  
consistently applying CC evaluation methodology 
for a CC project and across CC projects.  That is, 
the evaluators would all use a common set of 
models. 

• The model development process also enables 
effective sharing of knowledge amongst the 
evaluators and the refinement of models as the 
evaluators gain more knowledge and experience. 
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Future WorkFuture Work

• Models of CC requirements and CEM need to be 
developed to use the full potential of the tool
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QuestionsQuestions

?
For further information:

mgauvreau@ewa-canada.com
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