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Security Target (ST)

EAL X

TOE Objectives

SFRs

Statement of TOE Security 
Functionality

SARs

Understand the TOE and 
SFRs enforced on the TOE

SARs

TOE testing to ensure no 
SFR compromise or bypass

GOAL

Gain assurance the 
SFRs enforced on 
the TOE are an 
accurate reflection 
of the ST and 
cannot be 
compromised or 
bypassed according 
to the attack 
potential 
associated with the 
EAL
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Assurance Class Assurance Component

ADV: Development ADV_FSP.1 Basic functional specification

AGD: Guidance documents AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.1 Labelling of the TOE

ALC_CMS.1 TOE CM coverage

ASE: Security Target evaluation ASE_CCL.1 Conformance claim

ASE_ECD.1 Extended components 
definition

ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives for the 
operational environment

ASE_REQ.1 Stated security requirements

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_IND.1 Independent testing

AVA: Vulnerability assessment AVA_VAN.1 Vulnerability survey
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Statement of TOE Security 
Functionality
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Understand the TOE and 
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SARs

TOE testing to ensure no 
SFR compromise or bypass

Understanding the CC 
Evaluation Paradigm 
enables you to apply 

the criteria and 
identify the problems 

for improvement




