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TSE-CCCS, Turkey 
Up to now: 

¬20 products certified, 2 PPs have been certified 

 

¬15 PPs are under development. 

 

¬15 products are under evaluation. 

 

¬Many products are in application. 

%70 of the products are Smart Cards and Related  
Devices with EAL 4+ and EAL 5+, the other product 
categories are Firewalls, PKI, SW Applications, USB 
Cryptobridge etc. 
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TSE-CCCS, Turkey 
Licensed ITSEFs 

 

CC Laboratories 

 

¬3 licensed ITSEFs. 

 

¬2 candidate ITSEFs. 
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3 licensed ITSEFs: 
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Some of the trainings taken by 
TSE CCCS Certifiers 

-CISSP  

-Cyber Security  

-Network Security  

-EMV  Trainings,  

-Smart Card Security,  

-Side Channel Analysis and Inverse Engineering 

-Cryptology 

-Certified Ethical Hacker  

-QWEB Certification 

etc. 
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Product List (1/6)-Certified,Under 
Evaluation 
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Product List (2/6)-Certified,Under 
Evaluation 
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Product List (3/6)-Certified, Under Evaluation 
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Product List (4/6)-Certified,Under 
Evaluation 
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Product List (5/6)-Certified,Under Evaluation 
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Product List (6/6)-Certified,Under Evaluation 
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TSE-CCCS, Turkey  
Protection Profiles 

 

¬2  PPs have been certificed  

 KEC_F PP: PP for Smart Card Access Device Firmware 

 PP for IP Cashed Register 

 

 

¬15  PPs are being developed, these PPs  have  
new product category types  that, until now  there 
have been no similar PPs exist in 
www.commoncriteriaportal.org . 
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TSE-CCCS, Turkey 
CYBER SECURITY SPECIAL COMMITY, April 
2013 

 

CYBER SECURITY SPECIAL COMMITY 

 

¬3O External independent Experts 

 

¬23 new Cyber Security projects, 15 of them are 
PPs 
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Projects within the Scope of  
Cyber Security 

1. Secure Web Applications Protection Profile and Secure E-
Commerce Criteria 

2. Secure EDMS(Electronic Document Management System) 
Protection Profile 

3. Secure GIS (Geographic Information Systems) Protection 
Profile 

4. Basic Level Security Certification 

5. Site Security Certification 

6. E-Identity Protection Profile 

7. GEM Protection Profile 

8. Mobile ID Protection Profile 

9. Secure IC Protection Profile 

10.Embedded Operating System Protection Profile 
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Projects within the Scope of  
Cyber Security 

11. Determining Criteria for Software Developers and Test 
Engineers-SCRUM and ISTQB 

12. Cloud Computing Standard,Criteria 

13. Health Information Management Systems Protection Profile 

14. SSL Criteria 

15. Determining administrative criteria for companies and staff 
which do penetration tests 

16. Preparing Test Criteria and Security Requirements for 
Biometric Products and PP 

17. E-Passport 

18. E-signature 

19. E-driver’s license 

 
Page 16 



Projects within the Scope of  
Cyber Security 

20. Data Centers (System Rooms) Certification 

21. IT Products Vulnerability Gap Library Meetings 

22.Determining Technical Criteria for Penetration Tests 

23.Preparing training content of theoretical and practical 
Penetration Test Demo Laboratory 

24.Web Services PP 
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Projects within the Scope of  
Cyber Security 

 
Just Completed 

 Site Security Certification 

 

 Basic Level Security Certification 
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Projects within the Scope of  
Cyber Security 

 Two external experts worked for this project 

 

 Providing the certification of developing campus of products 
subjects to Common Criteria Certification 

 

 An approach to reduce cost and time for CC 
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Site Security Certification 



 
Projects within the Scope of  

Cyber Security  
 

 Two external expert worked for this project 

 A security evaluation program aiming simple,fast and effective 
evaluation 

 Evaluation time is normally 35 man/days. Total time is 8 weeks 
for certification. 
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Basic Security Certification 



Projects within the Scope of  
Cyber Security 

 
Health Information Management Systems PP 

 Six external experts (in different disciplines) have been  working 
for this project 

 Providing a standardization on Health Informatics Systems 
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Projects within the Scope of  

Cyber Security  
 

 Two external experts have been  working for this project 

 

 Providing a standardization on Geographic Informatics Systems 
and determining minimum security requirements 
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Secure GIS (Geographic Information Systems) 

Protection Profile 



 
 
 

Projects within the Scope of  
Cyber Security  

 

 One Internal,Six external experts have been  working for this 
project 

  Contribution of the Establishment Turkish National Police 

 Developing new generation biometric sensor,implementing 
attacks and detecting countermeasures by developing test 
methods  

  Determining minimum security requriments for biometric 
products 

 Preparing Protectection Profile for Biometric Products 
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Preparing Test Criteria and Security Requirements for 

Biometric Products 



 
 
 

Projects within the Scope of  
Cyber Security  

 

 Two external experts have been  working for this project 

 

 Developing Cloud IT standard and criteria by analysing security 
risks,assests.  
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Cloud Computing Standard,Criteria 



 
 
 

Projects within the Scope of  
Cyber Security  

 

 Evaluating staff and companies which do penetration tests in 
terms of administrative criteria 

 

 Checking if white hat hackers provide criteria or not  
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Ethical Hacker Certification 



 
SCS-TURKEY 

SMART CARD SECURITY  
TURKEY CONSOURTIUM, December 2012 

SCS-Turkey`s Members: 

 TSE-CCCS 

 

 TÜBİTAK BİLGEM UEKAE (Smart Card Developers) 

 

 TÜBİTAK BİLGEM OKTEM (ITSEF) 

 

 3 UNIVERSITIES 

 

 Many developers… 
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To summarise CC; 

 % 70 of ongoing and certified  products are Smart Cards and 
Related Devices,  

 

 20 products certified 

 

 2 PPs are certified 

 

 15 ongoing, 4 at application 

 

 15 PPs are being developed 

  

 More contacts with international vendors… 
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CRYPTO MODUL VALIDATION 
PROGRAM 

& 
CRYPTO ALGORITHM VALIDATION 

PROGRAM 
 

TSE-CMVP 
TSE-CAVP, Turkey 

  

 ISO/IEC 19790 and ISO/IEC 24759-Crypto Modul Evaluation 
and Certifications 

¬3 approved labs. 

 Epoche & Espri 

 Tübitak Bilgem OKTEM 

 Cygnacom 
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     THANK YOU 

Mariye Umay Akkaya 

Zumrut Muftuoglu 

 

Turkish Standards Institution  

Common Criteria Certification Scheme, 

TURKEY  


