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Trusted Channel Requirements

Trusted Channel (FTP_ITC)
FTP_ITC.1.1

Refinement: The TSF shall be capable of using [selection: IPsec, SSH, TLS,
HTTPS] to provide a trusted communication channel between itself and
authorized IT entities supporting the following capabilities: audit server,
[selection: authentication server, assignment: [other capabilities]] that is
logically distinct from other communication channels and provides assured
identification of its end points and protection of the channel data from disclosure
and detection of modification of the channel data.

FTP_ITC.1.2

The TSF shall permit the TSF, or the authorized IT entities to initiate
communication via the trusted channel.

FTP_ITC.1.3

The TSF shall initiate communication via the trusted channel for [assignment:
list of services for which the TSF is able to initiate communications].

Application Note:

The intent of the above requirement is to provide a means by which a
cryptographic protocol be used to protect external communications with
authorized IT entities that the TOE interacts with to perform its functions. The
TOE shall be capable of providing protection (by one of the listed protocols) at
least for communications with the server that collects the audit information. If it
communicates with an authentication server (e.g., RADIUS), then the ST author
chooses “authentication server” in FTP_ITC.1.1 and this connection must be
capable of being protected by one of the listed protocols. If other authorized IT
entities (e.g.,, NTP server) are protected, the ST author makes the appropriate
assignments (for those entities) and selections (for the protocols that are used to
protect those connections). After the ST author has made the selections, they are
to select the detailed requirements in Annex C corresponding to their protocol
selection to put in the ST.

While there are no requirements on the party initiating the communication, the
ST author lists in the assignment for FTP_ITC.1.3 the services for which the TOE
can initiate the communication with the authorized IT entity.

The requirement implies that not only are communications protected when they
are initially established, but also on resumption after an outage. It may be the
case that some part of the TOE setup involves manually setting up tunnels to
protect other communication, and if after an outage the TOE attempts to re-
establish the communication automatically with (the necessary) manual
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intervention, there may be a window created where an attacker might be able to
gain critical information or compromise a connection.

Assurance Activity:

The evaluator shall examine the TSS to determine that, for all communications
with authorized IT entities identified in the requirement, each communications
mechanism is identified in terms of the allowed protocols for that IT entity. The
evaluator shall also confirm that all protocols listed in the TSS are specified and
included in the requirements in the ST. The evaluator shall confirm that the
operational guidance contains instructions for establishing the allowed protocols
with each authorized IT entity, and that it contains recovery instructions should
a connection be unintentionally broken. The evaluator shall also perform the
following tests:

a. Test 1: The evaluators shall ensure that communications using each
protocol with each authorized IT entity is tested during the course of the
evaluation, setting up the connections as described in the operational
guidance and ensuring that communication is successful.

b. Test 2: For each protocol that the TOE can initiate as defined in the
requirement, the evaluator shall follow the operational guidance to
ensure that in fact the communication channel can be initiated from the
TOE.

c. Test 3: The evaluator shall ensure, for each communication channel with
an authorized IT entity, the channel data is not sent in plaintext.

d. Test 4: The evaluator shall ensure, for each communication channel with
an authorized IT entity, modification of the channel data is detected by
the TOE.

e. Test5: The evaluators shall, for each protocol associated with each
authorized IT entity tested during test 1, the connection is physically
interrupted. The evaluator shall ensure that when physical connectivity is
restored, communications are appropriately protected.

Further assurance activities are associated with the specific protocols.
Trusted Path (FTP_TRP)
FTP_TRP.1.1

Refinement: The TSF shall use [selection, choose at least one of: IPsec, SSH,
TLS, HTTPS] to provide a trusted communication path between itself and
remote administrators that is logically distinct from other communication paths
and provides assured identification of its end points and protection of the
communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2
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Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path.

FTP_TRP.1.3

The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

Application Note:

This requirement ensures that authorized remote administrators initiate all
communication with the TOE via a trusted path, and that all communications
with the TOE by remote administrators is performed over this path. The data
passed in this trusted communication channel are encrypted as defined by the
protocol chosen in the first selection. The ST author chooses the mechanism or
mechanisms supported by the TOE, and then ensures the detailed requirements
in Annex C corresponding to their selection are copied to the ST if not already
present.

Assurance Activity:

The evaluator shall examine the TSS to determine that the methods of remote
TOE administration are indicated, along with how those communications are
protected. The evaluator shall also confirm that all protocols listed in the TSS in
support of TOE administration are consistent with those specified in the
requirement, and are included in the requirements in the ST. The evaluator shall
confirm that the operational guidance contains instructions for establishing the
remote administrative sessions for each supported method. The evaluator shall
also perform the following tests:

a) Test 1: The evaluators shall ensure that communications using each
specified (in the operational guidance) remote administration method is
tested during the course of the evaluation, setting up the connections as
described in the operational guidance and ensuring that communication
is successful.

b) Test 2: For each protocol that the TOE can initiate as defined in the
requirement, the evaluator shall follow the operational guidance to
ensure that in fact the communication channel can be initiated from the
TOE.

c) Test 3: The evaluator shall ensure, for each communication channel with
an authorized IT entity, the channel data is not sent in plaintext.

d) Test 4: The evaluator shall ensure, for each communication channel with
an authorized IT entity, modification of the channel data is detected by
the TOE.

e) Test 5: The evaluators shall, for each protocol associated with each
authorized IT entity tested during test 1, ensure that the connection is
physically interrupted. The evaluator shall ensure that when physical
connectivity is restored, communications are appropriately protected.



NDFWITC-Reqt-007ext v0.1 140825

Further assurance activities are associated with the specific protocols.

FPT_ITT.1 Basic Internal TSF Data Transfer Protection
FPT_ITT.1.1

Refinement: The TSF shall protect TSF data from disclosure and detect its
modification when it is transmitted between separate parts of the TOE through
the use [selection, choose at least one of: IPsec, SSH, TLS, HTTPS].

Application Note:

This requirement ensures all communications between components of a
distributed TOE is protected through the use of an encrypted communications
channel. The data passed in this trusted communication channel are encrypted
as defined the protocol chosen in the first selection. The ST author chooses the
mechanism or mechanisms supported by the TOE, and then ensures the detailed
requirements in Annex C corresponding to their selection are copied to the ST if
not already present.

Assurance Activity:

The evaluator shall examine the TSS to determine that the methods and
protocols used to protect distributed TOE components are described. The
evaluator shall also confirm that all protocols listed in the TSS in support of TOE
administration are consistent with those specified in the requirement, and are
included in the requirements in the ST. The evaluator shall confirm that the
operational guidance contains instructions for establishing the communication
paths for each supported method. The evaluator shall also perform the following
tests:
Test 1: The evaluators shall ensure that communications using each
specified (in the operational guidance) communications method is tested
during the course of the evaluation, setting up the connections as
described in the operational guidance and ensuring that communication
is successful.

Test 2: The evaluator shall ensure, for each method of communication, the
channel data is not sent in plaintext.

Test 3: The evaluator shall ensure, for each method of communication,
modification of the channel data is detected by the TOE.

Further assurance activities are associated with the specific protocols.



