
 

iTC Title  Full Disk Encryption   

Latest Information Date  May 10, 2021 

More Information  • On the CC Portal 
• On OnlyOffice 

Chair   Mike Grimm   

Project Manager   Joe McDaniels  

Schemes Involved   Australia, Canada, India, Japan, Norway, Republic of Korea, Sweden, Turkey, UK, US  

Terms of Reference   v0.3 and considered final  

Essential Security Requirements   v0.2 dated 2014.05.01 and considered final  

Position Statements  Australia, Canada, Norway, Sweden, UK, US   

Security Problem Definition   • Authorization Acquisition cPP, 2014.07.29 
• Encryption Engine cPP, 2014.07.29 

Endorsement Statements  • Authorization Acquisition cPP:  USA, Canada, Australia, UK 
• Encryption Engine cPP:  USA, Canada, Australia, UK 

Current cPPs  • collaborative Protection Profile for Full Drive Encryption – Authorization Acquisition Version 
2.0 + Errata 20190201 (February 2019)  

• collaborative Protection Profile for Full Drive Encryption - Encryption Engine Version 2.0 + 
Errata 20190201 (February 2019)  

• collaborative Protection Profile Module for Full Drive Encryption – Enterprise Management 
(March 2018) 
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Current Version of SD  • Supporting Document for Full Drive Encryption – Authorization Acquisition Version 2.0 + 
Errata 20190201 (February 2019)  

• Supporting Document for Full Drive Encryption - Encryption Engine Version 2.0 + Errata 
20190201 (February 2019)  

• Supporting Document for Full Drive Encryption – Enterprise Management (January 2018) 

 

Previous Version of cPP    collaborative Protection Profile for Full Drive Encryption - Encryption Engine v2.0 (September 
2016)  

  collaborative Protection Profile for Full Drive Encryption – Authorization Acquisition v2.0 
(September 2016)  

Previous Version of SD    Supporting Document for Full Drive Encryption - Encryption Engine  v2.0 (September 2016) 

  Supporting Document for Full Drive Encryption – Authorization Acquisition v2.0 (September 
2016)  

Related Technical Decisions   TD0464: FIT Technical Decision for FPT_PWR_EXT.1 compliant power saving states 

  TD0460: FIT Technical Decision for FPT_PWR_EXT.1 non-compliant power saving states 

  TD0458: FIT Technical Decision for FPT_KYP_EXT.1 evaluation activities 

  RFI202001: FIT Technical Decision for FCS_ AFA_EXT.1.1  

  RFI202001: FIT Technical Decision for FCS_SNI_EXT.1.3 and FCS_COP.1(f)  

Current Issues    Seven products are certified against the FDE cPPs 

  The iTC is working on an FDE EM revision. 

  The iTC published a newsletter in April 2019 at 
https://www.commoncriteriaportal.org/communities/docs/FDE%20April%202015%20v01.pdf. 
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