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Assessment

The  IT  product  identified  in  this  report  was  assessed  according  to  the  Assurance 
Continuity:  CCRA Requirements [1]  and  the  Impact  Analysis  Report  (IAR)  [2].  The 
baseline for this assessment was the Certification Report of the certified product (Target 
of Evaluation, TOE) [3], its Security Target [4] and the Evaluation Technical Report as 
outlined in [3].

The vendor for the CardOS V5.0 with Application for QES, V1.0, Atos IT Solutions and
Services GmbH, submitted an IAR [2] to the BSI for approval. The IAR is intended to 
satisfy  the  requirements  outlined  in  the  document  Assurance  Continuity:  CCRA 
Requirements [1].  In accordance with those requirements, the IAR describes changes 
on how to use the product and outlines the security impact of the changes.

The certified product CardOS V5.0 with Application for QES, V1.0 itself did not change. 

The  changes  are  related  to  the  scope  and  method  on  how  to  use  the  product, 
specifically  as  a  qualified  electronic  signature  creation  device  according  to  EU 
Regulation [8], [9] or related to national regulations (e.g. German digital signature act [6], 
[7]).

The product was certified in 2013 stating that the Protection Profile certified under BSI-
CC-PP-0059-2009 has been used as a baseline, but with specific deviations / additions. 
Specific configurations of the product can be used in order to fulfil the requirements of 
the laws  on digital  signatures in  Germany and Switzerland.  For  details,  refer  to the 
Certification Report [3]. In the meantime this PP certified under BSI-CC-PP-0059-2009 
was  editorially  adapted  to  the  PP-version  listed  in  the  EU regulation  [9]  (see  [10]). 
However, these changes in [10] do not affect the relationship between the product and 
the PP described above. 

When using the product as a qualified electronic signature creation device the guidance 
documentation  as  listed  in  the  certification  report  [3]  has  to  be  used,  whereby  the 
following constraints have to be taken into account:

• For RSA keys generated on chip only the key length 3072 and 3584 have a 
security level above 100 bit. When using the product with on chip generated RSA 
keys and in accordance e.g. to the German catalogue of appropriate algorithms 
[7] only these key length values provide the required level of security of at least 
100 bit.
If other key length values for RSA keys generated by the product are being used, 
a specific assessment on the appropriateness supported by Atos and Infineon 
has to be made within the context of the specific application. The certification 
service provider has to take appropriate measures to ensure that key length 
values providing the right level of security are used. 

• Constraints on cryptographic algorithms and parameters, e.g. when using the 
product according to the German catalogue of appropriate algorithms [7], have to 
be considered. These constraints cover in particular RSA, hash algorithms, 
random number generation.
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Conclusion
The change to the certificate are at the level of limiting the scope and method on how to 
use the product in addition to the user guidance documentation. The Security Target [4] 
is still valid for the TOE, but the extended notes on how to use the product need to be 
considered.  Consideration  of  the  nature  of  the  change  leads to  the  conclusion  that 
certificate maintenance is the correct path to continuity of assurance.

Therefore, BSI agrees that the assurance as outlined in the Certification Report [3] is 
maintained for this version of the product when considering the extended notes listed 
above.

The resistance to attacks using the CC assurance class AVA has not been re-assessed 
in the course of this maintenance process. Therefore, the overall assurance statement 
as outlined in the Certification Report BSI-DSZ-CC-0833-2013 dated 26 July 2013 is of 
relevance and has to be considered by the user's risk assessment and when using the 
product.

The IT product identified in the certificate and in this maintenance report is conformant to 
protection profile EN 419211-2:2013 (see [10]) and is therefore a compliant signature 
creation device according to Article 30(3.(a)) of Regulation No 910/2014 of the European 
Parliament and of the Council of 23 July 2014 [8] in combination with the Commissions 
implementation decision [9].

Additional obligations and notes for the usage of the product:

All aspects of assumptions, threats and policies as outlined in the Security Target not 
covered by the TOE itself need to be fulfilled by the operational environment of the TOE.

The customer or user of the product shall consider the results of the certification within 
his system risk management process. In order for the evolution of attack methods and 
techniques to be covered, he should define the period of time until a re-assessment for 
the TOE is required and thus requested from the sponsor of the certificate.

In  addition  to  the  baseline  certificate  and  the  items  outlined  above  BSI  notes  that 
cryptographic functionalities with a security level of 100 bits or lower can no longer be 
regarded as secure against attacks with high attack potential without considering the 
application  context.  Therefore  for  this  functionality  it  shall  be  checked  whether  the 
related crypto operations are appropriate for the intended system. Some further hints 
and  guidelines  can  be  derived  from  the  'Technische  Richtlinie  BSI  TR-02102' 
(https://www.bsi.bund.de).

This report is an addendum to the Certification Report [3].
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