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1 Introduction
1.1 Security Target Identification

Title: Security Target for IBM z/OS Version 2 Release 1
Version: 10.9

Status: Final

Date: 2014-08-28

Sponsor: IBM Corporation

Developer: IBM Corporation

Certification ID: BSI-DSZ-CC-0874

Keywords: access control, discretionary access control, general-purpose operating
system, information protection, security labels, mandatory access
control, security, UNIX®

1.2 TOE Identification
The TOE is IBM z/OS Version 2 Release 1.

1.3 TOE Overview

This Security Target (ST) documents the security characteristics of the IBM z/OS Version 2
Release 1 operating system with the additional required licensed programs (see section
Software configuration of this ST) configured in a secure manner as described in z/0S
Planning for Multilevel Security and the Common Criteria ([PMLS]).

IBM z/0S, a highly-secure, robust, scalable, high-performance enterprise operating system
on which to build and deploy mission-critical applications, provides a comprehensive and
diverse application execution environment. IBM z/OS is the flagship operating system for IBM
System z™ mainframe computers, empowering the use of their most advanced features,
such as the 64-bit z/Architecture™. It delivers the highest qualities of service for enterprise
transactions and data and extends these qualities to new applications using the latest
software technologies. IBM z/0S serves as the heart of customers’ IT infrastructures, helping
to integrate their information strategy and business strategy.

IBM z/OS can be used on a single IBM System z mainframe computer, or several systems or
logical partitions running the evaluated version of IBM z/OS can be connected to form a
loosely-coupled complex of systems called a sysplex.

IBM z/OS provides such software technologies as Enterprise Java™ Beans, eXtensible Markup
Language (XML), HyperText Markup Language (HTML), Unicode and distributed Internet
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Protocol (IP) networking. z/OS UNIX System Services allows customers to develop and run
UNIX programs on z/OS and exploit the reliability and scalability of the System z processors.
z/0OS also incorporates cryptographic services, distributed print services, workload
management, storage management, parallel sysplex availability, and automation
capabilities. Not all of these functions have been analyzed in this evaluation; see section
Software configuration for the software configuration of z/OS used in this evaluation. The
security functions subject to this evaluation are described in chapter 8 of this document.

With such outstanding security features as multilevel security support, IBM z/OS meets all of
the requirements of the Operating System Protection Profile base [OSPP], as well as its
extended packages for extended identification and authentication [OSPP-EIA], and labeled
security [OSPP-LS].

IBM z/OS provides identification and authentication of users using different authentication
mechanisms, both discretionary and mandatory access control to a large number of different
objects, a configurable audit functionality, protection of communication services,
sophisticated security management functions, preparation of objects for reuse and
functionality used internally to protect z/OS from interference and tampering by untrusted
users or subjects.

1.4 TOE Description

The Target of Evaluation (TOE) is the z/OS operating system with the software components
as described in section Software configuration. z/OS is a general-purpose, multi-user, multi-
tasking operating system for enterprise computing systems. Multiple users can use z/0OS
simultaneously to perform a variety of functions that require controlled, shared access to the
information stored on the system.

In this ST, the TOE is seen as one instance of z/OS running on an abstract machine as the
sole operating system and exercising full control over this abstract machine. This abstract
machine can be provided by one of the following:

e alogical partition provided by a certified version of PR/SM on an IBM System z™
processor (zEnterprise 114, zEnterprise 196, or zEnterprise EC12).

e a certified version of z/VM® executing in a logical partition provided by PR/SM on one
of the above-listed System z™ processors.

If the configuration includes a zEnterprise BladeCenter Extension (zBX), the operating
systems running in the zBX are not part of the TOE. They are external systems, connected to
z/0OS only via the built-in TCP/IP networking facilities included in the zEnterprise System and
zBX.

The abstract machine defined by the z/Architecture is not part of the TOE but belongs to the
TOE environment. Nevertheless, the correctness of separation and memory protection
mechanisms implemented in the abstract machine is analyzed as part of the evaluation,
since those functions are crucial for the security of the TOE. The cryptographic instructions
implementing the AES, Triple-DES, SHA-1 and SHA-2 algorithms provided by the CPACF
feature of the processor are also analyzed in the evaluation to correctly support the TSF.
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Cryptographic functions implemented by the (optional) CEX3 or CEX4 coprocessors are still
part of the TOE environment and therefore have not been evaluated to the degree required
by the target assurance level. In order to use only the cryptographic functions provided by

the TOE a user needs to configure the TOE such that either no cryptographic coprocessor is
installed or that the use of those functions is disabled.

A user that wants to use cryptographic functions provided by a coprocessor should be aware
that although those functions have been tested during the evaluation for functional
correctness, no further analysis of the design and implementation of those cryptographic
functions implemented on the coprocessors has been performed. Especially no analysis for
potentially exploitable side channels of the implementation of the cryptographic functions of
the coprocessors has been performed.

Multiple instances of the TOE may be connected in a basic sysplex or in a parallel sysplex
with the instances sharing their RACF® database.

The platforms selected for the evaluation consist of IBM products that are available when the
evaluation has been completed and will remain available for a substantial period of time
afterward.

The individual TOEs can be run alone or within a network as a set of cooperating hosts,
operating under and implementing the same set of security policies.

Transmission Control Protocol/Internet Protocol (TCP/IP) network services, connections, and
communication that occur outside of a sysplex are restricted to one security label; that is,
each system regards its peers as single-label hosts. Other network communication is
disallowed, with the exception of the Job Entry System 2 (JES2) Network Job Entry (NJE)
protocol.

Most of the TOE security functions (TSF) are provided by the z/OS operating system Base
Control Program (BCP) and the Resource Access Control Facility (RACF), a z/0S component
that is used by different services as the central instance for identification and authentication
and for access control decisions. z/OS comes with management functions that allow
configuring of the TOE security functions to tailor them to the customer’s needs.

Some elements have been included in the TOE that do not provide security functions. These
elements run in authorized mode, so they could compromise the TOE if they do not behave
properly. Because these elements are essential for the operation of many customer
environments, the inclusion of these elements subjects them to the process of scrutiny
during the evaluation and ensures that they may be used by customers without affecting the
TOE’s security status.

In its evaluated configuration, the TOE allows two modes of operation: a standard mode
meeting all requirements of the Operating System Protection Profile base [OSPP] and its
extended package for Extended Identification and Authentication [OSPP-EIA], and a more
restrictive mode called Labeled Security Mode, which additionally meets all requirements of
the OSPP extended package for Labeled Security [OSPP-LS]. In both modes, the same
software elements are used. The two modes have different RACF settings with respect to the
use of security labels. All other configuration parameters are identical in the two modes.

Throughout this Security Target, all claims that are valid for the Labeled Security Mode only
are marked accordingly. Any claim not marked for Labeled Security Mode applies to both
modes.
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1.4.1 Intended Method of Use

z/OS provides a general computing environment that allows users to gain controlled access
to its resources in different ways:

¢ online interaction with users through Time Sharing Option Extensions (TSO/E) or z/OS
UNIX System Services

¢ batch processing (JES2)
e services provided by started procedures or tasks

¢ daemons and servers utilizing z/0S UNIX System Services that provide similar
functions as started procedures or tasks but based on UNIX interfaces

These services can be accessed by users local to the computer systems or accessing the
systems via network services supported by the evaluated configuration.

All users of the TOE are assigned a unique user identifier (user ID). This user ID, which is
used as the basis for access control decisions and for accountability, associates the user
with a set of security attributes. In most cases the TOE authenticates the claimed identity of
a user before allowing this user to perform any further security-relevant actions. Exceptions
to this authentication policy include:

i. Pre-specified identities:

a. The authorized administrator can specify an identity to be used by server or
daemon processes or system address spaces, which may be started either
automatically or via system operator commands;

b. The authorized administrator may configure a trusted HTTP server to access
selected data under a specified identity, rather than the identity of the end
user making the request. The HTTP server may optionally authenticate the
user in this case, or may serve the data to anyone asking for it, if the
administrator has determined that such anonymous access is appropriate.

iil. Users are allowed to execute programs that accept network connections on ports the
user has access to. In this case the untrusted program has no knowledge about the
external "user" and cannot perform authentication. The program executes with the
rights of the z/OS user that started it, and any data access occurs using this user’s
authenticated identity.

The TOE provides mechanisms for both mandatory and discretionary access control. This
Security Target describes two modes of operation: one with discretionary access control only
and one with both discretionary and mandatory access control where the mandatory access
control is fully enabled for all subjects and objects . In commercial environments it is often
useful to activate only part of the mandatory access control functions required in this
Security Target . While such a mode may be useful for specific environments and the
functions used have been evaluated, the claims about information flow control made in this
Security Target for the Labeled Security Mode may not hold completely when only part of the
mandatory access control functions are configured.

All TOE resources are under the control of the TOE. The TOE mediates the access of subjects
to TOE-protected objects. Subjects in the TOE are called tasks. Tasks are the active entities
that can act on the user’s behalf. Data is stored in named objects. The TOE can associate a
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set of security attributes with each named resource, which includes the description of the
access rights to that object and (in Labeled Security Mode) a security label.

Objects are owned by users, who are assumed to be capable of assigning discretionary
access rights to their objects in accordance with the organizational security policies.
Ownership of named objects can be transferred under the control of the access control
policy. In Labeled Security Mode, security labels are assigned by the TOE, either
automatically upon creation of the object or by the trusted system administrator. The
security attributes of users, data objects, and objects through which the information is
passed are used to determine if information may flow through the system as requested by a
user.

Apart from normal users, z/OS recognizes administrative users with special authorizations.
These users are trusted to perform system administration and maintenance tasks, which
includes configuration of the security policy enforced by the z/OS system and attributes
related to it. Authorizations can be delegated to other administrative users by updating their
security attributes.

The TOE also recognizes the role of an auditor, who uses the auditing system provided by
z/0OS to monitor the system usage according to the organizational security policies.

The TOE is intended to operate in a networked environment with other instantiations of the
TOE as well as other well-behaved client systems operating within the same management
domain. All of those systems need to be configured in accordance with a defined common
security policy.

1.4.2 Summary of Security Features
The primary security features of the product are:
e identification and authentication
e discretionary access control
¢ in Labeled Security Mode: mandatory access control and support for security labels
(Note that security labels can be used in standard mode, too, if allowed by the
security administrator.)
e auditing
e object reuse
e security management

e secure communication

e TSF protection

These primary security features are supported by domain separation and reference
mediation, which ensure that the features are always invoked and cannot be bypassed.
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1.4.2.1 Identification and authentication

z/0S provides identification and authentication of users by the means of

¢ an alphanumeric RACF user ID and a system-encrypted password or (for applications
that support it) password phrase.

¢ an alphanumeric RACF user ID and a PassTicket, which is a cryptographically-
generated password substitute encompassing the user ID, the requested application
name, and the current date/time.

e an X.509v3 digital certificate presented to a server application that uses System SSL
or TCP/IP Application Transparent TLS (AT-TLS) to provide TLS--based client
authentication, and then “mapped” (using TOE functions) by that server application
or by AT-TLS to a RACF user ID.

e aKerberos™ V5 ticket presented to a server application that supports the Kerberos
mechanism, and then mapped by that application through the TOE-provided GSS-API
programming services or alternate functions that are also provided by the TOE
(specifically the R_ticketServ, and R_GenSec services). These functions enable the
application server to validate the Kerberos ticket, and thus the authentication of the
principal. The application server then translates (or maps) the Kerberos principal
(using the TOE provided function of R_userMap) to a RACF user ID.

e an LDAP LDBM bind DN (which is mapped to a RACF user ID by information in the
LDAP directory) or an LDAP ICTX or SDBM bind DN (which contains a RACF user ID)
together with a RACF password or password phrase. The bind processing then passes
the derived RACF user ID, and the password/phrase, to RACF to complete the
authentication process.

¢ adigital certificates presented to LDAP over TLS (LDAP SASL bind with EXTERNAL
verification) which must map to a RACF USER ID.

In the evaluated configuration, all human users are assigned a unique user ID. This user ID
supports individual accountability. The TOE security functions authenticate the claimed
identity of the user by verifying the password/phrase (or other mechanism, as listed above)
before allowing the user to perform any actions that require TSF mediation, other than
actions that aid an authorized user in gaining access to the TOE.

In some cases of external access to the system, such as the HTTP server, or LDAP server, an
installation may decide to define a user ID that is used for access checking of selected
resources for users that have not been authenticated. This allows an installation to define
resources unauthenticated users may access using that server via an appropriate client
program. Users may still authenticate to the server using their user ID and password/phrase
(or other authentication mechanism as above) to access additional resources they have
been assigned access to.

The required password quality can be tailored to the installation’s policies using various
parameters. When creating users, administrators are required to choose an initial password
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and optionally a password phrase, that must usually be changed by the user during the
initial logon that uses the password/phrase.

1.4.2.2 Discretionary access control

z/0S supports access controls that are capable of enforcing access limitations on individual
users and data objects. Discretionary access control (DAC) allows individual users to specify
how such resources as direct access storage devices (DASDs), DASD and tape data sets, and
tape volumes that are under their control are to be shared.

RACF makes access control decisions based on the user’s identity, security attributes, group
authorities, and the access authority specified with respect to the resource profile.

z/0OS provides three DAC mechanisms:

i. The z/OS standard DAC mechanism is used for most traditional (non-UNIX) protected
objects.

il. The z/OS UNIX DAC mechanism is used for z/OS UNIX objects (files, directories, etc.)

ili. The z/OS LDAP LDBM DAC mechanism is used to protect LDAP objects in the LDAP
LDBM back-end data store. [Note: z/OS LDAP also supports the CDBM back-end.
Statements in this Security Target about LDBM, including how DAC mechanisms work,
apply to both LDBM and CDBM. However, CDBM can hold administrative policies for
the LDAP server, and LDAP applies additional, CDBM-specific access control policies
to the CDBM directory information tree containing those policies when accessed by a
member of the LDAP administrative group, as described later in the LDAP
Management section.]

z/0S standard DAC mechanism

Access types that can be granted are NONE, EXECUTE, READ, UPDATE, CONTROL, and
ALTER, which form a hierarchical set of increasing access authorities.

Access authorities to resources are stored in profiles. Discrete profiles are valid for a single,
named resource and generic profiles are applicable to a group of resources, typically with
similar names. For access permission checks, RACF always chooses the most specific profile
for a resource. Profiles can have an access control list associated with them that contains a
potentially large number of entries for different groups and users, thus allowing the
modeling of complex, fine-grained access controls.

Profiles are assigned to a number of resources within z/OS. This Security Target defines the
resource types analyzed during the evaluation. RACF profiles are also used to manage and
control privileges in z/OS and resources of subsystems that are not part of the evaluated
configuration (e. g. DB2, CICS, JES3).

Access rights for subjects to resources can be set by the profile owner and by the system
administrator.

The TOE allows access decisions by this mechanism for local applications or remote
applications. For local applications the application, or the TOE, uses the RACROUTE
programming interface to perform the access check. Remote applications can perform
similar access checking via LDAP interfaces, if the z/OS ITDS LDAP server is appropriately
configured, by first authenticating (binding) with an ICTX-style identity (DN), and then
providing an extended-operation request indicating that the applications wants do perform
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an access check. LDAP will then invoke the ICTX extended operation processing routine
which will check the application’s authority to make such a request, and then will process
the request if authorized. The request specifies the resource to be checked and the RACF
user ID or group name whose access should be checked.

z/0S UNIX DAC mechanism

z/0S implements POSIX-conformant access control for such named objects in the UNIX realm
as UNIX file system objects and UNIX inter-process communication (IPC) objects. Access
types for UNIX file system objects are read, write, and execute/search, and read and write
for UNIX IPC objects. z/OS file system objects provide either access control based on the
permission bits associated with a file, or based on access control lists, which are upward-
compatible with the permission bits algorithm and implement the recommendations from
Portable Operating System Interface for UNIX (POSIX) 1003.1e draft 17.

z/0S LDAP DAC mechanism

The z/OS LDAP server supports several back-end data stores as well as plug-ins. Three of the
data stores (LDBM, CDBM, SDBM) and three plug-ins (ICTX, Remote PKCS#11, Remote CCA)
can be used in the evaluated configuration. The SDBM back-end allows RACF administration
by remote administrators for systems configured in standard operation mode. The LDBM
back-end allows storage of customer data in either standard or Labeled Security Mode, and
this back-end supports a standard LDAP access control mechanism to control which
authenticated users can access which data. It also supports the possibility of “public” data,
accessed by unauthenticated users, when the administrator has configured this kind of data
and access.

The ICTX plug-in allows remote servers to issue authorization check or auditing requests to
RACF in either standard or Labeled Security Mode.

Through the remote PKCS#11 plug-in, the z/OS LDAP server provides client applications the
ability to utilize PKCS#11 crypto provided through ICSF (Integrated Cryptographic Security
Facility). PKCS#11 is a Public Key Cryptographic Standard (PKCS) that defines a platform
independent API for using cryptographic tokens. This standard defines the types of
cryptographic tokens supported and how to create, delete and use (encrypt, decrypt, hash
data) tokens in cryptographic operations. The remote PKCS#11 plug-in supports the
RemoteCryptoPKCS#11 extended operation which allows any LDAP client application
authorized (successfully bound and authenticated) to perform any PKCS#11 API by invoking
the appropriate ICSF callable service. The RemoteCryptoPKCS#11 extended operation is a
generic extended operation that allows an LDAP client application to specify the same data
as if invoking the ICSF callable service locally.

Through the remote CCA plug-in, the z/OS LDAP server provides client applications the
ability to utilize CCA crypto provided through ICSF (Integrated Cryptographic Security
Facility). The remote CCA plug-in supports the RemoteCryptoCCA extended operation which
allows any LDAP client application authorized (successfully bound and authenticated) to
perform any CCA callable service by invoking the appropriate ICSF callable service. The
RemoteCryptoCCA extended operation is a generic extended operation that allows an LDAP
client application to specify the same data as if invoking the ICSF callable service locally.
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1.4.2.3 Mandatory access control and support for security labels

In addition to DAC, z/OS provides mandatory access control (MAC) functions that are
required for Labeled Security Mode, which impose additional access restrictions on
information flow on security classification. Users and resources can have a security label
specified in their profile. Security labels contain a hierarchical classification (security level),
which specify the sensitivity (for example: public, internal use, or secret), and zero or more
non-hierarchical security categories (for example: PROJECTA or PROJECTB).

The access control enforced by the TOE ensures that users can only read labeled information
if their security labels dominate the information’s label, and that they can only write to
labeled information containers if the container’s label dominates the subject’s, thus
implementing the Bell-LaPadula model of information flow control. The system can also be
configured to allow write-down for certain authorized users.

MAC checks are performed before DAC checks.

Note that security label checking will also occur in standard operation mode, if the
administrator has configured security labels and if resources and users have labels assigned
to them. The exact effects (e.g., whether write-down can occur) depend on several RACF
options, and so the behavior may differ from that imposed by a Labeled Security
configuration, which mandates the setting of certain options.

Users with clearance for multiple security classifications can choose their label at login time
in TSO and for batch jobs submitted to JES, with appropriate defaults assigned if no labels
are chosen. The choice may be restricted by the label assigned to the point of access (the
logical or physical device the user has used to authenticate, e. g. the ID of the terminal, the
IP address, or the ID of the job entry station).

TCP/IP applications that process user login requests must either be restricted to a single
label or must restrict the user label by the label assigned to the point of access.

Specifically for the z/OS LDAP server:

¢ The LDBM back-end has no mechanisms to perform MAC checking. Instead, each
LDAP server must run with a single security label, matching the classification of the
data in the LDBM database. TCP/IP processing will then ensure that only users
running with that security label will have access to the LDAP data, thus fulfilling the
required MAC checking. As needed, customers may configure multiple z/OS LDAP
servers, each running with a single security label, and users must connect to the
appropriate server that matches their own security label when they want to access
the data.

e The SDBM back-end is prohibited in Labeled Security Mode.

e The ICTX back-end does not provide any data access functions, and thus technically
does not need to provide MAC checking. However, if the administrator configures
ICTX in Labeled Security Mode then TCP/IP will still control an external server's
connection to LDAP based on the server's security label, and any remote
authorization checking requests will use that security label as part of the decision
making process.
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1.4.2.4 Auditing

The TOE provides an auditing capability that allows generating audit records for security-
critical events. RACF provides a number of logging and reporting functions that allow
resource owners and auditors to identify users who attempt to access resources. Audit
records are collected by the System Management Facilities (SMF) into an audit trail, which is
protected from unauthorized modification or deletion by the DAC and (in Labeled Security
Mode) MAC mechanisms. This audit trail can reside directly in MVS data sets, or in an MVS
log stream (which can be automatically off-loaded into MVS data sets), as configured by the
administrator.

The system can be configured to halt on exhaustion of audit trail space to prevent audit data
loss.

Operators are warned when audit trail space consumption reaches a predefined threshold.

RACF always generates audit records for such events as unauthorized attempts to access
the system or changes to the status of the RACF database. The security administrator,
auditors, and other users with appropriate authorization can configure which additional
optional security events are to be logged. In addition to writing records to the audit trail,
messages can be sent to the security console to immediately alert operators of detected
policy violations. RACF provides SMF records for all RACF-protected resources (either
“traditional” or z/OS UNIX-based) as well as for LDAP-based resources.

Remote applications can use an LDAP interface to request that RACF generate an SMF audit
record, if the z/OS ITDS LDAP server is appropriately configured, by first authenticating
(binding) with an ICTX-style identity (DN) and then providing an extended-operation request
indicating that the applications wants do generate an audit record. LDAP will then invoke the
ICTX extended operation processing routine, which will check the application’s authority to
make such a request, and then will process the request if authorized. The request specifies
the information to be audited.

For reporting, auditors can unload all or selected parts of the SMF data for further analysis in
a human-readable formats and can then upload the data to a query or reporting package,
such as DFSORT™ if desired.

1.4.2.5 Object reuse functionality

Reuse of protected objects and of storage is handled by various hardware and software
controls, and by administrative practices.

All memory content of non-shared page frames is cleared before making it accessible to
other address spaces or data spaces. DASD data sets can be purged during deletion with the
RACF ERASE option and tape volumes can be erased on return to the scratch pool. All
resources allocated to UNIX objects are cleared before reuse. Other data pools are under
strict TOE control and cannot be accessed directly by normal users.

1.4.2.6 Security management

z/0OS provides a set of commands and options to adequately manage the TOE's security
functions. Additionally, the TOE provides the capability of managing users, groups of users,
general resource profiles, and RACF SETROPTS options via the z/OS LDAP server, which can
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accept LDAP-format requests from a remote administrator and transform them into RACF
administrative commands via its SDBM backend processing. The TOE also provides a Java
class that allows Java programs to issue commands to manage users and groups. Both the
LDAP SDBM and the Java class ultimately create a RACF command and pass it to RACF using
a programming interface, and then RACF runs the command using the identity associated
with the SDBM session or the Java program. This behaves just the same as when a local
administrator issues the command, including all the same security checking and auditing.

The TOE recognizes several authorities that are able to perform the different management
tasks related to the TOE’s security:

¢ General security options are managed by security administrators.

¢ In Labeled Security Mode: management of MAC attributes is performed by security
administrators.

¢ Management of users and their security attributes is performed by security
administrators. Management of groups (and to some extent users) can be delegated
to group security administrators.

¢ Users can change their own passwords or password phrases, their default groups,
and their user names (but not their user IDs).

¢ In Labeled Security Mode: users can choose their security labels at login, for some
login methods. (Note: this also applies in standard operation mode if the
administrator chooses to activate security label processing.)

¢ Auditors manage the parameters of the audit system (a list of audited events, for
example) and can analyze the audit trail.

e Security administrators can define what audit records are captured by the system.

e Discretionary access rights to protected resources are managed by the owners of the
applicable profiles (or UNIX objects) or by security administrators.

1.4.2.7 Communications Security

z/0OS provides means of secure communication between systems sharing the same security
policy. In Labeled Security Mode, communication within TOE parts coupled into a sysplex can
be multilevel, whereas other communication channels are assigned a single security label. In
standard operation mode, labels need not to be assigned and evaluated for any
communication channel.

z/OS TCP/IP provides the means for associating labels with all IP addresses in the network. In
Labeled Security Mode, communication is permitted between any two addresses that have
equivalent labels. In Labeled Security Mode, communication between two multilevel
addresses requires the explicit labeling of each packet with the sending user's label and is
only permitted over XCF links within the sysplex.
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z/OS TCP/IP provides the means to define Virtual IP addresses (VIPAs) with specific labels on
a multilevel system. z/OS TCP/IP considers the user's label when choosing a source address
for communications. z/OS UNIX Systems Services also provides the means to run up to eight
instances of the z/OS TCP/IP stack which can each be restricted to a single label. Either of
these approaches can be used to ensure that most communications between multilevel
systems do not use a multilevel address on both ends and thereby avoid the need for
explicit labeling.

In its evaluated configuration, z/OS supports trusted communication channels for TCP/IP
connections. The confidentiality and integrity of network connections are assured by
Transport Layer Security (TLS) encrypted communication for TCP/IP connections ([TLSV1.1],
[TLSV1.2]), which can be used explicitly by applications or applied transparently to their
communications (AT-TLS) without changing the applications using it (assuming the
applications that do not make use of the TLS capabilities that allow clients to authenticate to
the system using a client-supplied X.509 digital certificate. If applications accept client
certificates then they do need to have specific TLS-related processing within the
applications.).

In addition to the TLS connection, z/OS also supports the IP Security (IPSec) protocol with
Internet Key Exchange (IKE) as the key exchange method. This is an additional way to set up
a trusted channel to another trusted IT product for IP-based connections. z/OS also provides
centralized policy management for IPSec policies across multiple z/OS systems in the
network. It also provides centralized management for digital certificates, message signing,
and message verification for IPSec across multiple z/OS systems in the network.

z/0S also supports Kerberos™ version 5 networking protocols, via the Integrated Security
Services Network Authentication Service component, hereafter called z/OS Network
Authentication Service These protocols enable both the client and the server to mutually
authenticate. This authentication mechanism can be utilized with the GSS-API services
provided by the z/OS Network Authentication Service to provide security services to
applications. These services enable encrypted communications channels between clients
and servers that may reside on the same or on different systems.

z/0S also supports, via the optional add-on product IBM Ported Tools for z/OS, the SSH v2
protocol and the ssh-daemon provided services of ssh (secure shell), scp (secure copy), and
sftp (secure ftp) ([SSHV2])

TCP/IP-based communication can be further controlled by the access control function for
TCP/IP connections, which allows controlling of the connection establishment based on
access to the TCP/IP stack in general, individual network address and individual ports on a
per-application or per-user basis.

z/0OS provides also a variety of network services, all of which use RACF for identification,
authentication, and access control. In the evaluated configuration, terminal services are
provided by TN3270, telnet, rlogin, rsh, and rexec. File transfer services are provided by the
File Transfer Protocol (FTP), sftp and scp, Web serving functions are provided by the z/0OS
HTTP Server.

1.4.2.8 TSF protection

TSF protection is based on several protection mechanisms that are provided by the
underlying abstract machine:
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e Privileged processor instructions are only available to programs running in the
processor’s supervisor state

e Semi-privileged instructions are only available to programs running in an execution
environment that is established and authorized by the TSF

¢ While in operation, all address spaces, as well as the data and tasks contained

therein, are protected by the memory protection mechanisms of the underlying
abstract machine

The TOE’s address space management ensures that programs running in problem state
cannot access protected memory or resources that belong to other address spaces.

Access to system services - through supervisor call (SVC) or program call (PC) instructions,
for example - is controlled by the system, which requires that subjects who want to perform
security-relevant tasks be authorized appropriately.

The hardware and firmware components that provide the abstract machine for the TOE are
required to be physically protected from unauthorized access. The z/OS Base Control
Program mediates all access to the TOE’s hardware resources themselves, other than
program-visible CPU instruction functions.

Tools are provided in the TOE environment to allow authorized administrators to check the
correct operation of the underlying abstract machine.

In addition to the protection mechanism of the underlying abstract machine, the TOE also
uses software mechanisms like the authorized program facility (APF) or specific privileges for
programs in the UNIX system services environment to protect the TSF.

1.4.3 Configurations

1.4.3.1 Software configuration

The Target of Evaluation, z/OS Version 2 Release 1, consists of:

e Zz/OS Version 2 Release 1 (V2R1) Common Criteria Evaluated Base Package:

o z/OS Version 2 Release 1 (z/OS V2R1, program number 5650-Z0S),
o Overlay Generation Language Version 1 (OGL V1R1, program number 5688-
191)
o IBM Print Services Facility™ Version 4 Release 4 for z/OS (PSF V4.4.0, program
number 5655-015)
e |IBM Ported Tools for z/OS V1.2 (FMID HOS1120, program number 5655-M23, optional)
along with the IBM Ported Tools for z/OS: Supplementary Toolkit for z/OS Feature
(also optional) and with the PTF UA63842 for APAR OA37278 (which allows to

configure OpenSSH to use ICSF for the symmetric algorithms TDES and AES and for
the SHA-1 and SHA-2 family of hash functions).

¢ The following APARs (or their associated PTFs):
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OA41946 |UA70056
OA38971 |UA69014
OA41985 | UA70053
OA43423 |UA71183
OA42093 |UA70345
OA41809 |UA70548
UK97738,
PM91543 UK97739
OA43149 |UA70900
OA42679
PM87944 | UI12779
OA43712 |UA71638
OA43935 | UA90715
OA43539 |UA71266,
OA43457 |UA71250
PI06650 ul90002
OA43550 |UA71082
OA43536 | UA71853
OA43350 | UA90693
OA43794
0A43650 UA90696
OA43812 | UA90702
OA43741 |UA71552
OA43398 | UA71591
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Note: References in this document to “HTTP Server” refer to the IBM HTTP Server Base
(FMID HIMW530) and IBM HTTP Server North America Secure (JIMW531) that ship as part of
z/0S, and not to the IBM Ported Tools for z/OS HTTP Server, which must not be used in the
evaluated configuration.

The same software elements are used in the Labeled Security and standard modes of
operation, except as otherwise noted. The mode of operation is defined by the configuration
of the labeling-related options in RACF. Details are described in z/OS Planning for Multilevel
Security and the Common Criteria ([PMLS]).

The z/OS V2R1 Common Criteria Evaluated Base package, and (if used) IBM Ported Tools for
z/0OS must be installed according to the directions delivered with the media and configured
according to the instructions in Chapter 7, “The evaluated configuration for the Common
Criteria” in z/OS Planning for Multilevel Security and the Common Criteria ([PMLS]).
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Installations may choose not to use any of the elements delivered within the ServerPac, but
are required to install, configure, and use at least the RACF and ICSF components of the z/OS
Security Server element.

In addition, any software outside the TOE may be added without affecting the security
characteristics of the system, if it cannot run:

e in supervisor state

e as APF-authorized

e with keys 0 through 7

e with UID(0),

e with authority to FACILITY resources BPX.DAEMON, BPX.SERVER, or BPX.SUPERUSER

e with authority to UNIXPRIV resources

This explicitly excludes:

¢ replacement of any element in the ServerPac providing security functions relevant to
this evaluation by other third-party products;

¢ installing system exits that run authorized (supervisor state, system key, or APF-
authorized), with the exception of the sample ICHPWX11 and its associated
IRRPHREX routine;

¢ installing IBM Tivoli Directory Server plug-ins that have not been evaluated;

e using the Authorized Caller Table (ICHAUTAB) in RACF to allow unauthorized programs
to issue RACROUTE REQUEST=VERIFY (RACINIT) or RACROUTE REQUEST=LIST
(RACLIST).

Note: The evaluated software configuration is not invalidated by installing and operating
other appropriately-certified components that possibly run authorized. However the
evaluation of those components must show that the component and the security policies
implemented by the component do not undermine the security policies described in this
document.

The IBM Tivoli Directory Server for z/OS component may be used as the LDAP server, but:
e For client authentication via digital certificates the administrator must configure the
LDAP server to map the certificate to a RACF user ID and to fail the bind if the

certificate does not map to a RACF user ID. The allowable LDAP configuration
provides three options for forming an LDBM subject:

e LDAP may use the original DN from the certificate; or
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e LDAP may replace the original DN with an SDBM-format DN based on the RACF
user ID;

e or LDAP may add the SDBM-format DN to the LDAP subject, giving a subject
with two DNs, either of which will work in LDAP ACLs.

client authentication using the Kerberos mechanism has not been evaluated for LDAP
and cannot be used in the evaluated configuration.

authentication via passwords stored in LDAP cannot be used. Authentication must
occur using RACF passwords or password phrases. Note that if an LDBM bind DN is
specified when binding to the server, the password/phrase specified must be for the
RACF user ID associated with that bind DN by the LDAP administrator.;

In Labeled Security Mode, only the ICTX or LDBM configurations can be used.. In
standard mode the LDBM, CDBM, and SDBM back-ends and the ICTX plug-in may be
used. Other LDAP back-end configurations and plug-ins have not been evaluated and
must not be used.

(Labeled Security Mode only) Each running instance of the LDAP server must run with
a single, non-SYSMULTI, non-SYSNONE, security label. Multiple server instances may
run at the same time, with the same or different security labels.

Each running instance of the HTTP server must run with a security label that is neither
SYSMULTI nor SYSNONE.

sshd (from IBM Ported Tools for z/OS), may be used, but if used:

must be configured to use protocol version 2 and either TDES or one of the AES-
based encryption suites,

must be configured in privilege separation mode, and

must be configured to allow only password-based (including password phrase)
authentication of users or public-key based authentication of users with the public
keys stored in RACF keyrings. Rhost-based and public-key based user authentication
with the keys stored elsewhere may not be used in the evaluated configuration. In
Labeled Security Mode sshd should be configured with the SYSMULTI security label.

The Network Authentication Service component of the Integrated Security Services
component, if used, and applications exploiting it, must satisfy the following constraints:

the Network Authentication Service must use the SAF (RACF) registry. The NDBM
registry is not a valid configuration for this evaluation.

Cross Realm Trust relationships with foreign Kerberos realms is allowed, but the
foreign KDC must be capable of supporting the same cipher as does the z/OS KDC.
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e In order to ensure strong cryptographic protection of Kerberos tickets, Triple DES or
AES should be utilized by the z/OS KDC and any KDC participating in a cross-realm
trust relationship with the z/OS KDC. DES should only be used in network
environments where the threat of cryptographic attacks against the tickets and
Kerberos-protected sessions is deemed low enough to justify the use of these weaker
encryption protocols.

¢ Applications supporting Kerberos may use a combination of application specific
protocols and the GSS-API functions or the equivalent native platform callable
services (the SAF R _TicketServ and R_GenSec callable services) to authenticate
clients, and in client-server authentication. Only the Kerberos mechanism may be
used by applications that utilize GSS-API or the equivalent native platform functions.
The GSS-API and R_GenSec services also enable the encryption of sensitive
application messages passed via application specific protocols. These services enable
the secure communication between client and server applications. The GSSAPI
services include the message integrity and privacy functions that validate the
authenticity and secure the communications between clients and servers.

The Network File System (NFS) Server may be used, but must be configured with the SAF or
SAFEXP option, to ensure that all file and directory access (except possibly directory
mounting) has appropriate RACF security checks made.

TLS (Transport Layer Security) processing, if used, must use TLS V1.1 or TLS V1.2 protocols.
TLS (Transport Layer Security), if used, must use one of the cipher suites listed in the
FCS_COP.1(NET) SFR.

IPSec (IP Security) processing, if used, must use the ciphers listed in the FCS_COP.1(NET)
SFR.

Any application performing client authentication using client digital certificates over TLS
must be configured to use RACF profiles in the RACDCERT or DIGTRING classes or PKCS#11
tokens in ICSF to store the keyrings that contain the application private key and the allowed
Certificate Authority (CA) certificates that may be used to provide the client certificates that
the application will support. The use of gskkyman for this purpose is not part of the
evaluated configuration.

Any client that is delivered with the product that executes with the user's privileges must be
used with care, since the TSF can not protect those clients from potentially hostile programs.
Passwords/phrases a user enters into those client programs that those clients use to pass to
the corresponding server to authenticate the user may potentially be spoofed by hostile
programs running in the user's address space. This includes client programs for telnet,
TN3270, ftp, rcommands, ssh, all LDAP utilities and Kerberos administration utilities that
require the user to enter his password/phrase. When using those client programs the user
should take care that no untrusted potentially hostile program has been called during his
session.

The following elements and element components cannot be used in an evaluated system,
either because they violate the security policies stated in this Security Target or because
they have been removed from the evaluated configuration due to time and resource
constraints of the evaluation. As they are part of the base system, either they must be not
configured for use or they must be deactivated, as described in Chapter 7, “The evaluated
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configuration for the Common Criteria” in
z/OS Planning for Multilevel Security and the Common Criteria:

All Bulk Data Transfer (BDT) elements: BDT, BDT File-to-File , and BDT Systems
Network Architecture (SNA) NJE (FMIDs HBD6602, |IBD6201, JBD6202)

The DFS™ Server Message Block (SMB) components of the Distributed File Service
element

Infoprint® Server (FMIDs HMOS705, HNET780, HOPI780)
JES3 (FMID HJS7780)

IBM Ported Tools for z/OS HTTP Server V7.0 (FMID HHAP700)

In addition the following cannot be used in the certified configuration:

The Advanced Program-to-Program Communication / Multiple Virtual Storage
(APPC/MVS) component of the BCP

The DFSMS Object Access Method for content management type applications
The RACF remote sharing facility in remote mode. See “RACF” on page 152.

JES2 NJE communication via TCP/IP. JES2 NJE must use SNA or BSC in the certified
configuration.

JES2 Execution Batch Monitor (XBM) facility

Most functions of Enterprise Identity Mapping (EIM). For details, see the manual
/OS Planning for Multilevel Security and the Common Criteria

For the Communications Server:

The z/OS FTP server and client, and the z/OS TN3270 server, support both manually-
configured TLS, or AT-TLS. This evaluation has considered only AT-TLS configurations,
and as a result manual configuration of those components to use TLS is not allowed
for evaluated configurations.

The z/OS FTP server and client can support either the protocols from the draft
standard for securing FTP with TLS, or the protocols from the formal RFC 4217 level of
Security FTP with TLS [RFC4217]. This evaluation has considered only the formal RFC
4217 level of support, and as a result that option must be used in the evaluated
configuration.

The following applications must not be used in Labeled Security configurations, as
noted in the Communications Server IP Configuration Guide: HOMETEST command,
IUCV, LPD, LPQ command, LPR command, LPRM command, LPRSET command,
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NCPROUTE, NPF, Portmapper, SMTP, SNMP NetView client, TELNET client command,
TESTSITE command, TNF, VMCF, z/OS UNIX Network SLAPM2 subagent, z/OS UNIX
OMPROUTE SNMP subagent, z/OS UNIX popper, z/OS UNIX RSVP agent, z/OS UNIX
SNMP client command, z/OS UNIX SNMP server and agent, z/OS UNIX Trap Forwarder

Daemon.

1.4.3.2 Hardware configuration

The following assumptions about the technical environment in which the TOE is intended to
be used are made:

The TOE is running within a logical partition provided by a certified version of PR/SM, on the
z/Architecture as implemented by the following hardware platforms:

e |IBM zEnterprise 114 with CPACF DES/TDES Enablement Feature 3863 active ,
optionally with Crypto Express3 card, and with or without the zEnterprise
BladeCenter Extension (zBX).

e IBM zEnterprise 196 with CPACF DES/TDES Enablement Feature 3863 active,
optionally with Crypto Express3 card, and with or without the zEnterprise
BladeCenter Extension (zBX).

e IBM zEnterprise zEC12 with CPACF DES/TDES Enablement Feature 3863 active,
optionally with Crypto Express3 or Crypto Express4s card, and with or without the
zEnterprise BladeCenter Extension (zBX).

Note that the CryptoExpress cards are not part of z/OS and therefore the implementation of
the cryptographic functions provided by those cards has not been analyzed. Testing has
been performed using those cards to ensure that the cryptographic functions provided by
those cards work in principle. No vulnerability analysis or side channel analysis for those
cryptographic functions has been performed. The claims made in this Security Target
concerning the cryptographic functions therefore apply to those functions implemented in
software or by CPACF.

In addition, the TOE may run on a virtual machine provided by a certified version of z/VM.

The following peripherals can be used with the TOE, while still preserving the security
functionality:

e All terminals that are supported by the TOE.

e Printers:

o in standard operation mode: any printer that is supported by the TOE.

o in Labeled Security Mode: any printer that is used to print output with
different security labels must support the Guaranteed Print Labeling Function.
Guaranteed print labeling works with a subset of Advanced Function
Presentation™ (AFP™) printers and ensures the integrity of the identification
label by preventing the user from changing the label. Review the printer
hardware documentation or contact the printer vendor to determine if a
printer supports this function.
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e All storage devices and backup devices supported by the TOE, such as:

o Direct access storage devices (DASDs), except RVA devices.
o Tape drives (including encrypting tape drives, though this evaluation has not
specifically examined those cryptographic functions).

e All Ethernet and token-ring network adapters that are supported by the TOE.

Note: The peripherals may be virtualized in the case of the TOE executing within a logical
partition or z/VM. The logical partitioning software and z/VM software is part of the abstract
machine and therefore part of the TOE environment. The logical partitioning software
documentation as well as the z/VM documentation provides the required guidance on how to
set up and configure the logical partitioning software or z/VM and how to define the logical
peripheral devices so the TOE operates securely in the logical partitioning or z/VM
environment.

1.4.4 Structure

The structure of this document is:
e Chapter 1 provides the ST Introduction
¢ Chapter 2 provides the CC Conformance Claim
e Chapter 3 provides the Security Problem Definition
e Chapter 4 provides the Security Objectives
¢ Chapter 5 provides the Extended Components Definition
e Chapter 6 provides the Security Requirements for the Operational Environment
e Chapter 7 provides the Security Requirements
¢ Chapter 8 provides the TOE Summary Specification

e Chapter 9 provides Abbreviations, Terminology and References
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2 CC Conformance Claim

This ST is CC Part 2 extended and CC Part 3 conformant, with a claimed Evaluation
Assurance Level of EAL4, augmented by ALC FLR.3.

This ST claims conformance to the following Protection Profiles:

e [OSPP] Operating System Protection Profile. Version 2.0 as of 2010-06-01; strict
conformance.

e [OSPP-EIA]: OSPP Extended Package - Extended Identification and Authentication.
Version 2.0 as of 2010-05-28; strict conformance.

e [OSPP-LS]: OSPP Extended Package - Labeled Security. Version 2.0 as of 2010-05-28;
strict conformance.

Common Criteria [CC] version 3.1 revision 4 has been taken as the basis for this
conformance claim.
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3 Security Problem Definition
3.1 Introduction

The statement of the TOE security problem definition describes the security aspects of the
environment in which the TOE is intended to be used and the manner in which it is expected
to be deployed.

To this end, the statement of the TOE security environment identifies the list of assumptions
made on the operational environment (including physical and procedural measures) and the
intended method of use of the product, defines the threats that the product is designed to
counter, and the organizational security policies with which the product is designed to
comply.

3.2 Threat Environment

Threats to be countered by the TOE are characterized by the combination of an asset being
subject to a threat, a threat agent and an adverse action.

3.2.1 Assets

Assets to be protected are:
» Persistent storage objects used to store user data and/or TSF data, where this data
needs to be protected from any of the following operations:
* Unauthorized read access
* Unauthorized modification
* Unauthorized deletion of the object
* Unauthorized creation of new objects
+ Unauthorized management of object attributes
+ Transient storage objects, including network data
+ TSF functions and associated TSF data
+ The resources managed by the TSF that are used to store the above-mentioned
objects, including the metadata needed to manage these objects

3.2.2 Threat agents

Threat agents are external entities that potentially may attack the TOE. They satisfy one or
more of the following criteria:

+ External entities not authorized to access assets may attempt to access them either
by masquerading as an authorized entity or by attempting to use TSF services
without proper authorization.

» External entities authorized to access certain assets may attempt to access other
assets they are not authorized to either by misusing services they are allowed to use
or by masquerading as a different external entity.

* Untrusted subjects may attempt to access assets they are not authorized to either by
misusing services they are allowed to use or by masquerading as a different subject.
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Threat agents are typically characterized by a number of factors, such as expertise,
available resources, and motivation, with motivation being linked directly to the value of the
assets at stake. The TOE protects against intentional and unintentional breach of TOE
security by attackers possessing an enhanced-basic attack potential.

The following threats are addressed by the TOE. All threats have been copied from the OSPP.
As in the OSPP, there are no threats and policies to justify the assurance level.

3.2.3 Threats countered by the TOE

T.ACCESS.TSFDATA

A threat agent might read or modify TSF data without the necessary authorization
when the data is stored or transmitted.

T.ACCESS.USERDATA

A threat agent might gain access to user data stored, processed or transmitted by the
TOE without being appropriately authorized according to the TOE security policy.

T.ACCESS.TSFFUNC

A threat agent might use or modify functionality of the TSF without the necessary
privilege to grant itself or others unauthorized access to TSF data or user data.

T.ACCESS.COMM

A threat agent might access a communication channel that establishes a trust
relationship between the TOE and another remote trusted IT system or masquerade as
another remote trusted IT system.

T.RESTRICT.NETTRAFFIC

A threat agent might get access to information or transmit information to other
recipients via network communication channels without authorization for this
communication attempt by the information flow control policy.

T.IA.MASQUERADE

A threat agent might masquerade as an authorized entity including the TOE itself or a
part of the TOE in order to gain unauthorized access to user data, TSF data, or TOE
resources.

T.IA.USER

A threat agent might gain access to user data, TSF data or TOE resources with the
exception of public objects without being identified and authenticated.

T.DATA_NOT_SEPARATED

The TOE may not adequately separate data on the basis of its sensitivity label, thereby
allowing information to flow illicitly from or to users.
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3.3 Assumptions

This section describes the security aspects of the environment in which the TOE is intended
to be used. It includes information about the physical, personnel, procedural, and
connectivity aspects of the environment.

The TOE is assured to provide effective security measures in a cooperative non-hostile
environment only if it is installed, managed, and used correctly. The operational environment
must be managed in accordance with user/administrator guidance documentation. The
following specific conditions are assumed to exist in an environment where the TOE is
employed.

3.3.1 Environment of use of the TOE

3.3.1.1 Physical

The TOE is intended for application in user areas that have physical control and monitoring.
It is assumed that the following physical conditions will exist:

A.PHYSICAL

It is assumed that the IT environment provides the TOE with appropriate physical
security, commensurate with the value of the IT assets protected by the TOE.

3.3.1.2 Personnel

A.MANAGE

The TOE security functionality is managed by one or more competent individuals. The
system administrative personnel are not careless, willfully negligent, or hostile, and will
follow and abide by the instructions provided by the guidance documentation.

A.AUTHUSER

Authorized users possess the necessary authorization to access at least some of the
information managed by the TOE and are expected to act in a cooperating manner in a
benign environment.

A.TRAINEDUSER

Users are sufficiently trained and trusted to accomplish some task or group of tasks
within a secure IT environment by exercising complete control over their user data.

3.3.1.3 Procedural

A.DETECT

Any modification or corruption of security-enforcing or security-relevant files of the
TOE, user or the underlying platform caused either intentionally or accidentally will be
detected by an administrative user.

A.PEER.MGT
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All remote trusted IT systems trusted by the TSF to provide TSF data or services to the
TOE, or to support the TSF in the enforcement of security policy decisions are assumed
to be under the same management control and operate under security policy
constraints compatible with those of the TOE.

A.PEER.FUNC

All remote trusted IT systems trusted by the TSF to provide TSF data or services to the
TOE, or to support the TSF in the enforcement of security policy decisions are assumed
to correctly implement the functionality used by the TSF consistent with the
assumptions defined for this functionality.

3.3.1.4 Connectivity

A.CONNECT

All connections to and from remote trusted IT systems and between physically-
separate parts of the TSF not protected by the TSF itself are physically or logically
protected within the TOE environment to ensure the integrity and confidentiality of the
data transmitted and to ensure the authenticity of the communication end points.

3.4 Organizational Security Policies

P.ACCOUNTABILITY

The users of the TOE shall be held accountable for their security-relevant actions within
the TOE.

P.USER
Authority shall only be given to users who are trusted to perform the actions correctly.
P.1I&A.REMOTE

Remote trusted IT systems shall be able to obtain identification and authentication
decisions from the TOE based on credentials transmitted by a remote trusted IT system
to the TOE.

P.CLEARANCE

The system must limit the information flow between protected resources and
authorized users based on whether the user's sensitivity label is appropriate for the
labeled information.

P.LABELED_OUTPUT

The beginning and end of all paged, hardcopy output must be marked with sensitivity
labels that properly represent the sensitivity label of the output.

P.RESOURCE_LABELS

All resources accessible by subjects and all subjects must have associated labels
identifying the sensitivity levels of data contained therein.
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P.USER_CLEARANCE

All users must have a clearance level identifying the maximum sensitivity levels of data
they may access.
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4 Security Objectives

This section defines the security objectives of the TSF and its supporting environment.
Security objectives, categorized as either IT security objectives or non-IT security objectives,
reflect the stated intent to counter identified threats, comply with any organizational
security policies identified, or both. All of the identified threats and organizational policies
are addressed under one of the following categories.

4.1 Objectives for the TOE

O.AUDITING

The TSF must be able to record defined security-relevant events (which usually include
security-critical actions of users of the TOE). The TSF must protect this information and
present it to authorized users if the audit trail is stored on the local system. The
information recorded for security-relevant events must contain the time and date the
event happened and, if possible, the identification of the user that caused the event,
and must be in sufficient detail to help the authorized user detect attempted security
violations or potential misconfiguration of the TOE security features that would leave
the IT assets open to compromise.

O.CRYPTO.NET

The TSF must allow authorized users to remotely access the TOE using a
cryptographically-protected network protocol that ensures integrity and confidentiality
of the transported data and is able to authenticate the end points of the
communication. Note that the same protocols may also be used in the case where the
TSF is physically separated into multiple parts that must communicate securely with
each other over untrusted network connections.

O.DISCRETIONARY.ACCESS

The TSF must control access of subjects and/or users to named resources based on
identity of the object. The TSF must allow authorized users to specify for each access
mode which users/subjects are allowed to access a specific named object in that
access mode.

O.NETWORK.FLOW

The TOE shall mediate communication between sets of TOE network interfaces,
between a network interface and the TOE itself, and between subjects in the TOE and
the TOE itself in accordance with its security policy.

O.SUBJECT.COM

The TOE shall mediate communication between subjects acting with different subject
security attributes in accordance with its security policy.

O.1&A

The TOE must ensure that users have been successfully authenticated before allowing
any action the TOE has defined to provide to authenticated users only.

O.MANAGE
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The TSF must provide all the functions and facilities necessary to support the
authorized users that are responsible for the management of TOE security mechanisms
and must ensure that only authorized users are able to access such functionality.

O.TRUSTED_CHANNEL

The TSF must be desighed and implemented in a manner that allows for establishing a
trusted channel between the TOE and a remote trusted IT system that protects the
user data and TSF data transferred over this channel from disclosure and undetected
modification and prevents masquerading of the remote trusted IT system.

0.1&A.REMOTE

The TOE shall allow remote trusted IT systems to transmit user credentials to the TOE
which are used to perform a local identification and authentication policy decision. This
decision is communicated back to one or more remote trusted IT systems based on the
identification and authentication policy.

O.1&A.MULTIPLE

The TOE shall allow the concurrent use of multiple identification and authentication
mechanisms implementing the identification and authentication policy.

O.LS.CONFIDENTIALITY

The TOE will control information flow between entities and resources based upon the
sensitivity labels of users and resources.

O.LS.PRINT

The TOE will provide the capability to mark printed output with accurate labels based
on the sensitivity label of the user causing the output.

O.LS.LABEL

The TOE will provide the capability to label all subjects, and all objects accessible by
subjects, to restrict information flow based on the sensitivity labels.

O.CRYPTO.BASIC

The TSF will provide the following cryptographic services for general use by authorized
entities, using support from the underlying platform:

¢ symmetric and asymmetric ciphers

¢ message digest generation

¢ symmetric and asymmetric key generation

4.2 Objectives for the Operational Environment

OE.ADMIN

Those responsible for the TOE are competent and trustworthy individuals, capable of
managing the TOE and the security of the information it contains.
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OE.REMOTE

If the TOE relies on remote trusted IT systems to support the enforcement of its policy,
those systems provide the functions required by the TOE and are sufficiently protected
from any attack that may cause those functions to provide false results.

OE.INFO_PROTECT

Those responsible for the TOE must establish and implement procedures to ensure that
information is protected in an appropriate manner. In particular:
+ All network and peripheral cabling must be approved for the transmittal of the
most sensitive data held by the system. Such physical links are assumed to be
adequately protected against threats to the confidentiality and integrity of the

data transmitted.
« DAC protections on security-relevant files (such as audit trails and

authentication databases) shall always be set up correctly.
« Users are authorized to access parts of the data managed by the TOE and are

trained to exercise control over their own data.

OE.INSTALL

Those responsible for the TOE must establish and implement procedures to ensure that
the hardware, software and firmware components that comprise the system are
distributed, installed and configured in a secure manner supporting the security
mechanisms provided by the TOE.

OE.MAINTENANCE

Authorized users of the TOE must ensure that the comprehensive diagnostics facilities
provided by the product are invoked at every scheduled preventative maintenance
period.

OE.PHYSICAL

Those responsible for the TOE must ensure that those parts of the TOE critical to
enforcement of the security policy are protected from physical attack that might
compromise IT security objectives. The protection must be commensurate with the
value of the IT assets protected by the TOE.

OE.RECOVER

Those responsible for the TOE must ensure that procedures and/or mechanisms are
provided to assure that after system failure or other discontinuity, recovery without a
protection (security) compromise is achieved.

OE.TRUSTED.IT.SYSTEM

The remote trusted IT systems implement the protocols and mechanisms required by
the TSF to support the enforcement of the security policy.

These remote trusted IT systems are under the same management domain as the TOE,
are managed based on the same rules and policies applicable to the TOE, and are
physically and logically protected equivalent to the TOE.
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4.3 Security Objectives Rationale

4.3.1 Security Objectives Coverage

The following table provides a mapping of TOE objectives to threats and policies, showing
that each objective counters or enforces at least one threat or policy, respectively.

Objective Threats / OSPs
O.AUDITING P.ACCOUNTABILITY
O.CRYPTO.NET T.ACCESS.TSFDATA
T.ACCESS.USERDATA
T.ACCESS.TSFFUNC
O.DISCRETIONARY.ACCESS T.ACCESS.TSFDATA

T.ACCESS.USERDATA

O.NETWORK.FLOW T.RESTRICT.NETTRAFFIC
O.SUBJECT.COM T.ACCESS.TSFDATA
T.ACCESS.USERDATA
O.I&A T.JA.MASQUERADE
T.JIA.USER
O.MANAGE T.ACCESS.TSFFUNC
P.ACCOUNTABILITY
P.USER
O.TRUSTED_CHANNEL T.ACCESS.COMM
O.I&A.REMOTE P1&A.REMOTE
O.I&A.MULTIPLE P1&A.REMOTE
O.LS.CONFIDENTIALITY T.DATA_NOT_SEPARATED
P.CLEARANCE
P.USER_CLEARANCE
O.LS.PRINT P.LABELED_OUTPUT
O.LS.LABEL P.RESOURCE_LABELS

P.USER_CLEARANCE
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Objective

Threats / OSPs

O.CRYPTO.BASIC

T.ACCESS.USERDATA

Table 1: Mapping of security objectives to threats and policies

The following table provides a mapping of the objectives for the Operational Environment to
assumptions, threats and policies, showing that each objective holds, counters or enforces
at least one assumption, threat or policy, respectively.

Objective Assumptions / Threats / OSPs
OE.ADMIN A.MANAGE
A.AUTHUSER
A.TRAINEDUSER
OE.REMOTE A.CONNECT
T.ACCESS.COMM
OE.INFO_PROTECT A.PHYSICAL
A.MANAGE
A.AUTHUSER
A.-TRAINEDUSER
P.USER
OE.INSTALL A.MANAGE
A.DETECT
OE.MAINTENANCE A.DETECT
OE.PHYSICAL A.PHYSICAL
OE.RECOVER A.MANAGE
A.DETECT
OE.TRUSTED.IT.SYSTEM A.PEER.MGT
A.PEER.FUNC
A.CONNECT
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Table 2: Mapping of security objectives for the Operational Environment to
assumptions, threats and policies

4.3.2 Security Objectives Sufficiency

The following rationale provides justification that the security objectives are suitable to
counter each individual threat and that each security objective tracing back to a threat,
when achieved, actually contributes to the removal, diminishing or mitigation of that threat:

Threat Rationale for security objectives

T.ACCESS.TSFDATA The threat of accessing TSF data without proper
authorization is removed by:

* O.CRYPTO.NET requiring cryptographically-protected
communication channels for data including TSF data
controlled by the TOE in transit between trusted IT
systems,

* O.DISCRETIONARY.ACCESS requiring that data,
including TSF data stored with the TOE, have
discretionary access control protection,

* O.SUBJECT.COM requiring the TSF to mediate
communication between subjects.

T.ACCESS.USERDATA The threat of accessing user data without proper
authorization is removed by:

+ O.CRYPTO.NET requiring cryptographically-protected
communication channels for data including user
data controlled by the TOE in transit between
trusted IT systems,

* O.DISCRETIONARY.ACCESS requiring that data
including user data stored with the TOE, have
discretionary access control protection,

* 0O.SUBJECT.COM requiring the TSF to mediate
communication between subjects.

* O.CRYPTO.BASIC requiring the TSF to provide
cryptographic services for general use by
authorized entities, including encryption,
decryption, and message digest generation

services.
T.ACCESS.TSFFUNC The threat of accessing TSF functions without proper
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Threat Rationale for security objectives

authorization is removed by:

e O.CRYPTO.NET requiring cryptographically-protected
communication channels to limit which TSF
functions are accessible to external entities,

* O.MANAGE requiring that only authorized users
utilize management TSF functions.

T.ACCESS.COMM The threat of accessing a communication channel that
establishes a trust relationship between the TOE and
another remote trusted IT system is removed by:

« O.TRUSTED_CHANNEL requiring that the TOE
implements a trusted channel between itself and a
remote trusted IT system protecting the user data
and TSF data transferred over this channel from
disclosure and undetected modification,

+ OE.REMOTE requiring that those systems providing
the functions required by the TOE are sufficiently
protected from any attack that may cause those
functions to provide false results.

T.RESTRICT.NETTRAFFIC The threat of accessing information or transmitting
information to other recipients via network communication
channels without authorization for this communication
attempt is removed by:

*  O.NETWORK.FLOW requiring the TOE to mediate the
communication between itself and remote entities
in accordance with its security policy.

T.JA.MASQUERADE The threat of masquerading as an authorized entity in
order to gain unauthorized access to user data, TSF data or
TOE resources is removed by:

+ 0.l_Arequiring that each entity interacting with the
TOE is properly identified and authenticated before
allowing any action the TOE is defined to provide to
authenticated users only.

T.JA.USER The threat of accessing user data, TSF data or TOE
resources without being identified and authenticated is
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Threat Rationale for security objectives

removed by:

* 0O.l_Arequiring that each entity interacting with the
TOE is properly identified and authenticated before
allowing any action the TOE has defined to provide
to authenticated users only.

T.DATA_NOT_SEPARATED The threat of not adequately separating data on the basis
of its sensitivity label, thereby allowing information to flow
illicitly from or to users is removed by:

e O.LS.CONFIDENTIALITY requiring the TOE to control
information flow between entities and resources
based upon the sensitivity labels of users and
resources.

Table 3: Sufficiency of objectives countering threats

The following rationale provides justification that the security objectives for the environment
are suitable to cover each individual assumption, that each security objective for the
environment that traces back to an assumption about the environment of use of the TOE,
when achieved, actually contributes to the environment achieving consistency with the
assumption, and that if all security objectives for the environment that trace back to an
assumption are achieved, the intended usage is supported:

Assumption Rationale for security objectives

A.PHYSICAL The assumption on the IT environment to provide the TOE with
appropriate physical security, commensurate with the value of the
IT assets protected by the TOE is covered by:

* OE.INFO_PROTECT requiring the approval of network and
peripheral cabling,

* OE.PHYSICAL requiring physical protection.

A.MANAGE The assumptions on the TOE security functionality being managed
by one or more competent trustworthy individuals is covered by:

* OE.ADMIN requiring trustworthy personnel managing the
TOE,

+ OE.INFO_PROTECT requiring personnel to ensure that
information is protected in an appropriate manner,
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Assumption

Rationale for security objectives

* OE.INSTALL requiring personnel to ensure that components
that comprise the system are distributed, installed and
configured in a secure manner supporting the security
mechanisms provided by the TOE,

* OE.RECOVER requiring personnel to assure that after system
failure or other discontinuity, recovery without a protection
(security) compromise is achieved.

A.AUTHUSER

The assumption on authorized users to possess the necessary
authorization to access at least some of the information managed
by the TOE and to act in a cooperating manner in a benign
environment is covered by:

+ O.l_A ensuring that users have been successfully
authenticated before allowing any action the TOE has
defined to provide to authenticated users only,

+ OE.ADMIN ensuring that those responsible for the TOE are
competent and trustworthy individuals, capable of
managing the TOE and the security of the information it
contains,

+ OE.INFO_PROTECT requiring that DAC protections on
security-relevant files (such as audit trails and
authentication databases) shall always be set up correctly
and that users are authorized to access parts of the data
maintained by the TOE.

A.TRAINEDUSER

The assumptions on users to be sufficiently trained and trusted to
accomplish some task or group of tasks within a secure IT
environment by exercising complete control over their user data is
covered by:

+ OE.ADMIN requiring competent personnel managing the
TOE,

*+  0O.MANAGE requiring the TSF to ensure that only authorized
users are able to access such functionality,

» OE.INFO_PROTECT requiring that those responsible for the
TOE must establish and implement procedures to ensure
that information is protected in an appropriate manner and
that users are trained to exercise control over their own
data.

IBM Corporation
Last update: 2014-08-28

Classification: Public Page 46 of 409
© Copyright IBM Corp. 2004, 2014



Security Target for
IBM z/OS Version 2 Release 1

Assumption Rationale for security objectives

A.DETECT The assumption that modification or corruption of security-
enforcing or security-relevant files will be detected by an
administrative user is covered by:

* OE.INSTALL requiring an administrative user to ensure that
the TOE is distributed, installed and configured in a secure
manner supporting the security mechanisms provided by
the TOE,

+ OE.MAINTENANCE requiring an administrative user to
ensure that the diagnostics facilities are invoked at every
scheduled preventative maintenance period, verifying the
correct operation of the TOE,

+ OE.RECOVER requiring an administrative user to ensure that
procedures and/or mechanisms are provided to assure that
after system failure or other discontinuity, recovery without
a protection (security) compromise is achieved.

A.PEER.MGT The assumption on all remote trusted IT systems to be under the
same management control and operate under security policy
constraints compatible with those of the TOE is covered by:

+ OE.TRUSTED.IT.SYSTEM requiring that these remote trusted
IT systems are under the same management domain as the
TOE, and are managed based on the same rules and policies
applicable to the TOE.

A.PEER.FUNC The assumption on all remote trusted IT systems to correctly
implement the functionality used by the TSF consistent with the
assumptions defined for this functionality is covered by:

+ OE.TRUSTED.IT.SYSTEM requiring that the remote trusted IT
systems implement the protocols and mechanisms required
by the TSF to support the enforcement of the security policy.

A.CONNECT The assumption on all connections to and from remote trusted IT
systems and between physically separate parts of the TSF not
protected by the TSF itself are physically or logically protected is
covered by:

* OE.REMOTE requiring that remote trusted IT systems
provide the functions required by the TOE and are
sufficiently protected from any attack that may cause those

IBM Corporation Classification: Public Page 47 of 409
Last update: 2014-08-28 © Copyright IBM Corp. 2004, 2014



Security Target for
IBM z/OS Version 2 Release 1

Assumption Rationale for security objectives

functions to provide false results,

+ OE.TRUSTED.IT.SYSTEM demanding the physical and logical
protection equivalent to the TOE.

Table 4: Sufficiency of objectives holding assumptions

The following rationale provides justification that the security objectives are suitable to
cover each individual organizational security policy, that each security objective that traces
back to an OSP, when achieved, actually contributes to the implementation of the OSP, and
that if all security objectives that trace back to an OSP are achieved, the OSP is
implemented:

oSsP Rationale for security objectives

P.ACCOUNTABILITY The policy to hold users accountable for their security-
relevant actions within the TOE is implemented by:

+ O.AUDITING providing the TOE with audit functionality,

« 0.MANAGE allowing the management of this function.

P.USER The policy to match the trust given to a user and the actions
the user is given authority to perform is implemented by:

 0O.MANAGE allowing appropriately-authorized users to
manage the TSF,

* OE.INFO_PROTECT, which requires that users are
trusted to use the protection mechanisms of the TOE
to protect their data.

PI&A.REMOTE The policy to obtain identification and authentication
decisions from the TOE based on credentials transmitted by a
remote trusted IT system to the TOE is implemented by:

* 0O.I&A.REMOTE allowing remote trusted IT systems to
transmit user credentials to the TOE which are used to
perform a local identification and authentication policy
decision. This decision is communicated back to one or
more remote trusted IT systems based on the
identification and authentication policy.

*  O.I&A.MULTIPLE allowing the concurrent use of multiple
identification and authentication mechanisms
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OSP Rationale for security objectives

implementing the identification and authentication
policy.

P.CLEARANCE The policy to limit the information flow between protected
resources and authorized users based on the user's sensitivity
label being appropriate for the labeled information is
implemented by:

¢ O.LS.CONFIDENTIALITY requiring the TOE to control
information flow between entities and resources based
upon the sensitivity labels of users and resources.

P.LABELED OUTPUT The policy to provide the capability to mark printed output
with accurate labels based on the sensitivity label of the user
causing the output is implemented by:

* O.LS.PRINT providing the capability to mark printed
output with accurate labels based on the sensitivity
label of the user causing the output.

P.RESOURCE_LABELS The policy that resources accessible by subjects and all
subjects must have associated labels identifying the
sensitivity levels of data contained therein is implemented by:

* O.LS.LABEL providing the capability to label all
subjects and all objects accessible by subjects to
restrict the information flow based on the sensitivity
labels.

P.USER_CLEARANCE The policy that all users must have a clearance level
identifying the maximum sensitivity levels of data they may
access is implemented by:

* O.LS.CONFIDENTIALITY requiring the TOE to control
information flow between entities and resources based
upon the sensitivity labels of users and resources.

* O.LS.LABEL ensures that object and subject are
accurately labeled for the TOE to enforce the label

policy.

Table 5: Sufficiency of objectives enforcing Organizational Security Policies
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5 Extended Components Definition

[OSPP] defines three extended components:
*+ FCS_RNG.1: Random number generation
e FDP_RIP.3: Full residual information protection of subjects , and

e FIA USB.2: Enhanced user-subject binding.

[OSPP-EIA] defines two extended components:
e FIA_UAU.8: Authentication policy decisions, and

¢ FIA_UID.3: Identification policy decisions.

6 Security Requirements for the Operational
Environment

Although CC Version 3.1 does not mandate the use of security requirements for the IT
environment, it allows to define the security objectives for the IT environment to the level of
detail useful for the understanding and evaluation of a TOE. In the case of z/OS the security
functionality defined in chapter 7 of this Security Target depends on the supporting
functionality defined in this section. The authors of this Security Target decided (also for
compatibility with Security Targets used for previous versions of the TOE) to define this
functionality using the structure of Security Functional Requirements.

There are several components in the IT environment that are used by the TOE to implement
the security functional requirements. Those are:

¢ The instructions provided by the underlying processor (named z/Architecture)
e The “Crypto Express 3” (CEX3) coprocessor board. This board can be operated in two
modes, coprocessor mode (CEX3C) and an accelerator mode (CEX3A). The CEX3 is a

PCl board with its own processor and cryptographic coprocessors.

In CEX3C mode the coprocessor provides a separate, physically protected
environment to store cryptographic keys and perform cryptographic operations.

In CEX3A mode the board provides functions for fast long integer arithmetic that can
be used for fast implementation of asymmetric cryptographic algorithms like RSA.

This coprocessor is optional. The ICSF component of the TOE checks for the
availability of one or more of those boards.

On the z114 and z196 processors CEX3C offers ECC (elliptic curve cryptographic) .
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e the Crypto Express4s (CEX4s) coprocessor board. This board is available for the EC12
processor and can be operated in three modes, coprocessor mode (CEX4C),
accelerator mode (CEX4A) and PKCS#11 support mode (CEX4EP11). The CEX4 is a
PCl board with its own processor and cryptographic coprocessors. In coprocessor
mode and in accelerator mode the board is functionality equivalent with the CEX3
coprocessor board on a z196 processor. In CEX4EP11 mode the board supports a
modified version of the PKCS#11 interface and allows for protected keys stored in
PKCS#11 Token Key Data Sets (TKDS).

The CEX3 and CEX4s coprocessors are used in a way transparent to the user when he uses
the ICSF component of the TOE. ICSF scans for the available cryptographic coprocessors and
uses them accordingly. The security functional requirements listed here are related to the
use of those coprocessors by the functions claimed in this Security Target that rely on
cryptographic operations. While the coprocessors may implement more cryptographic
functions than those claimed here, those are not used to support any of the claims made in
chapter 7.1 of this Security Target.

When using the PKCS#11 functions of ICSF for RSA or Elliptic Curve cryptographic functions,
ICSF checks for the availability of a Crypto Express3 coprocessor in coprocessor mode,
Crypto Express4s coprocessor in coprocessor mode or CryproExpress4s in PKCS#11 support
mode and will use the coprocessor when available and when it implements the basic
cryptographic algorithm. If no coprocessor is available or if the cryptographic algorithm is
not implemented by the coprocessor, ICSF uses s software implementation of those
algorithms. When using the CCA functions, ICSF will always attempt to use a Crypto
Express3 or CryproExpress4s coprocessor and will fail the call if no Crypto Express3 or
Crypto Express4s coprocessor is available or if the required support for the function is not
provided by the Crypto Express3 or Crypto Express4s coprocessor. The SFRs for
cryptographic operations have been refined with specification that allows the reader to
determine when support for cryptographic algorithms is provided by CPACF, a Crypto
Express3 or Crypto Express4s coprocessor.

While the functions of the coprocessors can only be called using ICSF, the processor
instructions implemented by the CPACF are available for all programs. The claims made in
this section are only for the use of those functions by the TSF. While this checks for the
correct implementation of the basic cryptographic algorithms for those instructions, no claim
can be made here for applications not part of the TSF that use those instructions. They may
still use those instructions incorrectly or fail to protect cryptographic keys appropriately.

The other part of the IT environment where requirements are stated is the underlying
abstract machine as implemented by the z/Architecture that has to provide the mechanism
to protect the TSF and TSF data from unauthorized access and tampering. This is expressed
with the following security functional requirement for the processor used to execute TOE
software:

IBM Corporation Classification: Public Page 51 of 409
Last update: 2014-08-28 © Copyright IBM Corp. 2004, 2014



Security Target for
IBM z/OS Version 2 Release 1

6.1 General security requirements for the abstract
machine

6.1.1 Subset access control (FDP_ACC.1(E))

FDP_ACC.1.1 The abstract machine shall enforce the memory access control policy on
instructions as subjects and memory locations and processor registers as
objects.

6.1.2 Security-attribute-based access control (FDP_ACF.1(E))

FDP_ACF.1.1 The abstract machine shall enforce the memory access control policy to
objects based on the processor state (problem or supervisor).

FDP_ACF.1.2 The abstract machine shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed:
access to memory locations and special registers is based on the
processor state and the state of the memory management unit. Access to
dedicated processor registers is allowed only if the processor is in
supervisor state when the instruction accessing the register is executed.

FDP_ACF.1.3 The abstract machine shall explicitly authorize access of subjects to
objects based on the following additional rules: some dedicated processor
registers may be read but not modified when the instruction accessing
the register is in problem mode.

FDP_ACF.1.4 The abstract machine shall explicitly deny access of subjects to objects
based on the following rule: none.

Application note: The precise definition of the objects and the rules for the access
control policy differ slightly depending on the processor type. Although the underlying
hardware / firmware that enforces this policy is part of the IT environment, it is analyzed
and tested to provide the support required for the enforcement of the TOE's self-
protection. The criteria for the analysis of the high-level design require the analysis of the
underlying hardware and firmware and the security functional requirements stated here
are taken as the basis for this analysis.

6.1.3 Static attribute initialization (FMT_MSA.3(E))

FMT_MSA.3.1 The abstract machine shall enforce the memory access control policy to
provide permissive default values for security attributes that are used to
enforce the SFP.

FMT_MSA.3.2  The abstract machine shall allow the no role to specify alternative initial
values to override the default values when an object or information is
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created.

Application note: The “default” values in this case are seen as the values the processor
has after startup. They have to be “permissive”, because the initialization routine needs
to set up the memory management unit and the device register. With respect to the
hardware, there is no “role” model implemented, but the access control policy is purely
based on a single attribute (“user” or “supervisor” state) that can not be managed or
assigned to a “user”. The attribute changes under well-defined conditions (when the
processor encounters an exception an interrupt, or when a call gate for a higher ring of
privilege is called). The security requirement FMT_MSA.1 was therefore not applicable
because the security attribute cannot be “managed”. For this reason, there is also no
security requirement FMT_SMR.1 included, because there are no “roles” that need to be
managed or assigned to “users”. The dependency of FMT _MSA.3 to FMT_MSA.1 and
FMT_SMR.1 is therefore unresolved.

6.2 Security requirements for CEX3 or CEX4s in
CEX3C/CEX4C mode

CEX3 or CEX4s in CEX3C/CEX4C mode is a cryptographic coprocessor that provides the
ability to perform both symmetric and asymmetric encryption. The coprocessor can be used
via ICSF which uses the CCA or the PKCS#11 functions to request services from the
coprocessor. While CCA requires a coprocessor to be installed for functions using asymmetric
cryptographic algorithms, PKCS#11 will use the software service provider within ICSF if no
coprocessor is available or if the cryptographic algorithm is not implemented in the
coprocessor installed. Claims for asymmetric cryptographic algorithms in this Security
Target are for the ones implemented in software (there are implementations in ICSF, in
SystemSSL and in OpenSSH). Asymmetric algorithms implemented by the coprocessors have
been tested for correctness but have not been analyzed for their design and
implementation. The following SFRs for the environment are therefore only to express the
functions that TOE may use from the copro