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1 Security Target Introduction (ASE_INT)

1.1 Security Target and Target of Evaluation Reference

The title of this document iPublicSecurity Targetcoveringone hardware platform with following Common
Criteria Identifigs (CClI)

1 IFX_CCI_0000D
IFX_CCI_000@h
IFX_CCI_0000%h
IFX_CCI_000@h
IFX_CCI_000@h
IFX_CCI_0000t
IFX_CCI_000@h
IFX_CCI000023h
1 IFX_CCI000024h
including optionaloftware librariesand dedicated firmwarén two versionss stated below

= =4 4 -4 —a -—a -2

Inorder to ease the readability of this document the bunch of Common Criteria Identifiers as listed above is
shortened and simply expressed with TOE (Target of Evaluation).

This document is formed according €@ommon Critera CCv3.1 EAL6 augmented (EAL6GrY eaomprises the
Infineon Technologie&G Security ControllefIntegrated Circuit IQyith the above listed Common Criteria
Identifiers andwith specific IC dedicated firmwaiia two alternative versionand optionalsoftware.

The target of evaluation (DE)is described in the following.
This confidentialSecurity Target has the revisidn5land is dated201807-30.

The Target of Evaluation (TOE) is the Infineon Security Contrailir following optional available software
packages:
1 The asymmetricryptographic librariegACL) intwo alternativeversiorsv2.07.00andv2.06.003
o Both librariesprovide RSA2048/4096 cryptography
The librarysupports also smaller key lengths, e certification follows thenational regulation
by the BSI.
o Both librariesprovide elliptic curve cryptogaphy EC
9 the Toolboxlibrary in the versiow2.07.003&nd alternativelyw2.06.003provides basic mathematical
functions for a simplified user interface to the Crypto@2304T

! RivestShamirAdleman asymmetric cryptographic algorithm

2 BSIz Bundesamt fur Sicherheit in der Informationstechizikederal Office for Information Security: Following the national BSI
recommendations, RSA key lengths beld®76bits are not included in the certificat®lease note that the BSI expects this key
length as appropriate until 2022 and recommends for longer usage times key lengths of 3000 bits or higher.

3 The Elliptic Curve Cryptography is abbreviated with EC only in the further, in order to avoid conitictee abbreviation for the
Error Correction Code ECC.

CC Document 4 0.51
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1 the symmetric cryptographic library (SCL) in the versi@02.01Qrovides a simplified interfacand
utilizesthe full servies of the SCP to the user

1 the hardware support libraryHSL) in the versiosv01.22.4346 or v02.01.66@4ovides a simplified
interface and utilizes the full services®& OEA 3/ ,)%$ &, !'3(1 .6- O OEA C

9 OEA #)06DPB®I COAPEEA , Efindhk @etsionv2:0)0@FHd\3desthe user OSPT
alliance CIPURSEV2 mnformant communicationfunctionality between a PICC and a PCD.

and withfurther specific IC dedicatefirmware in two alternative versions

Note thateach of thewo versionsof the HSLis alternatively. This means that the TOE comes either with one of
the two alternatives foHSLz depending on the user choicer with none.

The differences in the veionsof the HSLdo not affect the claims of this Security Target and thus the wording in
the following refergdo the HSL which includes always both named versions

The design stepf this TOESG13

The Seurity Target is based on the Protection Proft€:00840 8curity IC Platform Protection Profilaith
Augmentation Package®9] as publicly available for download lattps://www.bsi.bund.deand certified under
BSICGPP-0084-2014

The Protection Profile and the Security Target are built in compliance with Common CriteriRexdsion 5

The Security Target takes into account all relevant current final interpretations.

This TOEconceptis based orthe architecture, family concept and principles of the Integrity Guard implemented
in the controllers by Infineon Technologies AG deemed for high security requiring applications.

The certification body of this process is the Gerni&Bl whereaghe abbreviaton standsfor Federal Office for
Information Security, in GermalanguageBundesamt fiir Sicherheit in der Informationstechnik

Y AT 30AT AAOA &£ O 00AI EA 40A1 OPT OO j/3041qQ '11EATAA

CC Document 5 0.51
201807-30


https://www.bsi.bund.de/

o _.
Public Security Target Infineon
Common Criteria v3.1- EAL6 augmented / EAL6+ ’

Security Target Introduction (ASE_INT)

Table 1 Identification

Version Date Registration
Security Target 0.51 201807-30 | This document
The hardware controller with following identifiers:
IFX_CCI000007h
IFX_CCI000009h
IFX_CCIO0000AN
IFX_CCI00000Bh
IFX_CCI000016h
IFX_CCI000017h
IFX_CCI000018h
IFX_CCI000023h
1 IFX_CCI000024h
In the Design Step  G13
With FWdentifiers  80.101.07.@r 80.101.07.1

And following optional SW libraries:
RSA2048 v2.07.003rv2.06.003
RSA4096 v2.07.003rv2.06.003

= =4 4 4 -4 4 -4 -9

Target of Evaluation

EC v2.07.003rv2.06.003
Toolbox v2.07.003rv2.06.003

HSL v01.22.4346 or v02.01.6634
SCL v2.02.010

#) 05 2Q3L%2.0.0002
with belonging user guidance doclentation

Security IC Platform Protection Profile with
Augmentation Packages BSIGPP-0084-2014

Common Criteria for
Information Technology Security Evaluation
Part 1: Introduction and general model

Protection Profile 1.0 201401-13

o 3.1 CCMB201704-001

Common Criteria o 201704 Part 2: Security functional requirements
Revision 5 CCMB201704-002

Part 3: Security Assurance Components
CCMB201704-003

User Guidance Documentation Set
Chapter0 describes briefly the contents of the individual documents of the User Guidance Documentat
while the individual documents are versioned and entitled in chapt@erature and references. Tha this
chapterlisted set of user guidance documents belongs to the TOE.

This TOE is represented by a number of varipisducts which are all based on tlegual design sources. The

TOE hardware remains entirely equal throughout all derivatives, but the usage for example in form of available
memory sizes, availability of the various interfaces, or other functions varies by means of blocking and chip
configuration. The firmwareidentifier on board depends on the order.

All TOE derivatives are derived fraime equal hardware design results.

CC Document 6 0.51
201807-30
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The TOE can be identified with the Generic Chip Identification Mode (GCIM)YI@Reardware platform is
identified bydefined bytesof the GCIMas given in the HRM [1]:
The uniquenexadecimakalues as stated in the title are:

IFX_CCI000007h
IFX_CCI000009h
IFX_CCI00000Ah
IFX_CCI00000Bh
IFX_CCI000016h
IFX_CCI000017h
IFX_CCI000018h
IFX_CCI000023h
1 IFX_CCI000024h

These bytes clearly identify the hardware platform, or, in other words, the therein possible yahths TOE

(without prefixIFX_CC )represent the equal hardware platform of this TQOHis means that the hardware

entirely equals throughout all derivatives and that the differences are achieved by configuration and blocking
means onlyThesevalues are unique for this hardware platform. This means that these values will not be used in
any other platform or product.

The interpretation of the output GCIM data is clearly explained in the user guidance, Hardware Reference Manual
HRM [1].

To eah of theuncounted possible TOE derivativan individuaklearvalue is assignedyhich ispart of the data

output of the Generic Chip Identification Mode (GCINhis number represents the clear derivative number with

an individually assigned configuian. By that each single TOE derivative can be clearly identified and
differentiated from others by the GCIM outpuhe interpretation of the output GCIM data is clearly explained in
the user guidance, Hardware Reference Manual HRM [1].

Thedifferences béween the derivatives are achieved by blockimgly andhave no impact on the TOEs security
policies and related functian Details are explained in the user guidance hardware reference métiidl [1] All
product derivatives are identically from module sign, layout and footprint.

TheTOEproductallows for a maximum of configuration possibilities defined by the customer order following

the market needsFor examplea TOEproduct can come in one project with the fully availaBlé , ) $ &, ! 3 (1
NVM' or in another projecwith any aher3 / , ) $ &, ! 3s{zd belowethe physical implementation size,

with a different RAM sizeAnd more, the usehas the fee choicewhether he needs the symmetric gurocessor

SCP, or the asymmetric gorocessor Crypto2304T, or both, or none of them. In addition, the dseides,

whether the TOE comes with a free combinationsoftware libraries or without any. And, to be even more

flexible, various interface options can be chosen as well. To sum up the major selections, the user defines by his
order:

1 the firmware identifier

= =4 -4 4 -—a -8 -8 -2

T OEA AOAEI AAT A T AiTOU OEUAO 1T &£ OEA 3/,)%$ &,!3(1
1 the availability of the cryptographic coprocess@E€P and Crypto@2304T

1 the availability and free combinations of the cryptographic librar&sl-1, ACl-2 and SCL

1 the availability of the Flash Loader

1 the availability of thdibrariesHSL-1 or HE2

1 the availability of theCIPURSE Crypographic Library

1 the availability of variousontact basednterface options

9 the possibility to tailor the product by blocking on his own premises (BPU)

'3/,)% &,13(1 EO Al )1 EETAI1 40AAA -AOE AT A OOAT AO &I O OEA )

Memory. The infornation remains stored even the power has been removed.
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The degree of freedom of the chip configuration is predefined by Infineon Technologies AG and made available
by the ordertool.

Beside fix TOE configurations, which can be ordered as usual, this TOE implements optionally the so called
Billing-PerUse (BPU) ability. This solution enables our customer to tailor the product on his own to the required
configurationz project by poject. By that BPU allows for significant reduction of logistic cost at all participating
parties and serves for acceleration of delivery of tailored product to theueat.

BPU enables our customers to block the chip on demand into the final configarat his own premises, without
further delivery or involving support by Infineon Technology.

The realization of it requires the presence of the Flash Loader software, enhanced with the BPU blocking
software part. The presence of the BPU ability defittes customer with his order.

More information is given in the confidential Security Target [8].

If the user decides to use the Flash Loader, regardless whether it is ordered with or without BPU, an additional
process option can be ordered which resutt@n additional status of the Flash Loader. This process is called PIN
Letter and enables for simplified logistics and thereby for faster delivery of the ordered TOE products to the user.
The PINLetter feature enabling for the PH\etter process is an inipmented part of the Flash LoadeFhe

resulting logisticabhcceleration is possible since the Pltter enables for delivery of natserspecific

configured, not flashed and not personalized T@Mducts to the user warehouse.

By delivery he user warebuse gets filled andepending on market demandbe user can immediate apply the
authentication means of the PHietter. If passingthe TOE products becomsser specificonfigured and the

Flash Loader can be used for this specific irs@rsecond stepgMore information is given in the confidential

Security Target [8].

The following table outlines the different ways how the user can input his software on thig 8aBE without

user available ROM. User software comprises ustladhyoperating system ash applications which are for

Infineon Technologies simply a user data package which is handled as a fixed data package during production.
This provides high proce$exibility for the user of which an overview is given in the following table

Table 2 Options to implement user software at Infineon production premises

Case Option Flash Loader Status

The user or/and a subcontractor downloads the
Ol £#OxAOA ET 01 OEA 3/ ,|TheFlash Loader can be activated or reactivat
1. own. Infineon Technologies has not received u{ by the user or subcontractor to download his

software and there are no user data of the oI £#OxAOA ET OEA 3/ ,) %
Composite TOE in the ROM.

The user provides his complete software for the

Al xT1TAA ET O OEA 31/, : : :
2 Infineon Technologies AG. The software is ggI?VEIraSh Loader is permanently disabled prio
AT x1 11T AAAA O OEA 3/, y:

chip production.

When leaving the Infineon Technologies
h . for th | ._.| production facility, the Flash Loader is blocked,
The useprovides software for the download int but can be activated or reactivated by the user

OEA 3_/ )% &, 13 (_ T .6- subcontractor to complete the previously storeg
3 Technologies AG. The software is downloaded softwareDA OO0 ET OEA 3/, )

OEA 3/,)% &,!'3(1 .6- o _
production. Precondition is that the user has provided an o
reactivation procedure in software prior chip
production to Infinem Technologies AG.
CC Document 8 0.51
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For the cases with active Flash Loader on board and whenever the user has finalizeddosvSMAd,

respectively the TOE is in the final state and about to be delivered to theused the user is obligated to lock

the Flash LoadefThis locking is the final step and results in a permanent deactivation of the Flash Loader. This
means that once being in the locked status, the Flash Loader cannot be reactivated anymore.

Note that whenever a TOE comes without active Flash Loader, BRIUP#’Letter process are not possible.

All in all various delivery combinations are given and for example, a product can come with a fix configuration
and with Flash Loader, to enable the user to download software, but without BPU option and witheftk.

The following cases can occur:

Table 3 Options with Flash Loader, BPU and PINLetter

Case Order Option
1 Fix configuration, 1 Infineon Technologies configures andghes all software as ordere(
Flash Loader is f The entire user software must be deliveredinfineon Technologies
locked prior production.
2 Active Flash 1 Infineon configures the chip as ordered and
Loader, BPU ' the user flashes his software at his own premises.
feature blocked  If requested, Infineon Technologies can optionally download also

sharesof the user software during production. These user softwarg
shares must be delivered to Infineon Technologies prior productig
The user can finalize his software package at his premises.

3 Active Flash The user:
Loader 1 Activatesthe Flash Loader,
and active BPU 1 configures the chip applying the BPU feature and
feature . : .

9 flashes his software at his own premises.

T If requested, Infineon Technologies can optionally download also
shares of the user software during production. These user softwa
shares musbe delivered to Infineon Technologies prior production
The user can finalize his software package at his premises.

4 Active Flash Infineon configures the chip as ordered. The user receives hideftY and
Loader fills his warehouse. Agquired the user:
and PINLetter ' applies the PIN_etter on the chips taken from his warehouse, gets
the chips user specific configured,

9 activates the Flash Loader and

1 the user flashes his software at his own premises.

If requested, Infineon Technologies captionally download also shares of
the user software during production. These user software shares must be
delivered to Infineon Technologies prior production. The user can finalize
software package at his premises.

CC Document 9 0.51
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;

Case Order Option
5 Active Flash Infineon configures the chip as ordered. The user receives hideft and
Loader, fills his warehouse. As required the user:
active BPland 1 applies the PIN_etter on the chips taken from his warehouse, gets
PIN-Letter the chips user specific configured,

9 activates theFlash Loader,
9 applies his user specific chip configuration with the BPU feature a
9 flashes his software at his own premises.

If requested, Infineon Technologies can optionally download also shares
the user software during production. These usertsaie shares must be
delivered to Infineon Technologies prior production. The user can finalize
software package at his premises.

More informationabout the possible configuration optioris given in the confidential Security Target [8].

Within thoselimitations the TOE configurations can vary under only one identicdldfciware, regardless

whether the configurations are set by Infineon or within further limitations by the user. All configuratiens

TOE is made ofindall thereofresulting derivaives have no impact on security and are covered by the
certificate.

Note that this TOE has naser availabléROM The user software and data agatirelylocated in a dedicated and
DOl OAAGAA PAOO 1 £ O0Otelonglife storafe efdurar@gddther. wh-tr& means for error
detection and correction serves for excellent reliability and endurance.

In addition tothe above listedflexible ranges, the user guidance contains a number of predefined configurations
for those customers not making usd the BPU option All of theseconfigurations belong to the TO&s welland

are of course made of the equal hardwaed are inside the above declared ranges

41 A Iptédefinedconfigurations of the TOE are listédthe hardware reference manual HRM Hid is

completed with the list of identification data of the derivativeghese predefinegroductscome with the most
requested configurations and enablés produce volumes on stock in order to simplify logistic processes.
According to the BPU option, a ndimited number of configurations of the TOE may occur in the field. The
number of various configurations depends on the user artkrcontract only.

This TOBprovides dedicated identification means andtputs the platbrm identifier, the design step and

further configuration informationThe hardware reference manual HRM [1] is part of the user guidance and
enables fothe clear interpretation of the read out

Theseoutput data enable thauserfor clear identificatiorof the TOEand therewith for examination of the

validity of the certificate.

In addition, adedicated RMS function allows reading out the present configuraiodetail. The output RMS

data together with the hardwareeference manual HRM [&hablesfor clear identification of groduct and its
configuration All these steps for gathering identification and detailed configuration information can be done by
the user himself, without involvingnfineon Technologies AG.

The TOE consists of the hardware padtte firmware partdn two alternative versionand theoptional software
parts.The Smartcard Embedded Software, i.e. the operating system and applications are not part of the TOE.

The firmwareof both alternativeversionsconsists of:
1 the Boot Software(BOS firmware conducting configuration and testing task (see chapter 2.2.2) at-start
up of the TOE
1 the Resource Management SysterRMS library providing essential basis functions for the management
of the RAM, the branch table, thHdemory Management Uni(MMU) and other resources
T OEA T POEITAI &I AOE , 1T AAAO AT AAITET ¢ &£ O OEA AT xI
required for the optionaBill per UseBPU) featureand the PINletter feature
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;

TheBOS functions arémplemented in a separated BeROMalsobeing part of the TOBut not available for

the user

The firmware comes with two alternative Firmwatdentifiers. The second and new Firmwddentifier does

not change anything on the TOE except the version number of the Firmubmatifier. |.e. the entire firmware

on the TOE equals entirely for the two Firmwaddentifiers so that it is from user perspective regardless which
Firmwareldentifier is chosen. The effective change is on Infineon Technologies production testing only which
results by an automatism in this version increase.

The optional software parts are differentiated infollowing libraries:
1 the asymmetriccryptographic librarie¢ACL-1 and ACL2) in two alternative versionprovidesRSAL
cryptography
1 the asymmetriccryptographic librarie¢ACL-1 and ACL2) in two alternative versionprovidesEQ
cryptography
9 the Toolboxlibraryinin two alternative versions (AGLand ACL-2) providesbasic mathematical
functions for a simplified user interface to the Crypto@2304T

1 the symmetric cryptographic library (SCL) for a simplified user interface teyhnemetric cryptographic
coprocessor

1 the hardware support libraryHSL) in two alternative versions
1 OEA #) 0523%1 ,#ONPAGH UC Q@EEREDESA2 3 %'l

TheRSA, EC and Toolbdikrariesz regardless of the version choseprovide certainfunctionality via an API to

the Smartcard Embedded Softwar&he private parts of the cryptographic libraries are only used internally and
have no user interface. If neithdre RSA nor the EC library is delivered, also the belonging private parts are not
on board. The Toolbox library dsnot have private library parts.

Each of the libraries ACL, SCL af8L is independent from the other libraries and also independentef t
alternative library. This means for example that tHSL-1 runs alone and does not need partstaf HSL-2.

A combination respectively mix up of the two alternative libraries of equal type has not been considered in the
design and is not allowed: thesar can select either one or the other of the same library type or none of it.

If the user considers the alternatives by library type and makes his decib®T,QE can be delivered including

in free combinations or not including any of theptional libraries.

If the user decides not to usmy of the offerecasymmetriccryptographiclibraries regardless of the version
chosen none ofthe cryptographiclibrariesisconsequentyA A1 EOAOAA AT A OEA AAAT | PAI
SecurityFunctionality (O.AddFunctiong] EivestSham_ir—AdIeman (RSAand/ or EC is/are not provided by the

TOE.Else it depends of the chosen library whethertbé¢ AAEOET 1 A1l 3 DPAAEZAEA 3AAOOEC
(O.Add-Functiong] RivestShamirAdleman (RSAand/ or E@/aresupported.

The Toolbox libraryregardless of the version chosgirovides the user optionally basic arithmetic and modular
arithmetic operations, in order to support user software development using long integer operations. These basic
arithmetic goerations do not provide security functionality, implement no security mechanism, and do not
proved additional specific security functionalitys defined for the cryptographic libraries.

The user developed software using the Toolbox basic operatiomatipart of the TOE.

! RivestShamirAdleman asymmetric cryptographic algorithm

’The Elliptic Curve Cryptography is abbreviated with EC only in the further, in order to avoid conflicts with the abbrdoratien
Error @rrection Code ECC.
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The symmetric cryptographic library S©Ffers a high level interface to perform the cryptographic operations

DES, TDES and AES with different key lengths on the symmetric cryptographic coprocessor (SCP) for this TOE.
The SCL implemts already several block cipher modes as declared in this document and covering a wide range
of applications, the SCL offers in addition the flexibility to implement additional block cipher modes defined by
the user.

Thislibrary providesa simplifiedinterface to the hardware Symmetric Cryptographic Coprocessor (SCP) and
preservedhe security and performance requirements as required by the user.

Note that the definition of the key lengths follows the national AIS32 regulation regarding the 1@@ditity

level by the BSI. This excludes the single DES operation from the certification.

Beside the inclusion and support of cryptographic libraries this TOE comes with the optardwareSupport

Library (HSL)n two versions whicBignificantly simpE ZUET ¢ OEA | AT ACAT AT O 1T & OEA
functionality. The HSL constitutes an application interface (API) accessing the HSM state machine and
abstracting low level properties like special function registers and settings of specific hardware fe&tusbert

the HSL providea user friendly also use case oriented interface considering enduregl@ility and
performancerequirements

In certain configurations the HSL provides also functions implementing tearing safe behaviour SOh®

&, ! 3 NMM. Ifappliedthe user has no need to care about cases where the TOrtentionally removed

from the power supply even during managingtBe/ , ) $ &, ! 3(1 . 6 -

Anyhow, the HSL remains as an optional librayg eversudden power off situations doot lead to exploitable
conditions of the TOE. In the worsihe TOE ends operation in case of a faulty programBed , ) $ &, ! 3 (1
NVM location.

Theorder option# ) 0 5 2 Grgptiographic braryi # ) 0 5 ZI3 pr@lvidescryptographic functionality to
implementaCIP@3 %1 6% AT 1T &£ O ATO DPOi O1 Ai 1 8

This protocol provides a secure mutual authentication of two entities, namely the terndeabted asPCD=

001 GEI EOQU #1 ODPI1 E tc@npliark ©riniAad) arjd ssindt Sa2dopaltoken in other form factors
whichiscallePiIC® 0) ## OOAT AO &£ O 001l GEI E OtbmplianA@OAOAA #EO
Beside the mutual authenticationhte protocol implements measures to maintain the integrity of the transferred
data and preservem parallelthe confidentiality of the transferred data.

Bythatthe# ) 05 2GR ODDT OOO OEA OOGAO O1 Ei bl Al AT O OUOOAI O |
implementing a secured, interoperable and flexible transit fare collecsiolution, including ISO 7816

communication and AES28 bit cryptography for multiple payment types.

Deselecting one of theptional libraries does not include the code implementing functionality, which the user
decided not to use. Not including the codétbe deselected functionality has no impact of any other security
policy of the TOE; it is exactly equivalent to the situation where the user decides just not to use the functionality.

All optional softwardibrariesare stored respectively can beadedintothe3/ , ) $ &, ! 3 (1 . 6 -
All other Smartcard Embedded Software does not belong to the TOE and is not subject of the evaluation.

1.2 Target of Evaluation overview

The TOE comprises tHafineonTechnologiesSecurityControllerTOEwith specific IC dedicated software,
optional cryptographic and further servicefibraries.

The TOHs amember ofthe Infineon Technologies Alligh security controllerfamily meeting the highest
requirements in terms of performancend security Asummary product descriptiois given in thiSecurity

Target.

ThisTOE is intended to be usedamy application and device requiring the highest level of security, for example
as secure element in various devices with various form factors.

This member of thénigh security controllefamily features a security philosophy focusing on data integrity
instead of numerous sensors. By thato main principles combined in close synergy are utilized in the security
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AiTAADO AAI 1 AAADE As DA OB AICAHBIHBEEMDEDI ddt€rtioA iBchiding the
double CPU, and thiill encryptd data path, leaving no plain data on the chijpese principles proved that

they provideexcellentprotection againsinvasive and nofinvasiveattacks known today.

Theintelligent shielding algorithm finishes the upper layers, finally providing the so caitetligent implicit

active shielding®?)O E E Ahisfpeoddes physical protection against probing and forcing.

This TOE providegariouscontact based interface options for various applications and markets. Due to the
interface flexibility the product can be used in almost any application, within any device and almost any form
factor. Due to theseontact baseccommunication possibilitieshe TOE can be seen as a staasidne security

device being capable to maintain the various communication interfaces simultaneously. Therefore this TOE is
able to run multiple applications, using multiple interfaces independently at the same time.

Again thesevarious contact basedommunication and application independency capabilities enable the usage

to almost everywhere, where highly secure applications are in use and of course in any other application as well.
This TOE is deemed for governmental, corgie, transport and payment markets, or wherever a secure root of
trust is required. Various types of applications can use this TOE, for example in closed loop logical access
controls, physical access controls, secure internet access control and interthetrdication, or as multi

application token or simply as encrypted storage.

This controller is able to communicate contact based using following communication protoespectively
methods
1 ISO/IEC78163 card
This ishe ISO/IEGIefined standard contet based communication protocol, using the UART and the
belongingpads.
91 Inter Integrated Circuit Interface (12C)
The Interintegrated Circuit (11IC) module is able to be connected to an external-maltiter-seriatbus
system. The IIC protocol software mot part of the TOE.
1 General Purpose Input/Output (GPIO)
The GPIO module supports a number of general purpose 1/O signals in parallel and independent of each
other. Each of the 1/O signals can be configured

The TOE provides a real-b@& CPUarchitecture and is compatible to the MCS®251 instruction set with an
execution time faster than a standard MCS®251 microcontroller at the same clock freqUérmrcsnajor

components of the core system are the two CPUs (Central Processing Wiiisy as onethe MMU (Memory
Management Unit) andhe MED (Memory Encryption/Decryption Uniffhe Core implements also the Post

Failure Detection (PFD) covering CPU, Cache and MED. Th€RMbcontrol each other in order to detect faults

and serve by this for data inteity. The TOE implements a full 16 MByte linear addressable memory space for
each privilege level, a simple scalable Memory Management concept and a scalable stack size. The flexible
memory concept consists @ROM RAMandthe nonvolatile memory (NVM), E EAE xA AAI 1 3/ ,)
NVM.The ROM is not available for the user and contains the main parts of firmware components only.

The firmwareof both alternative versions composed out of the

1 Boot-up software (BOS) he Resource Management SysterRI9, the Flash Loader (FLThe BOS
applies the essential configuration, internal testing and the siapt

1 The RMS implements a low level application interfa&®l{to the Smartcard Embedded Softwasnd
provides handling and managing routines for RAM, MNBtBnch table, configuration and further
functions.

1 TheFlash Loadeallows downloading user softwaretotf®&/ , ) $ &, ! 8lJrifig the 6 -
manufacturing procesand also at user premises ordered

This TOE implements a Hybrid Random Number Generat@fRNG). This HDRNG equals to the expression
Hybrid Physical True Random Number Generator (hybrid PTRNG) as defined by the BSI. In the following, the BSI
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expression hybrid PTRNG is used. The hybrid PTRNG implements a true physical random source and has
evidenced its conformance to the classes of Alfi&]as declared in chaptéf.1.1.1
The produced genuine random numbers are available as a seserijce for the user and are also used for
internal purposes. Together with the guidelineg&) the hybrid PTRNG operates in the following modes of
operationand is conformant to the named classes:

1 True Random Number Generation, meeting AIS31 PTG.2

1 Hybrd Random Number Generation, meeting AIS31 PTG.3

1 Deterministic Random Number Generation (DRNG) AlIS31 DRG.3

1 Key Stream Generation (KSG), stream cipher generation AIS31 DRG.2
The hybrid PTRNG is deemed for any application requiring excellent physical rashatanentropy.

The two cryptographic cgorocessors serve the need of modern cryptography: The symmetrigrooessor
(SCP) combines both AES and DES with one, two or tkplehardware acceleratiorRlease note that the single
DES algorithm is not in thecope of evaluation due to national regulation by BSI.

The AsymmetricCryptographicCo-processor, called Crypt@2304T, provides optimized high performance
calculations for the user software executing cryptographic operations and is also used by the bptiona
cryptographic libraries for RivesthamirAdleman (RSA) and Elliptic CuniQ)cryptography.

The optional software parts are differentiated infollowing libraries:

1 the asymmetriccryptographic librarieACL-1 and ACE2)in two alternative versionprovidesRSAL
cryptography

1 the asymmetriccryptographic librarie¢ACL-1 and AC2) in two alternative versions provid&s2
cryptography

9 the Toolboxlibrary in in two alternative versions (AQland ACL:-2) provides basic mathematical
functionsfor a simpified user interface to the Crypto@2304T

1 the symmetric cryptographic library (SCL) for a simplified user interface to the symmetric cryptographic
coprocessor

9 the hardware support library (H$ln two alternative versions

1 OEA #) 0523%1 Lib@rybHO)i 0CSORERRIE A

The RSA cryptographidrary, regardless of the version chosen

1 providesa high level interface to the hardware component Crypto2304T iacllides countermeasures
against fault injection and side channel attacks.

1 implementsthe generation of RSA Key Pairs (RsaKeyGen), the RSA signature verification (RsaVerify),
the RSA signature generation (RsaSign) and the RSA modulus recalculation (RsaMdthitiRSA
library can perform RSA operations from 512 to 4096 bits.
1 implements he high level interface to hardware cryptographic coprocessgmpto2304Twhich runghe
basic long number calculations (add, subtract, multiply, square) with high performance.
TheRSA librarysdelivered as object code and in this way integrated inuker software.
Following the national BSI recommendatioriRSAkey lengthsbelow 1976bitsare not included in the certificate.
Please note that the BSI expects this key length as appropriate until 2022 and mezoas for longer usage
times key lengths of 3000 bits or higher.

! RivestShamirAdleman asymmetric cryptographic algorithm

’The Elliptic Curve Cryptography is abbreviated with EC only in the further, in order to avoid conflicts with the abbrdoratien
Error Correction Code ECC.
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The EC libraryregardless othe versionchosen,is used to provide a high level interface to Elliptic Curve
cryptography implemented on the hardware component Crypto2304T and includestenueasures against

fault injection and side channattacks. The routines are used for ECDSA signature generation, ECDSA signature
verification, ECDSA key generation and Elliptic Curve DHf@lman key agreement. In addition, the EC library
provides aradditional functionfor calculating primitive elliptic curve operations like ECC Add and ECC Double.
EC curves over prime field Fp, as well as over Gfigie field are supported too. Note that the according user
guidance the Elliptic Curve cryptograghfunctions are abbreviated using ECC.

The EC library is delivered as object code and in this way integrated in the user software.

The certification covers the standairainpool[19] and NIST26] Elliptic Curves with key lengths 8P4, 233,

256, 283, 320, 384, 409, Hrd521Bits. The definition of the key lengths follows the national AIS32 regulation
regarding the 100 bit security leviey the BSIThe former 80 bit level is achieved by the key lengths of 160, 163,
and 192 Bits.

Numerous other curve types, being also secure in terms of side channel attacks on this TOE, exist, which the usel
optionally can add in the composition certification process.

If the user decides not to usay of the offereccryptographiclibrary(s),regardless of the versiomone ofthe )
cryptographiclibrariesisconsequentyA AT EOAOAA AT A OEA AAAT I PAT UET C O! A,
Functionality (O.AddFunctions] RivestShamirAdleman (RSAand/ or EC is/are not provided by Ehg 'I"Edlég .

it dependsof the chosen library whetherth®! AAEQOET 1 Al 3 DAAE £EA -BuAchod)& OU &0
RivestShamirAdleman (RSAand/ or EC is/aupported.

TheToolboxlibrary, regardless of the version choseloes not provide cryptographic support or additional
security functionality as it provides only the following basic long integer arithmetic and modular functions in
software, supported by the cryptographic coprocessaddition, subtraction, division, muillication,

comparison, reduction, modular addition, modular subtraction, modular multiplication, modular inversion and
modular exponentiation No security relevant policy, mechanism or function is supported. Tidwboxlibrary is
deemed for software devepers as support fasimplifiedimplementation oflong integer and modular

arithmetic operations

The symmetric cryptographic library SCL offers a high level interface to perform the cryptographic operations
DES, TDES and AES with different key lengthglte symmetric cryptographic coprocessor (SCP) for this TOE.
The SCL implements already several block cipher modes as declared in this document and covers a wide range C
applications, but the SCL offers in addition the flexibility to implement additiarssr defined block cipher
modes.

This library provides a simplified interface to the hardware Symmetric Cryptographic Coprocessor (SCP) and
preserves the security and performance requirements as required by the user.

Even in the basic configuration ttf&CL meets the targeted security level, which can be further increased by
means of configuration options.

The key lengths used for the AES and DES functiontdltgw the national AIS32 regulation regarding the 100
bit security levelssuedby the BS!. Thisregulationexcludes the single DES operation from the certificatimnit

is considered to be not sufficiently secure from algorithm perspective

Thus the certification covers the SCL cryptographic functionality of the AES algorithmkejyttengths ofl28,

192, 256 bits and the TDEA or TripleDES (TDES) algorithm with an effective key Sidaitof

Beside the inclusion and support of cryptographic libraries this TOE comes with the ogHardwareSupport

Library (HSL)n to alternative versionwhich significantly simplifOE A 1 AT ACAT AT O 1T £/ OEA 3
functionality. The HSL constitutes an application interface (API) accessing the HSM state machine and
abstracting low level properties like special function registers and settings offgpeardware features. In short

the HSL providea user friendly also use case oriented interface considering enduresi@ility and

! German:Bundesamt fiir Sicherheit in der Informationstechnik, English: Federal Office for Information Security
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performance In certain configurations the HSL provides also functions implementing tearing safe behaviour of
the SOLID& , ! 3 ( 'l .If ubed the user has no need to care about cases where the TOE is suddenly cut off the
power supply even during managingtBe/ , ) $ &, ! 3 (1 . 6-

Anyhow, the HSL remains as an optional library as even sudden power off situations does never lead
exploitable conditions of the TOE. In the worse the TOE ends operation in case of a faulty progr&@rhka

&, ! 3 ('l locafion due to the Integrity Guard.

4EA T OAAO 1 b OCrfptodraphic EDAACRABOM | @) podEdes3chgfitographic functioni to

Ei D1 ATATO A #)0523%1 6% Al 1T &£ Oi ATO DPOi 01 ATl 8

This protocol provides a secure mutual authentication of two entities, namely the terminal (denoted as PCD =
001 GEI EOU #1 ODPI E tc@npliadk ©riniAak)) apd# srial @all #rla token in othani factors
xEEAE EO AAITTAA 0)##8 0)## OOAT AO -@mpiandc@t)@ETI EOU ) T
Beside the mutual authentication, the protocol implements measures to maintain the integrity of the transferred
data and preserves in paralléld confidentiality of the transferred data.

"U OEAO OEAOGDPDPBEQOO®I OEA OOAO OiI EIDPIAI AT O OUOOAI O
implementing a secured, interoperable and flexible transit fare collection solution, including ISO 7816
communication and AES.28 bit cryptography for multiple payment types.

AEA T OAAOCHs)cenmmantdOEA #) 0523 %1 1 Bokboth, WOAGCAAIGhANn FCX N Y
software parts It implementsthe by the OSPT alliance standardized application ifaee for the card and the

terminal side.

Thescope of thigertification of thisTOEcoversalDPAO OO 1 £ OEGNhickgredaterdnBplarhentedby

the useron the user card respectively token based on this BO&the functionality of the PCD software part

which is implemented in the terminal sid&he PCD software operatesso on thehardware of thiSTOEwhich is
implemented in the terminal.

The# ) 0 5 2 GLY¥iblements the by the OSPT alliance standardized laggtion interface for the cardnd the
terminal side.

Note that this TOE can come with both cryptographicmmcessors accessible, or with a blocked SCP or with a
blocked Crypto2304T, or with both cryptographic-peocessors blocked. The blocking depghd T T OEA OO/
choice. No accessibility of the deselected cryptographigpeocessors is without impact on any other security

policy of the TOE; it is exactly equivalent to the situation where the user decides just not to use the cryptographic
CO-processaos.

To fulfill the highest securityequirementsfor smartcards today and also in the future, this Ti@fplements a
progressive digital security concept, which already has been certified in various forerunner prodéss&sOE
utilizes digital securitfeatures to include customer friendly security, combined with a robust design overcoming
the disadvantages on analogue protection technologies. The TOE provides fahiprencryption covering the
complete core, busses, memories and cryptographigpcocessors leaving no plashataon the chip A further
security feature has been implemented for this TOE protecting also the involved addresses transferred over the
memory bus.Therefore the attractiveness for attackersasstep furtherextremely reduced aencrypted signals

are of no use for the attackerneither for manipulation nor for eavesdropping.

In addition, the TOE is equipped witlcamprehensiveerror detection capability for the complete data path. The
dual CPU approach allows error detectieven while processing. A comparator detects whether a calculation
was performed without errors. This approach does not leave any parts afdieircuitry unprotected. The
concept allows that the relevant attack scenarios are detected, whereas othertemmslthat would not lead to

an error would mainly be ignore@hat renders the TOE robust against environmental influences.
Subsequentlythe TOE implements what we call intelligent implicit shieldirfgy. (These measures constitute a
shield on sensitie and security critical signals which is not recognizable as a shield. This provides excellent
protection against invasive physical attacks, such as probing, forcing or similar.

In thisSecurity Target the TOE ibriefly described and a summary specifigat is given. The security

environment of the TOE during its different phases of the lifecycle is defined. The assets are identified which
have to be protected through the security policy. The threats against these assets are described. The security
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objectives and the security policy are defined, as well as the security requirements. These security requirements
are built outof the security functional requirements as part of the security policy and the security assurance
requirements. These are tHermal stepsappliedduring the evaluation and certification showing that the TOE
meets the targetedequirements. In addition, simplifieflinctionality of the TOE matching the requirements is
described.

The assets, threats, security objectives and the sectuitgtional requirements are defined in this Security
Target and irthe Security IC Platform Protection Profil@] and are referenced here. These requirements build
up a minimal standard common for &kecurity IG.

The security functions are defined hdrethe security target as property of this specific TOE. Here it is shown
how thisspecific TOE fulfills the requirements for tbemmonstandard defined inhe Common Criteria
documents[10], [11], [12] and inthe Security IC Platform Protection Profi[@].
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2 Target of Evaluation Description

The TOE description helps to understand the specific security environment and the security policy. In this
context the assets, threats, security objectives and security functional requirements can be employed. The
following is a more detailed description of the TOE thathie Security IC Platform Protection Profi@] as it

belongs to the specific TOBE.EA 3 AAOOEOU ) #

and its version number.

2.1 TOEDefinition

This TOE consists of Security Controllassan integrated circuit (IOQpeeting the highest requirements in terms

01 AOAI Oi

00i OAAOQET I

of performance and security. THEOE productsare manufactured bynfineon Technologie&Gin 65nm CMOS

technology. This TOE is intended to be used in smart candd any other form factofor particularly applications

requiring highest levels of securignd for its previous use as developing platform for smart card operating
systems accorithg to the lifecycle model frorthe PP[9].

The term Smartcard Embedded Software is used in the following for all operating systems and applications

stored and executed on the TOE. The TOE is the platform for the Smartcard Embedded Software. The
SmartcardEmbedded Software itself is not part of the TOE.
The TOE consists of a core system, memories, coprocessors, system peripherals, a control block and the
peripherals. The following picture provides a simplified overview upon the hardware components ofthis T

which are subsequently briefly described:

0UD
Core ROM RAM ALASH
NVM
MED J
Memory Bus i
| Memories
Dual (PU —— CACHE
I Coprocessors System Peripherals
Qypto Sensors &
MMU 2304T =08 Filters UmS.C
Peripheral Bus
™ &
IMM = Qock HDRNG CRC B GPIO UART 12C
| &
Power ¢‘ t i¢
TP Mgmt. g
Peripherals GPIO mapping
Control L Control ‘

Figure 1  Simplified block diagram of the TOE
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Introduction

The main components of the core system are the dual CPU (Central Processing Units), the MMU (Memory
Management Unit) and the MED (Memory Encryption/Decryption Unit). Therazessor block contains the
cryptographic processors for RSA/EC and DES/AES mimagswvhile the peripheral block contains the random
number generation, the module for the Cyclic Redundancy Check (CRC), the timers and watchdogs and last but
not least the external interfaces service.

All data of the memory block is encrypted and allmnary types are equipped with an error detection code

i w$#qh OEA 3/,)%$ &,!3(1T .6- EIT AAAEOEIT xEOE Al AO
transferred over the two bus systems are encrypted respectively masked.

The Core

The dual CPU, constited out of two CPUsndacting as ondrom users viewis based on a 1bit architecture
based on the MGCB251 instruction set with an execution time faster than a standard MCS® 251 at the same
clock frequency. The instruction set for the architecturalso largely compatible with the weknown 80251
microcontroller family. Anyhow, the CPU has a special internal architecture and timing that differs from the
standard 80251 and provides additional powerful instructionsneetingthe requirements for ne operating
systemgeneratiors. Despite its compatibility the CPU implementation is entirely proprietary and not standard.
The CPU accesses the memory via the integrated Memory Encryption and Decryption unit (MEBRsSThe
Failure Detection(PFD covers he modules CPU, Cache and MEDtaanatically manages the error detection of
the individual memories and detects incorrect transfer of data between the memories by means of error code
comparison.The access rights of the application to the memories candrgrolled with the memory

management unit (MMU). Errors in the memories are automatically detected (EDC) and in termsS®thB

&, ! 3 (1 1-Bikerrors are also corrected (ECC). The two processors of the CPU control each other in order
to detect faultsand maintain by this the data integrity. A comparator detects whether a calculation was
performed without errors and allows error detection even while processing. Therefore the TOE is equipped with
a full error detection capability for the complete datathawhich does not leave any parts of the circuitry
unprotected.

TheCachememoryz or simply, theCacheg is a highspeed memorybuffer located between the CPU and the
(external) main memories holding a copy of some of the memory contents to enablesattcé®e copy, which is
considerably faster than retrieving the information from the main memory. In addition to its fast access speed,
the Cachealso consumes less power than the main memoriesCAtthesystems own their usefulness to the
principle of leality, meaning that programs are inclined to utilize a particular section of the address space for
their processing over a short period of time. By including most or all of such a specific are&actigsystem
performance can be dramatically enhancelthe implemented post failure detection identifies and manages
errors if appeared during storage.

The Busses

The bus system comprises two separate bus entities: a memory bupeaxifgheralbus for highspeed
communicationinternally between the modulesral to the outer worldvith the peripheralsAll transfer of data

and addresses via the memory and the peripheral bus systems is protected by means of encryption respectively
masking leaving no plain contents anywhere on the chip.

The cryptographic Coprocessors

TheTOE implementdwo cryptographic ceprocessorsThe symmetric cryptographic eprocessor (SCP)

combines both AES and DES wihe, twoor triple-key hardware acceleration. The Asymmet@cyptographic
Co-processor, called Crypto2304provides optimized high performance calculations for the user software
executing cryptographic operations and is also used by the optional cryptographic libfariBSAand Elliptic

Curve EC)cryptography.These ceprocessors are especially designed for shtard applications with respect to

the security and power consumption. The SCP module computes the complete DES algorithm within a few clock
cycles and is especially designed to counter attacks like DPA, EMA and DFA.

Note that this TOE can come with botiyptographicco-processors accessible, or with a blocked SCP or with a
blocked Crypto2304T, or with bottryptographicco-processors blocked. The blocking depends on the customer
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demands prior to the production of the hardware. No accessibility of theetkrted cryptographic cprocessors
is without impact on any other security policy of the TOE,; it is exactly equivalent to the situation where the user
decides just not to use the cryptographic-poocessors.

The Memories

TheBOS(boot-up software), MS (Resource Management Systerahd Flash Loadetogether compose the TOE
firmwarein two alternative versionstored inthe ROMMT A OEA DPAOAEAO EAOAT MIET OE
mandatory functions for internal testing, production usage and staptbehavor BOS, and also the RMS

functions are grouped together in a common privilege level. These privilege levels are protected by a hardwired
Memory Management Unit (MMU) setting.

The controllers of this TOE store both code and data in a linedviBRgte memay space, allowing direct access
without the need to swap memory segments in and out of memory using a memory management unit.

4EA OOAO O1 #OxAOA AAT AA Ei bl Ai AT OAA ET OAOEIT 60 1 b
chapterl.1 Thereby theuser softwareor parts ofitcanbeAT xT 1 T AAAA ET O OEA 3/ ,) $
during production of the TOE or at customer sitiethe latter case, the user downloads his softwarehe final

parts of itat his own premisesysing theFlash Loadesoftware.

All content regardless whether stored or transferred remains encrypted and EDC protected. Also the addresses
are protected by cryptographic protection means.

The TOE uses also Special Function Registers SFR. These SFR registers aregeseddigpurposes and chip
configuration. Thestart-upregistervalues are storeththe3 / , ) $ &, ! 3n(tHeconfiguralion page

area.

The System Peripherals

The system peripheral block serves for operation within the specified ranges and managdarthe and self
testing. Note that there is a small set of sensors left in order to detect excessive deviations from the specified
operational range, while not being oveensitive. These digital features do not need adjustment or calibration
and are deemd to increase the robustness of the chip against environmental influences even more. Conditions
that would not be harmful for the operation would therefore in most cases not disturb the proper function.

By implementingthe integrity guard conceptthe sersors areno more required for the TOE security. The sensors
aretherefore assigned to be security supportifgt do not implement a security mechanism on their own. The
only sensocontributing to a security mechanism is the frequency sensor.

After the BOShas finished, the operating system or application can call the User Mode Security Life Control
(UMSLC) test. The UMSLC tests several modwagpusfunctions and sensors for correct operatiddomeof

them have a user configurable interface.

The Contrd

The Interface Management Module (IMM) handles all interfaces in a unified manner and simplifies by this the
variety of interfaces for the user. It providssnultaneous maintenance @ multitude of various interfaces in a
non-conflicting mannersimultaneously if so configuredrheInterrupt and Peripheral Event Channel Controller
(ITP)manages individual interrupt requests signaled as events by peripherals. The controller can be associated
with different interrupt events enabling to select between exeogta standard interrupt service routine or a fast
data transferbetween memory locations over a gmlled peripheral event channel (PETHe controtblock
implements a summary of all control interfaces respectively SFRs used by various modules.

The Peripherals

This block implements the various interface options, communication protocols and operation modes as outlined
in chapterl.2

In addition to the interfaes it implements the Hybrid Random Number Generator (HDRNG). This HDRNG equals
to the expression Hybrid Physical True Random Number Generator (hybrid PTRNG) as defined by the BSI. In the
following, the BSI expression hybrid PTRNG is u3é hybrid PTRN@nplements a true physical random

source and has evidenced its conformance to the classes of MIS[2E declared in chaptet.1.1.1
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The produed genuine random numbers are available as a security service for the user and are also used for
internal purposesTogether with the guidelines in [6] the hybrid PTRNG operates in the following modes of
operation and is conformant to the named classes:

9 True Random Number Generation, meeting AIS31 PTG.2

1 Hybrid Random Number Generation, meeting AIS31 PTG.3

1 Deterministic Random Number Generation (DRNG) AlIS31 DRG.3

1 Key Stream Generation (KSG), stream cipher generation AIS31 DRG.2
The hybrid PTRNG is deemed fany application requiring excellent physical random data entropy.
Several timer modules are implemented used for example to control the communication via the UART, other
interfaces behavior, for asynchronous walkip and similar timed events.
The timer grmits easy implementation of communication protocols such as T=1 and all otherdiitieal
operations. The UAR€ontrolled I/O interface allows the security controller and the terminal interface to be
operated independentlyThe watchdog timers implemera configurable time out for various purposes. More
information can be found in the hardware reference manual HRM [1].
The cyclic redundancy check (CRC) modsilesed to compute a checksum over any input data and allows by
that explicit checking integrit of a piece of data.

Feature Summary
The following is a list afentralfeatures provided by this TOE:

1 24-bit linear addressing

1 Upto 16 MByte of addressable memory

1 Data and addresses protected against eavesdropping

1 Registerbased architecture
(registers can be accessed as bytes, words (2 bytes), and double words (4 bytes))

1 2-stage instruction pipeline

1 Based MC®251 instruction set and largely compatible with twell-known 80251 microcontroller
family

1 Extensive additional set of powerful ingigtions, including 16and 32bit arithmetic and logic
instructions

9 Cachewith singlecycle access searching

1 16-bit selt-checkingdual CPU

1 Hybrid Physical True Random Number Generation for random numbers at highest entropy quality

1 Extended Temperatur®ange

The TOE sets a new, improved standard of integrated security features, thereby meeting the requirements of all
smart cardand other relatedapplicationsor form factors such as information integrity, access control, mobile
telephone and identificatin, as well as useases in electronic funds transfer and healthcare systems.

To sum up, the TOE is a powersdglcurity controllemwith a large amount of memory and special peripheral

devices with improved performance, optimized power consumption, freeltoose contact based operation, at
minimal chip size while implementing high security. It therefore constitutes the basis for future smaracdrd

other relatedapplicationsin unlimited form factors
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2.2 Scope of the TOE

The TOE comprises:
1 The silicon dietespectively the Integrated Circuit (IC) respectively the hardware of this. TOE

1 The TOE is also delivered in various configurations, achieved by means of blocking by the customer
and/or depending on the customer order.

1 All according firmwarén two altemative versionsand
1 Optional software in various combinations as ordered
1 All configurations of any individual TOE product

All productderivativesof this TOE, including all configuration possibilities differentiated by the GCIM data and
the configurationinformation output, are manufactured binfineon Technologies AGn the following
AAOAOEDOEI T Oh OEA OAOI Idihedn TéxHRAIdg@ONGHe@NaROrdriofA® TAEE T OO
New configurations can occur at any time depending on the user blocking or by different configurations applied
by the manufacturer. In any case the user is able to clearly identify the TOE hardware, its configuration and proof
the valdity of the certificate independently, meaning without involving the manufacturer.
The various blocking options, as well as the means used for the blocking, are done during the manufacturing
process or at user premiseghis depends on the user ord&mtirely all means of blocking and the, for the
blocking involved firmware respectively software parts, used at Infineon and/or the user premises, are subject of
the evaluation. All resulting configurations of a TOE derivative are subject of the certifichresalting
configurations are either at the predefined limits or within the predefined configuration ranges.
The firmwarein two alternative versionased for the TOE internal testing and TOE operation, the firmware and
software parts exclusively used for the blocking, the parts of the firmware and software required for
cryptographic support are part of the TOE and therefore part of the certificatibie. Jocuments as described in
section2.2.4and listed inTablel, are supplied as user guidance.
Not part of the TOE and not part of the certification are:
1 the Smartcard Embedded Software respectively user software, and
1 the piece of software running atser premises and collecting the BPU receipts coming from the TOE.
This BPU software part is the commercially deemed part of the BPU software, not running on the TOE,
but allowing refunding the customer, based on the collected user blocking informationréidegpt from
each blocked TOE is collected by this softwahip by chip.
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221 Hardware of the TOE

The hardware part of the TOE (sEegurel) as defined ithe hardware reference manual HRM [1] comprises
Core System
Proprietary dual CPU implementatidmeing comparable to the 80251 microcontroller architecture from
functional perspective and with enhanced MCS® 251 instruction set
Cachewith Post Failure Detection
Memory Ehcryption/Decryption Unit (MED)
Memory Management Unit (MMU)
Memories
ReadOnly Menory (ROM) not available for the user
Random Access Memory (RAM)
3/,)%$ &, ! 3( fash.célbdseddnizofatiememory
Buses
Memory Bus
Peripheral Bus
Coprocessors
Crypto2304T for asymmetric algorithms like RSA and EC (optionally blocked)
SymmetricCryptographicCo-processor for DES and AES Standards (optionally blocked)
Control
Interface Management Module (IMM)
Interrupt and Peripheral Event Channel Controller (ITP)
Clock & Power Management
Control
System Peripherals
Sensors & Filters
User mode Seaity Life Control (UmSLC)
Peripherals
Hybrid Physicalrue Random Number GeneratHPTRNG)mplementing also a Deterministic Random
Number Generator (DRNG)
Timersand Watchdogs
Cyclic RedundancgZheckmodule (CRC)
Universal AsynchronouReceiver/Transmitter (UART)
Inter-Integrated Circuit module (12C)
General Purpose Input Output (GPIO)

2.2.2 Firmware and software of the TOE

The entire firmwardn two alternative versionsf the TOE consists of different pant¢hich are outlined in the
following. This description holds true for both alternative version as there is no difference on the delivered and
board of the IC located firmware parts, with the exception of the firmware identifier. The difference is related to
a firmware part not delivered whitthe IC but being part of the vendor testing and analysis possibilities which is
also subject of the evaluation and certification. Updates of this part yield an update of the firmware identifier.
This update and change is therefore regardless for the $@ttrity, policy and related clainasnd it is regardless

for the user which of the two firmware identifiers is coming with the TOE

One part comprises thResource Management SysteR1S with routines for managing th€ache RAM
MMU, the branch table,anfigurationand the testingfunctions TheRMS is thelC Dedicated Support Software
as definedn the PP[9]. The RMS routines are stored froimfineon Technologies A a reserved area of the
ROMbut parts of itare also stored in the SOLID FLASHVM. There is no ROgpaceavailable for the user.
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The second paris theBoot Software (BOS)consisting of initializatiomnd various testingoutinesand providing
the different operation modes of the TOEhe BOS is thé&C Dedicated Test Softwaies definedn the PP[9].
TheBOSroutines are stored in the especially protected test RGM parts of it are also stored in the SOLID
FLASH NVM. The BOS isot accessible for the usepftware.

The third partis the Flash Loader. This piece of software enables the download of the user software or parts of it
tothe3/ , ) $ &, ! 3ThéFlash Boaderoutines are stored in the especially protected test ROGWM parts

of it are also stored in the SOLID FLAISMNIVM. Depending on the order the Flash Loader comes with the BPU
software enabling for TOE configuration at user premisifter completion of the downloa@nd/or final
configuration of the TOEand prior delivery to the end usahe user is obligated to locthe Flash Loader.

Locking is the permanent deactivation of the Flash Loader meaning that if once locked it can no more be
reactivated andused. Note that the Flash Loader routines are always present, but are deactivated in case of the
derivatives ordered ithout the software download option. Thus the user interface is identically in both cases
with and without Flash Loader on boarénd consequently the related interface routines can be called in each of
the derivatives Already e MMU blocks calls ohe Flash Loader software at derivatives coming without Flash
Loader. In derivatives with Flash Loader the related function is performed.

All parts of the firmware above aralepending on the ordercombined together by th& OE generation process
to a single file and stored then in the data fildse TOEis produced fromThis comprises the firmware files for
the ROM, where onlinfineon Technologies ABas access, as well as the data to be flashed irstEeID

&, ! 3 (1 Thealetnative firmware versions can be identified by the firmware identifier.

The optional softwargarts comprisdollowing libraries:
1 the asymmetriccryptographic librarieACL-1 and ACE2) in two alternative versions provid&SAL
cryptography
1 the asymmetriccryptographic librarie¢ACL-1 and AC2) in two alternative versions provid&s2
cryptography
1 the Toolboxlibrary in in two alternative versions (AdLand AC}2) provides basic mathematical
functions for a simplified usenterface to the Crypto@2304T

1 the symmetric cryptographic library (SCL) for a simplified user interface to the symmetric cryptographic
coprocessor

9 the hardware support library (H$ln two alternative versions
1 OEA #) 0523%1 ,#E0NPAQH UC QAEREIESA2 3 %'l

The RSA cryptographic libraryegardless of the version chosen

9 provides a high level interface to the hardware component Crypto2304T and includes countermeasures
against fault injection and side channel attacks.

1 implements the generation of RSiRey Pairs (RsaKeyGen), the RSA signature verification (RsaVerify),
the RSA signature generation (RsaSign) and the RSA modulus recalculation (RsaModulus). This RSA
library can perform RSA operations from 512 to 4096 bits.

1 implements the high level interfze to hardware cryptographic coprocessor Crypto2304T which runs the
basic long number calculations (add, subtract, multiply, square) with high performance.

! RivestShamirAdleman asymmetric cryptographic algorithm

’The Elliptic Curve Cryptography is abbreviated with EC only in the further, in order to@diitts with the abbreviation for the
Error Correction Code ECC.
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The RSA libraryregardless of the version choseés delivered as object code and in this way graed in the

user software.

$APAT AET C 11T OEA AOOOI i AO8O AET EAAh OEA 4/ % AAT AA
portion only. The 2048 code portion is included in both. Part of the evaluation are the RSA straight operations
with key length from 1024 bits to 2048 bits, and the RSA t@RErations with key lengths of 1024 Bits to 4096

Bits.

TheRSA librarysdelivered as object code and in this way integrated in the user software.

Followingthe national BSI recommendation®SAkeylengthsbelow 1976bits are not included in the certificate.
Please note that the BSI expects this key length as appropriate until 2022 and recommends for longer usage
times key lengths of 3006its or higher.

The EC libraryegardless of the version chos@nused to provide a high level interface to Elliptic Curve
cryptography and includes countermeasures against SPA, DPA and DFA attacks. The routines are used for
ECDSA signature generation, ECDSA signauesefication, ECDSA key generation and Elliptic Curve Diffie
Hellman key agreement. In addition, the EC library provides an interface to an addition fuf@tiprimitive

elliptic curve operations like ECC Add and ECC Double. ECC curves over prime &slavEll as over GF(2*n)

finite field are supported too. Note that the according user guidance abbreviates the Elliptic Curve cryptographic
functions with ECC.

The EC library is delivered as object code and in this way integrated in the user software.

The certification covers the standairainpool[19] and NIST26] Elliptic Curves with key lengths 8P4, 233,

256, 283, 320, 384, 409, 512 and B24. The definition of the key lengths follows the national AIS32 regulation
regarding the 100 bit secuyilevelby the BSIThe former 80 bit level is achieved by the key lengths of 160, 163,
and 192 Bits.

Numerous other curve types, being also secure in terms of side channel attacks on this TOE, exist, which the usel
optionally can add in the compositiarertification process.

TheToolboxlibrary, regardless of the version chosatnes not provide cryptographic support or additional
security functionality as it provides only the following basic long integer arithmetic and modular functions in
software, supported by the cryptographic coprocessaddition, subtraction, division, mtiplication,

comparison, reduction, modular addition, modular subtraction, modular multiplication, modular inversion and
modular exponentiation No security relevant policy, mechanism or function is supported. Tidwboxlibrary is
deemed for software desopers as support faimplifiedimplementation oflong integer and modular

arithmetic operations

The symmetric cryptographic library SCL offers a high level interface to perform the cryptographic operations
DES, TDES and AES with different key lengths on the symmetric cryptographic coprocessor (SCP) for this TOE.
The SCL implements already severaldkaipher modes as declared in this document and covers a wide range of
applications, but the SCL offers in addition the flexibility to implement additional user defined block cipher
modes.The SCLis delivered as object code and in this way integrateth@user software.

This library provides a simplified interface to the hardware Symmetric Cryptographic Coprocessor (SCP) and
preserves the security and performance requirements as required by the user.

Even in the basic configuration the SCL meets thrgeéded security level, which can be further increased by
means of configuration options.

The key lengths used for the AES and DES functionfditgw the national AIS32 regulation regarding the 100

bit security level issued by the BSThis regulation edludes the single DES operation from the certification as it

is considered to be not sufficiently secure from algorithm perspective.

Thus the certification covers the SCL cryptographic functionality of the AES algorithm with key lengths of 128,
192, 256 s and the TDEA or TripleDES (TDES) algorithm with an effective key size of 56 bits.

'CRT: Chinese Remainder Theorem
% German:Bundesamt fiir Sicherheit in der Informationstechnik, English: Federal Office for Information Security
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Beside the inclusion and support of cryptographic libraries this TOE comes with the optional Hardware Support
Library (HSL)n two alternative versionssignificantly simb1 EAUET ¢ OEA 1 AT ACAT AT O 1 &
functionality. The HSL constitutes an application interface (API) accessing the HSM state machine and
abstracting low level properties like special function registers and settings of specific hardware fedtushort

the HSL provides a user friendly also use case oriented interface considering endurance, reliability and
performance.

TheHSLis delivered as object code and in this way integrated in the user software.

Both HSL versiongmplementbeyondthe Gow level driveéthe AAOEA | AORIAR GPIAAOASG xEO
tearing safe methodologyThisleverapgsOEA AAAEAAOAA AAOAT OACAO 1T &£ OEA 1
technology.

Both HSL librarywersions aralelivered as object code.

We define tearing as an timed power cut off whiclcould occur anytime anih the worsetherewith could also

occur during writing to or erasing of pages in the SOLID FLIASIKM.

If the HSL comes with the TOE and the user implements the offered configuration and dedicated fignction

tearing save behaviour of the SOLID FLASNVM is provided. In these cases the user does not need to care

about tearing events since either the old data or the new data are correctly in place.

Even in the cases where the user decides not to use the R&Uid also not implement own routines preserving

the consistency of the SOLID FLASHNVM, the hardware protection means prevent from operation of

inconsistent data. Therefore, in no cases a tearing event leads to an exploitable situation respectively
vulnerability.

Anyhow, the user should be aware and is recommended to use either the HSL or implement own routines
managing tearing events since if there would occur a faulty programmed SOLID ALASBH! location the TOE

ends operation at that point.

Theorded POET T #)0523%1 #O0OUDOI ClppkdideE dyptogEaph@ Aidrtibnalitytd 0 5 2 3 %
Ei D1 ATATO A #)0523%1 6% Al1T &£ Oi ATO DpOiT 01 AT 1 8

This protocol provides a secure mutual authentication of two entities, namely the terminal (denoted as PCD =
ProximitU #1 ODPI1 ET C $ Acdmphaht tgrmingl)) &n@ 8svhart card or a token in other form factors
xEEAE EO AAITTAA o0)##8 0)## OOAT AO -@Gmpiandc@th@Eli EOU ) T
Beside the mutual authentication, the protocol implementgasures to maintain the integrity of thefter

passing successfully the authenticatitnansferred data It depends on the chosen operation mode whether the

user requires integrity protection only, for example if the exchange is used in a secure environment only, or
whether complete protection including the encrypted transfer of user data between the twieatication

entities is an issue. Botbperationmodes are partofth¢ ) 052 3 %1 | D dnd offéréi/ad irtelyriyA
protection mode and as confidential communication mode.
"U OEAO OEGsuppprs the dentb implement systems conformanttothd 0523 %1 1T DAT O

implementing a secured, interoperable and flexible transit fare collection solution, including 1ISO 7816
communication and AES28 bit cryptography for multiple payment types.

The#) 0523LBDO AT 1T £ O AT O 01 OBR[18H9)r bosh2tise RICC dndthen PECDEdftlvakeA
parts. . It implementshe by the OSPT alliance standardized application interface for the card and the terminal
side.

4EA OATPA 1T &£ OEEO AARAOOEAZAEAAOQEIT 1 Clwkheh &HdfeOimpleméenteddy OA OO
the user on the user card respectively token based on this TOE and the functionality of the PCD software part
which is implemented in the terminal side. The PCD software operates also on the hardware of this TOE which is
implementedin the terminal.

The# ) 0 5 2 GL¥iplements the by the OSPT alliance standardized application interface for the card and the
terminal side.

The certification comprises thentire functionality ofthe# ) 0 5 2 GL%iplementedand operatedon the TOE
hardware On one hand the TO&n operatehe PICC side software paat a token anan the otherhand,a
secondTOEproduct operategshe PCD side software paiftused inside a terminal or similar system

Theenvironment on theerminal, the terminalsystems their securityandtheir interfacesto the background
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systemsare not in the scope of this certificatiomhe user operating system and further applications
implemented on the TOE are also out of scope of this certification.

To summarize, if used with theCD software the certification vieequalsto the case where the TOE is running
the PICC software: The TOE operates one of the optional software pa@$of # ) 0Ch2reyadless
whether PICC or PCD parand is enabled to communicate via the seletiaterfaces. The surrounding
environment is in both cases out of scogde# ) 0 5 2 GL¥ telivered as object code and in this way
integrated in the user software.

Note 1:

Theasymmetriccryptographic librariesegardless bthe version choseare delivery options

Therefore the TOE may come with free combinatiomish the other librariesof or without these libraries. In the
case of coming without one or any combination of t®/mmetriclibraries the TOE does not providee
Additional Specific Security Functionality RiveShamirAdleman Cryptography (RSA) and/or Elliptic Curve
Cryptography (EC).

The cryptographic library SCL is a delivery option.

Therefore the TOE may come with free combinatiomish the other librarieof or without these libraries. In the
case of coming withouthe SCLthe TOE does not provide thepecificsecurity functionalityimplemented by this
software. Even in case of a TOE coming without SCL, the symmetric cryptograptutdnality is unchanged
covered by the hardware symmetric cryptographic coprocessor SCP.

The cryptographic librargt ) 0 5 2 GL9% 'k delivery option.

Therefore the TOE may come with free combinatiomish the other librarieof or without these libraries. In the
case of coming withouthe # ) 0 5 2 GL%#& TOE does not provide thapecificsecurity functionality
implemented by this software.

End of note.

Thefirmware and softwargarts of the TOEcomprise

Firmware in two alternative versions, which are entirely equal with the exception of the firmware identifier
Boot Software (BOS)
Resource Management SysterRM9
Flash Loader

Optional Software
RSAcryptographic libraryin two alternative versions
ECcryptographic libraryin two alternative versions
Toolbox libraryin two alternative versions
SCllibrary
HSLlibraryin two alternative versions
#) 0 5 2 GrgptographicLibrary
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2.2.3

1
1

)l

1

Interfaces of the TOE

The physical interface of the TOE to the external environment is the estiriace of the IC.

The electrical interface of the TOE to the external environment is constituted by the pads of the chip,
particularly 1ISO pads, the CLK and power supply pads, as well as the pads ussatdot based
interfacing.

The dataoriented 1/O interface to the TOE is formed by the pads used for contact based communication.

The interface to the firmware regardless of the version in usés constituted by special registers used
for hardware configuration and control (SpatFunction Registers, SFR).

The interface of the TOE to the operating system is constituted by the RMS and by the instruction set of
the TOE.

The interface of the TOE to the test routines is formed by the BOS test routine call, i.e. entry to the test
modes.

The interface to the RSA calculations is defined from the RSA library interfhigis regardless of the
version chosen.

The interface to the EC calculations is defined from the EC library interfdnig is regardless of the
version chosen.

The intaface to the Toolbox is defined by the Toolbox library interfalieis is regardless of the version
chosen.

The interface to the SCL is defined by the Symmetric Cryptographic Library.

The interface to the HSL is defined by the functions of the Hardware8uhibrary.This is regardless
of the version chosen.

The interface to thet ) 0 5 2 QL Hefined by the functions of the cryptographic library.

Note that the interfaces tohe optional software parts are only present, if the TOE comes with the belonging
software partdepending on the customer order.
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224

Guidance documentation

The following provides a brief overview of the document set constituting the user guidance for this TOE. The
exact document titles and versions are given in chapter

1

ThedocumentHardware Reference Manual HRM [1] is the user data book of the TOE and contains the
relevant module, function and feature description

ThedocumentProduction and Personalization User Manual [2] contains detailed information about the
usage of the Flash Loader

The document Programmers Reference Manual [3] describes the usage and interfaces of the Resource
Management System RMS.

The document asymmeic Cryptographic Library [4] for Crypto@2304T user interfader the version
v2.07.003ontains all interfaces of the RSA, EC and Toolbox library and are only delivered to the user in
case the RSA library and/oralEC library is/are part of the delivered TOE.

The document asymmetric Cryptographic Library2fifor Crypto@2304T user interfader the version
v2.06.00Xontains all interfaces of the RSA, EC and Toolboxybaad are only delivered to the user in
case the RSA library and/or the EC library is/are part of the delivered TOE.

The document}] Crypto@2304T User Manual describes the architecture of cryptographic coprocessor

on register level. It also provides anfttional description of the register architecture, instruction set and

gives programming guidancda EEO AT AOI AT O EO 110 OANOEOAA E£ 11
cryptographic libraries ACL is used. The ACL takes properly care about the low level hartedsees.

The documen{6] Security Guidelines User Manual provides the guidance and recommendations to
develop secure software for and secure usage of this TOE.

The documen{7] Errata Sheet contains latest updates and corrections of the TOE relevattidauser

and it is a kind addendum to the hardware reference manual HRM [1]. The Errata Sheet can be changed
during the life cycle of the TOE. New Errata Sheet releases are reported in a monthly updated list
provided frominfineon Technologies A@ the user. This list is not part of the certification process. Part

of the TOE certification is the released version valid at the point in time the certificate was issued.

The documenteference [151] for theHardwareSupport Library (HSLij versiorv01.22.4346provides
an application interface (API) accessing the HSM state machine and abstracting low level properties like
special function registers and settings of specific hardw@atures

The documenteference [152] for theHardware Support Library (HSk) versionv02.01.6634rovides
an application interface (API) accessing the HSM state machine and abstracting low level progerties li
special function registers and settings of specific hardware features

Finally the certification report by BSI may contain an overview of the recommendations to the software
developer regarding the secure use of the TOE. These recommendations are also included in the ordinary
user documentation, the Security Guidelines Usarial[6].

The user guidance for the optionglymmetric Cryptogaphic LibrarySCL[16fontains all user interfaces
required to have a simplified and secure use of the symmetric cryptographic coprocessor. This user
guidance is only delivered if the optioraCL is part of the delivery to the user.

AEA OOAO COEAAT AA Al O OEA #)0523%1 #0UDPOI COAPEE
AT i pl AGA Apbi EAAOQOET1T ET OAOEZAAA I O OEA OOAO A& O
communication soltion.
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2.2.5 Forms of delivery

The TOE can be delivered:
in form of complete modules
in form of plain wafers
in any IC case (for example TSSOP28, VQFN32, VQFN46mG@8es, etc.)
in no IC case or package, simply as bare dies

1 orin whatever type of package
Theform of delivery does not affect the TOE security and it can be delivered in any type, as long as the processes
applied and sites involved have been subject of the appropriate audit.
The delivery can therefore be at the end of phase 3 or at the endasfepth which can also include pre
personalization steps according to P#H. Nevertheless in both cases the TOE is finished and the extended test
features are removed. In this document are always both cases mentioned to avoid incorrectness but from the
secuity policy point of view the two cases are identical.
The delivery to the software developer (phas€ 2phase 1) contains the development package and is delivered
in form of documentation as described above, data carriers containing the tools and ensikgatevelopment
and debugging tool.
Part of the software delivery could also be the Flash Loader program, providedibgon Technologie&G,
running on the TOE and receiving the transmitted information of the user software to be loaded in®QhD
&, ! 3 ('l .Thé&download is only possible after successful authentication and the user software can also be
downloaded in an encrypted way. In addition, the user is after he finalized the download and prior deliver to third
party obligated to permanentiock further use of the Flash Loader. Note that it depends on the procurement
order, whether the Flash Loader program is present or not.

= =4 —a A

The belonging user guidance documents are delivered in electronic form: Either by user downloads from a secure
serveror alternatively on request as encrypted email attachment.

2.2.6 Production sites

The TOE may be handled in different production sites but the silicon of this TOE is produkadan, Taiwan
only, as listed below. To distinguish the different production sitésarious products in the field, the site is
coded into theidentification data. The exact coding of thgeneric chip identification data is describeid the
hardware reference manual HRM [1]

The delivery measures are described in the ALC_DVS aspect.

Table 4 Production site in chip identification

Production Site Chip Identification
Tainan, Taiwan Byte number 130A,
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3 Conformance Claims (ASECCL)

3.1 CC Conformance Claim

This Security Target (ST) and the TOE claim conformance to Common Criteria versiamd3lparticular,
conformance is claimed for:
Common Criteria part 2xtended [11]Jand Common Criteria part&nformant [12].

3.2 PP Claim

This Security Target is strict conformanceto the Security IC Platform Protection Profi[8].

The targeted EALG4evel includes already the highest assurance families AVA_VAN.5 and ALC_DVS.2 from
Common Criterigpart 3[12). To achieve an additional augmentatiomj$ Security Target iassurance package
augmented compared to theSecurity IC Platform Protection Pridi[9].

The augmentation is achievedvith regard to CCv3.Rart 3[12): Security assurance componetiy including:

Table 5 Augmentations of the assurance level of the TOE

Assurance Class AssuranceFamily Description

Life-cycle support ALC FLR.1 Basic flawremediation

The Security IC Platform Protection Profile with Augmentation Packages is registered and certified by the
Bundesamt fiir Sicherheit in der Informationstechhi®SI) under the reference:

BSFCGPP-0084-2014, Version 1.0, dated 20101-13.
The security assurance requirements of the TOE are according to the Security IC Platform Protectioff®rofile
and to Part 3 of the Common Criteria version J32.

3.3 Package Claim

This Security Target claims conformance to the followaudgitionalpackagestaken from theSecurity IC
Platform Protection Profile [9]

T OAAEACA O! OOEAT OEAAQGETT 1T &£ OEA 3AAOOEOQOU )#dh OA
T OAAEACA O, 1 AAAOoh O0AAEACA Xd , 1T AAAO ARAAEAAOAA £
This package is optional and fliéd only by TOE products coming with Flash Loader.

T OAAEACA O, 1 AAAOd6h OAAEAGCA wqg ,TAAAO AAAEAAOAA £
This package is optional and fulfilled only by TOE products coming with Flash Loader.

1 0AAEACA sdtibs 24316 N

1 OAAEACA O! w3o6n OAAOEIT ¢8i8Ww

! Bundesamt fiir Sicherheit in der Informatistechnik (BSI) is the German Federal Office for Information Security
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The assurance level of this TOE is:
EAL6 augmented (EAL6+)
with the component ALC_FLR.Jand additional packages

The highest assurance component AVA_VAN.5 Vulnerability Assessment, advanced methatheahbility
analysis, is already standard requirement for the EAL6. Thus the augmentation is achieved by another assurance
class.

3.4 Conformance Rationale

This security target claimstrict conformance only to the P[3].
The Target of Evaluation (TOE) isypical security IC as defined in PP chapter 1.2.2 comprising:

9 the circuitry of the IC (hardware including the physical memaories),

9 configuration data, initialization data related to the IC Dedicated Software and the behavior of the
security functionality

9 the IC Dedicated Software with the parts
1 the IC Dedicated Test Software,
9 the IC Dedicated Support Software.
The TOE is designed, produced and/or generated by the TOE Manufacturer.

3.4.1 Security Problem Definition:

Following the PR9], the security problendefinition is enhanced by adding additional threabrganization
security policiesand an augmented assumption. Including these amits, the security problem definition of this
security target is consistent with the statement of the security problem d&én in the PH9], as the security
target claimed strict conformance to the HB].

3.4.2 Conformance Rationale:

The augmented organizational security policy P.ABdnctions, coming from the additional security
functionality of the cryptographic libraries, theugmented assumption A.Keffunction, related to the usage of
key-depending function, and the threahemory access violation T.Metccess, due to specific TOE memory
access control functionality, have been added. These-adsg have no impact on the confoance statements
regarding Cq1Qq and PH9], with following rational:
1 The security target remains conformant to €I, claim 482 as the possibility to introduce additional
restrictions is given.
1 The security targefulfils the strict conformance claim of the HB] due to the application notes 5, 6 and
7 which apply here. By those notes the addition of further security functions and security services are
covered, even without deriving particular security functionality franthreat but from a policy.
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3.4.3 Adding Obijectives

Due to additional security functionality coming from
9 the cryptographic libraries
o O.Add-Functions,
1 the memory access control
o0 O.MemAccess
1 andobjectivesrelated to the Flash Loader
o O.Authentication,
0 O.Cap_Avail_Loader,
o0 O.Ctrl_Auth_Loader and
o0 O.Prot_TSF_Confidentiality

additional security objectives have been introduced.
These addons have no impact on the conformance statements regardingX0fcand PH9] with following
rational:

1 The security targetemains conformant to CC (], claim 482 as the possibility to introduce additional
restrictions is given.

1 The security target fulfils the strict conformance of the PP [9] due to the application note 9 applying
here. This note allows the definition ofdti-level security goals due to further functions or services
provided to the Security IC Embedded Software.

3.4.4 AESand TDES

The PHOJET D1 AT AT 0O OEA TPOEITAI DPITEAU AOUDPOTI COAPEEA O
O! %3068 4EEO 4/ % DOl OEAAO OEAOA T POEIT T Al PAAEACAO O
the IC Embedded Software as outlined in chaptet.4

Due to these optional additional security functionalities the security objectives O.TDES and O.AES have been
introduced. These adans have no impact on theonformance statements regarding G@] and PH9], with

following rationat

1 The security targefulfils the strict conformance claim of the HB] due to the application notes applying
here. By these notes the addition of further security functions aadurity services are covered, even
without deriving particular security functionality from a threat or a policy.

3.45 Loader

The PH9] implements the optional policy for applying a Loader. The Loader is used to load data into the SOLID
FLASH NVM.

The FlashLoader provides the service for authenticatiand implements théPackage for Authentication of the
Security IGcontainingFIA_API.1 Authentication Proof of Identity of the TOE against a user.

This means that the user clearly can identify the TOE ontisreal request. Thitulfils the objective

O.Authentication, authentication to external entitiesand obligates an objective to the environment
OE.TOE_Authexternal entities authenticating of the TO&s outlined in the PP [9].

The Loader policy define&tA 0 AAEACA X xEOE EOO bil EAU 0608,)-;"11
OOACA ET OAAOOAA AT OGEOITIATO T1T1U ATA OEA O0AAEACA
dedicated for usage by authorized users only.

This TOE provides ddsh Loader complying with the optional packages:
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I Package 1: Loader dedicated for usage in secured environment only
T OAAEACGCA wqg ,T AARO AAAEAAOAA &£ O OOACA Au AOOEI O
PP PB]

Due to these optional additional security functionalities the security objectives

1 O.Cap_Avail_Loaderapability and availability of the Loadger

T /1 8#001 ;! OOE; , 1 AAAOh AAAAOO AlandbOi i AT A AOOEAT OE
f OE.Loader_Usagesecure communicatb AT A OOACA 1T & OEA |, 1 AAAOO

1

O.Prot_TSF_Confidentialityprotection of the confidentiality of the TSF
i OE.Lim_Block_Loadetimitation of capability and blocking the Loader
have been introduced.

3.4.6 Summary

All of the above adébns have no impact on theonformance statements regarding C@J and PP [9], with
following rational:

The security target fulfils the strict conformance claim of the PP [9] due to the application notes 9 appéyig
By this note the addition of further security functions aretarity services are covered, even without deriving
particular security functionality from a threat or a policy.

Due to the above rationathe security objectives of this security target are consistent with the statement of the
security objectives in th@P[9], as the security target claims package augmentatiorthe PP[9].

All security functional requirements defined in the PPare included and completely defined in this ST.
Thefollowing security functional requirements are taken fraime CommonCriteria part 711 document,
respectively from the package definitions taken from the [PPor defined in this ST
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Table 6 Security Functional Requirements
Security Functional
Requirement Description Source
FAU_SAS.1 Audit data storage PP [9]
FCS_CKM.OCL Cryptographic key generation# ) 0 5 2 GL%!'l CCP2[11]
FCS CKM.1/RSA Cryptographic key generation by the ACEL CCP2[11]
FCS_CKM.1/RSA Cryptographic key generation by the ACE2 CCP2[11]
FCS _CKM.1/EC Cryptographic key generation by the ACEL CCP2[11]
FCS_CKM.1/E€ Cryptographic key generation by the ACE2 CCP2[11]
FCS CKMACL Cryptographic key destruction# ) 0 5 2 GL%!'l PP [9]
FCS_CKM.4/AES Cryptographic key destructiop AESby SCP PP [9]
FCS _CKM.4/AESCL Cryptographic keydestructionz AESby the SCL PP [9]
FCS_CKM.4/TDES Cryptographic key destructiop TDESby SCP PP [9]
FCS_CKM.4/TDESCL Cryptographic key destructiopn TDESby the SCL PP [9]
FCS_COP.1/AES Cryptographic operatiorg AESby SCP PP [9]
FCS _COP.1/AESCL  Cryptographic operatiorg AESby the SCL PP [9]
FCS_COP.1/TDES Cryptographic operatiorg TDEShy SCP PP [9]
FCS COP.1L/TDESCL Cryptographic operatiorg TDEShy the SCL PP [9]
FCSCOP.1CCL Cryptographic operatiorg# ) 0 5 2 GL%¥usted Channel In thisST
FCS COP.1/RSA Cryptographic operatiorg RSA by ACI1 CCP2[11]
FCS COP.1/RSA Cryptographic operatiorg RSA by ACI2 CCP2 [11]
FCS_COP.1/ECDSA  Cryptographic operatiorgf ECDSA by AGILL CCP2[11]
FCS COP.1/ECDSA Cryptographic operatiog ECDSAy ACL:2 CCP2 [11]
FCS_COP.1/ECDBH Cryptographic operatiorgf ECDH by AGIL CCP2[11]
FCS COP.1/ECDH Cryptographic operatiorgf ECDH by ACR2 CCP2 [11]
FCS_RNG/HPRG Random number generation HPRG PP [9]
FCS_RNGI/IRNG Random number generationTRNG PP [9]
FCS_RNG/DRNG Generation of Random NumberDRNG PP [9]
FCS RNG.KISG Random number generationKSG PP [9]
FDP_ACC.1 Subset access control CCP2[11]
FDP_ACC.1/Loader Subset access contrglLoader PP [9]
FDP_ACF.1 Security attributebased access control CCP2[11]
FDP_ACF.1/Loader Security attribute based access contrdloader PP [9]
FDP_IFC.1 Subset information flow control PP [9]
FDP_ITT.1 Basic internal transfer protection PP [9]
FDP_SDC.1 Stored data confidentiality PP [9]
FDP_SDI.1 Stored data integrity monitoring CCP2 [11]
FDP_SDI.2 Stored data integrity monitoring and action PP [9]
FDP_UCT.1 Basic data exchange confidentiality PP [9]
FDP_UIT.1 Data exchange integrity PP [9]
FIA_API.1 Authentication Proof of Identity PP [9]
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Security Functional
Requirement Description Source
FMT_LIM.1 Limited capabilities PP [9]
FMT_LIM.1/Loader Limited capabilities PP [9]
FMT_LIM.2 Limited availability PP [9]
FMT_LIM.2/Loader Limited availability PP [9]
FMT_MSA.1 Management of security attributes CCP2 [11]
FMT_MSA.3 Staticattribute initialization CCP2[11]
FMT_SMF.1 Specification of Management functions CCP2 [11]
FPT _FLS.1 Failure with preservation of secure state PP [9]
FPT_ITC.1 Inter-TSF trusted channel Loader PP [9]
FPT ITT.1 Basic internal TSF data transferotection PP [9]
FPT _PHP.3 Resistance to physical attack PP [9]
FRU_FLT.2 Limited fault tolerance PP [9]

Note that the assignment of the in the table above selected SFRs to Loade) 0d 5 2 GL%Udkes not
implement an augmentation as the extension it is just to clarify the part of the TOE claiming the corresponding
SFR.

Thefollowing security functional requiremenincluded and completely defined in this ST, sectén

FPT _TST.2 Subset TOE security testifg \

All assignments and selections of the security functional requirements are done in t83 &Rl in thisSecurity
Target.

3.5 Application Notes

Thefunctional requirements
T FCS _RNG.1/HPRG,
1 FCS_RNG.1/TRNG,
1 FCS_RNG.1/DRNG and
1 FCS_RNG.KSG
areiterationsof the FCS_RNG.1 as defined in the Protection Pr{ijlaccordingtoO! T x AT AOT COEET x A

InterpretationenU O1 3 A E A IOA Op A YArDEt@nAlity dlas€es and evaluation methodology for physical
random number generatos AIS31[13]

! Requirement from the PP [9]
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4 Security Problem Definition (ASE_SPD)

The content of the PIP] applies to this chapter completely.

4.1 Threats

The threats are directed against the assets and/or the security functions of the TOE. For example, certain attacks
are only one step towards a disclosure of assets while others may directly lead to a compromise of the
application security. The more detadedescription of specific attacks is given later on in the process of

evaluation and certification.

The threats to security are defined and described if$Rection 3.2 respectively for T.Masquerade_TOE in

chapter 7.2.1

Table 7 Threats according PH9]

Threat Name
T.PhysManipulation | Physical Manipulation
T.PhysProbing Physical Probing
T.Malfunction Malfunction due to Environmental Stress
T.LeaklInherent Inherent Information Leakage
T.LeakForced Forced Information Leakage
T.AbuseFunc Abuse ofFunctionality
T.RND Deficiency of Random Numbers
T.Masquerade_ TOE |Masquerade of the TOE

4.1.1 Additional Threat due to TOE specific Functionality

Threat Memory Access Violation

The additional functionality of introducing sophisticated privilege levels andess control allows the secure
separation between the operation system(s) and applications, the secure downloading of applications after
personalization and enables multitasking by separating memory areas and performing access controls between
differentADBDI EAAQEI 1 08 $O0A O OEEO AAAEOEI T Al &£01 AGET T AI
introduced.

The Smartcard Embedded Software is responsible foUisr data of the Composite TGEEcording to the

AOCOOI POET 1T Oseibtdddie Edmposite ADEA.Resp! D1 o8 (1 xAOAOR OEA 3
Software may comprise different parts, for instance an operating system and one or more applications. In this
case, such parts may accidentally or deliberately access data (including camtboparts, which may result in

a security violation.
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4EA 4/ % OEAI 1 AOAOO OEA ONeOA AAAOOADBTI A0 OAPAAGEEART A,

T.Mem-Access Memory Access Violation
Parts of the Smartcard Embedded Software may cause secviglations by
accidentally or deliberately accessing restricted data (which may include code) or
privilege levels. Any restrictions are defined by the security policy of the specific
application context and must be implemented by the Smartcard Embeddetinzwé.

Threat Diffusion of Open Samples

The additional functionality of a Loader as dedihin the PPY], section 7.3 requires to address the following
OEOAAOR AO AAEET AA ET OEA AT AOIi AT O Ooo0ddnid )1 OAOD
The TOE shall avert the thre@t$ E ££O0OCET T 1T £ 1 DAT 3AI PI A0 j 48/ PAT ; 3AI

T.Open_Samples_Diffusion Diffusion of Open Samples

An attacker may get access to open samples of the TOE and use them to ga
information about the TSF (loader, memoiyAT ACAT AT & OT EOh
may also use the open samples to characterize the behavior of the IC and its
security functionalities (for example: characterization of side channel profiles,
DAOOOOAAOGETT AAOOI COAPEU 8 Qigfeaduted\(forA
example: execution of a DES computation without countermeasures or by de
activating countermeasures) through the loading of an adequate code would
allow this kind of characterization and the execution of enhanced attacks on {
IC.

Table 8 Additional threats due to TOE specific functions and augmentations

T.Mem-Access Memory Access Violation Hardware
T.Open_Samples_Diffusion  Diffusion of open samples Flash Loader

4.1.2 Assets regarding the Threats

The primary assets concern thdser datawhich includes theiser data of the Composite TGE well as program
code (Security IC Embedded Software) stored and in operation and the provided security services. These assets
have to be protected while being executed and or processed and on the osimel, when the TOE is not in
operation.
This leads to four primary assets with its related security concerns:
1 SC1 integrity of user data of the Composite TOE
T 3#w AT 1 £ZEAAT OEAT EOU 1T &£ OOAO AAOA 1T &£ OEA #11 Pl OE
areas
1 SC3 correct operation of the security services provided by the TOE for the Security IC Embedded
Software
1 SC4 continuous availability of random numbers
SC4 is an additional security service provided by this TOE which is the availability of random numbers. These
random numbers are generated either by a true random number or a deterministic random number generator or
by both, when a true random number isagsas seed for the deterministic random number generator. Note that
the generation of random numbers is a requirement of the[#JP
To be able to protect the listed assets the TOE shall protect its security functionality as well. Therefore critical
information about the TOE shall be protected. Critical information includes:

1 logical design data, physical design data, IC Dedicated Software, and configuration data
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1 Initialization Data and Prgersonalization Data, specific development aids, test and char@aton
related data, material for software development support, and reticles.

The information and material produced and/or processed by the TOE Manufacturer in the TOE development and
production environment (Phases 2 up to TOE Delivery) can be groupied@ss:

9 logical design data,
1 physical design data,

9 IC Dedicated Software, Security IC Embedded Software, Initialization Data angdPsenalization
Data,

specific development aids,

test and characterization related data,
material for software developmergupport, and
9 reticles and products in any form

as long as they are generated, stored, or processed by the TOE Manufacturer.
For details see PP)] section 3.1.

= =4 =4

4.2 Organizational Security Policies

The TOE has to be protected during the first phases of tlifeicyicle (phases 2 up to TOE delivery which can be
after phase 3 or phase 4). Later on each variant of the TOE has to protect itself. The organizational security policy
covers this aspect.

P.ProcessTOE Identification during TOE Development and Production

An accurate identification must be established for the TOE. This requires t
each instantiation of the TOE carries this unique identification.

Due to the augmentations of P[P] and thechosenpackages additional policies are introduced atebcribed in
the next chapter.

Table 9 Organizational Security Policies according PB]

P.ProcessTOE | Identificationduring TOE Development and Production
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4.2.1 Augmented Organizational Security Policy

Due to the augmentations of the AB] and thechosenpackagesadditional policies are introduced

The TOE provides specific security functionality, which can be used by the Smartcard Embedded Software. In the
Al11TxETC ODAAEAEA OAAOOEOU 4&O1 AOEI T AI EOU BO |1 EOOA.
environment because it can only be decided in the context of the smartcard application, against which threats

the Smartcard Embedded Software will use the specific security functionality.

AEA Y# S$AOATTBAO ¥ - Al O£AA O Gpekific Séc@iy Bundiidnaity U OEA DT 1
(P.Add& OT AOET 1 6qd AO OPAAEAZEAA AAIT x8

P.Add-Functions Additional Specific Security Functionality

The TOE shall provide the following specific security functionality to the
Smartcard Embedded Software:

1 RivestShamirAdleman Cryptography (RSA)
9 Elliptic Curve Cryptography (EC)
1 #)0523%1 #OUDPOICCWDDAPEEA , EAOAOU

Note 2:

The cryptographic librarie€CL RSA, EC and the Toolbox libranyall versions as stated in chaptedare

delivery options. Therefore the TOE may come with free combinations of or even without these libraries. In the
case of coming without one or any combinatiof the cryptographic librarie€CL RSA ECandthe TOE does

not provide the Additional Specific Security Functionality Riv8stamirAdleman Cryptography (RSA) and/or
Elliptic Curve Cryptography (B@ndore# ) 0523 %1 #OUDPOI COAPEEA , EAOAOU

The ToolboxXLibraryis no cryptographic library and provides no additional specific security functionality.

End of note.

4EA )# $AOAITTDPAO 17 -AT OEAAOOOAO i 060C
TOE (P.Crypt8 AOOEAAQobelov@ ODPAAEEEAA

APPI U OEA 1 0¢C.

P.Crypto-Service Cryptographic services of the TOE

The TOE provides secure hardware based cryptographic services for the IC
Embedded Software

1 Triple Data Encryption Standard (TDES)
1 Advanced Encryption Standard (AES)

Note 3:

This TOE can come with both crypto-poocessors accessible, or with a blocked SCP or with a blocked
Crypto2304T, or with both crypto eprocessors blocked. The blocking depends on the customer demands prior
to the productionof the hardware. In casihe SCP is blocked, no AES dDHS computation supported by
hardware is possible. In case the Crypto2304T is blocked, no RSA and EC comushtory version as stated

in chapterl.1- supported by hardware is possibldo accessibility of the deselected cryptographicmmcessors

is without impact on any other security policy of the TOE; it is exactly equivalent to the situation theeuser
decides just not to use the cryptographic-poocessors.

End of note.
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AEA Y# $AOAITTPAO ¥ - A1 OEZAAOOOAO 1 66O ApbPiI U OEA 1 0OC.
&O1T AOETTAIEOU jo8,Ei;"1TAE; , TAAROQo AO OPAAEEAEAA A,
P.Lim_Block Loader Limiting and Blocking the Loader Functionality

The composite manufacturer uses the Loader for loading of Security IC
Embedded Software, user data of the Compodtductor IC Dedicated

Support Software in charge of the IC Manufacturer. He limits the capability
and blocks the availability of the Loader in order to protect stored data fror
disclosure and manipulation.

P.Ctrl_Loader Controlled usage to Loader Functionality

Authorized user controls the usage of the Loader functionality in order to
protect stored and loaded user data from disclosure and manipulation.

4.3 Assumptions

The TOE assumptions on the operational environment are defined and descrilF{ 9 section 3.4.
The assumptions concern the phases where the TOE has left the chip manufacturer.
The support of cipher schemasquiresan additional assumption.

A.ProcessSecIC Protection during Packaging, Finishing and Personalization
It is assumed thiasecurity procedures are used after delivery of the TOE b
the TOE Manufacturer up to delivery to the esdnsumer to maintain
confidentiality and integrity of the TOE and of its manufacturing and test
data (to prevent any possible copy, modification, éation, theft or
unauthorized use).

A.RespAppl Treatment of User data of the Composite TOE
All User data of the Composite TGe owned by Security IC Embedded
Software. Therefore, it must be assumed that security relevdsér data of

the Composite TOHEespecially cryptographic keys) are treated by the
Security IC Embedded Software as defined for its specific application con
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4.3.1 Augmented Assumptions
4EA AAOGAT I PAO T £ OEA 31 AOOAAOA %wi AAAAA Keydepeert AOA 1
Functions (AKeyx O1 AOET 1 Q6 xEEI A AAOAI T PET ¢ OEEO Oi £#OxAOA E

A.Key-Function Usage of Keydependent Functions
Key-dependent functions (if any) shall be implemented in the Smartcard
Embedded Software in a way thétey are not susceptible to leakage attacks
(as described under T.Ledkherent and T.LealEorced).

Note that here the routines which may compromise keys when being executed are part of the Smartcard
Embedded Software. In contrast to this the thredid eakinherent and T.LealForced address (i) the
cryptographic routines which are part of the T(Hor detailsplease refer tdPP[9] section 3.4.

4.3.2 .1 OA OACAOAEGLC #) 0523%l

4 EA #) 0G@.as2rstographic functionalitgstablishes &ryptographicsecurel communication channel
AAOxAAT Ox1 EAAT OEZEZEAA AT OEOEAO8 $ADPAT ABGLagacieitherOEA |
in the PICC or in the PCD role. In any case the secrets applied for establishing and usage of the secured channel
must be treated in an appropriate way by both entiti®sCCandPCD

This means thattiis essential on user sidleat the critical data for establishing thigyptographic secured
communication channek generated and stored in an appropriate way and théegrity and confidentialityis
maintained.

These preconditions are treated in the PP [9] section 3.1 claims 67 aam@&re the reason for not placing an
assumption here
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5 Security objectives (ASE_OBJ)

This section shows the subjects and objects where alevant to the TOE.
A short overview is given in the following.
The user has the following standard hi¢ggwel security goals related to the assets:

1 SG1 maintain the integrity of user data (when being executed/processed and when being stored in the
TOE smemories)

1 SG2 maintain the confidentiality of user data (when being executed/processed and when being stored in
the TOE s memories)

1 SG3 maintain the correct operation of the security services provided by the TOE for the Security IC
Embedded Software

T SG4provision of random numbers.

5.1 Security objectives for the TOE

The security objectives of the TOE are defined and described [@]R¥ction 4.17.2.1, 7.3.%7,.3.2,7.4.1 and
7.4.2

Table 10  Objectives for the TOE according to PIP9]

O.PhysManipulation Protectionagainst Physical Manipulation

O.PhysProbing Protection against Physical Probing

O.Malfunction Protection against Malfunction

O.LeaklInherent Protection against Inherent Information Leakage

O.LeakForced Protection against Forced Information Leakage

O.AbuseFunc Protection against Abuse of Functionality

O.ldentification TOE lIdentification

O.RND Random Numbers
Capability and availability of the Loader

O.Cap_Avail_Loader Valid only for the TOE derivatives delivered with activated Flash
Loader.
Authentication to external entities

O.Authentication Valid only for the TOE derivatives delivered with activated Flash
Loader

O.Ctrl_Auth_Loader Acgesg control_ and authentic?ty for the Loadevalid only for the TOH
derivatives delivered with activatelash Loader

O.TDES Cryptographic service TripiBES

O.AES Cryptographic service AES

Note 4:

The objectives O.Cap_Avail_LoadetO. Authentication, O.Ctrl_Auth_Loader and O.Prot_TSF_Confidentiality
applyonly at TOBproducts coming with activated Flash Loader enabled for software or data download by the
user. In other cases the Flash Loader is not available anymore and the user software or data download is
completed. Depending on the capabilities of the user softwidnese objectives may then reoccur as subject of
the composite TOE.

End of note.
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AEA 4/ % POI OEAAO O! AAEOGET T Al -&308 AKOEAHR A0 gHA AGO DA ASEGEE

0O.Add-Functions Additional Specific SecurityFunctionality

The TOEMust provide the following specific security functionality to the
Smartcard Embedded Software:

1 RivestShamirAdleman Cryptography (RSA)
9 Elliptic Curve Cryptography (EC)
T #) 05 2QGryptography

Note 5:

The cryptographic librarie€CL RSA, EC and the Toolbox library are delivery optioagardless of the version
chosen Therefore the TOE may come with free combinations of or even without these librémiéise case of
coming without one or any combingin of the cryptographic librarie€CL RSA, EC and the TOE does not
provide the Additional Specific Security Functionality Riv&$tamirAdleman Cryptography (RSA) and/or Elliptic
Curve Cryptography (E@ndore#t ) 0523 %1 #O0OUDPOI COAPEEA , EAOAOQU

The Toolba Library is no cryptographic library and provides no additional specific security functionality.

End of note.

Note 6:

This TOE can come with both crypto-poocessors accessible, or with a blocked SCP or with a blocked
Crypo2304T, or with both crypto cprocessors blocked. The blocking depends on the customer demands prior
to the production of the hardware. In caiee SCP is blocked, no AES @DES computation supported by
hardware is possible. In case the Crypto2304Tdsked, no RSA and EC computatipim any of the version

stated in chaptell.1- supported by hardware is possibldo accessibility of the deselected cryptogrdpito
processors is without impact on any other security policy of the TOE; it is exactly equivalent to the situation
where the user decides just not to use the cryptographipoacessors.

End of note.

Note 7.
In casehe SCP is blocked, no AES ab&S computation supported by hardware is possdoie thus the
#) 0 5 2 GLUskhge is not possible.

End of note.
AEA 47 % OEAI1T DOl OEAA O! OAA AAGADOQAI TAOU OPARAK@EE AAT |
O.Mem Access Areabased Memory Access Control

The TOE must provide the Smartcard Embedded Software with the capability t
define restricted access memory areas. The TOE must then enforce the
partitioning of such memory areas so that access of software to memory areas
privilege levels is controlleds required, for example, in a mu#pplication
environment.

The additional functionality of a Loader as dedthin the PP9], section 7.3 requires to address the following
I AEAAOEOAR AO AAEET AA ET OEA AT AOIi AT O Oo0O0odniqg )1
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The TOE shajprovide @Protection of the confidentiality of the TS.Prot_TSF_Confidentialiggdé AO ODAAE
below:

O.Prot_TSF_Confidentiality Protection of the confidentiality of the TSF

The TOE must provide protection against disclosure of confidential operati
of the Security IC (loader, memory manageméni E @rodghlthe use of a
dedicated code loaded on open samples.

Table 11  Additional objectives due to TOE specific functions and augmeations

0O.Add-Functions Additional specific security functionality
O.Mem-Access Area based Memory Access Control
O.Prot_TSF_Confidentiality Protection of the confidentiality of the TSF

5.2 Security Objectivesfrom PPfor development and environment

The security objectives for the security IC embedded software development environment and the operational
environment are defined in P[B] section 4.2, 4.3, 7.2ahd 73.

&1 O OAAOOA OOACLil igfessoriial that on isersideXttie commonsds generated and stored in
an appropriate way and that integrity and confidentiality of this user secret is maintained. These preconditions
are treated in the PP [9] section Zthims 67 and 68.

4EA TDAOAOGEIT AT AT OEOI T iimkdtié oficapail@yEadd bibokiag the EoAderr D OT OE.
(E.Lim_Block_Loadérh O %@ QN A TA BRGERE OEAAQCET 1" 1 48 AEBIAA&OD/ %

OE.Lim_Block _Loader Limitation of capability and blocking the Loader

The Composite Product Manufacturer will protect the Loader functionality
against misuse, limit the capability of the Loader and terminate irreversibly,
the Loader after intended usage of the Loader.

OE.TOE_Auth Authentication to external entities

Theoperational environmentlsall support the authentication verification
mechanism and know authentication reference data of the TOE

OE.Loader_Usage Secure communication and usage of the Loader

Theauthorized usemust support the trusted communication with the TOE |
confidentiality protection and authenticity proof of the data to be loaded an
fulfilling the access conditions required by the Loader.

Note 8:

TheobjectivesOE.Lim_Block_LoadeQE.TOE_Auttand OE.Loader Usagefor the development and operation
environment apply only at TOE products coming with activated Flasdder enabled for usefata download.In
other cases the Flash Loader is not available anymore hediser data download is completed. Depending on
the capabilities of the user software this objective may then reoccuwuégect of the composite TOE.

End of note.
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5.3 Security Objectivesfor the environment

3ET AA OE ACl#epuires the prébence of a common secret on both communication entities an additional
objective for the environment is generated:
Following objectives are defined here.

OE.RespAppl Treatment of User data of the Composite TOE
Please refer to chaptes.3.1for clarification

Note 9:

AEARA #)0a@EBwA AAI EOAOU 1T DPOETT 8 )1 AZLOthe uEidrespodsiole toE A O

implement the# ) 0 5 2 GL%tb his user softwareln addition, the user has generate and treat the common
secretin an appropriate wayTheobjectivecommon secretstherefore similarto the OE.RespAppl. Anyhow,
processes antteatment is exclusively subject of the user and his logistic processes.

End of note.

Note 10:

If the user decides to use the integrity protection mode ofth¢ 0 5 2 GL%én the confidentiality of the user
data to be tranferred is solely subject of the user.

End of note.

Note 11:

4 EA #) 0@ &s2iptographic functionality establishes a cryptographic secured communication channel
AAOxAAT Ox1 EAAT OEZEZEAA AT OEOCEAO8 $ADPAT AELagacteitherOE A
in the PICC or in the PCD role. In any case the secretedfpr establishing and usage of the secured channel
must be treated in an appropriate way by both entities PICC and PCD.

This means thattiis essential on user sidleat the critical data for establishing thigyptographic secured
communication changlis generated and stored in an appropriate way and thégrity and confidentialityis
maintained.

These preconditions are treated in the PP [9] section 3.1 claims 67 aam@&re the reason for not placing an
objective for the environment here

End of note.

The table below lists the security objectives.

Table 12 Security Objectives for the Environment according to the PI9]

Treatment ofUser data of the Composite
TOE

Protection duringcomposite product
manufacturing

Limitation of capability and blocking the
loader.

Phase % 6 optional Phase 4 |OE.TOE_Auth (1) Authentication to external entities

Phase 1 OE.RespAppl

Phase % 6 optional Phase 4 | OE.ProcessSecIC

OE.Lim_Block_Loader (1)

Secure communication and usage of the

OE.Loader_Usage (1) Loader

(1) These objectives are only valid if the TOE is delivered with active Flash Loader.
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5.3.1 #1 AOEAEAAOQET T 1T &£ O40AABRAITE T £ 50A0
Regarding the cryptographic services this objective of the environment has to be clarified.

By definition d¢pher or plain text data and cryptographic keys aser data of the Composite TOEhe

Smartcard Embedded Software shall treat these data appropriately, use only proper secret keys (chosen from a
large key space) as input for the cryptographic functiothef TOE and use keys and functions appropriately in
order to ensure the strength of cryptographic operation.

This means that keys are treated as confidential as soon as they are generated. The keys must be unique with a
very high probability, as well asyptographically strong. For example, it must be ensured that it is beyond
practicality to derive the private key from a public key if asymmetric algorithms are used. If keys are imported
into the TOE and/or derived from other keys, quality and confiddityianust be maintained. This implies that
appropriate key management has to bbealizedin the environment.

Regarding the memory, software and firmware protection and the SFR and peripheral access rights handling
these objectives of the environment hashe clarified. The treatment afiser data of the Composite TQ&also
required when a mukltapplication operating system is implemented as part of the Smartcard Embedded

Software on the TOE. In this case the muapplication operating system should noisdlose security relevant

user data of one application to another application when it is processed or stored on the TOE.

5.3.2 #1 AOEEAEAAOQET T 1 A ontpositel polustOahufactudn® O E 1
(OE.ProcessSec) # 0

The protection during packaging, finishing apdrsonalization includes also the personalization proc&$ash
Loaded and the personalization data (TOE software components) during Phase 4, Phase 5 and Phase 6.
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54 Security Objectives Rationale

The security objectives rationale of the TOE are defined described in P[®] section 4.4. For organizational
security policy P.Addrunctions, OE.PlafAppl and OE.Respppl the rationale is given in the following
description.

Table 13 Security Objectives Rationale

Assumption, Threat or Organizational Security Policy Security Objective
A.KeyFunction OE.RespAppl
P.Add-Functions O.Add-Functions
P.CryptoService O.TDES
P.CryptoService O.AES

P.Ctrl_Loader

O.Ctrl_Auth_Loader
O.Authentication

P.Ctrl_Loader OE.Loader_Usage
OE.TOE_Auth

P.Lim_Block_Loader O.Cap_Avail_Loader

P.Lim_Block_Loader OE.Lim_Block_Loader

T Masquerade O.Authentication
OE.TOE_Auth

T.Mem-Access O.Mem-Access

- O.Prot_TSF_Confidentiality
T.Open_Samples__ Diffusion O.LeaklInherent

O.LeakForced

55 P.Add-Functions
The justification relateddi OEA OAAOOEOU 1 AEAAOEOA O! AAEOEBT AAET B O
is as follows: Since O.Addunctions requires the TOE to implement exactly the same specific security
functionality as required by P.AdBunctions; theorganizationalsecurity policy is covered by the objective.

Nevertheless the security objectives O.Leliherent, O.PhysProbing, O.Malfunction, O.PhyManipulation and
O.LeakForced define how to implement the specific security functionality required by P-Aduttiors. (Note

that these objectives support that the specific security functionality is provided in a secure way as expected from
P.AddFunctions.) Especially O.Ledkherent and O.Lealorced refer to the protection of confidential data

(User data of the Compsite TOEor TSF data) in generdllser data of the Composite TCGHe also processed by

the specific security functionality required by P.A&dnctions.
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5.6 A.Key-Function
Compared to the PI9] a further clarification has been made for the security objektv 04 OAAOI AT O 1 £
of the Composite TOE (OE.RespD DIl q6d " U AALZET EOETT AEDPEAO 10 bl AEI

data of the Composite TOE. So, the Smartcard Embedded Software will protect such data if required and use
keys and funabns appropriately in order to ensure the strength of cryptographic operation. Quality and
confidentiality must be maintained for keys that are imported and/or derived from other keys. This implies that
appropriate key management has to be realized in #@mvironment. That is expressed by the assumption

A.Key? Function which is covered from OE.Re#ppl. These measures make sure that the assumption
A.RespAppl is still covered by the security objective OE.Régmpl although additional functions are being
supported according to P.AddFunctions.

5.7 T.Mem-Access

Compared to the PIB] an enhancement regarding memory area protection has been established. The clear
definition of privilege levels for operated software establishes the clear separation of differaritted memory

areas for running the firmwareregardless of the version in usedownloading and/or running the operating

system and to establish a clear separation between different applications. Nevertheless, it is also possible to
define a shared mewry section where separated applications may exchange defined data. The privilege levels
clearly define by using a hierarchical model the access right from one level to the other. These measures ensure
that the threat T.MemAccess is clearly covered by thecurity objective O.MenrAccess.

5.8 P.Ctrl_Loader, P.Lim_Block Loader, P.Lim_Block Loader, T.Masquerade
and T.Open_Samples__ Diffusion

The PP 9] section 7.3 considers the life cycle phases of the TOE also with the organizational policy
P.Lim_Block_Loader ahP.Ctlr_Loader as the TOE must be protected against umanized usage and control
and against download of malicious software before, during and after the user downloads his software. This is
formalized with the objectives @ap Avail_Loader, O.Authentication and O.Ctrl_Auth_Loader requiring
authentication of the TOE to external entities aadrusted communication channelThe O.Authentication
implements a mutual authentication and involves teavironmenttherefore.

Theimplemented mutual authentication requires first to authenticate the TOE to éleernaluser.This requires
also knowledge by the user about the sequence of the protocol, interpretation of the transferred data and how to
start the authentication of the T@.This authentication mean counters the threat T.Masquerade_TOE as only
the genuine TOE is able to identikgelf correctly to theenableduser, which covers O.Authentication.

The second stepf the mutual authentications mean implements the authentim of the user to the TOE. Only
the user enabled to present the correct authentication datad knowing about the sequence, data

interpretation and signaling of the authenticatido the TOE is able to proceed further on. This enforces
OE.TOE_Authrequiring the support of the verification mechanism and knoauthentication reference data by
the operational environment.

It is normal business that products enabled for software download by the user are either on their way to the user
or are already storedt user premises. At both situations it cannot be excluded that an attacker could manage to
steal such products enabled for software downloads. The ability to download software on a chip without
operating system and/or application is defined as open sample

This situation generates the threat T.Open_Samples_Diffusion which is defined as follows:

The download of analysis software could enable an attacker to characterize the product and to construct an
attack path out of the gained information.

This threatis countered by the Flash Loader by following rational:

As long as the Flash Loader is active, controlled usage to the Flash Loader functionality (P.Ctrl_Loader) is
enforced which protects the TOE from achieving the status of being an open sample. Andenerethe
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attacker could observe, meaning in the sense of measurements during, or induce faults during an authorized
download, the Flash Loader protects the user data of the download by confidentiality and integrity protection
means. The Flash Loader furanalities of mutual authentication, establishing a dedicated trusted
communication channel, the encryption and integrity protection means cover the objectives
O.Prot_TSF_Confidentiality, O.Ledkherent and O.Lealorced.

Note regarding the Flash Loader:

Thealgorithm strength of the Flash Loadéras not been cryptographianalyticallyevaluated by the BSas
Infineon has implemented a propriaty extension

End of note.

Theobjective O.Ctrl_AuthLoaderAccess controandauthenticity for the Loadeis covered by following

rational:

The identification of the communication entities of the Flash Loader requires the presence of dedicated
identification data for passing successfully the mutual authentication. This enforces the policy P.Ctrl_Loader
comprising the aspect of the mutual authentication. After successful authentication the user is enabled to
change the kegused forauthentication anddownloading the user datalhis first user is defined as the
administrator. The TOE caithen further be operated for example by a service partner who is defined as being
the Download Operator. The equal protecting means as for the Administrator dpgrly again but due to the

key change different roles are establishdthe Download Operator downloads then the encrypted user data
xEOE OEA &I AOE , 1T AAAO ET O OEA AAZET AA AT A AAAAOOE.
the MMU.

Thisobjective O.Leakinherent is covered with following rational:

This threatis countered with the mutual authentication mean as only the correct identified user is able to
downloadthe user intendedoftware and dataSinceit is not practical for amattacker to authenticate correctly a
threatening download of attack software is countered. By that possible confidential user data already stored

the TOE remain protected from disclosure by this method.

If the user is the attacker, or does not follow the ugaidance, or bad designed user software implements
weaknesses, the user data remain protected anyway, since even after passing the mutual authentication of the
loader the download is conducted encrypted only. And even more, a different encryption isdppistore the

AAOA E1T OEA 3/ ,)% &,! 3(1 FlashLcddeBdisisAnitedeve®dompbehehsive O A A
side channel analysis would not leave sufficient information.

This objective O.Lealorced is covered with following rational:

Another method to gain information is to force information leakage of confidential data processed in the TOE.
Such forcing requires malfunction or physical manipulation. Inducing errors of any kind during data processing
will be discovered by the Integrity Gudwith high probability which leads to a security reset. Failures induced
during the mutual authenticatiorr encrypted download processf the Flash Loadewill also be discovered as

the perturbation of the sequences leads to fail of the procgih trial counter decrement or a fail of the integrity
check of the downloaded data will occur. It would anyway not be practical to induce targeted errors at any
process managing data due to the permanent and differently data encryption and integrity protectitimeon

TOE.

Physical static manipulation requires the presence of worthwhile target. This is on one hand hard to identify and
would require intensive reverse engineering due to the topological means such as synthesis of the TOE and other
means. Butjf we assume than an attackeouldidentify such spot, thehysical preparationvas successful too

and thus itwas possible to probe the targetesignal then, evenassumed the attacker could analyze the traffic

on the signalthe results would be worthless sia the signal data iencrypted or maskedlhus, e data remains
confidentiality protectedeven outside the TOEjince the analyst neithdras neither theencryption algorithm

nor the key.

Allrequirements are fulfilled by the Flash Loader due the strongual authentication means enabling only the
authorizeduser for the downloaddue to the download of encrypted data only athde tothe final locking
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command to be applied by the user befatelivery. As a consequence the operational environment objestive
OE.Lim_Block_LoadeQETOE_Auth and OE.Loader_Usagbligate the composite manufacturer to protect

the authentication data (e.g. keysjgainstmisuse andimit the capability of the Loader

In addition, the user guidance implements the obligation to permanent disable the Flash Loader prior delivery to
the enduser.

The package 1 defines the final locking of the Flash Loader prior delivery to thesemdnd the usage in secure
environmen. The package 2 defines that the Flash Loader can be used also in insecure environment. By claiming
both packages the user has the choice to apply the active Flash Loader either in insecure or in secure
environment and achieves by that a maximum of flahtip. Anyhow, the user is obligated to lock the Flash

Loader prior delivery to the endser in both cases. This is an obligation implemented by the user guidance.

The Flash Loader provides the required functionality to be applied by the composite mamgator covering
theseobijectives.

The objectives O.Cap_Avail_Loade.Authentication,O.Loader UsageandO.Prot_TSF_Confidentiality and

the organizational polies P.Lim_Block_Loader anB.Ctlr_Loaderas discussed ithe PP [9 section7.2 andr.3

apply only at TOE products at the life cycle phase delivery, if these products come with activated Flash Loader
enabled for software or data download by the user. In other cases the Flash Loader is not available anymore and
the user software or data downloais completed. Depending on the capabilities of the user software these
objectives may then reoccur as subject of the composite TOE.

5.9 P.Crypto-Service

The PH9] includes the organizational security policy P.Cry&ervice Cryptographic services of the TR
different extend as it formalizes the gdctives O.TDES and O.AES

For the objective O.TDES a concrete standard reference (NIST) with operational modes is given the
implementation must follow and also the cryptographic key destruction is regulaiée. implementation
complies to the given security functional requirements and the objective O.TDES is met.

For the objective O.AES a concrete standard reference (NIST) with a selection of key lengths is given the
implementation must follow and also theryptographic key destruction is regulated. The implementation
complies to the given security functional requirements and the objective O.AES is met.

For the objective QAESa concrete standard reference with an algorithm selection is given the implemiemntat
must follow. The implementation complies to the given security functional requirements and the objective
O.AES is met.

The justification of the additional policy and the additional assumption show that they do not contradict to the
rationale already gien in the Protection Profile for the assumptions, policy and threats defined there.
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6 Extended Component Definition (ASE_ECD)

There ardollowing extended components defined and described for the TOE:
1 the familyFCS_RNG@t the class FCS Cryptographic Support
the familyFMT_LIMat the class FMT Security Management
the familyFAU_SASat the class FAU Security Audit
the componentFDP_SDCI at the class FDP User Data Protection
the componentFPT_TST.at the class FPT Protgon of the TSF
1 the componentFIA_API1at the class FIA Identification and Authentication

Theextended components FCS_RNG, FMT_LRAU_SASFDP_SD@nd FIA_APéare defined and described in
PP[9] section 5andthe extended component FIA_API is defineddashescribed in PP [$lection 7.2
The componenFPT_TST2isdefined in the following.

= =4 —a A

6.1 ComponentSubset TOE security testing (FPT_TX)

The security is strongly dependent on the correct operation of the security functions. Therefore, the TOE shall
support that particular security functions or mechanisms are tested in the operational phase (Phase 7). The tests
can be initiated by the Smartcard Embedded Software and/or by the TOE or is done automatically and
continuously.

Part 2 of the Common CriteriapqpEAAO OEA OAAOOEOU &A£O01 AGET T AT AT I BT T,
ATTPITAT O &04; 4348X POT OEAAO OEA AAEI EOU OI OAOGO O
For the user it is important to know which security functions or mechanisms can be tested. The functional
component FPT_TST.1 does not mandate to explicitly specify the security functions being tested. In addition,
FPT_TST.1 requires verification of the integrity of TSF data and of the stored TSF executable code which might
violate the security policy. Therefer the functional componend 3 OAOA O 4/ % OAAOOE&U OAO
the family TSF selfest has been newly created. This component allows that particular parts of the security

mechanisms and functions provided by the TOE are tested.

6.1.1 Definition of FPT_TST.2
AEA £O1T AGETT AT ATiIBITAT O 03 0AladKeenndwdp créated(OanEn@nlCritéid O O |
Part 2 extended)This component allows that particular parts of the security mechanisms and functions provided
by the TOE can be tested aft€OE Delivery or are tested automatically and continuously during normal
operation transparent for the user.
This security functional component is used instead of the functional component FPT_TST.1 from Common
Criteria Part 2. For the user it is importan know which security functions or mechanisms can be tested. The
functional component FPT_TST.1 does not mandate to explicitly specify the security functions being tested. In
addition, FPT_TST.1 requires verifying the integrity of TSF data and store&X&utable code which might
violate the security policy.
AEA EOT ACEI T Al AIGAGGRT® jORBAOA saw@® EO ODPAAEZAEAA
extended).
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6.1.2  TSF selitest (FPT_TST)

Family Behavior The Family Behavior is defined|[itl] section 15.14 (442, 443).

Component
leveling !
-
FPT TST TS Self Test
2

FPT_TST.1: The component FPT_TST.1 is definedlit][section 15.14 (444, 445 a4%b).
FPT_TST.2: Subset TOE security testing, provides the ability to test the correct operation of

particular security factions or mechanisms. These tests may be performed at siprt

periodically, at the request of the authorized user, or when other conditions are me

also provides the ability to verify the integrity of TSF data and executable code.
Management The following actions could be considered for the management functions in FMT:
FPT_T9.2

Management of the conditions under which subset TSFtadfing occurs, such ag
during initial startup, regular interval or under specified conditions

Management of the tine of the interval appropriate.

Audit: FPT_TST.2 There are no auditable events foreseen.

FPT _TST.2 Subset TOE testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _TST.2.1: The TSF shall run a suite of sedfts [selectionduring initial startup, periodically
during normal operation, at the request of the authorized user, and/or at the
conditions [assignment: conditions under which stdft should occur]] to
demonstrate the correct operation of [assignment: functions asrdhechanisms].
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7 Security Requirements (ASE_REQ)

For this section the PP)] section 6 can be applied completely.

7.1 TOE Security Functional Requirements

The security functional requirements (SFR) for the TOE are defined and described in[@lesB&ion 6.1 and in

the following description.
Following tableprovides an overview of the functionaaurity requirements of the TOE, marks the source it is

taken from and whether it is a defined, refined or augmented.
The refinements are also valid fthis ST.

In the following table the abbreviation PP stands for Protection Profile and CCx for the related Common Criteria
PDAOO xEEAE EO EI AEAAOAA AU OEA 0Ow@os
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Table 14  Security Functional Requirements defined refined /augmented by source
Security Functional Refined/Defined/
Requirement Description Source Augmented
FAU_SAS.1 Audit data storage PP [9] Defined in PP [9]
FCS _CKM/RSAl Cryptographic key generatioctRSAby ACL:-1 CCP2[11] Defined in CCP2 [11]
FCS_CKM.1/RS2A Cryptographic key generatiotRSA by ACI12 CCP2 [11] Defined in CCP2 [11]
FCS CKM.1/EC Cryptographic key generatiorEC by ACiL CCP2[11] Defined in CCP2 [11]
FCS_CKM.1/E€ Cryptographic key generatiorECby ACL-2 CCP2 [11] Defined in CCP2 [11]
FCS CKM.1/CCL Cryptographic key generation# ) 052 3 %'l #, CCP2[11] Defined in CCP2 [11]
FCS_CKM.4/AES Cryptographic key destructiop AESby SCP PP [9] Defined in PP [9]
FCS_CKM.4/CCL #OUDOI COAPEEA EAU AAOOOOAOQEI T PP[9] Defined in PP [9]
FCS_CKM.4/TDES Cryptographic key destructiop TDESby SCP PP [9] Defined in PP [9]
FCS_CKM.4/TDESCL(2) Cryptographic key destructiop TDES by SCL PP [9] Defined in PP [9]
FCS_CKM.4/AESCL(2) Cryptographic key destructiop AES by SCL PP [9] Defined in PP [9]
FCS_COP.1/AES Cryptographic operatiory AES by SCP PP [9] Defined in PP [9]
FCS_COP.1/CCL)( Cryptographic operatio# ) 0 5 2 3 Frusted¢ Channel CCP2 [11] Refined in this ST
FCS_COP.1/TDES Cryptographic operatiog TDES by SCP PP[9] Defined in PP [9]
FCS_COP.1/TDESCL(2)  Cryptographic operatiorg TDES by SCL PP [9] Defined in PP [9]
FCS_COP.1/AESCL(2) Cryptographic operatiog AES by SCL PP [9] Defined in PP [9]
FCS_COP.1/RSA Cryptographic operatiof RSAby ACL-1 CCPZ11] Defined in CCP2 [11]
FCS_COP.1/RS2A Cryptographic operatio RSAby ACL-2 CCP2 [11] Defined in CCP2 [11]
FCS_COP.1/ECDSIA Cryptographic operatiof ECDSA by &L-1 CCP2 [11] Defined in CCP2 [11]
FCS_COP.1/ECDSA Cryptographic operatiory ECDSAy ACL-2 CCP2 [11] Defined in CCP2 [11]
FCS_COP.1/ECBH Cryptographic operatiog ECDH by &L-1 CCP2 [11] Defined in CCP2 [11]
FCS_COP.1/ECBH Cryptographic operatiog ECDH by &L-2 CCP2 [11] Defined in CCP2 [11]
FCS_RNG/DRNG Generation of Randorlumbers- DRNG PP [9] Defined in PP [9]
FCS_RNG/HPRG Random number generatiop HPRG PP [9] Defined in PP [9]
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Security Functional Refined/Defined/
Requirement Description Source Augmented
FCS_RNG.KSG Random number generationkKSG PP [9] Defined in PP [9]
FCS_RNG/IRNG Random number generationTRNG PP [9] Defined in PP [9]
FDP_ACC.1 Subset access control CCP2[11] CCP2 [11], augmented
FDP_ACC.1/Loader Subset access contrglLoader PP [9] Refined inPP [9]
FDP_ACF.1 Security attribute based access control CCP2[11] CCP2 [11], augmented
FDP_ACF.1/Loader Securityattribute based access contreLoader PP [9] Refined inPP [9]
FDP_IFC.1 Subset information flow control PP [9] Refined inPP [9]
FDP_ITT.1 Basic internal transfer protection PP [9] Refined inPP [9]
FDP_SDC.1 Stored data confidentiality PP [9] Defined in PP [9]
FDP_SDI.1 Stored data integrity monitoring CCP2 [11] CCP2 [11], augmented
FDP_SDI.2 Stored data integrity monitoring and action PP [9] Defined in PP [9]
FDP_UCT.1 Basic data exchange confidentiality PP [9] Refined inPP [9]
FDP_UIT.1 Data exchange integrity PP [9] Refined inPP [9]
FIA _API.1 Authentication Proof of Identity PP [9] Defined in PP [9]
FMT_LIM.1 Limited capabilities PP [9] Defined in PP [9]
FMT_LIM.1/Loader Limited capabilities PP [9] Defined in PP [9]
FMT_LIM.2 Limited availability PP [9] Defined in PP [9]
FMT_LIM.2/Loader Limited availability PP [9] Defined in PP [9]
FMT_MSA.1 Management of security attributes CCP2 [11] CCP2 [11], augmented
FMT_MSA.3 Static attribute initialization CCP2 [11] CCP2 [11augmented
FMT_SMF.1 Specification of Management functions CCP2[11] CCP2 [11], augmented
FPT_FLS.1 Failure with preservation of secure state PP [9] Refined inPP [9]
FPT_ITC.1 Inter-TSF trusted channel Loader PP [9] Refined inPP [9]
FPT_ITT.1 Basicinternal TSF data transfer protection PP [9] Refined inPP [9]
FPT_PHP.3 Resistance to physical attack PP [9] Refined inPP [9]
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Security Functional Refined/Defined/
Requirement Description Source Augmented
FPT _TST.2 TOE security testing CCP2[11] Defined in CCP2 [11]
FRU_FLT.2 Limited fault tolerance PP [9] Refined inPP [9]

(1) Applies in two alternative operation modes: one mode preserves integrity prettcommunicatiorand the second preserves integrity and
confidential communicationChoosing the mode is up to the user and his responsibility. For example, the integritcimot@ode can be used at
secure premises, i.e. where eavesdropping is no issue, and the second mode can be applied where the environment ismliobtitemser.

(2) The security functional requirements SFR for the symmetric cryptographic library SQy aply if the SCL is on board of the delivered TOE
products.
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All assignments and selections of the security functional requirements of the TOE are don¢QieRg in the
following description.
Notes:
1 The security functioal requirementssalid for the AClin both alternative versionare FCS_CKM.1/EC,
FCS_CKM.1/RSA, FCS_COP.1/ECDH, FCS_COP.1/ECDSA and FCS_CORe$sARSPRapply only i
the corresponding asymmetric cryptographic library is on bard.

1 The security functioal requirementd=MT_LIM.1/Loader, FMT_LIM.2/Load&tA_API.1FTP_ITC.1
FDP_UCT. JFDP_UIT.IFDP_ACC.1/Loadand PP_ACFE1/Loader applyng only at TOE products
coming with activated Flash Loader enabled éerdata download. In other cases the Flash Loader is
not available anymore and the user data download is completed. Depending on the capabilities of the
user software these security functional requirements may then reoccur as subject of the composite TOE.

1 The security functional requirementsCS CORY/CCL FCS_CKMICCLand FCS_CKMI/ZCLapply only
EAZ OEA 1 DPOET 1 AlCL®bnsmtarbhdifAhe gperatibron®dé’confidential
communication is chosen

7.1.1 Extended Components FCS_RNG.1 and FAU_SAS.1

7111 FCS RG

To define the IT security functional requirements of the TOE an additional fdfF@%_RNG) of the Class FCS
(cryptographic support) is defineid the PH9]. This familydescribes the functional requirements for random
number generation used farryptographic purposes.

Please note that the national regulation are outlined in[PRchapter 7.5.1 and in AISR1] These regulations
applyfor this TOE.

Note 12

The functional requirements FCS_RNG.1/TRNG, FCS_RNG.1/HPRG, FCS_RNG.1/DRNG, FCS_RNG.1/KSG, ar
iterations of the FCS_RNG.1 definedin®e [%¥r AAAT OAET ¢ O1T O!1 xAT AOT COEET x/
3AEAI A j1)3qo OAOPAAOGEDEDU AI ADORDI EAD @EAD4IT &01 DOA]
End of note.

Note 13

ThePhysical True Random Number Genera®ofRNGmplements total failure test of the random source and a
continuous RNG test according to:

Nationallnstitute of Standards and Technology, Security Requirements for Cryptographic Modules, Federal
Information Processing Standards Publication (FIPS)}24200203-12, chapter 4.9.2.

End of note.

Together with the guidelines if6] the hybrid PTRNG of thiBOE provides random numbers conformant to
several quality metrics as defined[it8] Depending on the user configuration the TOE provide the according
random number quality. For each addressed quality metrifl8fthe definitions are made in the follawg:
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71111 True Random Number Generation, meetinAIS31PTG.2

FCS_RNG.ITRNG Random Number Generation
Hierarchical to: No other components
Dependencies: No dependencies
FCS_RNG.UTRNG Random numbers generatio@ilass PTG.2according to[13]
FCS_RNG.1/TRNG The TSF shall providepdnysicarandom number generator that implements:
PTG.2.1 A total failure test detects a total failure of entropy source immediately when th
has started. When a total failure is detected, no random numbers will be output

PTG.2.2 If a total failure of the entropy source occurs while the RNG is being operated,
RNG prevents the output of any internal random number that depends on somg
random numbers that have been generated after the total failure of the entropy|
saurce.

PTG.2.3 The online test shall detect nierable statistical defects of the raw random
number sequence (i) immediately when the RNG has started, and (ii) while the
being operated. The TSF must not output any random numbers befoedhap
online test has finished successfully or when a defect has been detected.

PTG.2.4 The online test procedure shall be effective to detedtemable weaknesses of thg
random numbers soon.

PTG.2.5 The online test procedure checks the qualityeafaw random number sequence. |
triggered continuously. The online test is suitable for detectirmleosble
statistical defects of the statistical properties of the raw random numbers within
acceptable period of time.

FCS_RNG.1ZRNG The TS shall provideumbersn theformat 8 or 16bit that meet

PTG.2.6 Test procedure A, as defineflliB]does not distinguish the internal random numb
from output sequences of an ideal RNG.

PTG.2.7 The average Shannon entropy per internal randoaxbéteds 0.997.
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7.1.1.1.2 Hybrid Random Number Generation, meeting AIS31 PTG.3

FCS_RNG.HPRG Random Number Generation
Hierarchical to: No other components
Dependencies: No dependencies
FCS_RNG./HPRG Random numbers generatio@lass PTG.according to[13]
FCS_RNG.1.1/HPRC( The TSF shall providetgbrid physicalandomnumber generator that implements

PTG.3.1 A total failure test detects a total failure of entropy source immediately when th
has started. When a total failure has been detected no ramagimivers will be
output.

PTG.3.2 If a total failure of the entropy source occurs while the RNG iopeiated, the
RNG prevents the tput of any internal random nurar that depends on some raw
random numbers that have been geated after the totafailure of the entropy
source.

PTG.3.3 The online test shall detect ntolerable statistical defects of the ramndom
number sequence (i) imregdly when the RNG has starteohd (i) while the RNG s
being operatedlhe TSF must not outpany randonmmumbers before ghpowerup
online test and theeeding of the DRG.3 pgmbcessing algorithm have been finisk
successfully or when a defect has been detected.

PTG.3.4 The online test procedure shall be effective to detedienable weaknessestbe
random numbers soon.

PTG.3.5 The onlingest procedure checks the resmdom number sequence. It is triggered
continuouslyThe online test is suitable for detecting-twarable statistical defects
of the statistical properties of the raw random hars within an acceptable period
time.

Note:

Continuously means that the raw random bits are scanned continuously.
The algorithmic pogtrocessing belongs to Class DRG.3 with cryptographic stat¢
transition function and cryptographic output functiore dhtput data rate of the
postprocessing algorithm shall not exceed its input data rate.

End of note.

PTG.3.6 The algorithmic pogtrocessing algorithm belongs to Class DRG.Zwypkographic
state transition function and cryptographic output functéorg the output data rate
of the postprocessing algorithm shall not excésdnput data rate.

FCS_RNG.1/HPRG The TSF shall provideumbersn theformat 8 or 16bit that meet

PTG.3.7 The test procedure A of AIS 31. The internal numbers were padding satistical
test suites cannot practically distinguish the internal random numbers from outy
sequences of an ideal RNG.

PTG.3.8 The internal random numbers shall use the PTRNG of class PT.2 as random s
the post processing.

Note:

Theinternal random numbers produced by the employed RbGf@rm PTRNG are
adaptively compressed raw bits, where the compression rate is controlled by a
called entropy estimator. The concept ensures that the random numbers provig
the PTRNG have higimtropy, i.e., each delivered random byte will have more th
7.976 bit of entropy. In addition, the PTRNG produced random numbers have |
tested against test procedures A and B under varying environment conditions.
End of note.
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7.1.1.1.3 Deterministic Random Number Generation (DRNG) AIS31 DRG.3

FCS_RNG.DRNG Random Number Generation
Hierarchical to: No other components
Dependencies: No dependencies
FCS _RNG./DRNG Random numbers generatio@lass DRG.3according to[13]
FCS_RNG.1/DRNG The TSF shall providedeterministicandom number generator that implements:

DRG.3.1 If initialized with a random seed using a PTRNtEss PTG.2 as random souhee
internal state of the RNG shall have at least 100 bit of entropy.

Note:

Furthermore, the length of tiernal state shall have at least 200 bit. (For the
DRG.3 under consideration, the internal state has 351 bit.). The seed is provid
certified PTG.2 physical TRNG with guaranteed 7,976 bit of entropy per byte.
End of note.

DRG.3.2 The RNG providésrward secrecy.
DRG.3.3 The RNG provides backward secrecy etas ¢urrent internal state is known.
FCS _RNG.1/DRNG The TSF shall provideumbersn the format 8or 16bit that meet

DRG.3.4 The RNG, initialized with a random seed, where thehsseaat least 100 bit of
entropy and is derived by a PTG.2 certified PTRNG. The RNG generates outp
which any consecutivé*bits strings of bit length 128 are mutually different with
probability that is greater tharg2t®.

DRG.3.5 Statisticaltest suites cannot practically distinguish the random numbers from th
output sequences of an ideal RNG. The random numbers must pass test proce
and the U.S. National Ingite of Standards and TechnojofNIST) test suite for
RNGs used faryptographic purposes [S17] containing following 16 tests:

Frequency (Monobit) Test, Frequency Test within a Block, Runs Tests, Test fo
LongestRunof-Ones in a Block, Binary Matrix Rank Test, Discrete Fourier Trar|
(Spectral) Test, Neoverbpping (Aperiodic) Template Matchlng Test, Overlappin
i OAOET AEAQ 4Ai bl AOA - AOAEET C 4A0O0N
Complexity Test, Serial Test, Approximate Entropy Test, Cumulative Sums (Cy
Test, Random Excursions Test and Randomdioes Variant Test.
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71114 Deterministic Random Number Generation (DRNG) AIS31 DRG.2

This additional operation mode is named Key Stream Generation (KSG), which is a stream cipher generation. It is
conformant to DRG.2 and implements therefore forward and déiddial backward secrecy.

FCS_RNG.KSG Random Number Generation
Hierarchical to: No other components
Dependencies: No dependencies
FCS_RNG.KSG Random numbers generatioGlass DRG.2ccording to[13]

FCS_RNG.1/KSG The TSF shall providedeterministicandom number generator that implements:
DRG.2.1 Ifinitialized with a random seed using a PTRNG of class PTG.2 as random sour
applied seed shall have at least 100 bits of entropy, the internal state of the RNG
have at least theize of 200 bitin this case the size of the internal state amounts t(
351 bit, has the work factor for breaking the algorithm of 2127 due to the restricti
the maximum amount of keystream computed from a given seed, require guess
amounts to 227 as well

DRG.2.2 The RNG provides forward secrecy.
Note:

A linear complexity of the keystream of Achterba®® that is lower bounded bY 2
(see Theorem 1 on page 27 in B. Gammel, R. Géttfert, O. Kniffler: Achi@&/8bn
eSTREAM submission, Ju@B&). As a consequence an attacker needs to know at
2 x 28= #° consecutive random bits in order to determine future random bits.

A correlation attack require$2'key stream bits along with a time complexity grea
than 2'*°. (See R. Géttfesnd B. Gammel: On the frame length of AchterbE28/80,
Proceedings of the 2007 IEEE Information Theory Workshop on Information The
Wireless Networks, pp51 IEEE, 2007.) To prevent such an attack, the generator
produces at most%andom byte§=2"random bits) for a given seed. Thus the reqy
2*®**random bits are not available. Therefore, the property of forward secrecy is
fulfilled.

End of note.
DRG.2.3 The RNG provides backward secrecy.
Note:

For a correlation attack knowledge ofeaist Z2° consecutive present or future randot
bits is required. Then, with a working factortoperations, the internal state can b
computed. However, such an attack is not possible since the data complexity of
attack is 2°>*and most of Zrandom bits are generated by the generator for each
Thus, the generator provides backward secrecy.

End of Note.
FCS_RNG.1/KSG The TSF shall provideumbersn the format 8or 16bit that meet

DRG.2.4 The RNG, initialized with a random sedémjth at least 100 bit delivered by an
PTRNG of the class PTG.2, generates output for which any consétstiireg of the
length 128 bits are mutually different with probability greater th2f®L
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DRG.2.5 Statistical test suites cannot practigadistinguish the random numbers from the
output sequences of an ideal RNG. The random numbers must pass test proced
and the statistical tests mentioned in item DRGA4.7.

Note:

The random numbers have been shown to fulfill all statistical testsAd&2€/31
statistical tests of procedure Phe random numbers are in the formair8L6 Bit.

End of Note.

7.1.1.2 FAU_SAS

During testing at the end of Phase 3 before TOE Delivery, the TOE shall be able to store some data (for instance
about the production history or identification data of the individual die or other data to be used after delivery).
Therefore, the security furtional component Audit storage (FAU_SAS.1) has been added and is described in the
PP[9].

4EA 4/ % OEAIT 1 AAO OEA&!OANDEDAN Qd OA @ ! @BAALOE AFOA /0 AICA i

FAU_SAS.1 Audit Storage
Hierarchical to: No dependencies
Dependencies: No dependencies.

FAU SAS.1.1 The TSF shall provide the test procdémfore TOE Delivewith the capability to store
the Initialization DatdGCIMpand/or Prepersonalization Data and/or supplements 0
the Security IC Embedded Softwiarthe not changeale configuration page area an
nonvolatile memory.

7.1.2 Subset of TOE testing

The security is strongly dependent on the correct operation of the security functions. Therefore, the TOE shall
support that particular security functions or mechanisms are testethée operational phase (Phase 7). The tests

can be initiated by the Smartcard Embedded Software and/or by the TOE.

AEA 4/ % OEAI1T 1T AAO OEA OANOEOAI AT O O30A0CAO 4/ % OAO
Part 2 extended).

FPT_TST.2 SubsetTOE testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST.2.1  The TSF shall run a suite of sedftsat the request of the authorized usedemonstrate
the correct operatiorof the alarm lines and/or following enviromaé sensor
mechanisms:

1 More details are given in the confidential Security Target [8].
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7.1.3 Memory access control

Usage of multiple applications in one Smartcard often requires code and data separation in order to prevent that
one application can access code and/or data of another application. For this reason the TOE provides Area based
Memaory Access Control. The undgng memory management unit (MMU) is documented in sectidn the

hardware reference manual HRM [1]

The security service being provided is described in the Security Function PolicyM&f/Bjy Access Control

Policy. The security functional requireme® 3 OAOAO AAAAOO A feuded ihdt thig glkyisin # # 8 .
AAAAOGO AT 1T OOidéfineg sedubty attribi@eBuXagedand characteristif policies. It describes the

rules for the function that implements the Security Function Policy (SFP) as identified in FDP_ACC.1. The
decision whether an access is permitted or not is taken based upon attributes allocated to the software. The
SmartcardEmbedded Software defines the attributes and memory areas. The corresponding permission control
ET £ O AGET 1 -thedEIAWA 1 DA OBHRA OEAOAx AOA O OEAO AAAAOO E
The security functional requiremeriStatic attribute initialization (FMT_MSA.%] énsures that the default

values of security attributes are appropriately either permissive or restrictive in nature. Alternative values can be
specified by any subject provided that théemory Access Control Policyllows that. This is described by the

security functional requiremen®- AT ACAT AT O 1T £ OBRMTOMSE. O GThefaribuieE & OA O |
determined during TOE manufacturing (FMT_MSA.3) or set aitimne (FMT_MSA.1).

&OT 1T 471 %60 DI ET O TsAnth® Enartcar® Endbedddsl SofEAace Adn Oe ditinguikhed

according to the memory based access control. However the definition of the roles belongs to the user software.
The following Security Function Policy (SA#@mory Access Control Policys defined or the requirement

O3AAOOEOU AOOOEAOOA AAOAA AAAAOO AiIT 06011 j&$0;! #&8.

Memory Access Control Policy

The TOE shall control read, write, delete and execute accesses of software running at the privilege levels as defin
below. Any access is controllezhardless whether the access is on code or data or a jump on any other privilege
level outside the current one.

The memory model provides distinct, independent privilege levels separated from each other in the virtual
address space. The access rights@atrolled by the MMU and related to the privilege leviglore information
is givenin the confidential Security Target [8].

4EA 4/ % OEAI 1T 1 AAO OEA OANOEOAI AT O O3O0AOAO AAAAOGO .

FDP_ACC.1 Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 The TSF shall enforce thBlemory Access Control Poliayg all subjects (softwar
running at the defined and assigned privilege levelspbjatts (data including coc
stored in memories) and all the operations defined in the Memory Access Contrg

i.e. privilege levels
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4EA 47 % OEAIT 1T AAO OEA OANOEOAI AT O O3AAOOEOU AOOOE.
FDP _ACF.1 Security attribute based access control

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
FDP_ACF.1.1 The TSF shall enforce thklemory Access Control Polioy objects based on the
following:
Subject
- software running at the IFX, OS1 and OS2 privilege levels required to securely
the chip. This includes also privilege levels running interrupt routines.
- software running at the privilege levetsmtaining the application software
Object
- data including code stored in memories
Attributes
-the memory area where the access is performed to and/or
- the operation to be performed

FDP_ACF.1.2 The TSF shall enforce the following rules determine if an operation among
controlled subjects and controlled objects is allowed:
evaluate the corresponding permission control information of the relevantynrramge
before and duringhe access so that accesses to be denied cannot be utilites

subject attempting to perform the operation

FDP_ACF.1.3 The TSF shall explicitly authorize access of subjects to objects based on the foll
additional rules:
none

FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based ofolibeing

additional rules: none
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4EA 47 % OEAI 1 | Adhalc ahibufe inbalidatomtroA iMBA.aD0 OAO OPAAEZEAA AR
FMT_MSA.3 Static attribute initialisation

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 The TSF shall enforce tidemory Access Control Policyprovidewell defineddefault

values for securitattributes that are used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allowny subject, provided that the Memory Access Control Po
enforced and the necessary access is therefore ajawesbecify alternative initial

values to override the detdt values when an object or information is created.

AEA 4/ % OEAIT 1T AAO OEA OANOEOAIFKT KISAGL6A 1AAOC A0 DAN ACE AEEMAR A
FMT_MSA.1 Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
FMT_MSA.1.1 The TSF shall enforce thdemory Access Control Poliocyrestrict the ability tochange
default, modify or deletthe security attributespermission control information to tk

software running on the privilege levels.

A4EA 4] % OEAIT 1T AAO OEA OANOEOAI AIFaT Snrrh A ALE DABRIEIEE
FMT_SMF.1 Specfication of management functions

Hierarchical to: No other components
Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following security management funct

access the configuration registers of the MMU

! The static definition of the access rules is documented in the hardware reference manual as listed in chapter 1.1

% The Smartcard Embedded Softwareiigended to set the memory access control policy
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7.1.4 Support of Cipher Schemes

The following additional specific security functionality is implemented in the TOE:

FCS_COP.1 Cryptographic operation requires a cryptographic operation to be performed in accordance with a
specified algorithm and with a cryptographiek of specified sizes. The specified algorithm and cryptographic
key sizes can be based on an assigned standard; dependencies are disciucssgutenO.

The folloving additional specific security functionality implemented in the TOE:

RivestShamirAdleman (RSA)
Elliptic Curve Cryptography (EC)
Advanced Encryption Standard (AES)
Triple Data Encryption Standard (TDES)
1 #)0523%1 #OUDOICClDAPEEA , EAOAOU j
The RSAryptographic library regardless of the version choses pffered in two parts: The 2k part of the RSA
library can be used for key lengths of up to 2®#t8 and the 4k part of the RSA library can be used for key
lengths of up to 4096 bits.

The additioral function of the EC library in the versie®.07.003 providing the primitive elliptic curve operations,
does not add specific security functionality.

= =4 -4 A

Note 14

This TOE can come with both crypto-poocessors accessible, or with a blocked SCP or with a blocked
Crypto2304T, or with both crypto eprocessors blocked. The blocking depends on the customer demands prior

to the production of the hardware. In caiee SCP is blocked, no AES abBdES computation supported by

hardware is possible. In case the Crypto2304T is blocked, no RSA and EC computation supported by hardware is
possible No accessibility of the deselected cryptographicmcessors is without impactroany other security

policy of the TOE; it is exactly equivalent to the situation where the user decides just not to use the cryptographic
CO-processors.

End of note.

! For the case the TOE comes without RSA and/or EC library, the TOE provides basitatd/routines for RSA and/or EC
calculations. For a secure library implementation the user has to implement additiouatermeasures himself.
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7.1.4.1  Preface regarding Security Level related to Cryptography

The strength of the cryptogaphic algorithmss not rated in the course of the product certification ($28

Section 9, Para.4, Clause 2). But cryptographic functionalities with a security level of lower than 100 bits can no
longer be regarded as secure without considering the eapion context. Therefore, for these functions it shall

be checked whether the related cryptographic operations are appropriate for the intended system.

31T A EOOOEAO EET OO0 AT A COEAAI ET A0 AAtouxoWHAOEOAA £
www.bsi.bund.de

'TU AOUDPOT COAPEEA 4&£O01 AOET T AI EOU OEAO EO I AOEAA ET

OAAT A xEOE A O116 AAEEAOAOG A OAAOBOEOU 1 AOGAT T &£ 11 x.
Table 15  Cryptographic TOE Functionality
Security
level
Cryptographic Standard above 100
Mechanism/ Purpose| Reference Cryptographic Key size in Bitso input Bits
Symmetric Cryptographic Coprocessor SCP
|k| = B8in operating mode
[20], [21], [30] CBC Yes
[20], [21], [30], _|k| = B8 plus key length for ELB
[32] in operating mode No
(2'?'?63) CBGMAGELB(4)
[20], [21], [30], | |K| = B8in operating mode: NoO
[32] CBCMAC(5)
|k| = B8in operating mode
[21], [30] ECB No
|k| =128, 192, 256 operating modes
AES [21],[30],[31] CBC Yes
(3) (6) [21],[30],[31] | |k| = 128, 192, 256 in operating modes: No
[32] CBCGMAC (5)
[21], [30], [31] k| = 1_28, 192, Z.Eﬂus the key length for ELB in
[32] operating mode: No
CBCMAGELB(4)
[21], [30], [31] |K] = 128, 192, 256 operating mode: NoO
ECB
Flash Loader FL
[37], key is user| Forconfidentiality AES in PCBC mode
Flash Loader defined or (8) | |k| =128 Yes
Proprietary
AES, Forintegrity AES ina proprietarymode Yes
key is user |k| =128
defined or (8)
Symmetric Cryptographic LibrarySCL
[31], modes in | |K| = 128192,256bits Ves
AES [21] In cipher modes CBC, CTR, CFB
[31], modes in | |K| = 128192,256bits No
[21] In cipher modes ECB
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Security
level
Cryptographic Standard above 100
Mechanism/ Purpose| Reference Cryptographic Key size in Bitso input Bits
[37] PCBC mode2] for encryption Yes
[37] PCBC modé¢2) for authenticated encryption No
[20], [36] |k| =168 bits Yes
modes in [21] | In cipher modes CBC, CTR and CFB
TDES / TDEA [20], [36] |k| =168bits No
Q) 3 modes in [21] | ECB
[37] PCBC mode2j for encryption Yes
[37] PCBC mode?) for authenticated encryption No
Random Number Generation
Hybrid Physical True
Random Number [13] n.a. n.a.
Generation
Asymmetric Cryptographic LibraryACL-1v2.07.003and ACL-2v2.06.003
RSA encryption / (22] for version Modulus length1976z 4096
decryptl_on/ key v2.07.003 The 2k part of the RSA library can be used for
Sier:wzrtitrl(e)n(szleration/ [3é] fo.r version key lengths of up to 2048. Yes
vegrificatior?(only v2.06.003 The 4k part of the RSA library can bged for
modular 29] key lengths gf up to 4096. | .
exponentiation part) Please consider (9) regarding key generation.
RSA encryption / .| Modulus length1976
decryption/key [22] for version .
: v2.07.003 The 2k part of the RSA library can be used for
generation(9)/
. : . key lengths of up to 2048.
signature generation /| [38] for version No
verification (only v2.06.003 The 4k part of the RSKorary can be used for
modul key lengths of up to 4096.
ular [29] . . .
exponentiation part) Please consider (9) regarding key generation.
Key sizeof
224, 233, 256, 283, 320, 384, 409, 512 or 521
ECDH [19, [24], [26], | [26]C P-{224, 256, 384, 521};{R33, 409}, Yes
[28],[29] B-{233,283, 409}
[19]C IP {224,256,320,384,512}r1,
P{224,256,320,384,512}t1
Key sizes of
_ 160, 163, and 193ts
ECDSA_S|gnature [19], [23], [26], [26]C P-192, K163 NoO
generation [27], [29] N
[19]C IP{160, 192}r1, IP{160, 192}t1
[23]C According to sectior7.3
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Security
level
Cryptographic Standard above 100
Mechanism/ Purpose| Reference Cryptographic Key size in Bitso input Bits

Key sizes of:
224, 233, 256, 283, 320, 384, 409, 512 or 521

[26]C P-{224, 256, 384, 521};{R33, 409},
B-{233, 283, 409} Yes

[19]C IP{224,256,320,384,512)r1,
IP{224,256,320,384,512}t1

[23]C According to section 7.3
Key sizes of

160, 163, and 194ts

[26]C P-192, K163 No
[19]C IP{160, 192}r1, IP{160, 192}t1
[23]C According to section 7.3

#)0523%1 #OUBPOIGQCOAPEEA , EAOAOU

EDCSA signature [19], [23], [26],
verification [27],[29]

EDCSA signature [19], [23], [26],
verification [27], [29]

#) 0523 %1 3 [351]

Key Agreement AES | Section 5.3 AES K] = 128 bits ves

. [351]

0
thhgn?icit?;nA),DjES Sections 5.3 | AES |K| = 128 bits Yes
and 6.3

#) 0523 %Il 3[351]
Messaging for Section 6.3 MAC based on AESJK= 12&its No
Integrity '
#) 0523 %Il 3[351]
Messaging for Section 6.4 AES|Ky| = 128 bits Yes

Confidentiality

(1) Single DES is supported but not in the scope of certification.

(2) The PCBC block mode follows the referenced standard [37] but the standard ddedndtO0 OT AAUB O E
protection requirements alone. But it can easily be secured by following the recommendations in the Security
Guidelines [6].

(3)Using the TDES algorithm with three keys of which two keys equal is a so called two key triple D&®oper
This operation can be configured and managed by the user but does not meet the national requirements issued
by BSI and achieves therefore not the 100 Bits security level. The certificate covers the TDES operation with
three different keys only.
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(4) A MAC length of maximum 64 bits is not sufficient according to national regulations by BSI. This can differ
between the countries.

(5) CB&MAC is assigned not to meet the 100 Bits level security in case of different input with different lengths
but usirg the equal key. This assignment is according to national regulations by BSI. This can differ between the
countries.

B4 EA OUIi I AOOEA AOUDPOI COAPEEA AT BPOT AAOGOT O 3#0 1T A£FAO
AT A O02AAOUD OGS a&tetniletl ihthe uber duidah& YFhese modes provide on top increased
protection against failure and side channel analysis but implement no new algorithm. Therefore, these modes

are not listed in the table above.

(7) In [351] thechapters 5.2 sessidkey derivation, 6.2 first frame key derivation, 6.3 and 6.4 frame key
derivation depending on the mode are of relevance.

(8) If the user does not predefine the key the key derivation follows the commonly used method of the JAVA
vendor. For random generatn the JAVA vendor applies a SHRNRG algorithm. This algorithm uses SHAs
the foundation of the PRNG. It computes the SHAver a trueandom seed value concatenated with a-b#
counter which increments by 1 for each operation. From the-liBGHA-1-output only 64 bits are used.

(This is public information by Oracle).

(9) The RSA key generation implements two different functions for the prime number generation. One is
conformant to the cited standard considering the user guidanc#e other is a proprietary algorithm with
higher performance. The functional assignment is given in chapter.5.2and the user can chose what is
appropriate fa his application.
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7.1.4.2  Cryptography by the Symmetric Cryptographic Coprocessor SCP

7.1.4.2.1 Triple-DES Operation
The DES Operationfthe SCPoOEA 4/ % OEAI 1T 1 AAO OEA OANOGEOAIT AT O O+

AT A O#0UDPOIT COAPEEA EA Bspedicdb&dWAOET T 6 | &#3; #+-81Qq A

FCS _COP.TIDES Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import afser data of the Composite TQfithout security attributes, or
FDP_ITC.2 Import afser data of the Composite TQ#fith security attributesor
FCS_CKM. Cryptographic key management]
FCS_CKM.4 Cryptographic key destruction

FCS _COP.1.IDES The TSF shall performncryption and decryptian accordance with a specified
cryptographic algorithmlDES in

1 the Electrord Codebook Mode (ECB)

1 the Cipher Block Chaining Mode (CBC)

T the Cipher Block Chaining Message Authentication CodeM&8)C
1

the Cipher Block Chaining Message Authentication Code Encrypt Last Bl
(CBGMAGELB)

the Blinding Mode (BLD)
1 the Recrypt Mode

and cryptographic key sizex 168 bit that meet the followingstandards:
1 National Institute of Standards and Technology (NISTB8Rev. [20]
1 ISO/IEC 18033[30]

1 ECB, CBC:

National Institute of Standards and Technology (NIST) SB&8Q1]
1 CBCGMAC, CB@/IAGELB:

ISO/IEC 979Y Mac Algorithmiand 2 respective[32]

1 BLD, Recrypt Mode
Proprietary, description given in the hardware reference manual HRM [1]

E ]

Note 15

The BLDand Recrypt operation modes adescribedn the hardware reference manual HRM {thile the
implementations of the other modes follow the referenced standards. Also the BLD is compliant to the
referenced standards but is operated in a masked way. The proprietary modes offer increased protection against
failure and side channel analysis

End of note.

Note 16

Using the TDES algorithm with three keys of which two keys equal is a so called two key triple DES operation.
This operation can be configured and managed by the user but does not meet the natignakreents issued

by BSI and achieves therefore not the 100 Bits security level. The certificate covers the TDES operation with
three different keys only.

End of note.
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FCS_CKM.4/TDES Cryptographic key destructionz TDES
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]
FCS _CKM.4.1/TDES The TSF shall destroy cryptographic ey accordance with a specified

cryptographic key destruction methodverwriting or zeroinpat meets the

following:

None

Note 17

The key destruction can be done by overwriting the key register interfaces or by softesetof the SCP which
provides immediate zeroing of all SCP key registers

End of note.
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7.1.4.2.2 AES Operation
The AES Operatio® EA 4/ % OEAI 1 1 AAO OEA OANOEOAI AT O O#0OUDOI

O#0UDOTI COAPEEA EAU AAOCOQBAQET T 6 j &#3; #+-81qQ AO ODA,

FCS _COP.1/AES Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import afser data of the Composite TQ#thout security attributes, or
FDP_ITC.2 Import afser data of the Composite TQ#ith security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/AES The TSF shafierform decryption and encryptian accordance with a specified
cryptographic algorithmAESIn
9 the Electronic @lebook Mode (ECB)
1 the Cipher Block Chaining Mode (CBC)
9 the Cipher Block Chaining Message Authentication CodeM&8)C
1

the Cipher Block Chaining Message Authentication Code Encrypt Last Bl
(CBGMAGELB)

the Blinding Mode (BLD)
1 the Recrypt Mode

and cryptographic key sizexf 128 bit or 192 bit or 256 thiat meet the following
standards:

1 ISO/IEC 18033[30]
1 FIPS 19[31]

1 ECB, CBC:

National Institute of Standards and Technology (NIST) SB&OQ1]
1 CBGMAC, CBG/IAGELB:

ISO/IEC 979Y Mac Algorithm 1 and 2 respectiyag]

1 BLD, Recrypt Mode
Proprietary, description given in the hardware reference manual HRM [1]

]

Note 18

The BLDand Recrypt operation modes adescribedn the hardware refeence manual HRM [{fhile the
implementations of the other modes follow the referenced standards. Also the BLD is compliant to the
referenced standards but is operated in a masked way. The proprietary modes offer increased protection against
failure and gde channel analysis.

End of note.
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FCS_CKM.4/AES Cryptographic key destructionz AES
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with secustyributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKMA4.1/AES The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction methodverwriting or zeroinipat meets the
following:

Dependencies: None

Note 19:

The key destruction can be done by overwriting the key register interfaces or by software reset of the SCP which
provides immediate zeroing of all SCP key registers.

End of Note.
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7.1.4.3  Cryptography by the Symmetric Cryptographic Library SCL

7.1.4.3.1 Triple-DES Operation
The DES Operationfthe SCLOOEA 4/ % OEAI 1 [ AAO OEA OANOEOAI AT O 0%

AT A O#0UDPOI COAPEEA EAU AAOOOOAOEI T O6 j &#3;#+-81q AO

FCS_COP.IDESSCL Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import afser data of the Composite TQfthout security
attributes, or
FDP_ITC.2 Import afser data of the Composite TQ#fth security attributes,
or
FCS_CKM. Cryptographic key management]
FCS_CKM.4 Cryptographic key destruction

FCS COP.1.1/TDESCL The TSF shall performncryption and decryptian accordance with a specified
cryptographic algorithmlDES in

9 the Electronic Codebook Mode (ECB)
1 the CipheBlock Chaining Mode (CBC)
1 theCounter ModéCTR)
91 theCipher Feedback Mo(eFB)
1 thePropagating Cipher Block ChainiRg€BC)
and cryptographic key sizes 68 bit that meet the following standards:
9 National Institute of Standards and Technology (N88TF67 Rev. 120

1 The ECB, CBC, CTR and @B@es refer to
National Institute of Standards and Technology (NIST) SB&9@1]

1 The PCBC mode refers to:
Bruce Schneier, Applied Cryptography, Second Edition, John Wiley
Sons,1996 [37]. This standard slddoe implemented considering the
Security Guidelines only.

FCS _CKM.4/TDESCL Cryptographic key destructionz TDES
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import afser data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4.1/TDESCL The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction methodverwriting or zeroinipat meets the

following:

None
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Note 20:

The key destructions triggered from the SCL to the SCP at every entry and exit. The key storage in the SCL is
wiped with randonvalues

End of note.

7.1.4.3.2 AES Operation
The AES Operatiothe TOE shai AAO OEA OANOEOAI AT O O#0UDPOI COAPEEA |

O#0UDPOI COAPEEA EAU AAOOOOAOEI T 6 j&#3;#+-81q AO ODPA.

FCS_COP.1/AESCL  Cryptographic operation
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import afser dataof the Composite TORithout security
attributes, or
FDP_ITC.2 Import afser data of the Composite TQ#th security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS _COP.1.1/AESCL The TSF shall performhecryption and encryption accordance with a specified
cryptographic algorithmAESIn
1 the Electronic Codebook Mode (ECB)
the Cipher Block Chaining Mode (CBC)
the Counter Mode (CTR)
the Cipher Feedback Mode (CFB)
the Propagating Cipher Block Chaining (PCBC)

and cryptographic key sizexf 128 bit or 192 bit or 256 thiat meet the following
standards:
1 The ECB, CBC, CTR and@b@es refer to:
National Institute of Standards and Technology (NIST) SB&0(R1]
I The PCBC mode refers to:
Bruce Schneier, Applied Cryptography, Second Edition, John Wiley 4
Sons,1996 [37]. This standard should be implemented considering th
Security Guidelines only.

= =4 —a A

FCS CKM.4/AESCL Cryptographic key destructionz AES
Hierarchicato: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM4.1/AESCL The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction methodverwriting or zeroiniipat meets the
following:

None

Note 21

The key destruction is triggered from the SCL t@tBCP at every entry and exit. The key storage in the SCL is
wiped with randonvalues

End of Note.
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7144 #0OUDPOI COAPEU AU #)0523@aL #0UbOI COAD
AEA #)0@EBwA AAI EOAOU 1 BOsdn board thebel@h&ing seturit) Biretdiiall
requirements are fulfilled else the functionality is not on board and the security functional requirements are not
covered.

7.1.44.1 #) 05 2 Bl&typtographic Functions

The# ) 0 5 2 GL¥iplementationshall meetthe searrity functionalrequirementFCS_CKM.TCLas specified
below:

FCS CKM.XICL Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.Lryptographic key destruction
FMT_MSA.2 Secure security attributes
FCS_CKM.1.LCL The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm:
1 Inthe mode confidential communication:
session kegerivationandkey derivation for the exchange protocol
1 In the mode integrity protection:
session key derivation

and specified cryptographic key sizesl#8bitsthat meet the following
1 #)0523%1 6W¥ # OUA\3BI)chapled E.Eahd 60201 O1 A

The# ) 0 5 2 GL¥iblementationshall meetthe security functional requirement FCS_CKM@Las specified
below:

FCS_CKM.4ZCL Cryptographic key destruction
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data withaecurity attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM4.LZCL The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction methodverwriing with random valeithat meets the
following

None

Note 22:

The key destruction is triggered from the SCL to the SCP at every entry and exit. The key storage in the SCL is
wiped with random values.

End of Note.
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The# ) 0 5 2 GL¥iall meetsecurity functional requirement&Cryptographic Operatiorusted Channél
FCS COP.1CClLas specified below:

FCSCOPRPL1L/CCL  Trusted Channel
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of usdata without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction
FCSCOP.1.1CCL The TSF shall perform
1 an authenticationand cryptographiprotectedprotocol
in accordance with a specified cryptographic algorithm
T #)0523%1 6% #OUDPOI COAPEEA 0071 O A
and cryptographic key sizexf 128 Bithat meet the following:

1 Federal Information Processing Standards Publicatigi31p7

T NIST Specidublication SP 8088A chapter 6.1 AES in ECB m[&ig

1 #)0523%1 6W # OUHf3I5Ii)chapleErR2 Sdssidh Kely DarivAt

1 #)0523%1 6¥ # OUHf3GI]chaplebsR2 Kdy Deéridaliod forAl
first frame

1 #)0523%1 6W # OUH\3GI]chapfebsts miegrity OrbtéxiioA

1 #)0523%1 6W¥ # OUHf3BI)chaplebsEdnfidendd O1 A

Communication
1 #)0523%1 6¥ # OUEddta@aPréisioAlisto OT O1 A
[35-2] chaptersP.2
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7.1.45 TheAsymmetric Cryptographic Libraryv2.07.003

7.1.4.5.1 RivestShamir-Adleman (RSA) operation
A4EA -1 AOI AO ' OEOEI AGEA / PAOAOGEIC
(FCs_copqo AO OPAAEZAZEAA AAI T x8

ryplogEapliicoperadon % OE A1 |

FCS _COP.1/RSA Cryptographic operation
Hierarchical to: No other components.

FCS_CKM.4 Cryptographic key destruction

Encryption:
1. According to section 5.1.1 RSAEP in PXES

1 Supported for n <%P°¢* 1%

T 5.1.1(1) not supported
2. According to section 8.2.2 IHE®A in IEER9]:
Supported for n <%°*128

Decryption (with or without CRT):
1. According to section 5.1.2 RSADP
without any (¢ d, t;), i > 2

T 5.1.2(1) not supported
f 5.1.2(2.a) supported for n L%+ %
f 5.1.2(2.b) supported foripg < 2°%* 1%

2. According to section 8.2.3 |EEH:
f 8.2.1(l) supported for< 2°¢*
1 8.2.1(ll) supported for/pq < 2°%°* 1%
T 8.2.1(lll) not supported

Signhature Generation (with or without CRT):

1. According to section 5.2.1 RSASP1
without any (¢ d, t), i >2

1 5.2.1(1) not supported

f 5.2.1(2.a) supported for n 23+

f 5.2.1(2b) supported forfpq < 2°%¢* 128

T 5.2.1(2b) (ii))&(v) not applicable due to u
2. According to section 8.2.4 IHSBA1 in IEHE9]:

f 8.2.1(l) supported for n &%+

f  8.2.1(ll) supported for/pq < 299°* 1%

1 8.2.1(lll) not supported

Dependencies: [FDP_ITC.1 Import of user data of the Composite MdEout security attributes,
or FDP_ITC.2 Import of user data of the CompodieE with security attributels

FCS COP.1.1/RSA The TSF shall performancryption and decryptioim accordance with a specifig
cryptographic algorithmRivestShamirAdleman (RSA9nd cryptographic key size
from 512bitsup to 4096+12Bitsin 1 Bit steppinthat meet the following:

1 5.1.2(2.b) (ii))&(v) not applicable duetou =2

in PKE® for u = 2, ie.

in PREB for u = 2, ie.

=2
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Signature Verification:
1. According to section 5.2.2 RSAVP1 in PXLS
supported for n <%°*128

1 5.2.2(1) not supported

2. According to section 8.2.5 |EEH:
f Supported for n <¥°*128
i 8.2.5(1) not supported

Please consider also the statement of chapter 7.1.4.1.

7.1.4.5.2 RivestShamir-Adleman (RSA) key generation
The key generation for the RSA shall meet the requiren@it OUD OT COAPEEA EAU .CAT AOAOQ

The RSA cryptographic library is offered in two parts: The 2k part of the RSA library can be used for key lengths
of up to 2048 bits and the 4k part of the RSA library can be used for kgthkeof up to 409bits.

FCS_CKM.1/RSA Cryptographic key generation
Hierarchical to: No other components.

Dependencies: FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure securitributes

FCS_CKM.1.1/RSA The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithimplemented by following functions:

1 CryptoRSAKeyGen

1 CryptoRSAKeyGenMask CRT plus CryptoGeneratePrime or
CryptoGeneratePrimeMask

1 CryptoRSAKeyGenMask_D plus CryptoGeneratePrime or
CryptoGeneratePrimeMask

1 CryptoRSAKeyGenMask_N plus CryptoGeneratePrime or

CryptoGeneratePrimeMask

and specified cryptographic key sizessdf% 4096 bitg¢hat meet the following
RSAkey generation according to Infineon key generation methods. The gener
keys are in conformance with:

1. According to sections 3.1 and 3.2 in PRZ.Sor u = 2,
i.e. without any (rd, t), i > 2:

3.1 supported for n &% * 128
3.2.(1)supported for n <L¥8*
3.2.(2) supported for p x q*¥2" 128

2.According to section 8.1.3.1 in IEXE
8.1.3.1(1) supported for n&*%*
8.1.3.1(2) supported for p x €% 1?8
8.1.3.1(3) supported for p x %2 1?8
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Note 23

The function CryptoGeneratePrime has been assigned to the appropriate security level by BSI. The proprietary
CryptoGeneratePrimeMask functiohasnot beencryptographicanalytically evaluated and certified by BSI.
However, the AVA_VAN.5 evaluation did not reveal any weaknesses, neither in concept nor in implementation.
The targeted AVA_VAN.5 is achieved therefore.

End of note.

Note 24:

The minimum key length followthe national recommendationby the BSivhich means thaRSA key lengths
below1976bits are not included in the certificatdhe key length requirements can differ between the countries.
Please note that the BSI expects this key length as appropriate until 2022 and recommends for longer usage
times key lengths of 3000 bits or higher.

End of note.

Note 25:

&1 O AAOU ET OACOAOQCEIT 1T & 23! &£O1 ACETITO ET O OEA OOA
single cryptographic functions respectively primitives which are compliant to the standard. The primitives are
referenced above. Therefe, the library supports the user to develop an application representing the standard if
required.

Please consider also the statement of chapter 7.1.4.1.

End of note.

Note 26:

The TOE can be delivered with or without tR&A library. In the case of coming without the RSA library the TOE
does notprovide the Additional Specific Security Functionality Riv&stamirAdleman Cryptography (RSA)
realized with the security functional requirements FCS_COP.1/RSA and FCS_CKMIa/&5A.of a blocked
Crypto2304T the optionally delivered cryptographic and the supporting Toolbox cannot be used in that TOE
product.

End of note.

7.1.4.5.3 GeneralPreface regarding Elliptic Curve Cryptography

The EC library is delivered as object code and invtlig integrated in the user softwar&he certification covers

the standard Brainpoo]19] and NIST[26] Elliptic Curves with key lengths of 224, 233, 256, 283, 320, 384, 409,
512 and 521 Bits. The definition of the key lengths follows the national AKRR2ation regarding the 100 bit
security level by the BSI. The former 80 bit level is achieved by the key lengths of 160, 163, and 192 Bits
Numerous other curve types, being also secure in terms of side channel attacks on this TOE, exist, which the use
optionally can add in the composition certification process.

All curves are based on finite field @Fith sizepN ¢ Nng as well as curves based on a finite field
GFg )with sizenN T p pIp ¢ @re supported.
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7.1.4.5.4 Elliptic Curve DSA (ECDSA) operation

4EA -1 AOI AO

| OEOEI AOGEA |/ PAOAOGEITT 1T &£ OEA 4/ %

j &#3:#/08X06 AO ODAAEAEAA AAI | x8

FCS_COP.1/ECDSA
Hierarchical to:
Dependencies:

FCS_COP.1.1/ECDSA

Cryptographic operation
No other components.

[FDP_ITC.1 Import of user data of the Composite MdEout security attributes,
or

FDP_ITC.2 Import of user data of the Composi@ETwith security attributel
FCS_CKM.4 Cryptographic key destruction

The TSF shall performignaturegeneration and signature verificationaccordance
with a specified cryptographic algorithrBCDSAand cryptographic key size224,
233, 256, 283, 320, 384, 409, 512 or 52thhttmeet the following

ECDSA Signature Generation:

1.According to section 7.3 Signing Process in[2B]SI
1 Step d) and e) are not supported
1 The output of step e) has to be provided as input to our function by the
1 Deviation of step c) and f):

0 The jumps to step a) were substituted by a return &irtoBon with
an error code, the jumps are emulated by another call to our fun

2. According to sections 6.4.3 Signature Process in ISZVJEC
1 Chapter 6.4.3.3 is not supported
1 Chapter 6.4.3.5 is not supported
o0 the hashcode of H of the message has to be provided by the cal
input for our function.
1 Chapter 6.4.3.7 is not supported
1 Chapter 6.4.3.8 is not supported
3. According to section 7.2.7 ECXA in IEER9]
9 Deviation of step (3) and (4):
0 The jumpso step 1 were substituted by a return of the function w
an error code, the jumps are emulated by another call to our fun
Signature Verification:
1.According to section 7.4.1 in ANS)
1 Step b) and c) are not supported.
1 The output of step) has to be provided as input to our function by the ca
1 Deviation of step d):

o0 Beside noted calculation, our algorithm adds a random multiple
BasepointerOrder n to the calculated values ul and u2.

2. According to sections 6.4.4 Signature Verification Process in [3Q/IEC
1 Chapter 6.4.4.2 is not supported
1 Chapter 6.4.4.3 is not supported:

0 The haskcode H of the message has to be provided by the calle
input to our function

3. According to section 7.2.8 EDSA in IEER9].

CC Document

83 0.51
20180730

(infineon

OEA



o _.
Public Security Target Infineon
Common Criteria v3.1- EAL6 augmented / EAL6+ ’

Security Requirements (ASE_REQ)

Note 27.

&1 O AAOU ET OACOAOQCEIT 1T &£ %# AOT AOETT O ET O OEA OOAO
single cryptographic functions respectivglyimitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the user to develop an application representing the standard if
required.

End of note.

7.1.4.5.5 Elliptic Curve (EC) key generation
Thekeygeneralii &£ O OEA %# OEAI 1l 1 AAO OEA OANOGEOAI AT O O#¢

FCS_CKM.1/EQ Cryptographic key generation
Hierarchical to: No other components.

Dependencies: FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptograpliperation]
FCS_CKM.4 Cryptographic key destruction

FCS CKM.1.1/EC The TSF shall generate cryptographic keys in accordance with a spe
cryptographic key generation algorithimplemented by following functiomghich
can be used independently of eattter.

1 ECC_ECDSAKeyGen
i ECC_ECDSAKeyGenMask

specified if23], [27] and [29] and specified cryptographic key siz284, 233, 256
283, 320, 384, 409, 512 or 521thés meet the following

ECDSAKey Generation:

X8 | AAT OAET ¢ O OEA APPAT AE@ O! [28:Q
The optional cofactor h is not supported.

wg | AAT OAET ¢ O OAAOQGEIT 0Oasisw ' Al
ISO/IEG27]

Q08 | AAT OAET ¢ OI ADPPAT AE@ O! 8Xa8i29! 1

Note 28:

&1 O AAOU ET OACOAOQCEIT 1T &£ w# AOT AOETT O ET O OEA OOAO
single cryptographicudnctions respectively primitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the user to develop an application representing the standard if
required.

End of note.
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7.1.4.5.6 Elliptic Curve DiffieHellman (ECDH) key agreement
4EA -1 AOI AO ' OEOEI AGEA |/ DPAOAOQET Cryplogmplticoferadion % OEAIT I
(FCs_copqo AO OPAAEZEAA AAI T x8

FCS _COP.1/ECDH Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data of the Composite MdEout security attributes,
or FDP_ITC.2 Import of user data of the Composite TOE with security attribute
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS COP.1.1/ECBH The TSF shall performalliptic curve Diffi¢lellman key agreemelii accordance
with a specified cryptographic algorithrBCDHand cryptographic key size224,
233, 256, 283, 320, 384, 409, 512 or 52thhttmeet the following
X8 ! AAT OAET ¢ O OAARAGEINT ADYBIOE&ERGDE D
Unlike section 5.4.1(3) our implementation not only returnsaberdinate of the
shared secret, but rather thesordinate and the-goordinate.
wg | AAT OAET ¢ O1 O! ppAT-AEIBl BRGSO +A(RBIA
The function enables the operations described in appendix D.6
Q8 | AAT OAET ¢ O HAAOERY ) ®&%%HW8 X %# 36
Unlike section 7.2.1 our implementation not orilyme the xcoordinate of the
shared secret, but rather theaordinate and the-goordinate.

Note 29:

The certification covers the standairainpool[19] and NIST26] Elliptic Curves with key lengths 8P4, 233,

256, 283320, 384, 409, 512 or 5Bits, due to national AIS32 regulations by the BEImerous other curve

types, being also secure in terms of side channel attacks on this TOE, exist, which the user optionally can add in
the composition certification process.

End of note

Note 30

&1 0 AAOU ET OACOAOQCEIT 1T &£ w# £AOTI AGETT O ET O OEA OOAO
single cryptographic functions respectively primitives which are compliant to the standardpriinéives are

referenced above. Therefore, the library supports the user to develop an application representing the standard if
required.

End of note.

Note 31

The TOE can be deliveredth orwithout the EC librarylnthe case the TOEomes without, itdoes not provide
the Additional Specific Security Functionality Elliptic Curve Cryptography realized with the security functional
requirements FCS_COP.1/ECSA, FCS_COP.1/ECDH and FCS_CHMcH$&«of a blocked Crypto24T, the

RSA and EC cryptographic library cannot be useaase of a blocked Crypto230¢ie optionally delivered
cryptographicRSA and EC, as well as the supporting Toolbox cannot be used in that TOE product.

End of note.

Note 32
The EC primitives allow the selection of various curves. The selection of the curves depends to the user.
End of note.
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7.1.4.6  The Asymmetric Cryptographic Librarw2.06.003

7.1.4.6.1 RivestShamir-Adleman (RSA) operaibn
A4EA -1 AOI AO ' OEOEI AGEA / DPAOAOGET Cryplogmpliicoferadion % OE AT |
(FCs_copqo AO OPAAEZAZEAA AAI T x8

FCS _COP.1/RSR Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data of the Composite MdEout security attributes,
or FDP_ITC.2 Import of user data of the CompodieE with security attributels

FCS_CKM.4 Cryptographic key destruction

FCS COP.1.1/RSA The TSF shall performancryptionand decryptiorin accordance with a specifig
cryptographic algorithmRivestShamirAdleman (RSA9nd cryptographic key size
from 512bits up to 4096+128tsin 1 Bit steppinthat meet the following

Encryption:
1. According to section 5.1.1 RSAEKI@GS39:

1 Supported for n <%P°¢* 1%

T 5.1.1(1) not supported
2. According to section 8.2.2 IHEBA in IEEE9R
Supported for n <%°*128

Decryption (with or without CRT):
1. According to section 5.1.2 RSADP in PB&S [
foru =2, i.ewithoutany (t d, t),i>2

T 5.1.2(1) not supported

f 5.1.2(2.a) supported for n L%+ %

f 5.1.2(2.b) supported foripg < 2°%* 1%

1 5.1.2(2.b) (ii))&(v) not applicable duetou =2
2. According to section 8.2.3 IEE¥: [2

f 8.2.1(l) supported for<22°4¢*

1 8.2.1(ll) supported for/pq < 2°%°* 1%

T 8.2.1(lll) not supported
Signhature Generation (with or without CRT):

1. According to section 5.2.1 RSASP1 in BE&CS
foru = 2, i.e., without any, @, t), i >2

1 5.2.1(1) not supported

f 5.2.1(2.a) supported for n 23+

f 5.2.1(2b) supported forfpq < 2°%¢* 128

1 5.2.1(2b) (ii))&(v) not applicable due tou =2
2. According to section 8.2.4 IHSBA1 in IEHE9]:

f 8.2.1(l) supported for n &%+

f  8.2.1(ll) supported forfpq <2'99°* 128

1 8.2.1(lll) not supported
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Signature Verification:
1. According to section 5.2.2 RSAVP1 in P3GCS
supported for n <%°*128

1 5.2.2(1) not supported

2. According to section 8.2.5 |EEH:
f Supported for n <¥°*128
1 8.2.5(1) nosupported

Please consider also the statement of chapter 7.1.4.1.
7.1.4.6.2 RivestShamir-Adleman (RSA) key generation
4EA EAU CAT AOAOGEIT &I O OEA 23! OEAI1T 1 AAO OEA OARNO

The RSA cryptographic library is offerediivo parts: The 2k part of the RSA library can be used for key lengths
of up to 2048 + 64 bits and the 4k part of the RSA library can be used for key lengths of up to 4096 + 128 bits.

FCS_CKM.1/RSR&  Cryptographic key generation
Hierarchical to: No othercomponents.

Dependencies: FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS_CKM.1.1/RSA The TSF shall generate cryptographic keys in agance with a specified
cryptographic key generation algorithimplemented by following functions:

1 CryptoRSAKeyGenMask_CRT plus CryptoGeneratePrimeMask
1 CryptoRSAKeyGenMask_D plngptoGeneratePrimeMask
1 CryptoRSAKeyGenMask_ N plirgptoGeneratePrimeMask

and specified cryptographic key sizesidf2z 4096 bitghat meet the following
RSA key generation according to Infineon key generation methods. The generg
keys are in conformance with:

1. According to sections 3.1 and 3.2 in PB&.S
for u = 2j.e. without any (rd, t), i > 2:

3.1 supported for n £°¥ * 128
3.2.(1) supported for n ¥ * 64
3.2.(2) supported for p x q*¥2" 1?8

3.According to section 8.1.3.1 in |IEHE
8.1.3.1(1) supported for n&*%* %
8.1.3.1(2¥upported for p x q £°¥ 1%
8.1.3.1(3) supported for p x %82 1%
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Note 33

The minimum key length followthe national recommendations by the B&hich means thaRSA key lengths
below 1976bits are not included in the certificatd he key length requirements can differ between the countries.
Please note that the BSI expects this key length as appropriate until 2022 and recommends for lorgger usa
times key lengths of 3000 bits or higher.

End of note.

Note 34

&1 O AAOGU ET OACOAOEITT 1T &£ 23! AO1 AOCEIT O ET 01 OEA OOA:
single cryptographic functions respectivelyipitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the user to develop an application representing the standard if
required.

Please consider also the statement of chapter 7.1.4.1.

End of noe.

Note 35

The TOE can be delivered with or without the RSA library. In the case of coming without the RSA library the TOE
does notprovide the Additional Specific Security Functionality Riv&stamirAdleman Cryptography (RSA)

realized with the security functional requirements FCS_COP.1/RSA and FCS_CKMIi/e&54.of a blocked
Crypto2304T the optionally delivered cryptographic aheé supporting Toolbox cannot be used in that TOE

product.

End of note.

7.1.4.6.3 GeneralPreface regarding Elliptic Curve Cryptography

The EC library is delivered as object code and in this way integrated in the user software. The certification covers
the standardBrainpool [B] and NIST [8] Elliptic Curves with key lengths of 224, 233, 256, 283, 320, 384, 409,
512 and 521 Bits. The definition of the key lengths follows the national AIS32 regulation regarding the 100 bit
security level by the BSI. The former 8a kivel is achieved by the key lengths of 160, 163, and 192 Bits.
Numerous other curve types, being also secure in terms of side channel attacks on this TOE, exist, which the use
optionally can add in the composition certification process.

All curves arebased on finite field GBj with sizepN ¢ Ne as well as curves based on a finite field
GFg )with sizent 1 p plb ¢ @re supported.
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7.1.4.6.4 Elliptic Curve DSA (ECDSA) operation
A4EA -1 AOI AO ' OEOEI AGEA / DAOAOQET Cryptogmpliicoferadion % OE AT |
(FCs_copqo AO OPAAEZEAA AAI T x8

FCS _COP.1/ECDS2 Cryptographic operation

Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data of the Composite TOE without security attrib
or

FDP_ITC.2 Importf user data of the CompositedE with security attributel
FCS_CKM.4 Cryptographic key destruction

FCS _COP.1.1/ECD&A The TSF shall perforsignature generation and signature verificatioaccordance
with a specified cryptographic algorithrBCDSAand cryptographic key sizez24,
233, 256, 283, 320, 384, 409, 512 or 52thhttmeet the following

ECDSA Signature Generation:

1.According to section 7.3 Signing Process in[AB]SI
1 Step d) and e) are not supported
1 The output of step e) haslte provided as input to our function by the cal
1 Deviation of step c¢) and f):

The jumps to step a) were substituted by a return of the function with an error
the jumps are emulated by another call to our function.

2. According to sections 6.4.3 Signature Process in ISZJVJEC
1 Chapter 6.4.3.3 is not supported
1 Chapter 6.4.3.5 is not supported
o0 the hashcode of H of the message has to be provided by the ca
input for our function.
1 Chapter 6.4.3.7 is not suppsatt
Chapter 6.4.3.8 is not supported
3. According to section 7.2.7 E@CXFA in IEER9]
9 Deviation of step (3) and (4):
The jumps to step 1 were substituted by a return of the function with an error ¢
the jumps are emulated by another call tofenction
Signature Verification:
1.According to section 7.4.1 in ARSI
1 Step b) and c¢) are not supported.
1 The output of step c) has to be provided as input to our function by the
9 Deviation of step d):

0 Beside noted calculation, algorithm adds a random multiple of
BasepointerOrder n to the calculated values ul and u2.

2. According to sections 6.4.4 Signature Verification Process in [BQ/IEC
1 Chapter 6.4.4.2 is not supported
1 Chapter 6.4.4.3 is not supported:

0 The haskcode H ofhe message has to be provided by the caller
input to our function

3. According to section 7.2.8 EDSA in IEER9].
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Note 36

&1 O AAOU ET OACOAOQCEIT 1T & %# AOT AOET 1 O th&lloréry cotdind OOA O
single cryptographic functions respectively primitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the user to develop an application representing the standard if
required.

End of note.

7.1.4.6.5 Elliptic Curve (EC) key generation
4EA EAU CAT AOAOGETT &I O OEA w# OEAIT 1 AAO OEA OANOE:

FCS_CKM.1/EQ Cryptographic key generation
Hierarchical to: No other components.

Dependencies: FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS CKM.1.1/EE The TSF shall generate cryptographic keys in accordance with a spe
cryptographic key generation algorithimplemented by following functiomghich
can be used independently of each other

1 ECC_ECDSAKeyGen
i ECC_ECDSAKeyGenMask

specified 23], [27] and [29]and specified cryptographic key siz824, 233, 256
283, 320, 384, 409, 512 or 521thés meet the following

ECDSAKey Generation:

X8 | AAT OAET ¢ O OEA ADPPAT AE@ O! [280Q
The optional cofactor h is not supported.

wg | AAT OAET ¢ O OAAOQGEIT 0Oasisw ' Al
ISO/IEG27]

Q08 | AAT OAET ¢ OI ADPPAT AE@ O! 8Xa8i29! 1

Note 37

For easy integration of EEOT AOET 1 O ET 01 OEA OOAO8O T PAOAOET ¢ OUO(
single cryptographic functions respectively primitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the usatt@eelop an application representing the standard if
required.

End of note.
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7.1.4.6.6 Elliptic Curve DiffieHellman (ECDH) key agreement
4EA -1 AOI AO ' OEOEI AGEA |/ DPAOAOQET Cryplogmplticoferadion % OEAIT I
(FCs_corPaoe AO PR AEEEAA

FCS _COP.1/ECDH Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data of the Composite MdEout security attributes,
or FDP_ITC.2 Import of user data of the Composite TOE with seaititjputes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS COP.1.1/ECEH The TSF shall performalliptic curve Diffi¢lellman key agreemelii accordance
with a specified cryptographic algorithrBCDHand cryptograhic key size®24,
233, 256, 283, 320, 384, 409, 512 or 52thhttmeet the following
X8 ! AAT OAET ¢ O OAARAGEINT ADYBIOE&ERADE DI
Unlike section 5.4.1(3) our implementation not only returnsaberdinate of the
shared secret, but rather thesordinate and the-goordinate.
wg | AAT OAET ¢ O1 O! ppAT-AEIBl BRGSO +A(RBIA
The function enables the operations described in appendix D.6
Q8 ! AAT OAET ¢ O1 -ORAA OFE[Rd]) %0%% W8 X %# 3 6
Unlike section 7.2.1 our implementation not only returns¢berdinate of the
shared secret, but rather theaordinate and the-goordinate.

Note 38

The certification covers the standairainpool[19]and NIST26] Elliptic Curves with key lengths @4, 233,
256, 283, 320, 384, 409, 512 or BR¢, due to national AIS32 regulations by the BEImerous other curve
types, being also secure in terms of side channel attacks on this TOE, exist, wéigbethoptionally can add in
the composition certification process.

End of note

Note 39

&1 0 AAOU ET OACOAOQCEIT 1T &£ w# £AOTI AGETT O ET O OEA OOAO
single cryptographic furtions respectively primitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the user to develop an application representing the standard if
required.

End of note.

Note 40:

The TOE can be deliveredth orwithout the EC libraryln the case the TOEomes without, itdoes not provide
the Additional Specific Security Functionality Elliptic Curve Cryptography realized with the security functional
requirements FCS_COPRECSA, FCS_COP.1/ECDH and FCS_CKMIf/E&Xe of a blocked Crypto2304T, the
RSA and EC cryptographic library cannot be useaase of a blocked Crypto230¢ie optionally delivered
cryptographicRSA and EC, as well as the supporting Toolbox cannosée i that TOE product.

End of note.

Note 41
The EC primitives allow the selection of various curves. The selection of the curves depends to the user.
End of note.
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7.1.5 Data Integrity

4EA 4/ % OEAII

(infineon

i A A Od datg idteginAmbOitEriogdfDR B &3 A0 OAPAAE AEAA

FDP_SDI.1
Hierarchical to:
Dependencies:
FDP_SDI.1.1

Stored data integrity monitoring
No other components
No dependencies

The TSF shall monitor user daté the Composite TGHored incontainerscontrolled
by the TSF forinconsistencies between stored data and correspondingoi@
objects, based on the following attribute€DC value for the RAM, ROM and S(

&, '3(1. .6-

4EA 4/ % OEAII

below:

FDP_SDI.2 Stored data integrity monitoring and action

Hierarchical to: FDP_SDI.1 stored data integrity monitoring

Dependencies: No dependencies

FDP_SDI.2.1 The TSF shall monitor user datdé the Composite TOE stored in contairanstrolled
by the TSF fodata integrity and oneand/or morebit-errorson all objects, based o
the following attributes:AT OOAODPT 1 AET ¢ %$# OAI OA £
NVM and error correction ECC for the SQLID 3 ( I . 6-8

FDP_SDI.2.2 Upon detection of a data ’int~egAri.t.y error, the~T$E s\hw!trec'g % b_i_t errors in th SpL
&, !'3(1T .6- AOOIIl AOEAAI T U Al A EI Al Ol

4EA 41 % OEAII

i AAO OEA OANOEmPASDA® AG OODAAE ARDA

FDP_SDC.1

FDP_SDC.1.1

Stored data confidentiality

Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall ensure the confidentiality of the information of the user dbthe
Composite TORhile itis storedinth@ ! - h 2/ - h #AAEA AT A
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7.2 Support by the Flash Loader

The TOE provides the Flash Loader to download user data int8the, ) $ &, ! 3(1 .6-h AEOEA
production of the TOE or at customer sitThe Flash Loadés dedicated for usage by authorized users anly

secured and insecum@nvironment during the productio® ® (®asedOB AADOEOU ) # O0AOOT T Al

4EA &1 AGE , 1T AAAO EAO O AA DPAOI AT AT O U -G\OVMAGADESOA OA A
Forthis reason the TOE shall meet the requiremeassdefired and decribed inthe PP[8 OAAOET 1T 0O¢ 8¢
Al O ,1AAAOCG AT A O¢8sw O0AAEACA O! OOEAT OGEAAOQCEIT 1T & OE.

9 Limited capabilities (FMT_LIM.1/Loader),

1 Limited availabilityz Loader (FMT_LINM2/Loader),

1 Authentication Proof of Identity (FIA_API.1),

1 Inter-TSF trusted channel TlP_ITC.1),

1 Basic data exchange confidentiality (FDP_UCT.1),

1 Data exchange integrity (FDP_UIT.1),

1 Subset access contrglLoader (FDP_ACC.1/Loader) and

1 Security attrbute based access contrpl.oader (FDP_ACF.1/Loader)

as defined in the PP, section 7.2 and 7.3.

The Flash Loader supports the following security function policy (SFP):

1 Loader SFP:
provides the mutual authentication between the TOE and #uministrator user or download operator
user and the download of the user data into the memory of the TOE.

The Flash Loader supports the following two subjects:

1 Administrator user:
is enabled performing mutual authentication with the keys Kc and Kd, amage (set, exchange, delete)
the keys Kc, Kd and Kfdi and to process the download of the user data into the memory of the TOE.
1 Download operator user:
is enabled performing mutual authentication with Kd, to exchartige key Kd and to perform the
downloadof the user data into the memory of the TOHe can also delete Kfdi.

The Flash Loader supports the following object:

1 User data:
Data loaded into the memory of the TOE.

4EA 4/ % OEAI1T 1 AAO OEA OANOEOAI Al OspéifidtbefoAA AADAAE]

FMT_LIM.1/Loader Limited capabilities
Hierarchical to: No other components.
Dependencies: FMT_LIM.2 Limited availability.
FMT_LIM.1.1/Loader The TSF shall be designed and implemented in a manner that limits its capabiliti
OEAO ET AITTEOT AGET1T xEOE O, EIl EOAA A
enforced:

Deploying Loader functionality after permanent deactivation doeslowat stored usel
data of the Composite TOE to be disclosed or manipulated by unauthorized usel
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4EA 4/ % OEAI1T 1 AAO OEA QANGRABH Ald 40, Bi- BXA T AGADIgA.

FMT_LIM.2/Loader

Hierarchical to: No other components.
Dependencies: FMT_LIM.1 Limited capabilities.
FMT_LIM.2.1/Loader The TSF shall be designed in a manner that limits its availability so that in

Limited availability - Loader

AT 1T EOT AOETT xEOE O, Ei EOAA AADAiAdnioEed:H
The TSF prevents deploying the Loader functionality after permanent deactivatig
4EA 4/ % OEAIT 1 AAO OEA AMGEMAAPAG O 00 EOEORRAERLDN EA A
FIA_API.1 Authentication Proof of Identity
Hierarchicato: No other components.
Dependencies: No dependencies.
FIA_API.1.1 The TSF shall provide authentication mechanisaccordingo [34]ISO/IEC 9798

section 6.2.2 Mechanism 4: Thpsh authenticatiorbased on the security attributes
(keys) Kc or Kd

If the GBIC process has to be considered, chapter 10 Annex: Consideration of additional requitgntieats
GBICApproval Scheme is of relevance.

AEA 47 % OEAIT 1T AAO OEA GAMGEDRITRQ® AOEOBAABEEBDAEAAI

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.
Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel between itself anddhenistrator
user, enabled performing mutual authentication withklhyes Kc and Kd, to manage (s
exchange, delete) the keys Kc, Kd and Kfdi and to process the download of the us
into the memory of the TOE and the Download operator user, enabled performing
authentication with Kd, to exchange the keytggerform the download of the user
data into the memory of the T@ERd to delete Kfdhat is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from modification disclosure.

FTP_ITC.1.2 The TSF shall permitnother trusted IT produtd initiate communication via the
trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channetiiploying Loadédor
downloadng user data

The TOBOEAT 1 1 AAO OEA OANOEQ A6k DB _UCTAED EAOR AC BAVOMEEARAMAE 1 AK

FDP_UCT.1 Basic data exchange confidentiality

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_UCT.1.1 The TSF shadinforce theLoader SPto receivauser data in a manner protected fror

unauthorised disclosure.
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4EA 47 % OEAIT 1T AAO OEA AMGEMMRIUAING AOEOPAAE ZEAAERA,
FDP_UIT.1 Data exchange integrity
Hierarchical to: No other components.
Dependencies: [FTP_ITC.1 Intef SF trusted channel, or FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or FDP_IFC.1 Subset information flow contr

FDP_UIT.1.1 The TSF shadinforce theLoader SFB receivauser data in a manner protected from
modification, deletioorinsertionerrors
FPP_UIT.1.2 The TSF shall be able to determine on receipt of user data, whetlelification,

deletionorinsertionhave occurred.

Note regarding the Flash Loader:

Thealgorithm strength of the Flash Loaddras not been cryptographianalyticallyevaluated by the BSas
Infineon has implemented a proprietapxtension.

End of note.

AEA 47 % OEAIT 1T AAO OEA ASKGERDR IABG.10 0aderdE | A£G AGD AAORAER AMA
FDP_ACC.1/Loader Subset access control Loader

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Securigttribute based access control.

FDP_ACC.1.1/Loader The TSF shall enforce theader SFBn
(1) The subjects

Administrator user, enabled performing mutual authentication with the keys
and Kd, to manage (set, exchange, delete) the keys Kc, Kd and Kfdi and tq
process the download of the user data into the memory of the TOE and the
Download operator user, enabfetforming mutual authenticatiomith Kd, to
exchange the key Ki, perform the download of the user data into the mem
of the TOE&Nd to delete Kfdi

(2) The objects
User data, data loaded into the memory of tpe TOE,

ET 3/,)% &,!3(1 .6-h
(3) The operationleployment of the Loader.

If the GBIC process has to be considered, chapter 10 Annex: Consideration of additional requitenieats
GBICApproval Scheme is of relevance.

4EA 4/ % OEAIT 1 AAO OEA GAMGERTR AGHA1Qaed 6E | ARDD A0 AMEAMEE] AMA
FDP_ACF.1/Loader Security attribute based access controt Loader

Hierarchical to: No other components.

Dependencies: FMT_MSA.3 Static attribute initialisation
The TSF shall enforce theader SFB objects based on the following:

(1) the subjects Administrator user, enabled performing mutual
authentication with the keys Kc and Kd, to manage (set, exchang
delete) the keys Kc, Kd and Kfdi and to process the download of
user data into the memory of the TOE with security attribateK&
and
the Download operator user, enabled performing mutual authen
tication with Kd, to extange the key Kdlp perform the download of
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the user data into theemory of the TOE with secyrdttributes Key
Kdand to delete Kfdi
(2) the objects Uselata, data loaded into the memory of the TOE in tk

3/,)%$ &,!3(1 .6- xEOE OAAOOEOD

The TSF shall enforce the following rules to determine if an operation am
controlled subjects and controlled objects is allowed:

(1) evaluate the corresponding access control information of the rele
subject, administrator user and download operator user, before th
access, so that accesses to be denied cannot be utilized by the s
attempting to perform the operation. Thésequent download is
then protected by the key Kfdi.

FDP_ACF.1.2/Loader

The TSF shall explicitly authorise access of subjects to objects based on

FDP_ACF.1.3/Loader _ "
- following additional rules:

None

The TSF shall explicitly deny access of subjects to objects based on the

FDP_ACF.1.4/Loader _ "
- following additional rules:

None

Note 42

Regarding FDP_ACF.1.4/Loader it is added in the User Guidance that the Flash Loader has to be permanently
deadivated prior delivery to the endiser.

End of note.

Note 43

The security functional requirement&MT_LIM.1/Loader, FMT_LIM.2/Load&tA_APIL.1, FTP_ITC.1, FDP_UCT.1,
FDP_UIT.IFDP_ACC.1/Loadend FDP_ACF.1/Loadmpply only at TOE products coming with activated Flash
Loader enabled fouserdata download. In other cases the Flash Loader is not available anymore and the user
software or data download is completed. Depending on the capabilities of the user softtivase security
functional requirements may then reoccur as subject of the composite TOE.

The permanent locking of the Flash Loader after finalizing the download and prior delivery to thesends

added to package 2 withIM1/Loader and FMT_LIM.2/Loader

End of note.

7.3 TOE Security Assurance Requirements

The evaluation assurance level is BAlugmented withALC_FLR.1.
In the following table, the security assurance requirements are given. The augmentation of the assurance
components compared to the Protection Prof{@] is expressed with bold letters.
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Table 16  Assurance Components
Aspect Acronym Description Refinement
Development ADV_ARC.1 Security Architecture Description In PP9]
ADV_FSP.5 Complete semiformal functional in ST
specification with additional error
information
ADV_IMP.2 Complete mapping of the inST
implementation representation of the
TSF
ADV_INT3 Minimally complex internals
ADV_TDS5 Complete semiformal modular design
ADV_SPM.1 Formal TOE security policy model
Guidance Documents | AGD_OPE.1 Operational user guidance in PP[9]
AGD_PRE.1 Preparative procedures in PP[9]
Life-Cycle Support ALC_CMC.5 Advanced support inST
ALC_CMS.5 Development tools CM coverage in ST
ALC DEL.1 Delivery procedures in PP[9]
ALC_DVS.2 Sufficiency ofsecurity measures in PP[9]
ALC LCD.1 Developer defined lifecycle model
ALC_TAT3 Compliance withimplementation
standardsz all parts
ALC FLR.1 Basic Flaw Remediation
Security Target ASE_CCL.1 Conformance claims
Evaluation ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
ASE_0OBJ.2 Security objectives
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
Tests ATE_COV.3 Rigorous analysis of coverage In ST
ATE _DPT.3 Testing: modular design
ATE_FUN.2 Ordered functional testing
ATE_IND.2 Independent testingz sample
Vulnerability AVA VAN.5 Advanced methodical vulnerability testing in PP[9]
Assessment
7.3.1 Refinements

Some refinements are taken unchanged from the[BP In some cases a clarification is necessary. In Tlatale
overview is given where the refinement is done.

Therefinements from the P9] have to be discussed here in the Security Target, as the assurance level is
increased.The refinemensfrom the PH9] are included inthe chosen assurance level EBaugmented with
ALC FLR.1
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7.3.1.1 Development (ADV)

ADV_IMPImplementation Representation:

The refined assurance package ADV_IMRflementation representation of the TSEquires the availability of
the entire implementation representation, a mapping of the design description to the implementation
representation with a level of detail that the TSF can be generated without further design decisions. In addition,
the correspndence of design description and implementation representation shall be demonstrated.
Thecovered higheassurance packageDV IMP.2 requires a complete and not curtailed mapping of the
implementation representation of the TSF, and the mapping of the geslescription to the entire
implementation representation. In addition, the correspondence of design description and the implementation
representation shall be demonstrated. The ADV_IMP.1 aspect and refinement remains therefore valid. The
enhancement unddines the refinement in the PP] and by that the entirely complete design i.e. not curtailed
representation with according mapping was provided, demonstrated and reviewed.

ADV_INTTSF Internals

The assurance packageD¥ INT.2 vell-structured internalds extended to ADV_INT.3inimally complex
internalsrequiringthe documentation to minimally complex internals with the intension that the entire TSF has
been designed and implemented using sound engineering principles. The ADV_INT.2 aspect remagabbgpli
as well structured internals are fundamental for achieving sound engineering principles. ADV_INT.2 and its
refinements in the PPO] remain therefore valid. The assurance and evidence was provided accordingly.

ADV_FSPFunctional Specification:

The ADV_FSP.4 package requires a functional description of the TSFIs and there assignmenetd@®EiRg,
SFRsupporting, SFRon-interfering, including related error messages, the assurance package. The
enhancement of ADV_FSP.5 requires additionallpmplete semiformal functional specification with

additional error information. In addition the package includes a tracing from the functional specification to the
SFRs, as well as the TSFIs descriptions including error messages not resulting from atianvai@a TSFI.

These aspects from ADV_FSP.5 are independent from the ADV_FSP.4 refinements from[8jdo@RtP

constitute an enhancement of it. By that the aspects of ADV_FSP.4 and its refinement in {8¢agPly also

here. The assurance and evidenwas provided accordingly.

ADV_SPM Formal Security Policy Model

It is the objective of this family to provide additional assurance from the development of a formal security policy
model of the TSF, and establishing a correspondence between the funcsgpealfication and this security

policy model. Preserving internal consistency the security policy model is expected to formally establish the
security principles from its characteristics by means of a mathematical proof.

ADV_SPM.1 Formal TOE security picly model

Hierarchical to: No other components

Dependencies: ADV_FSP.4 Complete function description

ADV_SPM.1.1D The developer shall provide a formal security policy model for the
Memory Access Control Policy anddireesponding SFRs

1 FDP_ACC.3ubset Access Control
1 FDP_ACF.1 Security attribute based access control
1 FMT_MSA.1 Management of Security Attributes
1 FMT_MSA.3 Static Attribute Initialization.
Moreover, the following SFRs shall be addressed by the formal security policy mo

1 FDP_SDI.1 Sted data integrity monitoring
1 FDP_SDI.2 Stored data integrity monitoring and action
1 FDP_SDQ@ Stored data confidentiality
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FDP_ITT.1 Basic Internal Transfer Protection
FDP_IFC.1 Information Flow Control

FPT_ITT.1 Basic internal TSF data transfer protection
FPT_PHP.3 Resistance to physical attack
FPT_FLS.1 Failure with preservation of secure state
FRU_FLT.2 Limited fault tolerance

FMT_LIM.1 Limited capabilities

FMT_LIM.2 Limited availability

FAU_SAS.1 Audit storage

FMT_SMF.1 Specification of Managenf@mictions

ADV_SPM.1.2D For each policy covered by the formal security policy model, the model shall identi
the relevant portions of the statement of SFRs that make up that policy.

ADV_SPM.1.3D The developer shall provide a formal proofaoirespondence between the model ang
any formal functional specification.

ADV_SPM.1.4D The developer shall provide a demonstration of correspondence between the mod
and the functional specification.

= =4 =8 =8 =8 -8 -8 a8 of

ADV_TDS TOE Design:

The assurance package ADV_TDSemiformal modular design is extended to ADV_TDS.5 Complete

semiformal modular design requires the complete semiformal design description. As the package ADV_TDS.5 is
an enhancement of ADV_TDS.4 the package and its refinements in thg]P&main valid. Tie assurance and
evidence was provided accordingly.

ALC_DEL Delivery Procedure

Considering the GBIC requiremeas outlined in sectiodOAnnexthis assurance aks is refined with the
confirmation that thedelivery process of thFlash Loader keysas referenced in the sectiddDAnnex- is
separated from the chiplelivery to the user

7.3.1.2 Life-cycle Support (ADC

ALC_CMSConfiguration Management Scope

The Security IC embedded firmwargegardless of the version in usand the optional software are part of TOE
and delivered together with the TOE as the firmware apdional software are stored in the ROM and/or SOLID
FLASH NVM. The presence of the optional parts belongs to the user order. Both, the firmware and software
delivered with the TOE are controlled entirely by Infineon Technologies. In addition, the T&& tfe

possibility that the user can download his software at his own premises. These parts of the software are user
controlled only and are not part of this TOE. The download of this solely user controlled software into the SOLID
FLASH NVM is protectedy strong authentication means. In addition, the download itself could also be
encrypted. By the augmentation of ALC_CMS.4 to ALC_CMS.5 the configuration list includes additional the
development tools. The package ALC_CMS.5 is therefore an enhancema&@lioCMS.4 and the package with
its refinement in the PI] remains valid. The assurance and evidence was provided accordingly.

ALC_CMCConfiguration Management Capabilities

ThePP refinement from theassurance packagkLC_CMC.£roduction support, accdpnce procedures and
automation points out that the configuration items comprise all items defined under ALC_CMS to be tracked
under configuration management. In addition a production control system is required guaranteeing the
traceability and completenesof different charges and lots. Also the number of wafers, dies and chips must be
tracked by this system as well as procedures applied for managing wafers, dies or complete chips being removed
from the production process in order to verify and to conpatdefined quality standards and production

parameters. It has to be controlled that these wafers, dies or assembled devices are returned to the same
production stage from which they are taken or they have to be securely stored or destroyed otherwise.
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Theadditionally covered extended package of ALC_CMC.5 Advance Support regdirasced support

considering the automatisms configuration management systems, acceptance and documentation procedures

of changes, role separation with regard to functional radégersonnel, automatisms for tracking and version
controlling in those systems, and includes also production control systems. The additional aspects of
ADV_CMC.5 constitute an enhancement of ACL_CMC.4 and therefore the aspects and ACL_CMC.4 refinements
inthe PP[9] remain valid. The assurance and evidence was provided.

ALC_DVSDevelopment Security:

The assurance packagd & DVS.ldentification of security measurds extended to ALC_DVS.2 requiritite
evidence of sufficiency of security measures. The evidence was given and reviewed that the design and
implementation and its development environment is protected with regard to confidentiality and integrity. The
ALC_DVS.2 package is an enhancement of ALZS . Therefore, this package and its refinement in thd P
remain valid. The assurance and evidence was provided accordingly.

Considering the GBIC requirements as outlined in sectidtis assurance class is refined with the confirmation
that the:

1 keysare generatedwith sufficient entropy
1 the keysare stored witlin a HSMas integral part ofhe vendor environment
1 the keys are stored in the nevolatile memoyy of the chip
All these requirements were subject of an audit; assurance and evidence was provided.

ALC_DEL Delivery Procedure

Considering the GBIC requirements, this assurance class is refined with the confirmation thatittesyd
process ofhe FlashLoaderkeysfor the users as referenced in the sectid0- is separated from the chip
respectively goodslelivery to the user

ALC_TATTools and Techniques:

The assurance packagd & TAT.2 @mpliance with implementation standards extended to ALC_TAT.3
Compliance with implementation standardsall partsrequiringthat all implemented parts are compliant to
implementation standards. The evidence has begven that all parts have been developed and implemented
according to implementation standards, processes and rules.

7.3.1.3 Tests (ATE)

ATE_COQV Test Coverage:

ThePP refinedassurance packaghTE_COV.2 Analysis of coverage addresses the extent to which the TSF is
tested, and whether or not the testing sifficiently extensive to demonstrate that the TSF operates as specified.
It includes the test documentation of the TSFIs in the functionalcsication. In particular the refinement

requires that The TOE must be tested under different operating conditions within the specified ranges. In
addition, the existence and effectiveness of mechanisms against physical atsackdd be covered by evidea

that the TOE has the particular physical characteristics. This is furthermore detailed in /9. PP

This assurance package ATE_COV.2 has been enhanced to ATE_COV.3 to cagerdhs analysis of

coverage This requireshe presence of evidence th&xhaustive testing on rigorous entirely all interfaces as
documented in the functional specification was conducted. By that ATE_COV.2 and refinements as given in the
PP[9] are enhanced by ATE_COV.3 and remain as well. The TSFIs were completely testeihgdo

ATE_COV.3 and the assurance and evidence was provided.
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ATE_FUNFunctional Tests:

The assurance packagelrE_FUN.1 Functional testing is extended to ATE_FUN.2 Ordered functional testing
requiringwhich means to include considerations of dependgmspects. The package ATE_FUN.2 is an
enhancement to ATE_FUN.1 in terms of describing dependencies and sequences of the functional testing
documented with ATE_FUN.1. Therefore, the refinements in thg@Remain valid. The testing systems,
processes athtooling have been analyzed and reviewed with regard to intrinsic dependencies.

7.3.1.4 AVA_VANVulnerability Analysis

The assurance package/A_VAN remains unchanged compared to the forerunner processes and requires
advanced methodical vulnerability analysis.

7.4 Security Requirements Rationale

7.4.1 Rationale for the Security Functional Requirements

The objectives O.Authentication and OE. TOE_Auth are discussed in th@]RRapter 7.2.1.

The objective€D.Cap_Avail_Loadeand OE.Lim_Block Loadesind the covering securitfunctional

requirements FMT_LIM.1/Loader and FMT_LIM.2/Loader are discussed in {8¢¢hRapter 7.3.1.

The policy P.Ctrl_Loader and the objectives O.Ctrl_Auth_Loader and OE.Loader_usage are discussed in the PP
[9] chapter 7.3.2.

Additionally, the objective O.Ad&k OT AOET T ET Al OAAO OEA T AEAAOEOAO Ei b
Cryptographic Library: O.Ctrl_Auth_CCL, O.Prot_Integrity and O.Prot_Confidentiality. These extended
objectives are discussed in this ST in chapter

The additional objectives O.Prot_TSF_Confidentiality is defined in chaateand5.8in this document.

PP[9] chapter 6.1 includes also the definition&$ 0 ; 3$) 8¥W 301 OAA AAOA ET OACOEC(
While the abovementionedsecurity functional requirements rationale of the TOE are defined and described in
PP[9] section 6.31, the additional introduced SFRs are listed and discussed below:

Table 17 Rational for additional SFR in the ST

Objective TOE Security FunctionaRequirements
FCS_COP.1/RSA, # OU D O1 C O A bfer HebsionsR 8730 E T 1
FCS_COP.1/ECDSIx, # OUD OT ¢ O A bfer kebsioivPOX.G& OE T 1
FCS_COP.1/ECBH, # OU D O C O A bfer Eebsionvd0oX.G08 OE T 1
FCS _CKM.1/RSAn,# OUD O1 COA P E Efr véisfo2.a AG3A OA O
_ FCS_CKM.1/ECn, # OUD O1 G O Addaiida far vétsfow2.67 Ad3

O.Add-Functions e V. NP y
FCS_COP.1/RS2n,# OUDPOT COAPEEA 1TWBAMAIOET T Al
FCS_COP.1/ECDSM,# OUDOI COAPEEA TvPOB.GBOET 1
FCS _COP.1/ECBRn,# OUDPOT COAPEEA IvBPOB.GRAOET 1T A
FCS CKM.1/RS2n,# OUDOT COAPEEA EAU2@AGAOAODI
FCS CKM.1/E€n# OUDOT COAPEEA EAURWGAGBAOAOGE

O.PhysManipulation &04;: 4348¥ n30AO0AO 4/ % OAADOOEOU OAO
FDP_ACC.1 Subset access control

O.Mem-Access FDP_ACF.1 Security attribute based acoesstrol
FMT_MSA.3 Static attribute initialisation
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Objective TOE Security FunctionaRequirements

FMT_MSA.1 Management of security attributes
FMT_SMF.1 Specification of Management Functions

O.Malfunction &$0;3%)8X n30i OAA AAOA ET OACOEOU 1]

FCS_RNG.1/TRNGeneration of Random Number§RNG
FCS_RNG.HPRG Generation of Random NumberdHPRG
FCS_RNG.DRNGGeneration of Random Number®RNG
FCS_RNG.1/KsGeneration of Random NumbefKSG

O.RND

FTP_ITC.1 Intef SFtrusted channel
O.Prot_TSF_Confidentiality| FDP_ACC.1/Loader Subset access auriroader
FDP_ACF.1/Loader Security attribute based access coptrohder

FCS CORYVTDESSCLCryptographicoperationz TDES by SCL
FCS_CKM.4IDESSCLCryptographic key destructiopn TDES by SCL

O.TDES
FCS_COP.1/TDESCL Cryptographic operatianTDESby SCP
FCS_CKM.4/TDESCLCryptographic key destruction TDES by SCP
FCS CORVAESSCLCryptographicoperationz AES by SCL

O.AES FCS_CKM.ANESSCLCryptographic key destruction AES by SCL

FCS_COP.1/AESCLCryptographic operatior AES by SCP
FCS_CKMY/AESSCLCryptographic key destruction AES by SCP

The table above gives an overview, how the security functional requirements are combined to meet the security
objectives.

7.4.1.1 Cryptographic Aspects

The justification related to the security objectid@! AAEOET 1T Al 3DAAEAEA -8 ARADOEIDUO
is as follows:

4EA OAAOOEOU ~£O1 ACGETT Al OANOEOAI Al O0f 0Qq (Hthosefn@iong OA D |
to be implemented which are demanded by O.A#dnctions
The ACLibraryz regardless of the version choseimplementsthe SFR$CS_CKM.1/RSAupporting the
generation of RSA keyandthe FCS_CKM.1/E8upporting the generation of EC keyaeeded for these
cryptographic operations.
To sum up, the ACL versions implent the SFRs as follows
0 FCS_COP.1/RSA FCS_COP.1/ECDSAFCS_COP.1/ECPHFCS_CKM.1/RSA and
FCS_CKM/EQ respectively
0 FCS_COP.1/RSA FCS_COP.1/ECDSAFCS_COP.1/ECBH FCS_CKM.1/RS24 and
FCS_CKM/EQ.

T 4EA #)0523%1 #OUDOmeB AdFRFCSCEPACTAYPtogeaphiz I0Beration
CCLTrusted Channelestablishing the trusted channel between two authenticated entites
FCS_CKM.1/CCL Cryptographic key generation, supporting the generation of the keys used for
authentication and confidentiality.

The implementation covers the functional requirements and meets the obje@iv&dd-Functions
The use of the supporting librafyoolbox has no impact on any security functional requirement nor does the use
generate additional requirements.
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All these requirements have to be fulfitl to support OE.Respppl for the SFRs implemented by the
1 SCPFCS_COP.IDES and FCS_COP.1/AES
1 SCLFCS_COP.1/TDESCL and FCS_COP.1/AESLand by the

1 CCLJFCS_COP.1/CCL Cryptographic Operation Tisted ChanneglFCS_CKM.1/CCL Cryptographic
key generation and FCS_CKM.4/CCL Cryptographic key destruction.

Nevertheless, the developer of the SmartdsEmbedded Software must ensure that the additional functions are
used as specified and that théser data of the Composite TQiocessed by these functions are protected as
defined for the application context. These issues are addressed by the speciigtg functional requirements:

1 [FDP_ITC.1 Import of user data of the Composite TOE without security attributes or
FDP_ITC.2 Import of user data of the Composite TOE with security attributes or
FCS_CKM.1 Cryptographic key generation],

1 FCS_CKM.4 Cryptwaphic key destruction

The security functional requirements required to meet the security objectives O-Leadrent, O.PhysProbing,
O.Malfunction, O.PhysManipulation and O.Lealorced define how to implement the specific security
functionality. Howeve, key-dependent functions could be implemented in the Smartcard Embedded Software.

The usage of cryptographic algorithms requires the use of appropriate keys. Otherwise these cryptographic
functions do not provide security. The keys have to be uniqub witery high probability, and must have a
certain cryptographic strength etc. In case of a key import into the TOE (which is usually after TOE delivery) it
has to be ensured that quality and confidentiality are maintained. Keys for DES and AES are ghimyitie
environment. Keys for RSA and EC algorithms can be provided either by the TOE or the environment.

The justification of the security objective and the additional requirements (both for the TOE and its environment)
show that they do not contradidb the rationale already given in the Protection Profile for the assumptions,
policy and threats defined there.

7.4.1.2 Hardwarerelated Aspects

The security functional component Subset TOE security testing (FPT_TST.2) has been newly created (Common
Criteria Part2 extended). This component allows that particular parts of the security mechanisms and functions
provided by the TOE can be tested after TOE Delivery. This security functional component is used instead of the
functional component FPT_TST.1 from Commonté&ia Part 2. For the user it is important to know which

security functions or mechanisms can be tested. The functional component FPT_TST.1 does not mandate to
explicitly specify the security functions being tested. In addition, FPT_TST.1 requires vienifichthe integrity

of TSF data and stored TSF executable code which might violate the security policy.

The tested security enforcing functions are SF_DPM Device Phase Management, SF_CS Cryptographic Support
and SF_PMA Protection against modifying attack

4EA EOOOEAEAEAAOQEIT OAI AGAA O OEA OAAOOERMYWS | AEAAOEOD.
Manipulatonqd6 EO AO &I 111 x0¢q

The security functional requirement FPT_TST.2 will detect attempts to conduce a physical manipulation on the
monitoring functions of the TOE. The objective of FPT_TST.2 is O:-Rtaygpulation. The physical manipulation

will be tried to overcome security éorcing functions.

4EAR OAAOOEOU ££EOT AGEITT Al OANOEOATI AT O O30A0AO AAAAOGO
011 EAU j3&0Qq O-AiT OU ' ARAGO #11001T1 o711 EAU6 AQAAODI
access control as requileoy O.MemAccess. The related TOE security functional requirements FDP_ACC.1,
FDP_ACF.1, FMT_MSA.3, FMT_MSA.1 and FMT_SMF.1 cover this security objective. The implementation of
these functional requirements is represented by the dedicated privilege Evatept.
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The justification of the security objective and the additional requirements show that they do not contradict to

the rationale already given in the Protection Profile for the assumptions, policy and threats defined there.
Moreover, these additioal security functional requirements cover the requirementghiy PP[9] user data of

the Composite TOprotection of chapter 2.5 claim 35 and 3@hich are not refined by thEP[9].

Nevertheless, the developer of the Smartcard Embedded Software mustrerthat the additional functions are

used as specified and that théser data of the Composite TQEocessed by these functions are protected as

defined for the application context. The TOE only provides the tool to implement the policy defined in the

context of the application.

4EA EOOOEAEZEAAOEIT OAI AGAA O OEA OAAOOEOU 1T AEAAOQEO.
il 8-Al £601 AGET 16 EO AO Al 111 x04

4EA OAAOOEOU £EO1 AGET T Al OANOEOAIT Al O q@ras@he impldmerfiafich A E |
of an Error Detection (EDC) algorithm which detects integrity errors of the data stored in all memories. By this

the malfunction of the TOE using corrupt data is prevented. Therefore FDP_SDI.1 is suitable to meet the security
objective.

4EA OAAOOEOU ££EOT AGEITT Al OANOEOAI AT O 0301 OAA AAOA EI
implementation of an integrity observation and correction which is implemented by the Error Detection (EDC)

and Error Correction (ECC) meassirghe EDC is present throughout all memories of the TOE while the ECC is
realizedinthed / , ) $ &, ! 3Thése meésures detect and inform about one and more bit errors. In case
ofthe3/ , ) $ &, ! A bitlerrors®f-the data are corrected automaticalljpe ECC mechanism protects

the TOE from the use of corrupt datalherefore FDP_SDI.2 is suitable to meet the security obje@iwhys
Manipulation

The presence of true random numbers is the security goal 4 (SG4) which is formalized in the objdRNEZ O

Random Numbers. This objective must be covered by fulfilment of the security functional requirement
FCS_RNG. This is defined in the PP [9] chapter 5.1. The requirement implements a quality metric which is definec
by national regulations. The implem#ésd random number generation ful the definitions of A31 [13] in the

quality classes as outlined in chapfed.1.1 Therefore the SFR FCS_RNG and the objedD.RND are covered.

The CC part 2 defines the component FIA_SOS.2, which is similar to FCS_RNG.1, as follows:
FIA_SOS.2 TSF Generation of secrets

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_S0OS.2.1 The TSF shall provide a mechanism to generate secrets that meet [assignanent:
defined quality metr]c

FIA_S0OS.2.2 The TSF shall be able to enforce the use of TSF generated secrets for [assignm
list of TSF functiohs
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7.4.1.3 Flash Loaderrelated Aspects

The justification related to th&lash Loadesecurity objective areas follows Note that the following objectives

and relatedrationalesapply only at TOE products coming with activated Flash Loader enabled for software or
data download by the user. bther cases the Flash Loader is not available anymore and the user data download
is completed. Depending on the capabilities of the user software these security functional requirements may
then reoccur as subject of the composite TOE.

The Flash Loadeaelated objectives are:

The objective O.Authentication requires the presence of an authentication mechanism proving the identity of a
given security IC to an external entity. This objective is covered by the functional requirement FIA_API
Authentication Roof of Identity. The Flash Loader implements this functionality and outputs identification data
to external requesting entity. The user guidance describes in more detail how this authentication request is
applied and conducted by the external entis te functional requirements are met by the Flash Loader the
objective is covered.

The objective O.Cap_Avail_Loader requires limited capabilities of the Loader functionality and irreversible
termination of the Loader. First, this is covered by the functiomauirement FMT_LIM.1/Loader which

implements protection against data manipulation and disclosure by unauthorized users after permanent
deactivation of the Flash Loader. Second, the functional requirement FMT_LIM.2/Loader limits the Flash Loader
availablity after the download has been finished by the user. The Flash Loader provides a final locking command
which irreversibly terminates the Flash Loader availability. This command execution must be applied after user
has finalized his download. As the fuiatal requirements are met by the Flash Loader the objective is covered.

The objectives O.Ctrl_Auth_Loadeand O.Prot_TSF_Confidentialitngquire that a trusted communication
channel with an authorized user, a confidentiality protection during the dowdlaad authentication of the user
data and access control for the usage of the Loader functionality are provided by the Loader.

Without successfully passing the authentication functionality of the Flash Loader no usage of the Flash Loader is
possible. Paseg the authentication successfully assigns also a user role to the current user.

The Flash Loader implements mutual authentication functionality and if successfully passing this mutual
authentication, the TOE and the external user are established assiusntities. Furthermore, the Flash Loader
enforces the exchange of the download key by the user which provides clear separation from the hardware
vendor and preserves confidentiality of the user data download. In addition, the Flash Loader preserves the
integrity of the downloaded data against for example induced errors by hashing functionality.

As the functional requirements are met by the Flash Loader the objective is covered.

Note regarding the Flash Loader:

Thealgorithm strength of the Flash Loaddras not been cryptographianalyticallyevaluated by the BSas
Infineon has implemented a proprietapxtension

End of note.
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7.4.1.4  TheDependencies of Security Functional Requirements

The dependeniesof the security functional requirements are defined and described if9Bection 6.3.2with
FDP_SDI.2and with regard to the Flash Loader relatsélcurity functional requirementghe description is given
at the individual package chapters 7.2.3, 7.3.1 and 7.3.2.

FDP_ITT.1 FDP_IFC.1 FPT_ITT.1 FPT_PHP.3 FPT_FLS.1

FRU_FLT.2 FMT_LIM.1 FMT_LIM.2 FCS_RNG.1 FAU_SAS.1

FDP_SDI.2 FDP_SDC.1 FMT_LIM.1/Loader| FMT_LIM.2/Loader| FDP_ACC.1/Loade
FDP_ACF.1/Loade|

The security functional requirements FIA_APandFTP_ITC.bave nodependencies

The security functional requirements FIA_ARPFMT_LIM.1/Loader, FMT_LIM.2/Loader, FTP_ITEDP,_UCT.1,
FDP_UIT.1, FDP_AC@.déaderand FDP_ACFloaderapply only at TOE products which are delivered with
activated Flash Loader.

Further dependencies of security functional requirements are given in following table:

Table 18  Dependency for cryptographic operation requirement

Security Functional Fulfilled by Security
Requirement Dependencies Requirements

FCS_COP.1/RSA FDP_ITC.1 dfDP_ITC.Zif not FCS_CKM.1) Yes, see comment 2
(by ACL-1) FCS_CKM.4 Yes, see comment 2
FCS_CKM.1/RSA FCS_CKM.2 or FCS_COP.1 Yes
(by ACL-1) FCS_CKM.4 Yes, see comment 2
FCS_COP.1/ECDSA [FDP_ITC.1 dfDP_ITC.?r FCS_CKM1] Yes, see commeri
(by ACL-1) FCS_CKM.4 Yes, see commerf
FCS_CKM.1/EC FCS_CKM.2 or FCS_COP.1 Yes
(by ACL-1) FCS_CKM.4 Yes, see commerf
FCS_COP.1/ECBH [FDP_ITC.1 dfDP_ITC.?r FCS_CKM1] Yes, see commeri2
(by ACL-1) FCS_CKM.4 Yes, see commerf
FCS COP.1/RSA FDP_ITC.1 dfDP_ITC.Zif not FCS_CKM.1) Yes, see comment 2
(by ACL:-2) FCS_CKM.4 Yes, see comment 2
FCS_CKM.1/RSA FCS_CKM.2 or FCS_COP.1 Yes
(by ACL:-2) FCS_CKM.4 Yes, seeomment 2
FCS_COP.1/ECDSA [FDP_ITC.1 dfDP_ITC.®r FCS_CKM1] Yes, see commeri
(by ACL:-2) FCS_CKM.4 Yes, see commerf
FCS_CKM.1/E€ FCS_CKM.2 or FCS_COP.1 Yes
(by ACL:-2) FCS_CKM.4 Yes, see commer2
FCS_COP.1/ECBH# [FDP_ITC.1 dfDP_ITC.2r FCS_CKM1] Yes, see commer2
(by ACL:-2) FCS_CKM.4 Yes, see commer2
FCS_COP.1/TDES [FDP_ITC.1 dfDP_ITC.?r FCS_CKM1] Yes, see commer2
(by SCP) FCS_CKM.4 Yes, see commerf
FCS_CKM.4/TDES [FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1] Yes, see commer
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Security Functional Fulfilled by Security
Requirement Dependencies Requirements

(by SCP)
FCS _COP.1/AES [FDP_ITC.1 dfDP_ITC.2r FCS_CKM1] Yes, see commer
(by SCP) FCS_CKM.4 Yes, see commer2
FCS _CKM.4/AES [FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1] Yes, see commeri
(by (SCP)
FCS _COP.1/TDESCL [FDP_ITC.1 dfDP_ITC.2r FCS_CKM1] Yes, see commer
(by SCL) FCS_CKM.4 Yes, see commer2
FCS_CKM.4IDESSCL [FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1] Yes, see commeri
(by (SCL)
FCS_COP.AESSCL [FDP_ITC.1 dfDP_ITC.?r FCS_CKM1] Yes, see commerit
(by SCL) FCS_CKM.4 Yes, see commer2
FCS CKM.4IDESSCL [FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1] Yes, see commeri
(by (SCL)
FCSCOP.1CCL [FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1] Yes, see comment 4
i AU #) 0523 %1 #FCS CKM.4
FCS CKM.OCL None Yes, see comment 4
(by#) 0523 %1 #, Qq
FCS CKM.€CL FCS_CKM.1 Yes, see comment 4
i AU #) 0523 %1 #
FPT TST.2 No dependencies Yes
FDP_ACC.1 FDP_ACF.1 Yes
FDP_ACF.1 FMT_MSA.3 Yes

FDP_ACC.1 Yes
FMT_MSA.3 FMT_MSA.1 Yes

FMT_SMR.1 Not required, see comment 1
FMT_MSA.1 FDP_ACC.1 or FDP_IFC.1 Yes

FMT_SMR.1 Not required

FMT_SMF.1 Yes
FMT_SMF.1 None N/A
FDP_SDI.1 None N/A
FMT_LIM.1/Loader FMT_LIM.2/Loader Yes
FMT_LIM.2/Loader FMT_LIM.1/Loader Yes
FTP_ITC.1 None Yes, see comment 3
FDP_UCT.1 [FPT_ITC.1 or FTP_TRP.1] Yes

[FDP_ACC.1 or FDP_IFC.1] Yes
FDP_UIT.1 [FPT_ITC.1 or FTP_TRP.1] Yes

[FDP_ACC.1 or FDP_IFC.1] Yes
FDP_ACQ/Loader FDP_ACF.1/Loader Yes
FDP_ACF.1/Loader FMT_MSA.3 Yes, see comment 3
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Security Functional Fulfilled by Security
Requirement Dependencies Requirements
FDP_ACQ/Loader Yes, see comment 3
Comment 1.

Thedependency FMT_SMR.1 introduced by the two components FMT_MSA.1 and FMT_MSA.3 is considered to
be satisfied because the access control specified for the intended TOE is ndiaseel but enforced for each

subject. Therefore, there is no need to identifles in form of a security functioneéquirement FMT_SMR.1.

End of comment.

Comment 2:

These requirements all address the appropriate management of cryptographic keys used by the specified
cryptographic function and are not part of the PH. Most reqirements concerning key management shall be
fulfilled by the environment since the Smartcard Embedded Software is designed for a specific application
context and uses the cryptographic functiopsovided by the TOE.

For the security functional requiremeCS_COP.1/TDES and FCS_COP.1lilg®emented by the SCP and for
the FCS_COP.1/TDESCLand FCS_COP.1/AEXCLimplemented by the SClthe respective dependencies
FCS CKM.1, FCS_CKM.4 and FDP_ITC.1 or FDP_ITC.2 have to be fulfilled by the envirecamenthe TOE
does not provide the accompanying functionality; i.e. delete, generate and import. KEystmeansthat the
environment shall meet the requirements FCS_CKM.4 as defin€@bimmon Criteria Part PL1], section 10.1 and
shall meetat least one othe requirementsFCS_CKM.EDP_ITC.1 or FDP_ITC.2 as define€dammon Criteria
Part 2[11], section10.1 andL1.7.

The cryptographic key destructiotan be done by overwriting the key register interfaces or by software reset of
the SCP which provides imediate zeroing of all SCP key registePease refer also to the application notes 41
and 42 in the PI9].

These requirements all address the appropriate management of cryptographic keys used by the specified
cryptographic function and are not part tfe PP P]. Most requirements concerning key management shall be
fulfilled by the environment since the Smartcard Embedded Software is designed for a specific application
context and uses the cryptographic functions provided by the TOE.

For the securityunctional requiremens FCS_COP.1/RSAFCS_COP.1/RSA FCS_COP.1/ECDSA
FCS_COP.1/ECDSAFCS_COP.1/ECBtand FCS_COP.1/ECBHhe respective dependency FCS_CKM.1

and FCS_CKM:2 has to be fulfilled by the TOE with the security functional requieetFCS_CKM.1/RSKfor
FCS_COP.1/RSB, FCS_CKM.1/RSA(for FCS_COP.1/R&),FCS_CKM.1/EC(for FCS_COP.1/ECDSANnd
FCS_COP.1/ECBtjand FCS_CKM.1/EEZ(for FCS_COP.1/ECD2And FCS_COP.1/ECE2has defined in

section 7.1.4.

The respective deperehcy FCS_CKMdregardless of the version chosehas to be fulfilled by the

environment because the TOE does not provide the functionality to delete keys. That mean, that the
environment shall meet the requirement FCS_CKM.4 as definé&bmmon CriteridPart 2[1]], section 10.1.
Additionally, the requirement FCS_CKM.1 can be fulfilled by the environment as defir@édrmmon Criteria

Part 2[11], section 10.1.

For the security functional requirement FCS_CKM.1/RSECS_CKM.1/RSAFCS_CKM.1/EC and
FCS_CKM.1/E€the respective dependency FCS_CORSA1 respectively FCS_COP.1/R3# fulfilled by the
TOE.

Again, he respective dependency FCS_CKM.4 has to be fulfilled by the environment because the TOE does not
provide this functionality. That mearthat the environment shall meet the requirement FCS_CKM.4 as defined in
Common Criteria Part PL]], section 10.1.

The cryptographic librarieRSA, EC and the Toolbox library are delivery optisagardless of the version
chosen Therefore the TOE magome with free combinations of or even without these libraries. In the case of
coming without one or any combination of the cryptographic libraries RSA and EC, the TOE does not provide the
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Additional Specific Security Functionality RiveShamirAdleman Qyptography (RSA) and/or Elliptic Curve
Cryptography (EC). The Toolbox is no cryptographic library and provides no additional specific security
functionality.

The IT environment has to fulfill the requirements of this section depending if the TOE coittresrwvithout
althe librarylies.

End of comment.

Comment 3:

The interTSF trusted channel SFR FTP_ITC.1 has no dependencymodided as main purpose by the Flash
Loader. The Flash Loadprovides a distinct and independent communication channehwiuthenticated end
points and protection from modification or disclosure.

The dependency FMT_MSA.3 introduced by the comporedP_ACF.1/Loadés considered to be not required,
because the security attributes enforcing the Loader SFP are fixed by ttmah@facturer and no new objects
under the control of the Loader SFP are created. Claim 371 of PP [9] applies.

End of comment.

Comment 4:

Thesecurity of thecryptographicfunctionsFCS_CKM.OCL FCS_CKM.@CLand FCSCOP.1CClLreliesonthe
OAAOOA OOA 1 A& Thigneans )hdltits 2s3edtial ort uset, sidleat the common secret is generated
and stored in an appropriate way and that integrity and confidentiality of this user secret is maintained. These
preconditions are treated in 81 PP [9] section 3.1 claims 67 and 68.

The key destruction FCS_CKMXZLapplies only for the keys generated during and for a session and not for the
common secret.

End of comment.

7.4.2 Rationale of the Assurance Requirements

The chosen assurandevel EAI6 isaugmentation with the requirementsoming fromALC FLR.1In Tablel7

the different assurance levels are shown as well as the augmentations. The augmentations are in compliance
with the Protection Profild9].

An assurance level EAlith the augmentaticns ALCFLR.lisrequired for this type of TOE since it is intended

to defend againshighly sophisticated attackswithout protective environmenbver a targeted long life time
Thereby, the TOE must withstand attackers with high attack potential, which is achieved by fulfilling the
assurance clasdVA_VAN.5.

In order to provide a meaningful level of assuraaoéthat the TOE provides an adequate level of deden

against suchhigh potentialattacks, the evaluators have access to all information regarding the TOE including

the TSF internals, the low level design and source code including the testing of the modular design. Additionally
OEA 1 AT AAOT OU OAAET EAAIE AIOOAIAKT O 1 @ fBEDiaEhA 1akdifds 8ohsis O O A
for the vulnerability analysis of the TOE.

Due to the targeted long life time of the Infineon Technologies produatspmprehensive flaw remediation

process and databass in place to raintain the TOE also in futur&keported flaws of any kind, meaning

regardless whether the flaws reported have a more directed towards quality, functional or security, are tracked
by a dedicated databasand related processes

And more, in order to contimously improve also future products reported flaws are analyzed whether they could
affect also future products. Due to its overall importance for future development, the assurance class ALC_FLR.1
is included in this certification process.

This evaluation ssurance package was selected to permit a developeriggimaximum assurance from positive
security engineering based on good commercial practiagsvell as the assurance that the TOE is maintained
during its targeted life time. The evaluation assuramaekage follows the EAL6 assurance classes as given in
Common Criteria Part R2].
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7.4.2.1 ALC_FLR.1 Basic Flaw Remediation

Flaws of any kind are entered into a dedicated database with related processes to solve those.

At the point in time where a flaw is &ared, t is automatically logged who entered a flaw and who is responsible
for solving it.In addition, it is also documented if, when and how an individual flaw has been solved.

Flaws are prioritized and assigned to a responsibility.

The assurance clagd. C_FLR.1 has no dependencies.

0.51
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8 TOE Summary Specification (ASE_TSS)

The product overview is given in secti@drl. In the following the Security Features are described and the relation
to the security functional requirements is shown.
The TOE is equipped thifollowing Security Features to meet the security functional requirements:

1 SF_DPM Device Phase Management

1 SF_PS Protection against Snooping

1 SF_PMA Protection against Modification Attacks

1 SF_PLA Protection against Logical Attacks
T SF_CS Cryptographt Support

The following description of the Security Features is a complete representation of the TSF.

8.1 SF_DPM: Device Phase Management

The life cycle of the TOE is splip in several phase€hip development and productiordveringphases 2, 3and
4) andthe final use (phase 4 ). Thisis a rough spliup from TOE point of view. These phases are implemented
in the TOE as test mode (phase 3) and user mode (ph&3e 4

In addition chip identification modsare implemented bein@ctive in allTOE lifecyclephases. The chip
identification data (O.ldentification) is stored in a in the not changealnd access protectedonfiguration page
areal £ OEA 3/ ,) $.In&hge saB¢ drea further TOE configuration data is stored. In addition, user
initialization data can be storedinthg@/ , ) $ &, ! 8lyrifig the Broduction phase as well. During this first
data programming, the TOE is still in the secure environment and in Test Mode.

AEA AT OAOAA OAAOOEOU £01 AMiditstordy® SOANOEOAT AT O EO &! 5
During startup of the TOE the decision for one of the various operation modes is takéependency of the
correspondingphase identifiers. The decision of accessing a certain mode is defined as phase entry prasction
defined conditions have to be eh. The phases follow also a defined diwlv protected sequence. The sequence

of the phases is proteetl by means of authentication.

The covered security functional requirements are FMT_L&M.1ET EOA A & PMTAIEM.B OERBO A A
AOAEI AAEI EOQUO

During the production phase (phase 3 and 4) or after the delivery taslee(phase 5 or phase 6), the TOE
provides the possibility to downloaaind finalize the user data. Using the download functionatityhe Flash
Loaderrequires passing swccessful athentication process and key exchangeThe key exchange ensures that
only the user defines thencryption keywhich is used during the downloatf the conditions are metuser code

and datacan be flasheéhtothe3 / , ) $ &, ! &redlas spécified lihe associated control information of
the Flash Loadesoftware.The download into the chip is done in an encrypted way only

The usage of the Flash Loadsronly possible after a succesgfulitual authentication processf the external

entity and the TOE itself

In case the user has ordered TOE derivatives without Flash Loader, the software download by the user (phase 5
or phase 6) is disabled and all user data of the CompositehE®@Been flashedn the TOE at Infinem premises.

In both caseslte integrity of the loaded data is checked withashingprocess The data to be loadets
transferredalwaysin encrypted form.

After finalizingthe load operatiorand prior delivery to the endser, the Flash Loadeshallbe permanently
deactivated The permanent deactivation iamed lockingand is a user obligation documented in the user
guidance Thislocking removes any possibility to use or reactivate the Flash Loadeprovides a clear

separation between the firmwarglomainz regardless of the version in usand the user software domain
regarding downloadsSoftware updates after delivery to the end user are exclusively in the responsibility of the
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user software.

The covered security functional requiremesste FMT LI X7, | AAAO O, Ei EOAA /LoD AAE] |
O, Ei avdidoifityloaded B) ! ; ' 0) 8 X O! OOEAT OEAAQEIT 1 -TsPiruste® 1 £ ) AA
AEAT T Al 6 h &$ GataexehayX codideAtifiyh & $ 0dDafa)extliaige integrity,

FDP ACC.1lloader(Bubsetaccess contrat, | A A A &BP_AJF.A/LoadéBecurity attribute based access
controlz, T AAAO®G

These Flash Loader relateskcurity functional requiremerstapply only at TOE products coming with activated

Flash Loader enabled farser data download by the user. In other cases the Flash Loader is not available

anymore and the user data download is completed.

During operation within aelected life cycl@hase the accesses to memories are granted by the MMU controlled

access rightand related privilege level The TOE operates always in a dedicated life cycle phase.

The covered security functional requirements are FDP_ACRIOA OA O A A AKBROACFABRAOODEOU
AC (o)¢}

s A A A L A ~ooA 2 2 oz oA~ A

In addition, during each staip of the TOE the address rangézlonging memory keyand access rights are
initialized by theBOSwith predefined values. The covered security functional requirement is FMT_MS#afic
attribute inittA1 EUAQOET 1 6

The TOE clearly defines access rights and privilege levels in conjunction with the appropriate key management in
dependency of the firmware regardless of the version in user software to be executed. By this clearly

defined management fuations are implemented, enforced by the MMU, and the covered security functional
requirement is FMT_SMFA3 PAAEAEAAOQET T 1T £.- AT ACAI AT O &O1 AOGET T 06

During the testing phase in production within the secure environment the e@tife, ) $ &, ! (1 . 6 -
deleted. The covered security functional requirement is FPT_PHPBA OEOOAT AA O PDPEUOEAAI
Each operation phase is protected by means of authentication and encryption. The covered security functional
requirements are FDP_ITTA" AOEA E1 OA AIANBAMFSA IMOOEALOOBBAOTEY OAOT A1 43
POl OAAQEI T o

8.1.1 Listing of SFRs implemented by6F DPMDevice Phase Management

Table 19  Security Functional Requirements covered b$gF DPM Device Phase Management
1. FAU_SAS.Audit storage

FMT_LIM.Limited Capabilies
FMT_LIM.2Z.imited availability
FDP_ACC.ISubset access control
FDP_ACF.8ecurity attribute based access control
FMT_MSA.Management of security attributes
FMT_MSA.Static attributeinitialization
FMT_SMF.Bpecification of Management Functions
FPT_PHP.Resistance to physical attack

. FDP_ITT.Basic internal transfer protection

. FPT_ITT.Basic internal TSF data transfer protection

. FMT_LIM.1/Loadekimited capabilities

. FMT_LIM.2LoaderLimited availability-Loader

. FIA_APIl.JAuthentication Proof ofdentity

. FTP_ITC.Inter-TSF trusted channel

16. FDP_UCT.Bast data exchange confidentiality

© 0N kWD
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17. FDP_UIT.Data exchange integrity

18. FDP_ACC.$ubset access control

19. FDP_ACC.1/Load&ubsetaccess contraf Loader

20. FDP_ACF.1/Load&ecurity attribute based accessmnol z Loader

8.2 SF_PS: Protection against Snooping

Memories

All contents of all memories of the TOE are encrypted on chip to protect against data analysis on stored data as
well as on internally transmitted data. There is no plain data on the ahibtheencryption of the memories

AT OAO Al 01 OEA OO1 OAA AOOTI O AAOAAOGEIT OAlI OAOGHh AT A
correction values. Induced errors will lead with very high probability to an encryption and/or decryption fail in the
MED ando the appropriate action.
yl Al 1T OOAOGO 61 OEA 1 ETAAO OEOOOAT AAAOAOGO OAT CAh O
mapped to different physical address ranges and controlled by the MMU. Thus the data is continuously

protected during transfe and storage by encryption and the mapping meanshefaddressranges. On top this,

the address scrambling provides a completely user transparentictdjwidual physical memory layout of the

3/,)% &,!3(1 .6-8 "U OEAO AOGAT EIT OEA O11EEA AOAT O
equal MMU settings andqual MMU mappingfinding an equalpiece of dataz for example a previously
identified target-AO OEA ANOAI PDPEUOEAAI 11 AAOQGEI 1 Elext@ely 3/ ,) $

unlikely and from attackers perspectivet practical. Thisddress scrablingis entirely independent from the

user software and the MMU.

MED

The encryption of the memories is performed by the MED with a proprietary cryptographic algorithm and with a
complex and dynamic key management providing protection against cryptog@phalysis attacksThis

ET Al OAAO Al 01 OEA bPi OOEAEI EOU 1 £ Theod@keArEnaididgistatE AUO
over the product life cycle is the specific ROM k&hangingin case of anaskchange onlyThe few keys which

have to bestored on the chip, for example the user chosen key and the chip specific ROM key, are protected
against read outNote that the ROM contains the firmwayréut exclusively only one of the two alternative

versionsand no user data of the Composite TOE.

information flow controb FPT ITT.D" AOEA ET OAOT Al 43 &FDRATOD" AOEBROEROAD
OOAT O&EAO DPOT OAA O KIEGESE 0040 AgD A308OXAN0 A& 4 B 14D G0 0B 3 @IOALHA o6
AT 1T ZEAAT OEAIT EOQUO

Peripheral Bus

In addition the data transferred over the memory bus to and froradjbéctional encryption) the CPU, €o

processos, the special SFRs asédlectedperipheral devices connected to the peripheral laws encrypted
automatically with a dynami&ey change.

The covered security functional requirements are FPT_PI@R3A OE OOAT AA O IFDPDIEQKBUBSEA T A
information flow controb FPT ITT.D"QE A ET OAOT Al 43 & ,ABROIAT.CD'OAMOD EDMEARDN B®AOD
OOAT OEZAO DPOI OAAOCETT AT A &04; &,38X O&AEI OOA xEOE bDO.
CPU

The TOE computes and handles data even in the core only encrypted respectively masked. At no tirdatplain

is processed except when communicating to the outer world. By this plain data is only available at the interface
modules. The duaCPU computsentirely masked More information is givem the confidential Security Target

[8]. ) )
The covered secui functional requirements are FPT_PHO2 AOEOOAT AA QOIFDPDIEGKBUBSRA | A

information flow contro, FPT_ITT.D" AOEA ET OAOT Al 43 &FDRATOH" AOERAOEROAD

OO0AT OEAO POI OAAGET 1T AT A &04; &, 38X O&AEI OOA xEOE DO,
SCPCache
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The symmetric cryptographic eprocessol(SCPJsalsoentirely masked The Cachebeing in ongoing use during
coreoperation isalsoentirely encryptel. More information is given in the confidential Security Target [B)e
encryption covers the data processing policy and FDP_IBGIOA OA O E1 &£l Oi Atebvered&El 1 x A
security functional requirements are FPT_PHP.3, FDP_JFETL ITT.1 and FDPTT.1.

MMU

In addition to their protection during processing of code and d#étair storageinthe8 / , ) $ &, ! (1 . 6
protectedwith a further mean tooEven if users operate with direct and static addressing for storing their

secrets, the addressesanlways translated to virtual addressédore information is given in the confidential

Security Target [8]. _

internal TSF data transfer protettil BOP_ITT.D" AOEA ET OAOT Aland@OAT GERB Xb DikB A
xEOE DPOAOAOOAOETT 1T /&£ OAAOOA OOAOASG

Proprietary CPU

A proprietarydual CPU implementation with a nepublic bus protocol renders analysis very complicated and

time consuming. Besidethe proprietary structures also the internal timing behavior is proprietary and by this
aggravating significantly the analysis in addition. Important parts of the chip are especially designed to counter
leakage or side channel attacks like DPA/SPA or ENEMA. Therefore, even the physical data gaining is

difficult to perform, since timing and current consumption is almost independent of the dynamically encrypted,
respectively masked and/or randomized data.

Important parts of the chip are especially desighto counter leakage or side channel attacks like DPA/SPA or
EMA/DEMA. Therefore, evdadentifying and collectingphysical data is difficult to perfornsince timing and

current consumptiorarealmostindependent of the processed datas those are proteed by a bunch of other

internal protecting means

Synthesis

In the design a number of components are automatically synthesized and mixed ugguigt and complicate
analysis4 EA AT OAOAA OAAOOEOU AOI1 A ésistaricéitd phySlIN O£ OBA AE ©8 E O
Secure Wiringfishield

A further protective design method used is secure wiring. All security critical wires have been identified and
protected by special routing measures against probing. Additionally, artificial shield lines are implermemded

mixed up with normal signal lines required for chip operati@mdering probing attacks with high feasibility to

The covered security functional requiremed © AOA &04; 0(08Q O2AO0EOOAT AA O
ET OAOT Al 43& AAOA OOAT OEZAO DPOIT OAAOETT o6 AT A &$0;) 44
FSE

A low system frequency sensor FSE is implemented to prevent the TOE from single steppirsgnsbeis

tested by the user mode security life control UMSLC.

The covered security functional requirements are FPT_PAR3A OE OOAT AA Odnd PPE BIGRA AT A
O&AE]I OOA xEOE DOAOAOOGAOGEIT 1T &£ OAAOOA OOAOAOG

8.2.1 The SF_S Protection against Snooping

Table 20  Secuiity Functional Requirements covered bySF_PLA Protection againsSnooping
1. FPT_PHP.Resistance to physical attack

2. FDP_SDC.1 Stored data confidentiality
3. FDP_IFC.Bubset information flow control
4. FPT_ITT.Basic internal TSF data transfer protection
5. FDP_ITT1Resistance to physical attack
6. FPT_FLS.FEailure with preservation of secure state
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8.3 SF_PMA: Protection against Modifying Attacks

First of all we can say that all security mechanisms effective against sno8§pingSapply also here since a
reasonable modification of data is almost impossible on dynamically encrypted, masked, scrambled,
transparently relocated, randomized and topologically protected hardware. Due to this the covered security
functional requirements & FPT_PHP.¥FDP_SDQ.,FDP_IFC,FFPT_ITT.1, FDP_ITT.1 and FPT_FLS.1.

The TOE is equipped with an error detection code (EDC) which covers the memory system of RAM, ROM and
3/,)% &, ! andinclude also the ME&hd MMU.Thus introduced failuresouldbe detectedand the
appropriate action is takennlterms of single biterrorsintt®/ , ) $ &, ! 3(1 .6-h OEA A0O
automatically corrected. This contributes DP_SDI.5tored data integrity monitoring and actioand

FRU_FLT.2 Limited fault toleranck order to prevent accidental bit faults during production in the R&NEDC

value is calculatednd stored as well. This contributesk®P_SDI.S5tored data integrity monitoring

The error detection and partly carction means protect against physical and provide the appropriate reaction in
terms of induced errors and faultShe covered security functional requirements are FRU_FILThdited fault

tolerance FPT_PHP.Resistance to physical attackDP_SDI.$tored data integrity monitoringand FDP_SDI.2
Stored data integrity monitoring and action

The Cache integrity is protected by a different method as the other memories and provides also error detection
and appropriate reaction in case of induced errdnsiscontributes toFDP_SDI.5tored data integrity
monitoring and action

The TOE is protected against fault and modifying attacks. The core provides the functionality of double
computing and result comparison of all tasks to detect incorrect calculations.dEtection of an incorrect
calculation is stored and the TOE enters a defined secure state which causes the chip internal reset process.
The implementation othe dual CPleomputing on the same data is by this one of the most important security
featuresof this platform. Asalsothe results of both CPU partre compared at the end, a fault induction of
modifying attacks would have to be done on both CaJts at the correct place with the correct timiglespite

all other countermeasures like dynamicasking, encryption and other3.hecomparison and the register files

are also protected by various measur&he covered security functional requirements &RT_FLS.Failure with
preservation of secure stat&PT_PHP.Resistance to physical attackPT ITT.1Basic internal TSF data transfer
protection andFDP_ITT.Basic internal transfer protection.

During start up, thdBOSperforms various configurations and subsystem tests. After B@Shas finished, the
operating system or application can call tRéMS functiorliUser Mode Security Life Control (UMSLC) té&ghis
function provideghe testing ofthe security features enabled to generate an alaamdcan be released actively
by the user software during normal chip operatiany time.Attempts to modifythe security features will be
detected from thistest and lead to the appropriate reactionh@ covered security functional requirement is
FPT_TST.Bubset TOE security testing

In the case that a physical manipulation or a physical probing attack ectiat,for example by the intelligent
intrinsic shield @), the processing of the TOE is immediately stopped and the TOE enters a secure state called
security resetThe f shield is also part of the UmSLThe covered security functional requirements &ailure

with preservation of secure state, FPT_FLS.1 Failure with preservation of securedFRate?HP.Resistance to
physical attackand FPT_TST.3ubset TOE security testing

As physical effects or manipulative attacks may also address the progoawofl the user software, a watchdog

timer and a check point register are implemented. These features allow the user to check the correct processing
time and the integrity of the program flow of the user software.

Another measure against modifying and parbation respectively differential fault attacks (DFA) is the
implementation of backward calculation in the SCP. By this induced errors are discovered.

The covered security functional requirements are FPT_FESillire with preservation of secure stat®P_IFC.1
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;

Subset information flow controIFPT_ITT.Basic internal TSF data transfer protectidfDP_ITT.Basic internal
transfer protectionand FPT_PHP Resistance to physical attack

All communication via the busses is in addition protected by a nowait hardware handshake. If the handshake
was nhot successful an alarm is generated.

The covered security functional requirements are FPT_FESillire with preservation of secure staad
FPT_PHP.Resistance to physical attack

The virtual memonsystem and privilege level model are enforced by the MMU. This controls the access rights
throughout the TOE. There is a clear differentiation within the defined privilege ledeldresses and privilege
level must match and induced errors and/or manipidatlead to appropriate error message and actidhe

covered security functional requiremengse FDP_ACC.1 Subset access control, FDP_ACF.1 Security attribute
based access control, FMT_MSA.1 Management of security attributes, FMT_MSA.3 Static attribalieation

and FMT_SMF.1 Specification of Management Functions.

All the measures of controlling the access rights, checking the integrity of data and code, the coverage of the
integrity protecting values by means of encryption, the continuously mastadulation and operation stands

for the Integrity Guard. The implemented measusrinteract like a garing mechanism and by that an induced
error will be discoveed with very high feasibility followed by the appropriate reaction. While single bit faultg ma
be corrected automatically, other faults which cannot be corrected lead to an alarm, and in case of security
critical detections a security alarm and reset is generated. The covered security functional requirement is
FPT_FLS.1 Failure with preservatidinsecure state.

If the hardware support library HSL comes with the TOE #redLow LevelDriver and/or the IrFPlaceUpdate

and /or the Incremental Writkunctionality areused in certain configurations as outlined in thersionspecific
user guidance dagament HSL[15, the TOE behavior is protected against sudden power off eventsitand
behavior igearing safe.

The SFREPT_FLS.1 Failure with preservation of secure statk FPT _PHP.3 Resistance to physical attacks are
covered for the Low Level DrivandIn-Place Update forboth HSL versioav02.01.6634ndv01.22.4346

In this casetearing safe implements an atomicity in the concerned operations resulting that if the process of
x OEOET ¢ O1T OEA 3interrupted I8y an a8c{déntal.obintentiéral power loss or resiee SOLID
&, ! 3 ('l datebwill be either the original dator will be in the new data he interruptionpossibly involes
some recovery steps that have to be taken before the data is accessed. After successful completion of the
concerned operations the relevant dasae always in a defined statu$.errors aredetected during the
processing &ecure state is entered.

The covered security functional requiremenareFPT_FLS.1 Failure with preservation of secure stk
FPT_PHP.3 Resistance to physical attacks

8.3.1 The Listing of SFRs implemented by SF_PMA Protection against
Modifying Attacks

Table 21 Security Functional Requirements covered bF_RMA Protection againstModifying Attacks
1. FPT_PHP.Resistance to physical attack

FDP_IFC.8ubset information flow control

FPT_ITT.Basic internal TSF data transfer peation

FDP_ITT.1Basic internal transfer protection

FMT_MSA.Management of security attributes

FMT_MSA . Btatic attribute initialization

7. FMT_SMF.Bpecification of Management Functions

o g hwnN
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8. FDP_ACC.5Bubset access control

9. FDP_ACF.8ecurity attribute base@ccess control

10. FRU_FLT.2imited fault tolerance

11. FPT_TST.8ubset TOE security testing

12. FDP_SDI.5tored data integrity monitoring

13. FDP_SDI.5tored data integrity monitoring and action
14. FPT_FLS.FEailure with preservation of secure state

8.4 SF_PLA Protection aginst Logical Attacks

The memory access control of the TOE uses a memory management unit (MMU) to control the access to the
available physical memory by using virtual memory addresses and to segregate the code and data to a privilege
level model. The MMUantrols the address permissions of tgseven privileged levels and gives the software

the possibility to define different access rights for theer availablgrivileged levels. The address permissions of

the privilege levels are controlled by the MMU.dase of an access violation the MMU will trigger a reset and

then a trap service routine can react on the access violation. The policy of setting up the MMU and specifying the
memory ranges for the privilege levetsith the exception of the IFX leveis defined from the user software
(OS).More information is given in the confidential Security Target [8].

Therefore,the TOE provides support f@ecureseparation of memory areasovering thesecurity functional
requirements FPT_PHPB2 AOEOOANIOEA ADOFDPHDBAAEOAOAO AAABROACFAT 1 OOT |
O3AAOOEOU AOOOEAOGMT MIN@A A TACAA ARG QA 1114 GFRIAMSED VO AOBAD
attribute initialisationdband& - 4 ; 3- &8 X O3 DAAEAEAAOQEIT 1 £ - Al ACAi AT O

The TOE provides the possibility to protect the property rights of user code and data by the encryption of the
3/,)% &, ! areds with & specific key defined by the user. Due to this key management FDP_ACF.1 is
fulfilled. In addition,eachmemaory present on the TOES encrypted usingeither mask specific or chip individual

or even session keyassigned byacomplex key management. Induced errors are recognized by the Integrity

Guard concept and lead to an alamith high feasibility In case of secusitcritical errors a security alarm is

generated and the TOE ends up in a secure state. The covered security functional requirements are FPT_PHP.3
02A0EOOAT AA OFPTHH.UOOEAOME A AEG GARACH A 1, FDB OFCIfRDEZ Dfor@dlidnOA A O E
flow controlband FPT_FLS (Failure with preservation of secure stéte

Beside the access protection and key management, also the use of illegal operation code is detected and will
release a security reset. The covered security functional requireméd®s FT.0" AOEA ET OAOT Al O
D O1 OA&OERT IFBS GFailure with preservation of secure state

8.4.1 Listing of SFRs implemented bySF PLA Protection against Logical
Attacks

Table 22  Security Functional Requirements covered b$F_PLA Protection against Logicahttacks
1. FDP_ACC.$%ubset access control

FDP_ACF.Security attribute based access control

FMT_MSA.Management of security attributes

FMT_MSA $taticattribute initialisation

FPT_PHP.Resistance to physical attack

FPT_ITT.1Basic internal transfeprotection

FDP_IFC.8ubset information flow control

FPT_FLS.Eailure with preservation of secure state

9. FMT_SMF.Bpecification of Management functions

CC Document 117 0.51
201807-30

©NOORLOD



o _.
Public Security Target Infineon
Common Criteria v3.1- EAL6 augmented / EAL6+ ’

TOE Summary Specification (ASE_TSS)

8.5 SF_CS Cryptographic Support

The TOE is equipped with several hardware accelerators and software nsoauseipport the standard

symmetric and asymmetric cryptographic operations. This security function is introduced to include the
cryptographic operation in the scope of the evaluation as the cryptographic function respectively mathematic
algorithm itself 5 not used from the TOE security policy. On the other hand these functions are of special interest
for the use of the hardware as platform for the software. The components argmographicco-processor
supporting the DES and AES algorithms and a comtiimeof a ceprocessor and softwarkbrary modules to
support RSA cryptography, RSA key generation, ECDSA signature generation and verification, ECDH key
agreement and EC public key calculation and public key testing.

Note that the additional function ofthe EC library, ECC_ADD, providing the primitive elliptic curve operations,
does not add specific security functionality and that the according user guidance abbreviates the Elliptic Curve
cryptographic functions with ECC.

Note 44:

The symmetric cryptographic library SCL is a delivery option. Therefore the TOE may come with or without the
SCL. In the case of coming without the SCL, the TOE does not provide the related AES and TDES security
functional requirements. The equahse applies if the symmetric cryptographic coprocessor is blocked. Then
neither the SCL nor the SCP implements the related AES and TDES security functional requirements. The SCL
requires the presence of the SCP.

End of note.

Note 45:

The cryptographic libraries RSA, EC and the Bogllibrary are delivery options, regardless of the version

chosen Therefore the TOE may come with free combinations of or even without these libraries. In the case of
coming without one or any combination tifie cryptographic libraries RSA afC, the TOE does not provide the
Additional Specific Security FunctionaliivestShamirAdleman Cryptography (RSA) and/or Elliptic Curve
Cryptography (EC). The Toolbox Library is no cryptographic library and provides no additional specific security
functionality.

End of note.

Note 46:

This TOE canome with both crypto ceprocessors accessible, or with a blocked SCP or with a blocked
Crypto2304T, or with both crypto eprocessors blocked. The blocking depends on the customer demands prior

to the production of the hardware. In caiee SCP is blockk no AES an®ES computation supported by

hardware is possible. In case the Crypto2304T is blocked, no RSA and EC computation supported by hardware is
possible No accessibility of the deselected cryptographicmmcessors is without impact on any othezcurity

policy of the TOE; it is exactly equivalent to the situation where the user decides just not to use the cryptographic
CO-processors.

End of note.

Note 47.

The cryptographic librargt ) 0 5 2 GL% 'k delivery option.

Therefore the TOE may come with free combinatiomish the other librarieof or without these libraries. In the
case of coming withouthe # ) 0 5 2 GL%#& TOE does not provide thapecificsecurity functionality
implemented by this software.

End of note
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8.5.1 Implementation of AES and TDES by the Symmetric Cryptographic
CoprocessoiSCP

8.5.1.1 Triple DES

The TOE supports the encryption and decryption in accordance with the specified cryptographic algorighen
Data Encryption Standard QES) with cryptographic key sizes of 168 bit meeting the standard:
National Institute of Standards and Technology (NIEH800-67[20]
ISO/IEC 18033[30]

The TOE implements the following alternative block cipher modes for the user:
The Electronic Codebook Mode (ECB),

the Cipher Block Chaining Mode (CBC),

the Blinding Feedback Mode (BLD),

the Cipher Block Chaining Mode Message Authentication Code {@BC),
the CBEMAG encrypt-last-block (CBEMAGELB) and

the Recrypt Mode.

= =4 -4 —a -—a -8

TheCBCGMAC and CBBIAGELB complies with the standard:
ISO/IEC 9791 Mac Algorithm 132]

The Recrypt Mode and the BLD are described in the hardware reference manual HRM [1], while the
implementation of ECB, CBC and CFB folthe standard:
National Institute of Standards and Technology (NEH300-38A[2]]

Note that the BLD follows also the standard, but in a masked way.

The key destruction as required by FCS_CKM.4 can be done by overwriting the key register interfaces or by
software reet of the SCP which provides immediate zeroing of all SCP key registers

Please consider also the statement of chapter 7.1.4.1.

The covered security functional requirements are FCS_COPH$and FCS_CKM.4/TDES

8.5.1.2 AES

The TOE supports the encryption and dgation in accordance with the specified cryptographic algorithm
Advanced Encryption Standard (AES) and cryptographic key sizes of 128 bit or 192 bit or 256 bit that meet the

standard:
ISO/IEC 18033[30]
FIPS 19[B1]

The TOE implements the followingiternative block cipher modes for the user:
The Electronic Codebook Mode (ECB),

the Cipher Block Chaining Mode (CBC),

the Blinding Feedback Mode (BLD),

the Cipher Block Chaining Mode Message Authentication Code {@BC),
the CBEMAG encrypt-last-block (CBEMAGELB) and

the Recrypt Mode.

= =4 -4 4 -—a -

The CBEMAC and CBBIAGELB complies with the standard:
ISO/IEC 979 Mac Algorithm 1 and 2 respectivéd?]
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The Recrypt Mode and the BLD are described in the hardware reference manual HRM#MilELthe
implementation of ECB an€BCfollow the standard:
National Institute of Standards and Technology (NIST) SB&8Q1]

The key destruction as required by FCS_CKM.4 can be done by overwriting the key register interfaces or by
software reset of the SCP whighovides immediate zeroing of all SCP key registers.

Please consider also the statement of chapter 7.1.4.1.

The covered security functional requirement is FCS_COP.18hHFCS_CKM.4/AES
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8.5.2 Implementation of AES and TDES by the Symmetric Cryptographic
Library SCL

8.5.2.1 Triple DES

The TOE supports the encryption and decryption in accordance with the specified cryptographic algorighen
Data Encryption Standard QES) with cryptographic key sizes1i8 or 19dit meeting the standard:
National Institute of Standards and Technology (NISH800-67[20]

The TOE implements the following alternative block cipher modes for the user:
The Electronic Codebook Mode (ECB),

the Cipher Block Chaining Mode (CBC),

the Counter Mode (CTR

the Cipher BlockFeedbackviode (CFB) and the

Propagating Cipher Block Chaining (PCBC) mode.

= =4 —a A -9

ECB, CBC, CTR and GRé&des refer to the standard:
National Institute of Standards and Technology (NIST) SB&9@1]

The PCBC mode refers to the standard:
Bruce 8hneier Applied Cryptography, Second Edition, John Wiley & Song3TP96
This standard should be implemented considering the Security Guidelines only.

8.5.2.2 AES

The TOE supports the encryption and decryption in accordance with the specified cryptag@gbrithm
Advanced Encryption Standard (AES) and cryptographic key sizes of 128 bit or 192 bit or 256 bit that meet the
standard:

National Institute of Standards and Technology (NIST) SB&9@1]

The TOE implements the following alternative blodklter modes for the user:
The Electronic Codebook Mode (ECB),

the Cipher Block Chaining Mode (CBC),

the CounterMode CTR,

the Cipher~eedback Mod€CFB) and

the Propagating Cipher Block Chaining (PCBC) mode.

= =4 —a 4 -

ECB, CBC, CTR and CFB modes reféraéstandard
National Institute of Standards and Technology (NIST) SB&9@1]

The PCBC mode refers to the standard:
Bruce Shneier Applied Cryptography, Second Edition, John Wiley & Song3TR96
This standard should be implemented considerm&éturity Guidelines only.
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8.5.3 RSACryptographic Libraryfor versionsv2.07.003and v2.06.003

Encryption, Decryption, Signature Generation and Verification

The TSF shall perform encryption and decryption in accordance with a specified cryptographic algorithm Rivest
ShamirAdleman (RSA) and cryptographic key si2@24- 4096 bitsthat meet the following standards:

Encryption:
1. According to section 5.1.1 RSAEP in PR2S
1 Supported for n <P%°* 1%
1 5.1.1(2) not supported
2. According to section 8.2.2 IFEFSA in IEER9]:
Supported for n < %% * 128
Decryption (with or without CRT):
1. According to section 5.1.2 RSADP in PKXZBfor u = 2, i.e., without any(d, t), i > 2
1 5.1.2(1) not supported
§ 5.1.2(2.a) supported for n €%#*%
f 5.1.2(2.b) supported forp q < 2°%*128
T 5.1.2(2.b) (ii)&(v) not applicable due tou =2
2. According to section 8.2.3 IEE®]:
f 8.2.1(l) supported fon < 2948+ 64
f 8.2.1(ll) supported forp q < 20+ 128
1 8.2.1(lll) not supported
Signature Generation (with or without CRT):
1. According to section 5.2.1 RSASP1 in EX{ISr u = 2, i.e., without any, @, t), i >2
T 5.2.1(1) not supported
f 5.2.1(2.a) supported for n L%+ %
f 5.2.1(2b) supported forfpq < 2°%¢* 1%
T 5.2.1(2b) (ii))&(v) not applicable due tou =2
2. According to section 8.2.4 IHS8AL in IEHE9]:
f 8.2.1(l) supported for n L%+
1 8.2.1(ll) supported forfpq < 2% * 1%
T 8.2.1(lll) not supported
Signature Verification:

1. According to section 5.2.2 RSAVP1 in PXLS
supported for n <%°*128

1 5.2.2(1) not supported

2. According to section 8.2.5 IEFH:
%6 +128

f  Supported for n <
T 8.2.5(1) not supported

Please consider also the statement of chapter 7.1.4.1.
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Asymmetric Key Generation

The TSF shall generate cryptographic keys in accordance with a specified cryptographic key generation
algorithm RSA specified in PKCS22] and specified cryptographic key sizes 527 4096 bitsthat meet the

following standard:

RSA key generation:

1. According to sections 3.1 and 3.2 in PRZ.Sor u = 2, i.e. without any, @, t), i > 2:

3.1 supported for n &% * 128
3.2.(1) supported for n &%+
3.2.(2) supported for p x q*¥2* 128

According to section 8.1.3.1 in |ERE
8.1.3.1(1) supported for n&*%*
8.1.3.1(2) supported for p x €2 128
8.1.3.1(3) supported for p x %82 1%

FCS_CKM.1/RS# covered by the standards as stated above.

Note 48:

Following the national BSI recommendations, RSA key lengths bé&@vébits are not included in the certificate.
Please note that the BSI expects this key length as appropriate until 2022 and recommends forusager
times key lengths of 3000 bits or higher.

End of note.

Note 49:

&1 O AAOU ET OACOAOQCEIT 1T & 23! &£O1T ACETITO ET O OEA OOA
single cryptographic functionsespectively primitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the user to develop an application representing the dtdndar
required.

Please consider also the statement of chapter 711.4

End of note.

The covered security functional requiremergre FCS_COP.1/RSA and FCS_CKM.1/RSA.
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8.5.4 Elliptic CurvesCryptographic Libraryfor versionsv2.07.003and v2.06.003

The certification covers the standard Brainp¢@®] and NIST26] Elliptic Curves with key lengths 883, 256,
283, 320, 384, 409, 512 or Bk, due to national AIS32 regulations by the B&ite that numerous other side
channel attack resistanturve types exist, which the user optionally can add in the composition certification
process.

All curves are based on finite field @Fith sizepN ¢ ng as well as curves based on a finite field
GFg )with sizenN 1 p pIp ¢ @re supported

Signature Generation and Verification
The TSF shall perform signature generation and signature verification in accordance with a specified
cryptographic algorithm ECDSA and cryptographic key sizes-B24 bits that meet the followingtandard:

ECDSASignature Generation:

1.According to section 7.3 Signing Process in[&B]SI
1 Step d) and e) are not supported
1 The output of step e) has to be provided as input to our function by the caller.
9 Deviation of step c¢) and f):

0 The jumps to step a) wexgbstituted by a return of the function with an error
code, the jumps are emulated by another call to our function.

2. According to sections 6.4.3 Signature Process in ISJJEC
1 Chapter 6.4.3.3 is not supported
1 Chapter 6.4.3.5 is not supported

o0 The hashcode of H of the message has to be provided by the caller as inpy
our function.

1 Chapter 6.4.3.7 is not supported
1 Chapter 6.4.3.8 is not supported

3. According to section 7.2.7 ECEA in IEER9]
1 Deviation of step (3) and (4):

0 The jumps tetep 1 were substituted by a return of the function with an erro
code, the jumps are emulated by another call to our function

Signature Verification:
1.According to section 7.4.1 in ARES)
1 Step b) and c) are not supported.
1 The output of step bas to be provided as input to our function by the caller.
9 Deviation of step d):
0 Beside noted calculation, our algorithm adds a random multiple of
BasepointerOrder n to the calculated values ul and u2.

2. According to sections 6.4.4 Signature Verification Process in [3T/IEC
1 Chapter 6.4.4.2 is not supported
1 Chapter 6.4.4.3 is not supported:

0 The haskcode H of the message has to be provided by the caller as input t
function

3. According to section 7.2.8 EDSA in IEER9].

Asymmetric Key Generation
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The TSF shall generate cryptographic keys in accordance with a specified cryptographic key generation
algorithm Elliptic Curve EC specified[28], [27]and[29] and specified cryptographic key sizes 224, 233, 256,
283, 320, 384, 409, 512 or 521 thitt meet the following standard:

ECDSAKey Generation:

X8 ! AAT OAET ¢ OI OEA APDPAT AE@ O! 128:Q %l | E{
1 The optional cofactoril not supported.

wg | AAT OAET ¢ O1 OAAOQEIT Oasg8isw ' Al AQADE

08 ! AAT OAET ¢ OI APPAT AE@ O! 8Xa8i29! 1T Al Cl

Asymmetric Key Agreement

The TSF shall perforralliptic curve DiffieHellman key agreement in accordance with a specified cryptographic
algorithm ECDH and cryptographic key sizes 224, 233, 256, 283, 320, 384, 409, 512 or 521 bits that meet th

following standard:

X8 | AAT OAET ¢ O1 DmileA@EINT ADY B OERGDEHAAAGA
1 Unlike section 5.4.1(3) our implementation not only returnsaberdinate of the share
secret, but rather the-coordinate and the-goordinate.
w8 | AAT OAET ¢ O O! pPAT-AKID] BRSO +A[EBA CHRA A)
1 The function enables the operations described in appendix D.6
08 | AAT OAET ¢ O HAAOERY ) ®%%HwW8 X %#36( $0
9 Unlike section 7.2.1 our implementation not m@ilyns the »coordinate of the shared
secret, but rather the-coordinate and the-goordinate.

Note 50

&1 O AAOU ET OACOAOQCEIT 1T &£ %# AOT AOETT O ET O OEA OOAO
singlecryptographic functions respectively primitives which are compliant to the standard. The primitives are
referenced above. Therefore, the library supports the user to develop an application representing the standard if
required.

End of note.

The covered seurity functional requirements are FCS_COP.1/ECDSA, FCS_CKM.1/EC and FCS_COP.1/ECDH.

8.5.5 Toolbox Library for versionsv2.07.003and v2.06.003

The Toolboxprovides the following bsic long integer arithmetic and modular functions in software, supported
by the cryptographic coprocessohddition, subtraction, division, multiplication, comparison, reduction,
modular addition, modular subtraction, modular multiplication, modular invensand modular exponentiatian
No security relevant policy, mechanism or function is supported. Téaboxlibrary is deemed for software
developers as support f@mplifiedimplementation oflong integer and modular arithmetioperations

The Toolboxdoes not cover security functional requirements.
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8.5.6 #) 0523%1 #OUDOI COADPEEA |, EAOAOU

AEA TOAAO TPHPOETT #) 05 2CBI9rovided® diyptyraghic AiicoRafty to iBleddnOal
#)0523%1 6% Al 1@l ATO POl O AT I

This protocol provides a sare mutual authentication of two entities, namely the terminal (denoted as PCD =
001 GEI EOQU #1 ODBI E lc@npliadk riniAak)) apdsa srial @akl rla token in other form factors
which is called PICC. PICC stands for Proximity Integrated GirohiO A | # Yconiplak eaid).

Beside the mutual authentication, the protocol implemertis/ptographicmeasures to maintain the integrity of
the transferred data and preserves in parallel the confidentiality of the transferred data.

The# ) 0 5 2 GL%dhers the followingecryptographicsecurity functional requirements:
1 FCS_CKM.OCLCryptographic key generation,
1 FCS_CKM.€CLCryptographic key destructionAES
1 FCSCOP.1ICCLCryptographic Operation CCLTrusted Channel

The implemented cryptographic opation is applies following standards:

Federal Information Processing Standards Publication 197 [31]

NIST Special Publication SP &&A [21]

#)0523%1 6W¥ #O0OUD O] chapleErR2Bdssidn @ely Ddrivatioh ¢ QY
#)0523%1 6W #O0OUD O] chapfebeR2Kdy Doridaiiod forttie ffirst fram¥
#)0523%1 6W #OUBD O] ¢hapfebe3Enfegrify OrbtértioAT 1T ¢ QY
#) 0523 %1 6% # OUD O] ¢hapfeboAEdnfiderddl Comdnication Q Y

= =4 -4 4 -8 -8

8.5.7 Hybrid PTRNG

Random data is essential for crymgiaphy as well as for security mechanisms. The TOE is equipped Withrad
Physical True Random Number GeneratbfHTRNG FCS_RNG)1The random data can be used from the
Smartcard Embedded Softwarend is also usefiitom the security features of the TQEe. maskingThe

HPTRNG implements various topological means, masked bus intediadés selfchecking.

The produced genuine random numbers are available as a security service for the user and are also used for
internal purposesTogether with thesecuity guidelines in [6] the hybrid PTRNG operates in the following modes
of operation and is conformant to the named classes:

1 True Random Number Generation, meeting AIS31 PTG.2

1 Hybrid Random Number Generation, meeting AIS31 PTG.3

1 Deterministic Random NumbeBeneration (DRNG) AIS31 DRG.3

1 Key Stream Generation (KSG), stream cipher generation AIS31 DRG.2

The details of AIS31 are given in [13].

The Hybrid PTRNG implements protected a protected peripheral bus interface is a synthesized module and

Z £ oA oA~ s A oAz o~ e =

covers therefoe FPT PHP.®2 AOEOOAT AA O PDPEUOEAAI AOOAAEG®68 4EA O¢
other configuration data transferred over the peripheral bus. This coF@B_ITT.D" AOEA ET OAOT Al
POl OAAORPT IT6.OARBEA ET OAORRDAAD&LGDPAAOAAOEI 168 4EA AT O
PTRNG is subject of internsglf-testing and in case of errors a secure state is achieved to protect the user from
random data with bad entropy. Therefore, the output of the Hybrid PTRNG is confortoahe above claimed

classes or there is no random data output. This coF®s_ FLS.O&AET OOA xEOE DPOAOAOOAOE

CC Document 126 0.51
201807-30



o _.
Public Security Target Infineon
Common Criteria v3.1- EAL6 augmented / EAL6+ ’

TOE Summary Specification (ASE_TSS)

Thehybrid PTRN@oversthe security functionatequirementsFCS_ RNG.®2 AT AT i . &1 AAO ' AT A«

8.5.8 Listing of SFRs implemented bysF CO# OUDP Ol COABEEA 3 0P

Table 23 Security Functional Requirements covered bgF CO# OUP Ol COAPEEA 30bPbPI 00
FCS_COP.1/TDES Cryptographic Operation
FCS_CKM.4/TDES Cryptographic key destrucli@ES
FCS COP.1/AE&ryptographic Operation
FCS_CKM.4/AEGryptographic key destruction AES
FCS_COP.1/TDESCL Cryptographic Operation
FCS_CKM.4/TDESCL Cryptographic key destruction TDES
FCS COP.1/AESCL Cryptographic Operation
FCS_CKM.4/AESCLCryptographic key destruction AES
FCS_COP.1/RS2ryptographic Operation RSt#he ACLversionv2.07.003
. FCS_CKM.1/RSA Cryptographic key generation R8ACLversionv2.07.003
. FCS_COP.1/ECD$Ayptographic Operation ECDSAr ACL versiow2.07.003
. FCS_CKM.1/ECryptographic key generatioklliptic Curvefor ACL versiow2.07.003
. FCS_COP.1/ECDEtyptographic Operation ECDidr ACL versiow2.07.003
. FCS_COP.1/RS&ryptographic Operation RSA the ACL versush06.003
. FCS_CKM.1/RSA Cryptographic key generation RSA for ACL vegs@t003
. FCS_COP.1/ECDSA Cryptographic Operation ECDSA for ACL w2€6r003
. FCS_CKM.1/ECryptographic key generatioklliptic Curvdor ACL versiowv2.06.003
. FCS_COP.1/ECDH Cryptographic Operation ECDH for ACL vefs@003
. FPT_PHP.Resistance to physical attack
. FDP_ITT.Basic internal transfer protection
. FPT_ITT.Basic internal TSF data transfer protection
. FPT FLS.IFailure with preservation of secure state
. FCS_RNG.1/TRNGue Random Number Generation
. FCS_RNG.1/HPR&/brid Random Number Generation
. FCS_RNG.1/DRNZeterministic Random Number Generation
. FCS_RNG.1/KSkey Stream Generation
. FCS_CKM.OCLCryptographt key generation
. FCS_CKM.4ECLCryptographic key destructiopn AES
. FCS COP.1CCLCryptographic operatiorCCLTrusted Channel

=

© o N O WD

NNNNRNNNMNRNNRNNRRRRRRRERR B
© O NOUNWNRLROO®NOOUNWNEREO

8.6 | OOECT I AT O 1T &£ 3AAOOEOU &O1T AOCEIT T AI
Functionality

4EAR EOOOEAEAEAAOQEIT AT A T OAOOEAx 1T &£ OEA 1 APPET ¢ AAOXx,
security functionality (SF) is given in sections the sections above. The results are shown IR0l able security
functional requirements are addssed by at least one relating security feature.

The various functional requirements are often covered manifold. As described above the requirements ensure
that the TOE is checked for correct operating conditions and if a not correctable failure ocaties stored

secure state is achieved, accompanied by data integrity monitoring and actions to maintain the integrity

although failures occurred. An overview is givertha table below.
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Table 24  Mapping of SFR and SF

(infineon

Security Functional Requirement SF_DPM

SF_PS

SF_PMA

SF_PLA

SF_CS

FAU_SAS.1 X

FCS_CKM.1/EC

FCS_CKM.1/EC

FCS_CKM.OCL

FCS_CKM.1/RSA

FCS_CKM.1/RS2A

FCS_CKM.4/AE®y SCP)

FCS_CKM.4/AESCL

FCS_CKM.4/TDESCL

FCS_CKM.4CL

FCS_CKM.4/TDE®Y SCP)

FCS_COP.1/AHBy SCP)

FCS_COP.1/AESCL

FCS_COP.1/TDESCL

FCS_COP.CCL

FCS_COP.1/ECBH

FCS_COP.1/ECBH

FCS_COP.1/ECDSA

FCS_COP.1/ECDSA

FCS_COP.1/RSA

FCS_COP.1/RSA

FCS_COP.1/TDHEBy SCP)

FCS_RNG.IRNG

FCS_RNG.HPRG

FCS_RNG.DRNG

FCS_RNG.KSG

XX XX XX XX XX XXX XXX XXX |X XX |[X]X[X

FDP_ACC.1

FDP_ACC.1/Loader

FDP_ACF.1

XX | X | X

FDP_ACF.1/Loader

FDP_IFC.1

FDP_ITT.1 X

x

FDP_SDC.1

FDP_SDI.1

FDP_SDI.2

XX [ XX [X

FDP_UCT.1 X
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Security Functional Requirement SF_DPM SF _PS SF PMA | SF PLA SF CS
FDP_UIT.1
FIA_API.1
FMT_LIM.1
FMT_LIM.1/Loader
FMT_LIM.2
FMT_LIM.2/Loader
FMT_MSA.1
FMT_MSA.3
FMT_SMF.1
FPT_FLS.1 X
FPT_ITT.1
FPT_PHP.3 X X
FPT_TST.2
FRU_FLT.2
FTP_ITC.1 X

XXX XXX X | X | X

X |X [ X | X

X
x
XX XX [ XX [ X |X

XXX |X | X |X

8.7 Security Requirements are internally Consistent

For this chapter théP[9] section 6.3.4 can be applied completely.

In addition to the discussion in section 6.3R#[9] the security functional requirement FCS_COP.1 is introduced.
The security functional requirements required to meet the security objectives O-Lat@drent, OPhysProbing,
O.Malfunction, O.PhysManipulation and O.Leaforced also protect the cryptographic algorithms

implemented according to the security functional requirement FCS_COP.1. Therefore, these security functional
requirements support the secure implemtation and operation of FCS_COP.1.

As disturbing, manipulating during or forcing the results of the test checking the security functions after TOE
delivery, this security functional requirement FPT_TST.2 has to be protected. An attacker could aimcio cfivit

or disturb certain sensors or filters and preserve the detection of his manipulation by blocking the correct
operation of FPT_TST.2. The security functional requirements required to meet the security objectives-O.Leak
Inherent, O.PhysProbing, O.Mdlunction, O.PhysManipulation and O.LealForced also protect the security
functional requirement FPT_TST.2. Therefore, the related security functional requirements support the secure
implementation and operation of FPT_TST.2.

The requirement FPT_TSTalows testing of some security mechanisms by the Smartcard Embedded Software
after delivery. In addition, the TOE provides an automated continuous user transparent testing of certain
functions.

The implemented privilege level concept represents the arasdadl memory access protection enforced by the
MMU. As an attacker could attempt to manipulate the privilege level definition as defined and present in the
TOE, the functional requirement FDP_ACC.1 and the related other requirements have to be protected
themselves. The security functional requirements required to meet the security objectives Olhbkafent,
O.PhysProbing, O.Malfunction, O.PhyManipulation and O.Lealorced also protect the area based memory
access control function implemented accordingtt@ security functional requirement described in the security
functional requirement FDP_ACC.1 with reference to the Memory Access Control Policy and details given in
FDP_ACEF.1. Therefore, those security functional requirements support the secure imgitrorrand operation

of FDP_ACF.1 with its dependent security functional requirements.

CC Document 129 0.51
201807-30



o,
Public Security Target Infineon
Common Criteria v3.1- EAL6 augmented / EAL6+

TOE SummarySpecification (ASE_TSS)

The requiremens FDP_SDI.1.1 aiDP_SDI.2.&nable fordetection of integrity errors of data stored in

memory. FDP_SDI.2.2 in addition allows correction of one bitrsrow taking further action. Both meet the

security objective O.Malfunction. The requirements FRU_FLT.2, FPT_FLS.1, and FDP_ACC.1 which also meet
this objective are independent from FDP_SDI.2 since they deal with the observation of the correct operation of

the TOE and not with the memaory content directly.

0.51

CC Document 130
201807-30



Public Security Target
Common Criteria v3.1- EAL6 augmented / EAL6+

infineon

Literature and References

9

Literature and References

Note that thefinal versions of these documentzedefined at the end of the evaluatiqgorocessandthat the
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