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1 ST Introduction (ASE_INT.1)
1.1 ST Reference and TOE Reference
Title Security Target - Machine Readable Travel Document with “ICAO Appli-
cation”, MTCOS Pro 2.5 EAC with PACE / ST31G480 D01
Version 1.5, 2020-06-01
Editors Gudrun Schiirer, Thomas Rolz
Compliant to Common Criteria Protection Profile - 'Machine Readable Travel Docu-
ment with “ICAO Application”, Extended Access Control with PACE (EAC
PP)’
CC Version 3.1 (Revision 5)
Assurance Level The assurance level for this ST is EAL5 augmented
TOE name MTCOS Pro 2.5 EAC with PACE / ST31G480 D01, operation system for se-

cure passports
TOE Hardware  STMicroelectronics, ST31G480 DO1, dual interface Smartcard IC
TOE version MTCOS Pro 2.5

Keywords ICAO, Machine Readable Travel Document, Extended Access Control,
PACE, Supplemental Access Control (SAC)

1.2 TOE Overview

This security target defines the security objectives and requirements for the contact-
less/contact chip of machine readable travel documents (MRTD) based on the requirements
and recommendations of the International Civil Aviation Organization (ICAO). It addresses
the advanced security methods Password Authenticated Connection Establishment, Ex-
tended Access Control, and Chip Authentication similar to the Active Authentication in ’ICAO
Doc 9303’ [TCAO_9303].

MTCOS Proisafully interoperable multi-application smart card operating system compli-
ant to ISO/IEC 7816 [ISO_7816]. It provides public and secret key cryptography and supports
also other applications like e-purses, health insurance cards and access control.

The operating system software is implemented on the ST31G480 DO1 secure dual-
interface controller of STMicroelectronics (ANSSI-CC-2019/12) including the optional cryp-
tographic library Neslib 6.2.1.
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According to the security target [ST_ST31G480] the chip supports NVM sizes 128,192, 256,
320,384, 448 or 480 Kbytes. This difference is not security-relevant, thus all those NVM sizes
are taken as one configuration.

Chip and cryptographic library are certified according to CC EAL5 augmented compliant
to the Protection Profile BSI-CC-PP-0084-2014 | PP-0084]). The TOE consists of software
and hardware.

1.2.1 TOE Definition and Operational Usage

The Target of Evaluation (TOE) is an electronic travel document representing a contactless/
contact' smart card programmed according to ICAO Technical Report “Supplemental Access
Control” [ICAO_SAC] (which means amongst others according to the Logical Data Structure
(LDS) defined in [ICAO_9303]) and additionally providing the Extended Access Control ac-
cording to the ’ICAO 9303’ [TCAO_9303] and BSI TR-03110 [BSI_TR-03110-1], respectively. The
communication between terminal and chip shall be protected by Password Authenticated
Connection Establishment (PACE) according to Electronic Passport using Standard Inspec-
tion Procedure with PACE (PACE PP), BSI-CC-PP-0068-V2 [CC_PP-0068-V2]. Additionally, Ac-
tive Authentication according to is provided.

The TOE comprises of at least

« the circuitry of the travel document’s chip (the integrated circuit, I1C),

the IC Dedicated Software with the parts IC Dedicated Test Software and IC Dedicated
Support Software,

the IC Embedded Software (operating system),

the epassport application and
the associated guidance documentation [MT_Manual, [AGD].

1.2.2 TOE Major Security Features for Operational Use

State or Organization issues travel documents to be used by the holder for international
travel. The traveler presents a travel document to the inspection system to prove his or her
identity. The travel document in context of this security target contains (i) visual (eye read-
able) biographical data and portrait of the holder, (ii) a separate data summary (MRZ data)
forvisual and machine reading using OCR methods in the Machine Readable Zone (MRZ) and
(iii) data elements on the travel document’s chip according to LDS [TCAO_9303] for contact-
less or contact based machine reading. The authentication of the traveler is based on (i) the
possession of a valid travel document personalized for a holder with the claimed identity as
given on the biographical data page and (ii) biometrics using the reference data stored in the
travel document. The issuing State or Organization ensures the authenticity of the data of
genuine travel documents. The receiving state trusts a genuine travel document of anissuing
State or Organization.

For this security target the travel document is viewed as unit of

'Both interfaces provide the same functionality and are thus taken as one single product in this ST.
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the physical part of the travel document in form of paper and/plastic and chip. It
presents visual readable data including (but not limited to) personal data of the travel
document holder

1. the biographical data on the biographical data page of the travel document sur-
face,

2. the printed data in the Machine Readable Zone (MRZ) and

3. the printed portrait.

the logical travel document as data of the travel document holder stored according to
the Logical Data Structure as defined in as specified by ICAO on the con-
tactless/contact integrated circuit. It presents contactless or contact based readable
data including (but not limited to) personal data of the travel document holder

1. the digital Machine Readable Zone Data (digital MRZ data, EF.DG1),

2. the digitized portraits (EF.DG2),

3. the biometric reference data of finger(s) (EF.DG3) or iris image(s) (EF.DG4) or
both?,

4. the other data according to LDS (EF.DG5 to EF.DG16) and

5. the Document Security Object (SOD).

Theissuing State or Organization implements security features of the travel document to
maintain the authenticity and integrity of the travel document and their data. The physical
part of the travel document and the travel document’s chip are identified by the Document
Number.

The physical part of the travel document is protected by physical security measures (e.g.
watermark, security printing), logical (e.g. authentication keys of the travel document’s
chip) and organizational security measures (e.g. control of materials, personalization pro-
cedures) [TCAO_9303]|. These security measures can include the binding of the travel docu-
ment’s chip to the travel document.

The logical travel document is protected in authenticity and integrity by a digital signa-
ture created by the document signer acting for the issuing State or Organization and the se-
curity features of the travel document’s chip.

The ICAO defines the baseline security methods Passive Authentication and the optional
advanced security methods Basic Access Control to the logical travel document, Active Au-
thentication of the travel document’s chip, Extended Access Control to and the Data Encryp-
tion of sensitive biometrics as optional security measure in the ICAO Doc 9303
and Password Authenticated Connection Establishment [ICAO_SAC]. The Passive Authenti-
cation Mechanism is performed completely and independently of the TOE by the TOE envi-
ronment.

This security target addresses the protection of the logical travel document (i) in integrity
by write-only-once access control and by physical means, and (ii) in confidentiality by the
Extended Access Control Mechanism. This security target addresses the Chip Authentication
Version 1 described in [BSI_TR-03110-1] as an alternative to the Active Authentication stated

in [TCAC_9303].

2These biometric reference data are optional according to [ICAO_9303]. This ST assumes that the issuing
State or Organization uses this option and protects these data by means of extended access control.
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The confidentiality by Basic Access Control is a mandatory security feature that shall be
implemented by the TOE, too. Nevertheless this is not explicitly covered by BSI-CC-PP-0056-
V2 [CC_PP-0056-V2] as there are known weaknesses in the quality (i.e. entropy) of the BAC
keys generated by the environment. Therefore, the MRTD has additionally to fulfill the ’Com-
mon Criteria Protection Profile Machine Readable Travel Document with “ICAO Application”,
Basic Access Control’ BSI-CC-PP-0055 [[CC_PP-0055]. Due to the fact that does
only consider extended basic attack potential to the Basic Access Control Mechanism (i.e.
AVA_VAN.3) the MRTD has to be evaluated and certified separately. The evaluation and certi-
fication process is carried out contemporaneous to the current process as a re-certification.

Note 1: Basic Access Control has been evaluated and certified in procedure BSI-DSZ-CC-
1065.

The confidentiality by Password Authenticated Connection Establishment (PACE) is a
mandatory security feature of the TOE. The travel document shall strictly conform to the
’Common Criteria Protection Profile Machine Readable Travel Document using Standard In-

spection Procedure with PACE (PACE PP)’ [CC_PP-0068-V2]. Note that [CC_PP-0068-V2] con-
siders high attack potential.

For the PACE protocol according to [TCAO_SAC], the following steps shall be performed:
1. The travel document’s chip encrypts a nonce with the shared password, derived from

the MRZ resp. CAN data and transmits the encrypted nonce together with the domain
parameters to the terminal.

2. The terminal recovers the nonce using the shared password, by (physically) reading
the MRZ resp. CAN data.

3. The travel document’s chip and terminal computer perform a Diffie-Hellman key
agreement together with the ephemeral domain parameters to create a shared secret.
Both parties derive the session keys KMAC and KENC from the shared secret.

4. Each party generates an authentication token, sends it to the other party and verifies
the received token.

After successful key negotiation the terminal and the travel document’s chip provide pri-
vate communication (secure messaging) [BSI_TR-03110-1, [CAO_SAC].

The security target requires the TOE to implement Active Authentication described in
[TCAO_9303]. This protocol provides evidence of the travel document’s chip authenticity.

The security target requires the TOE to implement the Extended Access Control as de-
fined in [BSI_TR-03110-1]. The Extended Access Control consists of two parts (i) the Chip Au-
thentication Protocol Version 1 and (ii) the Terminal Authentication Protocol Version 1 (v.1).
The Chip Authentication Protocol v.1 (i) authenticates the travel document’s chip to the in-
spection system and (ii) establishes secure messaging which is used by Terminal Authentica-
tion v.1 to protect the confidentiality and integrity of the sensitive biometric reference data
duringtheir transmission from the TOE to the inspection system. Therefore Terminal Authen-
tication v.1 can only be performed if Chip Authentication v.1 has been successfully executed.
The Terminal Authentication Protocol v.1 consists of (i) the authentication of the inspection
system as entity authorized by the receiving State or Organization through the issuing State,
and (ii) an access control by the TOE to allow reading the sensitive biometric reference data
only to successfully authenticated authorized inspection systems. The issuing State or Or-
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ganization authorizes the receiving State by means of certification the authentication public
keys of Document Verifiers who create Inspection System Certificates.

Note 2: In addition, the TOE supports PACE Chip Authentication Mapping (PACE-CAM) ac-
cording to [TCAO_SAC]. If PACE-CAM is performed, Terminal Authentication can be performed
without explicit Chip Authentication beforehand. The secure messaging established by the
PACE protocol is preserved to protect the data transmission from the TOE to the inspection
system.

1.2.3 TOE Life Cycle

The TOE life cycle is described in terms of the four life cycle phases (with respect to
[CC_PP-0084], the TOE life cycle is additionally subdivided into 7 steps).

Phase 1 Development

Step1 The TOE is developed in phase 1. STMicroelectronics develops the inte-
grated circuit, the IC Dedicated Software and the guidance documentation as-
sociated with these TOE components.

Step 2 MASKTECH INTERNATIONAL GMBH uses the guidance documentation for the
integrated circuit and the guidance documentation for relevant parts of the IC
Dedicated Software and develops the IC Embedded Software (operating sys-
tem), the ePassport application and the guidance documentation associated
with these TOE components.

The manufacturing documentation of the IC including the IC Dedicated Software
and the Embedded Software in the non-volatile non-programmable memories is
securely delivered to STMicroelectronics. The IC Embedded Software in the non-
volatile programmable memories, the ePassport application and the guidance
documentation is securely delivered to the travel document manufacturer.

Phase 2 Manufacturing

Step 3 In a first step the TOE integrated circuit is produced containing the travel
document’s chip Dedicated Software and conditionally the parts of the travel
document’s chip Embedded Software in the non-volatile non-programmable
memories (FLASH). STMicroelectronics writes the IC Identification Data onto the
chip to control the IC as travel document material during the IC manufacturing
and the delivery process to the travel document manufacturer.

Conditionally, STMicroelectronics adds the parts of the IC Embedded Software
in the non-volatile programmable memories (FLASH) and deactivates the Flash
Loader permanently. The IC is securely delivered from STMicroelectronics to the
travel document manufacturer.

Alternatively, MASKTECH INTERNATIONAL GMBH in the role of the Manufacturer
writes the Embedded Software in the non-volatile non-programmable memories
(FLASH) of the chip and deactivates the Flash Loader permanently.

Conditionally - in case STMicroelectronics delivers the ICs in wafer form - the
wafers are securely delivered from the Manufacturer (STMicroelectronics or
MASKTECH INTERNATIONAL GMBH) to the Packaging Agent. After packaging the ICs
into modules, these are securely sent back to MASKTECH INTERNATIONAL GMBH or
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to the to the travel document manufacturer for further processing. In case the
travel document manufacturer is able to package wafer chips into modules the
packaging step may also be carried out by them later.

Step 4 (optional) The travel document manufacturer combines the IC with hard-
ware for the contactless/contact interface in the travel document unless the
travel document consists of the card only.

Note 3: Theinlay production including the application of the antenna is NOT part
of the TOE and takes part after the delivery.

Step 5 Conditionally - in case STMicroelectronics delivers the ICs in wafer form
and if the travel document manufacturer is able to perform module packaging -
a necessary packaging step may be carried out by them in order to produce the
modules necessary for further processing.

The travel document manufacturer (i) adds the IC Embedded Software or part of
itin the non-volatile programmable memories if necessary, (ii) creates the ePass-
port application (creation of MF and ICAO.DF), and (iii) equips travel document’s
chips with pre-personalization Data.

Note 4: The role of the Manufacturer performing initialization and pre-
personalization in the Card Issuing phase is taken over by MASKTECH INTERNA-
TIONAL GMBH, Linxens (Thailand) Co Ltd. (former SMARTRAC TECHNOLOGY Ltd.,
see [SC_Linxens]) or HID Global Malaysia (see [SC_HID_MY]).

The pre-personalized travel document together with the IC Identifier is securely
delivered from the travel document manufacturer to the Personalization Agent.
The travel document manufacturer also provides the relevant parts of the guid-
ance documentation to the Personalization Agent.

Phase 3 Personalization of the travel document

Step 6 The personalization of the travel document includes (i) the survey of the
travel document holder’s biographical data, (ii) the enrollment of the travel doc-
ument holder biometric reference data (i.e. the digitized portraits and the op-
tional biometric reference data), (iii) the personalization of the visual readable
data onto the physical part of the travel document, (iv) the writing of the TOE
user data and TSF data into the logical travel document and (v) configuration of
the TSF if necessary. The step (iv) is performed by the Personalization Agent and
includes but is not limited to the creation of (i) the digital MRZ data (EF.DG1), (ii)
the digitized portrait (EF.DG2), and (iii) the Document Security Object.

Thesigning of the Document security object by the Document signer
finalizes the personalization of the genuine travel document for the travel docu-
ment holder. The personalized travel document (together with appropriate guid-
ance for TOE use if necessary) is handed over to the travel document holder for
operational use.

Phase 4 Operational Use

Step 7 The TOE is used as a travel document’s chip by the traveler and the inspec-
tion systems in the Operational Use phase. The user data can be read according to
the security policy of the issuing State or Organization and can be used according
to the security policy of the issuing State but they can never be modified.

MTCOS Pro 2.5 EAC with PACE / ST31G480 D01, Version 1.5 8
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Some production steps, e.g. Step 4 in Phase 2 may also take place in the Phase 3.

1.2.4 Non-TOE Hardware/Software/Firmware required by the TOE

There is no explicit non-TOE hardware, software or firmware required by the TOE to perform
its claimed security features. The TOE is defined to comprise the chip and the complete op-
erating system and application. Note, the inlay holding the chip as well as the antenna and
the booklet (holding the printed MRZ) are needed to represent a complete travel document,
nevertheless these parts are not inevitable for the secure operation of the TOE.

MTCOS Pro 2.5 EAC with PACE / ST31G480 D01, Version 1.5 9
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2 Conformance Claims (ASE_CCL.1)

2.1 CC Conformance Claim

This security target claims conformance to

« Common Criteria for Information Technology Security Evaluation, Part 1: Intro-
duction and General Model; CCMB-2017-04-001, Version 3.1 Revision 5, April 2017

CC_Partl]

« Common Criteria for Information Technology Security Evaluation, Part 2: Secu-
rity Functional Components; CCMB-2017-04-002, Version 3.1 Revision 5, April 2017

CC_Part?]

« Common Criteria for Information Technology Security Evaluation, Part 3: Secu-
rity Assurance Components; CCMB-2017-04-003, Version 3.1 Revision 5, April 2017
[CC_Part3]

as follows

« Part 2 extended (with FCS_RNG.1)
« Part 3 conformant

The

« Common Methodology for Information Technology Security Evaluation, Evaluation
Methodology; CCMB-2017-04-004, Version 3.1 Revision 5, April 2017

has to be taken into account.

2.2 PP Reference

The conformance of this ST to the Common Criteria Protection Profile - ’'Machine Readable
Travel Document with ’ICAO Application’, Extended Access Control with PACE (EAC PP)’, ver-
sion 1.3.1, BSI-CC-PP-0056-V2-2012 [CC_PP-0056-V7] is claimed.

2.3 PP Additions

Active Authentication based on [[CAO_9303] has been added. This implies the following
augmentations:

1. Extension of existing Assumptions for the TOE to include Active Authentication

MTCOS Pro 2.5 EAC with PACE / ST31G480 D01, Version 1.5 10
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« A.llnsp_Sys
2. Addition of new TOE Objectives

+ OT.Active_Auth_Proof
3. Addition of new IT Environment Objectives

+ OE.Active_Auth_Key_Travel_Document
4. Addition of new SFRs for the TOE

« FCS_COP.1/AA

« FIA_APL1/AA

« FMT_MTD.1/AAPK

« FMT_MTD.1/KEY_READ_AA

Key generation in order to create key pairs used for Active Authentication (EC or RSA)
and Chip Authentication (EC) has been added. This implies the following augmentations:
1. Addition of new SFRs for the TOE
+ FCS_CKM.1/STATIC_KEYS
PACE Chip Authentication Mapping (PACE-CAM) according to [ICAO_SAC
[BSI_TR-03110-1] has been added. This implies the following augmentations:
1. Extension of existing Assumptions for the TOE to include PACE-CAM
» A.lnsp_Sys
2. Extension of existing Organizational Security Policies for the TOE to include PACE-CAM
+ P.Sensitive_Data
3. Extension of existing Security Objectives for the TOE to include PACE-CAM
« OT.Chip_Auth_Proof
4. Extension of existing Security Objectives for the Operational Environment to include
PACE-CAM
+ OE.Auth_Key_Travel_Document
« OE.Exam_Travel_Document
5. Addition or extension of SFRs for the TOE

« FIA_UID.1/PACE (extension)

« FIA_UAU.1/PACE (extension)

» FIA_UAU.5/PACE (extension)

« FMT_MTD.1/KEY_READ_PACE_CAM
« FPT_EMS.1 (extension)

2.4 Package Claim

The assurance level for the TOE is CC EAL5 augmented with ALC_DVS.2 and AVA_VAN.5 de-
fined in CC part 3 [CC_Part3].

2.5 Conformance Rationale

Since this ST is not claiming conformance to any other protection profile, no rationale is nec-
essary here.

MTCOS Pro 2.5 EAC with PACE / ST31G480 D01, Version 1.5 1
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3 Security Problem Definition
(ASE_SPD.1)

3.1 Introduction

Assets

The assets to be protected by the TOE include the user data on the travel document’s chip,
user data transferred between the TOE and the terminal, and travel document tracing data

defined in PACE PP [[CC_PP-0068-V2] (primary assets):

User data stored on the TOE (object no. 1in [CC_PP-0068-V2]) All data (being not au-
thentication data) stored in the context of the ePassport application of the travel doc-
ument as defined in [[CAO_SAC] and being allowed to be read out solely by an au-
thenticated terminal acting as Basic Inspection System with PACE (in the sense of
[[CAC_SAQ)).

This asset covers ’User Data on the MRTD’s chip’, ’Logical MRTD Data’ and ’Sensitive
User Data’ in [CC_PP-0055].

User data transferred between the TOE and the terminal connected (object no. 2)
All data (being not authentication data) being transferred in the context of the ePass-
port application of the travel document as defined in [[CAO_SAC] between the TOE and
an authenticated terminal acting as Basic Inspection System with PACE (in the sense

of [ICAQ_SAC]).

User data can be received and sent (exchange < receive, send).

Travel document tracing data (object no. 3) Technical information about the current
and previous locations of the travel document gathered unnoticeable by the travel
document holder recognizing the TOE not knowing any PACE password. TOE tracing
data can be provided/gathered.

Logical travel document sensitive user data Sensitive biometric reference data (EF.DG3,
EF.DG4)

Note 5: Due to interoperability reasons the ’ICAO Doc 9303’ [TCAO_9303] requires that Basic
Inspection Systems may have access to logical travel document data DG1, DG2, DG5 to DG16.
The TOE is not in certified mode, if it is accessed using BAC [TCAO_9303]. Note that the BAC
mechanism cannot resist attacks with high attack potential (cf. [CC_PP-0055]). If supported,
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itis therefore recommended to use PACE instead of BAC. If nevertheless BAC has to be used,
it is recommended to perform Chip Authentication v.1 before getting access to data (except
DG14), as this mechanism is resistant to high potential attacks.

A sensitive asset is the following more general one.

Authenticity of the travel document’s chip The authenticity of the travel document’s
chip personalized by the issuing State or Organization for the travel document holder is used
by the traveler to prove his possession of a genuine travel document.

Due to strict conformance to PACE PP, this ST also includes the secondary assets defined

in [CC_PP-0068-V2]:

Accessibility to the TOE functions and data only for authorized subjects (object
no. 4) Property of the TOE to restrict access to TSF and TSF data stored in the TOE to
authorized subjects only.

Genuineness of the TOE (object no. 5) Property of the TOE to be authentic in order to
provide claimed security functionality in a proper way. This asset also covers ’Authen-
ticity of the MRTD’s chip’ in [CC_PP-0055].

TOE internal secret cryptographic keys (object no. 6) Permanently or temporarily
stored secret cryptographic material used by the TOE in order to enforce its security
functionality.

TOE internal non-secret cryptographic material (object no. 7) Permanently or tem-
porarily stored non-secret cryptographic (public) keys and other non-secret material
(Document Security Object SOy containing digital signature) used by the TOE in order
to enforce its security functionality.

Travel document communication establishment authorization data (object no. 8)
Restricted revealable authorization information for a human user being used for veri-
fication of the authorization attempts as authorized user (PACE password). These data
are stored in the TOE and are not to be send to it.

Subjects and external entities

This security target considers the following external entities and subjects as defined in PACE
PP [CC_PP-0068-V2]:
Travel document holder (subject no. 1 in [CC_PP-0068-V2]) A person for whom the
travel document Issuer has personalized the travel document’'.

This entity is commensurate with '"MRTD Holder’ in [[CC_PP-0055]. Please note that a
travel document holder can also be an attacker (s. below).

Travel document presenter (traveler) A person presenting the travel document to a
terminal ? and claiming the identity of the travel document holder.

This external entity is commensurate with *Traveler’ in [CC_PP-0055]. Please note that
a travel document presenter can also be an attacker (s. below).

'i.e. this person is uniquely associated with a concrete electronic Passport

2in the sense of [[CAO_SAC]

MTCOS Pro 2.5 EAC with PACE / ST31G480 D01, Version 1.5 13
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Terminal (subjectno. 2) Aterminalis any technical system communicating with the TOE
through the contactless/contact interface. (see below)

The role 'Terminal’ is the default role for any terminal being recognized by the TOE as
not PACE authenticated ('Terminal’ is used by the travel document presenter).

This entity is commensurate with "Terminal’ in [CC_PP-0055].

Basic Inspection System with PACE (BIS-PACE) (subject no. 3) A technical system be-
ing used by an inspecting authority® verifying the travel document presenter as the
travel document holder (for ePassport: by comparing the real biometric data (face) of
the travel document presenter with the stored biometric data (DG2) of the travel doc-
ument holder). (see below ’Inspection System’)

BIS-PACE implements the terminal’s part of the PACE protocol and authenticates it-
self to the travel document using a shared password (PACE password) and supports
Passive Authentication.

Document Signer (DS) An organization enforcingthe policy of the CSCA and signing the
Document Security Object stored on the travel document for passive authentication.

A Document Signer is authorized by the national CSCA issuing the Document Signer
Certificate (Cps), see [TCAO_9303].

This role is usually delegated to a Personalization Agent.

Country Signing Certification Authority (CSCA) An organization enforcing the policy
of the travel document Issuer with respect to confirming correctness of User and TSF
data stored in the travel document. The CSCA represents the country specific root of
the PKI for the travel document and creates the Document Signer Certificates within
this PKI.

The CSCA also issues the self-signed CSCA Certificate (Ccsca) having to be distributed
by strictly secure diplomatic means, see. [[CAO_9303], 5.5.1.

Personalization Agent (subjectno. 4) Anorganization acting on behalf of the travel doc-
ument Issuer to personalize the travel document for the travel document holder by
some or all of the following activities: (i) establishing the identity of the travel docu-
ment holder for the biographic data in the travel document, (ii) enrolling the biomet-
ric reference data of the travel document holder, (iii) writing a subset of these data on
the physical travel document (optical personalization) and storing them in the travel
document (electronic personalization) for the travel document holder as defined in

[TCAOG_9303], (iv) writing the document details data, (v) writing the initial TSF data,
(vi) signing the Document Security Object defined in (in the role of DS).

Please note that the role ’Personalization Agent’ may be distributed among several in-
stitutions according to the operational policy of the travel document Issuer.

This entity is commensurate with ’Personalization Agent’ in [CC_PP-0055].

Manufacturer (subjectno. 5) Generic term for the IC Manufacturer producing integrated
circuit and the travel document Manufacturer completing the IC to the travel docu-
ment. The Manufacturer is the default user of the TOE during the Manufacturing life

3concretely, by a control officer
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cycle phaseThe TOE itself does not distinguish between the IC Manufacturer and travel
document Manufacturer using this role Manufacturer.

This entity is commensurate with ’"Manufacturer’ in [CC_PP-0055].

Attacker Athreatagent (a person ora process acting on his behalf) trying to undermine
the security policy defined by PACE PP, especially to change properties of the assets
having to be maintained. (see below)

The attacker is assumed to possess an at most high attack potential.
Please note that the attacker might ’capture’ any subject role recognized by the TOE.
This external entity is commensurate with ’Attacker’ in [CC_PP-0055].

The following subjects additionally to those defined in PACE PP [CC_PP-0068-V2] are con-
sidered:

Country Verifying Certification Authority The Country Verifying Certification Author-
ity (CVCA) enforces the privacy policy of the issuing State or Organization with respect
to the protection of sensitive biometric reference data stored in the travel document.
The CVCA represents the country specific root of the PKI of Inspection Systems and
creates the Document Verifier Certificates within this PKI. The updates of the public
key of the CVCA are distributed in the form of Country Verifying CA Link-Certificates.

Document Verifier The Document Verifier (DV) enforces the privacy policy of the receiv-
ing State with respect to the protection of sensitive biometric reference data to be han-
dled by the Extended Inspection Systems. The Document Verifier manages the autho-
rization of the Extended Inspection Systems for the sensitive data of the travel docu-
ment in the limits provided by the issuing States or Organizations in the form of the
Document Verifier Certificates.

Terminal Aterminalisanytechnical system communicating with the TOE eitherthrough
the contact interface or through the contactless interface. (see above)

Inspection system (IS) A technical system used by the border control officer of the re-
ceiving State (i) examining an travel document presented by the traveler and verifying
its authenticity and (ii) verifying the traveler as travel document holder. (see above
’Basic Inspection System with PACE’)

The Extended Inspection System (EIS) performs the Advanced Inspection Procedure
(see figure 1in [CC_PP-0056-V2]) and therefore (i) contains a terminal for the commu-
nication with the travel document’s chip, (ii) implements the terminals part of PACE
and/or BAC; (iii) gets the authorization to read the logical travel document either un-
der PACE or BAC by optical reading the travel document providing this information.
(iv) implements the Terminal Authentication and Chip Authentication Protocols both
Version 1according to [BSI_TR-03T10-1] and (v) is authorized by the issuing State or Or-
ganization through the Document Verifier of the receiving State to read the sensitive
biometric reference data. Security attributes of the EIS are defined by means of the
Inspection System Certificates. BAC may only be used if supported by the TOE. If both
PACE and BAC are supported by the TOE and the BIS, PACE must be used. Optionally all
the Inspection Systems can implement Active Authentication and PACE Chip Authenti-
cation Mapping (PACE-CAM).
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Attacker Additionally to the definition above, the definition of an attacker is refined as
followed: A threat agent trying (i) to manipulate the logical travel document without
authorization, (ii) to read sensitive biometric reference data (i.e. EF.DG3, EF.DG4), (iii)
to forge a genuine travel document, or (iv) to trace a travel document. (see above)

3.2 Assumptions

The assumptions describe the security aspects of the environment in which the TOE will be
used or is intended to be used.

A.Insp_Sys (Inspection Systems for global interoperability)

The Extended Inspection System (EIS) for global interoperability (i) includes the Coun-
try Signing CA Public Key and (ii) implements the terminal part of PACE [[CAO_SAC]
and/or BAC [CC_PP-0055]. BAC may only be used if supported by the TOE. If both PACE
and BAC are supported by the TOE and the IS, PACE must be used. The EIS reads the
logical travel document under PACE or BAC and performs the Chip Authentication v.1
to verify the logical travel document and establishes secure messaging. If PACE Chip
Authentication Mapping is used, Chip Authentication v.1 may be skipped. EIS supports
the Terminal Authentication Protocol v.1in order to ensure access control and is autho-
rized by the issuing State or Organization through the Document Verifier of the receiv-
ing State to read the sensitive biometric reference data. Optionally all the Inspection
Systems can implement Active Authentication.

Justification:

The assumption A.Insp_Sys does not confine the security objectives of the
[CC_PP-0068-V2] as it repeats the requirements of PTerminal and adds only as-
sumptions for the Inspection Systems for handling the the EAC functionality of the
TOE.

A.Auth_PKI (PKI for Inspection Systems)

The issuing and receiving States or Organizations establish a public key infrastructure
for card verifiable certificates of the Extended Access Control. The Country Verifying
Certification Authorities, the Document Verifier and Extended Inspection Systems hold
authentication key pairs and certificates for their public keys encoding the access con-
trolrights. The Country Verifying Certification Authorities of the issuing States or Orga-
nizations are signing the certificates of the Document Verifier and the Document Ver-
ifiers are signing the certificates of the Extended Inspection Systems of the receiving
States or Organizations. The issuing States or Organizations distribute the public keys
of their Country Verifying Certification Authority to their travel document’s chip.

Justification:

This assumption only concerns the EAC part of the TOE. The issuing and use of card
verifiable certificates of the Extended Access Control is neither relevant for the PACE
part of the TOE nor will the security objectives of the [CC_PP-0068-V2] be restricted by
this assumption. For the EAC functionality of the TOE the assumption is necessary be-
cause it covers the pre-requisite for performing the Terminal Authentication Protocol
Version 1.
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This ST includes the assumption from the PACE PP [CC_PP-0068-V2]:
A.Passive_Auth (PKI for Passive Authentication)

The issuing and receiving States or Organizations establish a public key infrastructure
for passive authentication i.e. digital signature creation and verification for the logical
travel document. The issuing State or Organization runs a Certification Authority (CA)
which securely generates, stores and uses the Country Signing CA Key pair. The CA
keeps the Country Signing CA Private Key secret and is recommended to distribute the
Country Signing CA Public Key to ICAO, all receiving States maintaining its integrity.
The Document Signer (i) generates the Document Signer Key Pair, (ii) hands over the
Document Signer Public Key to the CA for certification, (iii) keeps the Document Signer
Private Key secret and (iv) uses securely the Document Signer Private Key for signing
the Document Security Objects of the travel documents. The CA creates the Document
Signer Certificates for the Document Signer Public Keys that are distributed to the re-
ceiving States and Organizations. It is assumed that the Personalization Agent ensures
that the Document Security Object contains only the hash values of genuine user data

according to [ICAO_9303].

3.3 Threats

This section describes the threats to be averted by the TOE independently orin collaboration
with its IT environment. These threats result from the TOE method of use in the operational
environment and the assets stored in or protected by the TOE.

The TOE in collaboration with its IT environment shall avert the threats as specified be-
low.

T.Read_Sensitive_Data (Read the sensitive biometric reference data)

Adverse action An attacker tries to gain the sensitive biometric reference data
through the communication interface of the travel document’s chip.

The attack T.Read_Sensitive_Data is similar to the threat T.Skimming (see below)
in respect of the attack path (communication interface) and the motivation (to
get data stored on the travel document’s chip) but differs from those in the as-
set under the attack (sensitive biometric reference data vs. digital MRZ, digitized
portrait and other data), the opportunity (i.e. knowing the PACE Password) and
therefore the possible attack methods. Note, that the sensitive biometric refer-
ence data are stored only on the travel document’s chip as private sensitive per-
sonal data whereas the MRZ data and the portrait are visually readable on the
physical part of the travel document as well.

Threat agent Having high attack potential, knowing the PACE Password, being in
possession of a legitimate travel document.

Asset Confidentiality of logical travel document sensitive user data (i.e. biometric
reference).

T.Counterfeit (Counterfeit of travel document chip data)

Adverse action An attacker with high attack potential produces an unauthorized
copy or reproduction of a genuine travel document’s chip to be used as part of
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a counterfeit travel document. This violates the authenticity of the travel docu-
ment’s chip used for authentication of a traveler by possession of a travel docu-
ment.

The attacker may generate a new data set or extract completely or partially the
data from a genuine travel document’s chip and copy them to another appropri-
ate chip to imitate this genuine travel document’s chip.

Threat agent having high attack potential, being in possession of one or more le-
gitimate travel documents

Asset authenticity of user data stored on the TOE

This ST includes all threats from the PACE PP [CC_PP-0068-V2]:

T.Skimming (Skimming travel document / capturing card-terminal communication)

Adverse action An attackerimitates aninspection systemin order to get access to
the User Data stored on or transferred between the TOE and the inspecting author-
ity connected via the contactless/contact interface of the TOE.

Threat agent Having high attack potential, cannot read and does not know the
correct value of the shared password (PACE password) in advance.

Asset Confidentiality of logical travel document data.

T.Eavesdropping (Eavesdropping on the communication between the TOE and the
PACE terminal)

Adverse action An attacker is listening to the communication between the travel
document and the PACE authenticated BIS-PACE in order to gain the User Data
transferred between the TOE and the terminal connected.

Threat agent Having high attack potential, cannot read and does not know the
correct value of the shared password (PACE password) in advance.

Asset Confidentiality of logical travel document data.

T.Tracing (Tracingtravel document)

Adverse action An attackertriesto gather TOE tracing data (i.e. to trace the move-
ment of the travel document) unambiguously identifying it remotely by estab-
lishing or listening to a communication via the contactless/contact interface of
the TOE.

Threat agent Having high attack potential, cannot read and does not know the
correct value of the shared password (PACE password) in advance.

Asset Privacy of the travel document holder

Note 6: This Threat completely covers and extends “T.Chip-ID” from [CC_PP-0055].
T.Forgery (Forgery of data)

Adverse action An attacker fraudulently alters the User Data or/and TSF data
stored on the travel document or/and exchanged between the TOE and the termi-
nal connected in order to outsmart the PACE authenticated Inspection System
by means of changed travel document holder’s related reference data (like bio-
graphic or biometric data). The attacker does it in such a way that the terminal
connected perceives these modified data as authentic one.

Threat agent Having high attack potential.
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Asset Integrity of the travel document.

Note 7: T.Forgery from the PACE PP [CC_PP-0068-V2] is extended by the Extended In-
spection System additionally to the PACE authenticated BIS-PACE being outsmarted
by the attacker.

T.Abuse-Func (Abuse of functionality)

Adverse action An attacker may use functions of the TOE which shall not be used
in TOE operational phase in order (i) to manipulate or to disclose the User Data
stored in the TOE, (ii) to manipulate or to disclose the TSF data stored in the TOE
or (iii) to manipulate (bypass, deactivate or modify) soft-coded security function-
ality of the TOE. This threat addresses the misuse of the functions for the initial-
ization and personalization in the operational phase after delivery to the travel
document holder.

Threat agent Having high attack potential, being in possession of one or more le-
gitimate travel documents.

Asset Integrity and authenticity of the travel document, availability of the func-
tionality of the travel document

Note 8: Details of the relevant attack scenarios depend, for instance, on the capabili-
ties of the test features provided by the IC Dedicated Test Software being not specified
here.

T.Information_Leakage (Information leakage from travel document)

Adverse action An attacker may exploit information leaking from the TOE during
its usage in order to disclose confidential User Data or/and TSF data stored on the
travel document or/and exchanged between the TOE and the terminal connected.
The information leakage may be inherent in the normal operation or caused by
the attacker.

Threat agent Having high attack potential.

Asset Confidentiality of user data and TSF data of the travel document.

Note 9: Leakage may occur through emanations, variations in power consumption,
I/O characteristics, clock frequency, or by changes in processing time requirements.
This leakage may be interpreted as a covert channel transmission, but is more closely
related to measurement of operating parameters which may be derived either from
measurements of the contactless interface (emanation) or direct measurements (by
contact to the chip still available even for a contactless chip) and can then be related
to the specific operation being performed. Examples are Differential Electromagnetic
Analysis (DEMA) and Differential Power Analysis (DPA). Moreover the attacker may try
actively to enforce information leakage by fault injection (e.g. Differential Fault Analy-
Sis).
T.Phys-Tamper (Physical tampering)

Adverse action An attacker may perform physical probing of the travel document
in order (i) to disclose the TSF data, or (ii) to disclose/reconstruct the TOE’s Em-
bedded Software. An attacker may physically modify the travel document in or-
der to alter (1) its security functionality (hardware and software part, as well), (ii)
the user data or the TSF data stored on the travel document.
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Threat agent Having high attack potential, being in possession of one or more le-
gitimate travel documents.

Asset Integrity and authenticity of the travel document, availability of the func-
tionality of the travel document, confidentiality of user data and TSF data of the
travel document.

Note 10: Physical tampering may be focused directly on the disclosure or manipula-
tion of the user data (e.g. the biometric reference data for the inspection system) or
the TSF data (e.g. authentication key of the travel document) or indirectly by prepara-
tion of the TOE to following attack methods by modification of security features (e.g.
to enable information leakage through power analysis). Physical tampering requires
a direct interaction with the travel document’s internals. Techniques commonly em-
ployed in IC failure analysis and IC reverse engineering efforts may be used. Before
that, hardware security mechanisms and layout characteristics need to be identified.
Determination of software design including treatment of the user data and the TSF
data may also be a pre-requisite. The modification may result in the deactivation of a
security function. Changes of circuitry or data can be permanent or temporary.

T.Malfunction (Malfunction due to environmental stress)

Adverse action An attacker may cause a malfunction the travel document’s hard-
ware and Embedded Software by applying environmental stress in order to (i)
deactivate or modify security features or functionality of the TOE’ hardware or to
(ii) circumvent, deactivate or modify security functions of the TOE’s Embedded
Software. This may be achieved e.g. by operating the travel document outside
the normal operating conditions, exploiting errors in the travel document’s Em-
bedded Software or misusing administrative functions. To exploit these vulnera-
bilities an attacker needs information about the functional operation.

Threat agent Having high attack potential, being in possession of one or more le-
gitimate travel documents, having information about the functional operation.
Asset Integrity and authenticity of the travel document, availability of the func-
tionality of the travel document, confidentiality of user data and TSF data of the

travel document.

Note 11: A malfunction of the TOE may also be caused using a direct interaction with
elements on the chip surface. This is considered as being a manipulation (refer to the
threat T.Phys-Tamper) assuming a detailed knowledge about TOE’s internals.

3.4 Organizational Security Policies

The TOE shall comply with the following Organizational Security Policies (OSP) as security
rules, procedures, practices, or guidelines imposed by an organization upon its operations
(see CC part 1, sec. 3.2).

P.Sensitive_Data (Privacy of sensitive biometric reference data)
The biometric reference data of finger(s) (EF.DG3) and iris image(s) (EF.DG4) are sensi-
tive private personal data of the travel document holder. The sensitive biometric ref-

erence data can be used only by inspection systems which are authorized for this ac-
cess at the time the travel document is presented to the inspection system (Extended
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Inspection Systems). The issuing State or Organization authorizes the Document Veri-
fiers of the receiving States to manage the authorization of inspection systems within
the limits defined by the Document Verifier Certificate. The travel document’s chip
shall protect the confidentiality and integrity of the sensitive private personal data
even during transmission to the Extended Inspection System after Chip Authentication
Version 1 or PACE Chip Authentication Mapping, respectively.

P.Personalization (Personalization of the travel document by issuing state or organiza-
tion only)

The issuing State or Organization guarantees the correctness of the biographical data,
the printed portrait and the digitized portrait, the biometric reference data and other
data of the logical travel document with respect to the travel document holder. The
personalization of the travel document for the holder is performed by an agent autho-
rized by the issuing State or Organization only.

This ST includes all OSPs from the PACE PP [[CC_PP-0068-V2]:

P.Manufact (Manufacturing of the travel document’s chip)

The Initialization Data are written by the IC Manufacturer to identify the IC uniquely.
The travel document Manufacturer writes the Pre-personalization Data which contains
at least the Personalization Agent Key.

P.Pre-Operational (Pre-operational handling of the travel document)

1. The travel document Issuerissues the travel document and approves it using the
terminals complying with all applicable laws and regulations.

2. The travel document Issuer guarantees correctness of the user data (amongst
other of those, concerning the travel document holder) and of the TSF data per-
manently stored in the TOE.

3. The travel document Issuer uses only such TOE’s technical components (IC)
which enable traceability of the travel documents in their Manufacturing and is-
suing life cycle phases, i.e. before they are in the operational phase.

4. If the travel document Issuer authorizes a Personalization Agent to personalize
the travel document for travel document holders, the travel document Issuer has
to ensure that the Personalization Agent acts in accordance with the travel docu-
ment Issuer’s policy.

P.Card_PKI (PKI for Passive Authentication (issuing branch))

Note 12: The description below states the responsibilities of involved parties and rep-
resents the logical, but not the physical structure of the PKI. Physical distribution ways
shall be implemented by the involved parties in such a way that all certificates belong-
ing to the PKI are securely distributed / made available to their final destination, e.g.
by using directory services.

1. The travel document Issuer shall establish a public key infrastructure for the pas-
sive authentication, i.e. for digital signature creation and verification for the
travel document. For this aim, he runs a Country Signing Certification Authority
(CSCA). The travel document Issuer shall publish the CSCA Certificate (Ccsca).
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2. The CSCA shall securely generate, store and use the CSCA key pair. The CSCA
shall keep the CSCA Private Key secret and issue a self-signed CSCA Certificate
(Ccsca) having to be made available to the travel document Issuer by strictly se-
cure means, see [[CAO_9303]], 5.5.1. The CSCA shall create the Document Signer
Certificates for the Document Signer Public Keys (Cps) and make them available
to the travel document Issuer, see [I[CAO_9303], 5.5.1.

3. ADocument Signer shall (i) generate the Document Signer Key Pair, (ii) hand over
the Document Signer Public Key to the CSCA for certification, (iii) keep the Docu-
ment Signer Private Key secret and (iv) securely use the Document Signer Private
Key for signing the Document Security Objects of travel documents.

P.Trustworthy_PKI (Trustworthiness of PKI)

The CSCA shall ensure that it issues its certificates exclusively to the rightful organiza-
tions (DS) and DSs shall ensure that they sign exclusively correct Document Security
Objects to be stored on the travel document.

P.Terminal (Abilities and trustworthiness of terminals)

The Basic Inspection Systems with PACE (BIS-PACE) shall operate their terminals as
follows:

1. The related terminals (basic inspection system, cf. above) shall be used by termi-
nal operators and by travel document holders as defined in [TCAO_9303].

2. They shall implement the terminal parts of the PACE protocol [[CAO_SAC], of the
Passive Authentication and use them in this order®. The PACE termi-
nal shall use randomly and (almost) uniformly selected nonces, if required by the
protocols (for generating ephemeral keys for Diffie-Hellman).

. The related terminals need not to use any own credentials.

4. They shall also store the Country Signing Public Key and the Document Signer
Public Key (in form of Ccsca and Cps) in order to enable and to perform Passive
Authentication (determination of the authenticity of data groups stored in the
travel document, [TCAO_9303]).

5. The related terminals and their environment shall ensure confidentiality and in-
tegrity of respective data handled by them (e.g. confidentiality of PACE pass-
words, integrity of PKI certificates, etc.), where it is necessary for a secure op-
eration of the TOE according to the current ST.

w

4This order is commensurate with [TCAO_SAC].
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4 Security Objectives (ASE_OBJ.2)

This chapter describes the security objectives for the TOE and the security objectives for the
TOE environment. The security objectives for the TOE environment are separated into secu-
rity objectives for the development and production environment and security objectives for
the operational environment.

4.1 Security Objectives for the TOE

This section describes the security objectives for the TOE addressing the aspects of identified
threats to be countered by the TOE and organizational security policies to be met by the TOE.

OT.Sens_Data_Conf (Confidentiality of sensitive biometric reference data)

The TOE must ensure the confidentiality of the sensitive biometric reference data
(EF.DG3 and EF.DG4) by granting read access only to authorized Extended Inspection
Systems. The authorization of the inspection system is drawn from the Inspection Sys-
tem Certificate used for the successful authentication and shall be a non-strict subset
of the authorization defined in the Document Verifier Certificate in the certificate chain
to the Country Verifier Certification Authority of the issuing State or Organization. The
TOE must ensure the confidentiality of the logical travel document data during their
transmission to the Extended Inspection System. The confidentiality of the sensitive
biometric reference data shall be protected against attacks with high attack potential.

OT.Chip_Auth_Proof (Proof of the travel document’s chip authenticity)

The TOE must support the Inspection Systems to verify the identity and authenticity
of the travel document’s chip as issued by the identified issuing State or Organization
by means of the Chip Authentication Version 1 as defined in [BSI_TR-03110-1] and by
means of PACE Chip Authentication Mapping as defined in [TCAO_SAC| [BST_TR-03110-1]..
The authenticity proof provided by travel document’s chip shall be protected against
attacks with high attack potential.

Note 13: The OT.Chip_Auth_Proof implies the travel document’s chip to have (i) a
unique identity as given by the travel document’s Document Number, (ii) a secret to
prove its identity by knowledge i.e. a private authentication key as TSF data. The TOE
shall protect this TSF data to prevent their misuse. The terminal shall have the refer-
ence data to verify the authentication attempt of travel document’s chip i.e.
+ In the case of Chip Authentication v.1: a certificate for the Chip Authentication
Public Key that matches the Chip Authentication Private Key of the travel docu-
ment’s chip. This certificate is provided by (i) the Chip Authentication Public Key
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(EF.DG14) in the LDS defined in and (ii) the hash value of DG14 in the
Document Security Object signed by the Document Signer.

+ In the case of PACE Chip Authentication Mapping: a certificate for the Public Key
that matches the PACE-CAM Private Key of the travel document’s chip. This cer-
tificate is provided by (i) the Public Key (EF.CardSecurity) in the LDS defined in
[TCAO_SAC] and (ii) the hash value of EF.CardSecurity in the Document Security
Object signed by the Document Signer.

OT.Active_Auth_Proof (Proof of travel document’s chip authenticity)
The TOE shall support the Basic Inspection Systems to verify the identity and authen-
ticity of the travel document’s chip asissued by the identified issuing State or Organiza-
tion by means of the Active Authentication as defined in [TCAO_9303]. The authenticity

proof provided by travel document’s chip shall be protected against attacks with high
attack potential.

This ST includes all Security Objectives for the TOE from the PACE PP [[CC_PP-0068-V2]:
OT.Data_Integrity (Integrity of data)

The TOE must ensure integrity of the user data and the TSF data stored on it by protect-
ing these data against unauthorized modification (physical manipulation and unau-
thorized modifying).

The TOE must ensure integrity of the user data and the TSF data during their exchange
between the TOE and the terminal connected (and represented by PACE authenticated
BIS-PACE) after the PACE Authentication.

OT.Data_Authenticity (Authenticity of data)

The TOE must ensure authenticity of the user data and the TSF data stored on it by
enabling verification of their authenticity at the terminal-side’.

The TOE must ensure authenticity of the user data and the TSF data during their ex-
change between the TOE and the terminal connected (and represented by PACE au-
thenticated BIS-PACE) after the PACE Authentication. It shall happen by enabling such
a verification at the terminal-side (at receiving by the terminal) and by an active verifi-
cation by the TOE itself (at receiving by the TOE)?.

OT.Data_Confidentiality (Confidentiality of data)

The TOE must ensure confidentiality of the user data and the TSF data by granting read
access only to the PACE authenticated BIS-PACE connected. The TOE must ensure con-
fidentiality of the user data and the TSF data during their exchange between the TOE
and the terminal connected (and represented by PACE authenticated BIS-PACE) after
the PACE Authentication.

OT.Tracing (Tracingtravel document)

The TOE must prevent gathering TOE tracing data by means of unambiguous identify-
ing the travel document remotely through establishing or listening to a communica-
tion via the contactless/contact interface of the TOE without knowledge of the correct
values of shared passwords (PACE passwords) in advance.

lverification of SOp
2secure messaging after the PACE authentication, see also [I[CAO_SAC].
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OT.Prot_Abuse-Func (Protection against abuse of functionality)

The TOE must prevent that functions of the TOE, which may not be used in TOE op-
erational phase, can be abused in order (i) to manipulate or to disclose the user data
stored in the TOE, (ii) to manipulate or to disclose the TSF data stored in the TOE, (iii)
to manipulate (bypass, deactivate or modify) soft-coded security functionality of the
TOE.

OT.Prot_Inf_Leak (Protection against information leakage)

The TOE must provide protection against disclosure of confidential user data or/and
TSF data stored and/or processed by the travel document

« by measurement and analysis of the shape and amplitude of signals or the time
between events found by measuring signals on the electromagnetic field, power
consumption, clock, or I/O lines,

+ by forcing a malfunction of the TOE and/or

+ by a physical manipulation of the TOE

Note 14: This objective pertains to measurements with subsequent complex signal
processing due to normal operation of the TOE or operations enforced by an attacker.

OT.Prot_Phys-Tamper (Protection against physical tampering)

The TOE must provide protection of the confidentiality and integrity of the user data,
the TSF data, and the travel document’s Embedded Software by means of

« measuring through galvanic contacts representing a direct physical probing on
the chip’s surface except on pads being bonded (using standard tools for mea-
suring voltage and current) or

« measuring not using galvanic contacts but other types of physical interaction be-
tween electrical charges (using tools used in solid-state physics research and IC
failure analysis)

« manipulation of the hardware and its security functionality, as well as

« controlled manipulation of memory contents (user data, TSF data)

with a prior
+ reverse-engineering to understand the design and its properties and functional-
ity.
OT.Prot_Malfunction (Protection against malfunctions)
The TOE must ensure its correct operation. The TOE must prevent its operation outside
the normal operating conditions where reliability and secure operation have not been
proven or tested. This is to prevent functional errors in the TOE. The environmental

conditions may include external energy (esp. electromagnetic) fields, voltage (on any
contacts), clock frequency or temperature.

The following TOE security objectives address the aspects of identified threats to be coun-
tered involving TOE’s environment.

OT.ldentification (ldentification of the TOE)

The TOE must provide means to store Initialization® and Pre-Personalization Data in
its non-volatile memory. The Initialization Data must provide a unique identification

3amongst other, IC Identification data
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of the IC during the Manufacturing and the Card Issuing life cycle phases of the travel
document. The storage of the Pre-Personalization data includes writing of the Person-
alization Agent Key(s).

OT.AC_Pers (Access control for personalization of logical MRTD)

The TOE must ensure that the logical travel document data in EF.DG1 to EF.DG16, the
Document Security Object according to LDS [TCAO_9303] and the TSF data can be writ-
ten by authorized Personalization Agents only. The logical travel document data in
EF.DG1to EF.DG16 and the TSF data may be written only during and cannot be changed
after personalization of the document.

4.2 Security Objectives for Operational Environment

Issuing State or Organization

The issuing State or Organization willimplement the following security objectives of the TOE
environment.

OE.Auth_Key_Travel_Document (Travel document Authentication Key)

The issuing State or Organization has to establish the necessary public key infrastruc-
ture in order to (i) generate the travel document’s Chip Authentication Key Pair, (ii)
sign and store the Chip Authentication Public Key in the Chip Authentication Public
Key data in EF.DG14 and (iii) support inspection systems of receiving States or Organi-
zations to verify the authenticity of the travel document’s chip used for genuine travel
document by certification of the Chip Authentication Public Key by means of the Doc-
ument Security Object. If PACE Chip Authentication shall be used, the issuing State or
Organization has to establish the necessary public key infrastructure in order to (i) gen-
erate the travel document’s PACE-CAM Key Pair, (ii) sign and store the PACE-CAM Pub-
lic Key in the Public Key data in EF.CardSecurity and (iii) support inspection systems
of receiving States or Organizations to verify the authenticity of the travel document’s
chip used for genuine travel document by certification of the PACE-CAM Public Key by
means of the Document Security Object.

Justification:

This security objective for the operational environment is needed additionally to those
from [[CC_PP-0068-VZ] in order to counter the Threat T.Counterfeit as it specifies the
pre-requisite for the Chip Authentication Protocol Version 1 which is one of the addi-
tional features of the TOE described only in EAC PP and not in [CC_PP-0068-V2].

OE.Authoriz_Sens_Data (Authorization for Use of Sensitive Biometric Reference Data)

The issuing State or Organization has to establish the necessary public key infrastruc-
ture in order to limit the access to sensitive biometric reference data of travel docu-
ment holders to authorized receiving States or Organizations. The Country Verifying
Certification Authority of the issuing State or Organization generates card verifiable
Document Verifier Certificates for the authorized Document Verifier only.

Justification:
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This security objective for the operational environment is needed additionally to those
from [[CC_PP-0068-V2] in order to handle the Threat T.Read_Sensitive_Data, the Orga-
nizational Security Policy P.Sensitive_Data and the Assumption A.Auth_PKI as it spec-
ifies the pre-requisite for the Terminal Authentication Protocol v.1 as it concerns the
need of an PKI for this protocol and the responsibilities of its root instance. The Termi-
nal Authentication Protocol v.1 is one of the additional features of the TOE described
only in EAC PP and not in [CC_PP-0068-V2].

OE.Active_Auth_Key_Travel_Document (Travel document Active Authentication key)

The issuing State or Organization has to establish the necessary public key infrastruc-
ture in order to (i) generate the travel document’s Active Authentication Key Pair, (ii)
sign and store the Active Authentication Public Key in the Active Authentication Public
Key data in EF.DG15 and (iii) support Inspection Systems of receiving States or Organi-
zations to verify the authenticity of the travel document’s chip used for genuine MRTD
by certification of the Active Authentication Public Key by means of the Document Se-
curity Object.

Receiving State or Organization

The receiving State or Organization will implement the following security objectives of the
TOE environment.

OE.Exam_Travel_Document (Examination of the physical part of the travel document)

The inspection system of the receiving State or Organization must examine the travel
document presented by the traveler to verify its authenticity by means of the physical
security measures and to detect any manipulation of the physical part of the travel
document. The Basic Inspection System for global interoperability (i) includes the
Country Signing CA Public Key and the Document Signer Public Key of each issuing
State or Organization, and (ii) implements the terminal part of PACE [TCAO_SAC] and/or
the Basic Access Control [[TCAO_9303]. Extended Inspection Systems perform addition-
ally to these points PACE Chip Authentication Mapping or/and the Chip Authentication
Protocol Version 1 to verify the Authenticity of the presented travel document’s chip.

Justification:

This security objective for the operational environment is needed additionally to those
from [CC_PP-0068-V2] in order to handle the Threat T.Counterfeit and the Assumption
A.Insp_Sys by demanding the Inspection System to perform the Chip Authentication
protocol v.1. OE.Exam_Travel_Document also repeats partly the requirements from
OE.Terminal in [CC_PP-0068-V2] and therefore also counters T.Forgery and A.Passive_
Auth from [CC_PP-0068-V2]. This is done because a new type of Inspection System
is introduced in EAC PP as the Extended Inspection System is needed to handle the
additional features of a travel document with Extended Access Control.

OE.Prot_Logical_Travel_Document (Protection of data from the logical travel docu-
ment)

The inspection system of the receiving State or Organization ensures the confidential-
ity and integrity of the data read from the logical travel document. The inspection sys-
tem will prevent eavesdropping to their communication with the TOE before secure
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messaging is successfully established based on the Chip Authentication Protocol Ver-
sion 1.

Justification:

This security objective for the operational environment is needed additionally to those
from [[CC_PP-0068-V2] in order to handle the Assumption A.Insp_Sys by requiring the
Inspection System to perform secure messaging based on the Chip Authentication Pro-
tocol v.1.

OE.Ext_Insp_Systems (Authorization of Extended Inspection Systems)

The Document Verifier of receiving States or Organizations authorizes Extended In-
spection Systems by creation of Inspection System Certificates for access to sensitive
biometric reference data of the logical travel document. The Extended Inspection Sys-
tem authenticates itself to the travel document’s chip for access to the sensitive bio-
metric reference data with its private Terminal Authentication Key and its Inspection
System Certificate.

Justification:

This security objective for the operational environmentis needed additionally to those
from [[CC_PP-0068-V2] in order to handle the Threat T.Read_Sensitive_Data, the Orga-
nizational Security Policy P.Sensitive_Data and the Assumption A.Auth_PKI as it spec-
ifies the pre-requisite for the Terminal Authentication Protocol v.1 as it concerns the
responsibilities of the Document Verifier instance and the Inspection Systems.

This ST includes all Security Objectives of the TOE environment from the PACE PP
[CC_PP-0068-V2:

Travel document Issuer as the general responsible Thetravel document Issuerasthe
general responsible for the global security policy related will implement the following
security objectives for the TOE environment:

OE.Legislative_Compliance (Issuing of the travel document)

The travel document Issuer must issue the travel document and approve it using
the terminals complying with all applicable laws and regulations.

Travel document Issuer and CSCA: travel document’s PKI (issuing) branch The
travel document Issuer and the related CSCA will implement the following security
objectives for the TOE environment (see also the Note 12 above):

OE.Passive_Auth_Sign (Authentication of travel document by Signature)

The travel document Issuer has to establish the necessary public key infrastruc-
ture as follows: the CSCA acting on behalf and according to the policy of the travel
document Issuer must (i) generate a cryptographically secure CSCA Key Pair, (ii)
ensure the secrecy of the CSCA Private Key and sign Document Signer Certificates
in a secure operational environment, and (iii) publish the Certificate of the CSCA
Public Key (Ccsca). Hereby authenticity and integrity of these certificates are be-
ing maintained.

A Document Signer acting in accordance with the CSCA policy must (i) generate a
cryptographically secure Document Signing Key Pair, (ii) ensure the secrecy of the
Document Signer Private Key, (iii) hand over the Document Signer Public Key to
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the CSCA for certification, (iv) sign Document Security Objects of genuine travel
documents in a secure operational environment only. The digital signature in
the Document Security Object relates to all hash values for each data group in
use according to [TCAO_9303]. The Personalization Agent has to ensure that the
Document Security Object contains only the hash values of genuine user data ac-
cording to [TCAO_9303]. The CSCA must issue its certificates exclusively to the
rightful organizations (DS) and DSs must sign exclusively correct Document Se-
curity Objects to be stored on travel document.
OE.Personalization (Personalization of travel document)

The travel document Issuer must ensure that the Personalization Agents acting
on his behalf (i) establish the correct identity of the travel document holder and
create the biographical data for the travel document, (ii) enroll the biometric ref-
erence data of the travel document holder, (iii) write a subset of these data on
the physical Passport (optical personalization) and store them in the travel doc-
ument (electronic personalization) for the travel document holder as defined in
[ICAO_9303]*, (iv) write the document details data, (v) write the initial TSF data,
(vi) sign the Document Security Object defined in [TCAO_9303] (in the role of a
DS).

Terminal operator: Terminal’s receiving branch

OE.Terminal (Terminal operating)
The terminal operators must operate their terminals as follows:

1. The related terminals (basic inspection systems, cf. above) are used by ter-
minal operators and by travel document holders as defined in [TCAO_9303].

2. The related terminals implement the terminal parts of the PACE protocol
[TCAO_SAC], of the Passive Authentication (by verification of the
signature of the Document Security Object) and use them in this order’. The
PACE terminal uses randomly and (almost) uniformly selected nonces, if re-
quired by the protocols (for generating ephemeral keys for Diffie-Hellman).

3. The related terminals need not to use any own credentials.

4. The related terminals securely store the Country Signing Public Key and the
Document Signer Public Key (in form of Ccsca and Cps) in order to enable and
to perform Passive Authentication of the travel document (determination of

the authenticity of data groups stored in the travel document, [[CAO_9303])).
5. Therelated terminals and their environment must ensure confidentiality and

integrity of respective data handled by them (e.g. confidentiality of the PACE
passwords, integrity of PKI certificates, etc.), where it is necessary for a se-
cure operation of the TOE according to the current ST.

Travel document holder Obligations

OE.Travel_Document_Holder (Travel document holder Obligations)

The travel document Holder may reveal, if necessary, his or her verification val-
ues of the PACE password to an authorized person or device who definitely act
according to respective regulations and are trustworthy.

4see also [TCAO_9303], sec. 10
5This order is commensurate with [TCAO_SAC]
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4.3 Security Objective Rationale

The following table provides an overview for security objectives coverage. Objectives,
threats and assumptions marked in italic letters are taken from PACE-PP[[CC_PP-0068-V2],
those included for the Active Authentication functionality are underlined.

Document

Document

y
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OT.Chip
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x| OT.Sens_Data_Conf
< | OE.Authoriz_Sens_Data

x | OE.Ext_Ins

T.Read_Sensitive_Data
T.Counterfeit
T.Skimming X | x| x X
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x
x
x
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T.Eavesdropping X

TTracing X X
T.Abuse-Func X

T.Information_Leakage X

T.Phys-Tamper X
T.Malfunction X
T.Forgery X | X | X X X X X | x| x

P.Sensitive_Data X X X

P.Personalization X X X
PManufact X

P.Pre-Operational X X X X

PTerminal X X
PCard_PKI| X
PTrustworthy_PKI X
A.Insp_Sys X | X
A.Auth_PKI X X
A.Passive_Auth X X

Table 4.1: Security Objective Rationale

A detailed justification required for suitability of the security objectives to coup with the
security problem definition is given below.

The OSP P.Personalization “Personalization of the travel document by issuing State
or Organization only” addresses the (i) the enrollment of the logical travel document by
the Personalization Agent as described in the security objective for the TOE environment
OE.Personalization “Personalization of logical travel document”, and (ii) the access control
for the user data and TSF data as described by the security objective OT.AC_Pers “Access
Control for Personalization of logical travel document”. Note the manufacturer equips the
TOE with the Personalization Agent Key(s) according to OT.ldentification “Identification and
Authentication of the TOE”. The security objective OT.AC_Pers limits the management of TSF
data and the management of TSF to the Personalization Agent.
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The OSP P.Sensitive_Data “Privacy of sensitive biometric reference data” is fulfilled and
the threat T.Read_Sensitive_Data “Read the sensitive biometric reference data” is coun-
tered by the TOE-objective OT.Sens_Data_Conf “Confidentiality of sensitive biometric ref-
erence data” requiring that read access to EF.DG3 and EF.DG4 (containing the sensitive bio-
metric reference data) is only granted to authorized inspection systems. Furthermore it is
required that the transmission of these data ensures the data’s confidentiality. The autho-
rization bases on Document Verifier certificates issued by the issuing State or Organization as
required by OE.Authoriz_Sens_Data “Authorization for use of sensitive biometric reference
data”. The Document Verifier of the receiving State has to authorize Extended Inspection Sys-
tems by creating appropriate Inspection System certificates for access to the sensitive bio-
metric reference data as demanded by OE.Ext_Insp_Systems “Authorization of Extended
Inspection Systems”.

The OSP P.Terminal “Abilities and trustworthiness of terminals” is countered by the secu-
rity objective OE.Exam_Travel_Document additionally to the security objectives from PACE
PP [CC_PP-0068-V2]. OE.Exam_Travel_Document enforces the terminals to perform the
terminal part of the PACE protocol.

The threat T.Counterfeit “Counterfeit of travel document chip data” addresses the at-
tack of unauthorized copy or reproduction of the genuine travel document’s chip. This attack
is thwarted by an identification and authenticity proof required by OT.Chip_Auth_Proof
“Proof of travel document’s chip authentication” using an authentication key pair to be gen-
erated by the issuing State or Organization. The Public Key has to be written into EF.DG14
or, for PACE Chip Authentication Mapping, to EF.CardSecurity and signed by means of Doc-
uments Security Objects as demanded by OE.Auth_Key_Travel_Document “Travel docu-
ment Authentication Key”. According to OE.Exam_Travel_Document “Examination of the
physical part of the travel document” the General Inspection system has to perform PACE
Chip Authentication Mapping or the Chip Authentication Protocol Version 1 to verify the au-
thenticity of the travel document’s chip. Additionally, this attack is thwarted through the
chip by anidentification and authenticity proof required by OT.Active_Auth_Proof “Proof of
travel document’s chip authentication” using an authentication key pair to be generated by
the issuing State or Organization. The Public Active Authentication Key has to be written into
EF.DG15 and signed by means of Documents Security Objects as demanded by OE.Active_
Auth_Key_Travel_Document “Travel document Active Authentication Key”.

The threat T.Skimming addresses accessing the user data (stored on the TOE or trans-
ferred between the TOE and the terminal) using the TOE’s contactless/contact interface. This
threatis countered by the security objectives OT.Data_Integrity, OT.Data_Authenticity and
OT.Data_Confidentiality through the PACE authentication. The objective OE.Travel_ Doc-
ument_Holder ensures that a PACE session can only be established either by the travel doc-
ument holder itself or by an authorized person or device, and, hence, cannot be captured by
an attacker.