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1 Certification Statement 
Thales Operator  Terminal  Adapter (OTA) is  a part  of  a Voice Communication System 
(VCS) used in operat ion s ites .  The main purpose of the OTA is  to provide the 
capabi l i t ies required handling al l  voice presented at a Voice Communication Faci l i ty 
(VCF) and to perform the required red/black separation of  voice and data.  

The Operator Terminal Adapter with software version 3AQ 21530 XAAA Version 2.9  
and hardware version 3AQ 21564 AAAA ICS5A  has been evaluated under the terms 
of the Norwegian Cert i f icat ion Scheme for IT  Security and has met the Common 
Criter ia Part  3 requirements of  Evaluation Assurance Level  EAL 5 for the specif ied 
Common Criter ia Part  2 functional ity when running on the platforms specif ied in 
Annex A.  
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2 Abbreviations 
CC  Common Criter ia 

CCI  Comsec Control led Item 

CCRA  Common Criter ia Recognit ion Arrangement 

CEM  Common Criter ia Evaluation Methodology 

EAL  Evaluation Assurance Level  

EOR  Evaluation Observation Report 

ETR  Evaluation Technical  Report  

EVIT Evaluation Faci l ity under the Norwegian Cert i f icat ion Scheme for IT  
Security 

EWP  Evaluation Work Plan 

MFT  Mult i  Function Terminal  

NBC  Nuclear ,  Biological  and Chemical 

NDA Norway National  Distr ibuting Authority Norway 

NSM  Nasjonal  s ikkerhetsmyndighet (Norwegian National  Secur ity Author ity)  

OTA  Operator  Terminal  Adapter 

POC  Point of  Contact 

SERTIT  Norwegian Cert i f icat ion Authority for  IT  Security 

SFR  Security Functional  Requirement 

SMA  Site Management Applicat ion 

SoF  Strength of Function 

SPM  Security Pol icy Model  

ST  Security Target 

TOE  Target of  Evaluation 

TSF  TOE Security Functions 

TSP  TOE Security Pol icy 

VCF  Voice Communication Faci l ity 

VCS  Voice Communication System 
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4 Executive Summary 

4.1 Introduction 

This  Cert i f icat ion Report states the outcome of the Common Criter ia security 
evaluation of Operator Terminal  Adapter with software vers ion 3AQ 21530 XAAA 
Vers ion 2.9 and hardware vers ion 3AQ 21564 AAAA ICS5A,to the Sponsor ,  Thales 
Communications AS Norway,  and is  intended to assist  prospective consumers when 
judging the suitabi l ity of  the IT  security of  the product for  their  part icular  
requirements .  

Prospective consumers are advised to read this  report  in conjunction with the 
Security Target [1]  which specif ies the functional ,  environmental  and assurance 
evaluation requirements .  

4.2 Evaluated Product 

The vers ion of the product evaluated was:  Operator Terminal  Adapter with software 
vers ion 3AQ 21530 XAAA Vers ion 2.9 and hardware vers ion 3AQ 21564 AAAA ICS5A.  

This  product is  a lso descr ibed in this  report  as the Target of  Evaluation (TOE) .  The 
developer was Thales Communications AS Norway.  

The TOE hardware provides connection for  the audio devices ,  the loudspeaker ,  lamps 
and the Ethernet interfaces .   The main functions of the TOE hardware are to process 
voice and to perform red/blacks separation.  

The TOE software performs the fol lowing main functions:  Voice handl ing,  Routing,  
F i rewal l ,  Red/Black separation and Recording.  

Detai ls  of  the evaluated configuration,  including the TOE’s  support ing guidance 
documentation,  are given in Annex A.  

An overview of the TOE’s  secur ity architecture can be found in Annex B.  

4.3 TOE scope 

The scope of  the evaluation comprises the TOE software and hardware and that the 
TOE fulf i ls  i ts  security functions as descr ibed in the ST [1]  sect ion 6.1 .  

The fol lowing components of the Voice Communication Faci l i t ies (VCF) are outside of 
the scope of  the evaluation:  

 All  voice input/output sources/devices .  

 Multifunction Terminal  (MFT) .  

 Panel  with indicator lamps,  loudspeaker ,  etc .  

The tempest cert if icat ion is  not within the scope of the evaluation. 

4.4 Protection Profile Conformance 

The Security Target [1] did not c laim conformance to any protection prof i le .  
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4.5 Assurance Level 

The Security Target [1] specif ied the assurance requirements for the evaluation.  
Predefined evaluation assurance level  EAL 5 was used.  Common Criter ia Part  3 [4]  
descr ibes the scale of assurance given by predefined assurance levels  EAL1 to EAL7,  
where EAL 7 represents the highest assurance level .  An overview of CC is  given in CC 
Part  1 [2] .  

4.6 Strength of Function  

The minimum Strength of Function (SoF)  was SoF-High.   

4.7 Security Policy 

According to the ST [1] ,  the TOE must be compliant with:  Audio coupl ing of secure 
communications onto act ive non-secure l ines at operator consoles shal l  be avoided in 
accordance with C-M (55)15 (F inal )  [11] ,  Enclosure C,  paragraphs 72 and 74.  SERTIT 
would l ike to cal l  attention to that this  document is  superseded by C-M(2002)49 [10] 
with support ing direct ives and guidance documentation.  

4.8 Security Claims 

The Security Target [1] ful ly  specif ies the TOE’s  security object ives ,  the threats which 
these object ives meet and security functional  requirements (SFR) and security 
functions to elaborate the object ives .  

Al l  of the SFRs are taken from CC Part 2 [3] ;  use of this  standard faci l i tates 
comparison with other evaluated products .  An overview of CC is  given in CC part  1 
[2] .  

4.9 Threats Countered 

The threats that the TOE counters are as fol lows:  

 Classif ied information on a secure channel  may be transferred to non-secure 
channels .  

 Security-cr it ical  part  of  the TOE may be subject to physical  attack that may 
compromise security .  

 An attacker may send class if ied information from the secure to the non-secure 
network,  by the use of  cal l  handl ing or management messages .  

 System malfunctions may give the VCF user  a wrong indication of  whether the 
microphone is  connected to a secure channel  or  a non-secure channel .  The VCF 
user  may then speak class if ied information on the non-secure network.  

 The VCF user speaks class if ied information when the microphone is  connected 
to the non-secure network .  

 Microphones connected to non-secure channels may pick up classif ied speech. 

 Electromagnetic emanations may divulge class if ied information.  
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 Authorised persons may perform unauthor ised use of  the operator posit ion 
appl ications and management system inside the operation s ite .  

4.10 Environmental Assumptions and Dependencies 

The fol lowing assumptions are assumed to exist  in the environment:  

 The VCS is  instal led in a physical  protected area,  minimum approved for the 
highest security level  of  information handled in the system. 

 All  VCF users are trained in the correct use of the VCS faci l i t ies .   

 All  VCF users have a minimum clearance for the highest security level  of  
information handled in the system, and is  authorised for al l  information 
handled by the system. 

 Only users with special  authorisat ion are al lowed to do configuration and 
management of  the system including TOE.  

 The LANs in the VCS shal l  not be used for  other communication than voice and 
s ignal l ing for cal l  handl ing and system internal  management communication.   

 The TOE is  used in the VCS and is instal led according to the instal lat ion 
guidel ines for  the VCS.  

 The audit  functionality is  handled outside the TOE.  

4.11 TOE IT Security Objectives 

The TOE IT  security object ives in the ST [1]  are as fol lows: 

 I f  a hardware or software fai lure is  detected in the TOE, the TOE shal l  raise a 
local  alarm indication and if  possible transmit an alarm to the management 
system ( i .e .  SMA).  When the TOE operates in the mode “OTA in VCF” ,  the TOE 
shal l  a lso upon detect ion of fai lures on the security indicators ( lamp panel) ,  
ra ise a local  a larm indicat ion and transmit an alarm message to the 
management system. 

 The TOE shal l  t ransmit an alarm message to the management system when the 
threshold for  traff ic  through the f i rewal l  is  exceeded or when a message is  
re jected by the f irewal l .  

 To prevent unacceptable acoust ic cross-talk ,  the TOE shal l  ensure the 
fol lowing:  

-  Secure channels shall  be disconnected from the audio outputs when the 
voice transmission is  act ivated and the microphone is  connected to a non-
secure channel  to prevent unacceptable acoustic cross-talk of  voice from 
secure channels  to non-secure voice channels  v ia audio devices connected 
to the TOE. 

-  The microphone(s)  shal l  be disconnected from non-secure channels when 
voice transmission is  not act ivated.  

-  The loudspeaker shall  not be connected to secure channels .  
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 Remark to the term “unacceptable acoustic cross-talk”: The headsets and the 
use of the headsets shal l  prevent unacceptable acoust ic cross-talk between 
earpiece and microphone of the headsets .  The TOE shal l  cover al l  other 
potential  cases of  acoustic cross-talk of  voice from secure channels to non-
secure voice channels v ia audio devices connected to the TOE.   

 Classif ied information shal l  be prevented from being transmitted on non-
secure channels .  

 The TOE shal l  ensure that only secure (val id)  values are accepted for security 
attr ibutes that are received from the environment.  

 Information transmitted on secure voice channels  shal l  not be transferred to 
non-secure voice channels .  

 Security cr it ical  functions shal l  be tested by a combination of  power-up tests ,  
per iodic tests  and/or continuous tests .  

 The VCF user shal l  unambiguously be made aware whether the microphone is  
connected to a non-secure channel .  

4.12 TOE Non-IT Security Objectives 

The TOE non-IT security object ives in the ST [1]  are met by procedural  or  
administrative measures in the TOE’s  environment and are as fol lows: 

 The TOE shal l  be sealed in such a way that it  is  easy to see that it  has been 
opened/tampered with.  

 TEMPEST evaluation and cert if ication of  the TOE is  performed by NSM. This  
cert if icat ion ensures that NO.TEMPEST is  achieved.  

4.13 Environment IT Security Objectives 

The environment IT  security object ives in the ST [1]  are as fol lows:  

 The management system shal l  receive auditable events from the TOE and 
provide faci l i t ies to securely store the audit  data and present them for 
author ised management operators .  

 Special  authorisat ion is  required to grant access to handle conf igurat ion and 
management of  the VCS.  

 The management system shal l  receive alarms from the TOE and present them 
for the management operator .   

 Voice from the VCF shal l  be recorded.  

4.14 Environment non-IT Security Objectives 

The environment non-IT security object ives in the ST [1]  are as fol lows: 

 Only authorised persons shal l  be given physical  access to the VCS.   
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 Authorised users of  the audit  faci l i t ies must ensure that the audit  faci l i t ies 
are used and managed effect ively .  On part icular ,  audit  logs should be 
inspected on a regular basis ,  appropriate and t imely act ion should be taken on 
the detect ion of breaches of  security ,  or  events that are l ikely to lead to a 
breach in the future.  Also,  the audit  logs should be archived in a t imely 
manner to ensure that the machine does not run out of  audit  log data storage 
space.  

 The TOE shal l  be treated as a CCI mater ial .  

 All  VCF users shal l  have a minimum clearance for the maximum-security level 
of  information handled in the system. 

 The responsible for  the TOE must ensure that the VCS including the TOE are 
instal led according to the instal lat ion guidel ines for  the VCS.  

 The VCS managers are ful ly  trained to use and interpret the management 
appl icat ion for the TOE.  

 Each VCF user shal l  be made aware of ongoing non-secure transmission on the 
neighbouring VCFs .  Operational  procedures ,  not technical  solut ions shal l  
regulate concurrent use of c lass if ied and unclass if ied conversat ions to prevent 
acoustic cross-talk of  c lass if ied conversat ions to be transmitted on 
unclass if ied communication channels .  

 The VCS s ite shal l  have physical  protection, which is  at least approved for the 
highest level  of  information handled in the system. 

 The VCF users are ful ly  trained to use the TOE.  

4.15 Security Functional Requirements 

The TOE provides security functions to sat isfy the fol lowing Security Functional  
Requirements (SFRs) :  

 Security alarms FAU_ARP.1(1)  

 Security alarms FAU_ARP.1(2)  

 Complete information f low control  FDP_IFC.2 

 Simple security attr ibutes FDP_IFF .1 

 I l l ic it  information f low monitor ing FDP_IFF .6 

 Management of  security functions behaviour FMT_MOF.1 

 Management of  security attr ibutes FMT_MSA.1 

 Secure security attr ibutes FMT_MSA.2 

 Static attr ibute in it ia l isat ion FMT_MSA.3 

 Abstract machine testing FPT_AMT.1 

 Fai lure with preservation of  secure state FPT_FLS.1 

 Passive detect ion of physical  attack FPT_PHP.1 
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 TSF domain separation FPT_SEP.1 

 Trusted path FTP_TRP.1 

 

The IT-environment is  required to sat isfy the fol lowing SFRs:  

 Security alarms FAU_ARP.1.Env 

 Audit  data generation FAU_GEN.1 

 Potential  v iolat ion analysis  FAU_SAA.1 

 Audit  review FAU_SAR.1 

 Protected audit  trai l  storage FAU_STG.1 

 Timing of  authentication FIA_UAU.1 

 Timing of  identif icat ion FIA_UID.1 

 Security roles FMT_SMR.1 

 Reliable t ime stamps FPT_STM.1 

4.16 Security Function Policy 

The TOE has an information f low security function pol icy def ined in FDP_IFC.2,  
FDP_IFF .1 and FDP_IFF .6 .  The information f low control  provides f low control  between 
the user  interfaces and the secure and non-secure network and information f low 
control  between the secure and non-secure network.  

The f low control  rules are based on:  

 All  messages from the secure network to the non-secure network are f i l tered 
in a f i rewall .  I f  a message is  re jected by the FW or the traff ic  through the FW 
exceeds the threshold value an alarm is  generated.   

 When there is  a possibi l i ty that non-secure microphones may pick up from 
secure sources ,  the audio handling on the TOE wil l  block secure audio to the 
audio devices .  

 The TOE wil l  prevent the microphones to be connected to the non-secure 
network in the case of a fai l ing TOE security indicator .  

4.17 Evaluation Conduct 

The evaluation was carr ied out in accordance with the requirements of the 
Norwegian IT  Security Evaluation and Certif icat ion Scheme as descr ibed in SERTIT 
Document Sd001 [5] .  The Scheme is  managed by the Norwegian Cert if icat ion 
Author ity for  IT  Security (SERTIT) .  

The purpose of the evaluation was to provide assurance about the effect iveness of 
the TOE in meeting its  Security Target [1] ,  which prospective consumers are advised 
to read.  To ensure that the Security Target [1]  gave an appropriate basel ine for a CC 
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evaluation, i t  was f irst  i tself  evaluated.  The TOE was then evaluated against this  
basel ine.  Both parts of  the evaluation were performed in accordance with CC Part 
3[4] and the Common Evaluation Methodology (CEM) [6]  against the EAL 5 assurance 
package def ined in CC Part  3 [4] .  Interpretat ions used for EAL 5 are [7]  and [8]  l isted 
in the reference sect ion.  Other interpretat ions used are [12] ,  [13] ,  [14] ,  [15] ,  [16] ,  
[17] ,  [18] ,  [19] ,  [20] ,  [21] ,  [22] ,  [23] ,  [24] ,  [25] ,  [26] ,  [27] ,  [28] and [29] l isted in the 
reference sect ion.  

SERTIT monitored the evaluation which was carr ied out by the Secode System 
Sikkerhet ASA IT-Security Evaluation Faci l i ty ( ITSEF/EVIT) .  The Task Start-up Meeting 
was held on 20.  February 2003.  8 progress meetings were held and SERTIT also 
conducted an inspection of the evaluation faci l i ty ,  where the evaluation work was 
examined.  The evaluation was completed when the EVIT submitted the f inal  
Evaluation Technical  Report (ETR) [9]  to SERTIT on 29.  Apr i l  2004. SERTIT then 
produced this  Cert if icat ion Report .  

4.18 General Points 

The evaluation addressed the security functional ity c laimed in the Security Target [1]  
with reference to the assumed operat ing environment specif ied by the Security 
Target [1] .  The evaluated configurat ion was that specif ied in Annex A.  Prospective 
consumers are advised to check that this  matches their  identif ied requirements and 
give due considerat ion to the recommendations and caveats of  this  report .  

Cert i f icat ion does not guarantee that the IT  product is  f ree from security 
vulnerabi l it ies .  This  Cert if icat ion Report and the belonging Cert i f icate only ref lect 
the view of SERTIT at the t ime of cert if icat ion.  I t  is  furthermore the responsibi l i ty of  
users (both exist ing and prospective)  to check whether any security vulnerabi l i t ies 
have been discovered s ince the date shown in this  report .  This  Cert i f icat ion Report is  
not an endorsement of  the IT  product by SERTIT or  any other organizat ion that 
recognizes or gives effect to this  Cert i f icat ion Report ,  and no warranty of the IT  
product by SERTIT or  any other organizat ion that recognizes or  gives effect to this  
Cert i f icat ion Report is  e ither  expressed or impl ied.   
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5 Evaluation Findings 

5.1 Introduction 

The evaluators examined the fol lowing assurance classes and components taken from 
CC Part  3 [4] .  These classes comprise the EAL 5 assurance package. 

Assurance class Assurance components 

ACM_AUT.1  Part ial  CM automation 

ACM_CAP.4  Generation support and acceptance 
procedures 

Configurat ion 
Management 

ACM_SCP.3  Development tools  CM coverage 

ADO_DEL.2 Detection of  modif icat ion Del ivery and operation 

ADO_IGS.1 Instal lat ion,  generation and start-up 
procedures 

ADV_FSP.3  Semiformal functional specif icat ion 

ADV_HLD.3  Semiformal high-level  design 

ADV_IMP.2  Implementation of  the TSF 

ADV_INT.1 Modular ity 

ADV_LLD.1  Descr ipt ive low-level  design 

ADV_RCR.2 Semiformal correspondence 
demonstrat ion 

Development 

ADV_SPM.3  Formal TOE security pol icy model 

AGD_ADM.1  Administrator guidance Guidance documents 

AGD_USR.1  User guidance 

ALC_DVS.1  Identif icat ion of security measures 

ALC_LCD.2  Standardised l i fe-cycle model  

L i fe Cycle support 

ALC_TAT.2  Compliance with implementation 
standards 

ATE_COV.2  Analysis  of  coverage 

ATE_DPT.2  Testing:  low level  design 

ATE_FUN.1  Functional  test ing 

Tests  

ATE_IND.2  Independent test ing – sample 

AVA_CCA.1  Covert  channel  analysis  Vulnerabi l ity assessment 

AVA_MSU.2  Val idation of analysis 
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AVA_SOF.1  Strength of TOE security function 
evaluation 

AVA_VLA.3  Moderately res istant 

 

The evaluation addressed the requirements specif ied in the Security Target [1] .  The 
results  of  this  work were reported in the ETR [9] under the CC Part 3 [4]  headings.  
The fol lowing sect ions note considerations that are of  part icular  relevance to either 
consumers or those involved with subsequent assurance maintenance and re-
evaluation of the TOE. 

Al l  assurance classes were found to be satisfactory and were awarded an overal l  
“pass” verdict .  

5.2 Delivery 

The TOE is  treated as CCI equipment,  and is  distr ibuted according to the Norwegian 
regulat ion “Forskr ift  om informasjonssikkerhet” § 7-1 to § 7-45 to the “Act relat ing 
to Protect ive Security Services” [30] .  The distr ibution is descr ibed in § 7-19.  NDA 
Norway has confirmed to the evaluators that the procedures for  del ivery of  CCI 
mater ial  are used.  

Related documents are Shipment of CCI/Crypto Material  F low [39] ,  Mounting of NDA 
tampering label  [40] and Prosesser Levere Systemer [41].  

The TOE is  sent by a courier  or  other methods approved by NSM if  i t  is  sent abroad.  If  
the TOE is  not sent by cour ier  the sender shal l  notify the receiver on how the TOE is  
sent and when it  can be expected to arr ive .  

I f  the TOE is  sent within Norway the TOE shal l  be treated as NATO CONFIDENTIAL.  

On receipt of  the TOE, the consumer is  recommended to check that the cert if ied 
vers ion has been supplied,  and to check that the security of  the TOE has not been 
compromised in del ivery .  

5.3 Installation and Guidance Documentation 

The developer performs al l  instal lat ion,  generation and start-up.  The evaluators has 
examined the guidance documents ,  [31] ,  [32] ,  [33] ,  [34] and [35] and found that 
administrative functions ,  interfaces and how to administer  the TOE in a secure 
manner are descr ibed. 

Further more the evaluators have checked that the user guidance descr ibes the 
functions and interfaces avai lable to non-administrat ive users and the use of  these 
functions are descr ibed.  

A l ist  of  the guidance documents is  given in annex A.  

5.4 Misuse 

Administrators should fol low the guidance (see references in sect ion 5.3 and in annex 
A) for  the TOE in order to ensure that i t  operates in a secure manner .  The guidance 
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documents adequately descr ibe al l  possible modes of operat ion.  Assumptions about 
the intended environment and external  security measures are art iculated.  Suff ic ient 
guidance is  provided for the consumer to effect ively administer  and use the TOE’s  
security functions ,  and to detect insecure states .   

5.5 Vulnerability Analysis 

The evaluators were sat isf ied that the developer ’s  vulnerabi l i ty analysis  descr ibes al l  
obvious vulnerabi l i t ies and that it  gives a rat ionale for why they are /  are not 
exploitable in the intended environment for the TOE.  

The Evaluators ’  vulnerabi l i ty analysis  was based on the vis ibi l ity of  the TOE given by 
the evaluation process .  

The evaluators produced and conducted f ive penetration tests on the basis  of  the 
developer ’s  vulnerabi l ity analysis ,  and the evaluators produced and conducted three 
penetration tests based on their  independent vulnerabi l ity analysis .  

5.6 Developer’s Tests 

The developer ’s  tests are div ided in three parts:  

 Hardware tests ,  where many of the tests are automatic tests in the production 
l ine of the TOE.  Many of these tests include the security functions,  which are 
included in the hardware.  Ref .  [36] .  

 Self-tests ,  which are part of  the implementation and are performed on start-
up and as supervis ion.  Ref .  [37] .  

 System tests ,  which are performed on the actual  vers ion of both hardware and 
software.  Ref .  [38] 

The test conf iguration is  descr ibed in chapter 5 of  [38] .  

The developer has thoroughly tested al l  security functions of  the TOE,  and the TOE 
wil l  a lso be tested at the VCS-site before the VCS-system is  handed over to a 
customer .  

5.7 Evaluators’ Tests 

The evaluators focused their  testing on the error  condit ions in the fol lowing security 
functions:  SF .Security .Alarm, SF. Information.F low.Control ,  SF .Security .Management,  
SF .Self .Test ,  SF .Fai l .Secure,  SF .Domain.Separation and SF.Trusted.Path.  The only 
security function not selected for test ing was the SF.Passive .Protect ion which 
describes that the TOE has a physical  seal ing.  The evaluators tested a sample of  35% 
of the developers tests .  The test  subset  is  descr ibed in the ETR [9] .  The test  
configuration is  descr ibed in annex A.  
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6 Evaluation Outcome 

6.1 Certification Result 

After due considerat ion of the ETR [9] ,  produced by the Evaluators ,  and the conduct 
of the evaluation,  as witnessed by the Cert i f ier ,  SERTIT has determined that Operator  
Terminal  Adapter vers ion SW: 3AQ 21530 XAAA Vers ion 2.9 ,  HW: 3AQ 21564 AAAA 
ICS5A meets the specif ied EAL5 Common Criter ia Part  3 conformant requirements of  
Evaluation Assurance Level  EAL 5 for  the specif ied Common Cr iter ia Part  2 
conformant functionality ,  in the specif ied environment. 

The minimum Strength of Function was SoF-High.  

6.2 Recommendations 

Prospective consumers of  Operator  Terminal  Adapter vers ion SW: 3AQ 21530 XAAA 
Vers ion 2.9 ,  HW: 3AQ 21564 AAAA ICS5A should understand the specif ic  scope of the 
cert if icat ion by reading this  report  in conjunction with the Security Target [1] .  The 
TOE should be used in accordance with a number of environmental  considerations as 
specif ied in the Secur ity Target [1] .  

Only the evaluated TOE configuration should be instal led.  This  is  specif ied in Annex A 
with further re levant information given above under Sect ion 4.3 “TOE Scope” and 
Sect ion 5 “Evaluation Findings” .  

The TOE should be used in accordance with the support ing guidance documentation 
included in the evaluated configurat ion,  l isted in Annex A.  
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE is  uniquely identif ied as: 

Thales Operator  Terminal  Adapter (OTA) 

 Software vers ion 3AQ 21530 XAAA Version 2.9 

 Hardware vers ion 3AQ 21564 AAAA ICS5A 

TOE Documentation 

The support ing guidance documents evaluated were:  

 OTA Security  Target [1]  

 OTA Technical  Manual [31] 

 OTA Operator Manual [32] 

 Guidance to Security Off icer [33] 

 SW requirements specif icat ion [34] 

 VCF Operator Manual [35] 

TOE Configuration 

The fol lowing configuration was used for  testing:  

 

 



  

Operator  Terminal  Adapter EAL 5

 

 

19.  May 2004 SERTIT-003 CR Issue 1.0

 Page 21 of  25

 

 

The components used during evaluation/testing are:  

SMA-PC: Type:  Fuj itsu Siemens,  Cels ius 400 

Hardware: Intel  Pentium 4,  2 .4 GHz,  1G RAM 

OS:  Windows 2000,  Service Pack 3 

SW:  Site Management Applicat ion,  vers ion 2.9 ,  Thales 

MFT 1 PC Type:    Fuj itsu Siemens,  Scenic 

Hardware: Intel  Pentium 4,  2 .4 GHz,  512 M RAM 

OS: Red Hat L inux,  re lease 7.3 Operating System Release 
2 .4 .18-3 

SW:  MFT Software,  vers ion 2.6 ,  Thales 

MFT 2 PC: Type:    TECH 

Hardware:  Intel  Pentium 3,  550 MHz, 128M RAM 

OTA-1 VCF

es fs

fn
OTA-2 VCF

es fs

fn
OTA - SMA

es fs

fn
OTA - SMA

es fs

fn

MFTpc MFTpc

SMApc

Default
gateway

Secondary
gateway

(172.24.0.12)(172.25.0.2)(172.25.0.1) (172.24.0.11)

(172.17.0.1) (172.17.0.2) (172.16.0.12) (172.16.0.11)

(172.16.0.1)

(10.0.0.2) (10.0.0.10)

C O L -

A C T -
S T A -

1 2 3 4 5 6 7 8 91 0 11 1 2

H S 1 H S 2 O K 1 O K 2 P S
C O N S O LE

Secure LAN

External WAN
(radio/telephone)

C O L -

A C T -
S T A -

1 2 3 4 5 6 7 8 9 1 01 11 2

H S 1 H S 2 O K 1 O K2 P S
C O N S O LE

Non-secure LAN

fs

fn

es Electrical eth interface

Secure fiber optical eth interface

Non-secure fiber optical eth interface

C-2

C-1

Lamp
panel

Lamp
panel

Figure 1 Evaluated configurat ion 
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OS: Red Hat L inux,  re lease 7.3 Operating System Release 
2 .4 .18-3 

SW:  MFT Software,  vers ion 2.6 ,  Thales 

MFT 3 PC: Type:    REC 

Hardware:  Intel  Pentium 2,  128M RAM 

OS:  Windows NT 

SW:  MFT Simulator ,  Thales 

MFT 4 PC Type:    Fuj i tsu Siemens,  L ifebook 

Hardware: Celeron,  64M RAM 

OS:  Windows 98 Second Edit ion 

SW:  MFT Simulator ,  Thales 

Lamp panel   Type:  Loudspeaker & Lamp 3AQ 21720 AAAA 

Secure LAN switch  Type: HP LAN switch HPJ 4110A 

Non-secure LAN switch Type: HP LAN switch HPJ 4110A 

C1  Type:  hp compaq nx7000 

  Hardware: Intel  Pentium M, 1 ,6 GHz,  1 GB RAM 

  OS:  L inux Red Hat 9 

  Software: Nessus version 2.0 .8 ,  with s ignatures updated 27.01.2004 

C2  Type:  hp compaq nx7000 

  Hardware: Intel  Pentium M, 1,4 GHz,  256 MB RAM 

  OS:  Windows XP Professional  Vers ion 2002 Service pack 1 

  Software: MS Off ice 2000 

Environmental Configuration 

The TOE HW provides connection for the audio devices ,  the loudspeaker and lamps 
and the Ethernet interfaces 

The main functions of the TOE HW are to process voice,  and to perform red/black 
separation. The TOE uses an external  AC/DC converter .  Al l  connectors that may be 
used by VCF users are located at the front of  the TOE; whi le al l  connectors intended 
to be handled by instal lat ion and maintenance are located at the rear end.  The front 
end has also some indicator lamps providing information of the status of  the TOE,  the 
power and each of  the Ethernet interfaces .  

The VCF has both handset and headset ,  but only one at a t ime can be act ive .   

The VCF supervisor feature is  provided by use of a second headset .  The voice from the 
microphone in one headset is  sent back into the left  ear of  the other headset .  The 
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microphone voice to be sent by the TOE towards the communication resources is  a 
sum of the microphone voice from the two headset microphones .  

The handset connector can also be used for a separate microphone.  The intended use 
is  for  personnel  wear ing NBC gear .  The headset connector #1 is  then used to connect 
the headset.   

The TOE is  connected to secure and non-secure LAN by use of  100 Mb/s f ibre optical  
Ethernet interface and can be connected to the MFT via a 10/100 Mb/s electr ical  
Ethernet interface 

The TOE software performs the fol lowing main functions:  

 Voice handl ing 

 Routing 

 Firewal l  

 Red/black separation 

 Recording 

The VCS is  instal led in a physical  protected area,  minimum approved for the highest 
security level  of  information handled in the system. 

 

 

SMA

Secure
LANRadio switch

Secure
network 
management

Radio switch

OTA for SMA

MFT

OTA in VCF

Figure 2 VCS Architecture 
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Annex B: Product Security Architecture 
This annex gives an overview of the main product architectural  features that are 
relevant to the security of  the TOE.  Other detai ls  of  the scope of  evaluation are given 
in the main body of the report and in Annex A.  

Architectural Features 

The Voice Communication System (VCS) provides voice communication faci l it ies to 
users of  the Voice Communication Faci l i t ies (VCF) equipment located in operation 
s ites .  External  communication networks and exist ing voice communication systems 
are used to provide connectiv ity for  Ground-to-Ground (G-G) ,  Ground-to-Air-to-
Ground (G-A-G) and Ground-to-Marit ime-to-Ground (G-M-G) voice communicat ion 
being supported by the VCS.  The VCS is  designed to handle mixed secure and non-
secure information,  and to provide a cont inuous 24 hours operation 7 days a week 
during t imes of peace,  cr is is/tension and war .  

A s impl if ied i l lustrat ion of the VCS and its  external  environment is  given in Figure 3 .   

Figure 3: VCS simplif ied i l lustration 

The VCS is  a f lexible system due to the switched access network and the modular ity 
of  the central ized switching systems.  The central ized switching equipment,  that is  
the access network,  the telephone equipment and the radio control equipment,  
consists of  smal l  switching units  connected together in a meshed network.  This  
makes the system easy to reconfigure and easy to expand in order to obtain increased 
capacity .  

The VCS provides the fol lowing voice communication services:  

 Local  and remote UHF/VHF/HF radios used by the VCF user for  G-A-G and G-M-
G voice communication.  The radio communication can be non-secure 
(unencrypted) or  secure (encrypted) .  
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 The local  G-G voice communication is  offered to the VCF users in the form of 
telephone and intercom communication.  Intercom communication makes use of  
direct access keys for  user  to user  communication,  whi le telephone 
communication makes use of  both direct access keys and keypad.  Local  G-G 
voice communication is  offered to standard telephone users as ordinary 
telephone communication.  The local  G-G voice communication can be non-
secure or  secure.  

 The external  G-G voice communication makes use of ordinary telephone 
communication via mil i tary ,  publ ic  and other pr ivate networks .  The external  
G-G voice communication can be non-secure (unencrypted)  or  secure 
(encrypted) .  

 Loops are provided for the interconnection of VCF users with the same area of 
interest l ike Survei l lance Loop,  Weapons Loop etc .  Local  loops can be 
connected to external loops providing interconnection of VCF users with the 
same area of interest  between VCS s ites .  Loops are normal ly non-secure.  


