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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 

THE FIELD OF INFORMATION TECHNOLOGY SECURITY 

SERTIT,  the Norwegian Cer t i f icat ion Author i ty for  IT  Secur i ty,  is  a  member  of  the above 

Arrangement  and as such th is  conf i rms that  the Common Cr i ter ia  cer t i f icate  has been 

issued by or  under  the author i ty o f  a  Par ty to  th is  Arrangement  and is  the Par ty ’s  c la im 

that  the cer t i f icate  has been issued in  accordance wi th  the terms of  th is  Arrangement  

The judgements  conta ined in  the cer t i f icate  and Cer t i f icat ion Repor t  are  those of  SERTIT  

wh ich issued i t  and the Norwegian eva luat ion fac i l i ty  (EVIT)  which carr ied out  the 

eva luat ion.  There is  no impl icat ion o f  acceptance by o ther  Members o f  the Agreement  

Group of  l iab i l i ty  in  respect  of  those judgements  or  for  loss susta ined as a resu l t  o f  

re l iance p laced upon those judgements  by a  th i rd  par ty.  

The Common Cr i ter ia  Recogni t ion Arrangement  logo pr in ted on the  cer t i f i cate  ind icates 

that  th is  cer t i f icat ion is  recognised under  the terms of  the CCRA July  2nd 2014.  The 

recogni t ion under  CCRA is  l imi ted to  cPP re la ted assurance packages or  EAL 2 and 

ALC_FLR CC par t  3 components .  

 

MUTUAL RECOGNITION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 

EVALUATION CERTIFICATES (SOGIS MRA)  

SERTIT,  the Norwegian Cer t i f icat ion Author i ty for  IT  Secur i ty,  is  a  member  of  the above 

Agreement  and as such th is  conf i rms that  the Common Cr i ter ia  cer t i f icate  has been 

issued by or  under  the author i ty o f  a  Par ty to  th is  Agreement  and is  the Par ty ’s  c la im that  

the cer t i f icate  has been issued in  accordance wi th  the terms of  th is  Agreement  

The judgements  conta ined in  the cer t i f icate  and Cer t i f icat ion Repor t  are  those of  SERTIT  

wh ich issued i t  and the Norwegian eva luat ion fac i l i ty  (EVIT)  which carr ied out  the 

eva luat ion.  There is  no impl icat ion o f  acceptance by o ther  Members o f  the Agreement  

Group of  l iab i l i ty  in  respect  of  those judgements  or  for  loss susta ined as a resu l t  o f  

re l iance p laced upon those judgements  by a  th i rd  par ty.  [ * * ]  
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Huawei AR Series Routers Version
v200R006c 1 0sPC030

EAL 3+

1 Certification Statement
Huawei Technology Co. Ltd. Huawei AR Series Routers is a Huawei AR Series Routers
(See Annex A for details) are the next-generation routing and gateway devices, which
provide the routing, switching, wireless, voice, and security functions.

Huawei AR Series Routers version V200R006C10SPC030 have been evaluated under the

terms of the Norwegian Certification Scheme for lT Security and have met the Common

Criteria Part 3 (lSO/lEC 15408) conformant requirements of Evaluation Assurance Level

EAL 3 augmented with ALC_FLR.2 for the specified Common Criteria Parl2 (lSO/lEC
15408) conformant functionality in the specified environment when running on the
platforms specified in Annex A.
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2 Abbreviations 

ACL  Access Contro l  L is t  

CC  Common Cr i ter ia for  In format ion Technology Secur i ty Evaluat ion 

  ( ISO/ IEC 15408)  

CCRA Arrangement  on the Recogni t ion of  Common Cr i ter ia Cer t i f icates in  the F ie ld 

o f  In format ion Technology Secur i ty 

CEM  Common Methodology for  In format ion Technology Secur i ty Eva luat ion  

EAL  Evaluat ion Assurance Level  

EOR  Evaluat ion Observat ion Repor t  

ETR  Evaluat ion Technica l  Repor t  

EVIT Evaluat ion Fac i l i ty  under  the Norwegian Cer t i f ica t ion Scheme for  IT  Secur i ty 

EWP  Evaluat ion Work Plan 

LMT   Local  Maintenance Terminal       

LPU  L ine Process Uni t  

MCU  Main Contro l  Uni t  

MPU  Main Process ing Uni t  

POC  Poin t  of  Contact  

PP   Protect ion Prof i le   

QP  Qual i f ied Par t ic ipant  

RMT  Remote Maintenance Terminal  

SERTIT Norwegian Cer t i f icat ion Author i ty for  IT  Secur i ty  

SFR   Secur i ty Funct iona l  Requi rement   

SFU  Swi tch ing Fabr ic  Uni t  

SPM  Secur i ty Pol icy Model  

SPU  Serv ice Process Uni t  

SRU  Swi tch Router  Uni t  

ST  Secur i ty Target  

TOE  Target  of  Evaluat ion 

TSF  TOE Secur i ty Funct ions 

TSP  TOE Secur i ty Pol icy  

VRP  Versat i le  Rout ing P lat form 
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4 Executive Summary 

4.1 Introduction 

This  Cer t i f icat ion Repor t  s ta tes the outcome of  the Common Cr i ter ia secur i ty eva luat ion of  

Huawei  AR Ser ies Routers  vers ion V200R006C10SPC030 to  the Sponsor ,  Huawei  

Technology Co.  Ltd . ,  and is  in tended to ass is t  prospect ive consumers when judging the 

su i tab i l i ty  o f  the IT secur i ty o f  the product  for  the i r  par t icu lar  requirements .  

Prospect ive consumers are adv ised to  read th is  repor t  in  conjunct ion wi th  the Secur i ty 

Target [1]  which spec i f ies  the funct ional ,  env i ronmenta l  and assurance eva luat ion 

requi rements.  

4.2 Evaluated Product 

The vers ion of  the product  eva luated was Huawei  AR Ser ies Routers  vers ion 

V200R006C10SPC030.  

These products  are a lso descr ibed in  th is  repor t  as the Target  o f  Evaluat ion (TOE).  The 

developer  was Huawei  Technolog ies.  

Huawei  AR Ser ies Routers  are the next -generat ion rout ing and gateway dev ices,  which 

prov ide the rout ing,  swi tch ing,  wi re less,  vo ice,  and secur i ty  funct ions.  Huawei  AR prov ides 

a h igh ly secure and re l iab le  p la t form for  sca lable  mul t iserv ice in tegrat ion at  enterpr ise and 

commerc ia l  branch of f ices of  a l l  s izes and smal l - to-medium s ized bus inesses.  I t  cons is ts  of  

both hardware and sof tware.   

At  the core of  each router  is  the VRP (Versat i le  Rout ing P lat form) deployed on MPU (Main 

Process ing Uni t )  or  SRU (Swi tch Rout ing Uni t ) ,  the sof tware for  managing and running the 

router ’s  network ing funct iona l i t y.  VRP prov ides secur i ty features inc lud ing:  d i f ferent  

in ter faces wi th  accord ing access  leve ls  for  admin is t rators ;  enforc ing authent icat ions pr ior  

to  estab l ishment  o f  admin is t rat ive sess ions wi th  the TOE;  audi t ing of  secur i ty- re levant  

management  act iv i t ies ;  as wel l  as  the correct  enforcement  o f  rout ing dec is ions to ensure 

that  network t ra f f ic  gets  forwarded to  the correct  inter faces.   

MPU (Main Process ing Uni t )  or  SRU (Swi tch Rout ing Uni t )  are a lso prov id ing network 

t raf f ic  process ing capac i ty.  Network t ra f f ic  is  processed and forwarded accord ing to  rout ing 

dec is ions downloaded f rom VRP.  

Deta i ls  o f  the eva luated conf igurat ion,  inc lud ing the TOE’s suppor t ing gu idance 

documentat ion,  are g iven in  Annex A.  

4.3 TOE scope 

The TOE scope is  descr ibed in  the ST[1] ,  chapter  1.4 .2.1  and 1.4.2.2 

4.4 Protection Profile Conformance 

The Secur i ty Target [1]  d id  not  c la im conformance to any protect ion prof i le .  



  

Huawei  AR Ser ies Routers  Vers ion 

V200R006C10SPC030 

EAL 3+

 

 

 

SERTIT-070 CR Issue 1.0 

23 November  2015 

Page 9 of  24

 

4.5 Assurance Level 

The assurance incorporated predef ined eva luat ion assurance level  EAL 3,  augmented by 

ALC_FLR.2.  Common Cr i ter ia Par t  3[4 ]  descr ibes the sca le  o f  assurance g iven by 

predef ined assurance leve ls  EAL1 to  EAL7.  An overv iew of  CC is  g iven in  CC Par t  1 [2 ] .  

4.6 Security Policy 

There are no Organizat iona l  Secur i ty Pol ic ies  or  ru les  wi th  wh ich the TOE must  comply.  

4.7 Security Claims 

The Secur i ty Target [1]  fu l l y  spec i f ies  the TOE’s  secur i ty ob ject ives,  the threats  which 

these ob ject ives counter  and secur i ty funct ional  requi rements  and secur i ty funct ions to  

e laborate the ob ject ives.  A l l  of  the SFR’s  are taken f rom CC Par t  2 [3] ;  use of  th is  s tandard 

fac i l i ta tes compar ison wi th  o ther  eva luated products .  

4.8 Threats Countered 

 T.UnwantedL2NetworkTraf f ic  

Unwanted L2 network t ra f f ic  sent  to the TOE wi l l  cause the MAC tab le  gets  updated 

dynamica l ly  by MAC learn ing funct ion .  Th is  may due the MAC tab le  over load.  

In  the TOE Layer  2  swi tch ing network,  loops on the network cause packets to be 

cont inuous ly dupl icated and propagated in the loops,  lead ing to the broadcast  

s torm,  which exhausts  a l l  the avai lab le  bandwidth resources and renders the 

network unavai lab le .  

 

 T.UnwantedL3NetworkTraf f ic  

Unwanted L3 network t ra f f ic  sent  to the TOE wi l l  not  on ly cause the TOE’s  

process ing capac i ty for  incoming network  t raf f ic  is  consumed thus fa i ls  to process 

t raf f ic  expected to be processed,  but  an in terna l  t ra f f ic  jam might  happen when 

those t raf f ic  are sent  to  the Cont ro l  P lane.  

This  may fur ther  cause the TOE fa i ls  to  respond to system cont ro l  and secur i ty 

management  operat ions.  

Rout ing informat ion exchanged between the TOE and peer  routes may a lso be 

af fected due the t ra f f ic  over load.  

 

 T.Unauthent icatedAccess  

A user  who is  not  an admin is t ra tor  o f  the TOE gains access to  the TOE 

management  inter face.  

 

 T.UnauthorizedAccess  

A  user  of  the TOE author ized to  per form cer ta in  act ions and access cer ta in 

in format ion ga ins access to  commands or  in format ion he is  not  author ized for .  

 

 T.Eavesdrop  

An eavesdropper  ( remote at tacker)  in  the management  network served by the TOE 
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is  ab le  to intercept ,  and potent ia l ly  modi fy or  re-use informat ion assets that  are  

exchanged between TOE and LMT/RMT. 

4.9 Threats Countered by the TOE’s environment 

There are no threats  countered by the TOE’s env i ronment .   

4.10 Threats and Attacks not Countered 

No threats  or  at tacks that  are not  countered are descr ibed.  

4.11 Environmental Assumptions and Dependencies 

I t  is  assumed that  the TOE ( inc lud ing any console  a t tached,  access of  SD card)  is  

protected against  unauthor ized phys ica l  access.  

The env ironment  is  supposed to prov ide suppor t ing mechanism to the TOE:  

 A Radius server  for  externa l  authent icat ion/author izat ion dec is ions;   

 Peer  router (s)  for  the exchange of  dynamic rout ing in format ion;   

 A remote ent i t ies  (PCs)  used for  admin is t ra t ion of  the TOE.  

I t  is  assumed that  the ETH inter face in  the TOE wi l l  be accessed on ly through sub-network 

where the TOE hosts .  The sub-network is  separate f rom the appl icat ion (or ,  publ ic )  

networks where the inter faces in  the TOE are access ib le .  

The author ized admin is t rators  are not  care less,  wi l l  fu l ly  negl igent  or  host i le ,  and wi l l  

fo l low and ab ide by the ins t ruct ions prov ided by the TOE documentat ion.  

4.12 IT Security Objectives 

The fo l lowing ob ject ives must  be met  by the TOE:  

 O.Forward ing  

The TOE shal l  forward network t ra f f ic  ( i .e . ,  ind iv idual  packets)  on ly to  the network 

in ter face that  cor responds wi th  a  conf igured route for  the dest inat ion IP address of  

the packet ,  or  corresponds wi th  a  MAC address for  the dest inat ion MAC address of  

the packet .  When TOE works as Layer  2  forward ing dev ice,  t ra f f i c  should be 

iso la ted between VLANs.  And TOE can f ind the loops in the network,  and b lock 

cer ta in in ter faces to e l iminate loops.  TOE should suppor ted s ta tefu l  packet  f i l te r ing,  

defend against  network a t tacks.  

 

 O.Communicat ion 

The TOE must  implement  log ica l  pro tect ion measures for  network communicat ion 

between the TOE and LMT/RMT f rom the operat ional  env i ronment .  

 

 O.Author izat ion 

The TOE shal l  implement  d i f ferent  author izat ion leve ls  that  can be ass igned to 

admin is t ra tors  in order  to  rest r ic t  the funct iona l i ty that  is  ava i lab le  to ind iv idual  
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admin is t ra tors .  

 

 O.Authent icat ion  

The TOE must  authent icate  users  of  i ts  user  access.  

 

 O.Audi t  

The TOE shal l  prov ide funct ional i ty to  generate audi t  records for  secur i ty- re levant  

admin is t ra tor  act ions.  

 

 O.Resource 

The TOE shal l  prov ide funct ional i t ies  and management  for  ass ign ing a pr ior i ty 

(used as conf igured bandwidth) ,  enforc ing maximum quotas for  bandwid th.  

 

 O.F i l ter  

The TOE shal l  prov ide ACL or  packet  f i l te r  to drop unwanted L2 or  L3 network 

t raf f ic .  

4.13 Non-IT Security Objectives 

 OE.NetworkElements  

The operat ional  env i ronment  shal l  prov ide secure ly and correct ly work ing network 

dev ices as resources that  the TOE needs to cooperate wi th .  Behaviors  o f  such 

network dev ices prov ided by operat ional  env i ronment  sha l l  be a lso secure and 

correct .  For  example,  other  routers  for  the exchange of  rout ing in format ion,  PCs 

used for  TOE admin is t ra t ion,  and Radius servers  for  obta in ing authent icat ion and 

author izat ion dec is ions.  

 

 OE.Phys ica l  

The TOE ( i .e . ,  the complete system inc lud ing at tached per iphera ls ,  such as a 

console ,  and SD card inser ted in  the Router)  shal l  be protected against  

unauthor ized phys ica l  access.  

 

 OE.NetworkSegregat ion 

The operat ional  env i ronment  sha l l  prov ide segregat ion by deploying the 

management  inter face in  TOE in to a  loca l  sub-network,  compared to  the network 

in ter faces in  TOE serv ing the appl icat ion (or  publ ic )  network.  

 

 OE.Person 

Personnel  work ing as author ized admin is t ra tors  shal l  be carefu l ly se lected for  

t rustwor th iness and t ra ined for  proper  operat ion of  the TOE. 

4.14 Security Functional Requirements 

 FAU_GEN.1   Audi t  data generat ion 

 FAU_GEN.2   User  ident i ty assoc ia t ion 

 FAU_SAR.1   Audi t  rev iew 

 FAU_SAR.3   Se lectab le  audi t  rev iew 
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 FAU_STG.1    Protected audi t  t ra i l  s torage 

 FAU_STG.3      Act ion in  case of  poss ib le  audi t  data loss 

 FCS_COP.1/AES     Cryptograph ic  operat ion 

 FCS_COP.1/3DES      Cryptograph ic  operat ion 

 FCS_COP.1/RSA      Cryptograph ic  operat ion 

 FCS_COP.1/MD5      Cryptograph ic  operat ion 

 FCS_COP.1/HMAC-MD5     Cryptograph ic  operat ion 

 FCS_COP.1/DHKeyExchange Cryptograph ic  operat ion 

 FCS_CKM.1/AES      Cryptograph ic  key generat ion 

 FCS_CKM.1/3DES      Cryptograph ic  key generat ion 

 FCS_CKM.1/RSA      Cryptograph ic  key generat ion 

 FCS_CKM.1/DHKey     Cryptograph ic  key generat ion 

 FCS_CKM.1/HMAC_MD5   Cryptograph ic  key generat ion 

 FCS_CKM.4/RSA      Cryptograph ic  key dest ruct ion 

 FDP_ACC.1      Subset  access cont ro l  

 FDP_ACF.1      Secur i ty a t t r ibute based access cont ro l  

 FDP_DAU.1    Bas ic  Data Authent icat ion( for  a l l  ser ies except  

AR1220-S/  AR1220W-S/AR2220-S/AR201-S/AR207-S/AR502G-L-D/AR502GR-L-D) 

 FDP_DAU.1    Bas ic  Data Authent icat ion( for  AR1220-S/  

AR1220W-S/AR2220-S/AR201-S/AR207-S)  

 FDP_DAU.1    Bas ic  Data Authent icat ion( for  AR502G-L-

D/AR502GR-L-D)  

 FDP_IFC.1     Subset  in format ion f low cont ro l    

 FDP_IFF.1     S imple secur i ty a t t r ibutes ( for  a l l  ser ies  except  

AR502G-L-D/AR502GR-L-D/AR511GW-LAV2M3/AR511GW-LM7/AR513W-V3M8) 

 FDP_IFF.1     S imple secur i ty a t t r ibutes ( for  AR502G-L-

D/AR502GR-L-D/AR511GW-LAV2M3/AR511GW-LM7/AR513W-V3M8) 

 F IA_AFL.1       Authent icat ion fa i lure handl ing 

 F IA_ATD.1       User  at t r ibute def in i t ion 

 F IA_SOS.1       Ver i f icat ion of  secrets 

 F IA_UAU.2      User  authent icat ion before any act ion 

 F IA_UID.2       User  ident i f icat ion before any act ion 

 FMT_MOF.1      Management  of  secur i ty  funct ions behav iour  

 FMT_MSA.1      Management  of  secur i ty  a t t r ibutes 

 FMT_MSA.3      S tat ic  a t t r ibute in i t ia l izat ion 

 FMT_SMF.1      Spec i f icat ion of  Management  Funct ions 

 FMT_SMR.1      Secur i ty ro les 

 FPT_STM.1      Rel iab le  t ime stamps 

 FPT_FLS.1       Fa i l  secure 

 FRU_PRS.1      L imi ted pr ior i ty o f  serv ice 

 FRU_RSA.1      Maximum quotas 

 FRU_FLT.1      Degraded fau l t  to lerance 

 FTA_SSL.3      TSF- in i t ia ted terminat ion 

 FTA_TSE.1      TOE sess ion establ ishment  

 FTP_TRP.1     Trusted path 
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4.15 Security Function Policy 

At  the core of  each router  is  the VRP (Versat i le  Rout ing P lat form) deployed on MPU (Main 

Process ing Uni t )  or  SRU (Swi tch Rout ing Uni t ) ,  the sof tware for  managing and running the 

router ’s  network ing funct iona l i t y.  VRP prov ides secur i ty features inc lud ing:  d i f ferent  

in ter faces wi th  accord ing access  leve ls  for  admin is t rators ;  enforc ing authent icat ions pr ior  

to  estab l ishment  o f  admin is t rat ive sess ions wi th  the TOE;  audi t ing of  secur i ty- re levant  

management  act iv i t ies ;  as wel l  as  the correct  enforcement  o f  rout ing dec is ions to ensure 

that  network t ra f f ic  gets  forwarded to  the correct  inter faces.   

MPU (Main Process ing Uni t )  or  SRU (Swi tch Rout ing Uni t )  are a lso prov id ing network 

t raf f ic  process ing capac i ty.  Network t ra f f ic  is  processed and forwarded accord ing to  rout ing 

dec is ions downloaded f rom VRP. 

4.16 Evaluation Conduct 

The eva luat ion was carr ied out  in  accordance wi th  the requi rements of  the Norwegian 

Cer t i f icat ion Scheme for  IT  Secur i ty as descr ibed in  SERTIT Document  SD001[5] .  The 

Scheme is  managed by the Norwegian Cer t i f icat ion Author i ty for  IT  Secur i ty (SERTIT) .  As 

s tated on page 2 of  th is  Cer t i f icat ion Repor t ,  SERTIT is  a member  of  the Arrangement  on 

the Recogni t ion of  Common Cr i ter ia Cer t i f ica tes in  the F ie ld o f  In format ion Technology 

Secur i ty (CCRA),  and the Senior  Of f ic ia ls  Group Informat ion Systems Secur i ty (SOGIS)  

and the eva luat ion was conducted in  accordance wi th  the terms of  these Arrangements.  

The purpose of  the evaluat ion was to  prov ide assurance about  the ef fec t iveness of  the 

TOE in meet ing i ts  Secur i ty Target [1 ] ,  which prospect ive consumers are adv ised to read.  

To ensure that  the Secur i ty Target [1 ]  gave an appropr ia te basel ine for  a  CC evaluat ion,  i t  

was f i rs t  i tse l f  eva luated.  The TOE was then evaluated against  th is  basel ine.  Both par ts  o f  

the eva luat ion were per formed in  accordance wi th  CC Par t  3[4 ]  and the Common 

Evaluat ion Methodology (CEM)[6] .  

SERTIT moni tored the eva luat ion wh ich was carr ied out  by the Br ights ight  B.V Evaluat ion 

Fac i l i ty  (EVIT) .  The eva luat ion was completed when the EVIT submit ted the f ina l  

Evaluat ion Technica l  Repor t  (ETR)[7]  to  SERTIT in 28-07-2015.  SERTIT then produced th is  

Cer t i f icat ion Repor t .  

4.17 General Points 

The eva luat ion addressed the secur i ty funct iona l i ty c la imed in  the Secur i ty Target [1 ]  wi th  

re ference to the assumed operat ing env i ronment  spec i f ied by the Secur i ty Target [1 ] .  The 

evaluated conf igurat ion was that  spec i f ied in Annex A.  Prospect ive consumers are adv ised 

to  check that  th is  matches the i r  ident i f ied requirements  and g ive due cons iderat ion to  the 

recommendat ions and caveats  o f  th is  repor t .  

Cer t i f icat ion does not  guarantee that  the IT  product  is  f ree f rom secur i ty vu lnerab i l i t ies .  

Th is  Cer t i f icat ion Repor t  and the be longing Cer t i f icate  on ly re f lec t  the v iew of  SERTIT at  

the t ime of  cer t i f icat ion.  I t  is  fur thermore the respons ib i l i ty  o f  users (both ex is t ing and 

prospect ive)  to check whether  any secur i ty vu lnerabi l i t ies  have been discovered s ince the 

date shown in  th is  repor t .  Th is  Cer t i f icat ion Repor t  is  not  an endorsement  of  the IT  product  
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by SERTIT or  any other  organizat ion that  recognizes or  g ives ef fect  to th is  Cer t i f ica t ion 

Repor t ,  and no warranty o f  the IT  product  by SERTIT or  any o ther  organizat ion that  

recognizes or  g ives ef fec t  to th is  Cer t i f icat ion Repor t  is  e i ther  expressed or  impl ied.   
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5 Evaluation Findings 

The evaluators  examined the fo l lowing assurance c lasses and components  taken f rom CC 

Par t  3 [4] .  These c lasses compr ise the EAL 3 assurance package augmented wi th  

ALC_FLR.2.  

Assurance c lass Assurance components  

Development  ADV_ARC.1 Secur i ty arch i tec ture descr ipt ion 

ADV_FSP.3 Funct ional  spec i f icat ion wi th  complete summary 

ADV_TDS.2 Arch i tectural  des ign 

Guidance documents AGD_OPE.1 Operat ional  user  gu idance 

AGD_PRE.1 Preparat ive procedures 

L i fe-cyc le  suppor t  ALC_CMC.3 Author isat ion cont ro ls  

ALC_CMS.3 Implementat ion representat ion CM coverage 

ALC_DEL.1 Del ivery procedures 

ALC_DVS.1 Ident i f icat ion of  secur i ty measures 

ALC_LCD.1 Developer  def ined l i fe-cyc le  model  

ALC_FLR.2 F law repor t ing procedures 

Secur i ty Target  

eva luat ion 

ASE_CCL.1 Conformance c la ims 

ASE_ECD.1 Extended components  def in i t ion 

ASE_INT.1  ST in t roduct ion 

ASE_REQ.2 Der ived secur i ty requi rements  

ASE_SPD.1 Secur i ty prob lem def in i t ion 

ASE_OBJ.2 Secur i ty ob ject ives 

ASE_TSS.1 TOE summary spec i f icat ion 

Tests ATE_COV.2 Analys is  o f  coverage 

ATE_DPT.1 Test ing:  bas ic  des ign 

ATE_FUN.1 Funct ional  test ing 

ATE_IND.2  Independent  test ing -  sample 

Vulnerabi l i ty  

assessment  

AVA_VAN.2 Vulnerabi l i ty  analys is  

A l l  assurance c lasses were found to  be sat is factory and were awarded an overa l l  “pass”  

verd ic t .  
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5.1 Introduction 

The eva luat ion addressed the requi rements  spec i f ied in  the Secur i ty Target [1 ] .  The resu l ts  

o f  th is  work  were repor ted in  the ETR[7]  under  the CC Par t  3 [4 ]  headings.  The fo l lowing 

sect ions note cons iderat ions that  are o f  par t icu lar  re levance to e i ther  consumers or  those 

invo lved wi th  subsequent  assurance maintenance and re-eva luat ion of  the TOE. 

5.2 Delivery 

On rece ip t  of  the TOE,  the consumer  is  recommended to  check that  the eva luated vers ions 

of  i ts  cons is tuent  components  have been suppl ied,  and to check that  the secur i ty o f  the 

TOE has not  been compromised in  de l ivery.  

5.3 Installation and Guidance Documentation 

Insta l la t ion of  the TOE must  be per formed complete ly in  accordance wi th  the gu idance 

l is ted in  the ST[1]  chapter  1.4.2.1  and Preparat ive Procedures documents  [9]  prov ided by 

the developer .  The Common Cr i ter ia Secur i ty Evaluat ion – Cer t i f ied Conf igurat ion [10]  

descr ibes a l l  necessary s teps to conf igure the TOE in  the cer t i f ied conf igurat ion.  

These documents  are a co l lec t ion of  a l l  secur i ty re levant  operat ions and set t ings that  must  

be observed to ensure that  the TOE operates in a  secure manner .  The readers are 

recommended to note the fo l lowing two po in ts :  

 The AR160 ser ies routers  does not  suppor t  MAC address l imi tat ion funct ional i ty,  

therefore the user  must  use ACL ru les as per  descr ibed in the gu idance [10]  to 

prevent  re levant  at tacks.  

 The correctness of  the conf igurat ion f i le  must  be checked fo l lowing the ins t ruct ions 

g iven by the gu idance [10]  to  prevent  poss ib le  vu lnerabi l i t ies .  

5.4  Misuse 

There is  a lways a r isk  o f  in tent ional  and un in tent ional  misconf igurat ions that  cou ld  poss ib ly 

compromise conf ident ia l  in format ion.  The user  should a lways fo l low the gu idance for  the 

TOE in order  to  ensure that  the TOE operates in a  secure manner .  

The guidance documents  adequate ly descr ibe the mode of  operat ion of  the TOE, a l l  

assumpt ions about  the in tended env i ronment  and a l l  requirements for  externa l  secur i ty.  

Suf f ic ient  gu idance is  prov ided for  the consumer  to  ef fec t ive ly use the TOE’s secur i ty 

funct ions.  

5.5 Vulnerability Analysis 

The Evaluators ’  vu lnerabi l i ty  analys is  was based on both publ ic  domain sources and the 

v is ib i l i ty  o f  the TOE g iven by the evaluat ion process.  

The TOE are substant ia l ly  s imi lar  to o ther  router /swi tches on the market .  Th is  technology 

is  wel l -estab l ished.  The technology and poss ib le  vu lnerab i l i t ies  are descr ibed in a  ser ies of  

publ ic  documents.  
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The eva luators  assessed a l l  poss ib le  vu lnerab i l i t ies  found dur ing eva luat ion.  Potent ia l  

vu lnerab i l i t ies  were found but  on ly two turned out  to  be poss ib ly exp lo i tab le .  The developer  

has updated the gu idance to enhance the secure conf igurat ion of  the TOE,  and as a  resu l t  

th is  issue has become moot .   

5.6 Developer’s Tests 

The Developer  Test  P lan cons is ts  of  12 d i f ferent  categor ies,  each contain ing between 1 

and 13 tests .  The categor ies are based on major  groupings of  secur i ty funct iona l i ty,  and in 

combinat ion cover  a l l  SFRs and TSFIs.  

5.7 Evaluators’ Tests 

For  independent  test ing,  the evaluator  has chosen to per form some addi t iona l  tes t ing 

a l though the developer ’s  test ing was extens ive but  some addi t ional  assurance could be 

ga ined by addi t ional  test ing.  

For  independent  test ing,  the evaluator  has made a sample o f  one tes t  o f  each category,  

wi th  one except ion,  as that  category has on ly one test  and th is  test  was suf f ic ient ly 

repeated later  on.  
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6 Evaluation Outcome 

6.1 Certif ication Result 

Af ter  due cons iderat ion of  the ETR[7] ,  produced by the Evaluators ,  and the conduct  o f  the 

eva luat ion,  as wi tnessed by the Cer t i f ier ,  SERTIT has determined that  Huawei  AR Ser ies 

Routers  vers ion V200R006C10SPC030 meet  the Common Cr i ter ia Par t  3  conformant  

requi rements  of  Evaluat ion Assurance Level  EAL 3 augmented wi th  ALC_FLR.2 for  the 

spec i f ied Common Cr i ter ia  Par t  2  conformant  funct ional i ty ,  in  the spec i f ied env i ronment ,  

when running on p lat forms spec i f ied in  Annex A.   

6.2 Recommendations 

Prospect ive consumers of  Huawei  AR Ser ies Routers  vers ion V200R006C10SPC030 should 

understand the spec i f ic  scope of  the cer t i f icat ion by reading th is  repor t  in  conjunct ion wi th  

the Secur i ty  Target [1 ] .  The TOE should be used in  accordance wi th  a  number  of  

env i ronmenta l  cons iderat ions as spec i f ied in  the Secur i ty Target .  

Only the eva luated TOE conf igurat ion should be insta l led.  Th is  is  spec i f ied in Annex A wi th  

fur ther  re levant  informat ion g iven above under  Sect ion 4.3 “TOE Scope”  and Sect ion 5 

“Evaluat ion F ind ings” .  

The TOE should be used in  accordance wi th  the suppor t ing gu idance documentat ion 

inc luded in  the evaluated conf igurat ion.  

The above “Evaluat ion F ind ings”  inc lude a number  o f  recommendat ions re lat ing to the 

secure rece ip t ,  ins ta l la t ion,  conf igurat ion and operat ion of  the TOE.  
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE cons is ts  of  Huawei  AR150 ser ies ,  AR 160 ser ies,  AR200 ser ies,  AR1200 ser ies,  

AR2200 ser ies,  AR3200 ser ies,  AR510 ser ies,  AR502 ser ies,  AR530 ser ies,  and AR550 

ser ies routers  V200R006 bui ld  C10SPC030 

There are some minor  secur i ty d i f ferences between the var ious ser ies:  not  a l l  ser ies  

suppor t  a l l  funct ional i ty:  

 AR502/AR510 ser ies do not  suppor t  L2 forward ing 

 AR1220-S/AR1220W-S/AR2220-S/AR201-S/AR207-S do not  suppor t  BGP 

 AR502G-L-D/AR502GR-L-D do not  suppor t  OSPF/BGP 

6.2 .1  Hardware 

Model Types Typical System Configuration and Physical Parameters 

AR1200 

include( 

AR1220V 

AR1220W 

AR1220VW 

AR1220F 

AR1220E 

AR1220EV 

AR1220EVW) 

Item Typical Configuration Remark 

Processing unit AR1220F: 1GHz 2 Core 

Others:   500MHz 2 Core 

- 

SDRAM 512M - 

Flash AR1220F:512M 

Others:   256M 

- 

SD card 0 -not supported 

Forwarding 
Performance 

AR 1220F:1Mpps 

Others:   450K PPS 

 

Fixed interface FE/GE 8FE + 2GE 

SIC  Slot 2  

WSIC Slot 0  
 

AR2200 

Include( 

AR2220 

AR2201-48FE 

AR2202-48FE 

AR2204 

AR2220E 

)  

Item Typical Configuration Remark 

Processing unit AR2201-48FE: 2-core 533 
MHz 

AR2202-48FE: 2-core 533 
MHz 

AR2204: 2-core 800 MHz 

AR2220: 4-core 600 MHz 

- 

SDRAM AR2201-48FE: 512 MB 

AR2202-48FE: 512 MB 

AR2204:  1 GB 

AR2220:  2 GB 

- 

Flash AR 2220: 16M  

Others:   512M 

- 

SD card AR 2220:  2GB MAX: 
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Others:    0GB AR2220: 4G 

Others :  2G 

Forwarding 
Performance 

AR2201-48FE: 350 kpps 

AR2202-48FE: 350 kpps 

AR2204:      450 kpps 

AR2220:      1 Mpps 

 

Fixed interface GE AR2201-48FE: 

2GE+48FE 
AR2202-48FE: 

2GE+48FE 

Others:3GE 

SIC  Slot 4  

WSIC Slot 2  
 

AR2240 Item Typical Configuration Remark 

Processing unit 600MHz 8 Core -SRU40 main 
control board 

SDRAM 2G - 

Flash 16M - 

SD card 2 GB MAX:4G 

Forwarding 
Performance 

3M PPS  

Fixed interface GE 3GE WAN 

SIC  Slot 4  

WSIC Slot 2  

XSIC Slot 2  
 

AR3260 Item Typical Configuration Remark 

Processing unit 750MHz 12 Core -SRU80 main 
control board 

SDRAM 2G - 

Flash 16M - 

SD card 2 GB MAX:4G 

Forwarding 
Performance 

5M PPS  

Fixed interface GE 3GE WAN 

SIC  Slot 4  

WSIC Slot 2  

XSIC Slot 4  
 

AR150 

Include( 

AR151 

Item Typical Configuration Remark 

Processing unit 533MHz 2 Core - 
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AR151G-C 

AR151G-HSPA+7 

AR151W-P 

AR156 

AR156W 

AR157 

AR157G-HSPA+7 

AR157VW 

AR157W 

AR158E 

AR158EVW 

） 

SDRAM 512 M - 

Flash 512M - 

SD card 0 MB -not supported 

Forwarding 
Performance 

300K PPS - 

Fixed interface FE/GE AR151: 

 4FE+1FE 

AR151W-P:  

4FE+1FE 

AR151G-HSPA+7:  

4FE+1FE 

AR151G-C:  

4FE+1FE 

Others 

:4FE 
 

AR160 

Include( 

AR161FG-L 

AR161FGW-L 

AR162F 

AR168F 

AR169BF 

AR169F 

AR169FGVW-L 

AR169FVW 

AR161FW-P-M5 

AR161 

AR161G-L 

AR169G-L 

AR169-P-M9） 

Item Typical Configuration Remark 

Processing unit 533MHz 2 Core - 

SDRAM AR169FVW:    1G  

AR169FGVW-L: 1G 

Others:        512 M 

- 

Flash 512M - 

SD card 0 MB -not supported 

Forwarding 
Performance 

350K PPS - 

Fixed interface FE/GE 5GE 

 

AR200 

Include( 

AR201 

AR201VW-P 

AR206 

AR207 

AR207G-HSPA+7 

AR207V-P 

AR207V 

AR207VW 

AR208E） 

Item Typical Configuration Remark 

Processing unit 533MHz 2 Core - 

SDRAM 512 M - 

Flash 512M - 

SD card 0 MB -not supported 

Forwarding 
Performance 

450K PPS - 

Fixed interface FE/GE 8FE+1GE 

 

AR510 Item Typical Configuration Remark 
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Include( 

AR511GW-LAV2M3 

AR511GW-LM7 

AR513W-V3M8 

) 

Processing unit 1.2GHz 4Core - 

SDRAM 2GB - 

NAND Flash 2GB  

EMMC FLASH 32GB  

SD card 0 MB  

Forwarding 
Performance 

50K PPS - 

Fixed interface FE/GE 2GE 

 

AR502 

Include( 

AR502R-L-D 

AR502GR-L-D 

) 

Item Typical Configuration Remark 

Processing unit 600MHz 2Core - 

SDRAM 128M - 

NAND Flash 512M  

SD card 0 MB  

Forwarding 
Performance 

50K PPS - 

Fixed interface FE/GE 1GE 

 

AR530 

Include( 

AR531G-U-D 

AR531GR-U 

AR531GPE-U 

AR531-2C-H 

AR531-F2C-H 

) 

Item Typical Configuration  

Processing unit 533MHz 2 Core - 

SDRAM 512 M - 

Flash 512M - 

SD card 0 MB -not supported 

Forwarding 
Performance 

350K PPS - 

Fixed interface FE/GE AR531-2C-H:  

8FE+2GE 

AR531-F2C-H: 

 8FE+2GE 

Others:  6FE+2GE 
 

AR550 

Include( 

AR550-8FE-D 

AR550-24FE-D 

) 

Item Typical Configuration Remark 

Processing unit 533MHz 2 Core - 

SDRAM 512MB - 

Flash 128MB - 

SD card 0 MB -not supported 

Forwarding 450K PPS - 
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Performance 

Fixed interface FE/GE 

 

AR550-8FE-H:  

4GE+8FE 

AR550-24FE-H: 

4GE+24FE 
 

Table 1: Hardware Scope 

6.2 .2  Software 

Type Name Vers ion 

Sof tware  

Produc t  sof tware  V200R006C10 

VRP V500R016C30 

Linux  WRl inux4.3(AR150/AR

160/AR200/AR530/AR

550/AR1200/AR2200/A

R3200)  

ANDROID4.1 .2(AR510

)  

WRLinux 4 .3  wi th  

Linux kerne l  

3 .4 .5 (AR502)  

Table 2: Software Scope 

6.2 .3  Guidance 

Type Name Vers ion 

Guidance  

AR150&AR160&AR200&AR510&AR1200&

AR2200&AR3200 Hardware  Descr ip t ion  

I ssue  16 /  2014-09-15 

AR V200R006C10 Produc t  Manua l  V1.0  

Common Cr i te r ia  Secur i ty  Eva lua t ion  –  

Cer t i f ica t ion  Conf igura t ion  

Vers ion:1 .4  /  2015-04-

23 

TOE Documentation 

The suppor t ing gu idance documents eva luated were:  

[a ]  AR150&AR160&AR200&AR510&AR1200&AR2200&AR3200 Hardware 

Descr ipt ion,  Issue 16,  15 Sep.  2014 

[b ]  AR V200R006C10 Product  Manual ,  v1.0 

[c ]  Common Cr i ter ia Secur i ty Evaluat ion – Cer t i f icat ion Conf igurat ion,  v1.4,  23 

Apr i l  2015 
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Fur ther  d iscuss ion of  the suppor t ing gu idance mater ia l  is  g iven in  Sect ion 5.3  “ Insta l la t ion 

and Guidance Documentat ion” .  

TOE Configuration 

The fo l lowing conf igurat ion was used for  tes t ing:  

ITEM IDENTIFIER 

HARDWARE One of the hardware models from each series listed in section TOE Identification 

SOFTWARE Product software version V200R006, VRP V500R016, WRLinux 4.3 / Android 
4.1.2 / WRLinux 4.3 with Linux kernel 3.4.5, configured according to [10]. 

MANUALS AR150&AR160&AR200&AR510&AR1200&AR2200&AR3200 Hardware 
Description, Issue 16, 2014-09-15 
 
AR V200R006C10 Product Manual, v1.0 
 
Common Criteria Security Evaluation – Certification Configuration, v1.4, 23 April 
2015 

 

Environmental Configuration 

The TOE is  tested in the fo l lowing tes t  setups:  

Network d iagram 1:  

 

Network d iagram 2:  

 

 

 


