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1 Security Target Introduction

This chapter presents the Security Target (ST) tifileation information and an
overview. An ST contains the Information Technolddl) security requirements of an
identified Target of Evaluation (TOE) and specifies functional and assurance security
measures offered by the TOE.

1.1 ST Reference

This section provides information needed to idgraifid control this ST and its Target of
Evaluation. This ST targets Evaluation Assuranceele (EAL2) augmented with
ALC_FLR.1.

1.1.1 ST Identification

ST Title: Network Instruments GigaStor 14.1 Security Target
ST Version: v1.3

ST Publication Date: August 4, 2011

ST Author: Booz Allen Hamilton

1.1.2 Document Organization

Chapter 1 of this ST provides identifying information fordiTOE. It includes an ST
Introduction, ST Reference, ST Identification, TREference, TOE Overview, and TOE

Type.

Chapter 2 describes the TOE Description, which includes phgysical and logical
boundaries, and describes the components and/bcatpms that are excluded from the
evaluated configuration.

Chapter 3 describes the conformance claims made by this ST.

Chapter 4 describes the Security Problem Definition as lates to threats, Operational
Security Policies, and Assumptions met by the TOE.

Chapter 5 identifies the Security Objectives of the TOE aafl the Operational
Environment.

Chapter 6 describes the Extended Security Functional Reopgéngs (SFRs) and Security
Assurance Requirements (SARS).

Chapter 7 describes the Security Functional Requirements.
Chapter 8 describes the Security Assurance Requirements.

Chapter 9 is the TOE Summary Specification (TSS), a desorpbf the functions
provided by the TOE to satisfy the SFRs and SARs.
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Chapter 10 is the Security Problem Definition Rationased provides a rationale or
pointers to a rationale, for security objectivessuamptions, threats, requirements,
dependencies, and PP claims for the chosen EAL, dawations from CC Part 2
concerning SFR dependencies, and a mapping oftshi@assumptions, objectives, and
SFRs. It also identifies the items used to satiséySecurity Assurance Requirements for
the evaluation.

1.1.3 Terminology

This section defines the terminology used throughbis ST. The terminology used
throughout this ST is defined in Table 1-1, Tabi2, and Table 1-3. These tables are to
be used by the reader as a quick reference guiderfainology definitions.

Terminology Definition

GigaStor A GigaStor user that has been given administrgtiigleges to access and configure
Administrator the GigaStor probe in all instances.

A defined GigaStor user defined whose role is toabk to view and interact with
GigaStor User | captured network traffic as permitted by the Gigadministrator. A GigaStor use
cannot set configurations.

=

Instance A preconfigured data buffer that is pojaaawith traffic data.

Windows The local Administrator account on the GigaStorliamge. This user can interact with
Administrator the software installed directly on the appliancel @ considered to have the same
privileges as a GigaStor Administrator.

Table 1-1: GigaStor Specific Terminology

Terminology Definition

Cyclic Redundancy Check. A CRC is a type of cheellu designed to catgh
transmission errors. A decoder calculates the GiR@he received data and comparep it
to the CRC appended by the encoder. A mismatcleanes that the data was corrupted
in transit.

CRC

Discretionary Access Control (DAC) is a type of @ex control defined by the Trusted
DAC Computer System Evaluation Criteria "as a meangsificting access to objects based
on the identity of subjects and/or groups to whiddy belong."

Terminal adapter for X.21A data circuit-terminatiaguipment (DCE) is a device that
sits between the data terminal equipment (DTE) ardhta transmission circuit. It |s
also called data communications equipment andaatéer equipment.

DCE
In the context of GigaStor, DCE is used to represee interface to the capture card
while DTE is used to represent the other. Thislmamsed with certain network TARs
to determine the direction of traffic.

DS3 Framing specification used in transmitting digiggnals at 44.736-Mbps on a T3

facility.

(2]

DTE is used primarily for those devices that digplaer information. It also includg
DTE any devices that store or generate data for the ide system units, terminals, and
printers all fall into the DTE category.

Booz Allen Hamilton CCTL - CA Inc. Page 9



In the context of GigaStor, DTE is used to represa® interface to the capture c3

while DCE is used to represent the other. Thislmamsed with certain network TARPs

to determine the direction of traffic.

IPX

Internetwork Packet Exchange (IPX) is a legaeywork protocol used by the Novel
NetWare operating systems to route packets thranghternetwork. IPX is a datagra’Lm

protocol used for connectionless communicationsnila to IP (Internet Protocol) i
the TCP/IP suite.

ISL

A method of encapsulating tagged LAN frames &adsporting them over a full-
duplex, point-to-point Ethernet link. The encaptediaframes may be token-ring or F3
Ethernet, and are carried unchanged from transmhitteceiver.

MPLS

Mechanism in high-performance telecommunicetinetworks which directs and
carries data from one network node to the next. Bllrtakes it easy to create "virtual

links" between distant nodes. It can encapsulat&gia of various network protocols.

OCx

Optical Carrier specification used in ATM/SONHfe 'X' represents a multiple of

51.84Mbps transmission (OC3 = 3 x 51.84 Mbps, OE24 x 511.84 Mbps).

T1

Data transfer system that transfers digitalaigat 1.544 megabits per second.

T3

Communications line which can transmit dataza?46 Megabits per second (Mbps).

Table 1-2: Industry Specific Terminology

Terminology

Definition

Authorized user

A user who, in accordance with praguthentication/authorization, is allowed
perform an operation.

ith

a

External IT entity Any IT product or system, truster not, outside of the TOE that interacts w
the TOE.
Obiect A resource or entity; examples include: datasdtyme, or command issued by
) user
TOE Security| A set consisting of all hardware, software, anthfirare of the TOE that must §

Functions (TSF)

relied upon for the correct enforcement of the TSP.

e

User

Any entity (human user or external IT entibyfside the TOE that interacts wi
the TOE.

th

Table 1-3: CC Specific Terminology

1.1.4 Acronyms

The acronyms used throughout this ST are definddabie 1-3. This table is to be used
by the reader as a quick reference guide for acnogfinitions.

Acronym Definition
ARP Address Resolution Protocol
ASCII American Standard Code for Information Inteange
CC Common Criteria
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CCEVS Common Criteria Evaluation and Validation &cle
CCMB Common Criteria for Information Technology 8ety Evaluation
CPU Central Processing Unit

CRC Cyclic Redundancy Check

DAC Discretionary Access Control

DCE Data Circuit-terminating Equipment

DHCP Dynamic Host Control Protocol

DNS Domain Name Service

DTE Data Terminal Equipment

EAL Evaluation Assurance Level

FIFO First-in First-out

FTP File Transfer Protocol

Gb Gigabit

GB Gigabyte

HTML HyperText Markup Language

HTTP HyperText Transfer Protocol

ICMP Internet Control Message Protocol

IP Internet Protocol

IPX Internetwork Packet Exchange

ISL Inter-Switch Link

IT Information Technology

KVM Keyboard, Video or Visual display unit, Mouse
LAN Local Area Network

MAC Media Access Control (address)

MPLS Multiprotocol Label Switching

NetBIOS Network Basic Input/Output System

NI Network Instruments

NIAP National Information Assurance Partnership
NIC Network Interface Card

(OF) Operating System

PP Protection Profile

Booz Allen Hamilton CCTL - CA Inc.
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QoS Quality of Service

RAID Redundant Array of Independent Disks
RAM Random Access Memory

SAR Security Assurance Requirement
SFP Security Functional Policy

SFR Security Functional Requirement
SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
SP Service Pack

SPAN Switch Port Analyzer

SQL Subject Query Language

ST Security Target

TAP Test Access Point

TB Terabyte

TCP Transmission Control Protocol
TOE Target of Evaluation

TOS Type of Service

TSF TOE Security Function

TTL Time to live

UDP User Datagram Protocol

ul User Interface

URL Uniform Resource Locator

VLAN Virtual LAN

VolP Voice over Internet Protocol
WAN Wide Area Network

Table 1-4: Acronym Definitions
1.1.5 References

[1] Common Criteria for Information Technology Secutityaluation, CCMB-2009-
07-004, Version 3.1 Revision 3, July 2009

[2] CA NetQoS GigaStor User Guide rev. 2
[3] CA NetQoS Observer User Guide rev. 2
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1.1.6 CC Concepts

The following are CC concepts as used in this dasum A Subject is any user of the
TOE (GigaStor user or GigaStor Administrator). Ahj€xt (i.e., captured traffic) can be
a dataset, volume, command issued by a user, etcOperation is any action on a
resource (e.g. read, write, create, fetch, updaietrol, alter, or scratch). A Security
Attribute is information such as username, passggrdrmissions, etc. that is kept in the
Windows registry for users. An External Entityadaything outside of the TOE that
affects the TOE.

1.2 TOE Reference
GigaStor 14.1.0043.0000
1.3 TOE Overview

GigaStor 14.1 is an enterprise network probe appdia It is connected to a network tap
or a switch port mirror and captures all visibleffic which is immediately written to a

high-capacity RAID array for analysis. Traffic cdren be analyzed locally or remotely
using the NI Observer software package. GigaSkamwva for in-depth statistical analysis
of network trends, traffic patterns, or error cdiugis. It also allows for packet analysis
into specific network events stored in the traffimdow on the RAID.

The TOE:
» Collects network traffic data over dedicated capinterfaces
» Stores the collected traffic into a customized dislay

» Allows users to view specific packet data as wsllaggregate statistics on the
collected traffic

Booz Allen Hamilton CCTL - CA Inc. Page 13
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Figure 1-1: GigaStor TOE Boundary

As illustrated in Figure 1-1, the TOE boundary @am$ 3 components: Observer Expert
Console, Observer Expert GigaStor, and the NI Gapdard.
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The Observer Expert GigaStor is accessed by a leml interacting with the GigaStor
appliance via a KVM. This user must log in as anéddws Administrator and then run
the Observer software to access the interface. Oliserver Expert GigaStor is divided
further into the Observer component that contidaésuser interface, and the Expert Probe
component that contains the packet capture andatanechanisms for network traffic.
The user interface allows for analysis and diseactt the packet level as well as the
calculation of general statistics and informatiothe network level. The TOE stores its
entire user information and system configurationtie Windows Registry on the
GigaStor appliance.

The Observer Expert Console is installed softwareaoremote Windows OS and is
accessed by running the software on the remotemystThis software acts as a thick
client connecting to the GigaStor appliance over ttanagement interface. It provides
the same user functions as the Observer ExperSBigaexcept that it is run remotely.

The NI Capture Card is connected to a network taja @etwork switch port that is
configured to operate as a mirror or SPAN interfattereceives and captures the traffic
to be monitored. The TOE stores all of the capturaffic into a large RAID-0 array and
operates a sliding window of network traffic wheaethe disk becomes full.

The TOE also provides the ability to trigger alamnsvarious network conditions. When
an alarm is triggered, the user can be alertedugfirahe Observer consoles, interacting
with the Windows file system (local or remote), deig an email, dialing a pager,

printing to a printer, or sending an SNMP trap.

1.4 TOE Type

The TOE type for GigaStor is Network Managemenetwork Management is defined

by CCEVS as follows: “Technology that helps to poitnetworks against malicious

attacks that might deny access or use of the nktwar example, the technology used to
control access to network management centers amgrdiect network management
transactions from various kinds of attacks.”
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2 TOE Description

This section provides a description of the TOE tm evaluated configuration. This
includes the physical and logical boundaries of .

2.1 Evaluated Components of the TOE

The following table describes the TOE componentiénevaluated configuration:

Component Definition

Observer Expert GigaStor | This represents the version of Observer that islilesl by default on the
GigaStor Appliance. It contains two subcomponents:

Expert Probe: This component handles the actual capture afort
traffic data and the writing of it to disk. It alfandles the user access to
that network traffic data and the configuratiortted TOE system.

Observer: This is the user front-end that allows interactwith the
captured traffic data. This interface and funciidy is identical to that
described for the Observer Expert Console below.

Observer Expert Console | The Observer Expert will allow a user to view pattecode information
that is forwarded from the expert probe. It conséc a dedicated instanc
and allows interaction with the packet buffer tissdissociated with that
interface. It takes actions on alarm notificatitimast are forwarded from
the expert probe. The Observer Expert Consolealgth calculate many
different statistics related to the collected datahe fly and present them
to the user.

[1%

NI Capture Card Capture card that receives and forwards all visilgievork traffic. This
interface is receive only and does not registdiPaaddress on the
monitored network.

Table 2-1: Evaluated Components of the TOE
2.2 Components and Applications in the Operational Envionment

The following table lists components and applicadion the environment that the TOE
relies upon in order to function properly:

Component Definition

This is the monitor, keyboard, and mouse that aeel by the local Windows

KVM Administrator to interact with the GigaStor apptardirectly.

Management A dedicated NIC that is used by the remote Obsdex@ert Console to connect to the
Port GigaStor Expert Probe.

This is an environmental component that is resgbagor forwarding network traffig
to the TOE.
Network Tap,
Mirror, or SPAN « A Network Tap is a networking device that is cortaddn-line between twg
devices on a network and forwards all traffic betwé¢hose devices to a third
interface that is connected to the TOE.
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< A Mirror is a port configured on a managed switieattwill forward all traffic
seen on all interfaces of the switch to that simgig that will be connected to
the TOE.

« SPAN is a Cisco proprietary technology that carwéod all traffic from a
Cisco switch to another device on the network the. TOE).

The TOE has the ability to dial a pager upon theect®n of a configured network

Pager alarm condition.
. The TOE has the ability to print a notice to thdadé Windows printer upon the
Printer . ) ”
detection of a configured network alarm condition.
A set of hard drives configured in a RAID-0 arraywthich all network traffic data is
RAID Array

immediately written.

The TOE has the ability to send an email using rafigored SMTP server upon the

SMTP Server detection of a configured network alarm condition.

SNMP Enabled | The TOE has the ability to send an SNMP trap mestag configured SNMP enabled

Device device upon the detection of a configured netwdakna condition.

The TOE has the ability to write details of evetatshe Windows file system upon the
Windows File detection of a configured network alarm conditiont can also perform othegr
System interactions with the windows file system such amR program, or write to the

Windows event log.

The TOE pulls information from the Windows registryorder to authenticate users
and check user permissions. The TOE also readswaitels information into the
Windows registry to determine filters, alarms, &i@E configuration.

Windows
Registry

Table 2-2: Evaluated Components of the OperationgEnvironment
2.3  Excluded from the TOE

The following optional products, components, an@foplications are related to GigaStor
but are not included in the evaluated configuratiobhey provide no added security
related functionality. They are separated inte¢hcategories: not installed, installed but
requires a separate license, and installed byparviof the TSF.

2.3.1 Not Installed

* Observer Standard [Software] — Observer Standara iseparately licensed
software product in the Observer family of softwark allows for local packet
capture from the client machine only and does tiotvafor connections to the
GigaStor appliance. All of its analysis functidhals incorporated into Observer
Expert. This software is excluded because, inetfsuated configuration, traffic
is captured by the GigaStor appliance only. OlmeBtandard is discussed in
guidance documentation but is excluded from théuexi@an.

* Observer Expert (non-console) [Software] — ObseBsgpert (non-console) is a
separately licensed software product in the Obsdareily of software. It allows
for local packet capture from the client machineddition to connecting to the
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GigaStor appliance. All of its analysis functidabalis included with Observer
Expert (console). This software is excluded beeaus the evaluated
configuration, traffic is captured by the GigaSappliance only. Observer Expert
(non-console) is discussed in guidance documentddid is excluded from the
evaluation.

Observer Suite [Software] — Observer Suite is aassply licensed software
product in the Observer family of software. Itoalks for local packet capture
from the client machine in addition to connectiogthe GigaStor appliance. In
addition to the analysis functionality of Obsenetpert, it contains an SNMP
management console for monitoring and managing SN¥i&bled devices. It
also includes additional functionality for HTML reqing. This software is

excluded because, in the evaluated configuraticaffid is captured by the

GigaStor appliance only. Observer Suite is disediss guidance documentation
but is excluded from the evaluation.

GigaStor SAN [Hardware] — GigaStor SAN is a sematardware appliance that
requires a connection to a SAN (Storage Area Neé{wdor the storage of
captured traffic instead of storing it in a localattached raid array. This
hardware option is excluded because of its depayden environmental storage
for proper operation. GigaStor SAN is discusseduimance documentation but
is excluded from the evaluation.

GigaStor WAN [Hardware] — GigaStor WAN represeniffedent hardware
configurations for the GigaStor appliance. It ud#s additional hardware
interfaces to capture traffic from Wide Area Citsu{T1, T3, DS3, OCXx, etc).
This option is excluded because of its dependemtyadditional hardware
connected to the GigaStor appliance. GigaStor Wé&Niscussed in guidance
documentation but is excluded from the evaluation.

2.3.2 Installed but Requires a Separate License

No components are installed but require a sepacatese.

2.3.3

Installed But Not Part of the TSF

These capabilities exist within GigaStor, but anéincluded in the TSF.

Netflow/sFlow — Netflow and sFlow are specificasdior collecting additional IP
traffic information from enabled network equipmenthis functionality is not
part of the TSF because it requires specific emwrental components
(routers/switches) that are present and configtwefdrward flow information to
the TOE. It is excluded also because the flowrmgttion must be sent to the
management port of the GigaStor appliance. Inetha@uated configuration, the
management port is considered to be separate frerapture interface.

Snort Rules — The Snort IDS defines a standardulage for triggering on
network events. Observer defines a method for mmgp externally defined
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Snort rules. This functionality, however, is odtsiof the TSF because GigaStor
does not provide or control the rules that are us€dese rules are expected to
come from a third party source.

2.4  Physical Boundary
2.4.1 Hardware

The GigaStor system contains a hardware appliarscevell as remote software.
Therefore, it is a combination hardware/softwareeTO

2.4.1.1 GigaStor Appliance

The following GigaStor appliance models are inchlidethis evaluation:

Appliance Description

This is the base GigaStor appliance that contacepture card and a RAID array

GigaStor for traffic storage.

L'

This model contains the base GigaStor hardwaregahdth disk expansion unit

GigaStor Expandable that can allow for the connection of additionaldidrives for traffic storage.

This model contains the base GigaStor hardwaregaldth a built-in keyboard

GigaStor Portable monitor, and trackpad.

Table 2-3: GigaStor Appliance Models

Note: The different GigaStor models are identical in security functionality and only differ
in scalability.

Each GigaStor comes with the following hardware:

Included Hardware

AMD Opteron Processor 254 2(8

CPU GHz

Memory 8-32 GB RAM

2-16 TB : GigaStor
Disk 32 -96 TB : GigaStor Expandabl
2- 4 TB : GigaStor Portable

D

Capture 1GbE NI Capture Card

Table 2-4: GigaStor Hardware Specifications
2.4.1.2 Observer Expert Console

The system requirements for the remote ObserveelEXjpnsole are as follows:

Recommended Hardware Minimum Hardware

Quad Core Pentium Clag Dual Core Pentium Class

CPU
Processor Processor
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Memory 8GB RAM 2 GB RAM

Table 2-5: Observer Expert Requirements
2.4.2 Software
2.4.2.1 GigaStor Appliance

The software installed on the evaluated GigaStptiapces is identical. They contain
only minor hardware differences. The following t8afre is pre-installed on GigaStor
appliances.

Included Software

Operating | Microsoft Windows XP
System Professional x64 Edition SP2

TOE Observer Expert GigaStor 14.1

Table 2-6: GigaStor Appliance Installed Software
2.4.2.2 Observer Expert Console

The following software is required for proper ilktion of Observer Expert Console

Recommended Software Minimum Software

Operating Microsoft Windows XP

Microsoft Windows XP x64
System

TOE Observer Expert Console 14.| Observer Expert Console 14.1

Table 2-7: Observer Expert Console Required Softwar
2.5 Logical Boundary

The logical boundary of the TOE is described int#mens of the security functionalities
that the TOE provides to the systems that utilieg product for network management.

The logical boundary of the TOE will be broken dowto the following security classes:
Traffic Capture and AnalysidJser Data Protectigridentification and Authenticatign
and Security ManagementListed below are the security functions withising of the
capabilities associated with them:

2.5.1 Traffic Capture and Analysis

The TOE is able to capture network traffic on tlaptare interface. Each packet that is
captured contains the following information: SoyrBestination, Size, Date, Daytime,
Diff Time, Relative Time, Summary, and Packet Dafhe traffic data is stored in the
GigaStor RAID array where it is protected from uthawized modification and deletion.
When the disks are full, the oldest traffic is avetten and the most recent traffic is
maintained. A GigaStor Administrator has the &ptiio filter the traffic that is written to
disk. Once the data has been written, the TOEigeswsers with the ability to view and
interpret the captured traffic. During traffic rew, a GigaStor user has the ability to
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filter the traffic during analysis. The TOE alsoowides the ability to define network
conditions that can trigger an alarm. Once amalaas been triggered, the TOE can take
one or more of the following actions as configubgdthe user: Append to an event log,
Append to Windows System log, Pop-up a messagendatsignal, Print to the default
Windows printer, Write to a file, Execute a progrg®end an e-mail, Dial a pager, Send
SNMP trap, Execute Observer Statistics or PackptuCa, or no action.

2.5.2 User Data Protection

The TOE utilizes a DAC policy for enforcing perma@ss on user actions. The TOE

defines the following permissions that can be a&plio a user: access to the probe,
configure, redirect, select adapters, capture pgacketwork trending, internet patrol,

modify partial packet capture size, modify sharders, reconstruct data, replay VolP

(Audio/Video), and transfer capture files coverebh addition, a user can be granted
Administrator Rights to perform the following opBoms: create, edit, delete GigaStor
instances; configure GigaStor probe; create, ddlgte users, and assign permissions.

If a user does not have the permission to perforgertain action, that action is grayed
out in the user interface. The permissions ardiegppo all users with the exception of
GigaStor Administrators, which have full accessi® TSF.

2.5.3 Identification and Authentication

The TOE provides user accounts that have the foligwttributes: username, password,
instance(s) allowed, permissions, or Administratghts. All users must successfully

identify and authenticate themselves utilizing thesername and password combination
before they can make any TSF-related actions.

2.5.4 Security Management

The security management of the TOE is controlledidgr actions that are authorized by
the TOE’'s DAC policy. The security attributes adited and assigned using this same
DAC policy. The TOE will provide permissive defawalues for these security
attributes. There are two roles within the TOE: &&3tpr users and GigaStor
Administrators. All TOE users are one of these gol@igaStor Administrators will be
able to specify alternative default values baseshupe needs of the TOE deployment.
Using the functions within the TOE, GigaStor Admsinators can revoke security
attributes for users. A user’'s username, insta)adlowed, and permissions can all be
revoked by a GigaStor Administrator. Once anlaite has been revoked, the denial of
access occurs on the next authentication atterBgist practice would dictate that the
GigaStor Administrator immediately manually disceonh the user to force re-
authentication and the enforcement of the attrilchtenge.

Booz Allen Hamilton CCTL - CA Inc. Page 21



3 Conformance Claims
3.1 CC Version

This ST is compliant withCommon Criteria for Information Technology Security
Evaluation, CCMB-2009-07-004, Version 3.1 Revision 3 July 200

3.2 CC Part 2 Conformance Claims

This ST and Target of Evaluation (TOE) is Part 2eaged for EAL2 to include all
applicable NIAP and International interpretationotigh 06 January 2011.

3.3 CC Part 3 Conformance Claims

This ST and Target of Evaluation (TOE) is Part &foamant plus flaw remediation for
EALZ2 to include all applicable NIAP and Internatadinterpretations through 06 January
2011.

3.4 PP Claims

This ST does not claim conformance to any Protad@mfile.

3.5 Package Claims

This TOE has a package claim of EALZ2.

3.6 Package Name Conformant or Package Name Augmented

This ST and TOE is conformant to EAL2 package ctaaugmented with ALC_FLR.1.
3.7  Conformance Claim Rationale

There is no Conformance Claim rationale for this ST
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4 Security Problem Definition
4.1 Threats

The following are threats identified for the TOEdathe IT System the TOE monitors.
The TOE itself has threats and the TOE is alsoarsiple for addressing threats to the
environment in which it resides. The assumed levelxpertise of the attacker for all the
threats is unsophisticated.

42 TOE Threats

T.ACCESS A legitimate user of the TOE could gain unauthed access to
resources or information protected by the TOE, erfggms
operations for which no access rights have beentgglavia user
error, system error, or other actions.

T.ADMIN_ERROR An administrator may incorrectly install or conirg the TOE, or
install a corrupted TOE resulting in ineffective cssety
mechanisms.

T.MASK Users whether they be malicious or non-malicioesuld gain
unauthorized access to the TOE by bypassing ideatidn and
authentication countermeasures.

T.MISUSE Users of the IT system the TOE monitors may perfandesirable
actions upon the IT system in question, whether ulijizing
functions within the IT system that adversely affethe system or
by altering the configuration to be insecure.

T.STEALTH A malicious user or process could perform suspgiactivities
against the TOE or objects in the Operational Emrrent
monitored by the TOE without a TOE authorized usecoming
aware of this behavior.

T.UNAUTH Users could gain unauthorized access to the TQOES diata stores
by bypassing identification and authentication regaents.

4.3  Organizational Security Policies
There are no Organizational Security Policies #pgtly to the TOE.
4.4  Assumptions

This section contains assumptions regarding tharggenvironment and the intended
usage of the TOE.

4.4.1 Personnel Assumptions

A.ADMIN One or more authorized administrators are asdigoeinstall,
configure and manage the TOE and the securityefrtformation
it contains.

Booz Allen Hamilton CCTL - CA Inc. Page 23



A.NOEVIL Users of the TOE are not careless, wilfully neglig, or hostile
and will follow and abide by the instructions provided by the
organization’s guidance documentation.

A.PATCHES System administrators exercise due diligence tatgthe TOE
with the latest patcheand patch the Operational Environment
(e.g., OS and database) so they are not suscepdibtetwork
attacks.

A.PASSWORD Users select strong passwords according to theypaéscribed in
the administrative guidance and will protect theawn
authentication data.

4.4.2 Connectivity Assumptions

A.AUDIT The Operational Environment will provide measumsrécording
security relevant events that will assist the attieol users in
detecting misuse of the TOE, the information itlectls, and/or its
security features that would compromise the intggf the TOE
and violate the security objectives of the TOE.

A.FILESYS The security features offered by the OperatioBavironment
protect the files used by the TOE.

A.GENPUR There are no general-purpose computing capabiliteeg., the
ability to execute arbitrary code or applications)the TOE, and
administrators will not install any general-purposemputing
functionality to the Operational Environment upohieh the TOE
resides.

4.4.3 Physical Assumptions

A.LOCATE The TOE will be located within controlled access feailities that
will prevent unauthorized physical or logical acces.
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5 Security Objectives

This section identifies the security objectiveshed TOE and its supporting environment.
The security objectives identify the responsitaktiof the TOE and its environment in
meeting the security needs.

5.1 TOE Security Objectives
The following are the TOE security objectives:

O.ACCESS The TOE will provide measures to authorize uskrsaccess
specified TOE resources once the user has beerrditied.
User authorization is based on access rights aaefth by the
authorized users of the TOE.

O.ALERT The TOE will provide measures for determining segualerts
when audit data or IT records that represent anthede alerts is
recorded.

O.AUTH The TOE will provide measures to uniquely idgnafl users and

will authenticate the claimed identity prior to gtimg a user
access to the TOE.

O.CAPTURE The TOE will provide measures for collecting ségurelevant
data from the IT system upon which it is install@these events
that will assist the authorized users in detectmguse of the IT
system, the information contained within, and/os #&ecurity
features that would compromise the integrity of fhesystem and
violate the security objectives of the IT system.

O.MANAGE The TOE will provide authorized administratorghwihe resources
to manage and monitor user accounts, resources,saodgrity
information relative to the TOE.

O.ROBUST_ADMIN_GUIDANCE The TOE will provide administrators with
the necessary information for secure
delivery and management.

5.2  Security Objectives for the operational environmenif the TOE
The TOE’s operating environment must satisfy tHewang objectives.

OE.ADMIN One or more authorized administrators will begresd to install,
configure and manage the TOE and the securityld t
information it contains.

OE.AUDIT The Operational Environment will provide generatamd storage
of the audit event records using the machine upbicwthe TOE
is installed.
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OE.FILESYS

OE.GENPUR

OE.LOCATE

OE.NOEVIL

OE.PASSWORD

OE.SYSTIME

The security features offered by the Operatidralironment will
protect the files used by the TOE.

No general-purpose computing capabilities will exigpon the
TOE or the Operational Environment upon which tiETresides.

The TOE will be located within controlled accéssilities that
will prevent unauthorized physical access and Wwél logically
isolated to the intranet of the IT system that @nitors.

All users of the TOE are not careless, willfullggligent, or hostile
and will follow and abide by the instructions prded by the
organization’s guidance documentation.

All users of the TOE will select appropriatelyastg passwords
and will protect their own authentication data.

The Operational Environment will provide reliablestem time.
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6 Extended Security Functional and Assurance Requireents
6.1 Extended Security Functional Requirements for the DE

The following table provides a summary of the Exeoh Security Functional
Requirements that are implemented by the TOE.

Security Function Extended Security Functional Components
FAU ARP_EXT.1 Traffic Alarms
FAU_GEN_EXT.1 Traffic Capture

FAU_SAA EXT.1 Potential Traffic Alarm

Analysis
. . FAU_SAR_EXT.1 Captured Traffic Review
Traffic Capture and Analysis FAU_SAR_EXT.3 Selectable Captured Traffic
(FAU_EXT) Review

FAU_SEL_EXT.1 Selective Traffic Capture
FAU_STG_EXT.2 Guarantees of captured traffi
availability
FAU_STG_EXT.3 Action in case of possible
captured traffic loss

Table 6-1: Extended Security Functional Requiremers for the TOE

C

6.1.1 Class FAU_EXT: Traffic Capture and Analysis
6.1.1.1 FAU_ARP_EXT.1 Component Definition

The purpose of creating additional requirementstfaffic alarms is to highlight the
primary functionality of the TOE. There are no emtr SFRs that refer to creating alarms
with respect to the review of captured traffic wee the review of generic data. The
closest requirements available were the SecuritgitAclass of requirements. These are
slightly altered to pertain to captured traffichat than audit records.

Hierarchical to: No other components.

FAU_ARP_EXT.1.1 The TSF shall takessignment: list of actions] upon
detection of a specified condition or range of gbads.

Dependencies: FAU_SAA EXT.1 Potential Traffic AlaAnalysis
6.1.1.2 FAU_ARP_EXT.1 Traffic Alarms
Hierarchical to: No other components.

FAU_ARP_EXT.1.1 The TSF shall takenfe or more of the following actions:
Append to an event log, Append to Windows System log,
Pop-up a message, Sound a signal, Print to the default
Windows printer, Write to a file, Execute a program, Send
an e-mail, Dial a pager, Send SNMP trap, Execute
Observer Statistics or Packet Capture, or no action] upon
detection of a specified condition or range of gbads.

Dependencies: FAU_SAA_EXT.1 Potential Traffic AlaAnalysis
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6.1.1.3 FAU_GEN_EXT.1 Component Definition

The purpose of creating additional requirementstffaffic capture is to highlight the
primary functionality of the TOE. There are no emr SFRs that refer to traffic capture
or generic data collection. The closest requiresy@viailable were the Security Audit
class of requirements. These are slightly alteoepletrtain to captured traffic rather than
audit records.

Hierarchical to: No other components.
FAU_GEN_EXT.1.1 The TSF shall be able to captuadfit of the following
types:

a) All traffic relating to assignment: types of traffic]; and
b) [assignment: any additional types of traffic].

FAU_GEN_EXT.1.2 The TSF shall record at least thiWwing information for
captured traffic:

a) Source, Destination, Size, Date, Daytime, Difind,
Relative Time, Summary, Packet Data; and

b) For each collected packet, based on the auditent
definitions of the functional components included the
PP/ST, gssignment: other traffic relevant information].

Dependencies: FPT_STM.1 Reliable time stamps
6.1.1.4 FAU_GEN_EXT.1 Traffic Capture
Hierarchical to: No other components.

FAU_GEN_EXT.1.1 The TSF shall be able to captuedfit of the following
types:

a) All traffic relating to Ethernet traffic on the capture
interface]; and

b) [no additional types].

FAU_GEN_EXT.1.2 The TSF shall record at least thlo¥wing information for
captured traffic:

a) Source, Destination, Size, Date, Daytime, Difind,
Relative Time, Summary, Packet Data; and

b) For each collected packet, based on the audiant
definitions of the functional components included the
PP/ST, ho additional information].

Dependencies: FPT_STM.1 Reliable time stamps
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6.1.1.5 FAU_SAA_EXT.1 Component Definition

The purpose of creating additional requirementsd&fmed traffic alarm conditions is to

highlight the primary functionality of the TOE. Tieeare no current SFRs that refer to
creating alarm conditions for traffic capture orngec data collection. The closest
requirements available were the Security Audit<lasrequirements. These are slightly
altered to pertain to captured traffic rather thadit records.

Hierarchical to: No other components.

FAU_SAA EXT.1.1 The TSF shall be able to apply adfeules in monitoring
the captured traffic and based upon these rulesated a
potential alarm for the enforcement of the SFRs.

FAU_SAA EXT.1.2 The TSF shall enforce the followingles for monitoring
captured traffic:

a) Based uponaksignment: subset of defined auditable
events] as configured in the TSF; and

b) [assignment: any other rules)].
Dependencies: FAU_GEN_EXT.1 Traffic Capture
6.1.1.6 FAU_SAA _ EXT.1 Potential Traffic Alarm Analysis
Hierarchical to: No other components.

FAU_SAA EXT.1.1 The TSF shall be able to apply adfeules in monitoring
the captured traffic and based upon these rulesated a
potential alarm for the enforcement of the SFRs.

FAU_SAA EXT.1.2 The TSF shall enforce the followingles for monitoring
captured traffic:

a) Based uponpfe-defined alarms, NI analyzer card
alarms, VolP alarms, Application transaction analysis
alarms, and filter-based alarms| as configured in the TSF;
and

b) [meeting configured threshold values exclusive to each
alarm type].

Dependencies: FAU_GEN_EXT.1 Traffic Capture
6.1.1.7 FAU_SAR_EXT.1 Component Definition

The purpose of creating additional requirements data review is to highlight the
primary functionality of the TOE. There are no emtr SFRs that refer to captured traffic
review or generic data review. The closest requam available were the Security
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Audit class of requirements. These are slightlgral to pertain to captured traffic rather
than audit records.

Hierarchical to: No other components.

FAU_SAR_EXT.1.1 The TSF shall providasfignment: authorized users| with

the capability to readapsignment: list of captured traffic
information] from the captured traffic.

FAU_SAR_EXT.1.2 The TSF shall provide the captutesific in a manner
suitable for the user to interpret the information.

Dependencies: FAU_GEN_EXT.1 Traffic Capture
6.1.1.8 FAU_SAR_EXT.1 Captured Traffic Review
Hierarchical to: No other components.

FAU_SAR_EXT.1.1 The TSF shall provideauthorized users] with the

capability to read daptured traffic information within
their scope] from the IT data records.

FAU_SAR_EXT.1.2 The TSF shall provide the IT da&xards in a manner
suitable for the user to interpret the information.

Dependencies: FAU_GEN_EXT.1 Traffic Capture
6.1.1.9 FAU_SAR_EXT.3 Component Definition

Hierarchical to: No other components.

FAU_SAR_EXT.3.1 The TSF shall provide the ability perform filtering of

captured traffic based oragsignment: list of filterable
fields).

Dependencies: FAU_SAR_EXT.1 Captured Traffic Review
6.1.1.10 FAU_SAR_EXT.3 Selectable Captured Traffic Review
Hierarchical to: No other components.

FAU_SAR_EXT.3.1 The TSF shall provide the ability perform filtering of
captured traffic based oZ¢ro or more of the following:
Source, Destination, Pair, Pair with ports, Address,
Comments, Error, Expert Packets, Ethernet Physical
Port, IP Header, Fragment Bits, Fragment Offset, IP
options, TOS/Precedence, Extension Headers, Flow
Label, Traffic Class, TTL/Hop Limit, Length, MPLS,
Numeric Value, Partial Packet Payload, Pattern, Port,
Protocol, VLAN tag, and VLAN ISL].
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Application Note: Pair refers to the communication between a specific Source
and Destination.

Dependencies: FAU_SAR_EXT.1 Captured Traffic review
6.1.1.11 FAU_SEL_EXT.1 Component Definition

The purpose of creating additional requirements delective traffic capture is to

highlight the primary functionality of the TOE. Tieeare no current SFRs that refer to
selective traffic capture or selective generic dedgture. The closest requirements
available were the Security Audit class of requieets. These are slightly altered to
pertain to captured traffic rather than audit relsor

Hierarchical to: No other components.

FAU SEL _EXT.1.1 The TSF shall be able to select $bé of traffic to be
captured from the set of all captured traffic baswd
[assignment: list of filterable fields].

Dependencies: FAU_GEN_EXT.1 Traffic Capture
FMT_MTD.1 Management of TSF data
6.1.1.12 FAU_SEL_EXT.1 Selective Traffic Capture
Hierarchical to: No other components.

FAU_SEL_EXT.1.1 The TSF shall be able to select $ké of traffic to be
captured from the set of all captured traffic basadZero
or more of the following: Source, Destination, Pair, Pair
with ports, Address, Comments, Error, Expert Packets,
Ethernet Physical Port, IP Header, Fragment Bits,
Fragment Offset, [P options, TOS/Prescedence,
Extension Headers, Flow Label, Traffic Class, TTL/Hop
Limit, Length, MPLS, Numeric Value, Partial Packet
Payload, Pattern, Port, Protocol, VLAN tag, and VLAN
ISL].

Dependencies: FAU_GEN_EXT.1 Traffic Capture
FMT_MTD.1 Management of TSF data
6.1.1.13 FAU_STG_EXT.2 Component Definition

The purpose of creating additional requirementscfptured traffic data storage is to
highlight the primary functionality of the TOE. Tieeare no current SFRs that refer to
captured traffic data storage or generic data geordhe closest requirements available
were the Security Audit class of requirements. €hase slightly altered to pertain to

captured traffic rather than audit records.

Hierarchical to: No other components.
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FAU_STG_EXT.2.1 The TSF shall protect the storegbtared traffic from
unauthorized deletion.

FAU_STG_EXT.2.2 The TSF shall be able to [select@oose one of: prevent,
detect unauthorized modifications to the stored captured
traffic.

FAU_STG_EXT.2.3 The TSF shall ensure thagsignment: metric for saving
captured traffic] stored captured traffic will be maintained
when the following conditions occur: [selectionptaed
traffic storage exhaustion, failure, atthck

Dependencies: FAU_GEN_EXT.1 Traffic Capture
6.1.1.14 FAU_STG_EXT.2 Guarantees of IT Data Availability
Hierarchical to: No other components.

FAU_STG_EXT.2.1 The TSF shall protect the storegbtared traffic from
unauthorized deletion.

FAU _STG_EXT.2.2 The TSF shall be able to [preyentnauthorized
modifications to the stored captured traffic.

FAU_STG_EXT.2.3 The TSF shall ensure thatl [but the oldest] stored
captured traffic will be maintained when the foliogy
conditions occur:_[captured traffic storage exhiamst

Dependencies: FAU_GEN_EXT.1 Traffic Capture
6.1.1.15 FAU_STG_EXT.3 Component Definition

Hierarchical to: No other components.

FAU_STG_EXT.3.1 The TSF shalk4signment: actions to be taken in case of
possible I T data storage failure] when the storage exceeds
[assignment: pre-defined limit].

Dependencies: FAU_GEN_EXT.1 Traffic Capture
6.1.1.16 FAU_STG_EXT.3 Action in Case of IT Data Loss
Hierarchical to: No other components.

FAU _STG_EXT.3.1 The TSF shalbJerwrite the oldest captured traffic] when
the storage exceeds\@ximum capacity].

Application Note: This SFR represents the sliding window of traffic data that
isavailable to the user.

Dependencies: FAU_GEN_EXT.1 Traffic Capture
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6.2 Extended Security Assurance Requirements

There are no extended Security Assurance Requitsnrethis ST.
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7 Security Functional Requirements

7.1

Security Functional Requirements for the TOE

The following table provides a summary of the SeguFunctional Requirements

implemented by the TOE.

Security Function

Security Functional Components

User Data Protection (FDP)

FDP_ACC.1 Subset Access Control

FDP_ACF.1 Security Attribute Based Acce
Control

Identification and Authentication
(FIA)

FIA_ ATD.1 User attribute definition

FIA_UAU.2 User authentication before any actig

FIA_UID.2 User identification before any action

Security Management
(FMT)

FMT_MOF.1 Management of security functio
behavior

FMT_MSA.1 Management of security attributes

FMT_MSA.3 Static attribute initialization

FMT_MTD.1 Management of TSF data

FMT_REV.1 Revocation

FMT_SMF.1  Specification of

Functions

Manageme

FMT_SMR.1 Security roles

Table 7-1: Security Functional Requirements for theTOE

7.1.1 Class FDP: User Data Protection
7.1.1.1
Hierarchical to:

FDP_ACC.1.1

FDP_ACC.1 Subset Access Control
No other components.

The TSF shall enforce tieAIC Policy] on [

Subject: TOE users

Object: capture probe

Operations. access to the probe, configure, redirect, select
adapters, capture packets, network trending, internet
patrol, modify partial packet capture size, modify shared
filters, reconstruct data, replay VolP (Audio/Video),
transfer capture files covered by the SFP, Administrator
Rights (create, edit, delete GigaStor instances; configure
GigaStor probe; create, edit, delete users, and assign

permissions)].

Dependencies:
7.1.1.2

Hierarchical to:

FDP_ACF.1 Security attribute baseésaccontrol
FDP_ACF.1 Security Attribute Based Access Control

No other components.
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FDP_ACF.1.1 The TSF shall enforce th2AIC Policy] to objects based
on the following: f set of allowed operations on a capture
probe to be performed by a TOE user].

FDP_ACF.1.2 The TSF shall enforce the followingesuto determine if
an operation among controlled subjects and coetioll
objects is allowed:Hased on the DAC policy, a TOE user
can perform operations on the capture probe and all
unauthorized operations are inaccessible].

FDP_ACF.1.3 The TSF shall explicitly authorise asc®f subjects to
objects based on the following additional rulgkelinitial
GigaStor Administrator has full accessto the TSF].

FDP_ACF.1.4 The TSF shall explicitly deny accessudfjects to objects
based on the following additional ruleaohe].

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
7.1.2 Class FIA: Identification and Authentication
7.1.2.1 FIA_ATD.1 User attribute definition
Hierarchical to: No other components.

FIA_ATD.1.1 The TSF shall maintain the followingstl of security
attributes belonging to individual usersusfrname,
password, instance(s) allowed, permissions, or
Administrator Rights].

Dependencies: No dependencies.
7.1.2.2 FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication

FIA_UAU.2.1 The TSF shall require each user to hecsssfully
authenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification
7.1.2.3 FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification
FIA_UID.2.1 The TSF shall require each user to hecessfully

identified before allowing any other TSF-mediatetians
on behalf of that user.
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Dependencies: No dependencies.
7.1.3 Class FMT: Security Management
7.1.3.1 FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components.

FMT_MOF.1.1 The TSF shall restrict the ability {oetermine the
behaviour of, disable, enable, modify the behavafjithe
functions pee Actions and Object column in Table 9-10]
to [users with the appropriate permissions or
Administrator Rights aslisted in Table 9-10].

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
7.1.3.2 FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.

FMT_MSA.1.1 The TSF shall enforce th®AC Policy] to restrict the
ability to [See Actions column in Table 9-10] the security
attributes $ee Object column in Table 9-10] to [userswith
the defined permissions or Administrator Rights listed in
Table 9-10].

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
7.1.3.3 FMT_MSA.3 Static attribute initialization
Hierarchical to: No other components.

FMT_MSA.3.1 The TSF shall enforce théAC Policy] to provide
[permissivé default values for security attributes that are
used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allow theGjgaStor Administrators] to
specify alternative initial values to override thkefault
values when an object or information is created.

Dependencies: FMT_MSA.1 Management of securitybaiiies
FMT_SMR.1 Security roles
7.1.3.4 FMT_MTD.1 Management of TSF data
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Hierarchical to: No other components.

FMT_MTD.1.1 The TSF shall restrict the ability {@ee the Actions
column_in_Table 9-10] the [see the Objects column in
Table 9-10] to [see the Permission column in Table 9-10].

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
7.1.3.5 FMT_REV.1 Revocation
Hierarchical to: No other components.

FMT_REV.1.1 The TSF shall restrict the ability tevoke psername,
instance(s) allowed, permissions, and Administrator
Rights] associated with the [usérsnder the control of the
TSF to [GigaStor Administratorsg|.

FMT_REV.1.2 The TSF shall enforce the ruleBefial of access,
permissions, or Administrator Rights upon the next
attempt to authenticate to the TOE].

Dependencies: FMT_SMR.1 Security roles
7.1.3.6 FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1 The TSF shall be capable of performihg following

management functions:lig¢ of management functions
provided in Table 9-10 and Table 9-10].

Dependencies: No dependencies.

7.1.3.7 FMT_SMR.1 Security roles

Hierarchical to: No other components.

FMT_SMR.1.1 The TSF shall maintain the rol€gaStor user, GigaStor
Administrator].

FMT_SMR.1.2 The TSF shall be able to associatesusih roles.

Dependencies: FIA_UID.1 Timing of identification

7.2  Operations Defined

The requirements in this document are divided agsurance requirements and two sets
of functional requirements. The first set of funao@l requirements, which were drawn
from the Common Criteria, is designed to addressctire System requirements for self-
protection. The second set of requirements, whiehewnodified from existing Security
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Audit (FAU) requirements, are designed to addrées requirements for the TOE'’s
primary function, which is collection and indexiod IT data and the ability to search
said data.

The CC permits four functional component operatiensassignment, refinement,
selection, and iteration — to be performed on flometl requirements. This ST will
highlight the four operations in the following mamn

» Assignment: allows the specification of an ideetifiparameter. Indicated with
bold text and italics if further operations are necessary by the Secdrarget
author.

 Refinement: allows the addition of details. Indézhwith underlined bold text
and italics if further operations are necessary by the Secliatget author.

» Selection: allows the specification of one or melements from a list. Indicated
with underlined text

» lteration: allows a component to be used more trare with varying operations.
Indicated with the iteration number within parersthe after the short family
name, e.g. FAU_GEN.1 (1), FAU_GEN.1 (2).
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8 Security Assurance Requirements

This section identifies the Security Assurance Reguent components met by the TOE.
These assurance components meet the requirementE£Ab2 augmented with

ALC_FLR.1.

Assurance Family Security Assurance Requirement
Development ADV_ARC.1  Security Architecture Description
ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic Design
Guidance Documents AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative Procedures

Lifecycle Support ALC _CMC.2 Use of a CM system
ALC_CMS.2 Parts of the TOE CM coverage
ALC DEL.1 Delivery Procedures
ALC FLR.1 Flaw reporting procedures

Security Target Evaluation ASE_CCL.1 Conformance Claims
ASE_ECD.1 Extended Components Definition
ASE_INT.1 ST Introduction
ASE_OBJ.2 Security objectives
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Tests ATE_COV.1 Evidence of Coverage
ATE_FUN.1 Functional Testing
ATE_IND.2 Independent Testing — Sample
Vulnerability Assessment AVA VAN.2  Vulnerability Analysis
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9 TOE Summary Specification
9.1 TOE Security Functions

The following sections identify the security furmets of the TOE. They includgraffic
Capture and AnalysidJser Data Protectigridentification and AuthenticatigrSecurity
ManagementSecurity Architecture

9.1.1 Traffic Capture and Analysis
The primary functionality of the TOE is to collesndd analyze network traffic data.
9.1.1.1 Capture

GigaStor contains an NI (Network Instruments) ceptgard that is meant to be
connected to a device on the monitored networkwiiatorward traffic for the GigaStor
to receive. This could be an environmental netwagkor a network switch port that is
configured to operate as a mirror or SPAN interfadénere are two interfaces on the
capture card. These interfaces are labeled as BXdE DCE respectively. When
connected to a supported network tap, they carcanelithe direction of traffic based on
which interface it is received on. The captureiifsices can receive data only. They do
not register an IP on the monitored network or hinee ability to transmit data in any
way.

For each packet of the captured network traffie TOE will record the following
information:

Data Field Description

Source: Contains the source information for the currendiested packet. Includes the
Ethernet interface and the MAC address, IP addoggbe domain name of the
source of the packet.

Destination: Contains the destination information for the cutisegselected packet. Includes
the Ethernet interface and the MAC address, |Pesddior the domain name of
the destination of the packet.

Size: Contains the number of bytes contained within #lecded packet

Date: Contains the date the packet was received

Day Time: Contains the time the packet was received.

Diff Time: Contains the time since the last packet.

Relative Time: Contains the time in seconds (and minutes), simeestart of the capture session|.
Summary: Details the type of the packet (i.e. DHCP, ARP,)etan include TCP/UDP

packet type, source/destination IP address, peonbeuss, and number of errors.

Packet Data: Contains the raw packet content stored in hexadsdcim

Table 9-1: Captured Data Fields
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Although the TOE is designed to allow for the captof all traffic, it does provide
GigaStor Administrators with the ability to filténe data before it is written to disk. The
different filtering options are listed in Table 9-6All filtering options are available
except for those labeled with “post-filter only.”

9.1.1.2 Traffic Storage

After potentially being filtered, all captured thafis written to a disk array on the
appliance pre-configured with RAID 0 (data striging The RAID configuration is
employed in order to provide the disk throughputhtndle significant network load
conditions. Access to the raw data on disk isrictetl to the local Windows
Administrator only. No other TOE users (i.e. GiggSAdministrators or users) have the
ability to modify or delete the data once it hasrbe&vritten. Data is written to disk in a
circular buffer fashion. Once the RAID storagefidl, the oldest traffic data is
overwritten. This provides a sliding window of threst recent network traffic data that
is available for analysis. This window will be @fnstant size (i.e. the size of the RAID),
but will vary in time based on the network load.

9.1.1.3 Review

TOE users (GigaStor users and GigaStor Adminissaiateract with the TOE in one of
two ways:

* Observer Expert GigaStor — this represents the Observer software that comes
preinstalled on the GigaStor. To interact withstisioftware, a user must be
communicating to the appliance locally via a KVM.

» Observer Expert Console — this represents the Observer thick client safvihat
can be installed on a remote Windows OS. Thisnswé connects to the Probe
over the management NIC using a proprietary prdtocer TCP.

From a user perspective, the Observer softwareishased with these two interfaces is
identical. The Observer portion of Observer Ex@&gaStor presents the same graphical
interface as Observer Expert Console. The onlfierdihce is that the Observer Expert
GigaStor contains the Expert Probe that contaires phcket capture and control

mechanisms that run in the background.

When using the Observer interface, each user sngaccess to a read-only data buffer
that is populated with requested traffic data r&gadh the RAID array. The GigaStor
Administrator must pre-configure these data buff@s instances). One instance is
defined for each simultaneous user interaction wWithcaptured data and only one user
can be interacting with an instance at one time.us@r is able to interact with this
instance in multiple ways.

Using decode analysis, a GigaStor user is ableeiw the exact content of each packet
that makes up the network traffic. The user cawvall of the packets that arrived in a
given window of time, or packets can be viewedealitime as they arrive in the RAID.

The TOE presents a chart that contains a list okgits and for each packet, all of the
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data fields listed in Table 9-1. Upon selectioragfacket, the user can then view the raw
packet content in hexadecimal and ASCII, as welhagecoded representation of the
packet data. This representation shows and identdl recognizable fields in the packet
headers and payload. A user can then expand tapsel fields and subfields as
necessary. For example, a generic TCP packet warildecoded to show the Ethernet
header, the IP header, the TCP header, and thegmhylUpon expansion of the TCP
header, a user could identify all of the differeRCP fields such as source port,
destination port, sequence number, acknowledgem@miber, etc. Upon selection of
any field or subfield, the corresponding packettiparis highlighted in the raw packet
content window.

In addition to deep packet inspection, the TOEI$® able to calculate various types of
statistical information about the captured trafind present it to the user using a
combination of charts and graphs.

Satistical Analysis

Statistical Type Description

Bandwidth Utilization Shows bandwidth usage statistics for the captusdfict

Bandwidth Utilization — with Shows bandwidth usage statistics for traffic thatahes a given filter

Filter (see Table 9-6)

Internet Observer Mode Shows internet usage by users (Internet Patro] bgtbdonnection
pairs (Pairs Matrix tab), or by sub-protocols (l#bSrotocols tab).

Activity Display Shows critical network utilization and broadcagbimation graphed
against a traffic reference line.

Errors by Station Displays error packets broken down by the sourzgi¢s) of the
error and the type of error packet.

Vital Signs Shows the current network activity mapped with entrerror
conditions on your network.

Pair Statistics (Matrix) Tracks all conversation pairs on your network afmg a user to
examine the details of a specific conversatiorafmlysis.

Protocol Distribution Displays network protocol usage statistics, botlpimtocol and by
Quality of Service (QoS) precedence.

Router Observer Shows router utilization rates to help determingaérouter is acting
as a bottleneck for network traffic.

Size Distribution Statistics Shows statistics about the sizes of packets onahgork.

Top Talkers Statistics Shows most active stations on the network, aloriy wi

broadcast/multicast statistics.

Utilization History Displays long-term bandwidth utilization data afidwss that data to
be exported.

Utilization Thermometer Displays the current network bandwidth utilizatasa percentage of
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the total theoretical network speed.

Web Observer

Shows a Web server from the standpoint of theitréifiw into and
out of the device.

VLAN Statistics

Shows the Virtual Local Area Networks (VLANS) opting on the
Ethernet network.

Network Summary

Shows a summary of current network activity in avisable tree.

Trending Analysis

Table 9-2: Statistical Types

Trending/Analysis Type

Description

Application Transaction Analysis

The Application Transaction Analysis window shows following
about applications and servers: Application respdimse,
Application errors, Total application requests, \Watk delay

Network Trending

GigaStor's Network Trending allows a user to adllstore, view,
and analyze the network traffic statistics oveglgeriods of time.
This will provide a baseline for comparison data.

MultiHop Analysis

MultiHop Analysis graphically conversations thatverse multiple
network hops.

Application Analysis

Application Analysis allows for the viewing of dé&al information
about how a server is performing. It gives infotimasuch as
response time and failed requests. It can determimat applications
are using a specific URL and can determine whadiial
Information eXchange (FIX) statistics have pas$edugh the
network.

End-to-End Analysis

End-to-End Analysis can determine the exact timeseosations
between two network points occurred.

Table 9-3: Trending/Analysis Types

Expert Analysis

Expert Analysis Type

Description

Expert Summary problem analyg

Shows all error events in a single display.

TCP/UDP/ICMP Events

Displays protocol-based and application-based problas well as
slow response/no response and slow connect/no cbissees.

IPX Events

Displays all communication errors being transfewidNovell.

NetBIOS Events

Displays the number of NetBIOS conditions and evéimat are being
transferred over the network.

VolP Events

Tracks network conditions between VolP phones atideanagers
and logs a number of VolP-related events and sflags.

Also provides the ability to replay VOIP audio arideo from
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specific calls.

Time Interval Analysis of any
conversation

Time Interval Analysis shows network errors orgadiby time
periods to identify whether a problem is sporadicansistent.

Connection Dynamics

Provide a graphical view of system conversatioaskBt-to-packet
delay times are shown, allowing identification ofig latency and
response times. Retransmissions and lost pacleftagged for
identification.

Reconstruct Streams

Show TCP or higher level stream data that is coetbinom separate
packets belonging to the same data set.

Server Analysis

Displays a server/device's characteristics ancoresptimes charted
against the number of simultaneous requests adkbdtadevice.
Response times are charted for recorded requssaisétplotted for
predicted response times as request loads increase.

What If Modeling analysis

Starts with measurements based on actual cliemgfseonversations
or peer-to-peer conversations, and plots possispanse time,
utilization, and packet flow scenarios.

GigaSor Control Panel

Table 9-4: Expert Analysis Types

GigaStor Control Panel
Information

Description

Summary

Shows high level information about the other infation sections
below.

MAC Stations

List the MAC stations that are seen communicatimthe defined
window of captured traffic.

IP Stations List the IP stations that are seen communicatirthendefined
window of captured traffic.

IP Pairs List the set of IP addresses that are seen comatingcwith each
other in the defined window of captured traffic

MPLS List all Multi-Protocol Label Switching protocol oumunications

seen in the defined window of captured traffic.

TCP Applications

List all TCP Applications identified from the tréaffin the defined
capture window.

UDP Applications

List all UDP Applications identified from the tr&dfin the defined
capture window.

VLAN

Show the Virtual Local Area Network (VLAN) tags @brsed in the
defined capture window.

Physical Ports

Show the Physical Ports that traffic is being cegdon.

FIX Analysis

Show any Financial Information eXchange (FIX) thave passed
during the defined capture window.
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Table 9-5: GigaStor Control Panel Information

The TOE also provides the ability for GigaStor ssar filter the traffic that is under
review inside of that user’s data buffer. Wheiitarfis applied, only traffic that matches
the filter specification is shown in the decodelgsia and the specified traffic is used
exclusively during the calculation of traffic s&ics. The different filtering options are
listed in Table 9-6. All filters in this table cdre applied during traffic review. User
defined filters can also be saved and shared betdiferent users.

Filter Type

Description

Address

Specify a hardware or IP address or range of adeset be included in th
filter. This can be applied for the following fikd:

* Source

» Destination

» Pair (Source + Destination)

» Pair with ports (Source/Destination pair with sfiegiort numbers)

Comment

Filter for packets that have been commented by lase@er user and saved wi
a capture file (post-filter only).

th

Error

Filter for various categories of network errors: GRAlignment, packet tog
small, packet too large, etc.

Expert Packets

This rule allows for filtering of Observer-genettExpert packets (post-filte
only).

—

Ethernet Physical Port

Allows for filtering of direction (DCE or DTE) on fll-duplex Ethernet port.

IP Header

This option allows for filtering based on IPv4 &vb header options including:

» Fragment Bits
* Fragment Offset

e IPv4
o IP Options
0 TOS/Precedence
e |PV6
o Extension Header
o0 Flow Label
o Traffic Class

e TTL/Hop Limit

Packet Length

Filter on packet length in Bytes based on valuas &hne 1) less than, equal to,
greater than a specified length or 2) fall withiraage of length values.

MPLS

The MPLS filter allows a user to filter on any léwd the Multi-Protocol Labe
Switching protocol.

Numeric Value

Filter for a numeric value (or range of values)ttisaembedded within a byte

word, or double word at a known offset, either frtma beginning of the packe
or from a specified protocol header.

—

Pattern / Partial Packe

Filter for particular ASCII, Regular Expression,xadecimal, or binary string

[2)

starting at specified offset (either from the begiy of the packet, or from th

[¢)
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Payload beginning of a particular protocol header) or withispecified range.

Port Specify a port or range of ports for inclusion rclasion.

Select a protocol and field to filter on. For exdmmm user can filter for ICMP

Protocol Destination unreachable messages, or the preséac€élAN tag.

VLAN ta Filter for packets that contain a VLAN tag and/oatoh specific tag values
9 (VLAN ID, priority, etc).

VLAN ISL Filter for packets that are part of VLAN ISL (Cispooprietary VLAN).

Table 9-6: Filter Types
9.1.14 Alarms

The TOE has the ability to take one or more actigyan the detection of certain network
conditions. A user defines the network conditibatttriggers an alarm based on the
captured network traffic and then assigns one orenpoe-defined actions that can be
taken as a result. The different condition typesg tan be defined are as follows:

Condition Type Description

Pre-defined Alarms | iggers for error and bandwidth usage conditicerssed on the network.

NI Analyzer Card

Alarms Trigger on various conditions related to the stdtthe NI Capture Card

VOIP Alarms Trigger when VOIP usage or quality metrics passréa threshold.

Application
Transaction Analysis | Trigger on any server-related statistics collect@dapplication analysis.
Alarms

Filter-based Alarms Allows a user to define an Observer filter as ggiered alarm. See Table 9-6

Table 9-7: Alarm Conditions

Each condition contains pre-defined options thiawafor the setting of threshold values
and condition configuration.

Once the alarm conditions have been defined, ara&paction can be defined for each
alarm or a single action can be set for all alarArsaction is independent of the actual
trigger or alarm (i.e., any action can be configufer any trigger or alarm). The
different actions that can be taken are as follows:

Action Description

Append to an event lo; When selected, the trigger condition is writterthe event log. The event log Js
displayed in the Triggers and Alarms dialog.

Append to Windows | When selected, the trigger condition is writtertle Windows System Log, i
System log the Applications section.

=

When selected, opens a pop up message window o@ltkerver station that

Pop-up a message displays the trigger condition.
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When selected, sounds an audible signal on ther@rsstation when the trigge
condition is reached.

-

Sound a signal

Print to the default When selected, prints a trouble ticket to the deflindows printer. The trigger
Windows printer condition will be printed on the trouble ticket.

Write to a file When selected, writes the current trigger conditma user specified file.

Execute a program When selected, executes a program on the Windomsnamd line.

Send an e-mail When selected, sends an e-mail message to a UserddEMTP server.
Dial a pager When selected, sends the trigger information tagepas the action.
Send SNMP trap When selected, sends an SNMP trap to a designataddress

Execute Observer
Statistics or Packet
Capture

When selected, automatically Starts/Stops any ohatatistical displays of
packet capture options when the trigger condittoreached

Table 9-8: Alarm Actions
9.1.2 User Data Protection

The TOE utilizes a DAC Policy, which means thatreaser within GigaStor is explicitly
granted or denied access to a set of operatiomspnbe instance. When a user intends
to access an operation to which that user hasew®t huthorized, the operation is grayed
out in the Observer interface. All set permissiars stored in the Windows registry on
the local GigaStor appliance. Therefore, althotighObserver presents the user with the
display, access to the operation is enforced onsémeer side by the GigaStor Expert
Probe. The permissions that belong to the DACcpalre as follows:

Permission Description
Access to probe User is allowed to interact with the instance. Renaccess to this permission
Instance restricts all of the following permissions.

' User is allowed to change the probe’s configuratgtions (such as memory
Configure

usage, etc.).

Redirect User is allowed to change the destination analfgreprobe analysis data.
Select adapters User is allowed to change the adapter settingi@probe
Capture packets User is allowed to view captured packets from ttabp’s network
Network trending User is allowed to view Network Trending data frtm probe’s network
Internet patrol User is allowed to run Internet Patrol on the pislnetwork

Modify partial packet | User is allowed to change the partial packet capsetting in the Packet Capture
capture size Settings dialog for this probe.

Modify shared filters | User is allowed to modify shared filters.

Reconstruct data

User is allowed to reconstruct and view conteneastrs from the probe’s
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network (such as images over HTTP, files over FiP.).

Uy

Replay VolP User is allowed to replay the audio and video fiplacable) of VOIP stream
(Audio/Video) from the probe’s network.

Transfer packet capture buffers to the remote Qbsesystem and view the

Transfer Capture Files traffic data locally.

Table 9-9: User Permissions

In addition to the permissions above, a user camrbated Administrator rights and
become a GigaStor Administrator. This user caaterand edit instances, configure the
GigaStor probe, and configure users and permissiblaing Administrator rights gives
the user full access to the TSF.

9.1.3 Identification and Authentication

In the evaluated configuration, GigaStor enforcestification and authentication for all
users accessing the network traffic, enforced tjino@bserver. Access to the local
Observer Expert Probe is restricted to users whkdaral Windows Administrators on
the GigaStor appliance. Before allowing accesthéoappliance, these users must first
authenticate using the standard Windows authemicatechanism. The local Windows
Administrators are assumed to also be GigaStor Adhtnators because they have
unrestricted access to TOE functions.

Users connecting via the remote Observer Expers@lerare required (in the evaluated
configuration) to log in using a username and pasdwbefore they can attempt to
connect to any instance on the probe. In addiionsername and password, the TOE
maintains a list for all users of instances thai/tare allowed to access. Therefore a user
could be authenticated but denied access to acplartiinstance. Once the user is
allowed access to an instance, the TOE checks tmimstrator flag associated with
each user to determine if that user is a GigaStdmiAistrator or a GigaStor user.
GigaStor Administrators have been given admin ggintd have unrestricted access to the
TSF. GigaStor users have access to a subset ®fkeas defined by the permissions in
the DAC policy above (except Administrator Right#ll of the user security attributes
(username, password, instance(s) allowed, permissiand Administrator rights) are
stored in the Windows registry on the GigaStor @nale and are verified before
allowing any interaction with network traffic.

9.1.4 Security Management

The security management of the TOE is controlledubgr actions that are performed
under the DAC policy as described in Section 9.1TBere are two roles defined within
the TOE: GigaStor users and GigaStor Administrat@hisuser accounts are considered
one of those two roles. GigaStor users are defaseany user that can have any subset of
permissions, but does not have Administrator Rig@gaStor Administrators have
Administrator Rights, which allow them to manage&stor instances, GigaStor probes,
and user accounts.
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The TOE defines the following objects and actiopsruthose objects that are available
to users with the appropriate permissions.

Objects

Actions

Permissions

GigaStor Instance

Create, Edit, Delete

Administrator Rights

Redirect

Redirect

Configure allocated Memory

Configure

Configure network adapter

Select adapters

Configure packet capture settings

Modify partial packet capture siz

D

GigaStor Probe

Configure probe reserved Memory

Administrator Rights

Configure system clock synchronization

Administrator Rights

Captured Traffic

View, Filter (See Table 9-6), Decode

Access to probe instance, Captu
packets

re

View GigaStor Control Panel Information froi
Table 9-5

Access to probe instance, Captu
packets

re

View Statistical Types from Table 9-2
(excluding Internet Observer Statistics)

Access to probe instance

View Internet Observer statistics

Access to probe instance, Intern
Patrol

View Trending/Analysis Data specified in
Table 9-3 (excluding Network Trending)

Access to probe instance

View Network Trending Information

Access to probe instance,
Network trending

View Expert Analysis Data specified in Table
9-4 (excluding VOIP replaying and Stream
Reconstruction)

Access to probe instance, Captu
packets

re

Reconstruct Streams

Access to probe instance, Captu
packets, Reconstruct data

re

Replay VOIP calls

Access to probe instance, Captu
packets, Replay VolP
(Audio/Video)

re

Transfer

Access to probe instance, Captu
packets, Transfer capture files

re

Shared Filters

Create, Edit, Delete

Modify shared filters

Observer_ Create, Edit, Delete, Configure Access to probe instance
Alarms/Triggers
Users Create, Edit, Delete, Assign Permissions Administrator Rights

Table 9-10: GigaStor Management Functions
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The TOE will provide permissive default values &acurity attributes. When a user is
initially created, that user has access to allh& permissions defined in Table 9-9.
Therefore, new users can perform any action wisggtem by default, except for actions
restricted to GigaStor Administrators. GigaStornfwistrators have the ability to

specify alternative default values based upon dezls of the TOE deployment.

GigaStor Administrators possess the ability to #uit security attributes for users in the
system. This is governed by the same DAC poligcdbed above. The following table
describes the modification of attributes:

Attributes Actions Permissions
Username Create Administrator Rights
Password Reset None (Users can reset their own passwords)
Instance(s) Allowed Grant/Deny Access Administrator Rights
Permissions (See Table 9-¢ Assign Administrator Rights
Administrator Rights Assign Administrator Rights

Table 9-11: User Attributes

The GigaStor Administrator can add or revoke actes$ise permissions defined in Table
9-9 at any time. The GigaStor Administrator caul ad revoke access to instances in
general as well as delete a user completely, tlyereboking that username. These
changes can be applied to all users except fomthal original GigaStor Administrator
account. This account cannot be modified.

Any change to a users attributes does not taketaifdil the next time that user attempts
to log into the system. Therefore, in order tooecd any revocation of privileges, a
GigaStor Administrator must use the TOE functiamsnianually disconnect the effected
user. The user will then be forced to re-authatgi@and the changes will be enforced.

9.1.5 Security Architecture

GigaStor has multiple architecture features thdtaene the security functions of the
TOE.

The local Windows Administrator on the GigaStor e is the only user that has the
ability to access or modify the raw files stored tme RAID array. GigaStor
Administrators do not necessarily have local Winddddministrator access. Therefore,
even though they can interact with the traffic datdten to disk using the TOE functions
(i.e. filtering), they cannot interact with it imy out-of-band fashion. Similar, but more
restrictive logic applies to standard GigaStor siséeigaStor users can only interact with
read-only copies of the network traffic and haveabdity, even using TOE functions, to
modify the data on the RAID array. GigaStor usexrge no local access to the Windows
installation on GigaStor, and therefore cannot arsg logical means to alter the RAID
array or its data. All user and TOE configuratisrstored within the Windows registry
on the GigaStor appliance on a drive separate flenRAID array. This means that the
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GigaStor configuration data space has no overladp the GigaStor captured traffic data
space.

The local Windows Administrator account is the omlgcount that is defined on the
GigaStor appliance Windows environment. Therefdoeal access to the GigaStor
appliance implies full access to TOE data and ther@o possibility for privilege
escalation from any other Windows accounts. Bexaishis, it is assumed that only
GigaStor Administrators have access to the locahdMivs Administrator account.
Furthermore, Windows is a trusteff' party component that is expected to provide a
reasonably secure local authentication mechanisnthélocal Windows Administrator
account.

Remote GigaStor users cannot get access to Gigd&#(i.e. connect to an instance and
interact with network traffic) until after Windowkas booted completely and the
identification, authentication, and authorizationndtionality of GigaStor has been
started.

The capture interfaces are located on completglgira¢e hardware from the management
NIC and have independent network connections.oAg ks the capture and management
interfaces are connected to separate networksaffe tirom the capture interfaces can
interfere with the management NIC. Also, becatisechpture interfaces are receive only
and have no network address, no device on the reaptetwork has the ability to
communicate directly with the GigaStor appliance.

The physical RAM that is used by the GigaStor safewon the appliance to store packet
buffers is completely reserved by the softwaree Windows operating system will only
recognize and use a portion of the actual phys#@M attached to the device. The
packet buffer RAM is completely dedicated and i$ moder the control of Windows.
Therefore, it will never be swapped out to disk e re-used by other Windows
software/services.

Furthermore, a block of memory within the GigaSledicated storage will be reserved
and allocated for each specific instance definetthénsystem. This means that each user
packet buffer is separately allocated and contlobg GigaStor. Packet buffers are
separate in physical RAM and there is no overlagpéen them.

Every user interaction with an instance (as wellnasdes within that instance) is
controlled by a different software execution thréfaat also controls the RAM associated
with that instance. It is therefore difficult f@ne thread to directly affect another or
access the RAM allocated to another instance.
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9.2 TOE Summary Specification Rationale

This section identifies the security functions pdaxd by the TOE mapped to the security
functional requirement components contained in ®1is This mapping is provided in the
following tables.

Security Function Security Functional Components

FAU ARP_EXT.1 Traffic Alarms
FAU_GEN_EXT.1 Traffic Capture

FAU_SAA EXT.1 Potential Traffic Alarm

Analysis
. . FAU_SAR_EXT.1 Captured Traffic Review
Traffic Capture and Analysis FAU_SAR_EXT.3 Selectable Captured Traffic
(FAU_EXT) Review

FAU_SEL_EXT.1 Selective Traffic Capture
FAU_STG_EXT.2 Guarantees of captured traffi
availability
FAU_STG_EXT.3 Action in case of possible
captured traffic loss

Figure 9-1: Extended Security Functional Component$or the TOE

C

Security Function Security Functional Components
FDP_ACC.1 Access control policy
FDP_ACF.1 Access control functions
FIA_ ATD.1 User attribute definition
FIA_ UAU.2 User authentication before any actian
FIA UID.2 User identification before any action
FMT_MOF.1 Management of security functions
behavior
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
Security Management FMT_MTD.1 Management of TSF data

(FMT) FMT_REV.1 Revocation
FMT_SMF.1 Specification of Management
Functions
FMT_SMR.1 Security Roles

Figure 9-2: Security Functional Components for theTOE

User Data Protection (FDP)

Identification and Authentication
(FIA)

9.2.1 Traffic Capture and Analysis

This section maps directly to the information fouimd Section 9.1.1. This security
classification addresses the following requirements

FAU ARP_EXT.1, FAU GEN_EXT.1, FAU SAA EXT.1, FAU_SAEXT.1,
FAU SAR_EXT.3, FAU_SEL_EXT.1, FAU_STG_EXT.2, FAU_STEXT.3

The referred section specifically addresses FAU_ARPT.1 and FAU_SAA EXT.1 by
providing a list of what kind of network conditiotisgger alarms as well as the actions
taken upon a triggered alarm. FAU_GEN_EXT.1 iss$igal by providing a list and
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description of each field that is populated withitaptured Ethernet traffic.
FAU_SAR_EXT.1 is satisfied by providing informatiom how users are given access to
the captured traffic, and the various ways tratAa be presented. FAU_SAR_EXT.3 and
FAU_SEL_EXT.1 are satisfied by listing and descrgoall the fields that can have filters
applied to them, either on incoming traffic to betien, or on traffic that is read from the
RAID array. FAU_STG_EXT.2 and FAU_STG_EXT.3 areisa&d by describing how
data is captured by supplying information abouththé&€apture Card and RAID Array. It
also explains that the raid array is a sliding wiwdf the most recent data, and that no
functionality exists for users to modify or del¢he data through TOE functionality.

9.2.2 User Data Protection

This section maps directly to the information fouimd Section 9.1.2. This security
classification addresses the following requirements

FDP_ACC.1, FDP_ACF.1

FDP_ACC.1 and FDP_ACF.1 are addressed by explaimivg users and their allowed
permissions scope what a user can perform using fU@&ionality. This explanation
describes the DAC policy utilized by the TOE.

9.2.3 Identification and Authentication

This section maps directly to the information fouimd Section 9.1.3. This security
classification addresses the following requirements

FIA_ATD.1, FIA_UAU.2, FIA_UID.2

FIA_ATD.1 is addressed by showing the attributessar has: username, password,
instance(s) allowed, permissions, or Administratghts. FIA_UAU.2 and FIA_UID.2
are detailed by explaining the user interfaceshamn TOE and how nothing can be done
until they successfully log in to the TOE.

9.2.4 Security Management

This section maps directly to the information fouimd Section 9.1.4. This security
classification addresses the following requirements

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT_MTD.1, FMT_REY, FMT_SMF.1,
FMT_SMR.1

FMT_MOF.1, FMT_MTD.1, and FMT_SMF.1 are addressgddjerring to Table 9-10,
which details all of the functions available withime system based upon permissions.
FMT_MSA.1 is explained by referring to Table 9-Mthich details all of the security
attributes involved in the DAC policy. FMT_MSA.3 shown by stating that users
created have access to all of the permissions etkfin Table 9-9. FMT_REV.1 is
addressed by stating that users can have theiragseunt or permissions revoked at any
time by a GigaStor Administrator. FMT_SMR.1 is agkfed by enumerating the roles
within the TOE and specifying the key differentisof those roles.
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10 Security Problem Definition Rationale

10.1 Security Objectives Rationale

The following table provides a mapping with ratitn#o identify the security objectives

that address the stated ass

umptions and threats.

Assumption

Objective

Rationale

A.ADMIN

One or more users authorized
the Operational Environment wi
be assigned to install, configu
and manage the TOE and t

OE.ADMIN

Ibe assigned to configure
re0perational  Environment,
hénstall, configure, and manage t

b®ne or more authorized users wil|,
th
and

OE.ADMIN maps to A. ADMIN
_.in order to ensure that only th

=0

illsers authorized by the TOE w/|
8nstall and configure the TOE t
bring it into the evaluate
'€onfiguration. During operatio

=

ne
e

security of the information if TOE and the security of theomy the users authorized by tf

contains. information it contains. TOE will be able to manage tH
TOE in a manner that maintains
its ADMIN objectives.

A.NOEVIL OE.NOEVIL OE.NOEVIL directly maps td

Users of the TOE are not carele
willfully negligent, or hostile and
will follow and abide by the

careless, willfully negligent, o

sAll users of the TOE are nd

hostile and will follow and abids

A.NOEVIL and ensures that a
tusers of the TOE are proper
' trained in the configuration an
Fusage of the TOE and wi

instructions  provided by theby the instructions provided by theq|iow the guidance provided.
organization’s guidance organization’s guidance

documentation. documentation.

A.PATCHES OE.ADMIN OE.ADMIN maps to A

Users exercise due diligence
update the TOE with the late

sbe assigned to configure

t@®ne or more authorized users wil}
th

_PATCHES in order to ensur
fhat the users authorized by t
€TOE will properly patch the

ne

patches and patch the Operation®perational Environment, androe and the Operational
Environment (e.g., OS andinstall, configure, and manage thenvironment in a manner that
database) so they are noTOE and the security of themaintains their securit
susceptible to network attacks. | information it contains. objectives. ]
A.PASSWORD OE.PASSWORD OE.PASSWORD maps tp

A.PASSWORD in order td

Users select strong passwor
according to the policy describe
in the administrative guidance af
will protect their own
authentication data.

dall users of the TOE will selec
cappropriately strong passwor
ncand  will protect their owr
authentication data.

Lensure that user authenticati
Ijata is sufficiently secure ar
therefore that the authenticatig
mechanism itself is more secur

on
d
DN

D

A.AUDIT

The Operational Environment wi
provide measures for recordin
security relevant events that w|
assist the authorized users

detecting misuse of the TOE, tk
information it collects, and/or it
security features that woul

OE.AUDIT

lithe audit event records using t
imachine upon which the TOE
neénstalled.

compromise the integrity of th

5
d
e

| The Operational Environment will
gorovide generation and storage |of

OE.AUDIT maps to A.AUDIT
to ensure that there is audit eve
data captured by the Operatior]
nvironment of the TOE thg
"@nhances the securi
Sfunctionality of the product with
respect to the data th
authorized users may utilize
make security decisions.

2Nt
al
t

Yy

At
(0]
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TOE and violate the security

objectives of the TOE.

A.FILESYS OE.FILESYS OE.FILESYS maps tq
) ) A.FILESYS in order to ensurg

The security features offered byThe security features offered By 4t the Operationdl

the Operational Environmentthe Operational Environment will Epvironment's  native security

protect the files used by the TOE. protect the files used by the TOE. foatures  are  utilized wheh

securing data relevant to th
TOE outside of its boundary.

A.GENPUR

There are no general-purpo
computing capabilities (e.g., th
ability to execute arbitrary code
applications) on the TOE, an

OE.GENPUR

s®lo general-purpose computir]
ecapabilities will exist upon thg
DITOE  or the  Operationg

dEnvironment upon which the TOE

OE.GENPUR maps t
A.GENPUR in order to ensur
Ghat the TOE will not be used fq
®any purposes other than tho
Iprescribed by the vendo
Specifically, the addition of non

administrators will not install any resides. TOE software or firmware tha
general-purpose computing would add non-TSH
functionality to the Operational functionality or presen
Environment upon which the TOE additional threat vectors i
resides. prohibited.

A.LOCATE OE.LOCATE OE.LOCATE maps tg

The TOE will be located within
controlled access facilities th

will prevent unauthorized physicalwill prevent unauthorized physicaltog operates.

or logical access.

The TOE will be located withir
atcontrolled access facilities that

access and will be logicall
isolated to the intranet of the |
system that it monitors.

A.LOCATE in order to ensurg
that physical security is provide
in the environment where th

y
a

D o ©®

Table 10-1: Assumption to Objective Mapping
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Threat

Objective

Rationale

T.ACCESS

Authorized users could gai
electronic access to protect
TOE resources by attempting
establish a connection that th
are not permitted to perform.

O.ACCESS

nThe TOE will provide measures

byeen authenticated. Us

users of the TOE.

b@uthorize users to access specif
IoTOE resources once the user m%ecify access restrictions

authorization is based on acce
rights configured by the authorize

O.ACCESS addresse
T.ACCESS by providing the
Oauthorized administrators of th

E with the capability tg
Pthe protected TOE resources |to
dséuthenticated TOE users.

O.MANAGE

The TOE will provide authorize
administrators with the resources

resources, and security informati
relative to the TOE.

manage and monitor user accour

O.MANAGE addresses
T.ACCESS by ensuring onl
I users authorized by the TO
®an use the TOE provide
Besources  to manage a
Ponitor the TOE'’s capabilities

aams( )

T.ADMIN_ERROR

A user may incorrectly install g
configure the TOE, or install
corrupted TOE resulting i
ineffective security mechanisms

ausers with the necessary informati
n for

.management, and operation of thgs\ to administer the TOE in

O.ROBUST_ADMIN_GUIDANCE

rThe TOE will provide the TOE’S
secure delivery, installatior

TOE.

O.ROBUST_ADMIN_GUIDA
NCE  helps to mitigate
T.ADMIN_ERROR by
PBnsuring the TOE users ha
'guidance that instructs the

secure manner and to provi
the TOE users with instruction
to ensure the TOE was n
corrupted during the deliver
process. Having this guidang
helps to reduce the mistak
that a user might make th
could cause the TOE to K
configured in a way that i
unsecure.

O.MANAGE

The TOE will provide authorize
administrators with the resources
manage and monitor user accour

O.MANAGE addresse
T.ADMIN_ERROR by
jensuring only users authorize
By the TOE can use the TO
tB'rovided resources to mana

2d
E

resources, and security information,nq monitor the TOE’s auditinge
relative to the TOE. capabilities.
T.MASK O.AUTH O.AUTH addresses T.MASHK
o ) ) by ensuring that all users that
Users whether they be maliciousSThe TOE will provide measures %y and access the TOE become
or non-malicious, could gainuniquely identify all users and will jjentified and authenticated
unauthorized access to the TQRuthenticate the claimed identity,efore access is granted.
by bypassing identification andprior to granting a user access to the
authentication countermeasures. TOE.
T.MISUSE O.CAPTURE O.CAPTURE addresses
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Threat

Objective

Rationale

Users of the IT system the TQ
monitors may perform
undesirable actions upon the

system in question, whether bynstalled. These events that w

utilizing functions within the IT|
system that adversely affects t
system or by altering th
configuration to be insecure.

EThe TOE will provide measures fc
collecting security relevant da
Tfrom the IT system upon which it

assist the authorized users

heletecting misuse of the IT syste
ethe information contained within
and/or its security features th
would compromise the integrity @
the IT system and violate th
security objectives of the IT systen

rIT.MISUSE by providing the
ausers authorized to utilize th
SsTOE with the capability tq
illperform monitoring functions
iy utilizing the data that th
MJTOE collects. This data i
, potentially able to allow thes
atisers to find undesirabl
factions performed upon the |
esystem the TOE monitors.

n.

O.ALERT

The TOE will provide measures fq
determining security violations an
that represents any of the
violations is processed.

will create alarms when audit da’t"botential security issue withi

O.ALERT helps mitigate
T.MISUSE by allowing the
'TOE to send alerts t
dconﬁgured users upon

S¢he operational environment.

T.STEALTH

A malicious user or proceg
could perform suspiciou
activities against the TOE ¢
objects in the Operationa
Environment monitored by th
TOE without a TOE use
authorized by the Operation

O.ALERT

sThe TOE will provide measures fq
s determining security violations an
althat represents any of the
eviolations is processed.

I

al

rwill create alarms when audit datgom the TOE when events a

O.ALERT addresse
T.STEALTH by providing the
'users with the ability o
dreceiving alert notifications

S@onsidered to be a securi
violation based on define

policy.

Environment becoming aware
this behavior.

DfO.AUTH

The TOE will provide measures
authenticate the claimed identi

TOE.

uniquely identify all users and will

prior to granting a user access to h&

O.AUTH addresses
T.STEALTH by ensuring tha|
Oall users that try and access
TOE become identified an
Yauthenticated before access
ranted.

— @ @ W Wb

- o

D

re
ty
d

D

he
d

S

O.ACCESS

The TOE will provide measures

been authenticated. Us
authorization is based on acce
rights configured by the authorize
users of the TOE.

authorize users to access specifjgg
TOE resources once the user Nagcess to the TOE and i

O.ACCESS helps to mitigat
T.STEALTH by providing the
OTOE with access contrd
nctions, which

Fbbjects to users which hay
SSeen authorized access by
Gdministrator.

restricts

O.CAPTURE

The TOE will provide measures fq
collecting security relevant da
from the IT system upon which it

installed. These events that willg

O.CAPTURE helps to mitigat
T.STEALTH by providing the
'TOE with captured traffic dat
8hat allows authorized users
Sdetermine the origin 0
'! ecurity-relevant networ

assist the authorized users

U

2%

to

¥affic transferred over the I

r
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Threat

Objective

Rationale

detecting misuse of the IT syste
the information contained within
and/or its security features th
would compromise the integrity @
the IT system and violate th

security objectives of the IT system.

msystem the TOE monitors.

at

—h

e
h

OE.AUDIT

The Operational Environment wi

provide local access control, ang

storage of the event audit recor
which are stored on the machi
where the TOE is installed.

OE.AUDIT helps to mitigatg
T.STEALTH by providing the
lToE with Operational
'Environment’s ability to store
dthe audit data and protect the
'@vent audit records from local
access.

OE.SYSTIME

The Operational Environment will

n)

OE.SYSTIME helps to mitigatg
T.STEALTH by ensuring the

h

) ° | accuracy of the tools necessary

provide reliable system time. to monitor network activity as

provided via O.CAPTURE.

T.UNAUTH O.ACCESS O.ACCESS helps to mitigate

) ) ) ) T.UNAUTH by providing the

Users could gain unauthorizedrhe TOE will provide measures 0o with access contrdl
access to the TOE or its datauthorize users to access Spec”%nctions, which  restricts
stores by bypassingTOE resources once the user Nagcess to the TOE and its
identification and authenticationbeen authenticated. Usebbjects to users which have
requirements. authorization is based on acc8S§een authorized access by lan

rights configured by the authorize
users of the TOE.

dadministrator.

O.AUTH

The TOE will provide measures

uniquely identify all users and will

authenticate the claimed identi

prior to granting a user access to h&

TOE.

O.AUTH helps to mitigatg
T.UNAUTH by ensuring tha
Oall users that try and access the
TOE become identified and
Yauthenticated before access

S
ranted.

O.MANAGE

The TOE will provide authorize
administrators with the resources
manage and monitor user accour
resources, and security informati
relative to the TOE.

O.MANAGE helps to mitigate
T.UNAUTH by ensuring only
dusers authorized by the TO
®an use the TOE provide
Besources to manage a
Ponitor the TOE’s auditing
capabilities.

hd

OE.ADMIN

One or more authorize
administrators will be assigned
install, configure and manage t

OE.ADMIN helps to mitigate
T.UNAUTH by ensuring tha
OIonly administrators authorize|
[%y the TOE can configure an
'¥nanage the TOE.

[e X=X

TOE and the security of the
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Threat

Objective

Rationale

information it contains.

Table 10-2: Threat to Objective Mapping

10.2 Operational Security Policy Rationale

There are no Organizational Security Policies #pgtly to the TOE.

10.3 Security Functional Requirements Rationale

The following table provides a mapping with ratitn#o identify the security functional
requirement components that address the statedobjEtives.

Objective Security Functional Componen{ Rationale
O.ACCESS FDP_ACC.1 Access controlFDP_ACC.1 details that the poligy
, . policy defined by FDP_ACF.1 is enforced on
The TOE will provide all users looking to perform any action
measures to auth_onze users|to on the TOE.
access specified TOE
resources once the user haBDP_ACF.1 Access controlFDP_ACF.1 details all of the access
been authenticated. Useffunctions control factors. It also shows some use
authorization is based agn cases for specific scenarios of the
access rights configured by DAC policy.
the authorized users of the
TOE. FIA_ATD.1  User attributg FIA_ATD.1 shows all of the user
definition attributes that are utilized to authorize
users, including permissions and

allowed instances.

FMT_REV.1 Revocation

FMT_REV.1 details how a uszsek
his or her session object based uf
administrative changes.

on

FMT_SMR.1 Security Roles

FMT_SMR.1 requires useassohly

perform actions within the users’ role.

O.ALERT
The TOE will provide
measures for determinin

security alerts when aud
data or IT records thg
represent any of these ale
is recorded.

FAU ARP_EXT.1
Alarms

Traffic

g
it

FAU_ARP_EXT.1 sends alerts
various configured destinations ba
upon the security alarm conditi
defined within FAU_SAA _EXT.1

(0]
e
ons

tFAU_SAA EXT.I  Potential

[tTraffic Alarm Analysis

FAU_SAA EXT.1 defines securit
alarm conditions created by authoriz
users.

O.AUTH

The TOE will provide
measures to uniquely identif

all users and will authenticate

the claimed identity prior tg
granting a user access to t
TOE.

FIA_ ATD.1  User attribute

definition

y

FIA_ATD.1 defines the security

includes attributes related
authentication and access control.

relevant attributes of all users. Thi

FIA_UAU.2 User authenticatio
heefore any action

nFIA_UAU.2  requires users t
authenticate to the TOE before a
TSF-mediated actions are allowed.
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Objective

Security Functional Component

Rationale

FIA UID.2 User identification
before any action

FIA_UID.2 requires users to identif
themselves to the TOE before a
TSF-mediated actions are allowed.

O.CAPTURE FAU_GEN_EXT.1 Traffic
] ) Capture

The TOE will provide

measures  for  collecting

security relevant data from

the IT system upon which |t

is installed. These events that

will assist the authorized

FAU_GEN_EXT.1 details the types
captured packet data that the T(

y
ny

pf
DE

collects, the types of data sources, and

the minimum contents of the data th
is collected. This provides assuran
that sufficient data is available to TQ
users for analysis.

users in detecting misuse
the IT system, the
information contained within
and/or its security featurg
that would compromise th

bFAU_SAR_EXT.1

Capturec

| FAU_SAR_EXT.1

states tha

integrity of the IT system an
violate the security objective
of the IT system.

Traffic Capture

filtering method to determine whic

local storage.

FAU _STG_EXT.2 Guarantee
of captured traffic availability

sFAU_STG_EXT.2 states that no TQ

user can delete or modify data, &
that all data is preserved indefinite
within the TOE functionality. Thig
provides assurance that the inde
data is complete and accurate.

FAU_STG_EXT.3 Action in
case of possible captured traff
loss

FAU_STG_EXT.3 states that the TQ
iavill roll over the oldest data with th

newest collected data, assuring that

newest data is always available.

O.MANAGE
The TOE will provide
authorized administrator]

FMT_MOF.1 Management
security functions behavior

(0

S

f FMT_MOF.1 defines the capabilitig
that can be enabled or disabled
specific users by authorized users.

with the resources to mana
and monitor user account

resources, and securi
information relative to the
TOE.

j&MT_MSA.1 Management o
Ssecurity attributes
y

f FMT_MSA.1 defines the manageme

actions and which permissions allg
users to perform specific function
Authorized users are able to perfo
these access control policy changes

FMT_MSA.3 Static attribute FMT_MSA.3 requires all security
initialization relevant attributes have permissi
default values, and that an authoriz
user has the ability to override defa
Booz Allen Hamilton CCTL - CA Inc. Page 61

h
collected data is actually written to the

at
ce
E

» Traffic Review authorized users are only allowed |to
read the captured packet informatipn
S over which said user has scope.
JFAU_SAR_EXT.3  Selectable FAU_SAR_EXT.3  describes the
sCaptured Traffic Review filtering method to determine which

stored data is presented to authorized
users via their passive instance.
FAU_SEL EXT.1 Selective FAU_SEL _EXT.1  describes the

E
nd

ly
ed

E

the

S0 =3 &

ve
ed
LIt



Objective

Security Functional Component

Rationale

values.

FMT_MTD.1 Management o
TSF data

f FMT_MTD.1 defines the condition

which permissions allow users

perform specific actions on TSF da
Authorized users are able to perfo
these access control policy changes

FMT_SMF.1 Specification o
Management Functions

FMT_SMF.1 defines the functions th
can be performed by specific types
users of the TOE.

FMT_SMR.1 Security Roles

FMT_SMR.1 defines the roleg
associated with each user of the TO

O.ROBUST_ADMIN_GUID
ANCE

The TOE will provide
administrators ~ with  the
necessary information fg
secure delivery an
management.

=

AGD_OPE.1 Operational Usg
Guidance

2rAGD_OPE.1 describes the prop

delivery, usage, and management
the TOE.

Table 10-3: Security Functional Requirements Ratioale

10.4 EALZ2 Justification

M

[0

38

D

r
of

The threats that were chosen are consistent widckar of basic attack potential,
therefore EAL2 augmented with ALC_FLR.1 was choferthis ST. ALC_FLR.1 is not
required, but provides additional quality assuratocihe product.

10.5 Requirement Dependency Rationale

The table below lists each requirement from clairBedurity Functional Requirements
with a dependency and indicates whether the depémdgquirement was included. If a
dependency has not been met, a short rational®vsded to show why the dependency

was not included.

Functional Dependency Included
Component
FAU_ARP_EXT.1 FAU_SAA_EXT.1 YES

FAU_GEN_EXT.1

FPT_STM.1

NO, the environment fulfills this
dependency (OE.SYSTIME).

FAU_SAA_EXT.1 FAU_GEN_EXT.1 YES
FAU_SAR_EXT.1 FAU_GEN_EXT.1 YES
FAU_SAR_EXT.3 FAU_SAR_EXT.1 YES
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FAU_STG_EXT.2 FAU_GEN_EXT.1 YES
FAU_GEN_EXT.1 YES
FAU_SEL_EXT.1
FMT_MTD.1 YES
FAU_STG_EXT.3 FAU_GEN_EXT.1 YES
FDP_ACC.1 FDP_ACF.1 YES
FDP_ACC.1 YES
FDP_ACF.1
FMT_MSA.3 YES
FIA_UAU.2 FIA_UID.1 YES (Hierarchy: FIA_UID.2)
FMT_MOF.1 FMT_SMR.1 YES
FDP_ACC.1 or FDD_ICF.1 YES (FDP_ACC.1)
FMT_MSA.1 FMT_SMR.1 YES
FMT_SMF.1 YES
FMT_MSA.3 FMT_MSA.1 YES
FMT_MTD.1 FMT_SMR.1 YES
FMT_REV.1 FMT_SMR.1 YES
FMT_SMR.1 FIA_UID.1 YES (Hierarchy: FIA_UID.2)

Table 10-4: Requirement Dependencies
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