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[ Introduction

This section identifies the Security Target (STydet of Evaluation (TOE), and the organizatiorthef

ST. The TOE is the Forum Sentry v8.1.641, and maleafter also be referred to as the TOE. The iBOE
an application-layer gateway server that providgsieation-firewall functionality via content insgigon

of common protocols. The Sentry can then proteeirest application-level attacks and enforce access
control rules based on the information discoverethé application-layer traffic.

.1 Purpose

This ST is divided into nine sections, as follows:

* Introduction (Section 1) — Provides a brief summafythe ST contents and describes the
organization of other sections within this documetit also provides an overview of the TOE
security functions and describes the physical agitél scope for the TOE, as well as the ST and
TOE references.

e Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC) and
Protection Profile package claims. It also idéesifwhether the ST contains extended security
requirements.

» Security Problem (Section 3) — Describes the tkreatganizational security policies, and
assumptions that pertain to the TOE and its enwiemt.

» Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the TOE
and its environment.

» Extended Components (Section 5) — Identifies nempmnents (extended Security Functional
Requirements (SFRs) and extended Security Assur&emirements (SARs)) that are not
included in CC Part 2 or CC Part 3.

e Security Requirements (Section 6) — Presents tirsSiRd SARs met by the TOE.

« TOE Summary Specification (Section 7) — Descriltesgecurity functions provided by the TOE
that satisfy the security functional requiremenmtd abjectives.

« Rationale (Section 8) - Presents the rationalelferSFR dependencies as to their consistency,
completeness, and suitability.

» Acronyms and Terms (Section 9) — Defines the aarengnd terminology used within this ST.

1.2 Security Target and TOE References

Table 1 below shows the ST and TOE references.
Table | ST and TOE References

ST Title Forum Systems, Inc. Sentry v8.1.641 Security Target

ST Version Version 1.2

ST Author ‘ Corsec Security, Inc.

ST Publication Date [PIJESH(Y]

TOE Reference Forum Sentry v8.1.641
FIPS' 140-2 Status \ Level 2, Validated crypto module, Certificate No. 1743

! FIPS — Federal Information Processing Standard
Forum Sentry v8.1.641 Page 4 of 65
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1.3 TOE Overview

The TOE Overview summarizes the usage and majarisgdeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgitg the TOE type, describing the product, and
defining the specific evaluated configuration.

The TOE is a hardware TOE that includes the physisgliance as well as the applications runninghan
appliances. The Forum Sentry provides applicagaeway functionality for a variety of web-basedo(s

as HTTP and XML®) and non-web-based (such as SE&Rd LDAP) protocol§. This functionality is
implemented by an engine that examines applicdéiper traffic elements to apply policy to traffi€olicy
takes the form of application-firewall rules, artiginus engine, and pattern recognition rules. sTéiows

the product to protect against attacks and to eefaccess control rules based on the informatidhirwi
XML requests. The TOE can use cryptography togmtoinformation being sent across the network as
well.

The TOE includes a hardware appliance, a Hardwaoceir8y Module (HSM), and a web Graphical User
Interface (GUI) that allows administrators to cguofie the policies designed to protect the netwaordk a

network traffic. Additionally the TOE offers a Comand Line Interface (CLI) that offers a broad skt o
functionality for configuring the appliance, accesmtrols, and several other security featureshef t

product. The TOE offers various application firdévezrvices, such as XML Gateway. These features a
all present in the TOE software, but must be atgivahrough license keys.

1.3.1 Forum Sentry Appliance

The TOE hardware is a rack-mountable general perposputing platform. Installed on the hardware is
the Forum Operating System (OS) and Forum Senfityware. The combination of hardware appliance
and software receives traffic flowing through thetwork, inspects the headers to determine theidraff
type, and performs deep inspection of supportdtidrigpes. Deep inspection is performed by regdime
payload data from supported traffic and compariregdontents to policy rules and signatures storethe
TOE that indicate whether traffic is of a suspicar malicious nature. If the TOE determines theftic

is undesirable, the TOE can block the connectiamfrproceeding, or simply record that the event
occurred.

The TOE allows administrators to define users. r&lsee individuals on the network connecting to web
services controlled by the TOE. Policies can defigcess control rules. Access controls can be tase
limit access to specified services on the netwaok $pecified users. The TOE also designates
administrator accounts, which can be used to acbesSLI or GUI to view the TOE logs or configuiati
Administrator accounts are logically separate froger accounts, and can’t be used to control adoess
web services. Administrators can also gain enabtess via the CLI, or privileged access to the,GUI
which provides full access to modify the TOE coofation. Although the CLI can be used to configare
broad range of TOE capabilities, policies can ddymanaged via the GUI.

1.3.2 Hardware Security Module

The TOE comes with a Thales nShield 6000e F3 HSMePeard. The HSM is a hardware device
designed to efficiently perform cryptographic cdddions. The TOE uses the HSM to implement RSA
DSA’, AESY®, and 3-key Triple-DES cryptographic operations, including encryption,cryetion,

2HTTP — Hypertext Transfer Protocol

3 XML — Extensible Markup Language

4 SFTP — Secure File Transfer Protocol

5 LDAP — Lightweight Directory Access Protocol

5 A list of all protocols supported can be foundrmrum’s websitéattp:/www.forumsys.com
"PCle — Peripheral Component Interconnect Express

8 RSA — Rivest, Shamir, and Adelman (cryptograpljo@thm)

9 DSA — Digital Signature Algorithm
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signature generation, and signature verificatidihe TOE also uses the HSM to generate cryptographic
keys for use with these algorithms.

The Forum OS and applications running on the OSemade of the HSM'’s cryptographic functionality
much the same way they would make use of a cryaptuce library. The HSM provides all encryption,
decryption, and other cryptographic operations,ciwhire then used by functionality in the OS anckioth
applications to provide security services for tH@Er

The HSM uses a global key (Security World key) norgpt all other keys stored on the TOE. The dloba
key is stored on a separate smart card and is gecryith an administrator’s password. The smartic
and reader are outside of the scope of this evatuat

Forum Sentry uses only FIPS-validated cryptograpigvided by a FIPS-140-2 validated cryptographic
module (certificate #1743).

1.3.3 TOE Environment

The TOE is composed of the physical hardware, tB&Hthe Operating System (OS), and application
software running on the physical hardware. Thallware is a general purpose server. The HSM is a
pluggable cryptographic accelerator card that plewicryptographic services for the TOE. The saftwa
includes the OS and TOE application software thavige all of the functionality of the TOE. Theie
also a smart card reader and smart card storin§ebarity World key for the TOE, but the smart candl
reader are both considered to be part of the TOR @mment.

It is assumed that there will be no untrusted usersoftware on the TOE components. In additibe, t
TOE components are intended to be deployed in aipdlly secured cabinet, room, or data center tiéh
appropriate level of physical access control angsjglal protection (e.g. badge access, fire contooks,
alarms, etc.).

The TOE can be deployed in an inline deploymerd one-port deployment. In an inline deploymenrg, th
TOE sits on the network between web clients and sezliices servers and receives all traffic fromhbot
parties en route, as depicted in Figure 1 below.

10 AES — Advanced Encryption Standard
1 DES — Data Encryption Standard
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Syslog Server

TLS Tunnel

Web Services
Client

Web Admin GUI CLI Web Services
(web browser) (SSH or serial) Server

Figure | Inline Deployment

In a one-port deployment, the TOE sits betweenvibb clients and web services servers, but traffic i
redirected to the TOE by a router or switch betoegg sent to the server, rather than the TOEgitlis
one of the nodes between client and server. Tdptogment is depicted in Figure 2 below.
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Admin Workstation Forum Sentry
(CLI) (TQE) Syslog Server

(TLS tunnel)

T \
i

Router/Switch
Web Services
Client
Q
Web Admin GUI Web Services
(web browser) Server

Figure 2 One-Port Deployment

In the two typical deployments, traffic being s&oim web services clients to web services senseeither
sent through the TOE or forwarded to the TOE. Th¥E examines the traffic and responds according to
the configured policies. Administrators log ont®tCLI from a workstation running either a terminal
emulator (serial connection) or an S8ldlient (SSH connection). Administrators log otbe GUI by
using a web browser and an encrypted Secure Hwpefensfer Protocol (HTTPS) connection.
Administrator actions and certain policy-driven etgeare logged and sent across a TLS (TransporrLay
Security) tunnel to the syslog server.

1.4 TOE Description

This section primarily addresses the physical apgichl components of the TOE included in the
evaluation.

1.4.1 Physical Scope

Figure 3 illustrates the physical scope and thesighy boundary of the TOE. The TOE is a softward a
hardware device. The hardware is the Forum Set884 appliance, a general purpose server platform
running an Intel Xeon E5620 processor. The opagasystem is a highly customized version of Linux.
Included with the general purpose computing haréwsra Thales nShield 6000e F3 HSM. The HSM
provides cryptographic acceleration and key stocagmbilities. The Forum Sentry Application softeva

is a custom built application that provides theargy of the TOE's functionality.

12 3SH — Secure Shell
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Key:
——
TOE TOE
Boundary I Component

| Forum Sentry Application |

| Forum Operating System |

| General Purpose

Hardware HSM

= J
Forum Sentry
(TOE)

Figure 3 Physical TOE Boundary

The TOE Boundary includes all the Forum developedspof the Sentry v8.1.641 product. Any thirdtpar
source code or software that Sentry v8.1.641 hadifrad is considered to be TOE Software. The TOE
Boundary does not include any of the environmeatahponents shown above in the TOE deployment
diagrams:

* The web browser used to access the GUI,

* The terminal client or SSH client used to accessdhl,

e The administrator workstation hosting the web brewwierminal client, and SSH client,
* The web services client,

» The web services server,

» The router/switch or any other network componeguts|

* The syslog server.

1.4.1.1 Guidance Documentation
Table 2 lists the TOE Guidance Documentation ttaihsconfigure, and maintain the TOE.
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Table 2 Guidance Documentation

Document Name Description

Forum Systems Sentry Version
8.1Command Line Reference

Provides a manifest of CLI commands available, the expected syntax,
and the results of executing each command. Also provides sample
return values for each command.

Forum Systems Sentry Version
8.1 Guide to Security Worlds

Gives an overview of how to work with the HSM cards on the TOE.

Forum Systems Sentry Version
8.1 Logging Guide

Gives an overview of the logging functionality available on the TOE.

Forum Systems Sentry Version
8.1 Network Policies Guide

Gives an overview of configuring HTTP policies on the TOE.

Forum Systems Sentry Version
8.1 Task Management Guide

Gives an overview of working with tasks on the GUI.

Forum Systems Sentry Version
8.1 Web-based Administration
Guide

Gives an overview of how to use the web GUI.

Forum Systems Sentry Version
8.1 WSDL" Policies Guide

Gives an overview of how to configure WSDL policies on the TOE.

Forum Systems Sentry Version
8.1 XML Policies Guide

Gives an overview of how to configure XML policies on the TOE.

Forum Systems Sentry Version
8.1 System Management Guide

Gives an overview of general administrative tasks for the TOE.

Forum Systems Sentry Version
8.1Access Control Guide

Gives an overview of how to manage authentication and access
control on the TOE.

Forum Systems Sentry Version

8.1Security Policies and PKI Guide

Gives instruction for managing TLS, encryption, and certificates on the
TOE.

Forum Systems Sentry Version
8.1Software Installation Guide

Gives details on how to install the TOE software onto the TOE
hardware.

Guidance Supplement v0.4

Contains information regarding specific configuration for the TOE
evaluated configuration.

1.4.2 Logical Scope

The logical boundary of the TOE will be broken dointo the following security classes which are Ifiert
described in sections 6 and 7 of this ST. Thecklgscope also provides the description of the ritgcu
features of the TOE. The security functional reguients implemented by the TOE are usefully grouped
under the following Security Function Classes:

1.4.2.1 Security Audit

The TOE generates audit records for security-releaations of the authorized administrators witthie
GUIl and CLI. The TOE provides an authorized adstiator access to view the audit logs via the Gld a
GUI. The TOE records the identity of the admirsgir or user responsible for logged events—where
applicable. All logs are backed up to a syslogeevia a secure channel.

13 \WSDL — Web Service Description Language
Forum Sentry v8.1.641
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1.4.2.2 Cryptographic Support

The Cryptographic Support of the TSFfunction provides cryptographic functions to secur
communications for GUI and CLI sessions. TLS, HBJRnd SSH are used to secure management
communications sessions. The TOE uses encrypigmdtect locally stored passwords. In additidmg t
TOE provides a variety of cryptographic algorithfosits own use.

1.4.2.3 User Data Protection

The TOE stores network data (packets) within vidatiemory while the data is being used by the TOE.
Once the TOE finishes using the packet data, trefTOE is rebooted, the memory space is de-a#dcat
and zeroized to prevent third parties from beinlg &b read that memory space.

1.4.2.4 Identification and Authentication

The TOE provides functionality that requires admitirdtors to verify their claimed identity. The
Identification and Authentication TSF ensures thaly legitimate administrators can gain accesshto t
configuration settings and management settingb®flOE. Administrators must log in with a valideus
name and password before the TOE will allow adriaiers to manage the TOE. The TOE requires
administrators to use strong passwords. No feddisqoresented to administrators when they areriegte
their passwords at the login prompt of the locaisme.

1.4.2.5 Security Management

The TOE provides a CLI and GUI that administratoes use to configure the TOE and manage the
security functionality. The Security Managemenndiion specifies how administrators can access
management of the TOE components.

1.4.2.6 Protection of the TSF

The TOE protects cryptographic keys from being haa@xternal entities by only providing accesshen

via the cryptographic code within the TOE. All pa®rds are stored encrypted to prevent unauthorized
reading of passwords. At startup, the TOE runsi ®f self-tests that verify the correct openataf all
cryptographic code.

The TOE has the capability to identify whether gydate is from a trusted source by calculating a
fingerprint of the update code.

The TOE also provides reliable time stamps fooits use.

1.42.7 TOE Access

The TOE terminates local and remote managemeribassssfter an administrator-configurable time perio
of inactivity. Administrators can also end the@ssion voluntarily. After an administrator's sessis
terminated, that user must log in again to regasess to TOE functionality. A login banner is disd
for users at the login screen of the GUI and atdban prompt for the CLI.

1.4.2.8 Trusted Path/Channels

The TOE implements a trusted TLS tunnel betweegifind a remote syslog server in order to protect
syslog traffic as it is being sent to the servekdditionally, the TOE provides trusted paths betwee
administrators and the CLI via an SSH tunnel, agtivben administrators and the GUI via an HTTPS/TLS
tunnel. All tunnels are encrypted with AES.

1.4.3 Product Physical and Logical Features and Functionality
not included in the TOE

Features and Functionality that are not part oetheuated configuration of the TOE are:

1 TSF — TOE Security Functionality

Forum Sentry v8.1.641 Page 11 of 65
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» The application-firewall functionality provided hige TOE was not tested as part of the evaluated
configuration of the TOE.

« XML encryption and decryption policies only allohet support of FIPS-approved algorithms. All
non-approved algorithms are excluded.

« FTP*®and OpenPG#

«  SSI'V2 and SSLv3 are disabled. Only TLS with FIPS-appd cryptography is allowed.

 Remote management via third-party WSDL managenintts

e Global Device Management

» Sentry Virtual Appliance

» Use of an NTP (Network Time Protocol) server is pait of the evaluated configuration.

15 ETP — File Transfer Protocol
16 PGP — Pretty Good Privacy
7SS — Secure Sockets Layer
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2 Conformance Claims

This section provides the identification for any @@d Protection Profile (PP) conformance claims.
Rationale is provided for any extensions or augatemis to the conformance claims. Rationale for CC
and PP conformance claims can be found in Sectibn 8

Table 3 CC and PP Conformance

Common (o314 EN Common Criteria for Information Technology Security Evaluation, Version 3.1,
((of) I [ 11 [T TRl T W Revision 4, September 2012; CC Part 2 extended; CC Part 3 conformant; PP
and Conformance claim Network Devices Protection Profile conformant; Parts 2 and 3
Interpretations of the CEM'® as of 2013-04-05 were reviewed, and no
interpretations apply to the claims made in this ST.

PP Ildentification Exact Conformance'® to Protection Profile for Network Devices vl.I, June 8,
2012 (also referred to as the Network Devices Protection Profile (NDPP)).

18 Common Evaluation Methodology

19 Exact Conformance is a type of Strict Conformasieeh that the set of SFRs and the SPD Objectivessactly as
presented within the accepted NDPP without changes.
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3 Security Problem

This section describes the security aspects ofethéronment in which the TOE will be used and the
manner in which the TOE is expected to be employédprovides the statement of the TOE security
environment, which identifies and explains all:

* Known and presumed threats countered by eitheF@te or by the security environment

» Organizational security policies with which the T@tst comply

« Assumptions about the secure usage of the TOH)dimd physical, personnel, and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to thé®l@issets against which protection is required byTi®& or by
the security environment. The threat agents aridetil into two categories:

e Attackers who are not TOE users: They have pubiimkedge of how the TOE operates and are
assumed to possess a low skill level, limited resesito alter TOE configuration settings or
parameters and no physical access to the TOE.

* TOE administrative users: They have extensive kedgé of how the TOE operates and are
assumed to possess a high skill level, moderatauress to alter TOE configuration settings or
parameters and physical access to the TOE. (T@fn&lrative users are, however, assumed to
operate in a trusted manner.)

Both are assumed to have a low level of motivatidie IT assets requiring protection are the TS# an
user data saved on the TOE. Removal, diminuti@hraitigation of the threats are through the objexti
identified in Section 4 Security Objectives. Tadlbelow lists the applicable threats.

Table 4 Threats

Name Description

T.ADMIN_ERROR An administrator may unintentionally install or configure the TOE
incorrectly, resulting in ineffective security mechanisms.

T.TSF_FAILURE Security mechanisms of the TOE may fail, leading to a compromise of
the TSF.
T.UNDETECTED_ACTIONS Malicious remote users or external IT entities may take actions that

adversely affect the security of the TOE. These actions may remain
undetected and thus their effects cannot be effectively mitigated.

T.UNAUTHORIZED_ACCESS A user may gain unauthorized access to the TOE data and TOE
executable code. A malicious user, process, or external IT entity may
masquerade as an authorized entity in order to gain unauthorized
access to data or TOE resources. A malicious user, process, or
external IT entity may misrepresent itself as the TOE to obtain
identification and authentication data.

T.UNAUTHORIZED_UPDATE A malicious party attempts to supply the end user with an update to
the product that may compromise the security features of the TOE.

T.USER_DATA_REUSE User data may be inadvertently sent to a destination not intended by
the original sender.

%% |T — Information Technology
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3.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a ses@furity rules, procedures, or guidelines impdsedn
organization on the operational environment of itdE. Table 5 below lists the OSPs that are presguime
be imposed upon the TOE or its operational enviramnby any organization implementing the TOE in the
CC evaluated configuration.

Table 5 Organizational Security Policies

Description

P.ACCESS_BANNER The TOE shall display an initial banner describing restrictions of use,
legal agreements, or any other appropriate information to which users
consent by accessing the TOE.

3.3 Assumptions

This section describes the security aspects ofintended environment for the evaluated TOE. The
operational environment must be managed in accoedarith assurance requirement documentation for
delivery, operation, and user guidance. Tablets the specific conditions that are required tsuem the
security of the TOE and are assumed to exist iaraironment where this TOE is employed.

Table 6 Assumptions

Name Description

ANO_GENERAL_PURPOSE It is assumed that there are no general-purpose computing capabilities
(e.g., compilers or user applications) available on the TOE, other than
those services necessary for the operation, administration and support
of the TOE.

A.PHYSICAL Physical security, commensurate with the value of the TOE and the
data it contains, is assumed to be provided by the environment.

A.-TRUSTED_ADMIN TOE Administrators are trusted to follow and apply all administrator
guidance in a trusted manner.
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4 Security Objectives

Security objectives are concise, abstract statesrafnthe intended solution to the problem defingdhe
security problem definition (see Section 3). Tle¢ af security objectives for a TOE form a highdev
solution to the security problem. This high-legelution is divided into two part-wise solutionghe
security objectives for the TOE, and the securitjectives for the TOE’s operational environmentiisT
section identifies the security objectives for TReE and its supporting environment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE aréallsws:
Table 7 Security Objectives for the TOE

Name Description

O.PROTECTED_COMMUNICATI |The TOE will provide protected communication channels for

ONS administrators, other parts of a distributed TOE, and authorized IT
entities.
O.VERIFIABLE_UPDATES The TOE will provide the capability to help ensure that any updates to

the TOE can be verified by the Administrator to be unaltered and
(optionally) from a trusted source.

O.SYSTEM_MONITORING The TOE will provide the capability to generate audit data and send
those data to an external IT entity.

O.DISPLAY_BANNER The TOE will display an advisory warning regarding use of the TOE.

O.TOE_ADMINISTRATION The TOE will provide mechanisms to ensure that only administrators

are able to log in and configure the TOE, and provide protections for
logged-in administrators.

O.RESIDUAL_INFORMATION_C | The TOE will ensure that any data contained in a protected resource
LEARING is not available when the resource is reallocated.

O.SESSION_LOCK The TOE shall provide mechanisms that mitigate the risk of
unattended sessions being hijacked.

O.TSF_SELF_TEST The TOE will provide the capability to test some subset of its security
functionality to ensure it is operating properly.

4.2 Security Objectives for the Operational
Environment

4.2.1 IT Security Objectives

The following IT security objectives are to be stéd by the environment:
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Table 8 IT Security Objectives

Description

OE.NO_GENERAL_PURPOSE There are no general-purpose computing capabilities (e.g., compilers
or user applications) available on the TOE, other than those services
necessary for the operation, administration and support of the TOE.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectivare to be satisfied without imposing technical
requirements on the TOE. That is, they will noquiee the implementation of functions in the TOE
hardware and/or software. Thus, they will be $atislargely through application of procedural or
administrative measures.

Table 9 Non-IT Security Objectives

Name Description

OE.TRUSTED_ADMIN TOE Administrators are trusted to follow and apply all administrator
guidance in a trusted manner.

OE.PHYSICAL Physical security, commensurate with the value of the TOE and the
data it contains, is provided by the environment.
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5 Extended Components

This section defines the extended SFRs and exteBddts met by the TOE. These requirements are
presented following the conventions identified acfon 6.1.

5.1 Extended TOE Security Functional

Components

This section specifies the extended SFRs for thE. TOhe extended SFRs are organized by class.eTabl
10 identifies all extended SFRs implemented byliO&.

Table 10 Extended TOE Security Functional Requirements

Name Description

FAU_STG_EXT.l |Extended: External audit trail storage
FCS_CKM_EXT.4 |Extended: Cryptographic key destruction
FCS_HTTPS_EXT.I | Extended: HTTPS

FCS_RBG_EXT.I Extended: Cryptographic operation (Random bit generation)
FCS_SSH_EXT.I Extended: SSH

FCS_TLS EXT.I Extended: TLS

FIA_PMG_EXT.I Extended: Password management

FIA_UAU_EXT.2 |Extended: Password-based authentication mechanism

FIA_UIA_EXT.I Extended: User identification and authentication

FPT_APW_EXT.l |Extended: Protection of administrator passwords

FPT_SKP_EXT.I Extended: Management of TSF data (for reading of symmetric keys)
FPT_TST_EXT.I Extended: TSF testing

FPT_TUD_EXT.I Extended: Trusted update

FTA_SSL_EXT.I Extended: TSF-initiated session locking
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5.1.1 Class FAU: Security Audit

Families in this class address the requirementgufoctions to implement security audit as definedCiC
Part 2.

5.1.1.1 Family FAU_STG_EXT: Extended: Security Audit Event Storage

Family Behaviour

This extended family FAU_STG_EXT is modeled aftee FAU_STG family. This family defines the
requirements for the TSF to be able to create aaititain a secure audit trail. Stored audit recoedsrs
to those records within the audit trail, and nat Hudit records that have been retrieved (to teampor

storage) through selection. The requirementseettiended family are focused on the secure trassoni
of audit records to a remote logging server.

Components in this family address the requiremmtprotection audit data as defined in CC PaiTlts
section defines the extended components for the [BNG_EXT family.

Component Leveling

FAU_STG_EXT: Extended: Security audit event storage 1

Figure 4 Extended: Security audit event storage family decomposition

FAU_STG_EXT.1 Extended: External Audit Trail Stoeats the only component of this family. This
component requires the TSF to use an external fifyefor audit data storage. It was modeled after
FAU_STG.1.

Management: FAU_STG_EXT.1
a) There are no management activities foreseen.
Audit: FAU_STG_EXT.1

a) There are no audit activities foreseen.

FAU _STG_EXT.1 Extended: External audit trail storage

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1
The TSF shall be able to [selection: transmit tkeegated audit data to an external IT entity,
receive and store audit data from an external [fitydrusing a trusted channel implementing the
[selection: IPSeT, SSH, TLS, TLS/HTTPRprotocol.

21 |pSec — Internet Protocol Security
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5.1.2 Class FCS: Cryptographic Support

Families in this class address the requirementduioctions to implement cryptographic functionaldg
defined in CC Part 2.

5.1.2.1 Family FCS_CKM_EXT: Extended: Cryptographic Key Management
Family Behaviour

Cryptographic keys must be managed throughout tlieicycle. The FCS_CKM family, after which this
extended family is modeled, is intended to supgwt lifecycle and consequently defines requiresémt
the following activities: cryptographic key genéoat cryptographic key distribution, cryptograplkiey
access and cryptographic key destruction. This lfasfiould be included whenever there are functional
requirements for the management of cryptographigskeThe extended family is designed to include
CSP# and further defines the requirements for plaintss¢ret and private cryptographic keys. The
requirements also further define the key destraati@thods allowed, per FIPS 140-2 requirements.

Components in this family address the requiremimtmanaging cryptographic keys as defined in C& Pa
2. This section defines the extended componentth&FCS_CKM_EXT family.

Component Leveling

FCS_CKM_EXT: Extended: Cryptographic key management 4

Figure 5 Extended: Cryptographic key management family decomposition

FCS_CKM_EXT.4 Extended: Cryptographic key zeromatis the only component of this family. This
component requires cryptographic keys and crypfdgcacritical security parameters to be zeroizéd.
was modeled after FCS_CKM.4.

Management: FCS_CKM_EXT .4
a) There are no management activities foreseen.
Audit: FCS_CKM_EXT .4

The following actions should be auditable if FAU_KBecurity audit data generation is included in the
PP/ST:
a) There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic key zeroizatbn
Hierarchical to: FCS_CKM.4.
Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM_EXT.4.1
The TSF shall zeroize all plaintext secret andaigcryptographic keys and CSPs when no longer
required.

22 Critical Security Parameters
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5.1.2.3 Family FCS_HTTPS_EXT: Extended: HTTPS

Family Behaviour

Components in this family define the requirementspirotecting remote management sessions between th
TOE and an authorised administrator. This famiégatibes how HTTPS will be implemented. This is a
new family defined for the FCS Class.

Component Leveling

FCS_HTTPS_EXT: Extended: HTTPS 1

Figure 6 Extended: HTTPS family decomposition

FCS_HTTPS_EXT.1 Extended: HTTPS is the only compboéthis family. This component requires
that HTTPS be implemented according to RFZ818 and supports TLS.

Management: FCS_HTTPS_EXT.1
a) There are no management activities foreseen.
Audit: FCS_HTTPS _EXT.1

The following actions should be auditable if FAU_KBBecurity audit data generation is included in the
PP/ST:

a) Failure of HTTPS session establishment.

b) HTTPS session establishment

c) HTTPS session termination

FCS_HTTPS_EXT.1 Extended: HTTPS
Hierarchical to: No other components.
Dependencies: FCS_TLS_EXT.1 Extended: TLS
FCS_HTTPS_EXT.1.1
The TSF shall implement the HTTPS protocol that gles with RFC 2818.
FCS_HTTPS_EXT.1.2
The TSF shall implement the HTTPS protocol using s specified in FCS_TLS EXT.1.

2 Request for Comment
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5.1.2.4 Family FCS_RBG_EXT: Extended: Random Bit Generation
Family Behaviour

Components in this family address the requiremémtsrandom number/bit generation. This is a new
family defined for the FCS Class.

Component Leveling

FCS_RBG_EXT: Extended: Random Bit Generation 1

Figure 7 Extended: Random Bit Generation family decomposition

FCS_RBG_EXT.1 Extended: Random Bit Generationésathly component of this class. This component
requires random bit generation to be performedceoalance with selected standards and seeded by an
entropy source. It was modeled after FCS_COP.ptGgyaphic operation.

Management: FCS_RBG_EXT.1
a) There are no management activities foreseen.
Audit: FCS_RBG_EXT.1

The following actions should be auditable if FAU_KBBecurity audit data generation is included in the
PP/ST:
a) There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Cryptographic operation (Rindom bit generation)

Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_RBG_EXT.1.1
The TSF shall perform all random bit generation @3Bervices in accordance with [selection,
choose one of. NISt Special Publication 800-90 using [selection: H&RBG*® (any),
HMAC?® DRBG (any), CTR’ DRBG (AES), Dual_E& DRBG (any)]; FIPS Pub 140-2 Annex
C: X9.31 Appendix 2.4 using ABSeeded by an entropy source that accumulatedmnfrom
[selection, one or both of: a software-based neisece; a TSF-hardware-based noise s¢urce

FCS_RBG_EXT.1.2
The deterministic RBG shall be seeded with a mimmaof [selection, choose one of: 128 bits, 256
bits] of entropy at least equal to the greatest bigflerof the keys and authorization factors that it
will generate.

24 NIST — National Institute of Standards and Techgyl
2 DRBG - Deterministic Random Bit Generator

2 HMAC — Hashed Message Authentication Code

27 CTR - Counter Mode

28 EC — Elliptical Curve
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5.1.2.5 Family FCS_SSH_EXT: Extended: SSH
Family Behaviour

Components in this family address the requiremfamtprotecting communications using SSH. This is a
new family defined for the FCS Class.

Component Leveling

FCS_SSH_EXT: Extended: SSH 1

Figure 8 Extended: SSH family decomposition

FCS_SSH_EXT.1 Extended: SSH is the only componktiti®family. This component requires that SSH
be implemented as specified.

Management: FCS_SSH_EXT.1
a) There are no management activities foreseen.
Audit: FCS_ SSH _EXT.1

The following actions should be auditable if FAU_KBecurity audit data generation is included in the
PP/ST:

a) Failure of SSH session establishment.

b) SSH session establishment

c) SSH session termination

FCS_SSH_EXT.1 Extended: SSH
Hierarchical to: No other components.
Dependencies: FCS_COP.1(1) Cryptographic operatiofior data encryption/decryption).
FCS_SSH_EXT.1.1
The TSF shall implement the SSH protocol that caesphith RFCs 4251, 4252, 4253, and 4254.
FCS_SSH_EXT.1.2
The TSF shall ensure that the SSH protocol impleatiem supports the following authentication
methods as described in RFC 4252: public key-bgssestword-based.
FCS_SSH_EXT.1.3
The TSF shall ensure that, as described in RFC,42&Xets greater than [assignmentmber of
byted bytes in an SSH transport connection are dropped.
FCS_SSH_EXT.1.4
The TSF shall ensure that the SSH transport impiéatien uses the following encryption
algorithms: AES-CBC-128, AES-CBC-256, [selection: _ EAD_AES 128 GCM,
AEAD_AES 256_GCM, no other algorithins
FCS_SSH_EXT.1.5
The TSF shall ensure that the SSH transport impitatien uses SSH_RSA and [selection: PGP-
SIGN-RSA, PGP-SIGN-DSS, no other public key aldums]as its public key algorithm(s).
FCS_SSH_EXT.1.6
The TSF shall ensure that data integrity algoritlused in SSH transport connection is [selection:
hmac-shal, hmac-shal-96, hmac-md5, hmac-m{i5-96
FCS_SSH_EXT.1.7
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The TSF shall ensure that diffie-hellman-group14isfs the only allowed key exchange method
used for the SSH protocol.

5.1.2.6 Family FCS_TLS_EXT: Extended: TLS
Family Behaviour

Components in this family address the requiremfamtprotecting communications using TLS. This is a
new family defined for the FCS Class.

Component Leveling

FCS_TLS_EXT: BExdended: TLS 1

Figure 9 Extended: TLS family decomposition

FCS_TLS_EXT.1 Extended: TLS is the only componérhis family. This component requires that TLS
be implemented as specified.

Management: FCS_TLS_EXT.1
a) There are no management activities foreseen.
Audit: FCS_ TLS _EXT.1

The following actions should be auditable if FAU_KBBecurity audit data generation is included in the
PP/ST:

a) Failure of establishment of a TLS session.

b) TLS session establishment

c) TLS session termination

FCS_TLS EXT.1 Extended: TLS
Hierarchical to: No other components.
Dependencies: FCS_COP.1(1) Cryptographic operatiofior data encryption/decryption)
FCS_COP.1(2) Cryptographic operation (for cryptogaphic signatures)
FCS_COP.1(3) Cryptographic operation (for cryptogaphic hashing)
FCS_TLS_EXT.1.1
The TSF shall implement one or more of the follogvprotocols [selection: TLS 1.0 (RFC 2346)
TLS 1.1 (REC 4346)TLS 1.2 (RFC 5248)supporting the following ciphersuites:
Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
Optional Ciphersuites:
[selection:
None
TLS _RSA_WITH_AES 128 CBC_SHA256
TLS_RSA_WITH_AES 256 _CBC_SHAZ256
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TLS

DHE_RSA_WITH_AES_128 CBC

SHA256

TLS

DHE_RSA_WITH_AES_256_CBC

SHA256

TLS

ECDHE_ECDSA_WITH_AES_128

GCM_SHA?256

TLS

ECDHE_ECDSA WITH_AES_256

GCM_SHA384

TLS

ECDHE_ECDSA WITH_AES_128

CBC_SHA256

TLS

ECDHE_ECDSA WITH_AES_256

CBC_SHA384

Forum Sentry v8.1.641

This document may be freely reproduced and distributed whole and intact including this copyright notice.

© 2014 Forum Systems, Inc.

Page 25 of 65



Security Target, Version 1.2 June 2, 2014

5.1.3 Class FIA: Ildentification and Authentication

Families in this class address the requirementufwetions to establish and verify a claimed usentity
as defined in CC Part 2.

5.1.3.1 Family FIA_PMG_EXT: Extended: Password Management
Family Behaviour

This family defines the password strength ruleomrEd by the TSF.

This section defines the extended components ferRtA_ PMG_EXT family, which is modeled after
FIA_SOS Specification of secrets.

Component Leveling

FIA_PMG_EXT: Extended: Password management 1

Figure 10 Extended: Password Management family decomposition
FIA PMG_EXT.1 Extended: Password Management is ¢héy component of this family. This
component defines the password strength requirentieat the TSF will enforce.
Management: FIA_PMG_EXT.1
The following actions could be considered for thenagement functions in FMT:
a) Administrator configuration of strength requirengent

Audit: FIA_PMG_EXT.1

The following actions should be auditable if FAU [&BSecurity audit data generation is included in the
PP/ST:
a) There are no auditable events foreseen.

FIA_ PMG_EXT.1 Extended: Password Management
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_PMG_EXT.1.1
The TSF shall provide the following password mamagmet capabilities for administrative

passwords:
1. Passwords shall be able to be composed of ampioation of upper and lower case
letters, numbers, and the following special chaactselection; “!", “@", “#", “$", “%”",

aam egr e 4", MY, [assignment:  other characterg;
2. Minimum password length shall settable by theuSty Administrator, and support
passwords of 15 characters or greater.
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5.1.3.2 Family FIA_UAU_EXT: Extended: User Authentication
Family Behaviour

This family defines the types of user authentiqatitechanisms supported by the TSF.

This section defines the extended components foiFtA UAU_EXT family, which is modeled after the
FIA_UAU User authentication family.

Component Leveling

FlA_UAU EXT: Extended: User authentication 2

Figure 11 Extended: User authentication family decomposition

FIA_UAU_EXT.2 Extended: Password-based authenticatnechanism is the only component of this
family. This component requires a local passwaddd authentication mechanism. In addition, other
authentication mechanisms can be specified.

Management: FIA_UAU_EXT.2

The following actions could be considered for thenagement functions in FMT:
a) Reset a user password by an administrator.

Audit: FIA_UAU_EXT.2

The following actions should be auditable if FAU_[&Security audit data generation is included in the
PP/ST:
a) All use of the authentication mechanisms.

FIA_UAU_EXT.2 Extended: Password-based authentic&n mechanism

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_UAU_EXT.2.1
The TSF shall provide a local password-based atitta¢ion mechanism, [selection: [assignment:
other authentication mechanisnj()ong to perform administrative user authentication.
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5.1.3.3 Family FIA_UIA_EXT: Extended: User Identification and Authentication
Family Behaviour

This family defines the types of user identificat@nd authentication mechanisms supported by tike TS

This section defines the components for the extridd UIA EXT family, which is modeled after the
FIA_UAU and FIA_UID families.

Component Leveling

FIA_UIA _EXT: Extended: User identification and authentication 1

Figure 12 Extended: User identification and authentication family decomposition

FIA_UIA_EXT.1 Extended: User identification and hehtication is the only component of this clasg] an
is modeled after a combination of FIA_UAU.1 and FIAD.1. This component defines the actions
available to users prior to initiating the idertiftion and authentication process, and requires
administrative users to be successfully identiied authenticated prior to interacting with the TSF

Management: FIA_UIA_EXT.1
The following actions could be considered for thenagement functions in FMT:

a) Management of the authentication data by an adtreéds;

b) Management of the authentication data by the aatamtuser;

¢) Managing the list of actions that can be taken teefloe user is identified and authenticated;
d) Management of the user identities;

Audit: FIA_UIA_EXT.1

The following actions should be auditable if FAU_[&Security audit data generation is included in the
PP/ST:
a) All use of the identification and authenticationahanism.

FIA_UIA_EXT.1 Extended: User identification and authentication
Hierarchical to: FIA_UID.1 Timing of identification
FIA_UAU.1 Timing of authentication
Dependencies: FTA_TAB.1 Default TOE access banners
FIA_UIA_EXT.1.1
The TSF shall allow the following actions prior tequiring the non-TOE entity to initiate the
identification and authentication process:
» Display the warning banner in accordance with FTABTL;
» [selection;_no other actions, [assignméist: of services, actions performed by the TSF in
response to non-TOE requefts.
FIA_UIA_EXT.1.2
The TSF shall require each administrative usereéosbiccessfully identified and authenticated
before allowing any other TSF-mediated actions elnallf of that administrative user.
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5.1.4 Class FPT: Protection of the TSF

Families in this class address the requirementsfdoctions providing integrity and management of
mechanisms that constitute the TSF and of the Te&& ab defined in CC Part 2.

5.1.4.1 Family FPT_APW_EXT: Extended: Protection of Administrator Passwords
Family Behaviour

Components in this family address the requireméotsmanaging and protecting TSF data, such as
passwords. This is a new family modeled after th& FPTD family.

Component Leveling

FPT_APW_EXT: Extended: Protection of administrator
passwords

Figure 13 Extended: Protection of administrator passwords family decomposition

FPT_APW_EXT.1 Extended: Protection of administratasswords, requires preventing selected TSF data
from being read by any user or subject. It isahly component of this family.

Management: FPT_APW_EXT.1

The following actions could be considered for thenagement functions in FMT:
a) There are no management activities foreseen.

Audit: FPT_APW_EXT.1

The following actions should be auditable if FAU_[&ESecurity audit data generation is included in the
PP/ST:
a) There are no auditable events foreseen.

FPT_APW_EXT.1 Extended: Protection of administrata passwords
Hierarchical to: No other components
Dependencies: No dependencies.
FPT_APW_EXT.1.1

The TSF shall store passwords in non-plaintext form
FPT_APW_EXT.1.2

The TSF shall prevent the reading of plaintext pasds.
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5.1.4.2 Family FPT_SKP_EXT: Extended: Protection of TSF Data
Family Behaviour

Components in this family address the requireméotsmanaging and protecting TSF data, such as
cryptographic keys. This is a new family modelegrathe FPT_PTD Class.

Component Leveling

FPT_SKP_EXT: Extended: Protection of TSF data 1

Figure 14 Extended: Protection of TSF data family decomposition

FPT_SKP_EXT.1 Extended: Protection of TSF data i@ading all symmetric keys), requires preventing
symmetric keys from being read by any user or subjk is the only component of this family.
Management: FPT_SKP_EXT.1
The following actions could be considered for thenagement functions in FMT:

b) There are no management activities foreseen.

Audit: FPT_SKP_EXT.1

The following actions should be auditable if FAU_[&Security audit data generation is included in the
PP/ST:
b) There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF data (foreading of all symmetric keys)
Hierarchical to: No other components
Dependencies: No dependencies.
FPT_SKP_EXT.1.1
The TSF shall prevent reading of all pre-sharedskeymmetric keys, and private keys.
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5.1.4.3 Family FPT_TST_EXT: Extended: TSF Self Test
Family Behaviour

Components in this family address the requiremfamtself-testing the TSF for selected correct opena
The extended FPT_TST_EXT family is modeled afterRRPT_TST family.

Component Leveling

FPT_TST_EXT: Extended: TSF self test 1

Figure 15 Extended: TSF testing family decomposition
FPT_TST _EXT.1 Extended: TSF testing is the onlmnponent of this family. This component requires a

suite of self tests to be run during initial staptin order to demonstrate correct operation oft8E.
Management: FPT_TST _EXT.1
a) There are no management activities foreseen.

Audit: FPT_TST _EXT.1

a) There are no auditable activities foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST_EXT.1.1
The TSF shall run a suite of self tests duringiahistart-up (on power on) to demonstrate the
correct operation of the TSF.
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5.1.4.4 Family FPT_TUD_EXT: Extended: Trusted Update
Family Behaviour

Components in this family address the requiremftsipdating the TOE firmware and/or software. This
is a new family defined for the FPT Class.

Component Leveling

FPT_TUD_EXT: Extended: Trusted update 1

Figure 16 Extended: Trusted update family decomposition

FPT_TUD_EXT.1 Extended: Trusted update, requirapagement tools be provided to update the TOE
firmware and software, including the ability to Wgrthe updates prior to installation. It is thalp
component of this family.

Management: FPT_ TUD_EXT.1

a) There are no management activities foreseen.
Audit: FPT_TUD_EXT.1

a) Initiation of the update process.

FPT _TUD_EXT.1 Extended: Trusted update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(2) Cryptographic operatio(for cryptographic signature), or

FCS_COP.1(3) Cryptographic operation (for cryptgraphic hashing)]

FPT_TUD_EXT.1.1
The TSF shall provide security administrators thiitg to query the current version of the TOE
firmware/software.

FPT_TUD_EXT.1.2
The TSF shall provide security administrators theilitg to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3
The TSF shall provide a means to verify firmwarfi{gare updates to the TOE using a [selection:
digital signature mechanism, published lasfor to installing those updates.
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5.1.5 Class FTA: TOE Access

Families in this class specify functional requirensefor controlling the establishment of a usezssfon as
defined in CC Part 2.

5.1.5.1 Family FTA_SSL_EXT: Extended: TSF-initiated Session Locking
Family Behaviour

Components in this family address the requiremfamt$ SF-initiated and user-initiated locking, urkatg,
and termination of interactive sessions.

The extended FTA_SSL_EXT family is based on the FFAL family.

Component Leveling

FTA_SSL_EXT: Extended: TSF-initiated session locking 1

Figure 17 Extended: TSF-initiated session locking family decomposition

FTA_SSL_EXT.1 Extended: TSF-initiated session lagki requires system initiated locking of an
interactive session after a specified period ottiviy. It is the only component of this family.

Management: FTA_SSL_EXT.1
The following actions could be considered for thenagement functions in FMT:

a) Specification of the time of user inactivity aftghich lock-out occurs for an individual user.
Audit: FTA_SSL_EXT.1

The following actions should be auditable if FAU_[&Security audit data generation is included in the
PP/ST:
a) Any attempts at unlocking an interactive session.

FTA_SSL_EXT.1 Extended: TSF-initiated session lockig
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication.
FTA SSL_EXT.1.1
The TSF shall, for local interactive sessions,dsgébn:

» lock the session - disable any activity of the ssdata access/display devices other than
unlocking the session, and requiring that the adimator re-authenticate to the TSF
prior to unlocking the session;

* terminate the sessipn

after a Security Administrator-syfied time period of inactivity.
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5.2 Extended TOE Security Assurance

Components
There are no extended TOE Security Assurance Coemien
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6 Security Requirements

This section defines the SFRs and SARs met by @E.TThese requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8i1s Selected presentation choices are discussedidne
aid the Security Target reader.

The CC allows for assignment, refinement, selecsiod iteration operations to be performed on sgcuri
functional requirements. All of these operations ased within this ST. These operations are pedd
as described in Part 2 of the CC, and are shoviollag/s:

» Completed assignment statements made by the SDraatk identified usingitplicized text
within bracketh

» Completed selection statements are identified uginderlined text within brackdts In keeping
with these conventions, in the event an assignnsemtithin a selection, it will be depicted as
italicized, underlinedext.

» Refinements are identified usitpld text. Any text removed is stricken (Example-—+SFE-Data
and should be considered as a refinement. In kgepith these conventions, in the event a
refinement is within an assignment, it will be de#pd asbold italicized text, and when a
refinement is within a selection, it will be demdtinbold underlined text.

* Extended Functional and Assurance Requirementglangified using “_EXT” at the end of the
short name.

» lterations are identified by appending a numbgrdarentheses following the component title. For
example, FAU_GEN.1(1) Audit Data Generation wouddtbe first iteration and FAU_GEN.1(2)
Audit Data Generation would be the second iteration

e Operations such as assignments and selectiongmeddy the PP author are identified as shown
above; however, do not appear within brackets. s Thidone intentionally to delineate between
selections/assignments made by the PP author asd thade by the ST author. No refinements
have been made by the ST author other than grawethathd/or formatting corrections, or in
places where a table reference differs from thahefP.

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. THaistion organizes the SFRs by CC class. Table 11
identifies all SFRs implemented by the TOE and daths the ST operations performed on each
requirement.

Table |1 TOE Security Functional Requirements

Name Description S|A[R|I

FAU_GEN.I Audit data generation vIivi|v

FAU_GEN.2 User identity association

FAU_STG_EXT.I Extended: External audit trail storage v

FCS_CKM.I Cryptographic key generation vVIivi|v

FCS_CKM_EXT 4 Extended: Cryptographic key destruction

FCS_COP.I(1) Cryptographic operation (for data | v |V |V |V
encryption/decryption)
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Name Description S|AR|I ‘
FCS_COP.1(2) Cryptographic  operation  (for  cryptographic |v' |v | v |v |

signature)
FCS_CORP.1(3) Cryptographic operation (for cryptographic hashing) | v | v | v |V
FCS_COP.1(4) Cryptographic operation (for keyed-hash message | v/ |v |V |V
authentication)
FCS_HTTPS_EXT.I Extended: HTTPS
FCS_RBG_EXT.I Extended: Cryptographic operation (Random bit|v
generation)
FCS_SSH_EXT.I Extended: SSH Vv
FCS_TLS EXT.I Extended: TLS 4
FDP_RIP.2 Full residual information protection 4
FIA_ PMG_EXT.I Extended: Password management v v
FIA_UAU_EXT.2 Extended: Password-based authentication | v | v/
mechanism
FIA_UAU.7 Protected authentication feedback v
FIA_UIA_EXT.I Extended: User identification and authentication v v
FMT_MTD.I Management of TSF data (for general TSF data) viviv
FMT_SMF.1 Specification of management functions v v
FMT_SMR.2 Restrictions on security roles v
FPT_APW_EXT.I Extended: Protection of administrator passwords
FPT_SKP_EXT.I Extended: Management of TSF data (for reading of
all symmetric keys)
FPT_STM.I Reliable time stamps v
FPT_TST_EXT.I Extended: TSF testing
FPT_TUD_EXT.I Extended: Trusted update 4
FTA_SSL_EXT.I Extended: TSF-initiated session locking 4
FTA_SSL.3 TSF-initiated termination v |V
FTA_SSL.4 User-initiated termination 4
FTA_TAB.I Default TOE access banners 4
FTP_ITC.I Inter-TSF trusted channel v IV |V
FTP_TRP.I Trusted path v v v

Note: S=Selection; A=Assignment; R=Refinement;drdtion
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6.2.1 Class FAU: Security Audit

FAU_GEN.1

Audit data generation

Hierarchical to: No other components.

Dependencies:
FAU_GEN.1.1

FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit redafiedollowing auditable events:
a) Start-up of the audit functions;
b) All auditable events, for the not specifiedel of audit; and
c) All administrative actions;
d) Specifically defined auditable events listed able 12

Table 12 Auditable Events

Requirement

Auditable Events

Additional Audit Record Contents

FAU_GEN.I None. None.
FAU_GEN.2 None. None.
FAU_STG_EXT.I None. None.
FCS_CKM.I None. None.
FCS_CKM_EXT.4 None. None.
FCS_CORP.I(1) None. None.
FCS_COP.1(2) None. None.
FCS_CORP.1(3) None. None.
FCS_COP.1(4) None. None.
FCS_RBG_EXT.I None. None.

FCS_HTTPS_EXT.I

Failure to establish a HTTPS
Session.
Establishment/Termination of a
HTTPS session.

Reason for failure.
Non-TOE endpoint of connection (IP¥
address) for both successes and failures.

FCS_TLS_EXT.I Failure to establish a TLS|Reason for failure.
Session. Non-TOE endpoint of connection (IP
Establishment/Termination of a|address) for both successes and failures.
TLS session.

FCS_SSH_EXT.I Failure to establish an SSH |Reason for failure.
Session. Non-TOE endpoint of connection (IP
Establishment/Termination  of | address) for both successes and failures.
an SSH session.

FDP_RIP.2 None. None.

FIA_PMG_EXT.I None. None.

FIA_UIA_EXT.I All use of the identification and |Provided user identity, origin of the

authentication mechanism.

attempt (e.g., IP address).

291p — Internet Protocol
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Requirement

Auditable Events

Additional Audit Record Contents

FIA_UAU_EXT.2

All use of the authentication
mechanism.

Orrigin of the attempt (e.g., IP address).

FIA_UAU.7 None. None.

FMT_MTD.I None. None.

FMT_SMF.1 None. None.

FMT_SMR.2 None. None.

FPT_APW_EXT.I None. None.

FPT_SKP_EXT.I None. None.

FPT_STM.I Changes to the time. The old and new values for the time.

Orrigin of the attempt (e.g., IP address).

FPT_TUD_EXT.I Initiation of update. No additional information.

FPT_TST_EXT.I None. None.

FTA_SSL_EXT.I Any attempts at unlocking of an | No additional information.
interactive session.

FTA_SSL.3 The termination of a remote | No additional information.
session by the session locking
mechanism.

FTA_SSL.4 The termination of an active | No additional information.
session.

FTA _TAB.I None. None.

FTP_ITC.I Initiation of the trusted channel. | Identification of the initiator and target of
Termination of the trusted|failed trusted channels establishment
channel. attempts.

Failure of the trusted channel
functions.

FTP_TRP.I Initiation of the trusted path. Identification of the claimed user identity.
Termination of the trusted
path.

Failure of the trusted path
functions.

FAU_GEN.1.2

The TSF shall record within each audit record asti¢he following information:

a) Date and time of the event, type of event, subghsttity (if applicable), and the outcome

(success or failure) of the event; and
b) For each audit event type, based on the auditaldetedefinitions of the functional
components included in the PP/$Tfprmation specified in column three Tdible 12

FAU_GEN.2

User identity association

Hierarchical to: No other components.

Dependencies:

FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN.2.1
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For audit events resulting from actions of idertifusers, the TSF shall be able to associate each
auditable event with the identity of the user tteised the event.

FAU_STG_EXT.1 Extended: External audit trail storage

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG_EXT.1.1
The TSF shall be able to [transmit the generatelit data to an external IT ent]tusing a trusted
channel implementing the [Tl $rotocol.
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6.2.2 Class FCS: Cryptographic Support

FCS_CKM.1  Cryptographic key generation

Hierarchical to: No other components.

Dependencies: FCS_COP.1 Cryptographic operation

FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1
The TSF shall generatasymmetrlc cryptographlc keysused for key establishmentin
accordance wit /—CREi m [NIST Special Publication
800-56A, “Recommenda‘uon for Pair-Wise Kev Estahhsent Schemes Using Discrete
Logarithm Cryptography” for elliptic curve-based keestablishment schemes and implementing
“NIST curves” P-256, P-384, and [P-521] (as definéul FIPS PUB™ 186-3, “Digital Signature

Standard™)] and specified cryptographic key sizguivalent to, or greater than, a symmetric key

strength of 112 bitthatmeet-the following-{assignmentist-of standardh

FCS_CKM_EXT.4 Extended: Cryptographic key destructon

Hierarchical to: No other components.

Dependencies: FCS_CKM.1 Cryptographic key generatio

FCS_CKM_EXT.4.1
The TSF shall zeroize all plaintext secret and gigvcryptographic keys and C&when no
longer required.

FCS _COP.1(1) Cryptographic operation (for data encyption/decryption)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1 Cryptographic key generatio
FCS_CKM.4 Cryptographic key destruction
FCS_COP.1(1).1
The TSF shall perfornencryption and decryptioin accordance with a specified cryptographic
algorithmAES operating ifCBC*, ECB*, GCM*, and CMAC® mode$ and cryptographic key
sizes128-bits, 256-bits, anflL92-bit§ that meet the following: [
 FIPS PUB 197, “Advanced Encryption Standard (AES)”
 [NIST SP*800-38A, NIST SP 800-38B, NIST SP 800-38D

30 pUB - Publication

31 CSP - Critical Security Parameter

32 CBC - Cipher Block Chaining

33 ECB - Electronic Codebook

34 GCM — Galois/Counter Mode

3 CMAC - Cipher-based Message Authentication Code
36 Sp — Special Publication
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FCS_COP.1(2) Cryptographic operation (for cryptographic signature)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1 Cryptographic key generatio
FCS_CKM.4 Cryptographic key destruction
FCS_COP.1(2).1
The TSF shall perforncryptographic signature servicesin accordance with a—speeified
i ithig
» Digital Signature Algorithm (DSA) with a key sizenodulus) of 2048 bits or greater,
 RSA Digital Signature Algorithm (rDSA) with a keyize (modulus) of 2048 bits or

greater, or
» Elliptic Curve Digital Signature Algorithm (ECDSA)with a key size of 256 bits or

greatel]

Case D|g|tal S|gnature AIgonthm

* FIPS PUB 186-3, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm

 FIPS PUB 186-2 or FIPS PUB 186-3, “Digital Signater Standard”
Case: Elliptic Curve Digital Signature Algorithm

* FIPS PUB 186-3, “Digital Signature Standard”

* The TSF shall implement “NIST curves” P-256, P-384nd [P-521 (as defined in

FIPS PUB 186-3, “Digital Signature Standard”}.

Jthat meets the following: [

FCS_COP.1(3) Cryptographic operation (for cryptographic hashing)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1 Cryptographic key generatio

FCS_CKM.4 Cryptographic key destruction

FCS_COP.1(3).1
The TSF shall performcryptographic hashing servicesn accordance with a specified
cryptographic algorithm3HA®-1, SHA-224, SHA-256, SHA-384, SHA-5]Land eryptographic
key message digest siz¢$60, 224, 256, 384, 51 bits that meet the following=IPS PUB 180-3,
“Secure Hash Standard”

FCS_COP.1(4) Cryptographic operation (for keyed-has message authentication)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1 Cryptographic key generatio

FCS_CKM.4 Cryptographic key destruction

FCS_COP.1(4).1
The TSF shall performkeyed-hash message authentication accordance with a specified
cryptographic algorithmHMAC{SHA-1, SHA-224, SHA-256, SHA-384, SHA-5[2and
cryptographickey size[160, 224, 256, 384, 5],2and message digest siz¢$60, 224, 256, 384,
512 bits that meet the followingFIPS Pub 198-1, “The Keyed-Hash Message Authemdicat
Code, and FIPS Pub 180-3, “Secure Hash Standard”

FCS_HTTPS_EXT.1 Extended: HTTPS
Hierarchical to: No other components.
Dependencies: FCS_TLS EXT.1
FCS_HTTPS_EXT.1.1
The TSF shall implement the HTTPS protocol that glxes with RFC 2818.
FCS_HTTPS_EXT.1.2
The TSF shall implement HTTPS using TLS as spatiiin FCS_TLS EXT.1.

FCS_RBG_EXT.1 Extended: Cryptographic operation (Rindom bit generation)
Hierarchical to: No other components.

37 SHA — Secure Hash Algorithm
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1
The TSF shall perform all random bit generation @Bservices in accordance with [NIST
Special Publication 800-90 using [CTR_DRBG (AHS3keded by an entropy source that
accumulated entropy from [a TSF-hardware-basecersmsrce

FCS_RBG_EXT.1.2
The deterministic RBG shall be seeded with a mimmof [256 bit$ of entropy at least equal to
the greatest bit length of the keys and authoopdfictors that it will generate.

FCS_SSH _EXT.1 Extended: SSH
Hierarchical to: No other components.
Dependencies: FCS_COP.1(1) Cryptographic operatiofior data encryption/decryption).
FCS_SSH_EXT.1.1
The TSF shall implement the SSH protocol that caesphith RFCs 4251, 4252, 4253, and 4254.
FCS_SSH_EXT.1.2
The TSF shall ensure that the SSH protocol impleatiem supports the following authentication
methods as described in RFC 4252: public key-bgsseskword-based.
FCS_SSH_EXT.1.3
The TSF shall ensure that, as described in RFC ,42&&ets greater thatd1,072 bytes in an
SSH transport connection are dropped.
FCS_SSH_EXT.1.4
The TSF shall ensure that the SSH transport impiatien uses the following encryption
algorithms: AES-CBC-128, AES-CBC-256, [no otheraaithmg.
FCS_SSH_EXT.1.5
The TSF shall ensure that the SSH transport impi¢atien uses SSH_RSA and [no other public
key algorithmsjas its public key algorithm(s).
FCS_SSH_EXT.1.6
The TSF shall ensure that data integrity algorithreed in SSH transport connection is [hmac-
shal.
FCS_SSH_EXT.1.7
The TSF shall ensure that diffie-hellman-group14isfks the only allowed key exchange method
used for the SSH protocaol.

FCS_TLS EXT.1 Extended: TLS
Hierarchical to: No other components.
Dependencies: FCS_COP.1(1) Cryptographic operatioffor data encryption/decryption)
FCS_COP.1(2) Cryptographic operation (for cryptograghic signatures)
FCS_COP.1(3) Cryptographic operation (for cryptogaphic hashing)
FCS_TLS_EXT.1.1
The TSF shall implement one or more of the follagvprotocols [TLS 1.0 (REC 2346JLS 1.1
(RFC 4346)TLS 1.2 (RFC 5246)»upporting the following ciphersuites:
Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA WITH_AES_128 CBC_SHA
TLS DHE_RSA WITH_AES 256_CBC_SHA
Optional Ciphersuites:
None
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6.2.3 Class FDP: User Data Protection

FDP_RIP.2 Full Residual Information Protection

Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_RIP.2.1
The TSF shall ensure that any previous informationtent of a resource is made unavailable
upon the fleallocation of the resource frdrall objects.
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6.2.4 Class FIA: Identification and Authentication

FIA_PMG_EXT.1 Extended: Password management

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_PMG_EXT.1.1
The TSF shall provide the following password mamagmet capabilities for administrative
passwords:

1. Passwords shall be able to be composed of ampioation of upper and lower case
letters, numbers, and the following special chamctpny character from the Unicode
sef?];

2. Minimum password length shall settable by theuSty Administrator, and support
passwords of 15 characters or greater.

FIA_UAU.7 Protected authentication feedback

Hierarchical to: No other components.

Dependencies: FIA_UAU.1

FIA_UAU.7.1
The TSF shall provide onlgbscured feedbadb the user while the authentication is in prograts
the local console.

FIA_UAU_EXT.2 Extended: Password-based authenticadn mechanism

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_UAU_EXT.2.1
The TSF shall provide a local password-based atitation mechanism,_[nohdo perform
administrative user authentication.

FIA_UIA _EXT.1 User identification and authentication
Hierarchical to: No other components.
Dependencies: FTA_TAB.1 Default TOE access banners
FIA_UIA_EXT.1.1
The TSF shall allow the following actions prior tequiring the non-TOE entity to initiate the
identification and authentication process:
» Display the warning banner in accordance with FTABTL;
* [[No other actiong]
FIA_UIA_EXT.1.2
The TSF shall require each administrative usereaosticcessfully identified and authenticated
before allowing any other TSF-mediated actions elmallf of that administrative user.

%8 gpace and tab can be entered as the first ocHasacters of the password, but all white spatkeeabeginning and
end of passwords is truncated by the TOE.
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6.2.5 Class FMT: Security Management

FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles
FMT_MTD.1.1
The TSF shall restrict the ability tnanagethe TSF datato theSecurity Administrators

FMT_SMF.1 Specification of management functions
Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1
The TSF shall be capable of performing the follaywmanagement functions:
» Ability to administer the TOE locally and remotely;
* Ability to update the TOE, and to verify the updatsing [digital signature, published hash
capability prior to installing those updates;
» [Ability to configure the cryptographic functionbl

FMT_SMR.2  Restrictions on security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.2.1
The TSF shall maintain the roles:
e Authorized Administrator
FMT_SMR.2.2
The TSF shall be able to associate users with.roles
FMT_SMR.2.3
The TSF shall ensure that the conditions
* Authorized Administrator role shall be able to adisier the TOE locally;
e Authorized Administrator role shall be able to adisier the TOE remotely;
are satisfied.
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6.2.6 Class FPT: Protection of the TSF

FPT_APW_EXT.1 Protection of administrator passwords
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_APW_EXT.1.1

The TSF shall store passwords in non-plaintext form
FPT_APW_EXT.1.2

The TSF shall prevent reading of the plaintext pasds

FPT_SKP_EXT.1 Extended: Management of TSF data (fareading of all symmetric keys)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_SKP_EXT.1.1
The TSF shall prevent reading of all pre-sharedskeymmetric keys, and private keys

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_STM.1.1
The TSF shall be able to provide reliable time gtsfor its own use

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST_EXT.1.1
The TSF shall run a suite of self tests duringiahistart-up (on power on) to demonstrate the
correct operation of the TSF.

FPT _TUD_EXT.1 Extended: Trusted update

Hierarchical to: No other components.

Dependencies: FCS_COP.1(2) Cryptographic operatioffor cryptographic signature),

FCS_COP.1(3) Cryptographic operation (for cryptgraphic hashing)

FPT_TUD_EXT.1.1
The TSF shall provide security administrators thiitg to query the current version of the TOE
firmware/software.

FPT_TUD_EXT.1.2
The TSF shall provide security administrators theilitg to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3
The TSF shall provide a means to verify firmwartigare updates to the TOE using a [digital
signature mechanism, published Hasfior to installing those updates.
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6.2.7 Class FTA: TOE Access

FTA SSL _EXT.1 Extended: TSF-initiated session lockig

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL_EXT.1.1
The TSF shall, for local interactive sessions, nfeate the sessidnafter a Security
Administrator-specified time period of inactivity.

FTA_SSL.3 TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1
The TSF shall terminata remote interactive session afterSecurity Administrator-configurable
time interval of user inactivity

FTA SSL.4 User-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.4.1
The TSF shall allowAdministrator-initiated termination of theAdministrator’s own interactive
session.

FTA_TAB.1 Default TOE access banners

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA TAB.1.1
Before establishingan administrative user session, the TSF shall display Security
Administrator-specified advisorynotice and consentwvarning message regarding-thautherised
use of the TOE.
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6.2.8 Class FTP: Trusted Path/Channels

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

FTP_ITC.1.1
The TSF shalluse [TLS] to provide atrusted communication channel between itself and
authorized IT entities supporting the following cambilities: audit server, [[no_other
capabilitieg] that is logically distinct from other communicatichannels and provides assured
identification of its end points and protectiontbé channel datkom disclosure and detection
of modification of the channel datafrom-medification-or-disclosure

FTP_ITC.1.2
The TSF shall permit the TSBr the authorized IT entitiedo initiate communication via the
trusted channel.

FTP_ITC.1.3
The TSF shall initiate communication via the trdstbannel forgyslog.

FTP_TRP.1 Trusted path

Hierarchical to: No other components.

Dependencies: No dependencies.

FTP_TRP.1.1
The TSF shaluse [SSH, TLS/HTTPS]to provide atrusted communication path between itself
and remote administrators that is logically distinct from other communicatigpaths and
provides assured identification of its end pointsl @rotection of the communicated data from
disclosure and detection of modification of the pumicated data

FTP_TRP.1.2
The TSF shall permiemote administrators to initiate communication via the trusted path.

FTP_TRP.1.3
The TSF shall require the use of the trusted patthinftial administrator authentication and all
remote administrative actions
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6.3 Security Assurance Requirements

This section defines the assurance requirementhéil OE. Assurance requirements are taken fram th
CC Part 3 and are NDPP conformant.

Table 13 below summarizes the requirements.

Table 13 NDPP Assurance Requirements

Assurance Requirements

Class ASE: Security Target ASE_CCL.I Conformance claims
evaluation

ASE_ECD.| Extended components definition
ASE_INT.I ST introduction

ASE_OB]J.I Security objectives for the operational
environment

ASE_REQ.| Stated security requirements

ASE_TSS.| TOE summary specification

Class ALC : Life Cycle Support ALC_CMC.I Labeling of the TOE
ALC_CMS.| TOE CM Coverage
Class ADV: Development ADV_FSP.I Basic functional specification

Class AGD: Guidance documents AGD_OPE.| Operational user guidance

AGD_PRE.| Preparative procedures

Class ATE: Tests ATE_IND.I Independent testing — conformance

Class AVA: Vulnerability assessment | AVA_VAN.I Vulnerability survey
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7

7.1 TOE Security Functions

Each of the security requirements and the associdéscriptions correspond to the security functions

TOE Summary Specification

This section presents information to detail how T@E meets the functional requirements described in
previous sections of this ST.

Hence, each function is described by how it spediiff satisfies each of its related requirementhis

serves to both describe the security functions eatibnalize that the security functions satisfy the

necessary requirements.

Table 14 Mapping of TOE Security Functions to Security Functional Requirements

TOE Security Functionality

Description

Security Audit FAU_GEN.I Audit data generation
FAU_GEN.2 User identity association
FAU_STG_EXT.I Extended: External audit trail
storage
Cryptographic Support FCS_CKM.I Cryptographic key generation

FCS_CKM_EXT.4

Extended:  Cryptographic  key
destruction

FCS_CORP.I(I) Cryptographic operation (for data
encryption/decryption)
FCS_CORP.1(2) Cryptographic  operation (for
cryptographic signature)
FCS_CORP.1(3) Cryptographic  operation  (for
cryptographic hashing)
FCS_COP.1(4) Cryptographic  operation  (for

keyed-hash message
authentication)

FCS_HTTPS_EXT.I

Extended: HTTPS

FCS_RBG_EXT.I Extended: Cryptographic
operation (Random bit
generation)

FCS_SSH_EXT.I Extended: SSH

FCS_TLS_EXT.I Extended: TLS

User Data Protection FDP_RIP.2 Full residual information
protection
Identification and Authentication FIA_PMG_EXT.I Extended: Password management

FIA_UAU_EXT.2 Extended: Password-based
authentication mechanism

FIA_UAU.7 Protected authentication feedback
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TOE Security Functionality

Description

FIA_UIA_EXT.I Extended: User identification and
authentication
Security Management FMT_MTD.I Management of TSF data (for
general TSF data)
FMT_SMF.1 Specification ~ of = management
functions
FMT_SMR.2 Restrictions on security roles
Protection of the TSF FPT_APW_EXT.I Extended: Protection of
administrator passwords
FPT_SKP_EXT.I Extended: Management of TSF
data (for reading of all symmetric
keys)
FPT_STM.I Reliable time stamps
FPT_TST_EXT.I Extended: TSF testing
FPT_TUD_EXT.I Extended: Trusted update
TOE Access FTA_SSL_EXT.I Extended: TSF-initiated session
locking
FTA_SSL.3 TSF-initiated termination
FTA_SSL.4 User-initiated termination
FTA _TAB.I Default TOE access banners
Trusted path/channels FTP_ITC.I Inter-TSF trusted channel
FTP_TRP.I Trusted path

7.1.1 Security Audit

The TOE generates audit records within three diffetogs: the Audit Logs, System Logs, and Access
Logs. The Audit Logs record all administrative aetivities, such as login, logout, policy additi etc.

The System Logs record changes that occur in th@fiand during movement of a document (a document
is a web services element such as an XML pagelgfirearious processes on the TOE. The Access Logs
capture metadata (such as timestamp, session IEnt@P, URF®, etc.) of documents being processed by
the system. All three logs are stored in log fidesthe local file system. The resulting auditorels can be
examined to determine what security-relevant aadisitook place and who (i.e. which user) is respia

for those activities.

The default size of log files is 1024 Megabytest this value can be changed by an authorized
administrator. Audit logs are stored as XML thahde compressed via Zip or GRzip compression.
The TOE provides the capability to export log fileso plain text or HTME* format. Once a log file

39 Uniform Resource Identifier
40 GNU — GNU’s Not Unix
*' HTML — Hypertext Markup Language
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reaches the set capacity, log messages begin m vaplacing the oldest log entries with the newegt
entries.

The CLI and GUI provide authorized administratoithvaccess to view the logs. Within the logs, ti@ET
records the user name of any user who took anraetieen the action is initiated by a user (as opgpase
automated actions performed by the system). IrClhetheshow | og audit,show | og access,
andshow | og syst emcommands allow administrators to review the logsthe GUI, administrators
can view the logs by navigating to the Diagnostied_ogging page. All administrators have access to
view the logs. The TOE does not display any GUjgsa CLI prompts, or logs to users who are not
authenticated administrators.

The TOE allows administrators to configure a seaar@nection to the Syslog server. The TOE recards
audit record for a failed login attempt via SSH,STland HTTPS, including the reason for the faitame
the IP address of the host.

TOE Security Functional Requirements SatisfiedFAU_GEN.1, FAU_GEN.2, FAU_STG_EXT.1

7.1.2 Cryptographic Support

Cryptographic operations on the TOE are provide 3PS 140-2 validated cryptographic module. The
TOE uses TLE/HTTPS and SSH to protect administrator commuricatiduring management sessions.
SSH encrypts CLI traffic while TLS/HTTPS is used émcrypt traffic via the GUI. The SSH
implementation complies with the standards idesdifin RFCs 4251, 4252, 4253, and 4254. The TOE
uses AES to encrypt and decrypt management datdditidnally, the TOE implements the SHA and
HMAC-SHA algorithms to support SSH and TLS. TheH €an use AES to protect data traveling between
itself and a secure, trusted endpoint across theonke as well. The TOE HSM is capable of providing
DSA and ECDSA to requesting services.

The TOE detects large SSH packets by examinindhé&aeler information for incoming packets. |If the
packet is an SSH packet, and the packet size &eagrthan 128 kilobytes, then the packet is dropf&8H
traffic can be encrypted with AES-CBC-128 and AEBG:z256. SSH transport can be enforced by
SSH_RSA. For data integrity during SSH sessiohs, TOE uses HMAC-SHA1. Diffie-Hellman-
group14-SHAL is the only allowed key exchange mettineed for the SSH protocol.

The TOE provides public-key authentication cap#bdi in addition to password-based authentication.
Administrative users can upload keys for clientides that are authorized to access the systemn, The
every time that client connects to the TOE, the T@&ds a message encrypted with the client’s pibijc

to the client. The client uses the client priiety to decrypt the message and prove to the straeit has
successfully decrypted the message. Then the Ti@&sathe client to log in.

The TOE can use AES 128 and 256-bit when proceskifMi@PS/TLS requests, depending on the
capabilities of the client. When establishing @&ssmn, the client and server use the standard TLS
handshake protocol, which involves exchanging #es’s certificate and then the client returning a
encrypted pre-master secret. The client and sdinegr use the pre-master secret to generate keysnkn
only to the client and server. These keys are tseazhcrypt all future messages between the chendt
server. HTTPS/TLS is used for management sessiante GUI and protecting communications with a
remote syslog server. The TOE uses the followipbearsuites:

« TLS_RSA WITH_AES_128 CBC_SHA
« TLS_RSA WITH_AES_256_CBC_SHA

« TLS_DHE_RSA_WITH_AES 128 CBC_SHA
« TLS_DHE_RSA_WITH_AES 256_CBC_SHA

42 The TOE supports TLS versions 1.0, 1.1, and 1.2.
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The TOE uses a DSA or RSA key in a digital cerdifec (stored in persistent memory on a hard drive) t
perform key exchange with clients connecting viallRE and SSH. This key is loaded by default, bat ca
be replaced with another certificate manually inpytan administrator via the GUI.  All symmetricyke
are AES keys (stored in volatile memory in randarness memory). No other keys or key-generating
CSPs are used by the TOE. Certificate keys arg zeroized when the certificate expires or when the
certificate is replaced. AES keys are zeroizedrafte session they are associated with ends.y J+gle-
DES keys are zeroized only when the system is tadlad. Zeroization is performed for all keys ilh a
types of memory by overwriting all key data withr@e one time. Only password keys and SSH and TLS
certificate keys are stored persistently, and tlaeselso overwritten with zeros one time whenize

The TOE implements a NIST SP 800-56A Section 6#armant Diffie-Hellman-based key agreement
scheme for nonce-based key agreement.

Entropy for DRBG input is provided by a hardwaresdh Random Number Generator (RNG). This
hardware device provide sufficient entropy to stexdhardware RNG directly (no entropy pools or brsf
are used). This allows the TOE to keep a constatropy pool of 256-bits that can be used for key
generation.

TOE  Security Functional Requirements Satisfied: FCS_CKM.1l, FCS_CKM_EXT.4,
FCS_DRBG_EXT.1, FCS_HTTPS_EXT.1, FCS_TLS_EXT.1, F8SH_EXT.1.

7.1.3 User Data Protection

The TOE clears the memory space used for storitgyank data (buffers) by overwriting the memory
space with zeros after the TOE finishes using themory space (after each connection closes). T T
ensures that no residual data remains prior teaiion of memory, ensuring that any attempt to mstroict
the content of the memory buffers after reallogatidll result in the reconstruction of the zerothea than
actual packet data.

TOE Security Functional Requirements SatisfiedFDP_RIP.2.

7.1.4 ldentification and Authentication

The CLI and GUI on the TOE are used in accessimg ftmction. Administrators can view the login
banner prior to authenticating to the TOE. The T@Mst perform successful identification and
authentication of the TOE administrator before W&F grants the administrator access to other TOE
security functions on the CLI or GUI. Administratauthentication is enforced through the use of a
password. Passwords must meet the following @iter

» composed of upper- and lower-case letters, numbedsspecial characters from the Unicode set,
* minimum password length settable by an administra@tol can be set to 15 characters or greater,

While authenticating via the local console, the TO&es not provide any visual feedback for the
administrator’s password.

Authentication via both methods (CLI and GUI) ragsithe use of a username and password combination.
The CLI only accepts credentials via SSH or a senanection and the GUI only accepts credentids v
HTTPS. A login is considered successful if thermame and the administrator's encrypted password
match the stored username and encrypted passveooed sin the TOE.

TOE Security Functional Requirements Satisfied: FIA_PMG_EXT.1, FIA _UIA_EXT.1,
FIA_UAU_EXT.2, FIA_UAU.7.
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7.1.5 Security Management

Security management specifies how the TOE managesa aspects of the TSF including TSF data and
security functions. TSF data includes configuratatata of the TSF and audit data and cryptographic
functionality. The TOE provides authorized admtirtors with a web GUI and CLI to easily manage the
security functions and TSF data of the TOE. Th&Tovides commands via the CLI and GUI pages that
allow administrators to configure the cryptograpéettings of the TOE, such as whether or not FIB8en

is enabled and configurations that affect the dpmraf the HSM cryptographic hardware accelerator.

The TOE only specifies one administrator role fog CLI, which can then gain “enable” privilegesaay

time by typing theenabl e command followed by the enable password. In thié, @dministrators can be
set to have advanced privileges by checking theab#en privileged access” option on the User
Management -> User Details screen. Regular adtratigs have mostly read-only access and access to
informational utilities such api ng andtracerout e. Privileged administrators or enable users have
access to all configuration settings on the TOEluiting setting up policies, host settings, manasgrs,

and manage cryptographic settings. Access to thki$Sremote only, but administrators can connect t
the CLI remotely or locally.

Unauthenticated administrators only have accessre@d the displayed warning banner before
authenticating successfully with the TOE. While fhOE access banner is displayed to all admingssat
before authentication, it is read-only and canretiodified by an unauthenticated administrator (&snd
not modifiable from the login screen at all).

Administrators can initiate an update to the systemware by using the SYSTEM > Configuration >
Upgrade page of the Web GUI. Updates use a fimgrfor verification, described in more detail in
Section 7.1.6 below.

TOE Security Functional Requirements SatisfiedFMT_MTD.1, FMT_SMF.1, FMT_SMR.2.

7.1.6 Protection of the TSF

The TOE does not allow any administrator to reaainpéxt passwords stored on the TOE, since all
passwords are stored in an encrypted format usimgleIDES. The TOE also prevents pre-shared,
symmetric, and private keys from being read byistpkeys in internally-allocated data structur&his
means that key data, which is stored in volatilenmey in plaintext and on the hard drive encryptéa v
Triple-DES, can only be output via the cryptograp@P, and no user- or administrator-accessible
interfaces can be used to read keys. Sessionfkey8SH or TLS sessions are exchanged via Diffie-
Hellman or RSA to ensure that only the intendedpient is able to read the key data. The OS safeyu
memory and process space from unauthorized ac@éssTOE does not offer direct access to memory.

The TOE generates its own time stamps that origifiim a system hardware clock. Time stamps are
used by the logging function to record an accutime for each auditable event, and also for licegsi
The time can be changed via thgst em confi g time command in the CLI, which changes the
system time for all uses including logs and licegsi Use of an NTP (Network Time Protocol) senger i
not part of the evaluated configuration.

Administrators can find the current version of T@fnware by viewing the CLI startup screen, at any
time by running thehow gener al command from the CLI. Administrators can initiate update to the
system firmware from the SYSTEM > Configuration pddade page of the Web GUI. The TOE uses a
fingerprint of each update file to verify autherttic The fingerprint uses a message digest andgrature.
The signature uses SHA-1 with R8Athe message digest uses SHA-1, and the fingérjsira

43 AP — Application Programming Interface
4 The RSA key is part of a private key pair ownedFAoyum. The key is stored in a protected Java tegsat
Forum's headquarters. Only the public key is ittestieon the TOE.
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combination of both. The key used for verifyingderprints is hard coded into the TOE and stored in
persistent memory on a hard disk drive.

During the upgrade process, the fingerprint of upgrade file is determined and verified by compauan
newly-generated fingerprint with the one contaiimethe update file, thereby guaranteeing that {hdates
are both valid and trusted. If the comparisoruiscessful (the values match) then the update ocdfitee
comparison is unsuccessful (the values do not rhétem the update fails and is not installed.

At power up, the TOE runs a suite of self-testcheck for the correct operation of the cryptographi
functionality provided by the cryptographic modulé description of each self-test is given in Tabt
below. Each description provides an explanatiorhow the execution of these tests ensures theatorre
operation of the cryptographic functionality.

If any of these tests fail, then the TOE entergior state where all external ports and interfasesshut
down and only an administrator can log in via iheal console.

Table 15 Self-Test Descriptions

Self-Test Description

AES KAT* The AES KAT encrypts a known plaintext with known keys. It then compares
the resultant ciphertext with the expected ciphertext hard-coded in the TOE.
If the two values differ, then the KAT fails. If the two values agree, the AES
KAT then decrypts the ciphertext with the known keys and compares the
decrypted text with the known plaintext. If they differ, then the test fails. If
they are the same, then the test passes.

Triple-DES KAT The Triple-DES KAT takes known keys and plaintext value, which is encrypted
and compared to the expected ciphertext value. If the values differ, the test is
failed. The Triple-DES KAT then reverses this process by taking a known
ciphertext value and keys and performing decryption. The result is compared
to the known plaintext value. If the values differ, the test is failed. If they are
the same, the test is passed.

SHA-I KAT The KAT takes a specific value and hashes it. This digest value is then
compared to the known value. If the values differ, the test fails. If they are
the same, the test passes.

SHA-224 KAT The KAT takes a specific value and hashes it. This digest value is then
compared to the known value. If the values differ, the test fails. If they are
the same, the test passes.

SHA-256 KAT The KAT takes a specific value and hashes it. This digest value is then
compared to the known value. If the values differ, the test fails. If they are
the same, the test passes.

SHA-384 KAT The KAT takes a specific value and hashes it. This digest value is then
compared to the known value. If the values differ, the test fails. If they are
the same, the test passes.

SHA-512 KAT The KAT takes a specific value and hashes it. This digest value is then
compared to the known value. If the values differ, the test fails. If they are
the same, the test passes.

4 KAT — Known Answer Test
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Self-Test Description

HMAC SHA-1 KAT The KAT creates a MAC™ using a known message and known key. This MAC
value is then compared to the expected MAC value. If the values differ, the
test fails. If they are the same, the test passes.

HMAC SHA-224 KAT The KAT creates a MAC using a known message and known key. This MAC
value is then compared to the expected MAC value. If the values differ, the
test fails. If they are the same, the test passes.

HMAC SHA-256 KAT The KAT creates a MAC using a known message and known key. This MAC
value is then compared to the expected MAC value. If the values differ, the
test fails. If they are the same, the test passes.

HMAC SHA-384 KAT The KAT creates a MAC using a known message and known key. This MAC
value is then compared to the expected MAC value. If the values differ, the
test fails. If they are the same, the test passes.

HMAC SHA-512 KAT The KAT creates a MAC using a known message and known key. This MAC
value is then compared to the expected MAC value. If the values differ, the
test fails. If they are the same, the test passes.

Firmware Integrity Test | The TOE creates a SHA-I hash of the firmware files and compares it against
the stored copy of the hash. If the values differ, the test fails. If they are the
same, the test passes.

The TOE also performs Power-On Self-Tests (POSTsjautup to ensure the proper functioning of the
system. If this test fails then the bootstrap pssds halted and an error code is emitted.

TOE Security Functional Requirements Satisfied:FPT_APW_EXT.1, FPT_SKP_EXT.1, FPT_STM.1,
FPT_TST_EXT.1, FPT_TUD_EXT.1.

7.1.7 TOE Access

The TOE terminates local and remote managemenbsssafter an administrator-configurable time pério

of inactivity. Administrators may also terminateeir sessions voluntarily via the logout button eath
page of the GUI, or via thexi t command from the CLI. Users must log in agaireain access to TOE
management capabilities. At the login screen & BUI and at the login prompt for the CLI,
administrators are shown an advisory notice andg&unwarning message regarding unauthorized use of
the TOE. The message is shown to users of botGtHeand CLI.

TOE Security Functional Requirements Satisfied: FTA_SSL.3, FTA_SSL.4, FTA_SSL_EXT.1,
FTA TAB.1.

7.1.8 Trusted Path/Channels

The TOE provides a trusted path between the TOEagement interfaces and remote TOE administrators.
These interfaces are the GUI and CLI. The GUIrigqrted via HTTPS, while the CLI is protected via
SSH. These protocols and the cryptography theyement provide adequate defense against unautdorize
disclosure and detection of modification of datéhbecommunicated. Additionally, the TOE protects
syslog traffic by encrypting it with a secure Tu8hel. This tunnel prevents unauthorized disclesurd
detects if the audit data is modified while beiransmitted to the remote syslog server. The TO#S ot
communicate with any other servers or network devia the evaluated configuration.

46 MAC — Message Authentication Code
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TOE Security Functional Requirements SatisfiedFTP_ITC.1, FTP_TRP.1.
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8 Rationale

8.1 Conformance Claims Rationale

This Security Target conforms to Part 2 extendedi Rart 3 conformant of the Common Criteria Standard
for Information Technology Security Evaluations,rsfen 3.1 Revision 4. This ST conforms to the
Protection Profile for Network Devices v1.1 datedd 8, 2012 (referred to as the NDPP).

8.1.1 Variance Between the PP and this ST

In some instances changes were made in this ST tinenNDPP. All of these changes are documented
below with a rationale for the change.

* Some SFRs have been modified from the NDPP teixtdade portions from the CEM that were
stricken as part of the refinement operation. Téus$ has been stricken within the SFR.

» Several inconsistencies are present with NDPP rggpect to component naming conventions. In
some cases, Extended SFRs are labeled appropyibtelyot in others, e.g. “FCS_TLS_EXT.1
Explicit: TLS”, or “FIA_UIA EXT.1 User identificatbn and authentication”. To remain
consistent, all Extended SFRs in this ST have blesignated as such.

e Several SFRs in the NDPP include the word “refinethéo imply that they have been refined.
SFRs included in this ST have been defined with dppropriate conventions to indicate
refinements or other operations, as described é¢ticse6.1. Therefore, the labeling of such is
redundant, and as a result, the word “refinemeas’ heen removed.

* The auditable events per FAU_GEN.1 contain eveatsFTP_TRP.1 Trusted path functions;
however, the trusted path in certain cases is iectly identified as a trusted channel. Therefore,
all instances of “channel” have been changed tth*pa the auditable events for FTP_TRP.1.

8.1.2 Security Assurance Requirements Rationale

This ST maintains exact conformance to NDPP vhdluding the assurance requirements listed in @ecti
4.3 of NDPP.

8.1.3 Dependency Rationale

This ST does satisfy all the requirement depen@snof the Common Criteria. Table 16 lists each
requirement to which the TOE claims conformancédwidependency and indicates whether the dependent
requirement was included. As the table indica#tsiependencies have been met.
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Table 16 Functional Requirements Dependencies

SFRID Dependencies Dependency Rationale
Met
FAU_GEN.I FPT_STM.I v
FAU_GEN.2 FAU_GEN.I v
FIA_UID.I v Although FIA_UID.I is
not included,
FIA_UIA_EXT.I provides
coverage for user
identification and
authentication which
supersedes FIA_UID.I.
FAU_STG_EXT.I FAU_GEN.I v
FCS_CKM.I FCS_CKM.4 v Although FCS_CKM4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.
FCS_CORP.I(1) v
FCS_CORP.1(2) v
FCS_CORP.1(3) v
FCS_COP.1(4) v
FCS_CKM_EXT.4 FCS_CKM.I v
FCS_CORP.I(1) FCS_CKM.I v
FCS_CKM.4 v Although FCS_CKM.4 is

not in the ST,
FCS_CKM_EXT.4
provides coverage.

FCS_COP.1(2) FCS_CKM.4 v Although FCS_CKM4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.

FCS_CKM.I v
FCS_CORP.1(3) FCS_CKM.I v
FCS_CKM.4 v Although FCS_CKM.4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.
FCS_COP.1(4) FCS_CKM.I v
FCS_CKM.4 v Although FCS_CKM.4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.
FCS_HTTPS_EXT.I FCS_TLS_EXT.I v
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Dependencies

Dependency Rationale
Met

FCS_RBG_EXT.I No dependencies v
FCS_SSH_EXT.I FCS_CORP.I(1) v
FCS_TLS_EXT.I FCS_CORP.1(2) v
FCS_CORP.1(3) v
FCS_CORP.I(I) v
FDP_RIP.2 No dependencies v
FIA_PMG_EXT.I No dependencies 4
FIA_UAU_EXT.2 No dependencies 4
FIA_UAU.7 FIA_UAU.I 4 Although FIA_UAU.I is
not included,
FIA_UIA_EXT.I
provides coverage for
user identification and
authentication which
supersedes FIA_UAU.I.
FIA_UIA_EXT.I FTA_TAB.I v
FMT_MTD.I FMT_SMF.1 v
FMT_SMR.I v
FMT_SMF.| No dependencies v
FMT_SMR.2 FIA_UID.I 4 Although FIA_UID.I is
not included,
FIA_UIA_EXT.I provides
coverage for user
identification and
authentication which
supersedes FIA_UID.I.
FPT_APW_EXT.I No dependencies 4
FPT_SKP_EXT.I No dependencies v
FPT_STM.I No dependencies v
FPT_TST_EXT.I No dependencies v
FPT_TUD_EXT.I FCS_CORP.1(3) v
FTA_SSL_EXT.I FIA_UAU.I v Although FIA_UAU.I is
not included,
FIA_UIA_EXT.I provides
coverage for user
identification and
authentication which
supersedes FIA_UAU.I.
FTA_SSL.3 No dependencies v
FTA_SSL.4 No dependencies v
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Dependencies

Dependency
Met

Rationale

FTA_TAB.I No dependencies v
FTP_ITC.I No dependencies 4
FTP_TRP.I No dependencies v
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9 Acronyms and Terms

This section describes the acronyms and terms.

9.1 Terminology
Table 17 Terms

Authorized A user with administrator TOE access that has been successfully identified and authenticated
Administrator by the TOE.

DSA requires that the private/public key pairs used for digital signature generation and
verification be generated with respect to a particular set of domain parameters. These
domain parameters may be common to a group of users and may be public. A user of a set
of domain parameters (i.e., both the signatory and the verifier) shall have assurance of their
validity prior to using them. Although domain parameters may be public information, they
shall be managed so that the correct correspondence between a given key pair and its set of
domain parameters is maintained for all parties that use the key pair. A set of domain
parameters may remain fixed for an extended time period. The domain parameters for
DSA are the integers p, q, and g, and optionally, the domain_parameter_seed and counter
that were used to generate p and q (i.e., the full set of domain parameters is (p, q, g {,
domain_parameter_seed, counter})).

Domain
parameters

A hardware random number generator is an apparatus that generates random numbers
from a physical process. Such devices are often based on microscopic phenomena that
generate a low-level, statistically random "noise" signal, such as thermal noise or the
photoelectric effect or other quantum phenomena. These processes are, in theory,
completely unpredictable, and the theory's assertions of unpredictability are subject to
experimental test. A hardware random number generator typically consists of a transducer
to convert some aspect of the physical phenomena to an electrical signal, an amplifier and
other electronic circuitry to increase the amplitude of the random fluctuations to a
macroscopic level, and some type of analog to digital converter to convert the output into a
digital number, often a simple binary digit 0 or |. By repeatedly sampling the randomly
varying signal, a series of random numbers is obtained.

The domain of network and managed devices to be analyzed by the TOE.

Hardware-based
noise source
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9.2 Acronyms

Table 18 Acronyms

Acronym  Definition

Advanced Encryption Standard

Application Programming Interface

Cipher Block Chaining

Common Criteria

Common Evaluation Methodology

Command Line Interface

Configuration Management

CMAC Cipher-based Message Authentication Code

Critical Security Parameters

Counter Mode

ES

BC

C

EM

LI

|

SP

TR
DES Data Encryption Standard
DRBG Deterministic Random Bit Generator
DSA Digital Signature Algorithm
EC
ECB
ECDSA Elliptical Curve Digital Signature Algorithm
FTP

CcM
HSM
D
P
T
KAT

Elliptical Curve
Electronic Code Book

FIPS Federal Information Processing Standard
File Transfer Protocol

Galois/Counter Mode

A
C
C
C
C
C
C
C
G

GNU’s Not Unix

Graphical User Interface

HMAC Hashed Message Authentication Code

Hardware Security Module
HTML Hypertext Markup Language

HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol Secure
Identifier

Internet Protocol

Information Technology

Known Answer Test

LDAP Lightweight Directory Access Protocol
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Acronym |Definition

Message Authentication Code

NDPP Network Devices Protection Profile

NIST Institute of Standards and Technology

Network Time Protocol

Operating System

izl
|
v

Organizational Security Policy

Peripheral Component Interconnect Express

Pretty Good Privacy

Protection Profile

Publication

Request for Comment

Random Number Generator

Rivest, Shamir, and Adelman (cryptographic algorithm)

Security Assurance Requirement

Security Functional Requirement

Secure File Transfer Protocol

Secure Hash Algorithm

Special Publication

Secure Shell

Secure Sockets Layer

98
@

Security Target

Transport Layer Security

Target of Evaluation

TOE Security Functionality

Uniform Resource Identifier

Web Services Description Language

Extensible Markup Language
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