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[ Introduction

This section identifies the Security Target (STardet of Evaluation (TOE), and the ST organizatidine
Target of Evaluation is the VMwatevSphere 5.5 Update 2, and will hereafter be reteto as the TOE
throughout this document. The TOE is a softwarg-aystem which provides the environment to run
multiple virtual machines (VMs) on industry standiaB6-compatible hardware platforms and perfornes th
management of these virtual machines.

.1 Purpose

This ST is divided into nine sections, as follows:

* Introduction (Section 1) — Provides a brief summafythe ST contents and describes the
organization of other sections within this documehtalso provides an overview of the TOE
security functions and describes the physical agital scope for the TOE, as well as the ST
and TOE references.

» Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC),
ST Protection Profile, and Evaluation Assurance dlefEAL) package claims. It also
identifies whether the ST contains extended secteguirements.

e Security Problem (Section 3) — Describes the tkreatganizational security policies, and
assumptions that pertain to the TOE and its enwint.

e Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the
TOE and its environment.

e« Extended Components (Section 5) — Identifies newnpmnents (extended Security
Functional Requirements (SFRs) and extended SgcAssurance Requirements (SARS))
that are not included in CC Part 2 or CC Part 3.

»  Security Requirements (Section 6) — Presents tirs3Rd SARs met by the TOE.

 TOE Summary Specification (Section 7) — Descrilles gecurity functions provided by the
TOE that satisfy the security functional requiretseand objectives.

» Rationale (Section 8) - Presents the rationaletliersecurity objectives, requirements, and
SFR dependencies as to their consistency, compketeand suitability.

e Acronyms and Terms (Section 9) — Defines the aaragnd terminology used within this
ST.

1.2 Security Target and TOE References

Table | — ST and TOE References

ST Title VMware, Inc. VMware®vSphere 5.5 Update 2 Security Target
ST Version ‘ Version 0.6

ST Author | Corsec Security Inc.
ST Publication Date ‘ 6/28/2015

VMware vSphere 5.5 Update 2 Page 6 of 89

© 2015 VMware, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 0.6 June 28, 2015

ST Title VMware, Inc. VMware®vSphere 5.5 Update 2 Security Target

TOE Reference | VMware® vSphere 5.5 Update 2:

*  ESXi 5.5 Update 2 (build 2075275)

e vCenter Server 5.5 Update 2 (build 2105955)

e vCenter Inventory Service 5.5 Update 2 (build 2105955)

e vSphere Client 5.5 Update 2 (1993072)

*  vSphere Web Client 5.5 Update 2 (build 2105955)

e vSphere Web Client Integration Plugin 5.5 Update 2 (build 2105955)

e vSphere Update Manager 5.5 Update 2 (build 2105955)

e vCenter Single Sign-On 5.5 Update 2 (build 2105955)

e vCenter Server Virtual Appliance 5.5 Update 2 (build 20633 18)

e vCenter Server Virtual Appliance 5.5 Update 2a Patch (build 2170515)
e vSphere Command-Line Interface (vCLI) 5.5 Update 2 (build 2043780)
e vSphere PowerCLI 5.8 Release | (build 2057893)

FIPS' 140-2 Status Refer to Table 19 for the CAVP certificate numbers for all the VMware®
vSphere 5.5 Update 2 cryptographic providers.

1.3 Product Overview

The Product Overview provides a high-level desmipbf the product that is the subject of the eatin.
The following section, TOE Overview, will providéd introduction to the parts of the overall product
offering that are specifically being evaluated.

One of VMware, Inc.’s core businesses is virtudlira software. Specifically, VMware offers its
virtualization solution which runs on industry stiand x86-compatible hardware platforms. The basic
concept of virtualization technology is that a $nghysical hardware system is used to host maltipl
logical or ‘virtual” machines (VMs). A host computer runs a layersoftware called Hypervisot' that
enables the system administrators to create vimazadhines on which the guest operating system @DsS)
installed. In VMware’s virtualization solution,dHollowing components are the essential builditogks
that make up the virtualized computing environment:

e A host machine — an x86 compatible hardware.

» Hypervisor (ESXi) — Enterprise class virtualizatisoftware from VMware that is installed on the
host. The ESXi software provides the environmentun and manage virtual machines on the
host.

*  The virtual machines themselves, on the host machin

* The guest operating system (GOS) that is instalfethe virtual machine.

The four components described above make a verg batualized computing environment. That is, a
single ESXi provides the environment for one or eneirtual machines. In a typical enterprise-level
deployment, the virtualized computing environmeiis hmultiple physical hosts combined with the
VMware hypervisor (ESXi) running many virtual macks. To effectively manage this type of
environment, VMware offers the following softwaregucts and hardware support:

e vCenter Server — A software service that provides centralized iastration for connected ESXi
hosts. The vCenter Server directs actions on thealimachines and the virtual machine hosts
(the ESXi hosts). vCenter Server also includesnatance of vCenter Single Sign-On (SSO).

L FIPS — Federal Information Processing Standard
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Beginning in vSphere v5.1, vCenter user authentioadnd authorization is handled by vCenter
SSO.

e vSphere Client — Microsoft Windows® based interface for creatintgnaging, and monitoring
virtual machines, their resources, and their h&SIXj). It is also an interface to monitor, manage,
and control the vCenter Server. The vSphere Ciemstalled on a Windows machine and is
used to connect to an ESXi host or vCenter Server.

* vSphere Update Manager (VUM) — A software service available only through theph&e
Client that is used to apply patches and updatessadESXi hosts and select managed virtual
machines.

« vSphere CLI? (vCLI) — The vCLI is a command-line application whichoals scriptable
management of ESXi hosts from a machine with neétvamcess to the ESXi host. The vCLI
command set also includes a set of commands sgabiffor vCenter Server.

» vSphereWeb Client — The vSphere Web Client is a web based cligoutfh which the end-user
can perform virtual machine management and obtisale access to virtual machines. vSphere
Web Client works directly with a vCenter Servern@nage ESXi hosts under vCenter Server
Management.

» vCenter Syslog Collector — The vCenter Syslog Collector is a vCenter Suppodi that provides
centralized logging management of the ESXi hosthie vCenter Syslog Collector provides a
unified architecture for system logging and enallesvork logging and centralized storage of
logs from multiple hosts.

e VMware PowerCLI — The vSphere PowerCLI is a robust, Windows-ba€dd tool for
automating all aspects of vSphere management imgjutbst, network, storage, virtual machine,
guest OS and more. It is distributed as a Wind®gesverShell snap-in, with more than 300
PowerShell cmdlets, along with built-in documemtatand samples. The PowerCLI integrates
seamlessly with Windows and .NET and facilitateskig with the vSphere API.

e vCloud Networking and Security (vVCNS) — vCNS, which has been CC certified at EAL4+a is
security product for protecting virtualized datatees from attacks and misuse. VCNS utilizes
purpose-built virtual appliances and services disefor protecting virtual machines as well as
physical machines. vCNS can be configured thraugleb-based user interface, a vSphere Client
plug-in, vCenter Server snap-in, a command linerfate (CLI), and RESTAPI”.

» vCenter Operations Manager — vCenter Operations Manager is a suite of virgggliances that
perform analytics and provide visibility into a \gge deployment to effectively manage health,
efficiency, and compliance. vCenter Operations &gan is managed through a separate web-
based user interface.

e Intel Trusted Platform Module/Trusted Execution Technology (TPM/TXT) integration —
The ESXi hypervisor provides support for hardwaasdd TPMs to compare measurements of the
VMkernel, modules, drivers, and boot parametersinggavalues stored in the TPM. These
measurements are exposed via the vSphere API, vetlictvs third-party solutions to provide
tamper detection capabilities.

The relationship between the vCenter Server anttypervisor (ESXi) hosts is a one-to-many relatiops

A single vCenter Server managing multiple ESXi hpsind all the virtual machines that reside onehos
hosts. Also, it should be noted that while it gsgible to install and run the vCenter Server atdNon
the same physical machine, in most cases for fléyiland scaling they are installed and run orfedint
machines.

The use of the vCenter Server in managing the kjgmr (ESXi) also allows the following system
management services:

% CLI — Command Line Interface
3 REST - Representational State Transfer
4 API — Application Programming Interface
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« VMware vSphere Data Protection — provides simple, cost effective, agentless bachkud
recovery for virtual machines.

 VMware vSphere Distributed Resource Scheduler (DRS) — monitors available resources and
intelligently allocates resources among VMs based pre-defined set of rules.

» VMware vSphere Fault Tolerance — configures two VMs in parallel to provide contous
availability, without any data loss or downtime, @oy application, in the event of hardware
failures.

« VMware vSphere HA® — enables automatic restart of virtual machinesaadifferent physical
server within a cluster with spare capacity, if tiosting server fails.

« VMware vSphere Hot Add — enables CPUand memory to be added to virtual machines when
needed without disruption or downtime.

 VMware vSphere Host Profiles — standardizes and automates configuration ofhipervisor
(ESXi) hosts by capturing a reference host conéiian and ensuring compliance for resource,
networking, storage and security settings.

* VMwarevSpherevCenter Linked M ode — enables joining multiple vCenter Server systeith
replicated roles, permissions, and licenses aloitiy search capabilities across all linked vCenter
Server inventories. When a vCenter Server is ottedeto other vCenter Server systems using
Linked Mode, the user can connect to that vCentmwed system and view and manage the
inventories of all the vCenter Server systems #inatlinked. Linked Mode uses Microsoft Active
Directory (AD) Lightweight Directory Services (LDSYo store and synchronize data across
multiple vCenter Server systems. AD LDS is insthlautomatically as part of vCenter Server
installation. Each AD LDS instance stores a portid the data from all of the vCenter Server
systems in the group, including information aboseruaccounts, roles, and licenses. This
information is regularly replicated across all bétAD LDS instances in the connected group to
keep them in sync. The remainder of the infornmaisoaccessed directly from each vCenter Server
instance without having to connect to each indimldwCenter Server in a Linked Mode
configuration. This is mostly VM and Host inforrmat data.

 VMware vSphere VMotion — enables the live migration of running VMs fromeoESXi host to
the other with zero down timevMotion is capable of migrating virtual machinestlveen ESXi
hosts, between legacy ESX hosts, and between E&X8KXi hosts.

* VMware vSphere Storage VM otion — enables lives migration of virtual machine disks within
access storage arrays without service disruptiomMéon-disruptive virtual machine disk file
migration to different classes of storage enlacess-effective management of virtual machine disks
as part of a tiered storage strategy.

« VMware vSphere Thin Provisioning — provides dynamic allocation of storage capaeityl
thereby reduces storage consumption.

« VMware vSphere Distributed Switch (VDS) — provides a network switch which can span
multiple ESXi hosts, enabling simplified on-goindnainistration and control of virtual machine
networking across hosts. It also enables thirdypaistributed virtual switches such as the Cisco
Nexus 1000v to be used in VMware's virtual netwogkénvironment.

» Stateless ESXi — provides central storage and management of BE®Xgés and host profiles for
rapid deployment to hosts without local storagepot) host startup, a pre-determined ESXi
software image and configuration profile is netwlwr&ded and configured.

« Client USB® — simplifies connecting the VMs to USB devicestha ESXi host machine. This
also allows USB smartcards to connect to VMs.

5 HA — High Availability

5 CPU - Central Processing Unit

" In previous versions of Windows, AD LDS was MiaéisActive Directory Application Mode (ADAM). In
Windows Server 2008, ADAM has been renamed AD LDS.

8 USB - Universal Serial Bus
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e vSphere Management Assistant (vM A) — A preconfigured software virtual appliance tisatised
to run scripts and agents to assist with managBiland vCenter Server systems. In addition it is
bundled with the vSphere CLI (vCLI) for commanddinESXi host and vCenter Server
management.

The system management components listed abovellarestalled as part of the vSphere 5.5 Update 2
installation. The components available to a custowill be determined by a license key. To adduiess,
there are no separate software downloads requirgéd @ustomer must only obtain a new license kely wi
the desired features enabled. The vCenter Sar8phere Client, VUM, together with ESXi are the angj
components of a virtualization suite offered by Vite, Inc. called VMware vSphere 5.5 Update 2.

The VMware vSphere virtualization suite is the fdation component for both VMware’s Cloud Suite and
VMware’s Cloud Hybrid Service:

e VMware Cloud Suite — a private cloud based on vSphere that providésnsated application
provisioning, placement configuration, and managgntierough crafted policies applied during
provisioning.

*  VMware Cloud Hybrid Service — a dedicated secure cloud service operated by &figlven
behalf of the customer. The Cloud Hybrid Servitleves integration with existing customer
vSphere infrastructure, third-party applications] aew application development.

Components of the VMware vSphere virtualizatiortesarre backwards compatible with properly licensed
components of previous VMware virtualization suitédMware vSphere 4.x and VMware Virtual
Infrastructure 3.x (VI3). Prior virtualization $ei management components are not forward compatible
with vSphere 5.5 Update 2 suite components; howergghere 5.5 Update 2 can directly manage 4.x and
3.x suite components. Backwards compatibility udels management of ESX and ESXi hosts from
VMware vSphere 4.x and VMware VI3 virtualizationitss.

The minimum hardware and software requirementsttier major components of VMware vSphere 5.5
Update 2 are located at the following web page:
»  http://www.vmware.com/resources/compatibility/séaphip?action=base&deviceCategory=server

It should be noted, as indicated in Figure 4 bekh,hardware and software requirements for VMware
vSphere are outside the scope of evaluation, andarsidered to be part of the IT environment.

Supported AMD and Intel 64 bit processors for tH@XkEhost are described on VMware's Hardware
Compatibility List (HCL). For the most recent ligg of certified systems, storage and Input/Oufia@)
devices for the VMware ESXi, see the following wedge:

*  http://www.vmware.com/resources/compatibility/séaptip

1.3.1 Feature Enhancements for vSphere 5.5

The vSphere 5.5 Update 2 release brings with it @elsancements since vSphere 5.1, which are dedcribe
below:
« ESXi Hypervisor enhancements, including support fmt-pluggable PCfe SSD® devices,
Reliable Memory Technology and enhancements to CRitate$'
«  Virtual Machine enhancements, including vGPSupport and Graphics Acceleration for Linux
guests
» vCenter Server enhancements to vCenter SSO, vSelieClient, vSphere App HA

9 PCle — Peripheral Component Interconnect Express

033D — Solid State Drive

11 CPU C-States are various power modes implemernteddalern processors
12yGPU - Virtual Graphics Processing Unit
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« Storage enhancements, including support for 63TBVDK ** files, MSCS® updates, 16GB
E2E'" Fibre Channel support, PBLAutoRemove, and vSphere Replication Interopettgbili

«  Hypervisor level storage enhancements using VirBAN (VSAN), including SPBRI, server-
side read/write caching, built-in fault tolerane@sd the ability to be managed via the vSphere
Web Client.

* Networking enhancements, including Link Aggregati@ontrol Protocol (LACP), Traffic
Filtering, Quality of Service (QoS), SR-IGY and Host-Level Packet Capture

For more details on the new features added to w8gh& Update 2, please refer to:
e http://www.vmware.com/files/pdf/vsphere/VMware-v&pa-Platform-Whats-New.pdf

13TB — Terabyte

14 VMDK - Virtual Machine Disk

15 MSCS - Microsoft Cluster Server

16 GB — Gigabyte

" E2E — End-to-end

8 ppL — Permanent Device Loss

19 SBPM - Storage Based Policy Management

20 SR-I0V - Single Root Input/Output Virtualization
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1.4 TOE Overview

The TOE Overview summarizes the usage and majarrisedeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgirig the TOE type, describing the product, and
defining the specific evaluated configuration.

The TOE is a system that provides an environmeiiogi multiple virtual machines on industry staidar
x86-compatible hardware platforms (64-bit) and jes the management of these virtual machines.
Figure 1, Figure 2, and Figure 3 show sample depéy scenarios of the TOE:

vCenter Standalone Server

-rig/

ESXi
Client Workstation Host I,
(vSphere Web Client Host 2,
Integration Plugin, vSphere
Client, vCLI, PowerCLI) Host N

Figure | — Deployment Scenario #lI

In deployment scenario #1 above, the vCenter Stand&erver includes the vCenter Server, Web Client
Inventory Service, SSO, VUM, and Syslog Collectomponents. Other major components include ESXi,
vCenter Server Agent, vSphere Client, vCLI, Powdr&td vSphere Web Client Integration Plugin.
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vCenter Virtual Appliance

Client Workstation

(vSphere Web Client :05t 7'_’
Integration Plugin, vSphere SR

Client, vCLI, PowerCLI)
Host N

Figure 2 - Deployment Scenario #2

In deployment scenario #2 above, the vCenter Serirtwal Appliance includes all vCenter components
(except VUM) with a pre-packaged virtual applialmcean ESXi host.
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Client Workstation ESXi
(vSphere Web Client < Host I,
Integration Plugin, vSphere S Host 2,
Client, vCLI, PowerCLI)
%S Host N

o

vSphere Web vCenter vCenter VUM vCenter vCenter
Client Server SSO Server Inventory Syslog
Server Server Server

Figure 3 — Deployment Scenario #3

In deployment scenario #3 above, the TOE is depldpea distributed environment with each service
running on its own dedicated hardware.

1.4.1 Brief Description of the Components of the TOE
The following paragraphs provide a brief descriptid the components of the TOE.

1.4.1.1 vCenter Server

The vCenter Server provides centralized managefoe®SXi and is distributed as a service for Window

It may be installed on a dedicated host, togethethe same host with other vCenter componentss pag

of a pre-packaged Virtual Appliance (VA). Throutje vCenter Server, an administrator can configure
ESXi host, which includes viewing and managing ttegworking, data storage, security settings, user
privileges and various object permissions. Thent@eServer also provides the provisioning of ttu
machines on the ESXi. For example, virtual machicen be created, configured, cloned, and relocated

The vCenter Server installed as part of a pre-pgatkad/A is called the vCenter Server Virtual Apptan
(vCSA). It provides identical functionality to th&Center Server, and in addition includes an ircstaof
vSphere Syslog Collector, vCenter Inventory Servicgphere Web Client, and vCenter SSO. The OS
included in the VCSA is SUSE Linux Enterprise Serf& _ES) for VMware, which is based on SLES 11
Service Pack 2. In this VA configuration, the v@&nServer communicates with ESXi via the vCenter
Server Agent (VPXA) located on the ESXi host. Thafidentiality and integrity of this communicatia
protected using the Transport Layer Security (Th&tocol and certificates which are system-gendrate
provided by the end-user. The vCenter Server's Thfplementation uses algorithms that are
Cryptographic Algorithm Validation Program (CAVPalidated against FIPS 140-2 requirements.

1.4.1.1.1 vCenter Server Access Methods

The vCenter Server can be accessed by users viadiiferent methods: vSphere Client, vSphere Web
Client, vCLlI, or PowerCLI.
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1.4.1.1.1.1 vSphere Client

Users connect to the vCenter Server via the vSpBé&ent either locally (on the same machine as the
vCenter Server) or remotely, from a workstationning the vSphere Client software. In addition, the
vSphere Client is used to manage single ESXi hastévidually including VMs on the host.
Communication with the vSphere Client is proteaisohg TLS.

1.4.1.1.1.2 vSphere Web Client

Users can connect to vCenter Servers using a welser via the vSphere Web Client. To connect to a
vCenter Server, the user first connects to the g8phveb Client, which in turn connects to the vE€ent
SSO Server, if necessary, and then to one or noeater Servers. The vSphere Web Client interface i
Java-based web application and an optional plugaySphere Web Client Integration Plugin, whicbaus
the standard OS®&iformat. The vSphere Web Client is used to mari®ji hosts and hosted VMs. The
plugin provides access to a VM’s console in thehedp Web Client and provides access to other v@pher
infrastructure features. Communication betweenviBghere Web Client and other VMware components
is protected using Secure HyperText Transfer PobttT TPS), as shown in Figure 4 below.

1.4.1.1.1.3 vCLI

The vCLI allows administrators to run common systesiministration tasks and perform scripted

automation against ESXi systems from a managemerkstation with network access to the ESXi hosts.
vCLI commands may also be run against a vCentereBéo target an ESXi host managed by the vCenter
Server.

1.4.1.1.1.4 PowerCLI
Similar to the vCLlI, the PowerCLlI provides a sePaiwerShell cmdlets used for scripting vCenter and
ESXi management tasks from any supported Windowsating system.

1.4.1.1.2 vCenter Inventory Service

The vCenter Inventory Service contains informatidmout the configuration and status of all ESXi host
under management and each of the host’s virtuahmes. It also stores management informationter t
ESXi host, including the following:

» Scheduled tasks: a list of activities and a mearsshedule them.

« Alarms: a means to create and modify a set of adhat apply to an organizational structure and
contain a triggering event and notification infotioa.

» Events: a list of all the events that occur in W@nter Server environment. Audit data are stored
as events.

» Permissions: a set of user and vCenter Server gemissions.

1.4.1.2 vCenter SSO

vCenter SSO provides a centralized repository ehiitly information for a VMware deployment, giving
administrators a single point of authenticationntaltiple vCenter instances. vCenter SSO is insdall
along with vCenter Server, or as a standalone coemitp and can be configured to use a combination of
local database, Active Directory (AD), OpenLDAP lacal OS accounts as its identity sources.

1.4.1.3 vSphere Update Manager

The vSphere Update Manager (VUM) provides automatedh management for the ESXi hosts and its
Virtual Machines. VUM scans the state of the E®¥st, and compares it against a default baseline, o
against a custom dynamic or defined static bassktdy the administrator. It then invokes theatpdand

patching mechanism of ESXi to enforce compliancenandated patch standards. VUM is also able to

21OSGi—Open Services Gateway initiative
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automatically patch and update the select Guestraiipg Systems being run as Virtual Machines.
However, guest operating systems are not partisft®E and as such the patching of those operating
systems is outside the scope of this evaluation.

After performing a scan against the ESXi host, Vd&tesses VMware’s website and downloads a key and
other metadata about the patches via HTTPS. it seads the key to an I8Rerver, which accesses the
appropriate server to retrieve updates. VUM thewrdoads the patches to be installed on the TOE via
HTTP?, and uses a certificate to verify the signaturetlm downloaded binary, thereby validating the
binaries authenticity and integrity. VUM storeg thinary locally on the vCenter Server machine.céOn
instructed by VUM, ESXi then pulls the appropriafedates and patches from VUM'’s database via HTTP,
using a key and signature to verify the downlodbiedries.

1.4.1.4 vCenter Syslog Collector

The vCenter Syslog Collector provides for centelizogging management of the ESXi hosts. The
vCenter Syslog Collector provides a unified arattitee for system logging and enables network loggin
and combining of logs from multiple hosts. It mg installed along with the vCenter Server, oaas
standalone component on a dedicated host.

1.4.1.5 ESXi

ESXi is a user-installable or OEM-embedded virzation layer that runs directly on industry stadar
x86-compatible hardware, providing an environmeheke multiple virtual machines can be hosted on a
single physical server. Virtual machines are thatainers in which guest operating systems run. By
design, all VMware virtual machines are isolatednfr one another. Virtual machine isolation is
imperceptible to the guest operating system. Evaser with System Administrator privileges on rdual
machine’s guest operating system cannot breacHayés of isolation to access another virtual maehi
This isolation enables multiple virtual machinesrtio securely while sharing hardware and ensurés bo
their ability to access hardware and their uningeted performance.

The virtual Symmetric Multi-Processing (vSMP) fe&tenables a single virtual machine to use multiple
physical processor cores simultaneously. The nunolbevirtual processors and processor cores are
configurable for each virtual machine.

ESXi also provides a robust virtualized networkingchanism known as "VMware virtual networking".
In the VMware virtual networking scheme, ESXi vatizes the physical network to which it is conndcte
and thus provides virtual switches called "vSwighto VMs. This allows properly configured virtual
machines to connect to and communicate via theigdiysetwork as if they were directly connectedtto

A vSwitch works like a physical Ethernet switch. detects which virtual machines and physical nekwo
interfaces are logically connected to each of itsial ports and uses that information to forwamffic to
the correct destination. The vSwitch is implemdreatirely in software as part of ESXi. ESXi vSahies
also implement VLAN#, which are an IEEE standard networking scheme with specific taggireghods
that allow routing of packets to only those pohattare part of the VLAN. The VLAN implementation
ESXi allows the protection of a set of virtual maxas from accidental or malicious intrusions.

In addition to offering the vSwitch capability, EEdso provides an additional choice for VMwaretwal
networking with the vNetwork Distributed Switch (&) Whereas the vSwitch, also known as the
Standard Switch in VMware virtual networking, isplemented on a single ESXi host, the vDS spans
multiple ESXi hosts. In other words, the vSwitchused to build virtual networks of virtual mactine

221SP — Internet Service Provider; this ISP providesess to patch and update download servers.
ZHTTP — HyperText Transport Protocol

24\LAN - Virtual Local Area Network

2 |EEE - Institute of Electrical and Electronics Bregers
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residing on a single ESXi host, whereas the vD$ed to build virtual networks of virtual machirtbat
can exist across multiple ESXi hosts. Therefolee vDS greatly simplifies the task of network
configuration when migrating virtual machines frome ESXi host to another ESXi host, using VMaotion.

It should be noted that in the implementation of AN, Private VLAN (PVLAN), attaching virtual
machines on a vSwitch on a single ESXi host anachihg virtual machines on a vDS across multiple
ESXi hosts is possible because the ESXi ensurés#taork traffic traversing a vSwitch or vDS islyn
delivered to the intended virtual machines and jglayénterfaces.

With the vDS feature of VMware virtual networkingSXi can implement a PVLAN. PVLANs enable
users to restrict communication between virtual maes on the same VLAN or network segment,
significantly reducing the number of subnets neddedertain network configurations.

ESXi uses a custom mini-HTTP server to support E8Xi landing page which provides a network
location to download the vSphere Client, the apiit browse the ESXi host’'s VM inventory and obgect
managed by the ESXi host, and links to downloadotermanagement tools and user documentation. The
confidentiality and integrity of this communicatioand communication with a client web browser grel t
ESXi mini-HTTP server is protected using TLS. bidiaion, ESXi has a standard S8knterface which
SSH clients can connect to execute command linetifums via the ESXi Shell. Another remote
management interface to the ESXi host, vCLI, isilalsée to perfom scripted maintenance and
administration tasks. The confidentiality and grtgy of the communication between the ESXi hoat an
the vCLI client is protected using TLS.

ESXi can also be accessed using a local consdiéstiirectly attached to the ESXi host. The E&¥st
provides the Direct Console User Interface (DCujich is a BIO%-like, menu-driven user interface that
is displayed only on the local console of an ES¥$th The DCUI is used for the initial configuratjo
viewing logs, restarting services and agents, tiegetadmin password, setting lockdown mde
configuration, restarting server and resettingeaystlefaults. In addition, administrators may asoess
the ESXi Shell locally through the DCUI. Only roasers, users with the system administrator rale, o
users with the “DCUI Access” privilege (lockdown d&) can access the ESXi host this way.

1.4.1.5.1 vCenter Server Agent

The vCenter Server Agent forwards requests forieesvfrom vCenter Server users, when ESXi is under
the management of a vCenter Server. The ESXi luastsonly be managed by a single vCenter Server.
The requests from the vCenter Server Agents ardlédrby the ESXi daemon in a manner similar to

requests from users at the vSphere Client or WebClinterfaces.

1.4.2 TOE Environment

For information on the TOE Environment see Sectidhabove.

1.5 TOE Description

This section primarily addresses the physical apgichl components of the TOE included in the
evaluation.

%6 SSH — Secure Shell
27 BIOS - Basic Input Output Signal

28 | ockdown mode — Enabling the lockdown mode disablemote access to the administrator account feer
vCenter Server takes control of the ESXi host. Kdoevn mode is only available on ESXi host.
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1.5.1 Physical Scope

ESXi is a virtualization layer that runs directly mmdustry standard x86-compatible hardware, pliagidn
environment where multiple virtual machines canhibsted on a single physical server. ESXi abstracts
processor, memory, storage, and networking reseu@ereate virtual machines which can run a wide
variety of different operating systems. Each virtorachine acts as a physically separated guesbalyd
communicates with other virtual machines usingddath networking protocols.

The vCenter Server acts as a management conseés,s&nd is responsible for deploying, monitoriaggl
managing virtual machines that are distributed senmultiple hosts running the ESXi software. The
Inventory Service maintains information about b £SXi hosts managed by a vCenter server. vSphere
Update Manager handles updates and patches farQe SSO performs all authentication for vCenter
users. The Syslog Collector manages system logs diistributed TOE components.

On the client machines, the vSphere Client, vClid avSphere Web Client provide interfaces for
administrators and users accessing vCenter and.ESXi

Figure 4 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbegr all
of the components of the TOE and the constituehtsed TOE Environment. The TOE is software only
and the TOE Components are specified in Figurel@wbe
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vCenter Standalone Server

TOE Security Function Interface

Figure 4 — Physical TOE Boundary
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Table 2 below indicates which elements of the pebdwve included in the TOE boundary.
Table 2 - Components of the TOE

Component TOE Envi-rl'-(g'nE\ent
vCenter Server software v
vCenter SSO software v
vCenter Inventory Service software v
vSphere Update Manager software v
vCenter Syslog Collector software v
vCenter Server Virtual Appliance software (including patch for Update 2a) and v

SLES OS

ESXi hypervisor software v

vCLI software v
vSphere Client software v
vSphere Web Client software v
vSphere Web Client Integration Plugin software v
VMware PowerCLI software (incl. vSphere API) v

NTP? Client on vSphere Client v
NTP Client on ESXi host v
NTP Server available to ESXi host and vCenter Server v
ESXi host hardware (processor and adapters) v
Storage Area Network hardware and software to be used with ESXi host v
vCenter Server Standalone hardware, operating system, and database v
vCenter Server, SSO, Inventory Service, Syslog Collector, and VUM hardware, v
operating systems, and databases (when installed separately)

vSphere Client and vCLI hardware and operating system v
vSphere Web Client hardware and operating system v
Operating systems and applications running in VMs v

1.5.1.1 Guidance Documentation

The following guides are required reading and pathe TOE:
* VMware vSphere Installation and Setup, vSpherdéJpdate 2, EN-001515-01
* VMware vSphere Upgrade Guide, vSphere 5.5 UpdaiN2)01516-00
 VMware vCenter Server Host Management Guide, UpBatSXi 5.5, vCenter 5.5, EN-001520-
00
* VMware vSphere Virtual Machine Administration Guitkpdate 2, ESXi 5.5, vCenter Server 5.5,
EN-001518-00

2 NTP — Network Time Protocol
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*  VMware vSphere Host Profiles Guide, Update 1, EBXivCenter Server 5.5, EN-001347-01

 VMware vSphere Networking Guide, Update 2, vSpBé&seESXi 5.5, vCenter Server 5.5, EN-
001549-00

* VMware vSphere Storage Guide, Update 2, ESXi &énter Server 5.5, EN-001523-00

* VMware vSphere Security Guide, Update 2, ESXi&Bnter Server 5.5, EN-001517-00

 VMware vSphere Resource Management Guide, UpdaESZXj 5.5, vCenter Server 5.5, EN-
001584-00

* VMware vSphere Availability Guide, ESXi 5.5, vCefterver 5.5, EN-001254-00

* VMware vSphere Monitoring and Performance Guidegatip 2, vSphere 5.5, vCenter Server 5.5,
ESXi 5.5, EN-001557-00

 VMware vSphere Single Host Management Guide, UpbatSphere 5.5, ESXi 5.5, EN-001355-
01

* VMware vSphere Troubleshooting, Update 1, ESXi&®gnter Server 5.5, EN-001419-00

VMware vSphere Command-Line Interface Conceptskaaginples, ESXi 5.5 Update 1, vCenter
Server 5.5 Update 1, EN-001406-00

*  VMware Command-Line Management in vSphere 5 fori@€Console Users, ESXi 5.5 Update 1,
EN-001405-00

 VMware vSphere Getting Started with vSphere Comnmamel Interfaces, ESXi 5.5 Update 1,
vCenter Server 5.5 Update 1, EN-001404-00

VMware vSphere Web Services SDK Programming GulBighere Web Services SDK 5.5, EN-
001153-00

* VMware vSphere PowerCLI User's Guide, vSphere POWweB.8 Release 1, EN-001550-00

e Installing and Administering VMware vSphere Updaianager, Update 2, vSphere Update
Manager 5.5, EN-001542-00

VMware, Inc. vSphere 5.5 Update 2 Guidance Docuatient Supplement

1.5.2 Logical Scope

The security functional requirements implementedi®y TOE are usefully grouped under the following
Security Function Classes:

»  Security Audit

» Alarm Generation

»  Cryptographic Support

» User Data Protection

» Identification and Authentication

e Security Management

» Protection of the TOE Security Functions (TSF)

* Resource Utilization

e Virtual Machine Domain Separation

» TOE Access

» Trusted Path/Channel

1.5.2.1 Security Audit

The auditing security function of the TOE is praaidby both the ESXi and the vCenter Server. Adadlia
collected by ESXi is stored in a flat file on th&X host. Audit data collected by the vCenter 8erig
stored as events in the vCenter Server Databaaeh &.dit record generated includes the date eraldf
the event, the type of event, the subject idefiitgpplicable), and the outcome (success or fa)laf the
event. The identity of the virtual machine, the edblled task, or alarm identity is also recorded, if
applicable.
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The vCenter Server provides the capability to ievi€enter Server generated audit records by revigwi
the event logs stored on the vCenter Server Dagab@sly a vCenter Server Administrator can vieloél

the event logs. Audit events can also be viewedutih the vSphere Client under the event tab fohea
organizational object, or through the vSphere Wébnt ESXi provides the same capability, using th
syslog command to review its audit records whioh stored in /var/log/messages. Reviewing the audit
records on ESXi is restricted to the ESXi Systenmidstrator.

The vCenter Syslog Collector provides for centedizogging management of the ESXi hosts. The
vCenter Syslog Collector provides a unified ardattitee for system logging and enables network logjgin
and combining of logs from multiple hosts. The w@e Syslog Collector is deployed on a protected
network so that the data-in-transit when ESXi lags sent to the vCenter Syslog Collector host ecared

by the IT Environment.

1.5.2.2 Alarm Generation

Alarms are notifications that occur in responsesatected events, conditions, and states that osithr
objects managed by the vCenter Server. The vC&aerer is configured with a set of predefined rakr
that monitor clusters, hosts, datacenters, daestaretworks, and virtual machifs Each predefined
alarm monitors a specific object and applies #ltmbjects of that type. For example, by defaihg Host
CPU Usage alarm is set automatically on each E®Xi im the inventory and triggers automatically whe
any host’s CPU usage reaches the defined CPU value.

If the predefined vCenter Server alarms do not actéor the condition, state or the event that seedbe
monitored, the TOE users can define custom alaiithe. TOE users use the vSphere Client to create,
modify, and remove alarms or the vSphere Web Ctertew and monitor alarms.

1.5.2.3 Cryptographic Support

The TOE protects the confidentiality and integifyall data as it passes between the remote compone
of the TOE, or from the TOE to another trusted Fbduct. The TOE achieves this by using various
cryptographic engines which perform the encryptiod the decryption of data that is being passed.

The TOE implements CAVP-validated cryptographicoaitiyms to handle all cryptographic functions for
the encryption and the decryption of data.

1.5.2.4 User Data Protection

The TOE enforces the vSphere Access Control SF&sers accessing objects (VMs, ESXi hosts), based
on permissions assigned to a user’'s role. Pemnissgrant users the privileges necessary to perform
specific tasks. Both ESXi and vCenter Server imaet the same set of privileges.

In addition to object permissions, the TOE providesiplete access control to ESXi hosts via the ESXi
lockdown mode. In this mode, only thpxuseraccount may authenticate and perform operatiorsttly

on the host on behalf of vCenter usersockdown mode forces users to access hosts anslttifdugh the
vCenter Server. When in lockdown mode, only usdre have been granted the DCUI Access privilege
can access the ESXi host directly.

ESXi has the ability for authorized administratdos specify the information flow control security
functional policy used to control the flow of uséata across the ports of the device. The vSphere
Information Flow Control SFP specifies the information flow control behavior fine virtual switch,
distributed switch, and ESXi firewall functionalityA virtual switch (vSwitch) works much like a igal
Ethernet switch. It detects which virtual machiaes logically connected to any of its virtual goand

%0 Refer to Table 25 for the description of thesenterClusters, Datacenters, Datastores, Networks, \értual
Machines.

31 SFP — Security Function Policy
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uses that information to forward traffic to the mmt virtual machines on the same host machinea If
packet’s destination is not one of the local virtoachines, similar to a physical Ehternet switttte
vSwitch will forward the packet onto until the cect ESXi host (with the destination virtual machire
reached.

A vNetwork Distributed Switch functions as a singigtual switch across multiple associated hosthkis
allows virtual machines to maintain consistent mekvconfiguration as they migrate between multiple
hosts. The vSwitches and VNetwork Distributed 8lds include functionality identical to that of a
hardware Ethernet switch, although the implememtais solely in software: the source and destimatio
identifiers of network data packets entering thevieéh or vNetwork Distributed Switch via any of its
virtual interfaces (which can be connected eitleephysical network interfaces, virtual machine wat
network interfaces, or other vSwitches or vNetwBiktributed Switches) are analyzed and the packet i
delivered only to the appropriate virtual interfacghe vSwitch or vNetwork Distributed Switch wilbt
deliver packets to unintended virtual interfaceBhe ESXi host also provides a basic firewall, which
enables an authorized administrator to define afatlowed IP addresses/subnets to restrict sesvim
the ESXi host to an authorized network device ougrof devices.

ESXi also supports secure VMDK deletion, which dealadministrators to securely overwrite the cotsten
of a virtual hard disk file and corresponding cgnfiation files with zeroes upon decommissioningraual
disk from a VM.

1.5.2.5 Identification and Authentication

When a user attempts to log into ESXi with the wSphClient, a user name and password are requested
before access is given. These authentication ctiediermre compared with the authentication credésnti
stored on the ESXi host. in a shadow file, whem plassword is hashed using Secure Hash Algorithm
(SHA)-1. In addition, ESXi can participate in Aative Directory (AD) infrastructure and can uget
credentials provided by AD for authorization. HKfetauthentication credentials are valid, accesthdo
system is provided, with the privileges appropri@tehe role assigned to that user. If the credEnare

not valid, the user is presented with another chdo@rovide valid credentials. Failed and sudcésser

login events are captured in the system logs.

When a user attempts to log into the vCenter Semitdr the vSphere Client, the user is presenteti wit
login screen which requests the vCenter Servetigar& name or I address, the user name, and the user
password. The user information is passed to vE€&SB® which verifies the user identity and password
vCenter SSO provides a central repository of uslemtity information against which a user can
authenticate to multiple vCenter instances usirgingle login. vCenter SSO may be configured to use
SSO-local accounts, OS accounts, or directory adsouvCenter Server can participate in an Active
Directory infrastructure and can use the credenpabvided by AD for authorization. No actions nizey
performed via the vSphere Web Client or the vSpl@ient interface prior to successful validationtioé
user’s identity. If the login is valid, the usergresented with the respective interface denatingccessful
login. If the login is invalid, a message is despd, and the login window remains available fer tker to
retry. Failed and successful user login eventscapgured in the system logs for both the vSphdienC
and the vSphere Web Client.

When vSphere Update Manager (VUM) starts up, iistegs with vCenter Server. VUM instructs ESXi to
scan for compliance against a pre-defined, dynaaricustom created baseline and then installs glesin
image with a selected group of patches to be ahpliESXi will only call the instructed VUM instance

thereby ensuring that only the VUM instance thatnstalled with the TOE will be used to download
updates and patches to the ESXi host.

321P — Internet Protocol
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Note that for purposes of this ST, Administrativeers are considered to be the users of the TOE. VM
users (individuals who access the guest operagistem and applications within a virtual machineg ar
outside the scope of the TOE and are not discumsgdurther here.)

When configured to use local accounts for vCen®® Suthentication, passwords must be at least eight
characters, with at least 6 alphabetic charactiis.adjacent characters may be identical. In adithe
password must contain one uppercase characterloomecase character, and one numeric digit, and it
must only use visible ASCfi characters. For ESXi accounts, passwords muat least six characters and
composed of a mix of lowercase letters, upperaatsers, numbers, and special characters.

1.5.2.6 Security Management

Security management specifies how the ESXi mansgesral aspects of the TSF including TSF data and
security functions. TSF data includes configuratiata of the TOE, audit data, and system data. aFo
detailed listing of TSF data managed by the TOETsd#e 15 of this ST. The TOE provides authorized
administrators with management consoles as deskiibesection 1.4.1 to easily manage the security
functions and TSF data of the TOE.

The TOE provides a set of commands for administsatto manage the security functions, configuration,
and other features of ESXi. The Security Managarerction specifies user roles with defined acdess
the management of ESXi. The TOE ensures thatlitigygo modify user privileges on the vCenter Gar
objects is restricted to a vCenter Server Admiatstr, or to an administrator-defined role explicigiven
the required permissions. The TOE also ensurestlieafbility to modify permissions of users on ESXi
objects is restricted to system administrators.

VM administrators are administrators of one or mdkés on the ESXi host. VM administrators can access
the VMs by directly logging into the ESXi host trdugh the vCenter Server via thygxuseraccount and
password. When logging in through the vCenter Setbe vCenter Server uses thaxuse account and
password to gain access to the ESXi host and psdhesequests on behalf of the VM administrators.

The TOE supports a combination of access contrdesailed in Table 13 below. Users, groups, raes,
permissions are used to control who is allowed ssde the vSphere managed objects and the specific
actions that are allowed. vCenter Server and B®Xis determine the level of access for the ussgdan

the permissions that are assigned to said uses.cdimbination of user name, password, and permis$so

the mechanism by which vCenter Server and ESXishasthenticate a user for access and authorize the
user to perform activities.

The servers and hosts maintain lists of authoriasérs and the permissions assigned to each user.
Privileges define basic individual rights that egquired to perform actions and read propertieSXiE

and vCenter Server use sets of privileges or nalesontrol which users or groups can access péaticu
vSphere objects.

ESXi and vCenter Server provide a set of pre-eistadd roles and allow for roles to be defined by
administrators. The privileges and roles assigmedin ESXi host are separate from the privilegas an
roles assigned on vCenter Server. Only the pgeideand roles assigned through the vCenter Server
system are available to administrators managingsa through vCenter Server. Refer to Table 13afor
detailed listing of operations that are performed gpecific data and role.

The vCenter Server supports three categories asrolCenter Server Administrator, vCenter SSO
Administrator, and Administratatefined roles. The vCenter Server Administratoringplemented by

membership in the “Administrators” group of the arlgling Windows OS for vCenter Server. Users log i
using their username and password, and are autmaihatiassigned in this role by virtue of their

3 ASCII - American Standard Code for Information Interchange
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membership in the Administrators group. The vCSdmhnistrator is implemented by the root account on
POSIXY The vCenter SSO Administrator is implemented@siinistrator@vsphere.locah the default
local SSO domain, and other explicitly assignedsia@d groups. In addition, Administrators mayirtef
other groups (local and directory-based) to whalks and privileges are assigned.

ESXi and vCenter SSO users are provided no prieflegy default, and therefore cannot perform
operations on ESXi hosts and VMs unless explicitithorized by an administrator.

1.5.2.7 Protection of the TSF

The Protection of the TSF function provides thegnity and management of the mechanisms that peovid
the TSF. Protection of the TOE from physical tanmqge is ensured by its environment. It is the
responsibility of the administrator to assure thlaysical connections made to the TOE remain iraack
unmodified. The TOE protects the confidentialihdantegrity of all data as it is transmitted betwehe
remote components of the TOE, or from the TOE totler trusted IT product by using various
cryptographic engines included with the TOE, abfus:

e HTTP communications between VUM and the ISP Seraed, between VUM and the ESXi, are
protected by signature verification.

* Client USB redirect from the USB ports on the hosichine to the VMs.

* HTTPS is used between the remote web browser andSphere Web Client.

e TLS is used to secure communications between th& B&t/vCenter Server and vCLI/vSphere
Client on the remote machine, as well as intereahrounications between vCenter Server and
vCenter Inventory Service, vSphere Web Client, w€e8S0, VUM, and ESXi.

» ESXilogs sent to the Syslog Collector host areisst with TLS while in transit.

 LDAPS is used to protect credentials sent to a terhDAP server.

The TOE provides consistency of migrated VM andege data through the VMotion capability. In
addition, the ESXi host will check for CPU, storagmd network compatibility on the target ESXi host
platform before a migration can occur. If the &rglatform does not meet the compatibility requieats,
the migration pre-checks fail and the migrationregtrcontinue.

1.5.2.8 Resource Utilization

The TOE provides fault tolerance by using Link Agggition Control Protocol (LACP) enhancements. The
TOE also controls and utilizes the resources basedthe Class of Service (CoS) applied on
Ethernet/Layer2 packets, and Differentiated Ser@ode Point (DSCP) applied on IP/Layer3 packets.

1.5.2.9 Virtual Machine Domain Separation

The virtual machine separation security functiontted TOE is provided by the ESXi component. The
TOE ensures that each virtual machine is isolatah finy other virtual machines co-existing on tiSXE
This isolation is provided at the virtualizatioryéa of the ESXi. The virtualization layer of theSKi
ensures that virtual machines are unable to dyrécteract with other virtual machines yet stilloav for
physical resources to be shared among the exigtituzl machines.

The ESXi provides an idealized hardware environnagict virtualization of underlying physical resowsce
Each virtual machine runs its own operating systm applications: they cannot communicate to each
other in unauthorized ways.

1.5.2.10 TOE Access

The TOE Access function enables termination ofex'ssession after a period of inactivity. The T@IlE
lock an interactive session after an authorizedinidimator-specified time period of user inactivity

34 vSphere Installation and Setup Guide, section “Bload and Deploy the VMware vCenter Server Applinc
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1.5.2.11 Trusted Path/Channel

The TOE protects the vSphere Web Client, ESXi Shefid vCLI communications using a server-
authenticated connection between the end-usershendCenter Server or ESXi host. The TOE contains
various cryptographic engines that perform CAVHdated cryptography to support TLS and SSH
functionality.

1.5.3 Product Physical/Logical Features and Functionality not
included in the TOE

Each virtual machine can have users who are indal&dusing a virtual machine’s guest operatingesyist
and applications that reside on the virtualizeddihare of the virtual machine that is instantiatedam
ESXi host. These users access the VM via a remotdstation called a Remote Console, using an
Internet Protocol (IP) address associated withghecific virtual machine. The VMs themselves, their
operating systems, applications, and users arédeutise scope of the TOE. The claims of the TO& ar
relevant to the management, separation, isolatiod,protection of the virtual machine structures] aot

of the functionality and actions that take placéhimi a VM, and as such do not address the sedgssties
within each VM.

The following features of the system were not ideld in the evaluation:
» Simple Network Management Protocol (SNMP), Filerisfar Protocol (FTP), Telnet
* VMware Software Development Kit (SDK) tools
e The procfs interface on the ESXi Direct ConsolerUsterface
* VMware Consolidated Backup
» Guest OS patch updates via vSphere Update Manager
* Log Browser
» ESXi Dump Collector
» vSphere Auto Deploy
* VMware vCloud Networking and Security
» VMware vCenter Operations Manager
* VMware Management Assistant
* VMware Data Recovery
* Trusted Platform Module
» VMware vNetwork Distributed Switch third-party inpeation
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2 Conformance Claims

This section provides the identification for any ,&otection Profile (PP), and EAL package confarcea
claims. Rationale is provided for any extensionauwgmentations to the conformance claims. Ratiofaale
CC and PP conformance claims can be found in Se8tib

Table 3 —= CC and PP Conformance

Common (oY [T7F) Common Criteria for Information Technology Security Evaluation, Version 3.1,
(o) I [ [ 141 [T TA) W Revision 4, September 2012; CC Part 2 extended; CC Part 3 conformant; PP
and Conformance claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of
5/1/2014 were reviewed, and no interpretations apply to the claims made in this
ST.

PP ldentification None

Evaluation EAL2+ augmented with Flaw Remediation (ALC_FLR.3)
Assurance Level
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3 Security Problem

This section describes the security aspects ofethéronment in which the TOE will be used and the
manner in which the TOE is expected to be employegrovides the statement of the TOE security
environment, which identifies and explains all:

* Known and presumed threats countered by eithef @i or by the security environment

» Organizational security policies with which the T@tast comply

» Assumptions about the secure usage of the TOR)dimgy physical, personnel and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to thé |@ssets against which protection is required byTiB& or by
the security environment. One type of threat agemdividuals who are not authorized to use theETO
The threat agents are assumed to:

» have public knowledge of how the TOE operates

* possess a low skill level

» have limited resources to alter TOE configuratiettisgs
» have no physical access to the TOE

e possess a low level of mativation.

Other types of threat agents are:

* a process running on a Virtual Machine that mayseaampering or interference in another VM's
domain of execution, and

* aprocess running on a Virtual Machine that magmafit to circumvent the operating mechanism of
the Virtual Networking scheme.

» a process running on a Virtual Machine or an ES§ththat may cause a system malfunction or a
system performance degradation.

The IT assets requiring protection are the virmaakchines running on the TOE. Removal, diminutiod an
mitigation of the threats are through the objediidentified in Section 4 — Security Objectives.
The following threats are applicable:

Table 4 — Threats

Name Description

T.COMINT An unauthorized individual may attempt to compromise the security
of the data collected and produced by the TOE by bypassing a security
mechanism.

T.INCONSISTENT An unauthorized individual may attempt to compromise the

consistency of the data between separate instances of the TOE.

T.LINK_ERROR The TOE may experience a failure of a link that prevents
communication between separate TOE components.

T.MISCONFIGURE An authorized ESXi administrator or unauthorized attacker may
directly access a host and modify its configuration in a way that is
inconsistent with the vCenter Server.

35|T = Information Technology
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Name Description

T.PRIVIL An unauthorized individual may gain access to the TOE and exploit
system privileges to gain access to TOE security functions and data.

T.RESOURCE_EXHAUSTION A malicious process or user may block others from TOE system
resources via resource exhaustion (bandwidth deprivation).

T.REUSE An unauthorized individual with access to a decommissioned hard
drive may be able to view the sensitive information contents of a
VMDK file.

T.VIRTUAL_NETWORK A process running on a virtual machine attempts to deliver traffic to

wrong VM or external entity.

T.VM A process running on one virtual machine might compromise the
security of processes running on other virtual machines.

T.WEAKIA A user may supply the TOE with a weak password that is easily
guessable based on dictionary words.

3.2 Organizational Security Policies

There are no Organizational Security Policies defifor this ST.

3.3 Assumptions

This section describes the security aspects ofintended environment for the evaluated TOE. The
operational environment must be managed in accoedaith assurance requirement documentation for
delivery, operation, and user guidance. The folimnspecific conditions are required to ensure duoaisty

of the TOE and are assumed to exist in an envirahmbere this TOE is employed.

Table 5 — Assumptions

Name Description

ANOEVIL Users are non-hostile, appropriately trained, and follow all user
guidance.
APHYSCL The ESXi host and the vCenter Server components will be located

within controlled access facilities which will prevent unauthorized
physical access.
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4

Security Objectives

Security objectives are concise, abstract statesrafrthe intended solution to the problem defingdhe
security problem definition (see Section 3). The afesecurity objectives for a TOE form a high-leve
solution to the security problem. This high-levelwion is divided into two part-wise solutionshet
security objectives for the TOE, and the securltjectives for the TOE's operational environmentisTh
section identifies the security objectives for TR@E and its supporting environment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE ardodisws:

Table 6 — Security Objectives for the TOE

Name Description

O.ACCESS

The TOE must allow authorized users to access only appropriate TOE
functions and data.

O.ADMIN

The TOE must include a set of functions that allow efficient
management of its functions and data, ensuring that TOE users with
the appropriate privileges and only those TOE users, may exercise
such control.

O.AUDIT

The TOE must gather audit records of actions on the TOE which may
be indicative of misuse.

O.DESTROY

The TOE must provide the ability to securely destroy virtual machine
disk images.

O.FAIL_SECURE

The TOE will provide mechanisms to allow for secure failure and
recovery.

O.IDAUTH

The TOE must be able to identify and authenticate users prior to
allowing access to TOE administrative functions and data.

O.IDAUTH2

The TOE must enforce strong password complexity and minimum
length requirements for TOE users.

O.MIGRATION

The TOE must ensure that the TSF data exchanged with another
instance of the TOE is consistent before a successful TSF data
migration.

O.PRIORITY

The TOE must provide bandwidth metering for the different classes of
network traffic.

O.SECURE

The TOE must ensure the confidentiality and integrity of all data as it
passes between the remote components of the TOE, from the TOE
to another trusted IT product, or between the TOE and remote
users.

O.SEPARATE

The TOE must provide capabilities for separation of administrator
duties, and prevent ESXi administrators from configuring hosts in a
manner that is inconsistent with vCenter policies.

O.VM

The TOE must provide virtual machines with a domain of execution
which is protected from interference and tampering by virtual
machines.
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Name Description
I TSRS |

O.VSWITCH The TOE must ensure that network traffic traversing a vSwitch is only
delivered to the intended virtual machines and physical interfaces.

4.2 Security Objectives for the Operational
Environment

4.2.1 IT Security Objectives

The following IT security objectives are to be si¢id by the environment:

Table 7 - IT Security Objectives

OE.IDAUTH The IT Environment will provide reliable verification of the vSphere
SSO user credentials for non-TOE accounts.

OE.TIME The TOE environment must provide reliable timestamps to the TOE.

OE.SEP The TOE's management interfaces are connected to an isolated

network separated from end user networks.

4.2.2 Non-IT Security Objectives

The following non-IT environment security objectvare to be satisfied without imposing technical
requirements on the TOE. That is, they will notuieg the implementation of functions in the TOE
hardware and/or software. Thus, they will be satisflargely through application of procedural or
administrative measures.

Table 8 — Non-IT Security Objectives

NOE.NOEVIL Users are non-hostile, appropriately trained, and follow all user
guidance.
NOE.PHYSCL The ESXi host and the vCenter Server components will be located

within controlled access facilities which will prevent unauthorized
physical access.
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5 Extended Components

This section defines the extended SFRs and exteBddts met by the TOE. These requirements are
presented following the conventions identified acfon 6.1.

5.1 Extended TOE Security Functional

Components

This section specifies the extended SFRs for th&.The extended SFRs are organized by class. Bable
identifies all extended SFRs implemented by the TOE

Table 9 — Extended TOE Security Functional Requirements

Name Description

EXT_FAU_ARP.| System event automatic response
EXT_FAU_STG.I External audit trail storage
EXT_FIA_VC_LOGIN.I |vCenter Server user login request
EXT_VDS_VMM.I ESXi virtual machine domain separation
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5.1.1 Class FAU: Security Audit

Families in this class address the requirementsfifoctions to recognize, record, store, and analyze
information related to security relevant activitifhe extended family “EXT_FAU_ARP: System event
automatic response” and family “EXT_FAU_STG: ExtrAudit Trail Storage” were modeled after the
CC Part 2 SFRs, FAU_ARP.1 and FAU_STG.1 respegtivel

5.1.1.1 Security event automatic response (EXT_FAU_ARP)
Family Behavior

This family defines the response to be taken ire a#fsdetected events indicative of a potential esyst
malfunction or a potential system performance dgafian on the ESXi host and its virtual machines.

Component Leveling

EXT_FAU_ARP: System event automatic response 1

Figure 5 - EXT_FAU_ARP System event automatic response family decomposition

EXT_FAU_ARP.1 System event automatic responseneéefthe behavior of the vCenter Server when it
detects the events indicative of a potential systmalfunction or a potential system performance
degradation on the ESXi host and its virtual maesinlt was modeled after FAU_ARP.1
Management: EXT_FAU_ARP.1

a) There are no management activities forseen.
Audit: EXT_FAU_ARP.1

a) There are no auditable events foreseen.

EXT_FAU_ARP.1 System event automatic response

Hierarchical to: No other components
Dependencies: None

This component will ensure that the TOE users at#ied of the events on the ESXi host that mayseaal
system malfunction or a system performance degradah the ESXi host and its virtual machines.

EXT_FAU_ARP.1.1 ThevCenter Server shall notify the appropriate TOE users upon detection of a
potential system malfunction or a potential system perfor mance degradation on the ESXi host and its
virtual machines.
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5.1.1.2  External audit trail storage (EXT_FAU_STG)
Family Behavior

This family defines the log storage capabilitieserhote backup.

Component Leveling

EXT_FAU_STG: External audit trail storage 1

Figure 6 — EXT_FAU_STG External audit trail storage

EXT_FAU_STG.1 External audit trail storage, defirlke behavior of the remote backup when ESXi hosts
send their logs to the vCenter Syslog Collectorwds modeled after FAU_STG.1.

Management: EXT_FAU_STG.1
a) There are no management activities foreseen.
Audit: EXT_FAU_STG.1

a) There are no auditable events forseen.

EXT_FAU_STG.1 External audit trail storage

Hierarchical to: No other components
Dependencies: FAU_GEN.1

This component will ensure that the ESXi log filmg successfully backed up and stored by the Syslog
Collector.

EXT_FAU_STG.1.1 The TSF shall be able to backup and restore the ESXi log files to a separate
part of the TOE.
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5.1.2 Class FIA: ldentification and authentication

Families in this class address the requirementfufastions to establish and verify a claimed usientity.
The extended family “EXT_FIA VC_LOGIN: vCenter SS@er login request” was modeled after the
other FIA SFRs.

5.1.2.1 vCenter SSO user login request (EXT_FIA_VC_LOGIN)
Family Behavior

This family defines the identification and autheation behavior of the vCenter Server componernhef
TOE.

Component Leveling

EXT FIA_VC_LOGIN: vCenter SSO user login request — 1

Figure 7 - EXT_FIA_VC_LOGIN vCenter SSO user login request family decomposition

EXT_FIA VC_LOGIN.1 vCenter SSO user login requedtfines the behavior of the vCenter SSO
component when identifying and authenticating amiadtrative user. It was modeled after FIA_UAU.1
and FIA_UID.1.
Management: EXT_FIA_VC_LOGIN.1

a) There are no management activities foreseen
Audit: EXT_FIA_VC_LOGIN.1

b) There are no auditable events foreseen.

EXT_FIA_VC_LOGIN.1 vCenter SSO user login request

Hierarchical to: No other components
Dependencies: None

This component will provide users the capabilityidentify and authenticate themselves to the vGente
Server, via a credential authority stored in theiEemment.

EXT_FIA_VC_LOGIN.1.1 The vCenter Server shall request identification and authentication from
vCenter SSO for a vCenter Server user, and receive notification of success, prior to granting any
other TSF-mediated actions on behalf of the user.
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5.1.3 Class EXT_VDS: Virtual machine domain separation

Virtual machine domain separation functions enstna& virtual machines cannot inappropriately or
unintentionally interact with or tamper with eacth&r. The extended class "EXT_VDS: Virtual machine
domain separation" was modeled after the class FDP.

5.1.3.1 ESXi virtual machine domain separation (EXT_VDS_VMM)
Family Behavior

This family defines the non-interference requiretadar VMs that are running simultaneously on arXES
host.

Component Leveling

EXT_VDS_VMM: ESXi virtual machine domain separation 1

Figure 8 - EXT_VDS_VMM: ESXi Virtual machine domain separation family decomposition
EXT_VDS_VMM.1 ESXi virtual machine domain separatiensures that VMs cannot interfere or tamper
with each other. The extended family “EXT_VDS_ VMMSXi virtual machine domain separation” was
modeled after the other FDP SFRs.
Management: EXT_VDS_VMM.1

a) There are no management activities foreseen.

Audit: EXT_VDS_VMM.1

a) There are no auditable events forseen.

EXT_VDS VMM .1 ESXi virtual machine domain separation
Hierarchical to: No other components
Dependencies: None

This component will ensure that virtual machineotgses (CPU, memory, 1/O devices, etc.) are only
accessible to the virtual machine(s) to which thaye been allocated by an authorized administrator.

EXT_VDS VMM.1.1 The TSF shall maintain a security domain for the execution of each virtual
machine that protectsthe virtual machine from interference and tampering by untrusted subjects or
subjects from outside the scope of the VM.

EXT_VDS VMM.1.2 The TSF shall enforce separation between the security domains of VMs in the
TSC®.

% TSC: TOE Scope of Control
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5.2 Extended TOE Security Assurance
Components

There are no extended TOE security assurance canpsn
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6 Security Requirements

This section defines the SFRs and SARs met by @E.TThese requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8ils Selected presentation choices are discussedther
aid the Security Target reader.

The CC allows for assignment, refinement, selectind iteration operations to be performed on sgcuri
functional requirements. All of these operations ased within this ST. These operations are peddras
described in Part 2 of the CC, and are shown é&sael

» Completed assignment statements are identifiedysalicized text within brackels

 Completed selection statements are identified udimgderlined italicized text within
bracket$.

* Completed selection statements that includes sedes$signment statement are identified
using bold underlined italicized text within brackets].

 Refinements are identified usirmpld text. Any text removed is stricken (Example-—TSF
Datg and should be considered as a refinement.

 Extended Functional and Assurance Requirementsidmetified using “EXT_" at the
beginning of the short name.

e lterations are identified by appending a letteparentheses following the component title.
For example, FAU_GEN.1(a) Audit Data Generation ldobe the first iteration and
FAU_GEN.1(b) Audit Data Generation would be thessetiteration.

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Tlistisn organizes the SFRs by CC class. Table 10
identifies all SFRs implemented by the TOE and daths the ST operations performed on each
requirement.

Table 10 — TOE Security Functional Requirements

EXT_FAU_ARP.| System event automatic response

FAU_GEN.| Audit data generation v v
EXT_FAU_STG.I External audit trail storage

FAU_SAR.I Audit review v
FCS_CORP.| Cryptographic operation v
FDP_ACC.2 Complete access control v
FDP_ACF.| Security attribute-based access control v
FDP_IFC.2 Complete information flow control v
FDP_IFF.1 Simple security attributes v
FDP_RIP.1 Subset residual information protection v vV v
FIA_SOS.I Specification of secrets v
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Name Description S|AR]|I ‘

FIA_UAU.2 User authentication before any action v ] ]

FIA_UID.2 User identification before any action v

EXT_FIA_VC_LOGIN.I vCenter single sign-on user login request

FMT_MSA.1(a) Management of security attributes (vSphere|v |V v
Information Flow Control)

FMT_MSA.1(b) Management of security attributes (vSphere Access v v
Control)

FMT_MSA.3(a) Static attribute initialization (vSphere Information|v' |v |v |V
Flow Control)

FMT_MSA.3(b) Static  attribute initialization (vSphere Access|v' |V
Control)

FMT_MTD.I Management of TSF data v v

FMT_SMF.1 Specification of management functions v

FMT_SMR.I(a) Security roles (vCenter Server) v Iivi|v

FMT_SMR.I(b) Security roles (ESXi) v IV |V

FRU_FLT.I Degraded fault tolerance v

FRU_PRS.1 Limited priority of service v

FPT_FLS.1 Failure with preservation of secure state v

FPT_ITC.I Inter-TSF confientiality during transmission

FPT_ITT.I Basic internal TSF data transfer protection 4

FPT_TDC.I Inter-TSF TSF data consistency v

FPT_TEE.I Testing of another instance of TOE v v

FTA_SSL.3 TSF-initiated termination v

FTP_TRP.I Trusted path v v

EXT_VDS_VMM.I ESXi virtual machine domain separation

Note: S=Selection; A=Assignment; R=Refinement;drdtion
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6.2.1 Class FAU: Security Audit

EXT_FAU_ARP.1 System event automatic response.
Hierarchical to: No other components.

EXT_FAU_ARP.1.1
The vCenter Server shall notify the appropriate Té3Ers upon detection of a potential system
malfunction or a potential system performance disfian on the ESXi host and its virtual
machines.

Dependencies.  None

FAU_GEN.1  Audit data generation
Hierarchical to: No other components.

FAU_GEN.1.1
The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for theapt specifiefllevel of audit; and
c) [The events specified in the “Audit Event” columiTable 11].

FAU_GEN.1.2
The TSF shall record within each audit record astehe following information:
a) Date and time of the event, type of event, subigentity (if applicable), and the outcome
(success or failure) of the event; and
b) For each audit event type, based on the auditabémtedefinitions of the functional
components included in the PP/SThe information specified in the “Additional Colked
Information” column of Table 11

Dependencies:. FPT_STM.1 Reliabletime stamps

Table I | = Auditable Events on the ESXi

Audit Event Additional Collected
Information

Startup and shutdown of the Auditing functions <none>

All management operations performed on virtual|virtual machine
machines®

All changes to the configuration of alarms or scheduled | The alarm or scheduled task
task

All use of the identification and authentication mechanisms | The user identity if provided

3" This audit event refers to management actionstaean ESXi or a vCenter Server administratorth@&
ESXi or the vCenter Server management interfacedoés not refer to the VM guest-OS administrator
events which occur within the guest-OS.
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FAU_SAR.1  Audit review
Hierarchical to: No other components.

FAU_SAR.1.1
The TSF shall provideapithorized vCenter Server administrators, systemiaidtrators, and VM
administrator$ with the capability to reada]l audit events in which the authorized adminigira
has permission to reddrom the audit records.

FAU_SAR.1.2

The TSF shall provide the audit records in a mamnétable for the user to interpret the
information.

Dependencies. FAU_GEN.1 Audit data generation

EXT_FAU_STG.1 External audit trail storage.
Hierarchical to: No other components.

EXT_FAU_STG.1.1
The TSF shall be able to backup and restore the EgXiles to a separate part of the TOE.

Dependencies. FAU_GEN.1
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6.2.2 Class FCS: Cryptographic Support

FCS COP.1 Cryptographic Operation.
Hierarchical to: No other components.

FCS COP.1.1
The TSF shall performtlie cryptographic operations listed in the Cryptaghic Operations
column of Table J2in accordance with a specified cryptographic &thm [the cryptographic
algorithms listed in the Cryptographic Algorithmlgmn of Table 13 and cryptographic key
sizes fhe cryptographic key sizes listed in the Key Siis) column of Table ]2hat meet the
following: [the list of standards in the Standards (Certificjeolumn of Table 12

Dependencies.  None

Table 12 — Cryptographic Operations

Cryptographic Cryptographic Key Sizes Standards (Certificate #)
Operations Algorithm (bits)

Symmetric  encryption | Triple-DES38 (2-Key) CBC3° | 128 CAVP (see Table |19 for Cert #s)
and decryption AES# (128, 256) CBC 128, 256 CAVP (see Table 19 for Cert #s)
Message Digest SHA N/A# CAVP (see Table 19 for Cert #s)
Message Authentication | HMAC%-SHA 128, 160 CAVP (see Table 19 for Cert #s)
Digital signatures RSASSA4 PKCS#4#1 vI_5 2048, 3072, 4096 | CAVP (see Table 19 for Cert #s)

3 DES - Data Encryption Standard

39 CBC - Cipher Block Chaining

“0 AES — Advanced Encryption Standard

*LN/A — Not Applicable

*2HMAC — Hash-based Message Authentication Code
3 RSASSA — RSA Signature Scheme with Appendix
“ PKCS - Public Key Cryptography Standard
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6.2.3 Class FDP: User Data Protection

FDP_ACC.2 Complete access contr ol
Hierarchical to: FDP_ACC.1 Subset access control

FDP_ACC.2.1
The TSF shall enforce the$phere Access Control SFéh [
a. Subjects: ESXi users, vCenter Server users
b. Objects: the objects/resources defined in Tablédldw
and all operations among subjects and objects edvsy the SFP.

FDP_ACC.2.2
The TSF shall ensure that all operations betwegrsahject controlled by the TSF and any object
controlled by the TSF are covered by an accessadsiEP.

Dependencies. FDP_ACF.1 Security attribute based access contr ol

Table 13 — ESXi and vCenter Server Privileges

Object All Operations [VCenter or ESXi
Alarms Acknowledge, Create, Disable, Modify, Remove, Set Status |vCenter
Datacenter Create, Query IP Pool Configuration, Move, Remove, | vCenter

Rename
Datastore Allocate space, Browse, Configure, Low-level file vCenter and ESXi

operations, Move (vCenter-only), Remove, Remove file,
Rename, Update virtual machine files

Datastore Cluster Configure vCenter and ESXi

Distributed Virtual Port| Create, Delete, Modify, Policy operation, Scope operation | vCenter and ESXi
Group

ESX Agent Configure, Modify, View vCenter
Extension Register, Unregister, Update vCenter
Folder Create, Delete, Move Rename vCenter
Global Act as vCenter Server (vCenter only), Cancel task, vCenter and ESXi

Capacity planning (vCenter only), Run diagnostics (vCenter
only), Disable methods (vCenter only), Enable methods
(vCenter only), Manage global tag, View health (vCenter
only), Manage licenses, Log event, Manage custom attributes
(vCenter only), Manage proxy (vCenter only), Schedule
script action (vCenter only), Manage services, Manage
vCenter configuration (vCenter only), Manage system tag
(vCenter only)

Host CIM* CIM interaction vCenter and ESXi

45 CIM = Common Information Model
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Object

Host Configuration

All Operations

Set advanced host settings, Configure Active Directory
authentication, Change date and time, Change PCI passthru
settings, Change lockdown settings, Change SNMP settings,
Change host connection status (vCenter only), Update host
firmware, Configure host CPU hyperthreading, Set
maintenance mode, Configure host memory, Configure
host networking, Configure host power, Query host
patches, Configure security profile and firewall/services,
Configure  storage  partitions,  Configure  system
management, Configure system resources, Configure VM
autostart parameters

| vCenter or ESXi
vCenter and ESXi

Host Inventory

Add host to cluster, Add standalone host, Create cluster,
Modify cluster, Move cluster or standalone host, Move host,
Remove cluster, Remove host, Rename cluster

vCenter only

Host Local Operations

Add to vCenter, Create VM, Delete VM, Manage user
groups, Reconfigure VM, Change snapshot layout

ESXi only

Host vSphere Manage vSphere replication vCenter and ESXi
Replication

Host Profile Clear, Create, Delete, Edit, Export, View vCenter and ESXi
Network Assign, Configure, Move, Remove vCenter and ESXi
Performance Modify intervals vCenter only
Permissions Modify, Modify role, Reassign role permissions vCenter and ESXi

Profile-driven Storage

Update, View

vCenter only

Resource

Apply recommendation (vCenter only), Assign vApp to
resource pool, Assign VM to resource pool, Create
resource pool, Migrate VM (vCenter only), Modify resource
pool, Move resource pool, Relocate VM (vCenter only),
Remove resource pool, Rename resource pool

vCenter and ESXi

Scheduled Task

Create, Modify, Remove, Run

vCenter only

Sessions

Impersonate user, Set login message, Validate session, View
session, Stop session

vCenter only

Storage Views

Configure, View

vCenter only

Tasks

Create, Update

vCenter only

vAbp

Add VM, Assign resource pool, Assign, Clone, Create,
Delete, Export, Import, Move, Power off, Power on,
Rename,  Suspend, Unregister, Configure, Manage by
extension, Modify, View OVF environment

vCenter only
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Object
VM Configuration

All Operations

Add existing disk, Add new disk, Add/remove device,
Modify advanced configuration, Change CPU count, Change
resource  configuration, Configure management by
extension, Configure disk change tracking, Configure disk
leases, Configure remote console options, Extend disk,
Attach USB device, Change memory, Modify device settings,
Query fault tolerance capability (vCenter only), Query
unowned files, Add/remove raw disk mapping/SCSI
passthru, Reload configuration from path (vCenter only),
Remove disk, Rename VM, Reset guest information, Set
annotation, Change general settings, Configure swapfile,
Decrypt VM, Upgrade VM hardware

| vCenter or ESXi
vCenter and ESXi

VM Guest Operations

Modify guest operations, Execute guest program, Query
guest OS

vCenter and ESXi

VM Interaction

Acquire guest control ticket, Resolve VM issues, Backup
VM, Configure removable storage device, Configure floppy
device, Interact with console, Create screenshot,
Defragment disks, Change device connection state, Disable
fault tolerance (vCenter only), Enable fault tolerance
(vCenter only), Power off, Power on, Record session,
Replay session, Reset, Suspend, Test failover (vCenter
only), Test restart secondary VM (vCenter only), Turn off
fault tolerance (vCenter only), Turn on fault tolerance
(vCenter only), Install VMware tools

vCenter and ESXi

VM Inventory

Create from existing, Create new, Move (vCenter only),
Register, Remove, Unregister

vCenter and ESXi

VM Provisioning

Allow disk access, Allow read-only disk access, Allow VM
download, Allow VM upload, Clone template (vCenter
only), Clone VM (vCenter only), Create template from VM
(vCenter only), Customize VM guest OS (vCenter only),
Deploy template (vCenter only), Mark existing VM as
template (vCenter only), Mark existing template as VM
(vCenter only), Modify customization specifications
(vCenter only), Promote VM disks (vCenter only), Read
customization specification (vCenter only)

vCenter and ESXi

VM State

Create snapshot, Remove snapshot, Rename snapshot,
Revert to snapshot

vCenter and ESXi

VM vSphere Replication

Configure, Manage, Monitor

vCenter and ESXi

vServices

Create dependency, Destroy dependency,
dependency, Update dependency

Reconfigure

vCenter and ESXi

vSphere Distributed
Switch

Create, Delete, Change host members, Modify, Move
(vCenter only), Change network I/O settings, Change
policy, Change port setting, Change VSPAN setting

vCenter and ESXi

VRM Policy

Query, Update
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FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components

FDP_ACF.1.1
The TSF shall enforce the$phere Access Control SRB objects based on the following: [
a. Subjects: ESXi users, vCenter Server users
b. Objects: the objects/resources defined in Tablatid®ve
c. Attributes: the attribute groups correspondingtte objects listed in Table 13 abdve

FDP_ACF.1.2
The TSF shall enforce the following rules to deti@arif an operation among controlled subjects
and controlled objects is allowed:A [subject is granted access to perform an operatioran
object if and only if the user has been authoriwedo so, based on the privileges associated with
the role to which the user is assigned, either iekfyl through administrator assignment or
implicitly through role inheritance by group memsieip]

FDP_ACF.1.3
The TSF shall explicitly authorize access of sulsj¢e objects based on the following additional
rules: When operating in ESXi Lockdown mode, only the sgrxaccount may perform actions
on an ESXi host on behalf of a vCenter user. Iditah, only users with the “DCUI Access”
permission may directly access the ESXi host \daDGUI]

FDP_ACF.14
The TSF shall explicitly deny access of subjectshij@cts based on the following additional rules:
[When operating in ESXi Lockdown mode, all usersrdtian the vpxuser account and users with
the “DCUI Access” permission are denied accessiteally manage ESXi hos}s.

Dependencies:. FDP_ACC.1 Subset access control
FMT_MSA.3 (b) Static attribute initialization (vSphere Access Control)

FDP_IFC.2 Complete infor mation flow control
Hierarchical to: FDP_IFC.1 Subset infor mation flow control

FDP_IFC.21
The TSF shall enforce the$phere Information Flow Control SFen |
a) Subjects: physical network interfaces, VM virtuatwork interfaces, and external ESXi users
b) Information: network data packéts
and all operations that cause that informationlda fto and from subjects covered by the
SFP.

FDP_IFC.2.2
The TSF shall ensure that all operations that cangdénformation in the TOE to flow to and from
any subject in the TOE are covered by an infornmafliaw control SFP.

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFF.1 Simple security attributes
Hierarchical to: No other components.

FDP_IFF.1.1
The TSF shall enforce the$phere Information Flow Control SFBased on the following types
of subject and information security attributes: [
a) Subjects: physical network interfaces, VM virtuatwork interfaces, and external ESXi users
b) Subject security attributes: interface identifiek/LAN identifier (if applicable), IP
address/subnet mask
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c) Information: network data packets
d) Information security attributes: source identifiedestination identifier, protocol type, port
number, system traffic identifigrs

FDP_IFF.1.2
The TSF shall permit an information flow betweecoatrolled subject and controlled information
via a controlled operation if the following rulesldi: [

a. if the data packet originates from a recognized anthorized physical network interface
or VM virtual network interface as identified byethinterface identifier or VLAN
identifier (if applicable) which are indicated bkt source identifier as defined in this
SFP, and is addressed to a recognized and authibdestination which is indicated by
the destination identifier as defined in this SRRen allow the information flow,
otherwise deny the information flow

b. if the data packet destined for a service runnimgam ESXi host meets the conditions
specified by the firewall ruleset (the source idf@ntis the IP address/subnet mask or
port number of an allowed host/service), then altbe information flow, otherwise deny
the information floy

FDP_IFF.1.3
The TSF shall enforcenp additional information flow control SFP rules].

FDP_IFF.14
The TSF shall explicitly authorise an informatidowi based onrfo additional information flow
control SFP rules]

FDP_IFF.15
The TSF shall explicitly deny an information flovased on tfio additional information flow

control SFP rules]

Dependencies: FDP_IFC.1 Subset infor mation flow contr ol
FMT_MSA.3 (a) Static attributeinitialisation (Virtual and Distributed Switch
Information Flow Control)

FDP_RIP.1 Subset residual information protection
FDP_RIP.1.1

The TSF shall ensure that any previous informationtent of a/M DK file is made unavailable
upon [deallocation of the resource from] the folioavobjects: ESXi datastords

Dependencies: No dependencies
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6.2.4 Class FIA: Identification and Authentication

FIA_SOS.1 Specification of secrets
Hierarchical to: No other components

FIA_SOS.1.1
The TSF shall provide a mechanism to verify thatets meet [
a. ESXiusers
1. Passwords must be at least eight characters lotigeiy are composed of one or
two character classes.
2. Passwords must be at least seven characters lothgyf are composed of three
of the four character classes.
3. Passwords must be at least six characters lonhef tare composed of four of
the character classes.
b. vCenter SSO users
Passwords must be between eight and thirty-twoattars.
Passwords must contain at least six alphabetic attars.
Passwords must contain one uppercase character.
Passwords must contain one lowercase character.
Passwords must contain one numeric digit.
Passwords must contain at least one special charact
Passwords must not contain adjacent charactersahaidentical.
Passwords must only use visible ASCII charadters.

ONoUA~LONE

Dependencies. No dependencies

Application Note: The four character classes are defined as: Uppetetters, lowercase letters,
numeric characters, and special characters.

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication

FIA_UAU.2.1
The TSF shall require eadBSXi and vCenter user to be successfully authenticated before
allowing any other TSF-mediated actions on behithat user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification

FIA_UID.2.1
The TSF shall require eadBSXi and vCenter user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that.us

Dependencies: No dependencies

EXT_FIA_VC LOGIN.1 vCenter single sign-on user login request
Hierarchical to: No other components.

EXT_FIA_VC_LOGIN.1.1
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The vCenter Server shall request identification amthentication from vCenter SSO for a vCenter
Server user, and receive notification of succeser o granting any other TSF-mediated actions
on behalf of the user.

Dependencies: No dependencies
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6.2.5 Class FMT: Security Management

FMT_MSA.1 (a) Management of security attributes (Virtual and Distributed Switch Information
Flow Control)
Hierarchical to: No other components.

FMT_MSA.1.1(a)
The TSF shall enforce the&/iftual and Distributed Switch Information Flow Ciool SFH to
restrict the ability to 4dd, modify, deletethe security attributesdgfined in Table 14 beldwo
[System Administratofs

Dependencies:. FDP_IFC.1 Subset infor mation flow control
FMT_SMF.1 Specification of management functions
FMT_SMR.1 (b) Security roles (ESXi)

FMT_MSA.1(b) Management of security attributes (vSphere Access Control)
Hierarchical to: No other components.

FMT_MSA.1.1 (b)
The TSF shall enforce the$phere Access Control SH® restrict the ability toddd, remove
the security attributepgrmissiongto [System Administrators, vCenter SSO Administratord,
vCenter Server Administratdrs

Dependencies. FDP_ACC.1 Subset access control
FMT_SMF.1 Specification of management functions
FMT_SMR.1 (a) Security roles (vCenter Server)
FMT_SMR.1 (b) Security roles (ESXi)

FMT_MSA.3 (a) Static attribute initialization (Virtual and Distributed Switch Information Flow
Controal)
Hierarchical to: No other components.

FMT_MSA.3.1(a)
The TSF shall enforce the$phere Information Flow Control Policyo providedefault values
meeting the characteristics in Table 14 below for security attributes that are used to enfohee t
SFP.

FMT_MSA.3.2 (a)
The TSF shall allow theSystem Administratofdo specify alternative initial values to override
the default values when\irtual Switch is created on the ESXi or when a firewall rule is
created.

Dependenciess. FMT_MSA.1 (a) Management of security attributes (Virtual and Distributed Switch

Infor mation Flow Control)
FMT_SMR.1 (b) Security roles (ESXi)

Table 14 — vSphere Information Flow Control Security Attribute Value Properties

Attribute Property

Interface identifier | Restrictive

VLAN identifier Restrictive
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Attribute Property

Firewall ruleset Permissive

FMT_MSA.3 (b) Static attribute initialization (vSphere Access Control)
Hierarchical to: No other components.

FMT_MSA.3.1 (b)
The TSF shall enforce the$phere Access Control SRB provide festrictivd default values for
security attributes that are used to enforce tHe. SF

FMT_MSA.3.2 (b)
The TSF shall allow theSystem Administrators, vCenter SSO Administratarg] vCenter
Administrator$ to specify alternative initial values to overritiee default values when an object
or information is created.

Dependenciess. FMT_MSA.1 (b) Management of security attributes (vSphere Access Control)
FMT_SMR.1 (a) Security roles (vCenter Server)
FMT_SMR.1 (b) Security roles (ESXi)

FMT_MTD.1 Management of TSF data

Hierarchical to: No other components.

FMT_MTD.1.1
The TSF shall restrict the ability tthp operations as defined in column ‘Operation’ Tdible 15
the [TSF data as defined in column ‘TSF Data’ of TalBgtd [the authorized identified roles as
defined in column ‘Authorized Role’ of Tablgd.15

Table |5 — Management of TSF Data

Operation TSF Data Authorized Role

vCenter Server

Change Own password vCenter SSO Users

Change Passwords vCenter SSO Administrator
Add, modify, remove Users vCenter Server Administrator
Add, modify, remove Groups vCenter Server Administrator
Add, modify, remove SSO Users vCenter SSO Administrator
Add, modify, remove SSO Groups vCenter SSO Administrator

Add, modify, remove

vCenter Server user role

vCenter Server Administrator

Create Virtual machine definition

vCenter Server Administrator

Edit VM configuration files

vCenter Server Administrator

View, Edit Settings

Inventory data for virtual machines

vCenter Server Administrator

Select Folders vCenter Server Administrator
View Datacenters vCenter Server Administrator
Select Hosts vCenter Server Administrator
Select Clusters vCenter Server Administrator
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Operation TSF Data Authorized Role

Select Resource pools vCenter Server Administrator
Configure Networks vCenter Server Administrator
Select Datastores vCenter Server Administrator
Adding, deleting,  or|Permissions associated with a user or|vCenter Server Administrator
modifying group

Convert Templates vCenter Server Administrator
View, Filter Audit events, audit logs vCenter Server Administrator
Set Alarms vCenter Server Administrator
Create Scheduled tasks vCenter Server Administrator
Create Templates vCenter Server Administrator
Modify Timeout value vCenter Server Administrator
ESXi

Add, modify, delete

User identity

System Administrator

Add, modify, delete

User group

System Administrator

Add, modify, delete

ESXi User Role

System Administrator

Create, modify, delete, |Virtual machine definition System  Administrator or VM
Power Up Administrator

Edit Virtual machine configuration files System  Administrator or VM
Administrator

Edit ESXi configuration files System  Administrator or VM
Administrator

View, Sort ESXi audit logs System  Administrator or VM
Administrator

Modify Read, write, and execute permissions on|System  Administrator or VM
objects Administrator

View Virtual machine inventory System  Administrator or VM

Administrator

Add, modify, delete

Object group

VM Administrator: may change the
group of the file to any group the
owner is a member of

System Administrator: may change
the group arbitrarily

Add, modify, delete

User identity of object owner

System Administrator

Change Passwords System Administrator
Change Own password All Users
Power Up VM System  Administrator or VM

Administrator
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Operation TSF Data Authorized Role

Modify Timeout value System  administrator  or VM
administrator

Dependencies. FMT_SMF.1 Specification of management functions
FMT_SMR.1 (a) Security roles (vCenter Server)
FMT_SMR.1 (b) Security roles (ESXi)

FMT_SMF.1  Specification of Management Functions

Hierarchical to: No other components.

FMT_SMF.1.1
The TSF shall be capable of performing the follayvmanagement functionghp management of
TSF data as stated in FMT_MTD.1, management of rggcattributes (FMT_MSA.1),
management of audit data (FAU_GEN.1), managementcryptography (FCS_COP.1),
management of identities and authentication (FIAUJA FIA_UID.1, EXT_FIA VC_LOGIN.1),
management of information flow policies (FDP_IFFEDP_IFC.1), and management of access
control policies (FDP_ACC.2, FDP_ACH.1

Dependencies. No dependencies

FMT_SMR.1 (a) Security roles (vCenter Server)
Hierarchical to: No other components.

FMT_SMR.1.1 (a)
The TSF shall maintain the roldéer the vCenter Server users [vCenter SSO Administrator,
vCenter Server Administrator and Administrator dedl role$.

FMT_SMR.1.2 (a)
The TSF shall be able to associtdte vCenter Server users withthe above mentioned roles.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1(b) Security roles (ESXi)
Hierarchical to: No other components.

FMT_SMR.1.1 (b)
The TSF shall maintain the roléar the ESXi users [VM Administrator, System Administrator,
and Userg

FMT_SMR.1.2 (b)
The TSF shall be able to associtdie ESXi users witlthe above mentioned roles.

Dependencies: FIA_UID.1 Timing of identification
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6.2.6 Class FPT: Protection of the TSF

FPT_FLS.1 Failurewith preservation of secure state
Hierarchical to: No other components.

FPT_FLS1.1
The TSF shall preserve a secure state when thlenioldy types of failures occurdpwned link

Dependencies. No dependencies.

FPT_ITC.1 Inter-TSF confidentiality during transmission
Hierarchical to: No other components.

FPT_ITC.11
The TSF shall protect all TSF data transmitted ftbe TSF to another trusted IT product from
unauthorised disclosure during transmission.

Dependencies: No dependencies

FPT_ITT.2 Basic internal TSF data transfer protection
Hierarchical to: No other components.

FPT_ITT.1.1
The TSF shall protect TSF data fromtigclosure, modificatignwhen it is transmitted between
separate parts of the TOE.

Dependencies: No dependencies

FPT_TDC.1 Inter-TSF basic TSF data consistency
Hierarchical to: No other components.

FPT_TDC.1.1
The TSF shall provide the capability to consistemtiterpret persistent state files and Virtual
Machine Disk filepwhen shared between the TSF and another trutpdoduct.

FPT_TDC.1.2
The TSF shall usesemantics of the virtualized resourt@ghen interpreting the TSF data from
another trusted IT product.

Dependencies: No dependencies

FPT_TEE.1 Testing of external entities
Hierarchical to: No other components.

FPT _TEE.1.1
The TSF shall run a suite of teska/ifien vMotion is used for migration]] to check the fulfillment
of [Datastore, Network, and CPU comaptibility

FPT_TEE.1.2
If the test fails, the TSF shafpfohibit the migration of a virtual machihe

Dependencies: No dependencies
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6.2.7 Class FRU: Resource Utilisation

FRU FLT.1 Degraded fault tolerance
Hierarchical to: No other components.

FRU_FLT.1.1

The TSF shall ensure the operation @Mirtual Distributed Switchwhen the following failures
occur: [ink failure].

Dependencies:. FPT_FLS.1 Failurewith preservation of secure state

FRU_PRS.1 Limited priority of service
Hierarchical to: No other components.

FRU_PRS.1.1
The TSF shall assign a priority to each subjethénTSF.

FRU_PRS.1.2
The TSF shall ensure that each accessgbnork packeisshall be mediated on the basis of the
subject’s assigned priority.

Dependencies. No dependencies
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6.2.8 Class FTA: TOE Access

FTA _SSL.3 TSF-initiated termination

Hierarchical to: No other components.

FTA_SSL.3.1
The FSE Web Client, DCUI and ESXi Shell shall terminate an interactive session after a
[authorized administrator specified time period eéuinactivity.

Dependencies. No dependencies
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6.2.9 Trusted Path/Channel

FTP_TRP.1 Trusted path

Hierarchical to: No other components.

FTA_TRP.1.1
The TSF shall provide a communication path betwitssif and [remotelusers that is logically
distinct from other communication paths and prosidssured identification of its end points and
protection of the communicated data from [modifimat disclosure no other confidentiality

violationg.

FTP_TRP.1.2
The TSF shall permit [remote uskts initiate communication via the trusted path.

FTP_TRP.1.3
The TSF shall require the use of the trusted patlitfitial user authenticatiorand all other TSF
management functions performed via the SSH Interdad Web Client.

Dependencies: No dependencies
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6.2.10 Class EXT_VDS: Virtual Machine Domain Separation

EXT_VDS VMM.1 ESXi virtual machine domain separation
Hierarchical to: No other components.

EXT_VDS VMM.1.1
The TSF shall maintain a security domain for theceion of each virtual machine that protects
the virtual machine from interference and tampehpgintrusted subjects or subjects from outside
the scope of the VM.

EXT_VDS VMM.1.2
The TSF shall enforce separation between the sgdomains of VMs that the TOE controls.

Dependencies: No dependencies
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6.3 Security Assurance Requirements

This section defines the assurance requirementthéil OE. Assurance requirements are taken from the

CC Part 3 and are EAL2, augmented with ALC_FLR.@bl€ 16 — Assurance Requirements summarizes
the requirements.

Table 16 — Assurance Requirements

Assurance Requirements

Class ALC : Life Cycle Support ALC_CMC.2 Use of a CM system
ALC_CMS.2 Parts of the TOE CM coverage
ALC_DEL.| Delivery Procedures

ALC_FLR.3 Systematic flaw remediation

Class ADV: Development ADV_ARC.| Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.2 Basic design
Class AGD: Guidance documents AGD_OPE.| Operational user guidance

AGD_PRE.| Preparative procedures
Class ATE: Tests ATE_COV.I Evidence of coverage

ATE_FUN.I Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis
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7 TOE Summary Specification

This section presents information to detail how T@E meets the functional requirements described in
previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assacidéscriptions correspond to the security functions
Hence, each function is described by how it spedliff satisfies each of its related requirementsis T
serves to both describe the security functions eatbnalize that the security functions satisfy the

necessary requirements.

Table 17 — Mapping of TOE Security Functions to Security Functional Requirements

TOE Security Functionality

Description

Security Audit FAU_GEN.I Audit data generation
EXT_FAU_STG.I External audit trail storage
FAU_SAR.| Audit review
Alarm Generation EXT_FAU_ARP.I System event automatic response
Cryptographic Support FCS_CORP.I Cryptographic operation
User Data Protection FDP_ACC.2 Complete access control
FDP_ACF.1 Security attribute-based access
control
FDP_IFC.2 Complete information flow
control
FDP_IFF.1 Simple security attributes
FDP_RIP.1 Subset residual information
protection
Identification and Authentication FIA_SOS.I Specification of secrets
FIA_UAU.2 User authentication before any
action
FIA_UID.2 User identification before any
action
EXT_FIA_VC_LOGIN.I vCenter single sign-on user login
request
Security Management FMT_MSA.1(a) Management of security attributes
(vSphere Information Flow
Control)
FMT_MSA.1(b) Management of security attributes
(vSphere Access Control)
FMT_MSA.3(a) Static attribute initialization
(vSphere Information Flow
Control)
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TOE Security Functionality

Description

FMT_MSA.3(b) Static  attribute initialization
(vSphere Access Control)
FMT_MTD.I Management of TSF data
FMT_SMF.1 Specification  of = management
functions
FMT_SMR.I(a) Security roles (vCenter Server)
FMT_SMR.I(b) Security roles (ESXi)
Protection of TOE Security FPT_FLS.I Failure with preservation of
Functions secure state
FPT_ITC.I Inter-TSF  confientiality = during
transmission
FPT_ITT.I Basic internal TSF data transfer
protection
FPT_TDC.I Inter-TSF TSF data consistency
FPT_TEE.I Testing of another instance of
TOE
Resource Utilization FRU_FLT.I Degraded fault tolerance
FRU_PRS.1 Limited priority of service
Virtual Machine Domain Separation | EXT_VDS_VMM.I ESXi virtual machine domain
separation
TOE Access FTA _SSL.3 TSF-initiated termination
Trusted Path/Channel FTP_TRP.I Trusted path

7.1.1 Security Audit

The auditing security function of the TOE is praidby both the ESXi and vCenter Server. Audit data

collected by the ESXi host are stored in a fl&.filAudit data collected by the vCenter Serverstweed as

events separately on the vCenter Server Datab&smtralized storage of audit data for multiple ESXi

hosts is provided by the vCenter Syslog Collectbhe TOE audit records contain the following

information:

Table 18 — Audit Record Contents

Field Content

Timestamp Date and time of the event
Class Type of event
Source Subject identity

Event State

Outcome

Each audit record generated includes the dateiamaddf the event, type of event, subject identityd the

outcome (success or failure) of the event, anduairtmachine, scheduled task, or alarm identity if

applicable. For invalid identification attemptsetidentity of the user name supplied is also aedr
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The vCenter Server audit records are stored ast®vand are managed by the vCenter Server Security
Management Functionality. They are stored sepdrate ESXi audit records on the vCenter Server
Database. The vCenter Server provides the capatulireview its audit records by reviewing the eve
logs stored on the vCenter Server Database. Hovgatare associated with objects, and access tevibrt

logs is determined by access to the object assakiaith the event log. Administrators who can asce
particular VM or VM Group can access the event lfmgsthat organizational grouping. Audit events ar
viewed through the vSphere Client under the evabtfor each organizational object. Likewise, audit
events can be viewed through the vSphere Web Client

The ESXi audit records are stored in flat fileghe underlying filesystem and are accessible \@alXhiect

Console User Interface, and also through the v&pbidient. ESXi provides the capability to revietw i
audit records which are stored in /var/tag/ Review of the the audit records on the ESXit msestricted
to the ESXi System Administrator.

The vSphere Syslog Collector is a software toot thaised to backup and restore ESXi logs and geovi
separate centralized log storage for one or mobd BESsts.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_SAR.1, EXT_FAU_STG.1

7.1.2 Alarm generation

Alarms are notifications that occur in responsesetected events, conditions, and states that oeithr
objects managed by the vCenter Server. The vC&aerer is configured with a set of predefined rakr
that monitor clusters, hosts, datacenters, datstaetworks, and virtual machines. Each predefadarm
monitors a specific object and applies to all otgesf that type. For example, by default, the HoOBtU
Usage alarm is set automatically on each ESXi lo#te inventory and triggers automatically whely an
host’'s CPU usage reaches the defined CPU value.

Alarms are composed of two parts, a trigger andcion;

1. Trigger — A set of conditions that must be met dor alarm warning and alert to occur. Most
triggers consist of a condition value and a lergjttime that value is true. For example, the pre-
defined virtual machine memory alarm triggers anireg when memory usage is over 75% for
one hour and 90% for five minutes. VMware usestolo denote alarm severity:

= Normal — Green
=  Warning — Yellow
= Alert-Red

The vCenter Server System Administrator can setreao trigger when the state changes from
green to yellow, yellow to red, red to yellow, ayellow to green. Triggers are defined for the
default VMware alarms. The vCenter Server Admiatstr can change the trigger conditions
(thresholds, warning values, and alert valuesjHerdefault alarms.

2. Action — The operation that occurs in responsééottigger. For example, an email notification
can be sent to one or more administrators wheraamas triggered. The default vCenter Server
alarms are not preconfigured with actions. Thent€&eServer Administrator must manually set
what action occurs when the triggering event, cimlj or state occurs.

If the predefined vCenter Server alarms do not aettor the condition, state, or the event thatdsee be
monitored, the TOE users can define custom alanmaslify or disable the pre-defined alarms. The TOE
users also have the option of removing the preddfalarms that are not needed. The TOE usersase t
vSphere Client and vSphere Web Client to creatalifyjcand remove alarms.
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TOE Security Functional Requirements Satisfied: EXT_FAU_ARP.1

7.1.3 Cryptographic Support

The TOE protects the confidentiality and integifyall data as it passes between the remote comp®one
of the TOE, or from the TOE to another trusted fdduct. The TOE achieves this by using TLS and SSH
which perform the encryption and the decryptiondata that is being passed.

The TOE implements CAVP-validated cryptographicoalipms to handle all cryptographic functions for
the encryption and the decryption of data. Spealiff, the TOE includes cryptographic providersttha
implement the functionality outlined in Table 19:

Table 19 — vSphere Cryptographic Providers

Cryptographic Provider Algorithms Certificate No.
VMware ESXi Services | AES-CBC Protecting TSF data | AES: #3467
Cryptographic Engine TDES-CBC communications; TDES: #1956
DSA Verification of VUM updates DSA: #980
RSA PKCSI vI_5 RSA; #1778
SHA SHA; #2862
ANSI X9.31 RNG: #1386
HMAC HMAC: #2212
VMware ESXi Core | AES-CBC Protecting TSF data | AES: #3466
Cryptographic Engine TDES-CBC communications; TDES: #1955
DSA DSA: #979
RSA PKCSI vI_5 RSA; #1777
SHA SHA: #2861
ANSI X9.31 RNG: #1385
HMAC HMAC: #2211
VMware vCenter Server Java|AES-CBC Protecting TSF data | AES; #3454
Cryptographic Library TDES-CBC communications TDES: #1945
DSA RSA: #1769
RSA PKCSI vI_5 SHA: #2850
SHA HMAC: #2200
HMAC
VMware vSphere Client | AES-CBC Protecting TSF data | AES: #3455
Cryptographic Library TDES-CBC communications; TDES: #1946
DSA Verification of VUM updates DSA: #972
RSA PKCSI vI_5 RSA: #1770
SHA SHA: #2851
ANSI X9.31 RNG: #1377
HMAC HMAC: #2201
VMware vSphere vCLI | AES-CBC Protecting TSF data | AES: #3458
Cryptographic Library TDES-CBC communications TDES: #1949
DSA DSA: #975
RSA PKCSI vI_5 RSA: #1773
SHA SHA: #2854
ANSI X9.31 RNG; #1380
HMAC HMAC: #2204
VMware ESXi Core | AES-CBC Protecting TSF data | AES: #3466
Cryptographic Engine TDES-CBC communications TDES: #1955
DSA DSA: #979
RSA PKCSI vI_5 RSA; #1777
SHA SHA: #2861
ANSI X9.31 RNG: #1385
HMAC HMAC: #221 |
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Cryptographic Provider Algorithms Certificate No.
VMware vSphere | AES-CBC Protecting TSF data | AES: #3456
Cryptographic Library TDES-CBC communications TDES: #1947
DSA DSA: #973
RSA PKCSI vI_5 RSA: #1771
SHA SHA: #2852
ANSI X9.31 RNG; #1378
HMAC HMAC: #2202
VMware  vCenter  Server | AES-CBC Protecting TSF data | AES: #3457
Virtual Appliance | TDES-CBC communications TDES: #1948
Cryptographic Engine DSA DSA: #974
RSA PKCSI vI_5 RSA: #1772
SHA SHA: #2853
ANSI X9.31 RNG; #1379
HMAC HMAC: #2203
VMware Java JCE  (Java|AES-CBC Protecting TSF data | AES: #3453
Cryptographic Extension) | TDES-CBC communications TDES: #1944
Engine RSA PKCSI vI_5 RSA: #1768
SHA SHA: #2849
HMAC HMAC: #2199

TOE Security Functional Requirements Satisfied: FCS_COP.1

7.1.4 User Data Protection

The ESXi host enforces the vSphere Information FlBantrol policy. ESXi implements vSwitches,
vNetwork Distributed Switches, VLANs, and a basi&> firewall, all of which are configurable by
authorized administrators. The vSphere Informaktow Control Policy establishes flow control beeme
virtual machine network adapters and the physidapters on an ESXi host. VMs are only permitted to
communicate with those hosts within the same IdgitaAN or subnet, as well as the interface of the
virtual switch associated with the network to whithe virtual adapter belongs. The evaluated
configuration comprises a separate virtual switthched to a dedicated physical adapter on the B84
which is connected to a dedicated management nietisolated from all other VM traffic. This isolath
ensures that users with access to the VMs cantetféne with the operation of the ESXi host by gain
access to its management services. Additiondlly ntanagement interface may be further restricsatgu
the ESXi Firewall, which defines the services e to hosts on the management network.

In addition, ESXi and vCenter Server both impleméetvSphere Access Control SFP by enforcing access
control permissions, which define the privilegearded for vCenter SSO users and ESXi users acgessin
hosts and VM objects.

7.1.4.1 Virtual Switch

A virtual switch (vSwitch) works like a physical i&rnet switch. It detects which virtual machines a
logically connected to each of its virtual portddarses that information to forward traffic to therrect
virtual machines on the same host machine. Wherotwnore virtual machines are connected to theesam
vSwitch, network traffic between them is routeddlhe If an uplink adapter is attached to the vishj
then each virtual machine can access the exteetabnk that is connected to the adapter.

Each virtual machine on a single host that is guéd for networking is logically connected to amitsh
by the ESXi. The vSwitch provides functionalityeittical to that of a hardware Ethernet switch,alth
the implementation is solely in software: the seuand destination identifiers of network data p&ske
entering the vSwitch via any of its virtual intesés (which can be connected either to physical ortw
interfaces, virtual machine virtual network intexéa, or other vSwitches) are analyzed and the paske
delivered only to the appropriate virtual interfacghe vSwitch will not deliver packets to unintedd
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virtual interfaces. Administrators can also coafiggVLANS on a vSwitch. A vSwitch VLAN will creata
virtual network within the vSwitch that allows spféed virtual interfaces to communicate only witther
specified virtual interfaces on the same logicalaticast domain — broadcast traffic addressed fooor
interfaces that are not part of the VLAN will nat Helivered by the vSwitch.

7.1.4.2 Distributed Virtual Switch

A vNetwork Distributed Switch functions similarlp ta vSwitch. Each ESXi host can implement one or
more switches and they can be any combination afiteBes and vNetwork Distributed Switch. A
vNetwork Distributed Switch allows virtual machin@gross multiple host machines to be logically
connected via the same vNetwork Distributed Swittike a vNetwork Standard Switch, each vNetwork
Distributed Switch is a network hub that virtual chanes can use. A vNetwork Distributed Switch can
forward traffic between virtual machines locatedoas hosts or link to an external network by cotingc

to physical Ethernet adapters, also known as uplddpters. A vNetwork Distributed Switch functicass

a single virtual switch across all associated hoSisis enables an authorized administrator taneéwork
configurations that span across all member hostd, alows virtual machines to maintain consistent
network configuration as they migrate across midthpsts.

Each virtual machine that is configured for netwigkis logically connected to a vNetwork Distribdte
Switch by the ESXi. The vNetwork Distributed Switprovides functionality identical to that of a
hardware Ethernet switch. Although the implemeatats solely in software, the source and destimati
identifiers of network data packets entering theetdbrk Distributed Switch via any of its virtual
interfaces (which can be connected either to physietwork interfaces, virtual machine virtual netw
interfaces, or other vNetwork Distributed Switchasg analyzed and the packet is delivered onljhéo t
appropriate virtual interface. The vNetwork Distried Switch will not deliver packets to unintended
virtual interfaces. Administrators can also coofig VLANs on vNetwork Distributed Switch. A
vNetwork Distributed Switch VLAN will create a viral network within the vNetwork Distributed Switch
that allows specified virtual interfaces to comnuaté only with other specified virtual interfacesraffic
addressed to or from interfaces which are not pathe VLAN will not be delivered by the vNetwork
Distributed Switch. Further segmentation may bevipled using Private VLANS, which create “private”
groups of hosts. Only those hosts within a Privdt&N may see other hosts within the same Private
VLAN.

The vNetwork Distributed Switch also supports ti$pkere Information Flow Control SFP through Access
Control Lists (ACLSs) that filter traffic using paekclassification, based on the following:

» Source and destination MAC address

» Source and destination IP address

*  Port numbers

* Protocol types

» System traffic type (e.g. vMotion, vSphere manageetc.)

7.1.4.3 ESXi Firewall

The ESXi host contributes to the vSphere Informmatidow Control SFP using a basic firewall which
enables an administrator to restrict the servicegssible to a remote user based on customizalelects
comprised of source IP addresses/subnets, andhalésti port numbers for services running on the ESX
host. By default, the firewall permits all traffic services on the ESXi management interface; kienthe
rulesets may be configured by an administratoutthér restrict the network devices which are addvio
communicate with services on the host.

7.1.4.4 ESXi Access Control

The TOE enforces the vSphere Access Control SABers accessing objects (VMs, ESXi host resources),
based on permissions assigned to a user’s rolemigsons grant users the privileges necessargitiomn
specific tasks. Both ESXi and vCenter Server im@et the same set of privileges on objects in the
following categories: Alarms, Datacenter, Datestdatastore Cluster, Distributed Virtual Port Qoo
ESX Agent Manager, Extension, Folder, Global, HG#¥, Host Configuration, Host Inventory, Host
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Local Operations, Host vSphere Replication, Hosffiler Network, Performance, Permissions, Profile-
driven Storage, Resource, Scheduled Task, SessRinsage Views, Tasks, vApp, Virtual Machine
Configuration, Virtual Machine Guest Operationsttital Machine Interaction, Virtual Machine Invengpr
Virtual Machine Provisioning, Virtual Machine Statéirtual Machine vSphere Replication, vServices,
vSphere Distributed Switch, and VRM Policy.

In addition to object permissions, the TOE providemplete access control over ESXi hosts via th&iES
lockdown mode. In this mode, only thpxuseraccount may authenticate and perform operatiorsttly
on the host on behalf of vCenter usersockdown mode forces users to access hosts anslttiddugh the
vCenter Server. When in lockdown mode, users anéed direct access to the ESXi host unless theg ha
been granted the DCUI Access privilege.

7.1.4.5 Secure VMDK Deletion

To prevent sensitive data contained with VMDK fifesm being accessed by users with physical adcess
a disk once the file has been de-associated frenVii, the ESXi host provides a utility which allows
administrators to overwrite the contents of the filith zeroes, making it difficult for the conterits be
reconstructed.

TOE Security Functional Requirements Satisfied: FDP_ACC.2, FDP_ACF.1, FDP_IFC.2, FDP_IFF.1,
FDP_RIP.1

7.1.5 Identification and Authentication

The TOE enforces identification and authenticatiora variety of ways. Users access the ESXi and
vCenter servers through the methods described below

7.1.5.1 ESXi

For each ESXi interface (vSphere Client, DCUI, &®X Shell), administrators are required to identify
and authenticate themselves before any actiodawed to be performed. When a user logs into t8XiE
host, a user name and password are requested laefgss is given. These authentication crederdials
compared with the authentication credentials staredhe ESXi in a shadow file, where the passwerd i
hashed using SHA-1. In addition, ESXi can partitépin an Active Directory (AD) infrastructure aoan
use the credentials provided by AD for authorizatidf the authentication credentials are validcess to
the system is provided, with the privileges appiaiprto the role assigned to that user. If thelentals
are not valid, the user is presented with anothance to provide valid credentials. Failed andessful
user login events are captured in the system logs.

No users on the ESXi host or the vCenter Servéeradhan the vCenter Server administrator, havesscc
to thevpxuser(defined in Section 7.1.6) passwords stored invlbenter Server database. These users are
fully subject to the access control rules. Belaw @ few important characteristics of thgxusempassword.

» Thevpxusempassword is machine-generated.

» Thevpxusempassword is stored in encrypted form. It is neagrosed in plaintext.

* Thevpxusempassword for each ESXi host under the management/@enter Server is unique for
that ESXi host. Even if a ESXi host is removed esdonfigured to use the same vCenter Server,
a new unique password is generated. Passwordseaer reused. Thus, it is a one to many
relationships: a single vCenter Server possesaay (and uniquejpxusempasswords for all the
ESXi hosts it manages.

7.1.5.2 vCenter SSO

vCenter SSO serves as a central repository of idsetity information, which enables multiple vCente
instances and other vSphere components to be atsbeiith a single set of authorized accounts. Whe
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users log in to the vSphere Web Client with a usane and password, their credentials are senteto th
vCenter SSO server. The SSO server validates ttresientials against the back-end identity souyce(s
vCenter SSO is configured to use either a locadltige, OS accounts, or an external repository, asich
AD, as its identity sources. Upon successful \aiah, it returns a security token to the clienhiat
grants access to other systems within the envirohm# the login is valid, the user at the vSphéveb
Client is presented with the vSphere Web Cliengerfiace denoting a successful login. If the login i
invalid, a message is displayed, and the login aimdemains available for the user to retry. Faded
successful user login events are captured in tsiesylogs for the vSphere Web Client.

When a user logs into vCenter Server and vCSA usiag/Sphere Client, they are presented with anlogi
screen, requesting the vCenter Server hostnart address, the user name, and the user passvibed.
user information is passed to vCenter SSO, oraautiderlying operating system, depending on the btfp
account used to authenticate. The user credemtialserified, and, if the login is valid, the ussrthe
vSphere Client is presented with the vSphere Clietetrface denoting a successful login. If the tog
invalid, a message is displayed, and the login aindemains available for the user to retry. Faded
successful user login events are captured in thesylogs for the vSphere Client.

The vCenter SSO Server is installed with a defadininistrator accoungfiministrator@vsphere.lochgl
This accounis only granted permission to configure the SSCapeters using the vSphere Web Client.
By default, local operating system accounts in Alaeministrators group can log into the vSphere Web
Client and vCenter Server. SSO configuration opi@re not displayed, so local operating system
accounts cannot configure vCenter SSO parameters.

In addition, vCenter Server authenticates with E8Kibehalf of vSphere Update Manager, which is a
software service that is used to apply patches wpathtes across ESXi hosts and all supported guest
operating systems. This is achieved usingvilruseraccount. When VUM is installed, it registers with
the vCenter Server. VUM instructs ESXi to scan dompliance against a pre-defined or custom user
created baseline and then installs an ESXi imagehadould consist of single or selected group dtpes.
ESXi will only call the instructed VUM instance,eteby ensuring that only the VUM instance that is
installed with the TOE will be used to transfer afe and patches to the ESXi.

When configured to use local SSO authenticatior &8counts must meet the following password policy
rules:

e the password must have a minimum password lengtigbf characters

» the password must contain at least six alphabbtcacters (from a set of 52, since uppercase and

lowercase characters are differentiated)

» the password must contain one uppercase character

» the password must contain one lowercase character

» the password must contain one numeric digit

» the password must contain at least one speciahctar(from a set of 32)

» the password must not contain adjacent charadtatate identical

» password should only use visible ASCII characters

ESXi account passwords must meet the following weas$ complexity requirements using a mix of
lowercase, uppercase, numbers, and special characte
e passwords containing characters from one or twoacher classes must be at least eight characters

long.

e passwords containing characters from three charatasses must be at least seven characters
long.

» passwords containing characters from all four atteraclasses must be at least six characters
long.

TOE Security Functional Requirements Satisfied: FIA_SOS.1, FIA_UAU.2, FIA_UID.2,
EXT_FIA_VC_LOGIN.1
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7.1.6 Security Management

Security management specifies how the ESXi mansgesral aspects of the TSF including TSF data and
security functions. TSF data includes configuratiata of the TOE, audit data, and system data. aFo
detailed listing of TSF data managed by the TOETsd#e 15 of this ST. The TOE provides authorized
administrators with management consoles as deskiibesection 1.4.1 to easily manage the security
functions and TSF data of the TOE.

ESXi supports two administrator rolesystem administratorand VM administrator The system
administratorrole can be assigned to three different kindssef @ccounts. These are:

1. root — Thesystem administratorole is implemented using theot account of the underlying
POSIX® operating environment. Users log into fieet account and give theoot password in
order to use this role.

2. individual user— It is also possible to assignsgstem administratorole to an individual user
account. For example, an account namejshith can be assigned to a role sfstem
administrator thus making that particular individual user (edphn Smith a System
Administrator on the ESXi host. Assigning tlsgstem administratorole to different user
accounts (rather thaoot account alone) helps in maintaining security tigtotraceability.

3. vpxuser -The vpxuseraccount is used by the vCenter Server when it gesactivities for the
connected ESXi host. Thgxuseraccount is initially created when the vCenter 8emdds the
ESXi host as one of its managed hosts for thetfirss.

It should be noted that the vCenter Server admatist supplies the username and password for ettieer
root account or the user account witlsystem administrataole, when adding the ESXi host for the first
time. When this authentication with the ESXi higssuccessful, a special account callpduseris created

on the ESXi host along with\gpxusermachine generated password known only to the \eC&grver and
the specific ESXi host. This login accoumpXuseraccount) and passwofdpxusemassword) are used for
all subsequent connections between the ESXi hodtth@ vCenter Server. If the ESXi host is later
managed by a different vCenter Server, a new unmiguxeserpassword is generated; passwords for this
account are never reused.

VM administrators are administrators of one or mdékés on the ESXi host. VM administrators can access
the VMs by directly logging into the ESXi host ¢wrdugh the vCenter Server via thgxuseraccount and
password. When logging in through the vCenter Seithe vCenter Server uses thaxuse account and
password to gain access to the ESXi host and pdbegequests on behalf of the VM administrators.

The TOE supports a combination of access contraledailed in Table 13. Users, groups, roles, and
permissions are used to control who is allowed sxte the vSphere managed objects and the specific
actions that are allowed. vCenter Server and B®Xis determine the level of access for the ussgdan

the permissions associated with the roles assigmedid user. The combination of user name, paskwo
and permissions is the mechanism by which vCergeve® and ESXi hosts authenticate a user for access
and authorize the user to perform activities.

The servers and hosts maintain lists of authorigedrs and the permissions assigned to each user.
Privileges define basic individual rights that egquired to perform actions and read propertieSXiE

and vCenter Server use sets of privileges or nmesontrol which users or groups can access péaticu
vSphere objects.

ESXi and vCenter Server provide a set of pre-eistadod roles and allow for roles to be defined by
administrators. The privileges and roles assigmedin ESXi host are separate from the privilegas an
roles assigned on vCenter Server. However, thalgges implemented by ESXi and vCenter Server are

“8 portable Operating System Interface for Unix
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the same. Only the privileges and roles assighedugh the vCenter Server system are available to
administrators managing a host through vCentere8enESXi privileges may be managed by either an
ESXi host or vCenter Server. Refer to Table 13afaletailed listing of operations that are perfatmer
specific data and role.

The vCenter Server supports three categories asrolCenter SSO Administrator, vCenter Server
Administrator and Administrator-defined roles. Th€enter SSO Administrator role is responsible for
managing vCenter SSO users and groups, and byldb&suvCenter Server access. This is implemented
as theadministrator@vsphere.localser in the default SSO repository. The vCented 28 ministrator
role may be associated with local SSO accountsyedlsas local OS accounts or directory accountee T
vCenter Server Administrator is implemented by mersbip in the “Administrators” group of the
underlying Windows OS for vCenter Server. Usess ilo using their username and password, and are
automatically assigned in this role by virtue oéithmembership in the Administrators group. The&s®C
Administrator is implemented by the root accounttbe POSIX operating environment. In addition,
vCenter SSO users and groups (local and directasgd) can also be associated with vCenter Serhes, ro
as assigned by a vCenter Server Administrator. iAhtnator-defined roles enable an authorized v&ent
Server Administrator to custom tailor a set of jpeiges and assign them to a custom role.

Note: A vCenter Server Administrator and vCent8OSAdministrator may be associated with the same
account; however, by default, SSO Administrator e@enter Server roles are separate.

All other users (aside from those configured byaltation defaults) have no permissions on any aibje
and therefore they cannot perform operations omthetil an administrator has assigned them theiredu
privilege.

TOE Security Functional Requirements Satisfied: FMT_MSA.1(a), FMT_MSA.1(b), FMT_MSA.3(a),
FMT_MSA.3(b), FMT_MTD.1, FMT_SMF.1, FMT_SMR.1(a)MA_SMR.1(b)

7.1.7 Protection of the TOE Security Functions

The Protection of the TSF function provides thegnity and management of the mechanisms that pgovid
the TSF. Protection of the TOE from physical tanmgris ensured by its environment. It is the
responsibility of the administrator to assure thlaysical connections made to the TOE remain irdack
unmodified. The TOE protects information as it ransmitted between distributed components and
between the TOE and external entities using FIRBoaed algorithms provided by various cryptographic
engines within the TOE.

Protection of the TSF is implemented in various svay

e The vCenter Server Java Cryptographic Library mtesi secure TLS connections for
communications between a remote web browser andSpbere Web Client.

e The vSphere Cryptographic Library provides TLS supgfor communications between web
browsers and the vCSA, and communications betweer$phere Client and the vCSA.

» The vSphere Client, vCenter Server, vCenter Updiéamager, vSphere Syslog Collector, and
vCenter Inventory Service all make use of the v&pl@lient Cryptographic Library for protected
TLS communications between distributed componeagsyell as protection of syslog data sent
from ESXi (vSphere Syslog Collector), and firmwagignature verification on ESXi updates
(VUM).

e The Java Cryptographic Extension (JCE) Engine pies/iTLS for communications with vCenter
SSO and LDAPS support for remote authenticationeser

* The ESXi Services Cryptographic Engine and ESXieGGryptographic Engine provide secure
TLS communications for communications between v&pl&ient/vCenter Server and ESXi.

* The vSphere vCLI Cryptographic Library providessecTLS communications for commands
sent to vCenter Server or ESXi from the vCLI rimgnon a Windows platform. The Linux-based
VvCLI uses the vSphere Cryptographic Library.
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The TOE preserves a secure state in the evenetfork link failure by using Link Aggregation Coatr
Protocol (LACP), which controls the bundling of seal physical network links together to form a kadi
channel for increased bandwidth and redundancygsep It dynamically negotiates link aggregation
parameters such as hashing algorithms, number lofkep etc., across vSphere Distributed Switch and
physical access layer switches. In case of arly filures or cabling mistakes, LACP automatically
renegotiates parameters across the two switchagkty, providing fault tolerance.

The TOE also provides consistency of migrated VNadend storage using VMware VMotion. VMotion
allows the TOE's VM and storage data to be migratetiveen ESXi hosts without any downtime or
disruptions along with a way to optimize resouro®lp dynamically. Before migration, the ESXi host
checks for compatibility of the target platformethensures consistency of migrated data before use.
VMotion migrations are facilitated through vCenter managed instances of ESXi.

TOE Security Functional Requirements Satisfied: FPT_FLS.1, FPT_ITC.1, FPT_ITT.1, FPT_TDC.1,
FPT_TEE.1

7.1.8 Resource Utilization

The TOE also controls and utilizes network resosingging QoS tagging based on the Class of Service
(CoS) applied on Ethernet/Layer2 packets, and Biffeated Service Code Point (DSCP) applied on
IP/Layer3 packets. This feature assists in resgriiandwidth for high-importance traffic and allowgi
external physical networks to detect the level mpartance for each type of traffic. 802.1p tags ar
inserted into the Ethernet header before it is eahbn the physical network. DSCP tags are iadeirito

the IP header.

The TOE is able to operate in a degraded state wHiek failure occurs via LACP that provides a huzt
to control the bundling of several physical netwérks together to form a logical channel for iresed
bandwidth and redundancy purposes.

TOE Security Functional Requirements Satisfied: FRU_FLT.1, FRU_PRS.1

7.1.9 Virtual Machine Domain Separation

The virtual machine separation security functiontted TOE is provided by the ESXi component. The
TOE ensures that each virtual machine is isolataeh finy other virtual machines co-existing on tiSXE
This isolation is provided at the virtualizatioryéa, or VMKernel, of the ESXi. The VMKernel of the
ESXi ensures that virtual machines are unablertecty interact with other virtual machines yetl stllow

for physical resources to be shared among theirgigirtual machines.

The ESXi VMKernel provides a virtual hardware eoviment which controls the host hardware and
schedules the allocation of the underlying physieaburces associated with each virtual machinechE
virtual machine runs its own operating system goglieations: they cannot communicate with eacteioth
in unacceptable or unauthorized ways. The follgwitechanisms ensure this:

* Shared memory access: The memory allocation meérhanprevent the sharing of writable
memory. Each VM is assigned memory that belonghisixely to it.

» Read-only memory: For efficiency, multiple VMs mage the same memory pages , and in these
cases, the memory locations are shared, but im@&aely mode. This effectively saves memory
without providing a communication channel betweeénsv

VMware vSphere 5.5 Update 2 Page 70 of 89
© 2015 VMware, Inc. — Confidential and Proprietary



Security Target, Version 0.6 June 28, 2015

« Communication between VMs through standard networinections can be permitted or prevented
as desired. These standard networking mechanisensimilar to those used to connect separate
physical machines.

Each virtual machine appears to run on its own gssar, fully isolated from other virtual machineishw

its own registers, buffers, and other control strres. Most instructions are directly executedtios
physical processor, allowing compute-intensive Wwaalls to run at near-native speed. Memory appears
contiguous to each virtual machine, but insteadcoatiguous physical pages are remapped efficiemtty
presented transparently to each virtual machine.

The ESXi VMKernel mediates all access to physicaidivare resourc&s including CPU, memory, and
I/O devices, ensuring that VMs cannot circumveig thvel of isolation and gain access to the phalsic
hardware. A VM can only detect the virtual devicesde available to it:

» VM storage: Virtual machines use virtual disksstore OS, program files, and other data. Each
VM is given its own virtual disk file that is notsible to other VMs. Virtual disks are accessed
using virtual SCSI controllers. Virtual disk fileeside on vSphere Virtual Machine File System
(VMFS) or supported network based datastores. viitteal disk appears to the VM as if it is a
SCSI drive attached to a physical SCSI controlleMware supports parallel SCSI, iSCSI,
network, NFS, Fibre Channel, or FC8Based storage. The physical access method isletatyp
transparent to the guest OS and applications resigithin a VM.

 Removable storage: ESXi also provides virtualaamf removable storage by enabling access to
the client machine’s CD-ROM or floppy drive, or using a logical CD or floppynage file
mounted from ESXi storage, or remotely via the \@8plClient and Web Client interfaces. It also
provides Client USB redirection to allow devicestba remote client to be attached to the VM.

» Input/output devices: Input to the machine runrtimg vSphere Client or Web Client is redirected
through a Mouse-Keyboard-Screen session. Videpubus directed back to the client interface
through this session.

e Serial and parallel communications: A virtual aeport may be attached to a VM which allows
connection of a physical serial port to a file twe host computer, connected to a named pipe or
connected via network. The virtual Parallel p@i output to a file on the host computer. A direct
connection may also be established between twoalirhachines or between a virtual machine and
an application on the host computer.

TOE Security Functional Requirements Satisfied: EXT_VDS_VMM.1

7.1.10 TOE Access

The TOE Access function provides for controlling testablishment of a user's session. The TOE will
terminate an interactive DCUI, Web Client, or ESShell session after an authorized administrator
specified time period of user inactivity. Only ena user successfully identifies and authenticiate¢he
TOE again will they resume access to the TOE.

TOE Security Functional Requirements Satisfied: FTA_SSL.3

" For a full list of hardware available to VMs, péearefer to the vSphere Virtual Machine Administrat
Guide, section “Virtual Machine Hardware AvailalddevSphere Virtual Machines”

8 FCOE — Fibre Channel over Ethernet

4% CD-ROM — Compact Disc Read-Only Memory
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7.1.11 Trusted Path/Channel

The TOE is protected using a server-authenticat€@R$ connection between the end-user web browser
and the external web-enabled interfaces of the TORe TLS handshake protocol and the algorithms for
encryption/message authentication are provided Hey wCenter Server Java Cryptographic Library,
vSphere Client Cryptographic Library, and the vSph€@ryptographic Library. The vCenter Server and
ESXi host may use a self-signed certificate, oedificate issued by a trusted certificate autlyorihis
certificate is presented to the user during thedlbhake and is used to establish a secure managpatant
for the TOE. In addition, the ESXi Shell interfaiseprotected via SSH, which is provided by the ESX
Services Cryptographic Engine.

TOE Security Functional Requirements Satisfied: FTP_TRP.1
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8

8.1 Conformance

Rationale

Claims Rationale

There are no protection profile conformance clafionghis security target.

8.2 Security Objectives Rationale

This section provides a rationale for the existeoteach threat, policy statement, and assumptiah t

compose the Security Target. Sections 8.2.1, 82n#, 8.2.3 demonstrate the mappings between the

threats, polices, and assumptions to the secubjgctves is complete. The following discussionvpdes
detailed evidence of coverage for each threatcpodind assumption.

8.2.1 Security Objectives Rationale Relating to Threats
Table 20 displays the mapping of threats to objesti

Table 20 — Threats:Objectives Mapping

Threats
T.COMINT
An unauthorized individual may
attempt to compromise the

security of the data collected and
produced by the TOE by bypassing
a security mechanism.

Objectives

O.ACCESS

The TOE must allow authorized
users to access only appropriate
TOE functions and data.

Rationale

The O.ACCESS objective ensures
that unauthorized modifications
and access to functions and data is
prevented. = The  O.ACCESS
objective provides that the TOE
must allow authorized operators
to access only appropriate TOE
functions and data.

O.ADMIN

The TOE must include a set of
functions that allow efficient
management of its functions and
data, ensuring that TOE users
with the appropriate privileges
and only those TOE users, may
exercise such control.

The O.ADMIN objective requires
that only authorized users are
able to manage the security
attributes of the TOE.

O.AUDIT

The TOE must gather audit
records of actions on the TOE
which may be indicative of misuse.

The O.AUDIT objective provides
defense in depth, by requiring the
recording and availability of audit
records for review by an
authorized operator of the TOE.

O.IDAUTH

The TOE must be able to identify
and authenticate users prior to
allowing  access to TOE
administrative functions and data.

The O.IDAUTH objective,
supported by the OE.IDAUTH
objective, requires that the TOE,
with support from the
environment, must be able to
identify and authenticate
operators prior to allowing access
to TOE functions and data.
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Threats

Objectives Rationale

O.SECURE The O.SECURE objective ensures
The TOE must ensure the|that TOE data is protected when
confidentiality and integrity of all |transmitted between remote
data as it passes between the|components of the TOE.

remote components of the TOE,

from the TOE to another trusted

IT product, or between the TOE

and remote users.

OE.IDAUTH The O.IDAUTH objective,

The IT Environment will provide
reliable verification of the vSphere
SSO user credentials for non-TOE
accounts.

supported by the OE.IDAUTH
objective, requires that the TOE,

with support from the
environment, must be able to
identify and authenticate

operators prior to allowing access
to TOE functions and data.

OE.TIME

The TOE environment must
provide reliable timestamps to the
TOE.

The OE.TIME objective supports
these objectives by providing for
reliable timestamps to be used by
the TOE.

OE.SEP

The TOE's management interfaces
are connected to an isolated
network separated from end user
networks.

The OESEP  objective also
supports these objectives by
requiring that the IT environment
protect the TOE from

interference that would prevent it
from performing its functions.

T.INCONSISTENT

O.MIGRATION

O.MIGRATION ensures that the

An unauthorized individual may | The TOE must ensure that the|data across TOEs are consistent
attempt to compromise the|TSF data exchanged with another when a successful migration
consistency of the data between |instance of the TOE is consistent | occurs.

separate instances of the TOE. before a successful TSF data

migration.

T.LINK_ERROR O.FAIL_SECURE O.FAIL_SECURE counters this
The TOE may experience a failure | The TOE will provide mechanisms | threat by ensuring that the TOE
of a link that prevents|to allow for secure failure and|can recover securely from a link

communication between separate
TOE components.

recovery.

failure.

T.MISCONFIGURE O.SEPARATE O.SEPARATE ensures that ESXi
An authorized ESXi administrator | The TOE must provide |hosts may only be accessed by
or unauthorized attacker may |capabilities for separation of vCenter users or users given
directly access a host and modify | administrator duties, and prevent | explicit direct console access.

its configuration in a way that is | ESXi administrators from

inconsistent with the vCenter |configuring hosts in a manner that

Server. is inconsistent with vCenter

policies.

T.PRIVIL O.ACCESS The O.ACCESS objective
An unauthorized individual may|The TOE must allow authorized |provides that all access is

gain access to the TOE and exploit
system privileges to gain access to

users to access only appropriate
TOE functions and data.

compliant with the TSP.
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Threats

TOE security functions and data.

Objectives

O.ADMIN

The TOE must include a set of
functions that allow efficient
management of its functions and
data, ensuring that TOE users
with the appropriate privileges
and only those TOE users, may
exercise such control.

Rationale

The O.ADMIN objective ensures
that only TOE operators with
appropriate privileges can manage
the functions and data of the TOE.

O.AUDIT

The TOE must gather audit
records of actions on the TOE
which may be indicative of misuse.

The O.AUDIT objective provides
defense in depth, by requiring the
recording and availability of audit
records for review by an
authorized operator of the TOE.

O.IDAUTH

The TOE must be able to identify
and authenticate users prior to
allowing  access to  TOE
administrative functions and data.

This threat is primarily diminished
by the O.IDAUTH objective,
supported by the OE.IDAUTH
objective, which requires that the
TOE, with support from the
environment, must be able to
identify and authenticate
operators prior to allowing access
to TOE functions and data.

OE.IDAUTH

The IT Environment will provide
reliable verification of the vSphere
SSO user credentials for non-TOE
accounts.

This threat is primarily diminished
by the O.DAUTH obijective,
supported by the OE.IDAUTH
objective, which requires that the
TOE, with support from the
environment, must be able to
identify and authenticate
operators prior to allowing access
to TOE functions and data.

OE.TIME
The TOE environment must

provide reliable timestamps to the
TOE.

The OE.TIME objective supports
these objectives by providing for
reliable timestamps which includes
the date and time of any action
done on the TOE. If an intrusion
occurs, a reliable audit entry with
the date and timestamp will be
recorded.

T.RESOURCE_EXHAUSTION

A malicious process or user may
block others from TOE system
resources via resource exhaustion
(bandwidth deprivation).

O.PRIORITY

The TOE must provide bandwidth
metering for the different classes
of network traffic.

O.PRIORITY mitigates this threat
by ensuring that the TOE gives
high  bandwidth  priority to
activities under the control of the
TSF.

T.REUSE

An unauthorized individual with
access to a decommissioned hard
drive may be able to view the
sensitive information contents of a

O.DESTROY
The TOE must provide the ability
to securely destroy virtual

machine disk images.

O.DESTROY ensures that the
contents of a VMDK are securely
overwritten with  zeroes to
prevent residual reuse.
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Threats Objectives Rationale

VMDK file.

T.VIRTUAL_NETWORK O.VSWITCH O.VSWITCH requires that the
A process running on a virtual| The TOE must ensure that|vSwitch must deliver network
machine attempts to deliver traffic | network traffic traversing a|traffic only to the virtual machines

to wrong VM or external entity.

vSwitch is only delivered to the
intended virtual machines and
physical interfaces.

and/or physical interfaces for

which it is intended.

T.VM

A process running on one virtual
machine might compromise the
security of processes running on
other virtual machines.

O.VM

The TOE must provide virtual
machines with a domain of
execution which is protected
from interference and tampering
by virtual machines.

This threat is mitigated by the
O.VM objective which requires
the ESXi host component to
provide a domain of execution in

order to protect from
interference and tampering by
virtual machines. The

virtualization layer of the ESXi
host ensures that virtual machines
are unable to directly interact
with other virtual machines.

OE.SEP

The TOE's management interfaces
are connected to an isolated
network separated from end user
networks.

The OE.SEP mitigates this threat
by requiring that the T
environment protect the TOE
from interference that would
prevent it from performing its
functions.

T.WEAKIA
A user may supply the TOE with a

weak password that is easily
guessable based on dictionary
words.

O.IDAUTH2
The TOE must enforce strong
password complexity and

minimum length requirements for
TOE users.

O.IDAUTH2 ensures that users
are required to supply the TOE
with strong passwords that are
not easily guessed or brute-
forced.

Every Threat is mapped to one or more Objectivahértable above. This complete mapping demonstrate

that the defined security objectives counter alirgs threats.

8.2.2 Security Objectives Rationale Relating to Policies

There are no Organizational Security Policies defifor this ST.

8.2.3 Security Objectives Rationale Relating to Assumptions

Table 21 — Assumptions:Objectives Mapping

Assumptions
ANOEVIL
Users are

non-hostile, | Users

Objectives

NOE.NOEVIL
are

Rationale

The NOENOEVIL objective

non-hostile, | ensures that operators are non-

appropriately trained, and follow all |appropriately trained, and follow | hostile, appropriately trained, and

user guidance.

all user guidance.

follow all operator guidance.
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Assumptions Objectives Rationale

APHYSCL NOE.PHYSCL The NOEPHYSCL objective
The ESXi host and the vCenter|The ESXi host and the vCenter |requires that the ESXi and the
Server components will be located |Server components  will be|vCenter Server components will
within controlled access facilities | located within controlled access |be located within controlled
which will prevent unauthorized |facilities which  will  prevent | access facilities which will prevent

physical access. unauthorized physical access. unauthorized physical access.

Every assumption is mapped to one or more Objectimethe table above. This complete mapping
demonstrates that the defined security objectipé®ld all defined assumptions.

8.3 Rationale for Extended Security Functional
Requirements

The TOE contains the following explicitly statedtsgty functional requirements:

EXT_FAU_ARP.1
EXT_FAU_STG.1
EXT_FIA_VC_LOGIN.1
EXT_VDS_VMM.1

EXT_FAU_ARP.1 was explicitly stated because thent€eServer is configured with a set of predefined
alarms that monitor the status of the TOE compaafthen the vCenter Server detects a potentiatisyst
malfunction or a system performance degradatiogefierates an alarm for such event. This requireisen
based in part on FAU_ARP.1.

EXT_FAU_STG.1 was explicitly stated because thekbpcand restore of audit data onto a remote
machine is not directly provided in the standard BART 2 FAU SFRs. This SFR describes the backup
and restore capabilities of the vCenter Syslogeetdir. This requirement is based in part on FAUGSIT

EXT_FIA VC_LOGIN.1 was explicitly stated becausethantication and identification of the vCenter
Server users is performed by vCenter SSO, whichusaya combination of accounts managed by both the
TOE and the TOE Environment. This explicit requisgthwas written to make the link between the
Identification and Authentication security functipnovided by the environment, and the actions that
vCenter SSO Server takes to ensure that only filshtind authenticated users can access the TORevia
vCenter Server, because there is no CC requiretihantan quite do this. This requirement is basqohit

on FIA_UAU.1 and FIA_UID.1.

EXT_VDS_VMM.1 is an explicitly-stated functional geirement. The SFR family “Virtual machine
domain separation” was created to specifically asislithe separation of virtual machines from eabbrot
when running within the TOE, as opposed to separatf the TOE’'s domain of execution from outside
entities. The SFR in this family has no dependensiace the stated requirement embodies all negessa
security functions. This requirement exhibits fuocality that can easily be documented in the ADV
assurance evidence and thus does not require ditjoadl Assurance Documentation.

8.4 Rationale for Extended TOE

Assurance Requirements

There are no extended TOE security assurance ezgents.

Security
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8.5 Security Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.5.1 Rationale for Security Functional Requirements of the TOE

Objectives

Table 22 - Objectives:SFRs Mapping

Objective

Requirements Addressing the

Objective

Rationale

O.ACCESS

The TOE must allow authorized
users to access only appropriate
TOE functions and data.

EXT_FIA_VC_LOGIN.I
vCenter single sign-on user login
request

For vCenter SSO, the TOE
requires support from the TOE
environment to verify non-local
SSO user credentials.

FDP_ACC.2
Complete access control

The TOE provides total access
control over host and VM
resources based on permissions.

FDP_ACEF.| The TOE only permits operations

Security attribute-based access |to be performed on objects based

control on the permissions associated
with a user's role.

FIA_UAU.2 The TOE will not give any access

User authentication before any
action

to a user until the TOE has
identified (FIA_UID.2) and
authenticated (FIA_UAU.2).

FIA_UID.2 The TOE will not give any access
User identification before any|to a user until the TOE has
action identified (FIA_UID.2) and
authenticated (FIA_UAU.2).
FTA_SSL.3 The requirement meets the

TSF-initiated termination

objective by locking an unattended
session when it has exceeded the
time limit configured by the VM
Administrator.

O.ADMIN
The TOE must include a set of
functions that allow efficient

management of its functions and
data, ensuring that TOE users with
the appropriate privileges and only
those TOE users, may exercise
such control.

FMT_MSA.1(a)
Management of security attributes

Only the roles defined in
FMT_SMR.I are given the right to

(vSphere Information Flow | modify or set defaults for TOE
Control) security attributes.
FMT_MSA.1(b) Only the roles defined in

Management of security attributes
(vSphere Access Control)

FMT_SMR.I are given the right to
modify or set defaults for TOE
security attributes.

FMT_MSA.3(a)

Static attribute initialization
(vSphere Information Flow
Control)

Restrictive default values for the
security attributes of the Virtual
Switch are provided and the
authorized  administrator  can
change them.

FMT_MSA.3(b)

Restrictive default values for the

VMware vSphere 5.5 Update 2

Page 78 of 89

© 2015 VMware, Inc. — Confidential and Proprietary




Security Target, Version 0.6

June 28, 2015

Objective

Requirements Addressing the

Rationale

Objective

Static  attribute initialization
(vSphere Access Control)

ESXi and vCenter permissions are
provided and only the authorized
administrator can change them.

FMT_MTD.I The requirement meets the

Management of TSF data objective by ensuring that only
authorized users are allowed
access to TSF data.

FMT_SMF.1 The requirement meets the

Specification ~ of = management | objective by ensuring that the

functions TOE  includes  administrative
functions to facilitate  the
management of the TSF.

FMT_SMR.I(a) The requirement meets the

Security roles (vCenter Server)

objective by ensuring that the
TOE provides roles with differing
privileges for the management of
the TOE.

FMT_SMR.I(b)
Security roles (ESXi)

The requirement meets the
objective by ensuring that the
TOE provides roles with differing
privileges for the management of
the TOE.

O.AUDIT

The TOE must gather audit
records of actions on the TOE
which may be indicative of misuse.

EXT_FAU_STG.I
External audit trail storage

The TOE ensures the backup of
the ESXi log files to a separate
part of the TOE.

FAU_GEN.| Security-relevant events must be
Audit data generation audited by the TOE.
FAU_SAR.I The TOE must provide the ability

Audit review

to review the audit trail of the
system.

O.DESTROY FDP_RIP.1 The TOE provides cabilities to
The TOE must provide the ability | Subset residual information | overwrite virtual disk images with
to securely destroy virtual machine | protection zeroes to prevent reuse or
disk images. disclosure of the information
contained within the images.

O.FAIL_SECURE FPT_FLS.1 The TOE must ensure that the
The TOE will provide mechanisms | Failure  with  preservation of | TOE can recover from the failure
to allow for secure failure and|secure state of downed link.

recovery: FRU FLT.I The TOE must ensure that the

Degraded fault tolerance

TOE can recover from the failure
of downed link.

O.IDAUTH

The TOE must be able to identify
and authenticate users prior to
allowing access to TOE

EXT_FIA_VC_LOGIN.I
vCenter single sign-on user login
request

For non-local vCenter SSO users,
the TOE requires support from
the TOE environment to verify
the user credentials.
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Objective

Requirements Addressing the

Rationale

administrative functions and data.

Objective

FIA_UAU.2
User authentication before any

The TOE will not give any security
sensitive access to a user until the

action user has been identified
(FIA_UID.2) and authenticated
(FIA_UAU.2).
FIA_UID.2 The TOE will not give any security
User identification before any |sensitive access to a user until the
action user has been identified
(FIA_UID.2) and authenticated
(FIA_UAU.2).
O.IDAUTH2 FIA_SOS.| The vCenter SSO Server and ESXi
The TOE must enforce strong|Specification of secrets host both  enforce strong
password complexity and minimum password complexity and
length requirements for TOE minimum length requirements.
users.
O.MIGRATION FPT_TDC.I The TOE ensures that all data

The TOE must ensure that the TSF
data exchanged with another
instance of the TOE is consistent

Inter-TSF TSF data consistency

transmitted between TOEs are
consistent with each other for
migration.

ﬁfif‘;:fiona successful - TSP data [pr ppp | The TOE tests that all data
g ’ Testing of another instance of|transmitted between TOEs are
TOE consistent with each other for

successful migration.
O.PRIORITY FRU_PRS.1 The TOE must provide bandwidth

The TOE must provide bandwidth
metering for the different classes
of network traffic.

Limited priority of service

metering based on QoS for the
different classes of network traffic.

O.SECURE

The TOE must ensure the
confidentiality and integrity of all
data as it passes between the
remote components of the TOE,
from the TOE to another trusted
IT product, or between the TOE
and remote users.

FCS_CORP.1
Cryptographic operation

The System must protect the
confidentiality —of information
during transmission to a remote
component of the TOE.

FPT_ITC.I
Inter-TSF
transmission

confientiality  during

The TOE shall protect all TOE
data transmitted from the TOE to
another trusted IT product from
unauthorized disclosure during
transmission.

FPT_ITT.I
Basic internal TSF data transfer
protection

The System must protect the
confidentiality of information
during transmission to a remote
component of the TOE.

FTP_TRP.I
Trusted path

The TOE protects authentication
data and other TSF data from
modification and disclosure using
a trusted path between itself and
remote users.

O.SEPARATE

FDP_ACC.2

The TOE provides separation of
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Objective

Requirements Addressing the

Rationale

The TOE must provide capabilities

for separation of administrator
duties, and prevent ESXi
administrators from configuring
hosts in a manner that is

inconsistent with vCenter policies.

Objective

Complete access control

duties by assigning a unique set of
privileges to each role appopriate
for each level of access.

FDP_ACF.1 The TOE prevents non-vCenter
Security attribute-based access |users from  accessing and
control modifying ESXi hosts directly.

FMT_SMR.I(a) The vCenter Server provides

Security roles (vCenter Server)

separation of administrator duties
by associating a unique set of

privileges  with  the defined
administrator roles.
FMT_SMR.I(b) The ESXi hypervisor provides

Security roles (ESXi)

separation of duties by associating
a unique set of privileges with the
defined administrator roles.

O.VM

The TOE must provide virtual
machines with a domain of
execution which is protected from
interference and tampering by
virtual machines.

EXT_FAU_ARP.|
System event automatic response

The TOE generates automated
alarms that notify the appropriate
users of the TOE when there is a
potential system malfunction or
system performance degradation.
This prevents virtual machines
from not receiving the resources
they require.

EXT_VDS_VMM.I The TOE must isolate each virtual
ESXi virtual machine domain |machine by providing a domain of
separation execution which is protected
from interference and tampering
by virtual machines.
O.VSWITCH FDP_IFC.2 The TOE must ensure that
The TOE must ensure that|Complete information flow |network traffic  traversing a
network traffic traversing a vSwitch | control vSwitch is only delivered to virtual
is only delivered to the intended machines and physical interfaces
virtual machines and physical that are part of the intended
interfaces. VLAN.
FDP_IFF.1 All data transmitted from or to a

Simple security attributes

VM or a physical interface
associated with a vSwitch will only
be delivered to the intended
destination.

8.5.2 Security Assurance Requirements Rationale

EAL2, augmented with ALC_FLR.3 was chosen to prevallow-to-moderate level of assurance that is
consistent with secure commercial practices. Theseh assurance level is appropriate with the threat
defined for the environment. At EAL2+, the TOE wllave an undergone an independent vulnerability
analysis demonstrating resistance to penetratiackars with a low attack potential.
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8.5.3 Dependency Rationale

This ST satisfies all the requirement dependenceghe Common Criteria.
requirement to which the TOE claims conformancéwidependency and indicates whether the dependent

requirement was included. As the table indicatbslegpendencies have been met.

Table 23 - Functional Requirements Dependencies

SFR ID Dependencies Dependency Rationale
Met

EXT_FAU_ARP.I No dependencies v

FAU_GEN.I FPT_STM.I No FPT_STM.I is not
included because time
stamps are provided by
the environment.  An
environmental objective
states that the TOE will
receive reliable
timestamps.

EXT_FAU_STG.I FAU_GEN.I v

FAU_SAR.I FAU_GEN.| v

FCS_COP.I No dependencies 4 FCS_CKM.I and
FCS_CKM4 are not
included, following the
guidance of CCS
Instruction #4. The
cryptographic keys must
be generated and
destroyed by the TOE.

FDP_ACC.2 FDP_ACF.1 v

FDP_ACEF.| FDP_ACC.I No Although FDP_ACC.I is
not included,
FDP_ACC.2, which is
hierarchical to
FDP_ACC.I, is included.
This satisfies the
dependency.

FMT_MSA.1(b) v

FDP_IFC.2 FDP_IFF.1 v

FDP_IFF.1 FDP_IFC.I No Although FDP_IFC.I is
not included, FDP_IFC.2,
which is hierarchical to
FDP_IFC.I, is included.
This satisfies the
dependency.

FMT_MSA.3(a) v
FDP_RIP.1 No dependencies 4
FIA_SOS.I No dependencies 4
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SFRID Dependencies Dependency Rationale
Met
FIA_UAU.2 FIA_UID.I No Although FIA_UID.I is
not included, FIA_UID.2,
which is hierarchical to
FIA_UID.l is included.
This satisfies this
dependency.
FIA_UID.2 No dependencies v
EXT_FIA_VC_LOGIN.I No dependencies 4
FMT_MSA.1(a) FDP_IFC.I v
FMT_SMF.1 v
FMT_SMR.I(b) v
FMT_MSA.1(b) FMT_SMR.I(a) v
FMT_SMF.1 v
FMT_SMR.I(b) v
FDP_ACC.I No Although FDP_ACC.]I is
not included,
FDP_ACC.2, which s
hierarchical to
FDP_ACC.I, is included.
This satisfies the
dependency.
FMT_MSA.3(a) FMT_MSA.1(a) v
FMT_SMR.I(b) v
FMT_MSA.3(b) FMT_MSA.1(b) v
FMT_SMR.I(a) v
FMT_SMR.I(b) v
FMT_MTD.I FMT_SMF.1 v
FMT_SMR.I(a) v
FMT_SMR.I(b) v
FMT_SMF.1 No dependencies 4
FMT_SMR.I(a) FIA_UID.I v Although FIA_UID.I is
not included, FIA_UID.2,
which is hierarchical to
FIA_UID.I, is included.
This satisfies this
dependency.
FMT_SMR.I(b) FIA_UID.I v Although FIA_UID.I is

not included, FIA_UID.2,
which is hierarchical to
FIA_UID.I, is included.
This satisfies this
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SFR ID Dependencies Dependency Rationale
Met
dependency.

FRU_FLT.I FPT_FLS.1 v

FRU_PRS.1 No dependencies v

FPT_FLS.1 No dependencies v

FPT_ITC.I No dependencies 4

FPT_ITT.I No dependencies v

FPT_TDC.I No dependencies 4

FPT_TEE.I No dependencies v

FTA_SSL.3 No dependencies 4

FTP_TRP.I No dependencies v

EXT_VDS_VMM.I No dependencies v
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9 Acronyms and Terms

This section describes the acronyms and termsingbds document.

Table 24 below lists the acronyms used in this doamnt.

Table 24 — Acronyms

Acronym Definition ‘

Microsoft Active Directory Application Mode

Microsoft Active Directory

AD

AES Advanced Encryption Standard

API Application Programming Interface

ASCII American Standard Code for Information Interchange

BIOS Basic Input Output Signal
(o7:\" 4 Cryptographic Algorithm Validation Program

Cipher Block Chaining
CD-ROM
- Data Encryption Standard

DCUI Direct Console User Interface
- Distributed Resource Scheduler
Evaluation Assurance Level
Fibre Channel over Ethernet
FIPS Federal Information Processing Standard
FTP File Transfer Protocol
(c]:] Gigabyte
Guest Operating System
E High Availability
HCL Hardware Compatibility List
Hash-based Message Authentication Code
HTTP HyperText Transfer Protocol
HyperText Transfer Protocol Secure

Common Criteria for Information Technology Security
Evaluation

Compact Disc Read-Only Memory

Common Information Model

Command Line Interface

Central Processing Unit

Database
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Acronym Definition ‘

Institute of Electrical and Electronics Engineers

Input/Output

_ Internet Protocol

iSCSI Internet Small Computer System Interface

ISP Internet Service Provider

Information Technology

Link Aggregation Control Protocol

Lightweight Directory Services

Megabyte

Microsoft Cluster Server

Network File System

Network Time Protocol

Original Equipment Manufacturer

Operating System

Open Services Gateway initiative

Peripheral Component Interconnect Express

Permanent Device Loss

Public Key Cryptography Standard

Portable Operating System Interface for Unix

Protection Profile

Private Virtual Local Area Network

Quality of Service

Release 2

Random Access Memory

REST Representational State Transfer

RSASSA RSA Signature Scheme with Appendix

Storage Area Network

Security Assurance Requirement

Small Computer Systems Interface

Software Development Kit

Security Functional Requirement

Secure Hash Algorithm

SUSE Linux Enterprise Server

m Symmetric Multiprocessing
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Acronym Definition

Simple Network Management Protocol

Service Pack

Structured Query Language

SR-IOV Single Root Input/Output Virtualization
SSD Solid State Drive

Secure Shell

Single Sign-On

Security Target

Terabyte

Transport Layer Security

Target of Evaluation

Trusted Platform Module

TOE Scope of Control

TOE Security Functionality

TOE Security Policy

Trusted Execution Technology

Universal Serial Bus

vSphere Command Line Interface

vCenter Server Virtual Appliance

vCloud Networking and Security

vNetwork Distributed Switch

Virtual Graphics Processing Unit

Virtual Local Area Network

Virtual Machine

Virtual Machine Disk

VMware Management Assistant

Virtual Machine File System

vCenter Server Agent

Virtual Symmetric Multi-Processing

vSphere Update Manager

VMware vSphere 5.5 Update 2 Page 87 of 89
© 2015 VMware, Inc. — Confidential and Proprietary



Security Target, Version 0.6 June 28, 2015

Table 25 below lists the VMware vSphere terms usebis document and gives brief descriptions.

Table 25 — VMware vSphere Terms

Term Description

A collection of ESXi hosts and associated virtual machines intended to work
together as a unit.

An aggregation of all the different types of objects needed to work in
DETETL (VM virtualized computing environments: hosts, virtual machines, networks, and
datastores.

A virtual representation of combinations of underlying physical storage
Datastores resources in the data center. A datastore is the storage location for virtual
machine files.

A top-level structure for vCenter Server only. Folders allow the users to
group objects of the same type so they can be easily managed. A folder can
contain other folders, or a group of objects of the same type: datacenters,
clusters, datastores, networks, virtual machines, templates, or hosts.

The physical computer on which the virtualization platform software
(hypervisor), such as ESXi, is installed and on which all virtual machines
reside.

A set of virtual network interface cards (virtual NIC), virtual switches
Networks (vSwitch), and port groups that connect virtual machines to each other or to
the physical network outside of the virtual datacenter.

A structure that allows delegation of control over the resource of a host.
Resource pools are used to compartmentalize all resources in a cluster. The
managed resources are CPU and memory.

Resource
Pools

A master copy of a virtual machine that can be used to create and provision

Templates . .
new virtual machines.

Virtual A virtualized x86 or x64 personal computer environment in which a guest
Machines operating system and associated application software can run.

Table 26 — Documentation References below listsvillevare vSphere 5.5 Guidance Documents that are
referenced in this document.

Table 26 - Documentation References

Reference Document
—————————————————————————

vSphere vSphere Virtual Machine Administration, Update 2, ESXi 5.5, vCenter Server
Virtual 55

Machine

Admin Guide

vSphere vSphere Installation and Setup, vSphere 5.5 Update 2
Install Guide
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