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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

1 ST Introduction (ASE_INT)

1.1 ST Reference
Thefollowing are the identification information of this ST.

1

=A =4 =4 =4

Title: Security Targefor RICOH IM C2000 / C2500 / C3000 / C3500 / C4500 / C5500 / G&GhJE

1.00H

Version:1.0

Date:202001-05

Author: RICOH COMPANY, LTD

Keywords: multifunction, hardcopy, MFD, MFP, HCD, printer, copier, scanner, facsimile, print, copy,

scan, fax, document server

1.2 TOE Reference
The identification information of the TOE is shown below.

TOE NameRICOH IM C2000 / C2500 / C3000 / C3500 /@AE5500 / C6000

TOE VersionlE1.00-H

TOE Type: Digital MuFunction Printer (hereafter "MFP")

Target MFP models

T

= =4 =4 4 =4

1

RICOH IM C200IM C2000A, IM C200G#nd IM C2000G
RICOH IM C2500, IM C2500A, IM C2500F, and IM C2500G
RICOH IM C3000, IM C3000A, IM C3000F, and IM C3000G
RICOH IM C3500, IM C3500A, IM C3500F, and IM C3500G
RICOH IM C4500, IM C4500A, IM C4500F, and IM C4500G
RICOH IM C5500, IM C5500A, and IM C5500F

RIOH IM C6000, IM C6000F, and IM C6000G

All of the above MFPs are equipped with Printer, Scanner, and Copy functions, support an optional Fax function,
and are upgraded to versial=1.00-H software.

Additional options such as document feeders and finistege available, but nondfacts the TSF.

The versions of the firmware and hardware corresponding to this version of the TOE are shown below. When
using an MFP, you can pliay the firmware and hardware version6.K S Yl OKAy SQ&a & SN@sl f Yy d:
which Type the model belongs to:

C@LIS MY matCicd ke My Eam2dN oY 2 RSt ay

1

wL/ hl La /HnAnnnXx wL/ hl La /Hannn! % wL/ hil La / HAannnlI
wL/ hl La /HpnnX wL/ hl La /Hpnn! %X wL/ hl La / HpnanlI
wL/ hil La /onnnZ wL/ hl La /onnn! % wL/ hl La /onnnt
wL/ hV olpanZ wL/ hl La /opnn! % wL/ hl La /opnnDZ
{'+xLb La /Hnnnxz {!xLb La /HnnnDZ

{'+xLb La /Hpnnxz {!xLb La [/ HpnnDZ

{'+xLb La /onnnxz {!xLb La [/ onnnbDZx
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RICOH RICOHIM C2000/C2500/C3000/C3500/C4500/ C5500 /, €6G0onIEL.00H

imagine. change.

Security Targetl.0

{'+Lb La /opnnz {!xLb La [fopnnDz
T ['!bL9w La /HAonnZ [!'bLO9w La /HnnnDZ
['bLO9wW La /wHpnnX¥ [!bL9w La /HpnnDZ
['"bL9wnbaz/ [!'bL9w La /onnnDZX
['"bL9wW La /opnnZz [!bL9w La /opnnDZX
f ylIakKdz SO La /wnnnx ylakKdz SO La /Hnnn! X
yIakKdz §SO La /wHwpnnX ylakKdza 6SO La /Hpnn! X
yIakKdzZ §SO La /onnns ylakKdza 6SO La /onnn! z
yIakKdz 6SO La /opnnx ylakKdz 6SO La /opnn!
9 WSE w20l NBE La /HnnnE wWSE w20 NE /Hnnn'gz
WSE w2iFNB /upnnE wSE w2dGFINEB /Hpnn! =
WSE w2dilINE /onnn: wSE w2dFNB /onnn! 3
wSE w2iFNBE /opnns wSE w2iFINEB /opnn! sz
f DSaitdSGdySNILa /HnnnX DS&aGSGdySNILa /wvnnn! X
DSaidSGySNI LSd WSinySNI La [/ Hpnn! X
DSaiSitdySNILa /onnns DSaGdStySNILa /onnn! X
DSaiStdySNILa /opnns DSaGtdSiySNILa /opnn! X
¢ LIS HY miCic ke MIyEpT fam2dN aY 2 RSt a
T wL/ hl La /npnnxz wL/ hl La /npnn! X wL/ hl La / npnnl
wL/ hil La /ppnn&kxwlL/ hl La /ppnn
wL/ hil La /cnnnZz wL/ hl La /cnnnDZX
T {!'«+Lb La /npnnZ {'!'x2Lb La /npnnDZX
{'+Lb La /cnnnz {!xLb La /fcnnnDZ
T ['bLO9W La /npnnX [!'!bL9wW La /npnnbDZX
['bLO9wW La /cnnn%¥ [!bL9w La /cnnnDZ
f yIaKdz+r iSO La /npnnX Yyl akKdz dSO La /npnann! 2
Yy6IaKdza 6§SO La /ppnn= Yyl akKdza §SO La /ppnn!
yIakKdza SO La /cnnnZ
f wWSE w2dFN® /npnnZ wSE w2ilNE /npnn! Z
wWSE w2ilNB /ppnnz wSE w2l NEB /ppnn! =
wSE w2iGFNE /cnnnz
f DSaitSidySNJLa /npnnX DSadStdySNILa /npnn! z
DSaiStdySNI La /ppnnx DSaadSiGySNILa /ppnn!
DSaidStdySNI La /cnnn
¢ e LIS oY msCd m2Me)2 ANU23R
T wL/ hl La /HnannnX wL/ hl La / HnnnC
wL/ hl La /wHpnnXZ wL/hl La /HpnnC
wL/ hl La /onnnx wL/ hl La /onnnC
wL/ hl La /opnnx wL/ hl La /opnnC
¢ LIS nY masCdrdam M @Y 2 RSt a
T wL/ hl La /npnnZz wL/ hl La /npnn! % wL/ hl La / npnnc
wL/ hl La /ppnma! wLWhihLaLappbppnnC
wL/ hl La /cnnnz wL/ hl La /cnnnC
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

Machinefirmware and hardware for Type 1

t NAYFNE /1] {S8§02yRINE /f +SNEA2Y

CANXSI NB {eaGSYk/ 2L¥k HOHM
bSGg2N] {dzLlJmy ®dpc
2806 { dzLJLJ2 NI HOMT
ClE NHOAH AN
wSYy2GScCl E nHdAM®nn
{ OF yYY SNJ NHPNH
2806 ! I L HONMm
bSG62N]520. 2HH D ™
FYAYLFGAZY HPAM
t NRAyYy G SNJ HPMO
wt /[ { 0 PHODPMO
c2yi 9-t MPnn
t /] M®Pnm
LwLt{ t{o M®Pnn
LwLt{ t5C M®dnc
LwlICt2{y i MPMp
DN} LKA OS5I 0l H®nn
a2z@AS5L Gt M®nn
a2@AS5F G H M®nn
a2z@AS51 Gl o M®nn
5FGF 9N}asS hymonp
D2 C/ \moHby2 2 ¢ nnodénnodnn
t26SNI I @Ay3 {CP[ oPHO DM
anlp{eaisSy HPno
aHlI Y. [ 9t f dzAAYyn dn DM
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RICOH RICOHIM C2000/C2500/C3000/C3500/C4500/ C5500 /, €6G0onIEL.00H

imagine. change. Security Targetl.0

t NRYFENE /tF {802yRINE /1 +SNREA2Y
aHl . fdSt220fmdnm
aHnl poOa LT odnndnn
aHl Y5 SPAOSI| dzqn dnm
aHl ¢l St LY SNBlcdnwm
aHl YL/ / R5A&LINodnT dnn
aHl YyLyad{Stddilndnm
aHl YyA2YyYy HOPYy ®H M
aHlI YA2YY WYl | YIH Dy OH
aHl YA2Y YUl | YiH Py OH
aHl YA2Y YUl | YIH DYy OH
aHl PYND{SNIZ |(mMmdntT dnwm
aHl paSARFIt NI{mdnn
aHlI ybC/ tftdzZaAAJyoDPNnODPAN
aHl gt NAYGSNLYym®dAn
aHl Pyt NAYGSNI \mdno
aHl Yt NZ2INF YLYMDPHM
aHl gyvw/ 2RSY{ qn dndo
aHl gvdzi O1/ R! Jlodnp dnn
aHl gwSY! 3ardaimom
aHl gwSYt yf hLYmDdH
aHl pwSY{ LIW{3(m>dH
aHl W{AYLX S2CimdmT
aHl Y{ YNNI/ 2LAmDAT
aHl ¢g{ Yl NI C! podny
aHl Y{ YINIG{OFymdnc
aHl g{ Y NI{ Ol yuHdnH
aHl ! {./Rtftdz@lodnodnn
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

t NRYFENE /tF {802yRINE /1 +SNREA2Y

aHl P£2AO0S{SNIH DA M

aHl P2 902LY T2 ([HdPnwm

aHl Y2 CFELY T2 |Hhdnn

aHl Y2 [ Fy3dzr 3dHdnwm

aHl g2 {G2LIYSe [hdnn

aHl P2 ¢2yySNI [Hdnn

aHl g2 ¢NJ & H®nn

aHl gl 22 odnHdnnN

9y 3IAYS MOMAYnn

I 5C nmdn oF Yo
nMmdn @dFF HOH
.fFYy1l O0Fo00

Hardware LO / Gt NJ no
LO vYSe AMAHMOT AN

(*1): When the MFP includes Auto Reverse Document Feeder

(*2): When the MFP includes Oifass Duplex Scanning ADF

(*3): When the MFP includes Exposure Glass Cover

Machine firmware and hardware for Type 2

t NAYFNE /tF {SO2yRINBIAT +SNBEAZ2Y
CANXGI NB {eadsSyk/ 2L® HDHM

bSGg2N] {dzLlJmy dpc

2506 { dzLJLJ2 NI HOMT

ClE NH®NHDAN
wSY20GSClI E nHPAM®nn

{ OF yYSNJ nNH®nH

28506 |k L HPAM
bSG62N]520. 2HH D m
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

t NAYFNE /fF {SO2yRINNEBAAT +SNEAZ2Y

FYAYFOGA2Y HONM

t NRAYy G SNJ HPMO

wt / { 0 PHODPMO
cz2yi 9-t MPnn

t /[ M®Pnm
LwLt{ t{o M®nn
LwLt{ t5C M®nc
LwlCt2{y { MPMPp

DN} LKA OS5I dF H®nn

a2 @AS5L Gl M®nn
a2@AS5F G H M®nn

a2 @AS5LGl o M®nn
5FGF 9N}asS hymonp

D2 C/ |mouby2 2 ¢ nnoénnodnn

t 2SN @Ay 3 |

CP[ o PHO DM

anlyp{eaidsSy HPno
aHl Y. [ 9t fdz3AYn dn dm
aHl p. fdzSt220fmdnm
aHnl poa LIt odnndnn
aHl Y5SPAOSI| dzin dnm
aHl Yl St LY SN c dnm
aHl YL/ / R5A&LINodnT dnn
aHl pyLyad{Stdilndnm
aHl YyA2YyYy HPYy PH M
aHl A2y YUYl | YiH Py OH
aHlI YA2Y YUl | YiH Py OH
aHl YA2yYy YUYl | Y{H Py OH
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

tNRYFNE /tF {8502 yEINBIAT +SNREA2Y

aHl PYND{ SN |(mMmdnt dnwm
aHl paSARFt NI{mdnn
aHl YybC/ tfdzZAAYyoDPNnODAN
aHl Pt NAYGSNLYym®Dnn
aHl gt NAYGSNI \mdno
aHl gt NEIANF YLYMDH M
aHl gvw/ 2RSY{ dndndo
aHl yvdzA O1/ R! odnp dnn
aHl pwSY! 33aAa(modm

aHl pwSYt yf hLmoH

aHl gwSY{ LIi{ d(mdH

aHl W{AYLX S2CimdmMT
aHl g{ Y NI/ 2LAMmDNT
aHl ¢g{ Yl NI C! pony
aHl W{ Yl NIG{OFymdnc
aHl g{ Y NI{ Ol yndnH
aHl ! {./Rtftdz@odnodnn
aHl Pp£2AO0S{SNIH DA M
aHl P2 902LY T2 (HdPnwm
aHl Y2 CFELY T2 |hndnn
aHl Y2 [ Fy3dzr 3 dnwm
aHl g2 {G2LIYSe [Hdnn
aHl P2 ¢2yyYSNI [Hdnn
aHl g2 ¢NJ & H®nn
anl gl 22 odPnHDAN
9y 3IAYS MOMAYnnn
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

tNAYFENE /tF {802y EINBIAT +SNEAZY
' 5C nmon oF Yoo
nmdn @dsF HOH
CtFyl 6Fo00
Hardware LO /1 Gf NJ no
LO YSe AMAHNDTAN

(*1): When the MFP includes Auto Reverse Document Feeder

(*2): When the MFP includes O#fass Duplex Scanning ADF

(*3): When the MFhcludes Exposure Glass Cover

Machine firmware and hardware for Type 3

t NAYINE /€t {SO2yRINE /{ +SNARAZY
CANXgI NB {eaidSyk/ 2L® HOHM
bSGg2N] {dzLlJmy dpc

28§06 { dzLJLJ2 NI

HOPMT

NH®PAHDAN

wSY2GSCI E

NH®PAMDAO N

{ O YyY SNJ NHOOH
28506 !k L HPAM
bSG62N]1520. 2RH DA™
FYAYFGAZY HonMm
t NRyYy G SNJ HPMO
wt / { oPHOPMO
wt / { C2yi M PN
LwLt{ t{o M®Pnn
LwLt{ t5C M®dnc
LwlCct2{y MPOH M

t{C2yG WL{ HnJ

M®Pnn

hLJiAzy af{lL{

nooy
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

t NA Yl NE

It

{502y RINE / +SNEAZY
DNJ} LKA OS5 (I HONn
a2 @AS5L Gl M®nn
a2@AS5F G H M®nn
a2 @AS5L Gl o M®nn
5FGF 9N}XasS hymonp

D2 C/ 'moMby2 2

nnoeénndnn

t 2SN FGAY 3T

CP[ o PHO DM

anlpy{eaidsSy HdNo
aHl Y. [ 9t f dzAAYn dn dwm
aHl Y. tdStG220fmdnm
anl poOa L odnndnn
aHl Py5SBAOSI dz{n dn ™
aHl ¢l St LY SNI]cdnwm
aHl YL/ / R5A&LINodnT dnn
aHl YyLyad{Satddilndnm
aHl YyA2z2YyYy HPYy PH M
aHl YA2YY Ul | YIiH Dy OH
aHl YA2Y YUl | YiH Py OH
aHl YA2YY Ul | YIH DYy OH
aHl PYNDB{SNIZ |(mMmdntT dnwm
aHl pgaSARFt NI{m®nn
aHlI ybC/ tftdzZaAAJyoDdPNnOoDPAN
aHl Pt NAYGSNLYym®Dnn
aHl Pt NAYGSNI \mdno
aHl gyt N2EIANF YLYMDH M
aHl gvw/ 2RSY{ dndndo
aHl pyvdzAi O1/ R! odnp dnn
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

t NRYFENE /tF {802yRINE /1 +SNREA2Y

aHl pwSY! 33aAa(mdm

aHl pwSYt yf hLmoH

aHl gwSY{ LI { d(mdH

aHl W{AYLX S2CimdmT

aHl { YI NI/ 2LHAmDNT

aHl { Yl NI C! pdny

aHl g{ Y NI{OFymdnc

aHl W{ Yl NIL{OFyHdnH

aHl ! {./ Rtftdz@lodnodnn

aHl Pp£2AO0S{SNIH DM

aHl P2 902LYyF2 [HdnwM™

aHl Y2 CILELY¥2 |[Hdnn

aHl QY2 [ ly3dz-I3Jn dPnwm

aHl p2{G2LIYSe [Hdnn

aHl Y2 ¢2yySNI [(Hdnn

aHl P2 ¢NJ e H®nn

aHl gl 22 odnudnn

9y 3IAYS MOMAYnnn

I 5C nmdn oF Yo
nMmdn @dFF HOH
.fFYy1l O6Fo00

Hardware LO / Gt NJ no
LO YSe@ AMAHNDT AN

Machine firmware and hardware for Type 4

t NAYFNE /fF {802yRFNE / +SNEA2Y
CANXSGI NB {eaGSYk/ 2Lk HOHM
bSGs2N] { dLlLHmy ®pc
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

t NARYFNE /1] {S$§02yRINE / +SNEA2Y

2506 { dzLJLJ2 NI HOMT

ClE NHOAHDAN
wSy2iScCl E NnHOAM®nA N
{ OF yYSNJ NHDAH
280 ! I LM HOn M
bSG62N]520. 2H D ™
FYAYFOGA2Y HONM

t NRAyYy G SNJ HPMO

wt / { oPHOPMO
wt / { Cz2yli M PN
LwLt{ t{o M®Pnn
LwLt{ t5C M®dnc
LwlCt2{y i MOH M
t{C2yG WL{HAnjm®dnn
hLiA2y a{lL{ nooy

DN} LKA OS5I 0 F H®nn
a2z@AS5I Gl M®nn
a2@AS5F G H M®nn
a2z@AS51 0l o M®nn
5FGF 9N}asS hymonp

D2 C/ \mouby2 2 ¢ nnonnodnn
t26SNIFPAy3 {CP[ odHO DM
anlp{eaisSy HPno

aHlI Y. [ 9t f dzAAYyn dn DM
aHl . fdSt220fmdnm
anl poOa L odnndnn
aHl P5SPAOSI dz{H DN ™
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RICOH RICOHIM C2000/C2500/C3000/C3500/C4500/ C5500 /, €6G0onIEL.00H

imagine. change. Security Targetl.0

t NRYFENE /tF {802yRINE /1 +SNREA2Y
aHl ¢l St LY SNI]c dnwm
aHl WL/ / R5A&LNodnT dnn
aHl YyLyad{Satilnodnm
aHl yAZYyY HPYy ®H M
aHl YA2Y YUYl | YiH Py OH
aHlI YAZ2YY Ul | YdH Oy OH
aHl YA2Y YUYl | Y{iH Py OH
aHl YNDB{ SN |(mMmdntT dnwm
aHl paSARIt NI{mdnn
aHlIl ybC/t fdz@AAJyoDdPnodnn
aHl gt NAYGSNLyYymdAn
aHl Pt NAYGSNI \mdno
aHl Yt N2INF YLYMDPHM
aHl gvw/ 2RSY{ dndndo
aHl yvdzA O1/ R! odnp dnn
aHl pwSY! 2a3aAa(modm
aHl ygwSYt yf hLmodH
aHl gwSY{ LI { d(mdH
aHl Y{AYLI S2CimPdPmT
aHl g{ Y NI/ 2LAMmDNT
aHl g{ Yl NIicC! podny
aHl g{ YFNI{OFymdnc
aHl P{ YINIG{OFyHdnH
anl p! {./ Rtfdz@lodnodnn
aHl P£2AO0S{ SNIH DA M
aHl P2 902LYyF2 |[HDAM™
aHl Y2 CIELY T2 [Hdnan
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RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

t NAYFNE /EF {SO2yRINE [ +SNBEA2Y

aHl Y2 [ ly3dz-I3§ndnm

aHl w2 {G2LIYSe [Hdnn

aHl P2 ¢2yyYSNI [Hdnn

aHl P2 ¢NJ e H®nn

aHl pl 22 oPnHDAN
9y 3IAYS MdmMnYnn

' 5C nmon oF Yoo

nmen @5 HOH
.fFyl O0Fo00U

Hardware LO /7 Gf NJ no

LO YSe AMAHNT AN
320 (*1): When the MFP includes Auto Reverse Document Feeder

321  (*2): When the MFP includes Ofass Duplex Scanning ADF
322  (*3): When the MFP includes Exposure Glass Cover
323

324 1.3 TOE Variants

325 The modeldisted in Sectiori.2correspond tadifferences irprint speed,andregionalmarkets/ localizationIn
326 addition,somemodels are also marketed under different Ricoh Family Group bmantks. A complete list of all
327 certified models is provided in the Notes for Administrators document identified in setioni

328 All variants use the santerdware and the sameersions of firmwee for TOE securitfunctions Allare
329 included in the scope of this Common Criteria certification, but only one representative model is tested (s
330 Sectionl.4).

331 1.3.1 Print speed variants

332  The first two numeric digits correspond to copy speed, e.g. C2000 performs 20 copies per minute, C2500
333 performs 25, and so omifferences between models with different printing speeds are limited to print engine
334 components that do not affect the TSF.

335 1.3.2 Regonal variants

336  An alphabetic suffix corresponds to regional variations for default user interface languages and other
337 localization settingsand regional fonts and printer languagd$ere are no securielevant difference
338 between regional variants.

339 1.3.3 Brarding variants
340 Inadditonto RICOM2 RSt & 6 6AGK y2 &dzf Tsorhemadildace marketedu@étie 2 NJ & D €
341 followingbrand nameshowever, they have not been tested as part of the certification

Copyright @020 RICOH COMPANY LTD., All Rights Reserved. Pagel9of 142



RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

342 1 SAVINandLANIERwith no suffix owithd D€ & dzF T A E O
343 f nashuatec, RexRotary, and Gestetfwith no suffix owitha ! ¢ & dzF FAED

344  Differences between branding variants are limited to labels, displays, packaging materials, and documentation.
345 None of these differences affectisa TSF.

346 1.4 Evaluated and tested configurations

347 The evaluated configuration comprises all of the required and optional TOE anbdO®romponents listed in
348 the first two columns of the tables in subsections below. The specific components used for testihgnéfied
349 in the third column.

350 The tested configuration is equivalent to evaluated configurations because none of the variants for branding,
351 marketing region, paper speed, or paper featfectsthe TSF, and all variants employ the same@r86rcing
352 hardware and software.

353 The representative model selected for Common Criteria evaluation is a RICOH IM C4500, fitted with Fax Option
354  M37 for testing of faxelated security functions. The IM C4500 model was chosen becausehigisspeed
355 model that is marketd in all regions.

356 1.4.1 Required TOE components
357 The following TOE components are required to perform basic security functions of a hardcopy device.

Function  Required TOE component(s) Tested TOE components
Hardware Any of the models specified in Sectibr2and1.3 RICOH IM C45@0BN17
Software  VersionJE1.00-H software upgrade VersionJE1.00-H software upgrade

358 Tablel Required TOE components

359 1.4.2 Optional TOEomponents
360 Optionalsecurity functions requiradditional TOE componenjdisted inTable2:

Security function Optional TOE components Tested TOE componesit

Faxnetwork separation Fax Control Unit (FCU) Fax Control Unit Type M37
361  Table2 Optional TOE components

362 1.4.3 Required noATOE components
363 The following noATOE components are required for the TOE to perform basic security functions of a hardcopy
364 device.

Security function Required noATOE component(s) Tested TOE components

Trusted communications Connection to a local area network Yes
Audit log collection Connection to an audit log server on the LA syslog server
365  Table3 Required nosTOE components

366 1.4.4 Optional noATOE components
367  Optionalsecurity functions requiradditionalnon-TOE componenidisted inTable4:

Security function Optional nonTOE component(s)  Tested TOE components
Faxnetwork separation, faxelated security ~ Connection to a telephone line PSTN emulatoPC with fax
functions driver for sending, fax machine

for receiving
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Security function Optional nonTOE component(s)  Tested TOE components
Network-based identification and Connection to an authentication LDAP server
authentication server on the LAN
Protection of scanner output onetwork Connection to an SMTP server on SMTP server

the LAN

368  Table4 Optional NoRTOE components

369 1.5 TOE Overview
370 This section defines TOE Type, TOE Usage and Major Security Features of TOE.

371 1.5.1 TOE Type
372 This TOE is a Digitdulti-FunctionPrinter (MFP), which is an IT device that inputs, stores, and outputs
373  electronic anchardcopy documents.

374 1.5.2 TOE Usage
375 The operational environment of the TOE is illustrated below and the usage of the TOE is outlineseictitis

376  As shown irFigurel, the TOE isonnected to its operational environment throughocal area network

377 (hereafter "LAN") anthe public switchedelephonenetwork (PSTNh i KSNJ St SYSy i a ovd G(KS
378 SYOGANRYYSyil AyOfdRS | NBY2:GS FIE YIOKAYSS | yUsdsatt &
379 can operate the TB from the Operation Panel of the TOE or through LAN communicaiank.element is

380 described in this section.

Operatlonal Environment

Client

Remote fax machine
computer

o " PSTN B
e | (public switched Hml

| telephone networly

1 Printer driver
1 Faxdrver
Web browser

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I NTP server FTP server SMTP server  syslog server ~ LDAP server
|
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382 Figurel Example of TOE Environment

383 1.5.2.1 Multifunction Printer (MFP)
384 Itisthe TOEUsers can prform the following operations from th®peration Panel of the MFP:

385 1 Configuration othe MFR

386 1 Copyng, faxng, storage, and network transmission of paper documents,
387 1 Printing, faxng, network transmission, and deletion of the stored documents.
388 1 Receivindax documentwia telephone lines and stimg themas documers.

389 1522 LAN
390 Network used in the TOE environment.

391 1.5.2.3 Client computer
392 A computer that performs as a client of the T@&the LAN Users can remotely operate the MFP from the
393 client computer:

394 9 Vaious settings for the MFP using a Web browser installed on the client computer,

395 9 Operation of stored documents using a Web browser installed on the client computer,
396 9 Storage and/or printing of documents using the printer driver installed on the client ctanpu
397 1 Faxingdocuments using the fax driver installed on the client computer.

398 1.5.2.4 PSTNine
399 Aconnection to goublicswitched telephone networkor the TOE to communicate with exterrfak machines

400 1.5.25 Firewall
401 A device tgprotectthe LAN frominternetthreats.

402 1.5.2.6 SMTP Server
403 An external IT entitysed by the TOE formail transmission.

404 1.5.2.7 syslogServer
405 An external IT entitysedby the TOHEor audit log storage

406 1.5.2.8 LDARserver
407  An external IT entity used by the TOE for network authentication of users.

408 1.5.2.9 FTP server
409 An external IT entity used by the TOE to receive and store user documents.

410 1.5.3 Major Security Features of TOE

411 The TOE stores documents in it, and sends and receives documents to and from the IT devices connected to the
412  LAN. To ensure provision of confidentiabnd integrity for those documents, the TOE has the following security
413 features:

414 9 Identification and Authentication
415 1 Useof-FeatureAuthorization
416 9 Access Control

417 9 Stored Datd&ncryption

418 1 Trusted Communications
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1 Administrative Roles

1 Auditing

9 Trusted Operation

1 PSTNaxNetwork Separation

1.6 TOE Description
This section describeke Physical Boundary of TQardware componentd_ogical Boundary of TOEDE
Functionsand Guidance Documents

1.6.1 Physical Boundary of TOE

The physical boundary of the TOE is the MFP, which consists of the following hardware components (shown in
Figure 2): Operation Panel Unit, Engine Upiptional)Fax Controller Unit, Controller Board, HDD, Ic Ctlr,

Network Unit, USB Port, and SD Card. Slee MFP also consists of software components. These components
comprise a physically large product that is delivered at once by a delivery company to users, and it is often set
up with the assistance of a customer engineer.
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User intergction Paper document Paper document Fax document via PSTN

TOHshaded arep

Engine Unit

Operation Panel Unit
Fax Control Unit
Operation Panel
4 $

Controller Board

m n e m e
WH Ic Ctlr Network Unit b card
USB Port a

Interface

Ty

Figure2 Hardware Configuration of the TOE

1.6.2 Hardware components

1.6.2.1 Controller Board

The Controller Board is a device that contains Processors, RAM, NVRAM, Ic Key, and FlashROM. The Controller
Board sends and receives information to ttohthe MFP. The information [gocessed by the MFP Control

Software. The following describes the components of the Controller Board:

1.6.2.1.1 Processor
A semiconductor chip that performs basimmputerprocessing for MFP operations.

1.6.2.1.2 RAM
A volatile memory mediurwhich is used as a working area for image processing such as
compressing/decompressing the image datas #lso used to temporarily read and write internal information.
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1.6.2.1.3 NVRAM
A nonvolatile memory medium in which TSF data for configuring MFP operasictsred.The NVRAM is a
field-replaceable nofvolatile storage device, and is claimed as such in this document.

1.6.2.1.4 Ic Key
Ahardware security module which providesie random number generatioand protected storage

1.6.2.1.5 FlashROM
A nonvolatile memory medium imhich the MFP Control Software is installed.

1.6.2.2 Operation Panel

The Operation Panebnsists obin LCD touch screamser interfaceand LED indicators that are controlled by
Operation Panel Control Software installed on the Operation Panel Control Bderdperation Panel Control
Software performs the following:

1. Transfers operation instructions frothe LCOouch screerio the Controller Board.
2. Controls the LEdicators and displays information on the LCD touch screen according to display
instructionsfrom the MFP Control Software

The Operation Panel utilizes Linux 3.18 on an ARM CGAAeluad Core processor.

1.6.2.3 Engine Unit

The Engine Unit consists@Bcanner Enginehich scanpaper documentsand aPrinter Engine that pristand
ejects paper documentshoth controlled by the Engine Control Software installed onEmgine Control Board.
The Engine Control Software sends status information about the Scanner Engine and Printer Engine to the
Controller Board, and operates the Scanner EmginPrinter Engine according to instructions from the MFP
Control Software.

1.6.2.4 Fax Controller Unit (FCU)

The Fax Controller Unibnsists ot modemwhichsends and receives fax data to and from other fax devices
using the G3 standard for communicatidfCUControl Software is installed on ttax Controller Unibperates
the modem and exchanges fax data according to instructions fnr@VFP Control Softwardhe Fax Controller
Unit type M37 utilizes the RU30 processor in its operation.

1.6.2.5 HDD

The HDD is a hadisk drive that is a nenolatile memory medium. It stores documents, login user names and
login passwords dflormal Uses. The HDD is a fieleéeplaceable nofvolatile storage device, and is claimed as
such in this document.

1.6.2.6 Ic Ctlr
The Ic Ctlr is a bodtthat implements data encryption and decryption functidosdata stored on the HDD

1.6.2.7 Network Unit
The Network Unit is an external interface to an Ethernet LAN.

1.6.2.8 USB Port
The USB Port is an external interface to connect a client computer to the TOEfimgpdirectly from the client
computer. During installation, this interface is disabled.
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481 1.6.2.9 SD Card Slot
482  There ardwo SD Card Slatenefor customer engineerandonefor users.

483 The SD Card Slot for customer engineer is used when the customer enginaks thet TOE. A cover is placed
484  on the SD Card Slot during the TOE operation so that an SD Card cannot be inserted into or removed from the
485  slot.

486 The SD Card Slot for users is used by users to print documents in the SD Card. The slot is set to disabled at
487 installation.

488 1.6.3 Logical Boundary of the TOE
489 The Basic Functions and Security Functions are described as follows:

- i
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= - =+ - boundary
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er Normal User Nornjal User Supgrvisor Admingistrator .
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AdmingstratorSupdrvisor

C

__ functions
Trusted Communications
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Web Image Monitor functions
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' l l | =5

. I\/Ianagement Functions
Useof-Feature Authorization
+ Security Management

Basic Funcligps ¢ v gy
Access Control

Stored Data Encryptio Trusted Operation

—— LDAP server

NTP server
-

syskg grver

FTP server

AdoD
J8ld
xe
Jauueos

o
=
2]
)
a
(@)
o
=
3
=
=
=
©
(=1
o
]
wn

19SS Jusawndo

=

SMTP server

PSTN Fax Line

[ ]
Separation |

Remote fax
machine

TOE

490
491 Figure3 Logical Boundary of the TOE

492 1.6.4 Basic Functions

493 1.6.4.1 Copy Function
494  The Copyunction scaspaper documentso be printed
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1.6.4.2 Printer Function

The Printer Function prisor storesdocuments received frora printer driver installed on the client computer
andprints ordeletes previouslystoreddocumentsfrom commands from the Operatn Panel or the client
O02YLJzi SNR&.6S0 ONRoaSN

1.6.4.3 Scanner Function

The Scanner Function scgaper documents&nd then transmits and deletdébe scanned imagesn command
from the Operation Panel.

1.6.4.4 Fax Function
The Fax Function consists@Fax Transmission Furart anda Fax Reception FunctioBoth functions exchange
documents according to the Group 3 standard over a Public Switch Telephone Network (PSTN).

TheFax Transmission Function sesdanned images qfaper documentsor images of electronic documents
from aclient computerto external fax devices.

TheFax Reception Functigrceives documents from external fax devices, and stores them in the TOE

1.6.4.5 Document Server Function
The DocumenServer Function is tperform operations on persistentlstoreddocuments in the TOE.

From the Operation Panel, users can store, print and delete Document Server documents.
Froma client computer, users can print and delete Document Server documents.

1.6.4.6 Management Function

The Management Functicadlows authorized uset® configurethe TOE's operationThe management function
can beaccessed fronthe Operation Panel aaclient computer.Security Managemerfunctions can be
accessed only by Administrators.

1.6.4.7 Web Image Monitor Function
The Web Image Monitor Function (hereafter "WINfpwsauthorizedusersto remotely control the TOE froia
web browser on &lient computer.

1.6.5 Security Functions
The Security Functions are described as follows:

1.6.5.1 Identification andAuthentication

User identification, authentication, and authorization ensure that functions of the TOE are accessible only to
Users who have been authorized by an Administrator. User identification and authentication is also used as the
basis for access otrol and administrative roles and helps associate secuekyvant events and TOE use with
specific Users. Identification and authenticatisperformed by the TOE. 8 SN & ONBRSy G At & OF
locallyon the Operation Panel, through WIM login, dligh print or fax driveror using network authentication

services

1.6.5.2 Useof-Feature Authorization

The Useof-Feature Restriction Function authorizauthenticated users to perforthe operations of Copy
Function, Printer Function, Scanner Function, Doent Server Function and Fax Functibased on the user
role and the permissionset by an Administrator fozach user.
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1.6.5.3 Access Control
Access controls ensure that documents, document processing job information, and seeletgnt data, are
accessible nly to authenticated users who have appropriate access permissions

1.6.5.4 Stored Data Encryption

The Stored Data Protection Function encsgata on the HD@nd in NVRAM to protectocuments and
confidential system information if those devices aeenoved from the TOE. Keychains for both devices are
described in this document.

1.6.5.5 Trusted Communications
Trusted communication paths are established to ensure that communications with the TOE are performed with
known endpoints. Data encryptiamsures that data assets cannot be accessed while in transit on the LAN

1.6.5.6 Administrative Roles
Rolebased access controls ensure that the ability to configure the security settings of the TOE is available only
to Users who have been authorized with an Adistiiator role

1.6.5.7 Auditing

Audit logs are generated by the TOE to ensure that seergigvant events and TOE use can be monitored by
authorized personnel. The TOE generates audit logs and securely transmits them to an External IT entity for
storage Whilestored in the TOE, audit logs are protected from unauthorized access and modification

1.6.5.8 Trusted Operation

The Software Verification Function végthe integrityand authenticityof MFP Control Software, FCU Control
Software, and Operation Panel Controft#&are, before applying update$oweron selftests are performed to
ensure that TOE operation is not disrupted by detectable malfunction.

1.6.5.9 PSTNaxLine Separation
The Fax Line Separation Function restiictormationreceivedfrom or transmitted tothe telephonenetwork to
only fax dataand fax protocols. It ensures that the fax modem cannot be used to bridge to the LAN

1.6.5.10 ImageOverwrite
The Image Overwrite Function actively overwrites residual image data stored on the HDD after a Document
Processing johas been completed or cancelled.

1.6.6 Functionssupported but not evaluated
The following functions supported by the TOE are not included in this evaluation:

 FaxoverlIP

Store while copyindocuments

Store while sending documents by fax
Menu Protect

PDF Groupasswords

SMTP Authentication

File Transfer Authentication

Erase All Memory

=A =4 =4 4 -8 -8 4
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569 1.6.7 Guidance Documents
570 A common set of guidance documents is provided for the BBIEction of particularguidance document set
571 depends on theorint speed andsalesregion, andhey are identified in the Notes for Administrators document.

572  Paper manuals supplied with the TOE

573 i Safe Use of This Machine
574 9 For Users of This Product
575 i Notes for Users

576 1 Software License Agreement

577 Online manuals available for the TOE:

578 1 Safety Information

579 1 User Giide

580 0 Setup

581 o0 Introduction and Basic Operations
582 o Copy

583 o0 Document Server

584 o0 Fax

585 o0 Scan

586 o Printer

587 0 Maintenance

588 o Troubleshooting

589 0 Settings

590 0 Specifications

591 0 Security

592 o Driver Installation Guide

593 1 Security Reference

594 1 Notes for Administratorsl.0: Using This Machine in a Network Eomment Compliant with Protection
595 Profile for Hardcopy Devices PP_HCD V1.0

596 A complete list of manuals as they apply to all TOE variants is provided in the Notes for Administrators
597 document. URLSs for online manuals are provided in the paper manual, Sa&é Usis Machinayhichis
598 supplied with the TOE.
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2 ST Conformance Claims (ASE_CCL)

2.1 Common Criteria (CC) conformance claims
The CC conformance claim of this ST and TOE is as follows:

1 Part 1: Introduction and general model Version 3.1 RevSi6&ME2017-04-001
1 Part 2: Security functional components Version 3.1 Revis{©68MEB2017-04-002 extended
1 Part 3: Security assurance components Version 3.1 ReG€i@MB2017-04-003 conformant(EAL1)

2.2 Protection Profile (PP) conformance claims
The PP to which this ST and TOE are strictly conformant and exactly compliant is:

1 PP NameProtection Profile for Hardcopy Devices
1 PP ¥rsion 1.0, dated 2019911

The ST and TOE also address all of tA& Nlechnical Decisions that apply to the PP:

i TDO074 FCS_CKM.1(a) Requirementin HCD PP v1.0

1 TDO0157 FCS_IPSEC_EXT-Taésting SPDs

1 TDO0176 FDP_DSK_EXT.1SED Testing

i TDO0219 NIAP Endorsement of Errata for HCD PP v1.0 (Errata #1, June 2017)
 TDD253  Assurance Activities for Key Transport

9 TDO0261 Destruction of CSPs in flash

I TDO0299 Update to FCS_CKM.4 Assurance Activities

I TDO0393 Require FTP_TRP.1(b) only for printing

i TD0474 Removal of Mandatory Cipher Suite in FCS_TLS_EXT.1

Hereafter,the PP and applicable Technical Decisionseferred to collectively adHCD PP v1¢0

The TOE claims conformance with the following essential, additional, and optional uses as specified in the PP:

Category Features Conformance
Essential Uses Scanning Claimed
Printing Claimed
Copying Claimed
Network Communications Claimed
Administration Claimed
Additional Uses PSTN Faxing Claimed
Storage and Retrieval Claimed
FieldReplaceable Nonvolatile Storage Claimed
Optional Uses Internal Audit Log Storage Claimed
Image Overwrite Claimed
Purge Data Not Claimed

Table5 Protection Profile claims
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2.3 Conformance Claim Rationale

2.3.1.1 Consistency Claim with TOE Type in this PP
In this PP, aonforming product must support at least one of the job functions printing, scanning, or copying
and must support the functions network communications and administration

The TOE is a product that supports printing, scanning, copying, network communmscatial administration
functions, as required by the PP.

2.3.2 Consistency Claim with Security Problems and Security Objectives in PP
The TOE is exactly compliant with the Security Problems and Security Objectives in this PP.

2.3.3 Consistency Claim wigecurity Requirements in PP
The TOE is exactly compliant with the Security Requirements in this PP.
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3 SecurityProblemDefinitions (ASE_SPD)

ThissectiondescribesThreats OrganizationaSecurityPoliciesand Assumptions.

3.1 Users
There are twacategories of Users defined in this ST, Normal and Adrhigre areéwo Adminsubroles.

Designation Name Definition

U.NORMAL Normal User A User who has been identified and authenticatet
and does not have an administrative role
U.ADMIN Administrator A User who has been identified and authenticatel
U.ADMIN.SUP MFP Supervisor and has an administrative role
U.ADMINMFP MFP Administrator

Table6 User categories

A pseudeuser role, Customer Engineer, candr@bled by an Administrator for use by an authorized service
representative It is normally disabled, as it is in the evaluated configuration.

3.2 Assets
Assets are passive entities in the TOE that contain or receive information. In this PP, Assets ar¢a®bjects
defined by the CC). There are two categories of Assets defined in this PP:

Designation Asset category Definition

D.USER User Data Data created by and for Users that do not affect the operation of the T¢

D.TSF TSF Data Data created by and for thEOE that might affect the operation of the TS
Table7 Asset categories

There are nadditional Asset categorietefined in this ST

3.2.1 User Data
User Data are composed of two types:

Designation User Data type Designation User Datatype  Definiton |

D.USER.DO' User DocumentData LY F2NXI GA2y O2y il Ay SR
form
D.USER.JOE User Job Data LY T2NXYI GAE)/ NBfIGSR G2 | | a S NI
Table8 User Data types

&N

There are no additional types of User Data defined in thig\Bfbutes associate documents and document
processing jobs witthe document processing functions of the TOE:

Document processing function Attribute

Printing +PRT
Copying +CPY
Scanning +SCN
Document Storage/Retrieval +DSR

Fax (reception) +FAXIN
Fax (transmission) +FAXOUT

Table9 Document and Job Attributes
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3.2.2 TSF Data
TSF Data are composed of two types:

Designation TSF Data type Definition

bIrsis 2Rie) Protected TSF Data TSF Data for which alteration by a User who is neither the data o
nor in an Administrator role might affect the security of the TOE, t
for which disclosure is acceptable

pHS|E @l Confidential TSF Data TSF Data for which either disclosure or alteration by a User who i
neither the data owner nor in an Administrator role might affect th
security of the TOE

Tablel0 TSF Data types

There are no additional types of TSF Data definddis ST.

3.2.2.1 Protected TSF Data
D.TSF.PROT is composed of the following data:

Login user name
Number of Attempts before Lockout
Settings for Lockout Release Timer
Lockout time
Date settings (year/month/day)
Time settings
Minimum Character No.
Password Complexity Setting
Operation Panel auto logout time
WIM auto logout time
Stored Reception File User
Document user list
Available function list
User authentication method
Device Certificate
Network settings
Audittransfer settings
TOE Software

TablellData in D.TSF.PROT

3.2.2.2 Confidential TSF Data
In this ST, D.TSF.CONF is composed of the following data:

Login password

Audit log

HDD cryptographic key
Tablel2 Data in D.TSF.CONF

3.3 Threat definitions
The following threats are mitigated by this TOE:
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Designation Definition
I UNACRER eI A=p) A @le= An attacker may access (read, modify, or delete) User Document Data or change (mc
orRSt SGSUV ! AaSNI W26 5FGF Ay GKS ¢h9 KN

T.TSF_COMPROMISE by FGaGFOTSNI YEe 3LAYy !'yldziK2NAT SR ! O0OS
interfaces.

T.TSF_FAILURE A malfunction of the TSF may cause loss of sedifitityg TOE is permitted to operate.
I ONACRE eI A=l EIEIIA An attacker may cause the installation of unauthorized software on the TOE.

T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise the security of the T¢
monitoring or manipulating network communication.

Tablel3Threats

3.4 Organizational Security Policies
The following Organizational Securitylieies (OSPs) are enforced by this TOE:

P.AUTHORIZATION Users must be authorized before performing Document Processing and administrative
functions.
P.AUDIT Securityrelevant activities must be audited and the log of sactions must be protected

and transmitted to an External IT Entity.
P.COMMS_PROTECTIO The TOEnust be able to identify itself to other devices the LAN.
P.STORAGE_ENCRYPT If the TOE stores User Document Data or ConfideM&& Data on FieRieplaceable
(conditionally mandatory) Nonvolatile Storage Devices, it will encrypt such data on those devices.
P.KEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that contribute to the
(conditionally mandatory) creation of encryption &ys for FieleReplaceable Nonvolatile Storage of User Document D
or Confidential TSF Data must be protected from unauthorized access and must not be
on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax fiomg it will ensure separation between the PSTN fax line
(conditionally mandatory) and the LAN.
P.IMAGE_OVERWRITE Upon completion or cancellation of a Document Processing job, the TOE shall overwrite
(optional) residual image data from its FieReplaceable Nonvolatile Storagevize.
Tablel4 Organizational Security Policies

3.5 Assumptions
The following assumptions must be satisfied in order for the Security Objectives and Security Functional
Requirements to be effective:

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores or processe:
assumed to be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect the TOE from direct, public acces#\i¢ its L
interface.

A.TRUSTED_ADM TOE Administrators are trusted to administer the TOE according to site security policies.
A.TRAINED_USER Authorized Users are trained to use the TOE according to site security policies.
Tablel5 Assumptions
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4 Security Objectives (ASE_OBJ)

4.1 Security Objectives for the TOE
The following Security Objectives are satisfied by this TOE:

Designation Definition

O.USER_I&A The TOE shall perform identification and authenticatiob/sérs for operations that require
access control, User authorization, or Administrator roles.

O.ACCESS_CONTROL The TOE shall enforce access controls to protect User Data and TSF Data in accordan
security policies.

O.USER_AUTHORIZATI The TOE shall perform authorization of Users in accordance with security policies.

O.ADMIN_ROLES The TOE shall ensure that only authorized Administrators are permitted to perform
administrator functions.

O.UPDATE_VERIFICATI The T@& shall provide mechanisms to verify the authenticity of software updates.

O.TSF_SELF TEST The TOE shall test some subset of its security functionality to help ensure that subset i
operating properly.

O.COMMS_PROTECTIC The TOE shall have the capabildyprotect LAN communications of User Data and TSF C
from Unauthorized Access, replay, and source/destination spoofing.

O.AUDIT The TOE shall generate audit data, and be capable of sending it to a trusted External I
Entity. Optionally, it may storeualit data in the TOE.

O.STORAGE_ENCRYP1 If the TOE stores User Document Data or Confidential TSF Data iR&jddaeable

(conditionally Nonvolatile Storage devices, then the TOE shall encrypt such data on those devices.
mandatory)

O.KEY_MATERIAL The TOE shall protect from unauthorized access any cleartext keys, submasks, randor
(conditionally numbers, or other values that contribute to the creation of encryption keys for storage ¢
mandatory) User Document Data or Confidential TfaDn FieldReplaceable Nonvolatile Storage

Devices; The TOE shall ensure that such key material is not stored in cleartext on the ¢
device that uses that material.
O.FAX_NET_SEPARATI If the TOE provides a PSTN fax fiorctthen the TOE shall ensure separation of the PSTI

(conditionally fax telephone line and the LAN, by system design or active security function.
mandatory)

O.IMAGE_OVERWRITE Upon completion or cancellation of a Document Processing job, the TOE shall overwrit
(optional) residualimage data in its FielReplaceable Nonvolatile Storage Devices.

Tablel6 Security Objectives for the TOE

4.2 Security Objectives for the Operational Environment
¢KS F2tft2gAy3 {SOdzZNA(G& hoaSOip@Eavirovirdeati 6S &l GA

OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical security, commensurate with
value of the TOE and the data it stores or processes.

OE.NETWORK_PROTECTIOMN The OperationaEnvironment shall provide network security to protect the TOE fro
direct, public access to its LAN interface.

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will not use their privilege
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site security policies and he
competence to follow them.

OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of site security policie

have the competence tousé  y dzF I O dzZNBE N & 3IdzA RI yOS
and protect passwords and keys accordingly.
Tablel7 Security Objectives for the Operational Environment
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4.3 Security Objectives rationale

The following table maps threats, OSRy] assumptions, to their respective Security Objectives.

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) Us
Document Data or change (modify or delete) User J
Data in the TOE through one of theh 9 Q& A Y (i

T.TSF_COMPROMISE
An attacker may gain Unauthorized Access to TSF |
Ay GKS ¢h9 GKNRdIzZZAK 2y S

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security
the TOE is permitted to operate.
T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthoriz
software on the TOE.

T.NET_COMPROMISE

An attacker may access daitatransit or otherwise
compromise the security of the TOE by monitoring ¢
manipulating network communication.
P.AUTHORIZATION

Users must bauthorized before performing
Document Processing and administrative functions.

P.AUDIT

Securityrelevant activities must be audited and the I
of such actions must be protected and transmitted t
an External IT Entity.

P.COMMS_PROTECTION

The TOmust be able to identify itself to other device
on the LAN.

P.STORAGE_ENCRYPTION (conditionally mandat
If the TOE stores User Document Data or Confident
TSF Data on FielRleplaceable Nonvolatile Storage
Devices, it will encrypt shaata on those devices.
P.KEY_MATHAL (conditionally mandatory)
Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Fieldeplaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected fromnauthorized access anc
must not be stored on that storage device.
P.FAX_FLOW (conditionally mandatory)

If the TOE provides a PSTN fax function, it will ensu
separation between the PSTN fax line and the LAN.

O.ACCESS_CONTROL restricts access to User Data in the
authorized Users.

0O.USER_I&A provides the basis for access control.
O.ADMIN_ROLES restricts the ability to authorize Users ani
access controls to authorizeé&dministrators.

O.ACCESS_ CONTROL restricts access to TSF Data in the
authorized Users.

O.USER_I&A provides the basis for accessd.
O.ADMIN_ROLES restricts the ability to authorize Users ant
access controls to authorized Administrators.
O.TSF_SELF_TEST prevents the T@Bfrerating if a
malfunction is detected.

O.UPDATE_VERIFICATION verifies the authenticity of softv
updates.

0O.COMMS_PROTECTION protects LAN communications fr
sniffing, replay, and maim-the-middle attacks.

O.USER_AUTHORIZATION restricts the ability to perform
Document Processing and administrative functions to
authorized Users.

0O.USER_I&A provides the basis for authorization.
O.ADMIN_ROLES restricts the ability to authorize Users to
authorized Administrators.

O.AUDIT requires thgeneration of audit data.
O.ACCESS_CONTROL restricts access to audit data in the
authorized Users.

O.USER_AUTHORIZATION provides the basis for authoriz:
OCOMMS_PROTECTION protects LAN communications fri
marnin-the-middle attacks.

O.STORAGE_ENCRYPTION protects User Document Data
Confidential TSF Data stored in FiBldplaceable Nonvolatile
Storage Devices from exposure if a device has been remove
from the TOE and its Operational Environment.
O.KEY_MATERIAL protects keys and key materials from
unauthorized access and ensures that they any key materia
are not stored in cleartext on the device that uses those
materials forits own encryption.

O.FAX_NET_SEPARATION requires a separation between
PSTN fax line and the LAN.
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Threat/Policy/Assumption Rationale
P.IMAGE_WQERWRITE (optional) O.IMAGE_OVERWRITE overwrites residual image data fror
Upon completion or cancellation of a Document FieldReplaceable Norlatile Storage Devices after Documer

Processing job, the TOE shall overwrite residual im: Processing jobs are completed or cancelled.

data from its FieleReplaceable Nonvolatile Storage

Device.

A.PHYSICAL OE.PHYSICAL_PROTER Establishes a protected physical
Physical security, commensurate with the value of tl environment for the TOE.

TOE and the data it stores or processes, is assume:

be provided by the environment.

A.NETWORK OE.NETWORK_PROTECTION establishes a protected LAM
The Operational Environment is assumed to protect environment for the TOE.

the TOE from direct, public access to its LAN interfa

A.TRUSTED_ADMIN OE.ADMIN_TRUST establishes responsibility of the TOE O
TOE Administrators are trusted to administer the TC to have a trusted relationship with Administrators.

according to site security policies.

A.TRAINED_USERS OE.ADMIN_TRAINING establishes responsibility of the TOE
Authorized Userare trained to use the TOE accordin Owner to provide appropriate training for Administrators.
to site security policies. OE.USER_TRAINING establishes responsibility of the TOE

Owner to provide appropate training for Users.
Tablel8 Security Objectives rationale
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680 5 Extended Component Definitions (ASE_ECD)

681 This ST uses extended components that are defined in HCD PahadirOthe claimed Technical Decisions and
682 Errata Noadditionalextended components are defined for this ST.
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6 Security Functional RequiremesSE_REQ)

6.1 Notational conventions
Boldtypeface indicates the portion of an SFR that has been completed or defirtbe Protection Profile,
relative to the original SFR definition in Common Criteria Part 2 or an Extended Component Definition.

Italic typeface indicates the portion of an SFR that has been completed for this Security Target.

Bold italictypeface indiates the portion of an SFR that has been partially completed or refined in the Protection
Profile, relative to the original SFR definition in Common Criteria Part 2 or an Extended Component Definition,
and which also has been completed for this Securitgdta

{Ccw O02YLRySyia GKIFIG FNB F2fft26SR o0& I tSGGSNI Ay LI N
Security Target uses the iteration identifiers that are used in the Protection Profile; therefore, they may not be
sequential in this Security Target.

SFR components that are followed hyidentifierin square bracketse.g.[1],[2]X = NBLINBaSy i A G SN
have been added for this Security Target. In some cases, they may be combined with the (letter) desifination
required iterations, e.gFCS_COP(d)[1], FCS_COP@)[2], ....
9EGSYRSR O2YLRySyida I NB ARSYGATASR o0& a9 -¢é¢ TF2ff 20
6.2 Class FAU: Security Audit
6.2.1 FAU_GEN.1 Audit data generation

(for O.AUDIT)

Hierarchical to: No othercomponents.

Deperdencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.The TSF shall be able to generate an audit record of the following auditable events:

a) Startup and shutdown of the audit functions;

b) All auditable events for theot specifiedlevd of audit; and

¢) All auditable events specified imable19, [no other specifically defined auditable evdnts
FAU_GEN.1.Zhe TSF shall recordtinin each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable evefihdlions of the functional components
included in the PP/S&dditional information specified inTablel9, [no other audit
relevant informatio.

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1  None
Unsuccessful User identification FIA _UID.1 None
Use of management functions FMT_SMF.1 None
Modification to the group of Users that are part of a role FMT_SMR.1 None
Changes to the time FPT_STM.1 None
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Auditable event Relevant SFR Additional information
Failure to establish session. FTP_ITC.1, Reason for failure.
FTP_TRP.1(a
FTP_TRP.1(b

Table19 Auditable Events
Application Note:

In cases where user identification events are inseparable from user authentication events, they may be
considered to be a single evdat audit purposes.

Regarding FMT_SMR.1, if the relationship between users and roles is not modifiable, its auditable event
cannot be generated and the requirement to generate an audit record can be ignored.

The ST author can include other auditable evdinectly in the table; they are not limited to the list
presented.

Assurance Activity:
TSS:

The evaluator shall check the TOE Summary Specification (TSS) to ensure that auditable events and its
recorded information are consistent with the definition o&ti$SFR.

Operational Guidance:

The evaluator shall check the guidance documents to ensure that auditable events and its recorded
information are consistent with the definition of the SFRs.

Test:
The evaluator shall also perform the following tests:

The evalator shall check to ensure that the audit record of each of the auditable events described in
Tablel9is appropriately generated.

Theevaluator shall check a representative sample of methods for generating auditable events, if there are
multiple methods.

The evaluator shall check that FIA_UAU.1 events have been generated for each mechanism, if there are
several different I&A mechanisms.

6.2.2 FAU_GEN.2 User identity association
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.Eor audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

Assurance Activity:
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The Assurance Activities for FAU_GEN.1 address this SFR.

6.2.3 FAU_SAR Audit review
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FAU_SAR.1.The TSF shall providd. ADMIN with the capability to read all records from the audit records.

FAU_SAR.1.Zhe TSF shall provitlee audit records in a manner suitable for the user to interpret the
information.

Assurance Activity:
The following assurance activities are required when storing audit records inside the TOE.
TSS:

The evaluator shall check to ensure that the TSS cantagtescription that audit records can be viewed
only by authorized users and functions to view audit records.

The evaluator shall check to ensure that the TSS contains a description of the methods of using interfaces
that retrieve audit records (e.g., mabds for user identification and authentication, authorization, and
retrieving audit records).

Operational Guidance:

The evaluator shall check to ensure that the operational guidance appropriately describes the ways of
viewing audit records and forms ofwing.

Test:
The evaluator shall also perform the following tests:

1. The evaluator shall check to ensure that the forms of audit records are provided as specified in
the operational guidance by retrieving audit records in accordance with the operationalnpad

2. The evaluator shall check to ensure that no users other than authorized users can retrieve audit
records.

3. The evaluator shall check to ensure that all audit records are retrieved by the operation of
retrieving audit records.

6.2.4 FAU_SAR.2 Restricted audview
(for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_SAR.1  Audit review

FAU_SAR.2.The TSF shall prohibit all users read access to the audit records, except those users that have been
granted explicit reaghccess.

Assurance Activity:
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Test:
The evaluator shall include tests related to this function in the set of tests performed in M#IL.S

6.2.5 FAU_STG.1 Protected audit trail storage
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1  Audit data generation
FAU_STG.1The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

FAU STG.1.Zhe TSF shall be able to prevent unauthorised modifications to the stored audit records in the
audit trail.

Assurance Activity:
The following assurance activities are required when storing audit records inside the TOE.
TSS:

The evaluator shatiheck to ensure that the TSS contains a description of the means of preventing audit
records from unauthorized access (modification, deletion).

Operational Guidance:

The evaluator shall check to ensure that the TSS and operational guidance contain idescoipthe
interfaces to access to audit records, and if the descriptions of the means of preventing audit records
from unauthorized access (modification, deletion) are consistent.

Test:
The evaluator shall also perform the following test:
1. The evaluatorisall test that an authorized user can access the audit records.

2. The evaluator shall test that a user without authorization for the audit data cannot access the audit
records.

6.2.6 FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 IntaSF trusted channel.
FAU_STG_EXT.II'he TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according FTP_ITC.1.
Assurance Activity:

TSS:
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The evaluator shall examine the TSS to ensure it describes the means by which the audit data are
transferred to the external audit server, and how the trusted channel is provided. Testing of the trusted
channel mechaism will be performed as specified in the associated assurance activities for the particular

trusted channel mechanism.

The evaluator shall examine the TSS to ensure it describes the amount of audit data that are stored

locally; what happens when the Idcaudit data store is full; and how these records are protected against
unauthorized access. The evaluator shall also examine the operational guidance to determine that it
describes the relationship between the local audit data and the audit data thageareto the audit log

server. For example, when an audit event is generated, is it simultaneously sent to the external server and
GKS 20Kt aGd2NBz 2NJ Aa GKS 20Kt aGd2NB dzaSR | a |

audit server.

Operational Guidance:

The evaluator shall also examine the operational guidance to ensure it describes how to establish the
trusted channel to the audit server, as well as describe any requirements on the audit server (particular
audit server protocol, versh of the protocol required, etc.), as well as configuration of the TOE needed

to communicate with the audit server.
Test:

The evaluator shall perform the following test for this requirement:

Test 1: The evaluator shall establish a session between thaf®tBe audit server according to the
configuration guidance provided. The evaluator shall then examine the traffic that passes between the

' dzZRAG &SNBSNI FyR GKS ¢h9 RdZNAYy3I aSOSNIE FOGADAGA
data to betransferred to the audit server. The evaluator shall observe that these data are not able to be
viewed in the clear during this transfer, and that they are successfully received by the audit server. The
evaluator shall record the particular software (nanaersion) used on the audit server during testing.

6.2.7 FAU_STG.4 Prevention of audit data loss
(for O.AUDIT)
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG Rrotected audit trail storage

FAU_STG.4.1 Refinemenitre TSF shalbjerwrite the oldest stored audit record@nd o other actiong if the

audt trail is full.

Assurance Activity:

The following assurance activities are required when storing audit records inside the TOE.

TSS:

The evaluator shall check to emsuthat the TSS contains a description of the processing performed when
the capacity of audit records becomes full, which is consistent with the definition of the SFR.

Operational Guidance:
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The evaluator shall check to ensure that tigerational guidance contains a description of the processing
performed (such as informing the authorized users) when the capacity of audit records becomes full.

Test:
The evaluator shall also perform the following tests:

1. The evaluator generates auditald®ents after the capacity of audit records becomes full by
generating auditable events in accordance with the operational guidance.

2. The evaluator shall check to ensure that the processing defined in the SFR is appropriately
performed to audit records.

6.3 Clas FCO: Communication
There are no class FCO requirements.

6.4 Class FCS: Cryptographic Support
6.4.1 FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinememtie TSF shall generagymmetriccryptographic keyssed for key establishment

in accordancewith [NIST Special Publication 8@0c ! = awS 02 Y Y S yWhse Kely Esyablishthént t |

{OKSYS&a ! aAy3d 5AaO0NBGS [ 23I-baded keyestabhsPelit ScHeNjEsidK & £
specified cryptographic key sizes equivalent to, or greatiean, a symmetric key strength of 112 bits.

Application Note:

A NC
T2

The ST author selects the key generation scheme used for key establishment and device authentication. If

multiple schemes are supported, then the ST author should iterate this componeptuedais
capability. When key generation is used for device authentication, the public key is expected to be

associated with an X.509v3 certificate. If the TOE acts as a receiver in the RSA key establishment scheme,

the TOE does not need to implement R&Ageneration.

Since the domain parameters to be used are specified by the requirements of the protocol in this PP, it is
not expected that the TOE will generate domain parameters, and therefore there is no additional domain

parameter validation neededhlen the TOE complies with the protocols specified in this PP.

SP 80&66B references (but does not mandate) key generation according to FH3SH@6urposes of
compliance in this version of the HCD PP, RSA key pair generation according to-#liB8la&&d in
order for the TOE to claim conformance to SRHBIB.

The generated key strength of 2088 DSA and rDSA keys need to be equivalent to, or greater than, a

symmetric key strength of 112 bits. See NIST Special Publicatipn8@® awS O2 Yorkey Rl G A2 Y
alyr38YSyié F2NIAYFR2NXYIGA2Y lo2ddi SldAgrtsSyd |5&

Assurance Activity:
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882 TSS:

883 The evaluator shall ensure that the TSS contains a description of how the TSF complies-&A 800
884 and/or 80056B, depending on the selections made. Tascription shall indicate the sections in 806A
885 and/or 80056B that are implemented by the TSF, and the evaluator shall ensure that key establishment is
886 among those sections that the TSF claims to implement.

887 Any TOEpecific extensions, processing thgnot included in the documents, or alternative

888 implementations allowed by the documents that may impact the security requirements the TOE is to
889 enforce shall be described in the TSS.

890 The TSS may refer to the Key Management Description (KMD), descrifggakimdix F , that may not be
891 made available to the public.

892 Test:

893 The evaluator shall use the key pair generation portions of "The FIPEDBfital Signature Algorithm
894 Validation System (DSA2VS)", "The FIPSIH#ptic Curve Digital Signature Algum Validation System
895 69/ 5{!'u+{0bm IWR ®EKSARIYicA2y {2aidSY ow{!nx{0¢ I a
896 above, depending on the selection performed by the ST author. This will require that the evaluator have a
897 trusted reference implementadin of the algorithms that can produce test vectors that are verifiable
898 during the test.

899 6.4.2 FCS_CKM.1(DAR Cryptographic key generation (Symmetric Kiyaja At Rest]

900 (for O.STORAGE_ENCRYPTION)

901 Hierarchical to: No other components.

902 Dependencies: [FCS_CORf) Cryptographic OperatiofiKéy Encryptio)j

903 FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

904 FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

905 FCS_CKM.1.1(I)AR Refinement The TSF shall generagmmetriccryptographic keysising a Random Bit
906 Generator as specified in FCS_RBG_EXT.1 and specified cryptographic ke®56zai fhat meet the

907 following: No Standard

908 Application Note:

909 Symmetric keys may be used to generate keys along the key chain.

910 Assurance activit:

911 TSS:

912 The evaluator shall review the TSS to determine that it describes how the functionality described by
913 FCS_RBG_EXT.1 is invoked.

914 KMD:

915 If the TOE is relying on random number generation from a 4héndy source, the KMD needs to describe
916 the functioncall and parameters used when calling the thpatty DRBG function. Also, the KMD needs
917 to include a short description of the vendor's assumption for the amount of entropy seeding the third
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party DRBG. The evaluator uses the description of the RBGdinalitty in FCS _RBG_EXT or the KMD to
determine that the key size being requested is identical to the key size and mode to be used for the
encryption/decryption of the user data (FCS_COP.1(d)).

6.4.3 FCS_CKM.1(bIM Cryptographic key generation (Symmetric Kiyaa In Motion]
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(g) Cryptographic Operatiorkéfipedhash message authenticatign)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1@)IM] Refinement The TSF shall generagmmetriccryptographic keyssing a Random Bit
Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key28zeis, 56 bif that meet
the following: No Standard

Application Note:
Symmetric keys may be used to generate keys along the key chain.
Assurance activity:
TSS:

The evaluator shall review the TSS to determine that it describes how the functionality described by
FCS_RBG_EXT.1 is invoked.

KMD:

If the TOE is relying on random number generation from a ybéndy source, the KMD needs to deibe

the function call and parameters used when calling the tpiadty DRBG function. Also, the KMD needs
to include a short description of the vendor's assumption for the amount of entropy seeding the third
party DRBG. The evaluator uses the descripticihe RBG functionality in FCS_RBG_EXT or the KMD to
determine that the key size being requested is identical to the key size and mode to be used for the
encryption/decryption of the user data (FCS_COP.1(d)).

6.4.4 FCS_CKM_EXT.4 Extended: Cryptographic Kesia\ilBestruction
(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall defitpgintext secret and private cryptographic keys and cryptographic
critical security parametersvhen no longer needed.

Application Note:
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953 G/ NB LI 23ANI LIKAO [/ NR ark @fined if FEO t#RRA [1 R ¢r3d@ dmERiaBaN B £

954 (e.g., secret and private cryptographic keys, and authentication data such as passwords and PINs) whose
955 RAaOf2adz2NB 2NJ Y2RATAOIFIGA2Y OlFly O2YLINRYAAS GKS &s
956 Keys, inclding intermediate keys and key material that are no longer needed are destroyed by using an
957 approved method, FCS_CKM.4.1. Examples of keys are intermediate keys, submasks, and BEV. There me
958 be instances where keys or key material that are containeérisistent storage are no longer needed and

959 require destruction. Based on their implementation, vendors will explain when certain keys are no longer
960 needed. There are multiple situations in which key material is no longer necessary, for example, a

961 wrapped key may need to be destroyed when a password is changed. However, there are instances when
962 keys are allowed to remain in memory, for example, a device identification key.

963 Assurance activity:

964 TSS:

965 The evaluator shall verify the TSS provides a high tescription of what it means for keys and key

966 material to be no longer needed and when then should be expected to be destroyed.

967 KMD:

968 The evaluator shall verify the Key Management Description (KMD) includes a description of the areas

969 where keys an#éley material reside and when the keys and key material are no longer needed.

970 The evaluator shall verify the KMD includes a key lifecycle, that includes a description where key material
971 reside, how the key material is used, how it is determined that kegskag material are no longer

972 needed, and how the material is destroyed once it is not needed and that the documentation in the KMD
973 follows FCS_CKM.4 for the destruction.

974 6.4.5 FCS_CKM.4 Cryptographic key destruction

975 (for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION

976 Hierarchical to: No other components.

977 Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

978 FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

979 FCS_CKM.4.1 Refinemefiihe TSF shall destroy cryptographic keys inrdacge with a specified cryptographic
980 key destruction methodHor volatile memory, the destruction shall be executed fpgmoval of power to
981 the memorny}; For nonvolatile storage, the destruction shall be executed bfsmgle] overwrite of key data
982 storage location consisting d&a new value of a key of the same sj¢hat meets the following:rjo

983 standard).

984 Application Note:

985 In the first selection, the ST Author is presented options for destroying disused cryptographic&dymb
986 whether they are in volatile memory or nenlatile memory within the TOE.

987 The selection of block erase for raslatile memory applies only to flash memory.
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988 Within the selections is the option to overwrite the memory location with a new valukeyt &he intent
989 Ad GKIFG + ySg @FtdzS 2F | 1Se 6Fra aLISOATFASR Ay Ly
990 key.
991 { SOSNIf aStSOlAzya |tt2¢ | aarayySyd 2F | W@l f dzS
992 uses some other spiéied data not drawn from a source that may contain key material or reveal
993 information about key material, and not being any of the particular values listed as other selection
994 2LI0A2yad ¢KS LRAYG 2F (KS LIKNI & SeodeRrRdtteradatgig & O2y G
995 OF NBFdz t & &aStSOGSRT FyR y2i GI1F1Sy FNRY | 3ISYySNIf
996 itself requires confidentiality protection.
997 Assurance activity:
998 TSS:
999 The evaluator shall verify the TSS provides a high levetiggsn of how keys and key material are
1000 destroyed.
1001 If the ST makes use of the open assignment and fills in the type of pattern that is used, the evaluator
1002 examines the TSS to ensure it describes how that pattern is obtained and used. The evaluaterifhall
1003 that the pattern does not contain any CSPs.
1004 The evaluator shall check that the TSS identifies any configurations or circumstances that may not strictly
1005 conform to the key destruction requirement.
1006 KMD:
1007 The evaluator examines the KMD to ensure italidges how the keys are managed in volatile memory.
1008 This description includes details of how each identified key is introduced into volatile memory (e.g. by
1009 derivation from user input, or by unwrapping a wrapped key stored invaatile memory) and how
1010 they are overwritten.
1011 The evaluator shall check to ensure the KMD lists each type of key that is storedvolatile memaory,
1012 and identifies the memory type (volatile or naolatile) where key material is stored.
1013 The KMD identifies and describes the mfidee(s) that is used to service commands to read/write
1014 memory. The evaluator examines the interface description for each different media type to ensure that
1015 the interface supports the selection(s) made by the ST Author.
1016 Test:
1017 For these tests the evaluatshall utilize appropriate development environment (e.g. a Virtual Machine)
1018 and development tools (debuggers, simulators, etc.) to test that keys are cleared, including all copies of
1019 the key that may have been created internally by the TOE during norggabgraphic processing with
1020 that key.
1021 Test 1:Applied to each key held as in volatile memory and subject to destruction by overwrite by the TOE
1022 (whether or not the value is subsequently encrypted for storage in volatile owotatile memory). In the
1023 case where the only selection made for the destion method key was removal of power, then this test
1024 is unnecessary. The evaluator shall:
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1. Record the value of the key in the TOE subject to clearing.

2. Cause the TOE to perform a normal cryptographic processing with the key from Step #1.
3. Cause the TOE tcedlr the key.

4. Cause the TOE to stop the execution but not exit.

5. Cause the TOE to dump the entire memory of the TOE into a binary file.

6

Search the content of the binary file created in Step #5 for instances of the known key value from
Step #1.

Steps 16 ensue that the complete key does not exist anywhere in volatile memory. If a copy is found,
then the test fails.

Test 2:Applied to each key help in nerlatile memory and subject to destruction by the T&keept for
replacing a key using the selection [a new value of a key of the same size]. The evaluator shall use special
tools (as needed), provided by the TOE developer if necessary, to ensure the tests function as intended.

1. Identify the purpose of the key and what access should fail when it is deletgdttie data
encryption key being deleted would cause data decryption to fail.)

2. Cause the TOE to clear the key.

3. Have the TOE attempt the functionality that the cleared key would be necessary for. The test
succeeds if step 3 fails.

Test 3:Applied to eaclkey held in norvolatile memory and subject to destruction by overwrite by the
TOE. The evaluator shall use special tools (as needed), provided by the TOE developer if necessary, to
view the key storage location:

1. Record the value of the key in the TOE sabjo clearing.
2. Cause the TOE to perform a normal cryptographic processing with the key from Step #1.
3. Cause the TOE to clear the key.

4. Search the nowolatile memory the key was stored in for instances of the known key value from
Step #1. If a copy is fodnthen the test fails.

Test 4:Applied to each key held as nenlatile memory and subject to destruction by overwrite by the
TOE. The evaluator shall use special tools (as needed), provided by the TOE developer if necessary, to
view the key storage locamn:

1. Record the storage location of the key in the TOE subject to clearing.
2. Cause the TOE to perform a normal cryptographic processing with the key from Step #1.
3. Cause the TOE to clear the key.

4. Search the storage location in Step #hof-volatile memory to ensure the appropriate pattern
is utilized.
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1058 The test succeeds if correct pattern is used to overwrite the key in the memory location. If the pattern is
1059 not found the test fails.

1060 6.4.6 FCS_COP.1(a) Cryptographic Operation (Symmetric eofgetryption)

1061 (for O.COMMS_PROTECTION)

1062 Hierarchical to: No other components.

1063 Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
1064 FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

1065 FCS_COP.1.1(a) Refinemenhe TSF shall perforemcryption and decryptiorin accordance with a specified

1066 cryptographic algorithrES operating ingBQand cryptographic key siz&28-bits and 256bits that meets

1067 the following:

1068 AcCLt{ t!. MpTtZ a! RGIYOSR 9YONEBLIWIAZ2Y {GFyRIFENR 6! 9/{
1069 A [NIST SP 8a88A

1070 Application Note:

1071 For the assignment, the ST author should assign the mode or modes in which AES operates to support the
1072 cryptographic protocols chosen for FTP_ITC and FTP_TRP.

1073 For the selection, the ST author should choose the stdadhat describe the modes specified in the

1074 assignment.

1075 Assurance Activity:

1076 Test:

1077 The evaluator shall use tests appropriate to the modes selected in the above requirement from "The

1078 Advanced Encryption Standard Algorithm Validation Suite (AESAVS)", Th&/@lMai®n System

1079 (CMACVS)", "The Counter with Cipher Block ChaMagsage Authentication Code (CCM) Validation

1080 System (CCMVS)", and "The Galois/Counter Mode (GCM) and GMAC Validation System (GCMVS)" (these
1081 documents are available from http://csrc.nigav/groups/STM/cavp/index.html) as a guide in testing the

1082 requirement above. This will require that the evaluator have a reference implementation of the

1083 algorithms known to be good that can produce test vectors that are verifiable during the test.

1084 6.4.7 FCS_CORb) Cryptographic Operation (for signature generation/verification)

1085 (for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

1086 Hierarchical to: No other components.

1087 Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetrit keys)

1088 FCS_CKM_EXT.4 ExeshdCryptographic Key Material Destruction

1089 FCS_COP.1.1(b) Refinemenhe TSF shall perforenyptographic signature servicda accordance with aSA
1090 Digital Signature Algorithm (rDSA) with key sizes (modulus) of [2048 hilts]l] meets the following FIPS

1091 PUB18&1 = G5AIAGEE {Rp3YylFGdz2NBE {GF yRENRE
1092 Application Note:
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The ST Author should choose the algorithm implemented to perform digital signatures; if more than one
algorithm is available, this requirement (and the corresponding FCS_CKM.1 requirementpashould
iterated to specify the functionality. For the algorithm chosen, the ST author should make the appropriate
assignments/selections to specify the parameters that are implemented for that algorithm.

For elliptic curvdbased schemes, the key size referthe log2 of the order of the base point.
Assurance Activity:
Test:

The evaluator shall use the signature generation and signature verification portions of "The Digital
{AIYFGdz2NBE ! f A2NRAGKY £ f ARIFGA2Y SignatireSAgérithd5 { ! H+{ 0 X

+F fARIFGA2Y {2adGSY¢ 09/5{!Hx{ 0 YR b¢KS w{! I fA
requirement above. The Validation System used shall comply with the conformance standard identified in
the ST (i.e., FIPS PUB-#36This Wl require that the evaluator have a reference implementation of the

algorithms known to be good that can produce test vectors that are verifiable during the test.

6.4.8 FCS_COP.1lc}]Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3yitt FCS_SNI_EXT.1.1)
Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_COP.1.1[ic)] Refinement The TSF shall perforenyptographic hashing serviceés accordance with§HA
1] that meet the following: [SO/IECL01183:2004.
Application Note (for O.STORAGE_ENCRYPTION):

The hash selection should be consistent with the overall strength of the algorithm used for FCS_COP.1(d).
(SHA 256 should be chosen for AEShit2&ys, SHA 512 should be chosen for2Zd6%it keys) The
selection of the standard is made based on the algorithms selected.

Vendors are strongly encouraged to implement updated protocols that support th2 gifAly; until
updated protocols are supported, this PP allows support foriSiHflemenations in compliance with SP
800-131A.

Assurance activity:
TSS:

The evaluator shall check that the association of the hash function with other TSF cryptographic functions
(for example, the digital signature verification faion) is documented in the TSS.

Operational Guidance:

The evaluator checks the operational guidance documents to determine that any configuration that is
required to be done to configure the functionality for the required hash sizes is present.

Test:
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1127 The TSF hashing functions can belanpented in one of two modes. The first mode is the byte-oriented

1128 mode. In this mode the TSF only hashes messages that are an integral number of bytes in length; i.e., the
1129 length (in bits) of the message to be hashed is divisible by 8. The second mioeldiisdriented mode. In

1130 this mode the TSF hashes messages of arbitrary length. As there are different tests for each mode, an
1131 indication is given in the following sections for the bit-orientadthe byte-oriented test mode.

1132 The evaluator shall perfornilaf the following tests for each hash algorithm implemented by the TSF and
1133 used to satisfy the requirements of this PP.

1134 Short Messages Test - Bit-oriented Mode

1135 The evaluators devise an input set consisting of m+1 messages, where m is the block lémgtiash

1136 algorithm. The length of the messages range sequentially from O to m bits. The message text shall be
1137 pseudorandomly generated. The evaluators compute the message digest for each of the messages and
1138 ensure that the correct result is produced whdretmessages are provided to the TSF.

1139 Short Messages Test - Byte-oriented Mode

1140 The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash
1141 algorithm. The length of the messages range sequentially from 0 to mé® bwyith each message being

1142 an integral number of bytes. The message text shall be pseudorandomly generated. The evaluators

1143 compute the message digest for each of the messages and ensure that the correct result is produced
1144 when the mesages are provided the TSF.

1145 Selected Long Messages Test - Bit-oriented Mode

1146 The evaluators devise an input set consisting of m messages, where m is the block length of the hash
1147 algorithm. For SH&56, the length oftheil K YS&aal 3S Aa pwmH b dbbh3Fthe & KSNE
1148 lengthofthedil K YSaal3aS A& mnuHn b PPpFAI GKSNBE M X A X Y
1149 generated. The evaluators compute the message digest for each of the messages and ensure that the
1150 correct result is produced when the seages ar provided to the TSF.

1151 Selected Long Mseages Test - Byte-oriented Mode

1152 The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash
1153 algorithm. For SH&56, the length of the-ih message is 512 + 8*99%H, K SNBE ™M X A-5DK YKy ®
1154 thelengthofthedil K YSa &l 3S A& mMnanun b yrhpPpFAI 6KSNE ™M X A
1155 pseudorandomly generated. The evaluators compute the message digest for each of the messages and
1156 ensure that the correct result groduced when the messages are provided to the TSF.

1157 Pseudorandomly Generated Messages Test

1158 This test is for byte-oriented implementations only. The evaluators randomly generate a seed that is n bits
1159 long, where n is the length of the message digest preduay the hash function to be tested. The

1160 evaluators then formulate a set of 100 messages and associated digests by following the algorithm

1161 provided in Figure 1 of The Secure Hash Algorithm Validation System (SHAVS). The evaluators then ensure
1162 that the corect result is produced when the messages are provided to the TSF.
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1163 6.4.9 FCS_COP.1(tR]Cryptographic operation (Hash Algorithm)

1164 (selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
1165 Hierarchical to: No other components.
1166 Dependencies: No dependencies.

1167 FCS_CR1.1(c)L2]Refinement The TSF shall perforenyptographic hashing servicés accordance with§HA
1168 256, SHA384, SHA 12 that meet the following: [SO/IEC 10118:2004.

1169 Application Note (for O.STORAGE_ENCRYPTION):

1170 The hash selection should be consistent with the overall strength of the algorithm used for FCS_COP.1(d).
1171 (SHA 256 should be chosen for AEShIt2&ys, SHA 512 should be chosen for2Zd6Bit keys) The

1172 sekction of the standard is made based on the algorithms selected.

1173 Vendors are strongly encouraged to implement updated protocols that support th2 B&idAly; until

1174 updated protocols are supported, this PP allows support forlSHdlementations in comglhce with SP

1175 800-131A.

1176 Assurance activity:

1177 TSS:

1178 The evaluator shall check that the association of the hash function with other TSF cryptographic functions
1179 (for example, the digital signature verification function) is documented in the TSS.

1180 Operational Guidnce:

1181 The evaluator checks the operational guidance documents to determine that any configuration that is
1182 required to be done to configure the functionality for the required hash sizes is present.

1183 Test:

1184 The TSF hashing functions can be implemented irobh&o modes. The first mode is the byte-oriented

1185 mode. In this mode the TSF only hashes messages that are an integral number of bytes in length; i.e., the
1186 length (in bits) of the message to be hashed is divisible by 8. The second mode is the bit-onedédn

1187 this mode the TSF hashes messages of arbitrary length. As there are different tests for each mode, an
1188 indication is given in the following sections for the bit-oriented vs. the byte-oriented test mode.

1189 The evaluator shall perform all of the followg tests for each hash algorithm implemented by the TSF and
1190 used to satisfy the requirements of this PP.

1191 Short Messages Test - Bit-oriented Mode

1192 The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash
1193 algorithm. The length of the messages range sequentially from 0 to m bits. The message text shall be
1194 pseudorandomly generated. The evaluators compute the message digest for each of the messages and
1195 ensure that the correct result is produced when the messagepm@ndded to the TSF.

1196 Short Messages Test - Byte-oriented Mode
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1197 The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash
1198 algorithm. The length of the messages range sequentially from O to m/8 bytes, with essage being

1199 an integral number of bytes. The message text shall be pseudorandomly geheragevaluators

1200 compute the message digest for each of the messages and ensure that the correct result is produced

1201 when the messages are provided to the TSF.

1202 Seleted Long Messages Test - Bit-oriented Mode

1203 The evaluators devise an input set consisting of m messages, where m is the block length of the hash

1204 algorithm. For SH256, the length ofthe-il K YS&al 3S A& pmH b dbhFthe & KS NI
1205 lengthofthedl K YSaal3aS A& mnHn b PPpFAI GKSNBE M X A X Y
1206 generated. The evaluators compute the message digest for each of the messages and ensure that the

1207 correct result is produced when the messages are pravidehe TSF.

1208 Selected Long Messages Test - Byte-oriented Mode

1209 The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash
1210 algorithm. For SH&56, the length ofthelil K YS&aal 3S Aa pvmH bhFy$HEAE A X 6K
1211 the lengthofthedil K YSaalr3S A& mnuHn b yrFodpprAZ gKSNBE ™M X A
1212 pseudorandomly generated. The evaluators compute the message digest for each of the messages and
1213 ensure that the correct result is produced wheretmessages are provided to the TSF.

1214 Pseudorandomly Generated Messages Test

1215 This test is for byte-oriented implementations only. The evaluators randomly generate a seed that is n bits
1216 long, where n is the length of the message digest produced by the hastidn to be tested. The

1217 evaluators then formulate a set of 100 messages and associated digests by following the algorithm

1218 provided in Figure 1 of The Secure Hash Algorithm Validation System (SHAVS). The evaluators then ensure
1219 that the correct result is mduced when the messages are provided to the TSF.

1220 6.4.10 FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

1221 (for O. STORAGE_ENCRYPTION)

1222 Hierarchical to: No other components.

1223 Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmeyi}]Ke

1224 FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

1225 FCS_COP.1.1(dhe TSF shall perfordata encryption and decryptiorn accordance with a specified

1226 cryptographic algorithrES used inJBCmode and cryptographic key size246 bitg that meet the
1227 following: AES as specified in ISO/IEC 18338BC as specified in ISO/IEC 19116

1228 Application Note:

1229 This PP allows for software encryption or hardware encryption.

1230 If XTS Mode is selected, a cryptographic key ob5d of 512bit is albwed as specified in IEEE 1619.
1231 XTSAES key is divided into two AES keys of equalfeizexample, AE$28 is used as the underlying
1232 algorithm, when 256@it key and XTS mode are selected. -28685s used when a 54t key and XTS
1233 mode are selected.
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1234 The intent of this requirement is to specify the approved AES modes that the ST Author may select for AES
1235 encryption of the appropriate information on the Fi&dplaceable Nonvolatile Storage Device. For the
1236 first selection, the ST author should indicdte mode or modes supported by the TOE implementation.
1237 The second selection indicates the key size to be used, which is identical to that specified for

1238 FCS_CKM.1(b). The third selection must agree with the mode or modes chosen in the first selection. If
1239 multiple modes are supported, it may be clearer in the ST if this component was iterated.

1240 Assurance activity:

1241 TSS:

1242 The evaluator shall verify the TSS includes a description of the key size used for encryption and the mode
1243 used for encryption.

1244 OperationalGuidance:

1245 If multiple encryption modes are supported, the evaluator examines the guidance documentation to
1246 determine that the method of choosing a specific mode/key size by the end user is described.

1247 Test:

1248 The following tests are conditional based uptwe selections made in the SFR.

1249 AESCBC Tests

1250 AESCBC Known Answer Tests

1251 There are four Known Answer Tests (KATS), described below. In all KATs, the plaintext, ciphertext, and IV
1252 values shall be 12Bit blocks. The results from each test may either be obtained by the evaluator directly
1253 or by supplying the inputs to the implemism and receiving the results in respon3@ determine

1254 correctness, the evaluator shall compare the resulting values to those obtained by submitting the same
1255 inputs to a known good implementation.

1256 KATL1. To test the encrypt functionality of AEBC, the waluator shall supply a set of 10 plaintext values
1257 and obtain the ciphertext value that results from AEBC encryption of the given plaent using a key

1258 value of all zeros and an IV of all zeros. Five plaintext values shall be encrypted withigal2&ros

1259 key, and the other five shall be encrypted with a 2B6all-zeros key.

1260 To test the decrypt functionality of AESBC, the evaluator shall perform the same test as for encrypt,
1261 using 10 ciphertext values as input and AEEC decryption.

1262 KAT2. To est the encrypt functionality of AKSBC, the evaluator shall supply a set of 10 key values and
1263 obtain the ciphertext value that results from AE8C encryption of an aéros plaintext using the given
1264 key value and an IV of all zeros. Five of the kegh bl 128bit keys, and the other five shall be 26&

1265 keys.

1266 To test the decrypt functionality of AESBC, the evaluator shall perform the same test as for encrypt,
1267 using an atkero ciphertext value as input and AEBC decryption.

1268 KAT3. To test the earypt functionality of AEEBC, the evaluator shall supply the two sets of key values
1269 described below and obtain the ciphertext value that results from AES encryption ofzanaslplaintext
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1270 using the given key value and an IV of all zeros. The firsf &elys shall have 128 12 keys, and the
1271 second set shall have 256 26& keys. Key i in each set shall have the leftmost i bits be ones and the
1272 rightmost Ni bits be zeros, foriin [1,N].

1273 To test the decrypt functionality of AEBC, the evaluatahall supply the two sets of key and ciphertext
1274 value pairs described below and obtain the plaintext value that results frorCBESdecryption of the
1275 given ciphertext using the given key and an IV of all zeros. The first set of key/ciphertext paivawshall
1276 128 128bit key/ciphertext pairs, and the second set of key/ciphertext pairs shall have 256i256

1277 key/ciphertext pairs. Key i in each set shall have the leftmost i bits be ones and the rightirioits Ne
1278 zeros, for i in [1,N]. The ciphertext valin each pair shall be the value that results in aizedbs plaintext
1279 when decrypted with its corresponding key.

1280 KAT4. To test the encrypt functionality of AEBC, the evaluator shall supply the set of 128 plaintext
1281 values described below and obtaimet two ciphertext values that result from AEBC encryption of the
1282 given plaintext using a 128t key value of all zeros with an IV of all zeros and using di2k@y value of
1283 all zeros with an IV of all zeros, respectively. Plaintext value i in eashall have the leftmost i bits be
1284 ones and the rightmost 12Bbits be zeros, for i in [1,128].

1285 To test the decrypt functionality of AESBC, the evaluator shall perform the same test as for encrypt,
1286 using ciphertext values of the same form as the gaihin the encrypt test as input and AEBC

1287 decryption.

1288 AESCBC MultBlock Message Test

1289 The evaluator shall test the encrypt functionality by encryptinglalock message where 1 <i<=10. The
1290 evaluator shall choose a key, an IV and plaintext messiigagth i blocks and encrypt the message,
1291 using the mode to be tested, with the chosen key and IV. The ciphertext shall be compared to the result of
1292 encrypting the same plaintext message with the same key and IV using a known good implementation.
1293 The evalator shall also test the decrypt functionality for each mode by decryptingbdotk message
1294 where 1 <i<=10. The evaluator shall choose a key, an IV and a ciphertext message of length i blocks and
1295 decrypt the message, using the mode to be tested, Withchosen key and IV. The plaintext shall be
1296 compared to the result of decrypting the same ciphertext message with the same key and |V using a
1297 known good implementation.

1298 AESCBC Monte Carlo Tests

1299 The evaluator shall test the encrypt functionality usirggaof 200 plaintext, IV, and keyt@ples. 100 of
1300 these shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and IV values shdilitbe 128
1301 blocks. For each-Riple, 1000 iterations shall be run as follows:

1302 # Input: PT, IV, Key

1303 for i = 1to 1000:

1304 ifi == 1:

1305 CT[1] = AEEBGEnNcrypt(Key, IV, PT)

1306 PT=1IV
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1307 else:

1308 CTI[i] = AESBGENcrypt(Key, PT)

1309 PT = CHi]

1310 The ciphertext computed in the 1000th iteration (i.e., CT[1000]) is the result for that trial. This result shall
1311 be compared tolte result of running 1000 iterations with the same values using a known good

1312 implementation.

1313 The evaluator shall test the decrypt functionality using the same test as for encrypt, exchanging CT and PT
1314 and replacing AESBGENcrypt with AEEBEDecrypt.

1315 6.4.11 FCSCOP.1(f) Cryptographic operation (Key Encryption)

1316 (selected from FCS_KYC_EXT.1.1)

1317 Hierarchical to: No other components.

1318 Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

1319 FCS_CKM_EXT.4 Extended: Cryptographic Key MBéestaliction

1320 FCS_COP.1.1(f) Refinememhe TSF shall perforkey encryption and decryptiorin accordance with a
1321 specified cryptographic algorith®ES used ifCBEmode] and cryptographic key siz§&56 bitg that meet
1322 the following:AES as specified in ISO /IEC 18338BC as specified in ISO/IEC 10116

1323 Application Note:

1324 This requirement is used in the body of the ST if the ST Author chooses to use AES encryption/decryption
1325 for protecting the keys as parf the key chaining approach that is specified in FCS_KYC_EXT.1.

1326 Assurance activity:

1327 TSS:

1328 The evaluator shall verify the TSS includes a description of the key encryption function(s) and shall verify

1329 the key encryption uses an approved algorithm accordinthé appropriate specification.

1330 KMD:

1331 The evaluator shall review the KMD to ensure that all keys are encrypted using the approved method and
1332 a description of when the key encryption occurs is provided.

1333 Test:

1334 The evaluator shall use tests in FCS_CORdL{@Yify encryption.

1335 6.4.12FCS_COP.1(g) Cryptographic Operation (for He®asitmessage authentication)

1336 (selected with FCS_IPSEC_EXT.1.4)

1337 Hierarchical to: No other components.

1338 Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
1339 FDP_TC.2 Import of user data with security attributes, or

1340 FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
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FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinemenhe TSF shall perfokkeyedhash message authentidion in accordance with a
specified cryptographic algorithiash[SHA256, SHA384, SHA12], key size§4 (when using SHA56),
128 (when using SHB84 or SHA12)|, and message digest siz6§, 384, 51Pbits that meet the
following: FIPS PUB 19B "The KeyeeHash Message Authentication Code, and FIPS PUB1B0 & { S O dzNB
I FaK {GFyRINR®E

Assurance Activity:
Test:

The evaluator shall use "The Keylddsh Message Authentication Code (HMAC) Validation System
(HMACVS)" as a guide in testing the requiremdxatva. This will require that the evaluator have a
reference implementation of the algorithms known to be good that can produce test vectors that are
verifiable during the test.

6.4.13 FCS_HTTPS_EXT.1 Extended: HTTPS selected
(selected in FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS_TLS_EXT.1 Extended: TLS selected.
FCS_HTTPS_EXTThe TSF shall implement the HTTPS protocol that complies with RFC 2818.

Application Note:

The ST author must provide enough detail to determine thevimplementation is complying with the
standard(s) identified; this can be done either by adding elements to this component, or by additional
detail in the TSS.

FCS_HTTPS_EXTTh2 TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
Assurance Activity:
TSS:

The evaluator shall check the TSS to ensure that it is clear on how HTTPS uses TLS to establish an
administrative session, focusing on any client authenticatequired by the TLS protocol vs. security
administrator authentication which may be done at a different level of the processing stack.

Test:

Testing for this activity is done as part of the TLS testing; this may result in additional testing if the TLS
tests are done at the TLS protocol level.

6.4.14 FCS_IPSEC_EXT.1 Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.

Dependencies: FIA_PSK_EXT.1 Extended:$hared Key Composition
FCS_CKM.1(a) Cryptographic Kegegation (for asymmetric keys)
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1376 FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

1377 FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

1378 FCS_COP.1lc2] Cryptographic Operation (Hash Algorithm)

1379 FCS_COP.1(gyfrographic Operation (for keyeldash message authentication)

1380 FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

1381 Application Note:

1382 In order to show that the TSF implements the RFCs in accordance with the requirements of this PP, the
1383 evaluator shall perform the assurance activities listed below.

1384 The TOE is required to use the IPsec protocol to establish connections used to communicate with an IPsec
1385 Peer.

Traffic generator

&

oy S

NS
TOE IPsec Peer

1386 Packet capture device
1387 The evaluators shall minimally create a tesvironment equivalent to the test environment illustrated
1388 above. It is expected that the traffic generator is used to construct network packets and will provide the
1389 evaluator with the ability manipulate fields in the ICMP, IPv4, IPv6, UDP, and TCHheadket. The
1390 evaluators must provide justification for any differences in the test environment.

1391 FCS_IPSEC_EXTTh& TSF shall implement the IPsec architecture as specified in RFC 4301.
1392 Application Note:

1393 RFC 4301 calls for an IPsec implementation to prdietraffic through the use of a Security Policy

1394 Database (SPD). The SPD is used to define how IP packets are to be handled: PROTECT the packet (e.g.,
1395 encrypt the packet), BYPASS the IPsec services (e.g., no encryption), or DISCARD the packehée.g., drop
1396 packet). The SPD can be implemented in various ways, including router access control lists, firewall

1397 NHz SaSGa>x I aiUNIYRAGAZ2YIFIfé¢ {t53% SGOd wS3IIFNRfSaa 2
1398 GKFEG LI O1SG Aa ésdlting &@fioStRat take @dcel ya i |y R | NJ
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1399 While there must be a means to order the rules, a general approach to ordering is not mandated, as long
1400 as the SPD can distinguish the IP packets and apply the rules accordingly. There may be multiple SPDs (one
1401 for each netvork interface), but this is not required.

1402 Assurance Activity:

1403 TSS:

1404 The evaluator shall examine the TSS and determine that it describes what takes place when a packet is
1405 processed by the TOE, e.g., the algorithm used to process the packet. The TSSsdesaribe SPD is

1406 implemented and the rules for processing both inbound and outbound packets in terms of the IPsec

1407 policy. The TSS describes the rules that are available and the resulting actions available after matching a
1408 rule. The TSS describes how thogsles and actions form the SPD in terms of the BYPASS (e.g., no

1409 encryption), DISCARD (e.g., drop the packet) and PROTECT (e.g., encrypt the packet) actions defined in
1410 RFC 4301.

1411 As noted in section 4.4.1 of RFC 4301, the processing of entries in therdRfriidal and the evaluator

1412 shall determine that the description in the TSS is sufficient to determine which rules will be applied given
1413 the rule structure implemented by the TOE. For example, if the TOE allows specification of ranges,

1414 conditional rulesetc., the evaluator shall determine that the description of rule processing (for both

1415 inbound and outbound packets) is sufficient to determine the action that will be applied, especially in the
1416 case where two different rules may apply. This descriptiaail stover both the initial packets (that is, no

1417 SA is established on the interface or for that particular packet) as well as packets that are part of an

1418 established SA.

1419 Operational Guidance:

1420 The evaluator shall examine the guidance documentation to vigiifigtructs the Administrator how to

1421 construct entries into the SPD that specify a rule for processing a packet. The description includes all three
1422 caseg; a rule that ensures packets are encrypted/decrypted, dropped, and flow through the TOE without
1423 being encrypted. The evaluator shall determine that the description in the guidance documentation is
1424 consistent with the description in the TSS, and that the level of detail in the guidance documentation is
1425 sufficient to allow the administrator to set up théB in an unambiguous fashion. This includes a

1426 discussion of how ordering of rules impacts the processing of an IP packet.

1427 Test:

1428 The evaluator uses the guidance documentation to configure the TOE to carry out the following tests:
1429 a) Test 1: The evaluatorahconfigure the SPD such that there is a rule for dropping a packet, encrypting
1430 a packet, and (if configurable) allowing a packet to flow in plaintext. The selectors used in the construction
1431 of the rule shall be different such that the evaluator can getea packet and send packets to the

1432 gateway with the appropriate fields (fields that are used by the relgy., the IP addresses, TCP/UDP

1433 ports) in the packet header. The evaluator performs both positive and negative test cases for each type of
1434 rule (eg. a packet that matches the rule and another that does not match the rule). The evaluator

1435 observes via the audit trail, and packet captures that the TOE exhibited the expected behavior:

1436 appropriate packets were dropped, allowed to flow without modifioatiencrypted by the IPsec

1437 implementation.
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1438 b) Test 2: The evaluator shall devise several tests that cover a variety of scenarios for packet processing.
1439 As wih Test 1, the evaluator ensures both positive and negative test cases are constructed. These

1440 scenaios must exercise the range of possibilities for SPD entries and processing modes as outlined in the
1441 TSS and guidance documentation. Potential areas to cover include rules with overlapping ranges and
1442 conflicting entries, inbound and outbound packets, qatkets that establish SAs as well as packets that
1443 belong to established SAs. The evaluator shall verify, via the audit trail and packet captures, for each
1444 scenario that the expected behavior is exhibited, and is consistent with both the TSS and theguidan
1445 documentation.

1446 FCS_IPSEC_EXTTh2 TSF shall implememtgnsport modsd.

1447 Assurance Activity:

1448 TSS:

1449 The evaluator checks the TSS to ensure it states that the VPN can be established to operate in tunnel
1450 mode and/or transport mode (as selected).

1451 Operatbnal Guidance:

1452 The evaluator shall confirm that the operational guidance contains instructions on how to configure the
1453 connection in each mode selected.

1454 Test:

1455 The evaluator shall perform the following test(s) based on the selections chosen:

1456 1. (conditional): If tunnel mode is selected, the evaluator uses the operational guidance to configure the
1457 TOE to operate in tunnel mode and also configures an IPsec Peer to operate in tunnel mode. The
1458 evaluator configures the TOE and the IPsec Peer to usefdhe allowable cryptographic algorithms,

1459 authentication methods, etc. to ensure an allowable SA can be negotiated. The evaluator shall then
1460 initiate a connection from the client to connect to the IPsec Peer. The evaluator observes (for example, in
1461 the audit trail and the captured packets) that a successful connection was established using the tunnel
1462 mode.

1463 2. (conditional): If transport mode is selected, the evaluator uses the operational guidance to configure
1464 the TOE to operate in transport mode andaat®nfigures an IPsec Peer to operate in transport mode. The
1465 evaluator configures the TOE and the IPsec Peer to use any of the allowed cryptographic algorithms,
1466 authentication methods, etc. to ensure an allowable SA can be negotiated. The evaluatoritiaéesia

1467 connection from the TOE to connect to the IPsec Peer. The evaluator observes (for example, in the audit
1468 trail and the captured packets) that a successful connection was established using the transport mode.

1469 FCS_IPSEC_EXT.TII® TSF shall havenaminal, final entry in the SPD that matches anything that is otherwise
1470 unmatched, and discards it.

1471 Assurance Activity:
1472 TSS:
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The evaluator shall examine the TSS to verify that the TSS provides a description of how a packet is

processed againstthe SPDan& | & AT y2 aNMHzZ Saé¢ | NB F2dzyR

implicitly or explicitly, that causes the network packet to be discarded.

Operational Guidance:

g2

The evaluator checks that the operational guidance provides instructions on how strectrthe SPD and

uses the guidance to configure the TOE for the following tests.
Test:

The evaluator shall perform the following test:

The evaluator shall configure the SPD such that it has entries that contain operations that DISCARD,
BYPASS, and PROTBE&work packets. The evaluator may use the SPD that was created for verification

of FCS_IPSEC_EXT.1.1. The evaluator shall construct a network packet that matches a BYPASS entry and
send that packet. The evaluator should observe that the network pashsdsed to the proper
destination interface with no modification. The evaluator shall then modify a field in the packet header;

such that it no longer matches the evalua©OmNBS I § SR Sy (G NR S a

OGKSNBE YI

that discards packets #t do not match any previous entries). The evaluator sends the packet, and
20aASNPSa GKFG GKS LI O1SG é6la y2G LISNYAGGESR

FCS_IPSEC_EXT.IThe TSF shall implement the IPsec protocol ESP as defined by RFC 43@8eusing [
cryptographic algorithms AEEBE128 (as specified by RFC 3602) together with a Secure Hash Algorithm

a

G2

Y b

0S8

Tt

(SHAYased HMAC, AECGBE256 (as specified by RFC 3602) together with a Secure Hash Algorithm-(SHA)

based HMAC

Assurance Activity:

TSS:

Theevaluator shall examine the TSS to verify that the symmetric encryption algorithms selected (along
with the SHAbased HMAC algorithm, if AEBC is selected) are described. If selected, the evaluator

ensures that the SHBased HMAC algorithm conforms teethlgorithms specified
Cryptographic Operations (for keydadsh message authentication).

Operational Guidance:

in FCS_COP.1(g)

The evaluator checks the operational guidance to ensure it provides instructions on how to configure the

TOE to use the algorithsrselected by the ST author.
Test:

The evaluator shall also perform the following tests:

The evaluator shall configure the TOE as indicated in the operational guidance configuring the TOE to
using each of the selected algorithms, and attempt to establisbreection using ESP. The connection

should be successfully established for each algorithm.
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1507 FCS_IPSEC_EXT.IHe TSF shall implement the protoctkEv1, using MaitMode for Phase 1 exchanges, as
1508 defined in RFCs 2407, 2408, 2409, RFC,4a6%ther RESs for extended sequence numbgand RFC 4868
1509 for hash functiong].

1510 Application Note:

1511 Either IKEv1 or IKEV2 support must be provided, although conformant TOEs can provide both; the first
1512 selection is used to make this choice. For IKEv1, the requireterbe interpreted as requiring the IKE

1513 implementation conforming to RFC 2409 with the additions/modifications as described in RFC 4109. RFC
1514 4304 identifies support for extended sequence numbers, which compliant TOEs can specify using the
1515 second seldmn. RFC 4868 identifies additional hash functions for use with both IKEv1 and IKEvZ2; if these
1516 functions are implemented, the third (for IKEv1) and fourth (for IKEv2) selection can be used.

1517 Assurance Activity:

1518 TSS:

1519 The evaluator shall examine the TSSenfy that IKEv1 and/or IKEv2 are implemented.

1520 Operational Guidance:

1521 The evaluator shall check the operational guidance to ensure it instructs the administrator how to

1522 configure the TOE to use IKEv1 and/or IKEv2 (as selected), and ugagldree to configure the TOE to

1523 perform NAT traversal for the following test if IKEV2 is selected.

1524 Test:

1525 (conditional): If IKEV2 is selected, the evaluator shall configure the TOE so that it will perform NAT

1526 traversal processing as described in the TSEREFC 5996, section 2.23. The evaluator shall initiate an
1527 IPsec connection and determine that the NAT is successfully traversed.

1528 FCS_IPSEC_EXTThé TSF shall ensure the encrypted payload inliiV] protocol uses the cryptographic
1529 algorithms AEEBCL128, AESBE256 as specified in RFC 3602 amal ¢ther algorithn.

1530 Assurance Activity:

1531 TSS:

1532 The evaluator shall ensure the TSS identifies the algorithms used for encrypting the IKEv1 and/or IKEv2
1533 payload, and that the algorithms AEBC128, AEXBE256 are specified, and if others are chosen in the
1534 selection of the requirement, those are included in the TSS discussion.

1535 Operational Guidance:

1536 The evaluator ensures that the operational guidance describes the configuration of the mandated

1537 algorithms, as welks any additional algorithms selected in the requirement. The guidance is then used to
1538 configure the TOE to perform the following test for each ciphersuite selected.

1539 Test:

1540 The evaluator shall configure the TOE to use the ciphersuite under test to ettoeyitEv1 and/or IKEv2
1541 payload and establish a connection with a peer device, which is configured to only accept the payload
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encrypted using the indicated ciphersuite. The evaluator will confirm the algorithm was that used in the
negotiation.

FCS_IPSEC_EXT The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.
Assurance Activity:
TSS:

The evaluator shall examine the TSS to ensure that, in the description of the IPsec protocol supported by
the TOE, it states that aggressive mode is netidsr IKEv1l Phase 1 exchanges, and that only main mode
is used. It may be that this is a configurable option.

Operational Guidance:

If the mode requires configuration of the TOE prior to its operation, the evaluator shall check the
operational guidancéo ensure that instructions for this configuration are contained within that guidance.

Test:
The evaluator shall also perform the following test:

(conditional): The evaluator shall configure the TOE as indicated in the operational guidance, and attempt
to establish a connection using an IKEv1l Phase 1 connection in aggressive mode. This attempt should fail.
The evaluator should then show that main mode exchanges are supported. This test is not applicable if
IKEvV1 is not selected above in the FCS_IPSEC.5gXdtocol selection.

FCS_IPSEC_EXT.Tt& TSF shall ensure thiEKEEv1 SA lifetimes can be established basedlength of time,
where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for Phadé 2 SAs

Application Note:

The SAuthor is afforded a selection based on the version of IKE in their implementation. If the lifetime
limitations are configurable, then the evaluator verifies that the appropriate instructions for configuring
these values are included in the operationaldguce.

As far as SA lifetimes are concerned, the TOE can limit the lifetime based on the number of bytes
transmitted, or the number of packets transmitted. Either padieted or volumdased SA lifetimes are
acceptable; the ST author makes the approjriselection to indicate which type of lifetime limits are
supported.

Assurance Activity:
Operational Guidance:

The evaluator verifies that the values for SA lifetimes can be configured and that the instructions for doing
so are located in the operational guidance. |If tivased limits are supported, the evaluator ensures that

the values allow for Phase 1 SAs valter 24 hours and 8 hours for Phase 2 SAs. Currently there are no
values mandated for the number of packets or number of bytes, the evaluator just ensures that this can
be configured if selected in the requirement.
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1576 When testing this functionality, thevaluator needs to ensure that both sides are configured

1577 F LILINBLINR F §Sted CNRY GKS wC/ ! RAFFSNBYOS o0SiGgSS
1578 negotiated. In IKEv2, each end of the SA is responsible for enforcing its own lifetime potieyS#and

1579 rekeying the SA when necessary. If the two ends have different lifetime policies, the end with the shorter
1580 lifetime will end up always being the one to request the rekeying. If the two ends have the same lifetime
1581 policies, it is possible that Howill initiate a rekeying at the same time (which will result in redundant

1582 {raoo ¢2 NBRdzOS GKS LINRPoloAfAdGe 2F (GKAA KI LILISYA
1583 Test:

1584 Each of the following tests shall be performed for each versiodBfsklected in the FCS_IPSEC_EXT.1.5

1585 protocol selection:

1586 1. (Conditional): The evaluator shall configure a maximum lifetime in terms of the # of packets (or bytes)
1587 allowed following the operational guidance. The evaluator shall establish an SA and detdrationce

1588 the allowed # of packets (or bytes) through this SA is exceeded, the connection is renegotiated.

1589 2. (Conditional): The evaluator shall construct a test where a Phase 1 SA is established and attempted to
1590 be maintained for more than 24 hours loeé it is renegotiated. The evaluator shall observe that this SA is
1591 closed or renegotiated in 24 hours or less. If such an action requires that the TOE be configured in a

1592 specific way, the evaluator shall implement tests demonstrating that the configuratpability of the

1593 TOE works as documented in the operational guida

1594 3. (Conditional): The evaluator shall perform a test similar to Test 1 for Phase 2 SAs, except that the

1595 lifetime will be 8 hours instead of 24.

1596 FCS_IPSEC_EXT.THe TSF shall errauthat all IKE protocols implement DH Groups 14 (26848 0ODP), and
1597 [[DH groups 1 and]2

1598 Application Note:

1599 The above requires that the TOE support DH Group 14. If other groups are supported, then those should
1600 be selected (for groups 24,19,20,and 2 NJ aLISOAFASR Ay (KS FaaArayyvYSyl
1601 ANRdzLJA¢ &aK2dzZ R 6S aSt SOGSR® CKAA FLILXASAa (2 LYO9
1602 Assurance Activity:

1603 TSS:

1604 The evaluator shall check to ensure that the DH groups specified in the requirement are listdagas b

1605 supported in the TSS. If there is more than one DH group supported, the evaluator checks to ensure the
1606 TSS describes how a particular DH group is specified/negotiated with a peer.

1607 Test:

1608 The evaluator shall also perform the following test (this testy be combined with other tests for this

1609 component, for instance, the tests associated with FCS_IPSEC_EXT.1.1):

1610 For each supported DH group, the evaluator shall test to ensure that all IKE protocols can be successfully
1611 completed using that particular DHayp.
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FCS_IPSEC_EXT.1TH® TSF shall ensure that all IKE protocols perform Peer Authentication usiRgie [
algorithm and Preshared Keys.

Application Note:

The selected algorithm should correspond to an appropriate selection for FCS_COP.&éu)islIf IP
included in the TOE, the ST author also includes FIA_PSK_EXT from Appendix D.2.6.

Assurance Activity:
TSS:

The evaluator shall check that the TSS contains a description of the IKE peer authentication process used
by the TOE, and that this descripticovers the use of the signature algorithm or algorithms specified in
the requirement.

Test:
The evaluator shall also perform the following test:

For each supported signature algorithm, the evaluator shall test that peer authentication using that
algorithm can be successfully achieved and results in the successful establishment of a connection.

6.4.15 FCS_KYC_EXT.1 Extended: Key Chaining

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operatitey(Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation), and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]

Application Note:

This SFR forms a keychain that terminates either with a DEK or a BEV to unlo@nergpting drive. If
passwords are not used, it can be a keychain of one, with no intermediate keys forming the DEK or BEV,
provided that key is protected. For examplé¢h& DEK for an SED is not stored on the SED and is released
on powerup, a keychain of one is allowed.

FCS_KYC_EXT.IHe TSF shall maintain a key chaininfefmediate keys originating from one or more
submask(s) to the BEV or DEK using the followimgthod(s) [key encryption as specified in FCS_COR]1(f)
while maintaining an effective strength &f46 bitg.

Application Note:

Key Chaining is the method of using multiple layers of encryption keys to ultimately secure the BEV (Border
Encryption Value The number of intermediate keys will vafyom one (e.g., taking the conditioned
password authorization factor and directly using it as the BEV) to many. This applies to all keys that
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1646 contribute to the ultimate wrapping or derivation of the BEViuding those in areas of protected storage
1647 (e.g. TPM stored keys, comparison values).

1648 Multiple key chains to the BEV are allowed, as long as all chains meet the key chain requirement.
1649 Once the ST Author has selected a method to create the chain (eithewkbspping or encrypting keys),
1650 they pull the appropriate requirement out of this appendix. It is allowable for an implementation to use for
1651 any or all methods.

1652 The method the TOE uses to chain keys and manage/protect them is described in the Key Manageme
1653 Description; see Key Management Description for more information.

1654 Assurance activity:

1655 TSS:

1656 The evaluator shall verify the TSS contains a-legbl description of the BEV sizethat it supports BEV
1657 outputs of no fewer 128 bits for products that supponly AES128, and no fewer than 256 bits for

1658 products that support AEZ56.

1659 KMD:

1660 The evaluator shall examine the KMD to ensure that it describes a high level description of the key
1661 hierarchy for all accepted BEVs. The evaluator shall examine the KéhBuie it describes the key chain
1662 in detail. The description of the key chain shall be reviewed to ensure it maintains a chain of keys using
1663 key wrap, submask combining, or key encryption.

1664 The evaluator shall examine the KMD to ensure that it describest®key chain process functions,

1665 such that it does not expose any material that might compromise any key in the chain. (e.g. using a key
1666 directly as a compare value against a TPM) This description must include a diagram illustrating the key
1667 hierarchy impémented and detail where all keys and keying material is stored or what it is derived from.
1668 The evaluator shall examine the key hierarchy to ensure that at no point the chain could be broken
1669 without a cryptographic exhaust or the initial authorizationueabnd the effective strength of the BEV is
1670 maintained throughout the Key Chain.

1671 The evaluator shall verify the KMD includes aatiption of the strength of keys throughout the key chain.
1672 6.4.16 FCS_RBG_EXT.1 Extended: Cryptographic Operation (RandeneRition)

1673 (for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

1674 Hierarchical to: No other components.

1675 Dependencies: No dependencies.

1676 FCS_RBG_EXT:IThe TSF shall perform all deterministic random bit generation services in accordance with
1677 [NIST SBO0-90A] using Hash DRBGréfinement: SHA256)].

1678 FCS_RBG_EXT.Il& deterministic RBG shall be seeded by at least one entropy source that accumulates
1679 entropy from [pone (1] hardwarebased noise source(s)] with a minimum 856 bitd of entropy at least

1680 Slidz- £ G2 GKS aANBIFGSad aSOdz2NAdGe adNBy3adKz F O02NRAY

1681 F2NJ I FAK CdzyOGAz2yaészs 2F (KS (1Sea IyR KrakSa GKI
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1682 Application Note:

1683 ISO/IEC 18031:2011 contains different methods of generatimapra numbers; each of these, in turn,

1684 depends on underlying cryptographic primitives (hash functions/ciphers). The ST author will select the
1685 function used and include the specific underlying cryptographic primitives used in the requirement. While
1686 any of thre identified hash functions (SHASHA224, SHA56, SHA84, SHA12) are allowed for

1687 Hash_DRBG or HMAC_DRBG, onhybA&S] implementations for CTR_DRBG are allowed. Table C.2 in
1688 ISO/IEC 18031:2011 provides an identification of Security strengthspyeatrd Seed length requirements
1689 for the AES.28 and 256 Block Cipher.

1690 The CTR_DRGB in ISO/IEC 18031:2011 requires using derivation function, whereas NERRASB&300

1691 not. Either model is acceptable. In the first selection in FCS_RBG_EXT.1.1, therShdusges the

1692 standard with which they are compliant.

1693 The first selection in FCS_RBG_EXT.1.2 the ST author fills in how many entropy sources are used for each
1694 type of entropy source they employ. It should be noted that a combination of hardware andrgoftw

1695 based noise sources is acceptable.

1696 It should be noted that the entropy source is considered to be a part of the RBG and if the RBG is included
1697 in the TOE, the developer is required to provide the entropy description outlined in Appendix E. The
1698 documenation *and tests* required in the Evaluation Activity for this element necessarily cover each
1699 source indicated in FCS_RBG_EXT.1.2.

1700 Assurance activity:

1701 TSS:

1702 For any RBG services provided by a third party, the evaluator shall ensure the TSS includeatstatem
1703 about the expected amount of entropy received from such a source, and a full description of the

1704 processing of the output of the thirdarty source. The evaluator shall verify that this statement is

1705 consistent with the selection made in FCS_RBG_EXdr 1t seeding of the DRBG. If the ST specifies
1706 more than one DRBG, the evaluator shall examine the TSS to verify that it identifies the usage of each
1707 DRBG mechanism.

1708 Entropy Description:

1709 The evaluator shall ensure the Entropy Description provided #iearequired information as described in
1710 Appendix E. The evaluator assesses the information provided and ensures the TOE is providing sufficient
1711 entropy when it is generating a Random Bit String.

1712 Operational Guidance:

1713 The evaluator shall verify that th®GD guidance instructs the administrator how to configure the TOE to
1714 use the selected DRBG mechanism(s), if necessary.

1715 Test:

1716 The evaluator shall perform 15 trials for the RBG implementation. If the RBG is configurable by the TOE,
1717 the evaluator shall perfon 15 trials for each configuration. The evaluator shall verify that the instructions
1718 in the operational guidance for configuration of the RBG are valid.
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1719 If the RBG has prediction resistance enabled, each trial consists of (1) instantiate DRBG, (2) thenerate
1720 first block of random bits (3) generate a second block of random bits (4) uninstantiate. The evaluator
1721 verifies that the second block of random bits is the expected value. The evaluator shall generate eight
1722 input values for each trial. The first i€aunt (O¢ 14). The next three are entropy input, honce, and

1723 personalization string for the instantiate operation. The next two are additional input and entropy input
1724 for the first call to generate. The final two are additional input and entropy inputhi®isecond call to

1725 ASYSNI 4GS ¢KSaS @l tdzSa NB NIyR2Yfté& 3ISYSNIGSR® a
1726 random bits with number of returned bits equal to the Output Block Length (as defined in NIST SP800
1727 90A).

1728 If the RBG does not have pretion resistance, each trial consists of (1) instantiate DRBG, (2) generate the
1729 first block of random bits (3) reseed, (4) generate a second block of random bits (5) uninstantiate. The
1730 evaluator verifies that the second block of random bits is the expecatigk. The evaluator shall generate
1731 eight input values for each trial. The first is a count (3!). The next three are entropy input, nonce, and
1732 personalization string for the instantiate operation. The fifth value is additional input to the firsbcall

1733 generate. The sixth and seventh are additional input and entropy input to the call to reseed. The final
1734 value is additional input to the second generate call.

1735 The following paragraphs contain more information on some of the input values to be geneeisatéd

1736 by the evaluator.

1737 Entropy input: the length of the entropy input value must equal the seed length.

1738 Nonce: If a nonce is supported (CTR_DRBG with no Derivation Function does not use a nonce), the nonce
1739 bit length is onehalf the seed length.

1740 Personalization string: The length of the personalization string must be <= seed length. If the

1741 implementation only supports one personalization string length, then the same length can be used for
1742 both values. If more than one string length is support, ¢lraluator shall use personalization strings of

1743 two different lengths. If the implementation does not use a personalization string, no value needs to be
1744 supplied.

1745 Additional input: the additional input bit lengths have the same defaults and restrictiotieas

1746 personalization string lengths.

1747 6.4.17 FCS_TLS_EXT.1 Extended: TLS selected

1748 (selected in FTP_TRP.1.1)

1749 Hierarchical to: No other components.

1750 Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

1751 FCS_COP.1(a) Cryptographic Operatiomif&tric encryption/decryption)

1752 FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
1753 FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

1754 FCS_COP.1(g) Cryptographic Operation (for kbged message authentication)
1755 FCS_RBG_EXT.lelBged: Cryptographic Operation (Random Bit Generation)

1756 FCS_TLS_EXT.THe TSF shall implement one or more of the following protoddlS[1.2 (RFC 5216)
1757 supporting the following ciphersuites:

Copyright @020 RICOH COMPANY LTD., All Rights Reserved. Page69 of 142



1758
1759
1760
1761
1762
1763
1764
1765
1766
1767

1768

1769
1770
1771
1772

1773
1774
1775

1776
1777

1778
1779
1780
1781
1782
1783

1784
1785

1786
1787
1788
1789
1790
1791

1792
1793

RICOH RICOH IM C2000/C2500/C3000 /C3500/ C4500 / C5500 /, €6G06nJEL.00-H
imagine. change. Security Targetl.0

[TLSDHERSA WITH_AER8 CBC_SHA
TLS _DHE_RSA WITH_AES_256_CBC_SHA
TLS_DHE_RSA WITH_AES_128 CBC_ SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256
TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_ GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM4]SHA3
Application Note:

The ST author must make the appropriate selections and assignments to reflect the TLS implementation.

The ciphersuites to be tested in the evaluated configuration are limited by this requirement. The ST author
should select the ciphsuites that are supported. If administrative steps need to be taken so that the

suites negotiated by the implementation are limited to those in this requirement, the appropriate
instructions need to be contained in the guidance called for by AGD_OPE.

TheSuite B algorithms (RFC 5430) listed above are the preferred algorithms for implementation. The TLS
requirement may be changed in the next version of the HCD PP to comply with CNSSP 15 and NIST SP 800
131A.

Assurance Activity:
TSS:

The evaluator shatlheck the description of the implementation of this protocol in the TSS to ensure that
the ciphersuies supported are specified. The evaluator shall check the TSS to ensure that the ciphersuites
specified are identical to those listed for this componethte Evaluator shall also check the operational
guidance to ensure that it contains instructions on configuring the TOE so that TLS conforms to the
description in the TSS (for instancee thet of ciphersuites advertised by the TOE may have to be
restrictedto meet the requirements).

Test:
The evaluator shall also perform the following test:

1. The evaluator shall establish a TLS connection using each of the ciphersuites specified by the
requirement. This connection may be established as part of the establighwharhighetevel
protocol, e.g., as part of a HTTPS session. It is sufficient to observe the successful negotiation of a
ciphersuite to satisfy the intent of the test; it is not necessary to examine the characteristics of
the encrypted traffic in an atimpt to discern the ciphersuite being used (for example, that the
cryptographic algorithm is 12B8it AES and not 256it AES).

2. The evaluator shall setup a mamthe-middle tool between the TOE and the TLS Peer and shall
perform the following modificationto the traffic:
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1794 a o/ 2YRAGAZ2YIEfY ¢h9 Aa | &ASNWSNB az2RAFe 0 f
1795 | Stf2 KIFIYyRakKlI1S YSaalrasSs yR @SNRATFe GKIFG
1796 handshake message.

1797 b. [Conditional: TOE is a client] Modify the se@d & St SOG SR OA LIK S N& dzA
1798 handshake message to be a ciphersuite not presented in the Client Hello handshake

1799 message. The evaluator shall verify that the client rejects the connection after receiving

1800 the Server Hello.

1801 c. [Conditional: TOE &client] If a DHE or ECDHE ciphersuite is supported, modify the

1802 AAIYIl GdzNB o0f 201 Ay (GKS { SNBSND&E YSE9EOKLI y=
1803 rejects the connection after receiving the Server KeyExchange.

1804 d. [Conditional: TOE is a client] Modiybyte in the Server Finished handshake message,

1805 and verify that the client sends a fatal alert upon receipt and does not send any

1806 application data.

1807

1808 6.5 Class FDP: User Data Protection

1809 Application Note:

1810 The User Data Access Control SFP is composathleR0, Table21, FDP_ACC.1, FDP_ACF.1, FMT_MSA.1,
1811 and FMT_MSA.3.

"Create" "Read" "Modify" "Delete"
Print Operation: Submit a View image or Modify stored Delete
(+PRT) documentto be  Release printed document stored
printed output document
Job owner Allowed View: no function No function Allowed
(note 1) Release: allowed
U.ADMIN No function View: no function No function Allowed
Release: allowed
U.NORMAL Allowed Denied Denied Denied
Unauthenticated (condition 1) Denied Denied Denied
Operation: Submit a View scanned Modify stored Delete
document for image image stored
scanning image
Job owner Allowed No function No function Allowed
(note 2)
U.ADMIN Nofunction No function No function Allowed
U.NORMAL Allowed Denied Denied (No Denied (No
function) function)
Unauthenticated Denied Denied Denied (No Denied (No
function) function)
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"Create" "Read" "Modify" "Delete"
Operation: Submit a View scanned Modify stored Delete
document for image or Release image stored
copying printed copy output image
Job owner Allowed View: no function No function Allowed
(note 2) Releaseno function
U.ADMIN No function View: no function No function Allowed
Release: néunction
U.NORMAL Allowed Denied Denied (No Denied (No
function) function)
Unauthenticated Denied Denied Denied (No Denied (No
function) function)
Fax send Operation: Submit a View scanned Modify stored Delete
(+FAXOUT document to image image stored
send as a fax image
Job owner Allowed No function No function Allowed
(note 2)
U.ADMIN No function No function No function Allowed
U.NORMAL Allowed Denied Denied (No Denied (No
function) function)
Unauthenticated Denied Denied Denied (No Denied (No
function) function)
Fax receive Operation: Receive afax View fax image or Modify image Delete
(+FAXIN) and store it Release printed fax of received fax  image of
output received fax
Fax owner Allowed View:allowed No function Allowed
(note 3) Release: allowed
U.ADMIN Allowed View: no function No function No
(note 4) Releaseno function function
U.NORMAL Allowed Denied Denied Denied
(note 4)
Unauthenticated Allowed Denied Denied Denied
Storage / Operation: Store Retrieve stored Modify stored Delete
retrieval document document document stored
(+DSR) document
Job owner Allowed Allowed Allowed Allowed
(note 1)
U.ADMIN Nofunction Denied Allowed Allowed
U.NORMAL Allowed Denied Denied Denied
Unauthenticated (condition 1) Denied Denied Denied
1812 Table20D.USER.DOC Access Control SFP
1813
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Print
(+PRT)

Scan
(+SCN)

Fax send
(+FAXOUT

Fax receive]
(+FAXIN)

Storage /
retrieval
(+DSR)

Operation:

Job owner
U.ADMIN
U.NORMAL
Unauthenticated

Operation:

Job owner
U.ADMIN
U.NORMAL
Unauthenticated

Operation:

Job owner
U.ADMIN
U.NORMAL
Unauthenticated

Operation:

Job owner
U.ADMIN
U.NORMAL
Unauthenticated

Operation:

Fax owner
U.ADMIN
U.NORMAL
Unauthenticated

Operation:

Job owner
U.ADMIN
U.NORMAL
Unauthenticated

"Create" *
Create print job

(note 1)

No function
Allowed
Allowed

Create scan job

(note 2)

No function
Allowed
Denied

Create copy job

(note 2)
No function
Allowed
Denied
Create fax send
job
(note 2)
No function
Allowed
Denied
Create fax
receive job
(note 3)
(note 4)
(note 4)
Allowed

Create storage
[ retrieval job

(note 1)
No function
Allowed
(condition 1)

"Read"
View print
queue / log

Allowed

Allowed

Allowed

Allowed
View scan
status / log

Allowed

Allowed

Allowed

Denied
View copy
status / log

Allowed

Allowed

Allowed

Denied

View fax job
queue / log

Allowed

Allowed

Allowed

Denied

View fax receive
status / log

Allowed

Allowed

Allowed

Denied

View storage /
retrieval log

Allowed
Allowed
Allowed

Denied

"Modify" "Delete"
Modify print Cancel print job
job
No function Allowed
No function Allowed
Denied Denied
Denied Denied

Modify scan job Cancel scan job

No function Allowed

No function Allowed
Denied Denied
Denied Denied

Modify copy  Cancel copy job

job

No function Allowed

No function Allowed
Denied Denied
Denied Denied

Modify fax send Cancel faxsend
job job

Allowed Allowed

No function Allowed
Denied Denied
Denied Denied

Modify fax Cancel fax

receive job receive job

No function Allowed

No function Allowed
Denied Denied
Denied Denied

Modify storage  Cancel storage

/ retrieval job / retrieval job

No function No function
No function No function
Denied Denied
Denied Denied

1814  Table21 D.USER.JOB Access Control SFP

1815 Application note:
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1816 In general, the ST Author may modify this SFP provided that any changes are more restrictive. As

1817 examples, the ST Author may: remove the rules related to Document Processing functions that are not
1818 present ira TOE, add or modify rules to further deny access, or subdivide User Data to further restrict
1819 access for some data (e.g., D.USER.JOB.PROT and D.USER.JOB.CONF). Empty cells in the table indicate 1
1820 the operation may be permitted, but it is not requiredae permitted.

1821 In particular, referring tdable20 and Table21:

1822 I OSftf YINJSR a5SyASRé AYyRAOIGSE (KFG GKS dzaSNJI o
1823 (column). The ST Author cannot override this.

1824 A cell that is blank indicates that the user may be permitted to perform the operbtimvever, the ST

1825 author may add conditions or restrictions, or deny permission entirely.

1826 A cell that is marked with a Condition means that the user can be permitted to perform the operation,
1827 provided that it meets that Condition as specified below. Asbl@hk cells, the ST author can make it

1828 more restrictive.

1829 Condition T Jobs submitted by unauthenticated users must contain a credential that the TOE can use to
1830 identify the Job Owner.

1831 See also the following Notes that are reference@idahle20 and Table21:

1832 Note 1 Job Owner is identified by a demtial or assigned to an authorized User as part of the process of
1833 submitting a print or storage Job.

1834 Note 2 Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
1835 send, or retrieval Job.

1836 Note 3 JobOwner of received faxes is assigned by default or configuration. Minimally, ownership of
1837 received faxes is assigned to a specific user or U.ADMIN role.

1838 Note 4 PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

1839 6.5.1 FDP_ACC.1 Subset access control

1840 (for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

1841 Hierarchical to: No other components.

1842 Dependencies: FDP_ACF.1 Security attribute based access control

1843 FDP_ACC.1.1 Refinemeiithe TSF shall enforce tbiser Data Access ContrS8FRon subjects, objects, and
1844 operations among subjects and objects specifiedliable20 and Table21.

1845 Application note:

1846 Refer to the Application Note associated witible20 and Table21.

1847 Assurance Activity:

1848 It is covered by assurance activities for FDP_ACF.1.
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1849 6.5.2 FDP_ACF.1 Security attribute based access control

1850 (for O.ACCESS_KNTROL and O.USER_AUTHORIZATION)

1851 Hierarchical to: No other components.

1852 Dependencies: FDP_ACC.1 Subset access control

1853 FMT_MSA.3 Static attribute initialization

1854 FDP_ACF.1.1 Refinemefithe TSF shall enforce tbiser Data Access Control SieRobjects based o the

1855 following: subjects, objects, and attributes specified Tfable20 and Table21.

1856 FDP_ACF.1.2 Refinemerfithe TSF shall enforce the following rules to determine if an operation among
1857 controlled subjects and controlled objects is allowgdles governing access among doolled subjects and
1858 controlled objects using controlled operations on controlled objects specifieBable20 and Table21].

1859 FDP_ACF.1.3 Refinemefithe TSF shall explicilythorizeaccess of subjects to objects based on the following
1860 additional rules: fio additional ruleg.

1861 FDP_ACF.1Refinement The TSF shall explicitly deny access of subjects to objects based on the following
1862 additional rules: §ll controlled operations on controlled objects specifiedTiable20and Table21 are
1863 explicitly deried to U.ADMIN.SUP

1864 Assurance Activity:

1865 TSS:

1866 The evaluator shall check to ensure thia¢ TSS describes the functions to realize SFP defireabis20
1867 andTable21 by providing specific details so that ST readers can understand without being

1868 misunderstood.

1869 Operational Guidance:

1870 The evaluator shall check to ensure that the operational guidance contaiescaiption of the operation
1871 to realize the SFP definedTiable20 and Table21, which is consistent with the description in the TSS.
1872 Test:

1873 The evaluator shall perform tests to confirm the functions to realize the SFP defifiedleR0and Table
1874 21 with each type of interface (e.g., operation panel, Web interfaces) to the TOE.

1875 Theevaluator testing should include the following viewpoints:

1876 1 representative sets of the operations against all the object types defingdlite20 and Table21
1877 (including some cases where operations are either permitted or denied)

1878 1 representative sets for the combinations of the setting $ecurity attributes that are used in
1879 access control

1880 6.5.3 FDP_DSK_EXT.1 Extended: Protection of Data on Disk

1881 (for O.STORAGE_ENCRYPTION)
1882 Hierarchical to: No other components.
1883 Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).
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