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ARRANGEMENT ON THE RECOGNIT ION OF COMMON CRITERIA CERT IF ICATES IN THE 
FIELD OF INFORMATION TECHNOLOGY SECURITY  

SERTIT,  t he Norweg ian Cer t if icat ion Author it y f or  IT Secur it y,  is  a  member of  the ab ove  
Arrangement  and  as such t h is  conf irms that  t he  Common Cr iter ia  cer t if icate has been issued by 
or  under  the author it y o f  a  Par ty to  th is  Arrangement  and is  t he Par ty’s  c la im  that  the cer t if icate  
has been issued in accordance wit h t he terms of  th is  Arran gement  

The j udgements conta ined in the cer t if icate and Cer t if icat ion Repor t  are those of  SERTIT whic h 
issued it  and t he  eva luat ion fac i l i t y  (EV IT)  which carr ied  out  t he  eva luat ion.  There  is  no  
impl icat ion of  acceptance by other  Members of  the Agreement  Group of  l iab i l i t y in respect  o f  
those j udgements  or  for  loss susta ined as  a result  o f  re l iance p laced upon t hose j udgements  by 
a th ird  par t y.  [ * ]  

 

*  Mutua l Recognit ion under  t he CC recognit ion arrangement  app l ies to  EAL 2 and ALC_FLR.3  

MUTUAL RECOGNIT ION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 
EVALUATION CERTIF ICATES (SOGIS MRA)  

SERTIT,  t he Norweg ian Cer t if icat ion Author it y  for  IT Secur it y,  is  a  member of  the  above  
Agreement  and  as such t h is  conf irms that  t he  Common Cr iter ia  cer t if icate ha s been 
issued by or  under  t he author it y o f  a  Par ty to  th is  Agreement  and is  t he Par t y’s  c la im  that  
the cer t if icate has been issued in accordance wit h t he terms of  th is  Agreement  

The j udgements conta ined in the cer t if icate and Cer t if icat ion Repor t  are t hose  of  SERTIT 
which issued it  and the eva luat ion fac i l i t y (EVIT)  which carr ied out  t he eva luat ion.  There  
is  no impl icat ion of  acceptance by other  Members of  the Agreement  Group of  l iab i l i t y in  
respect  o f  t hose j udgements  or  for  loss susta ined as a resu lt  o f  r e l iance p laced upon 
those j udgements by a t h ird  par t y.  [ * * ]  

 

**  Mutua l Recognit ion under  t he SOGIS MRA recogn it ion agreement  app l ies to  EAL 4  but  not  to  
ALC_FLR.3  
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2 Abbreviations 
CC Common Cri ter ia for Information Technology Securi ty 

Evaluation(ISO/IEC 15408)  

CCRA Arrangement on the Recognit ion of  Common Cri ter ia Certi f icates 
in the Field of  Information Technology Securi ty  

CEM Common Methodology for Information Technology Securi ty 
Evaluation  

EAL Evaluation Assurance Level  

EOR Evaluation Observation Report  

ETR Evaluation Technical Report  

EVIT Evaluation Faci l i ty under the Norwegian Certi f ication Scheme for 
IT Securi ty  

EW P Evaluation W ork Plan  

ISO/IEC 15408 Information technology –-  Securi ty techniques –-  Evaluation 
cr i ter ia for IT secur i ty  

POC Point  of  Contact  

QP Qual i f ied Participant  

SERTIT Norwegian Certi f ication Author i ty for IT Securi ty  

SOGIS MRA SOGIS Mutual Recognit ion Agreement  

SPM Securi ty Pol icy Model  

ST Securi ty Target  

TOE Target of  Evaluation  

TSF TOE Securi ty Functions  

TSP TOE Securi ty Pol icy  
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4 Executive Summary 

4.1 Introduction 
This Certi f ication Report states the outcome of  the Common Cri ter ia secur i ty 
evaluation of  XOmail  sof tware version 21.1.1 to the Sponsor, Forsvarsmater iel l ,  
and is intended to assist prospective consumers when judging the suitabi l i ty of  the 
IT secur i ty of  the product for their  particular requirements.  

Prospective consumers are adv ised to read this report in conjunction w ith the 
Securi ty Target [1][2] which specif ies the functional, env ironmental and assurance 
evaluation requirements  and components.  

4.2 Evaluated Product  
The versions of  the product evaluated was XOmail  sof tware version 21.1.1.  

This product is  also descr ibed in this report as the Target of  Evaluation (TOE).  
The developer was THALES Norway AS.  

The TOE is the server component  in a mi l i tary messaging system  that  prov ides the 
fol lowing functional i ty : 

▪  Secure message transfer between the var ious components  in the XOmail  
messaging system or connected systems  

▪  Enforce mandatory access control  when handl ing messages f rom domains 
w ith di fferent secur i ty pol icies    

Detai ls of  the evaluated conf iguration, including the TOE’s supporting guidance 
documentation, are given in Annex A.  

4.3 TOE scope 
XOmail  Server is avai lable in mult ip le conf igurations, each of  which is deployable 
as components  of  the XOmail  product family. Each component contains a shared 
secur i ty core prov ided by the TOE. Al l  components except the ACP 145 Gateway 
may be conf igured in paral lel  on a TOE instal lation.  

The TOE has the fol lowing main character ist ics and functional i ty:  

•  Mi l i tary messaging system bui l t according to STANAG 4406 Ed. 1 and Ed. 2 
mi l i tary extensions.  

•  Mult i -Level Securi ty and Prior i ty attr ibutes embedded at every level of  the 
system. 

•  Local and remote administration and superv ision.  

•  A l im ited ACP133 Ed. D Directory Serv ice and the abi l i ty to i nteract  w ith an 
external master Directory Serv ice or act as  a standalone or intermediate 
Directory Serv ice. Optim ized tactical  directory shadowing protocol for low -
bandwidth unrel iable networks.  
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•  Supports antiv irus integration  

•  Message integr i ty protection using S/MIME over STANAG 4406 Ed 2 and 
Internet Mai l  networks. Integration w ith third -party Publ ic Key Inf rastructures 
to support cert i f icate val idation, including revocation l ists and val idation of  
cert i f icate chains.  

•  Support for automated ins tal lation  

•  Automated pr inting of  messages.  

•  Cluster ing support for enhanced avai labi l i ty and rel iabi l i ty.  

4.4 Protection Profile Conformance  
The Securi ty Target [1] [2] did not claim conformance to any protection prof i le.  

4.5 Assurance Level 
The Securi ty Target [1] [2] specif ied the assurance components  for the evaluation.  
The assurance incorporated predef ined evaluation assurance level  EAL4, 
augmented w ith ALC_FLR.3. Common Cri ter ia Part 3 [5]  descr ibes the scale of  
assurance given by predef ined assurance levels EAL1 to EAL7. An overv iew of  CC 
is g iven in CC Part  1[3].  

4.6 Security Policy 
The TOE securi ty pol icies are detai led in the ST[1][2]  

4.7 Security Claims 
The Securi ty Target [1] [2] ful l y specif ies the TOE ’s secur i ty objectives, the threats 
which these objectives counter  and secur i ty functional components and secur i ty 
functions to elaborate the objectives. Al l  of  the SFR ’s are taken f rom CC Part 2 [4] ; 
use of  this standard faci l i tates comparison w ith other evaluated products.  

4.8 Threats Countered 
▪  TT.ADM_ERROR  

Improper administration results in a secur i ty pol icy v iolation  
▪  TT.AUDIT_FAILURE  

An attacker may cause audit records to be lost or modif ied. Attackers may 
also cause audit overf low, so that important audit records seemingly 
disappear  

▪  TT.COM_INTEGRITY  
The integr i ty of  transmitted information may be compromised due to 
del iberate or accidental  insertion or modif ication. New information may be 
inserted onto the network, or existing traf f ic modif ied in transit. An attacker 
may modify the secur i ty label, pr ior i ty, recip ients, or ig inators or other 
attr ibutes of  the message and i ts data  
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▪  TT.DOS  
An attacker may cause system resource exhaustion, result ing in delayed 
message handl ing or the inabi l i ty of  author ized users to access system 
resources  

▪  TT.FAULTS  
The TOE crashes or deadlocks due to sof tware or hardware errors  

▪  TT.MASQUERADE  
An attacker tr ies to masquerade as a trusted enti ty in order to by mistake be 
trusted w ith classi f ied information  

▪  TT.MONITORING  
An attacker monitors activ i t ies and actions performed on classi f ied 
information. Such activ i t ies and actions include authentication and creating, 
v iewing, modifying and deleting classi f ied information. The monitor ing  
activ i t ies can be performed at mult ip le levels, l ike screen monitor ing or 
network monitor ing  

▪  TT.REPLAY  
A malicious process or user gains access by replaying authentication data  

▪  TT.UNATTENDED  
A malicious user may gain unauthor ized access to an unat tend ed session  

▪  TT.UNAUTH_ACCESS  
Unauthor ized access to identi f ied assets may occur. Methods of  at tack 
covered by this threat are brute force attacks, session hi jacking, 
authentication data cracking, pr iv i lege escalation and social  engineering  

4.9 Threats Countered by the TOE’s environment  
▪  TE.AUDIT_FAILURE  

An attacker may cause audit records to be lost or modif ied  
▪  TE.DELIVERY  

An attacker may try to replace parts (or the complete) TOE with a mal icious 
version  

▪  TE.DOS  
An attacker b lock author ized users f r om system resources v ia a resource 
exhaustion denial  of  serv ice attack  

▪  TE.IMPROPER_INST  
The TOE is instal led and/or conf igured in a manner that undermines secur i ty  

▪  TE.POOR_DESIGN  
Unintentional or intentional errors in the design of  the TOE may exist. S uch 
design f laws includes: inabi l i ty to adequately separate information based on 
SP, HCL or NHC and inabi l i ty to associate correct secur i ty attr ibutes w ith 
the users  

▪  TE.POOR_IMPL  
The developer has fai led in implementing the TOE according to the design 
or secur i ty f laws are present in the TOE  

▪  TE.UNATTENDED  
A malicious user may gain unauthor ized access to an unat tended session  
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4.10 Threats and Attacks not Countered 
No threats or attacks are descr ibed that  are not  countered nment.  

4.11 Environmental Assumptions and Dependencies 
The env ironmental assumptions are descr ibed in the ST [1][2],  chapter 11.1.3.  

4.12 IT Security Objectives 
The IT secur i ty objectives for the TOE are descr ibed in the ST [1][2], chapter 8.1 
and 8.2.  

4.13 Non-IT Security Objectives 
The IT secur i ty objectives for the TOE are descr ibed in the ST [1][2], chapter 8.3.  

4.14 Security Functional components 
▪  FAU_ARP.1 Securi ty alarms  
▪  FAU_GEN.1 Audit data generation  
▪  FAU_GEN.2 User identi ty association  
▪  FAU_SAA.1 Potential  v iolation analysis  
▪  FAU_SAR.1 Audit rev iew  
▪  FAU_SAR.2 Restr icted audit rev iew  
▪  FAU_STG.1 Protected audit trai l  storage  
▪  FAU_STG.3 Action in case of  possible audi t data loss  
▪  FAU_STG.4 Prevention of  audit data loss  
▪  FCO_NRO.1 Selective proof  of  or ig in  
▪  FCO_NRR.1 Non-repudiation of  receipt  
▪  FCS_COP.1 Cryptographic operation  
▪  FDP_ACC.2 Complete access control   
▪  FDP_ACF.1 Access control  functions  
▪  FDP_ETC.2 Export of  user data w ith secur i ty attr ibutes  
▪  FDP_IFC.2 Complete information f low control   
▪  FDP_IFF.2 Hierarchical secur i ty attr ibutes  
▪  FDP_ITC.2  Import of  user data w ith secur i ty attr ibutes  
▪  FDP_RIP.2 Ful l  residual information protection  
▪  FDP_UIT.1 Data exchange integr i ty  
▪  FIA_AFL.1 Authentication fai lure handl ing  
▪  FIA_ATD.1 User at tr ibute def ini t ion  
▪  FIA_UAU.2 Timing of  authentication  
▪  FIA_UAU.5 Multip le authentication mechanisms  
▪  FIA_UAU.6 Re-authenticating  
▪  FIA_UID.2 Timing of  identi f ication  
▪  FIA_USB.1 User-subject b inding  
▪  FMT_MSA.1   Management of  secur i ty attr ibutes  
▪  FMT_MSA.3   Static attr ibute ini t ial ization  
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▪  FMT_MTD.1 Management of  TSF data  
▪  FMT_SMF.1 Specif ication of  Management Functions  
▪  FMT_SMR.1 Securi ty roles  
▪  FPT_FLS.1 Fai l  secure  
▪  FPT_RCV.1 Manual Recovery  
▪  FPT_RCV.2 Automated recovery  
▪  FPT_RCV.4 Function recovery  
▪  FPT_TDC.1  Inter-TSF basic TSF data cons istency  
▪  FPT_TST.1 TSF testing  
▪  FRU_FLT.2 Limited fault tolerance  
▪  FRU_PRS.1 Limited pr ior i ty of  serv ice  
▪  FTA_SSL.3 TSF-ini t iated termination  
▪  FTA_TSE.1 TOE session establ ishment  

4.15 Security Function Policy 
The XOmail  Server sof tware (TOE) is bui l t  w ith mult i - level secur i ty and mandatory 
access control  for al l  message f lows and stored information objects. The TOE 
provides pr ior i ty handl ing for messaging, ens ur ing f lash message traf f ic is 
del ivered w ith minimal delay even with heavy traf f ic or congestion.   

The backbone of  XOmail  is the implementat ion of  the w idely accepted NATO 
STANAG 4406 messaging standard, as  wel l as seamless integration w ith legacy 
ACP 127 systems, tactical  network protocols, and Internet  Mai l  (SMTP) based 
systems. 

TOE functional i ty can be extended through the use of  APIs , which al low third -party 
appl ications access to the messaging inf rastructure.  

The TOE preserves message secur i ty through consistent interpretation of  secur i ty 
labels across al l  supported messaging protocols, and supports use of  dig i tal  
signatures to ensure message integr i ty.  

The TOE ensures al l  users are authenticated, and prov ides  user management 
functions such as automated logout,  lockout, and ver i f ication. The TOE prov ides 
f ine grained access control  for messaging operations and administrative 
commands, w ith complete accountabi l i ty of  al l  operations.  

4.16 Evaluation Conduct  
The evaluation was carr ied out in accordance with the requirements of  the 
Norwegian Certi f ication Scheme for IT Securi ty as descr ibed in SERTIT Document 
SD001E[6]. The Scheme is managed by the Norwegian Certi f ication Author i ty for 
IT Securi ty (SERTIT). As stated on page 2 of  this Certi f ication Report,  SERTIT is a 
member of  the Arrangement on the Recognit ion of  Common Cri ter ia Certi f icates in 
the Field of  Information Technology Securi ty (CCRA), and the evaluation was 
conducted in accordance with the terms of  this Arrangement.  
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The purpose of  the evaluation was to prov ide assurance about the ef fectiveness of  
the TOE in meeting i ts Securi ty Target [1][2] , which prospective consumers are 
adv ised to read. To ensure that the Securi ty Target [1] [2] gave an appropr iate 
basel ine for a CC evaluation, i t  was f i rst i tsel f  evaluated. The TOE was then 
evaluated against this basel ine. Both parts of  the evaluation were performed in 
accordance with CC Part 3 [5] and the Common Evaluation Methodology (CEM) [7].  

SERTIT monitored the evaluation which was carr ied out by the Norconsult EVIT 
Commercial  Evaluation Faci l i ty (CLEF/EVIT). The evaluation was completed when 
the EVIT submitted the f inal  Evaluation Technical Report (ETR) [8] to SERTIT on 
the 10 November 2017. Fol lowing the EVIT response[9] to a request for further 
information SERTIT then produced this Cer ti f ication Report.  

4.17 General Points  
The evaluation addressed the secur i ty funct ional i ty claimed in the Securi ty 
Target[1][2] w ith reference to the assumed operating env ironment specif ied by the 
Securi ty Target [1][2].  The evaluated conf iguration was that specif ied in Annex A. 
Prospective consumers are adv ised to check that this matches their  identi f ied 
requirements and give due consideration to the recommendations and caveats of  
this report.  

Certi f ication does not  guarantee that  the IT product is f ree f rom securi ty 
vulnerabi l i t ies. This Certi f ication Report and th e belonging Certi f icate only ref lect 
the v iew of  SERTIT at the t ime of  cert i f ication. It is furthermore the responsibi l i ty 
of  users (both existing and prospective) to check whether any secur i ty 
vulnerabi l i t ies have been discovered since the date shown in t his report. This 
Certi f ication Report is not an endorsement of  the IT product  by SERTIT or any 
other organization that recognizes or g ives ef fect to this Certi f ication Report,  and 
no warranty of  the IT product by SERTIT or any other organization that recog nizes 
or g ives effect to this Certi f ication Report is ei ther expressed or impl ied.  
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5 Evaluation Findings 
The evaluators examined the fol lowing assurance classes and components taken 
f rom CC Part 3[5] . These classes comprise the EAL 4  assurance package 
augmented w ith ALC_FLR.3.  

Assurance class  Assurance components  

Development ADV_ARC.1  Securi ty architecture descr iption  

ADV_FSP.4 Complete functional specif ication  

ADV_IMP.1 Implementation representation of  the TSF  

ADV_TDS.3  Basic modular design  

Guidance 
documents  

AGD_OPE.1  Operational user guidance  

AGD_PRE.1  Preparative procedures  

Li fe-cycle support  ALC_CMC.4  Production support, accep tance 
procedures and automation 

ALC_CMS.4  Problem tracking CM coverage 

ALC_DEL.1  Del ivery procedures  

ALC_DVS.1 Identi f ication of  secur i ty measures  

ALC_FLR.3 Systematic f law remediation  

ALC_LCD.1 Developer def ined l i fe-cycle model  

ALC_TAT.1 Well-def ined development tools  

Securi ty Target 
evaluation 

ASE_CCL.1  Conformance claims 

ASE_ECD.1  Extended components def ini t ion  

ASE_INT.1  ST introduction  

ASE_REQ.2  Derived secur i ty requirements  

ASE_SPD.1  Securi ty problem def ini t ion 

ASE_OBJ.2  Securi ty objectives 

ASE_TSS.1  TOE summary specif ication  

Tests  ATE_COV.2  Analysis of  coverage 

ATE_DPT.1 Testing: basic design 

ATE_FUN.1  Functional testing  

ATE_IND.2  Independent testing -  sample 

Vulnerabi l i ty 
assessment  

AVA_VAN.3 Focused vulnerabi l i ty analysis  
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5.1 Introduction 
The evaluation addressed the requirements  specif ied in the Securi ty Target [1][2].  
The results of  this work were reported in the ETR [8] under the CC Part 3[5] 
headings. The fol lowing sections note considerations that are of  particular 
relevance to ei ther consumers or those involved w ith subsequent  assurance 
maintenance and re-evaluation of  the TOE.  

5.2 Delivery 
On receipt of  the TOE, the consumer is  recommended to check that the evaluated 
version has been suppl ied, and to check that the secur i ty of  the TOE h as not  been 
compromised in del ivery.  

5.3 Instal lat ion and Guidance Documentation  
Instal lation of  the TOE must be performed completely in accordance with the 
guidance l isted in the ST[1][2] chapter 8.3 provided by the developer. The 
Operational User Guidance and Preparative Procedures [10][11][12] descr ibes al l  
necessary steps to conf igure the TOE in the certi f ied conf iguration  

These documents are a col lection of  al l  secur i ty relevant operations and sett ings 
that  must be observed to ensure that the TOE operates in a secure manner  

5.4 Misuse 
There is always a r isk of  intentional and unintentional m isconf igurations that could 
possibly compromise conf idential  information. The user should always fol low the 
guidance for the TOE in order to ensure that the TOE operates in a secure 
manner. 

The guidance documents adequately descr ibe the mode of  operation of  the TOE, 
al l  assumptions about the intended env ironment and al l  requirements for external 
secur i ty. Suf f icient guidance is prov ided for the consumer to ef fectively use the 
TOE’s secur i ty functions.  

5.5 Vulnerabil ity Analysis  
The Evaluators’  vulnerabi l i ty analysis was based on both publ ic domain sources 
and the v isib i li ty of  the TOE given by the evaluation process.  

An independent  vulnerabi l i ty analysis was done, reveal ing several potential  
vulnerabi l i t ies based on an attacker w ith Basic -Enhanced attack potential  

▪  A design and implementation rev iew on the TOE was done to identi fy 
weaknesses  
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▪  The evaluator identi f ied vulnerabi l i t ies that where candidates for further 
testing  

▪  A vulnerabi l i ty analysis based on the design and implementation rev iew 
results and the val idation test results of  secur i ty features, was performed  

▪  The evaluator has dev ised a  penetration test p lan, based on the result  of  the 
independent vulnerabi l i ty anal ysis  

▪  Practical  penetration tests are performed according the penetration test p lan  

The penetration testing ef fort shows that an attacker w ith Basic -Enhanced attack 
potential  is unable to breach the TOE securi ty functions.  

5.6 Developer’s Tests  
The developers testing of  the TSF's together w ith  the independent  tes ting of  the 
TSF's by the evaluator shows that  the TOE behaves as descr ibed in the ST and 
that  the developer testing ef forts is extensive and that the TSF satisf ies the TOE 
securi ty functional requirements. 

Each requirement in the developer’s  functional specif ication has a corresponding 
test. Addit ional ly, a few test procedure documents def ine addit ional tests.  This is 
done where supporting tests is required or preferred.  

5.7 Evaluators’ Tests  
The evaluator ’s responsibi l i ty for independent testing is required by the ATE_IND 
class. Since developer’s testing procedures were found to be extensive and 
thorough, the choice was made to perform the evaluator independent testing by 
repeating a sample of  the developer’s tests, using both evaluators and developer’s 
tools, at the premises of  the developer. The evaluator employs a sampling strategy 
to select developer tests  to val idate the developer’s test results.  

The Independent tests was performed to ver i fy the core functional i ty of  the TOE. 
The independent  tests  were partly based on retests w ith another stress level of  the 
TOE. And some tests of  core functional i ty w ith other inputs  than the ones done by 
the developer  
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6 Evaluation Outcome 

6.1 Certif ication Result 
Af ter due consideration of  the ETR[8], produced by the Evaluators, and the 
conduct of  the evaluation,  as w itnessed by the Certi f ier , SERTIT has dete rmined 
that  XOmail  sof tware version 21.1.1 meet the Common Cri ter ia Part 3 conformant 
components of  Evaluation Assurance Level EAL 4 augmented w ith ALC_FLR.3 for 
the specif ied Common Cri ter ia Part 2 conformant functional i t y, in the specif ied 
env ironment, when running on platforms specif ied in Annex A.  

6.2 Recommendations 
Prospective consumers of  XOmail  sof tware version 21.1.1  should understand the 
specif ic scope of  the certi f ication by reading this report in conjunction w ith the 
Securi ty Target [1][2].  The TOE should be used in accordance with a number of  
env ironmental considerations as specif ied in the Securi ty Target.  

Only the evaluated TOE conf iguration should be insta l led. This is specif ied in 
Annex A w ith further relevant information given above in Section 4.3 “TOE Scope”  
and Section 5 “Evaluation Findings ” .  

The TOE should be used in accordance with the supporting guidance 
documentation included in the evaluated conf iguration.  

The above “Evaluation Findings” include a number  of  recommendations relating to 
the secure receipt, ins tal lation,  conf iguration and operation of  the TOE.  
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Annex A: Evaluated Configuration 

TOE Identif ication 
The TOE consists of :  

Type Name Version Identification 

Software XOmail 21.1.1 71227734 AFAA 50  

Manuals Administrator ’s guide 
XOmail  21.1  

24.2 739 20561 ABAA EO 

Instal lation and 
Conf iguration Guide  

31.2 712 27734 AABA EO 

User 's Guide 23 739_20529_abaa_eo  

 

Further discussion of  the supporting guidance mater ial  is g iven in Section 5.3 
“ Instal lation and Guidance Documentation”.  

TOE Configuration 
The fol lowing conf iguration was used for testing:  

XOmail  Cl ient  

64-bi ts operating systems to test  the  XOmail  Cl ient on:  

▪  Microsof t Windows 7 
▪  Microsof t Windows 2012 R2 (CC certi f ied GPOS PP v4.1)  

XOmail  Server 

64-bi ts operating systems to test  the XOmail  Server on:  

▪  Microsof t Windows 2012 (not  pr ior i t ized) 2012 R2 (CC certi f ied GPOS PP 
v4.1)  

XOmail  Admin 

64-bits operating systems to test  the XOmail  Administration Cl ient on:  

▪  Microsof t Windows 7 
▪  Microsof t Windows Server 2012 R2 (CC certi f ied GPOS PP v4.1)  

Java Runtime Env ironment  

JRE for XOmail  Administration Cl ient and XOmail  Patch Manager:  

▪  Java Runtime Env ironment Version 1.8 Update 131  
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Hardware and f i rmware i tems 

Required hardware for each tes ter ( for running v ir tual computers on):  

▪  PCs, minimum 8GB RAM, minimum 300 GB f ree disk space, B -net LAN 
connection 
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