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1 Introduction

This section identifies the Security Target (STasget of Evaluation (TOE), and the organizatiorthaf
ST. The TOE is one or more SonicWALL SonicOS Emleanv6.2.0 on NSA Series and SM Series
Appliances, and will hereafter be referred to asTOE throughout this document. The TOE is a edifi
threat management (UTM) device. UTMs are constddlathreat-management devices that provide
multiple security services, such as network firéwapam filtering, anti-virus capabilities, introsi
prevention systems (IPS), and World Wide Web cdnfétering at the network level. SonicWALL
appliances also provide virtual private network NjPand traffic management capabilities.

1.1 Purpose

This ST is divided into nine sections, as follows:

* Introduction (Section 1) — Provides a brief summafythe ST contents and describes the
organization of other sections within this documetit also provides an overview of the TOE
security functions and describes the physical agitél scope for the TOE, as well as the ST and
TOE references.

e Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC),
Protection Profile, and Evaluation Assurance LefleAL) package claims. It also identifies
whether the ST contains extended security requinésne

» Security Problem (Section 3) — Describes the tkreatganizational security policies, and
assumptions that pertain to the TOE and its enwilnt.

» Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the TOE
and its environment.

» Extended Components (Section 5) — Identifies nempmments (extended Security Functional
Requirements (SFRs) and extended Security Assur&emirements (SARs)) that are not
included in CC Part 2 or CC Part 3.

e Security Requirements (Section 6) — Presents tirs3iRd SARs met by the TOE.

e« TOE Summary Specification (Section 7) — Descriltesgecurity functions provided by the TOE
that satisfy the security functional requirememtd abjectives.

« Rationale (Section 8) - Presents the rationaleferSFR dependencies as to their consistency,
completeness, and suitability.

» Acronyms and Terms (Section 9) — Defines the aarangnd terminology used within this ST.

1.2 Security Target and TOE References

Table 1 below shows the ST and TOE references.

Table 1 ST and TOE References

ST Title Dell Software Inc. SonicOS Enhanced v6.2.0 on NSA Series and SM Series
Appliances Security Target

ST Version ‘ Version 2.5

ST Author ‘ Corsec Security, Inc.

ST Publication Date ‘ 2/10/2015
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ST Title Dell Software Inc. SonicOS Enhanced v6.2.0 on NSA Series and SM Series
Appliances Security Target

TOE Reference SonicWALL SonicOS Enhanced v6.2.0 on NSA Series and SM Series
Appliances build 24n

. SM 9600 [HW P/N 101-500380-71, Rev. A]

. SM 9200 [HW P/N 101-500363-70, Rev. A]

. SM 9400 [HW P/N 101-500361-70, Rev. A]

. NSA 6600 [HW P/N 101-500364-66, Rev. A]

. NSA 2600 [HW P/N 101-500362-63, Rev. A]

. NSA 3600 [HW P/N 101-500338-64, Rev. A]

. NSA 4600 [HW P/N 101-500365-64, Rev. A]

. NSA 5600 [HW P/N 101-500360-65, Rev. A]

FIPS' 140-2 Status Level 2, Validated crypto modules, Certificate Nos. [xxx][xxx]

1.3 Product Overview

SonicWALL SonicOS Enhanced v6.2.0 on NSA Series 8Ml Series Appliances is custom software
running on purpose built hardware platforms thanbme to form a UTM device. UTMs are network
firewalls that provide additional features, suchspam filtering, anti-virus capabilities, IPS, awbrld
Wide Web content filterifg The product under evaluation consists of thei&® Enhanced operating
system (OS) for the following appliances: SM 968M 9400, SM 9200, NSA 6600, NSA 2600, NSA
3600, NSA 4600, and NSA 5600. The appliances ireltlte same basic functionality, provided by
SonicOS Enhanced, but vary in number of processizs, of appliance, and connections they support.
These appliances provide firewall, UTM, VPN, andffic management capabilities. The product is
managed using a web-based Graphical User Inteffacd), called the Web Management GUI, accessed
through a permitted device running a supported tuetwser connected directly to the appliance over a
network cable and communicating via hypertext fiengrotocol — secure (HTTPS).

SonicOS Enhanced is a proprietary operating systesigned for use on SonicWALL appliances. The
appliances run only signed SonicOS firmware, aediaensed to provide a selection of features ¢oethd
user. SonicOS Enhanced provides policy-based mktinaffic control, UTM, and VPN services.

SonicOS Enhanced’s firewall capabilities includatesful packet inspection. Stateful packet inspecti
keeps track of the state of network connectionsh 18 Transmission Control Protocol (TCP) streants a
User Datagram Protocol (UDP) communication, trangelacross the firewall. The firewall distinguishes
between legitimate packets and illegitimate pacKetsthe given network deployment. Only packets
adhering to the administrator-configured accesssrale allowed to pass through the firewall; dieos are
rejected.

SonicOS Enhanced’s UTM capabilities include deegkpt inspection (DPI). The optional licensed
services that make up the UTM include IPS, Gatewati-Virus (GAV), Application Intelligence and
Control, and Gateway Anti-Spyware (SPY). All UTMrsgices employ stream-based analysis wherein
traffic traversing the product is parsed and intetgd so that its content might be matched agagtst of
signatures to determine the acceptability of théfit. The parsing and interpretation engines alfomthe
reliable handling of any application layer protqcehcoding, and type of compression. In the event a

Y FIPS - Federal Information Processing Standard
2 please note that the spam filtering and World VWitkb content filtering functionality is not includles a part of this
evaluation.
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certain flow of traffic is found to match an Apition List signature and meets or exceeds the goired
threshold, the event is logged, and the offendiony fs terminated.

SonicOS Enhanced supports VPN functionality, whpobvides a secure connection between two or more
computers or protected networks over the publierivgt. It provides authentication to ensure that
information is going to and from the correct patieand protects the information from viewing or
tampering en-route. SonicOS Enhanced supportsctbation and management of Internet Protocol
Security (IPsec) VPNs. IPsec is a suite of prd®dbat operate on network traffic to secure Ingern
Protocol (IP) communications by authenticating andrypting packets. Cryptographic key establisimen
is also possible through IPsec. For this, Soni@Banced supports Internet Key Exchange (IKE) wersi

1 and 2, which is the protocol used to set up arggcassociation (SA) in the IPsec protocol suite.
SonicOS Enhanced enables VPN policy creation twigeothe configuration of multiple VPN tunnels.
VPN policy definitions include the IP address af temote gateway appliance with which the produiltt w
communicate, the IP address of the destination arétwthe type of encryption used for the policydan
other configuration information.

SonicOS Enhanced provides site-to-site VPN funetiibn Site-to-site VPN functionality allows créan
of VPN policies for connecting offices running SOMALL security appliances, resulting in network-to-
network VPN connections.

Digital certificates are also supported by Sonidfhanced. A digital certificate is an electronieans to
verify identity by a trusted third party known a<artification Authority (CA). SonicOS Enhancecers
can obtain certificates signed and verified byiedtharty CA to use with an IKE VPN policy. Thisakes

it possible for VPN users to authenticate peer aviwithout manually exchanging shared secrets or
symmetric keys. SonicOS Enhanced interoperatds avity X.509v3-compliant provider of certificates.
Use of certificates for authentication, includingC cards that comply to FIPS 201 is also supported.

The product implements both physical and virtutdrifaces. Physical interfaces are bound to aeipgtt.
Virtual interfaces are assigned as sub-interfages pihysical interface, and allow the physicalriigige to
carry traffic assigned to multiple virtual interéc  The product allows static IP address configaumeon
all physical and logical network interfaces, asIwad dynamic configuration of Wide Area Network
(WAN) interfaces through Dynamic Host Configurati®motocol (DHCP), Point to Point Protocol over
Ethernet, Point to Point Tunneling Protocol PPTiR| hayer 2 Tunneling Protocol. Additionally, intace
pairs may be configured in a Layer 2 Bridge modenable the inspection and control of traffic betwe
the resulting two segments without a need for lalgieconfiguration of the target network.

In addition, physical interfaces may be assigne8dourity Zones. Zones are optional logical grogpiof
one or more interfaces designed to make manageshémt product simpler and to allow for configueatti
of access rules governing inbound and outboundidraff there is no interface, traffic cannot assehe
zone or exit the zone. Zones allow the administratt group similar interfaces and apply the saoleies
to them, instead of having to write the same pdiiryeach interface. In this way, access to @itinternal
resources such as payroll servers or engineeridg servers can be strictly controlled. Zones nmapie
of several types: Trusted (e.g., Local Area Nelw@AN)), Untrusted (e.g., WAN and virtual Multicgs
Public (e.g., Demilitarized Zone (DMZ)), Encryptéalg., VPN), and Wireless, as well as custom zones.

e Trusted zones provide the highest level of trust.other words, the least amount of scrutiny is
applied to traffic coming from trusted zones. TH#eN zone is always trusted. Conversely, traffic
destined to a trusted zone is subject to the ggeateutiny.

e Untrusted zones represent the lowest level of.triisaffic from untrusted zones is not permitted to
enter any other zone type without explicit rulest toaffic from any other zone type is permitted to
enter Untrusted zones.

3 CAC — Common Access Card
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« Public zones offer a higher level of trust than rusted zones, but a lower level of trust than
Trusted zones. Traffic from a Public zone to ated zone is denied by default. But traffic from
any Trusted zone to any other zone is allowed.

» Encrypted zones are used exclusively by the VPNtfanality of SonicOS Enhanced. All traffic to
and from an Encrypted zone is encrypted.

* Wireless zones are zones where the only interfacéh¢ network consists of SonicWALL
SonicPoint (wireless) devices. Wireless zonesnatepart of the evaluated configuration of the
product.

SonicOS Enhanced also provides client functiondtityDomain Name System (DNS) resolution, Address
Resolution Protocol (ARP), and Network Address Shation (NAT). It includes a Network Time
Protocol (NTP) client that automatically adjuste firoduct’s clock, which provides time stamps foy |
events, automatic updates to services, and otiemad purposes. The System Time will be setdo n
automatic update using NTP for the evaluation.

An administrator manages SonicOS Enhanced throughbtamanagement GUI, using Hypertext Transfer
Protocol (HTTP) or HTTPS and a web browser. Allnagement activities can be performed through the
web management GUI, via a hierarchy of menu buttdiieese activities include:

e Dashboard: The Visualization Dashboard allows adstrators to monitor the network, logs,
connections, and applications.

e System: Security appliance controls such as magagjistem status, managing licenses, configuring
remote management options, managing firmware wessend preferences, and troubleshooting
diagnostic tools.

* Network: Configure logical interfaces, load balamyi failover, security zones, address objects,
routing, the DHCP server, IP Helper, web proxy senand dynamic DNS. Creation of NAT
policies and setting up DNS servers is also aviglab

e Third Generation (3G)/Analog Modem, Wireless, anohi€Point: Different pages on wireless
functionality, which is excluded from the TOE.

« Firewall and Firewall Settings: Establish accesssu

e DPI-Secure Socket Layer (SSL): Allow DPI of encagtHTTPS traffic. This functionality is not
included in the evaluation.

« Voice over IP (VolIP): Setup and configuration ofsSien Initiated Protocol (SIP) Voice over IP
using IPsec VPNs.

« Anti-Spam: Configure the anti-spam feature.

* VPN: Create VPN policies and creating site-to-$iRN policies.

* User Management: Configure appliances for usell kwihentication.

« High Availability: Configure high availability settgs.

e Security Services: Activate security services ams@ of Intrusion Protection Service, Content
Filtering, and Client Anti-Virus.

« Log: Manage the logs and alerts for the system.

The product has five modes of operation: Layerr2iged (L2B) Mode, Transparent Mode, IPS Sniffer
Mode, Wire Mode, and Central-site Gateway Mode.Itidie modes of operation can exist simultaneously.
When the appliance is deployed in Central-site BayeMode each interface can provide typical routing
functionality. Transparent Mode allows a SonicWA&appliance to be introduced into a network without
the need for re-addressing. Layer 2 Bridged madeb®e set up in the regular mode, which is simdar
Transparent Mode, or in the IPS Sniffer Mode. Sttfer Mode mirrors the traffic from a network seh

to examine network traffic. Wire Mode has fourtiset Bypass Mode, Inspect Mode, Secure Mode, and
Tap Mode each of which is explained in ®@nicWALL SonicOS Enhanced v6.2 Administrator'si&ui
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1.4 TOE Overview

The TOE Overview summarizes the usage and majarisgdeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgirig the TOE type, describing the product, and
defining the specific evaluated configuration.

The TOE is one or more firewal/lUTM/VPN that rung @ SM 9600, SM 9400, SM 9200, NSA 6600,
NSA 2600, NSA 3600, NSA 4600, and NSA 5600 SonicW/Alppliance. The appliance is installed on a
network wherever firewal/lUTM/VPN services are rigqd, as depicted in Figure 1 below. This may be
used at the edge of a network for perimeter sacaribetween different segments of a network fezrimal
security. The TOE is a hardware TOE that inclu8esicOS Enhanced v6.2.0 running on each of the
hardware appliances listed above.

The TOE includes all of the components and funetiin described above and in section 1.5, except fo
the features and functionality listed below in &mttl.5.3. Section 1.4.1 identifies any major AGDE
hardware and software that is required by the TOE.

Figure 1 shows the details of the deployment caméition of the TOE:

Workstation Server

G

S2

Switch Switch

SonicWALL
N t =

Firewall/VPN ™
; 9
SonicWALL_ S,
Management Console Firewall/VPN b

Router

Router

®

oy

Workstation SR S
Remote
Workstation
Figure 1 Deployment Configuration of the TOE
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1.4.1 TOE Environment

The TOE environment consists of a management cerisoimanaging the TOE and the LAN to which the
TOE is connected. The minimum system requiremientthe proper operation of the TOE are:
 Management Console — General purpose computer with
0 Chrome 4.0 or higher (recommended browser)
o Mozilla 3.0 or higher, or
o Internet Explorer 8.0 or higher
for HTTPs management sessions.
* LAN and associated switches and routers configtwease SonicWALL appliance as a gateway
or layer 2 bridge.

In addition, the TOE needs cable and connectotsall@av all of the TOE and environmental components
to communicate with each other.

It is assumed that there will be no untrusted usesbftware on the TOE. In addition, the TOEni®nded
to be deployed in a physically secured cabinetproor data center with only authorized individuals
allowed physical access to the appliance.

1.5 TOE Description

This section primarily addresses the physical apgichl components of the TOE included in the
evaluation. The TOE is a combined hardware anavaeoé TOE.

1.5.1 Physical Scope

Figure 2 illustrates the physical scope and thesjghyboundary of the overall solution
and ties together all of the components of the BO& the constituents of the TOE
Environment. The TOE is a hardware TOE and camsisSonicOS Enhanced v6.2.0
and one of the following hardware appliances:

« SM 9600 [HW P/N 101-500380-71, Rev. A]
« SM 9200 [HW P/N 101-500363-70, Rev. A]

«  SM 9400 [HW P/N 101-500361-70, Rev. A]

« NSA 6600 [HW P/N 101-500364-66, Rev. A]
« NSA 2600 [HW P/N 101-500362-63, Rev. A]
« NSA 3600 [HW P/N 101-500338-64, Rev. A]
« NSA 4600 [HW P/N 101-500365-64, Rev. A]
« NSA 5600 [HW P/N 101-500360-65, Rev. A]

. The NSA models offer multi-core architectungth higher throughput and more interfaces. The SM
models are designed for high-speed access and aaigroup segmentation. They also offer multiecor
architecture, high throughput and increased inteda All appliances run Sonic OS Enhanced and all
appliances can perform the functionality. The Shd &SA do provide additional functionality, but ghi
additional functionality is excluded from this ewation.
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The TOE is a UTM which runs on the SonicWALL NSAise and SM series hardware appliances listed
above. The TOE is installed on a network wherdivewal/UTM/VPN services are required, as depicted
in the figure below. The essential physical congrds for the proper operation of the TOE in the
evaluated configuration are

e SonicOS Enhanced v6.2.0
e SonicWALL appliance hardware

| SonicOS
LAN ) Enhanced ( Internet

| Firewall /UTM/VPN \A

I I T e Cumm ¢ amm o —'
= - i SonicOS ;
N ) Enhanced l
Syslog Firewall /UTM/VPN °
Server I

Legend I

| - TOE Boundary

Management Console

- Environmental
Components

[ - TOE software

I - TOE hardware
C—D -VPN Remote Workstation

Figure 2 Physical TOE Boundary

The TOE Boundary includes all the SonicWALL devedparts of the SonicOS Enhanced v6.2.0 product.
Any modified third party source code or softwarattBonicOS Enhanced v6.2.0 includes is considered t
be TOE Software.

1.5.1.1 Guidance Documentation
Table 2 lists the TOE Guidance Documentation ttaihonfigure, and maintain the TOE.

Table 2 Guidance Documentation

Document Name Description

232-002166- Includes steps
52_Rev_A_Dell_SonicWALL_SuperMassive_9600_Getting_Started_Guide for the basic

4/3/14 initialization and

232-002057- £ th
52_Rev_A_Dell_SonicWALL_SuperMassive_9400_Getting_Started_Guide setup of the
4/3/14 TOE.
232-002068-
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Document Name Description

52 Rev_A_Dell_SonicWALL_SuperMassive_9200_Getting_Started_Guide
4/3/14
232-002213-51_Rev_A_Dell_SonicWALL_NSA_6600_Getting_Started_Guide
4/3/14

232-002214-

51 _Rev_A_Dell_SonicWALL_NSA 5600 _4600_3600_Getting_Started_Guide
4/3/14

232-002067-53_Rev_A Dell_SonicWALL_NSA_ 2600_Getting_Started_Guide
4/3/14

232 002365-00_Rev_C_SonicOS_6.2_Administration_Guide 1/29/15
232-002654-00_Rev_A SonicOS 6.2.0.0_Release_Notes 9/23/14

Dell SonicWALL, Inc. SonicOS 5.5.1.2 FIPS/Common Criteria Release Notes 232- |Contains
001907-00 Rev A 07/10 detailed steps
for how to
properly
configure and
maintain the
TOE.

1.5.2 Logical Scope

The logical boundary of the TOE will be broken domrto the following security classes which are liert
described in sections 5 and 6 of this ST. Thechlgscope also provides the description of the ritgcu
features of the TOE. The security functional regients implemented by the TOE are usefully grouped
under the following Security Function Classes:

»  Security Audit

»  Cryptographic Support

» User Data Protection

» Identification and Authentication

»  Security Management

» Protection of the TOE Security Function (TSF)

*» TOE Access

* Trusted Path/Channels

1.5.2.1 Security Audit

Event logging by SonicOS Enhanced provides a meshmrfor tracking potential security threats.
Administrators can configure the log events to béomatically sent to an e-mail address for alerting
convenience, or archiving, or export the logs td&anel file or syslog server.

The TOE generates audit records for startup antbietuwn of the audit functions, blocked traffic, bked
websites, administrator account activity, VPN dtivfirewall activity, firewall rule modificationnetwork
access, IPS/GAV/SPY activity, and login attempt$ie audit events are associated with the admitostra
who performs them if applicable. Syslog audit reésoare transmitted over an IPsec VPN tunnel to an
external syslog server in the IT environment farage. The TOE will stop sending and an alarm is
reported if this link is broken.
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1.5.2.2 Cryptographic Support

The Cryptographic Support TSF function providesptographic functions to secure sessions between the
management console’s web browser and the TOE'smaatagement GUI. HTTPS/TLS is used to secure
these communications sessions. In addition, datayption and decryption is provided by the TOEeTh
TOE provides IPsec VPN functionality for secure caoummications over the public internet. IKE protocol
is used for exchanging authentication informatiod @stablishing the VPN tunnel. The TOE supports
both version 1 and version 2 of IKE, but aggressivae is not supported. Traffic within the tunieel
encrypted using AES. All TOE appliances are vatidaio FIPS 140-2, all cryptographic operations are
performed in accordance with FIPS 140-2, and ajskealgorithms, and key destruction meet the FI®® 1

2 standard.

1.5.2.3 User Data Protection

The TOE clears memory buffers of all packet datama packet exits so that none of the packet’'s cata
inadvertently be exposed to another user.

1.5.2.4 Identification and Authentication

The Identification and Authentication TSF ensuteat tonly legitimate administrators can gain acdess
the configuration settings and management settifidgee TOE. Administrators must log in with a hli
user name and password before the TOE will perh@t ddministrators to manage the TOE. In the
evaluated configuration, the TOE supports localhamtication only. Prior to identification and
authentication, end-users of the TOE are presenithcan advisory notice and consent warning.

The TOE provides functionality that requires admiirgtors to verify their claimed identity with passd
restrictions. Using password-based authenticapasswords are obscured from users when entered fro
the management console. Password must be compbsedombination of upper and lower case letters,
numbers, and special characters.

1.5.2.5 Security Management

The TOE provides a set of commands for adminigstsato manage the security functions, configuration,
and other features of the TOE components. TherBgddanagement function specifies user roles with
defined access for the management of the TOE coemten The Security Administrator role specifigd b
Network Device Protection Profile (NDPP) is fillegt the Full Administrator in config mode.

1.5.2.6 Protection of the TSF

The TOE provides a reliable timestamp for its ovee.u A digital signature is used to verify all sedte
updates that are applied to the TOE. Administeatmust verify the signature prior to installing the
updates. The TOE also prevents the reading ofifebei passwords and keys by hashing prior to séoeag
well as enforcing access control on stored critsedurity parameters (CSP), including symmetricskey
shared secrets, and private keys. To protectntiegrity of its security functions, the TOE implem a
suite of self-tests at startup. When two or magopliances are used the communications between those
appliances are protected via an IPsec VPN.

1.5.2.7 TOE Access

The TOE automatically logs out a user from the welmagement GUI, a remote session, or a local sessio
after an administrator-specified amount of idledinin addition, the TOE provides administratorghine
ability to terminate their own session. The webnagement GUI presents an administrator-defined
advisory notice and consent warning message ahlog
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1.5.2.8 Trusted Path/Channels

The TSF provides IPsec VPN tunnels for trusted camioation between external 1®ntities and the
TOE. The TOE implements HTTPS for protection ofnoounications between itself and the Management
Console. HTTPS (TLS) connections are used to pto#d communication between the TOE and
management interfaces. HTTPS leverages cryptographpabilities to protect data transfer from
disclosure and modification. The management comaatioin channels between the TOE and remote
entity are distinct from other communication chdarand provide assured identification of both endiso

1.5.3 Product Physical/Logical Features and Functionality not
included in the TOE

Features/Functionality that are not part of thdwated configuration of the TOE are:
e Command Line Interface (CLI) (Secure Shell (SSH))
« Application Firewall
« Web Content Filtering
« Lightweight Directory Access Protocol authenticatio
e Hardware Failover
* Real-time Blacklist (Simple Mail Transfer Proto¢S8IMTP))
e Global Security Client (including GroupVPN)
¢ Global Management System
e SonicPoint
* VoIP

*IT — Information Technology
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2 Conformance Claims

This section provides the identification for any ,otection Profile (PP), and EAL package confarcea

claims. Rationale is provided for any extensiongawgmentations to the conformance claims. Ralgona
for CC and PP conformance claims can be found ati@e8.1.

Table 3 CC and PP Conformance

Common (@i ZIHEY Common Criteria for Information Technology Security Evaluation, Version
(o[ (. 119141 it 1 140 3.1, Revision 3, July 2009; CC Part 2 extended; CC Part 3 conformant; PP
and Conformance claim NDPP conformant; Parts 2 and 3 Interpretations of the CEM® as of
2012/05/01 were reviewed, and no interpretations apply to the claims
made in this ST.

PP Identification ‘ Protection Profile for Network Devices v1.1

AEITENWCLWEITEN LY EALL  Augmented with Flaw Remediation ALC_FLR.2, ADV_FSP.2,
Level ADV_TDS.1, ATE_FUN.1, ASE_SPD.1, ASE_REQ.2, and ATE_COV.1

® Common Evaluation Methodology
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3 Security Problem

This section describes the security aspects ofethéronment in which the TOE will be used and the
manner in which the TOE is expected to be employédprovides the statement of the TOE security
environment, which identifies and explains all:

* Known and presumed threats countered by eithef @i or by the security environment

» Organizational security policies with which the T@tast comply

» Assumptions about the secure usage of the TOR)dimgy physical, personnel and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to thé #Esets against which protection is required byl®& or by the
security environment. The threat agents are divideo four categories:

» Attackers who are not TOE users: They have pubiimkedge of how the TOE operates and are
assumed to possess a low skill level, limited reszsito alter TOE configuration settings or
parameters and no physical access to the TOE. ckitta are referred to as an unauthorized
person, user, malicious user, malicious party éktelow threats.

e TOE users: They have extensive knowledge of howltBE operates and are assumed to possess
a high skill level, moderate resources to alter T@Hfiguration settings or parameters and
physical access to the TOE. (TOE users are, hawagsumed not to be willfully hostile to the
TOE.) An authorized administrator is consideretdeéca TOE user.

» TOE failure: The threat of the TOE failing in itperations or exhausting its resources which leads
to a failure of TOE operations.

» External IT Entities: External IT entities thakdreing used by malicious attackers to adversely
affect the security of the TOE.

All are assumed to have a low level of motivatidthe IT assets requiring protection are the T&# user
data saved on or transitioning through the TOE #hel hosts on the protected network. Removal,
diminution and mitigation of the threats are thrbdle objectives identified in. The following thte are
applicable to the TOE:

Table 4 Threats

Name Description

T.ADMIN_ERROR An administrator may incorrectly install or configure the TOE
resulting in ineffective security mechanisms.

T.TSF_FAILURE Security mechanisms of the TOE may fail, leading to a
compromise of the TSF.

T.UNDETECTED_ACTIONS Malicious remote users or external IT entities may take actions
that adversely affect the security of the TOE. These actions may
remain undetected and thus their effects cannot be effectively
mitigated.

®IT - Information Technology

" TSF — TOE Security Functionality
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Name Description

T.UNAUTHORIZED_ACCESS A user may gain unauthorized access to the TOE data and TOE
executable code. A malicious user, process, or external IT entity
may masquerade as an authorized entity in order to gain
unauthorized access to data or TOE resources. A malicious user,
process, or external IT entity may misrepresent itself as the TOE
to obtain identification and authentication data.

T.UNAUTHORIZED_UPDATE A malicious party attempts to supply the end user with an
update to the product that may compromise the security
features of the TOE.

T.USER_DATA_REUSE User data may be inadvertently sent to a destination not
intended by the original sender.

3.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a ses@furity rules, procedures, or guidelines impdsedn
organization on the operational environment of it¥. The OSPs for this ST are defined in Table 5.

Table 5 Organizational Security Policies

Description

P.ACCESS_BANNER The TOE shall display an initial banner describing restrictions of
use, legal agreements, or any other appropriate information to
which users consent by accessing the TOE.

3.3 Assumptions

This section describes the security aspects ofintended environment for the evaluated TOE. The
operational environment must be managed in accoedaith assurance requirement documentation for
delivery, operation, and user guidance. The fatgwspecific conditions are required to ensure the
security of the TOE and are assumed to exist iarsironment where this TOE is employed.

Table 6 Assumptions

Name Description

A.NO_GENERAL_PURPOSE It is assumed that there are no general-purpose computing
capabilities (e.g., compilers or user applications) available on the
TOE, other than those services necessary for the operation,
administration and support of the TOE.

A.PHYSICAL Physical security, commensurate with the value of the TOE and
the data it contains, is assumed to be provided by the
environment.
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Name Description

‘A.TRUSTED_ADMIN TOE Administrators are trusted to follow and apply all ‘

administrator guidance in a trusted manner.
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£ Security Objectives

Security objectives are concise, abstract statesrafrithe intended solution to the problem defingdhe
security problem definition. The set of securityjextives for a TOE form a high-level solution twet
security problem. This high-level solution is died into two part-wise solutions: the securityestijes
for the TOE, and the security objectives for theET®operational environment. This section ideasfthe
security objectives for the TOE and its supporgngironment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE ardodisws:

Table 7 Security Objectives for the TOE

Name Description

O.PROTECTED_COMMUNICATIO | The TOE will provide protected communication channels for

NS administrators, other parts of a distributed TOE, and authorized
IT entities.
O.VERIFIABLE_UPDATES The TOE will provide the capability to help ensure that any

updates to the TOE can be verified by the Administrator to be
unaltered and (optionally) from a trusted source.

O.SYSTEM_MONITORING The TOE will provide the capability to generate audit data and
send those data to an external IT entity.

O.DISPLAY_BANNER The TOE will display an advisory warning regarding use of the
TOE.

O.TOE_ADMINISTRATION The TOE will provide mechanisms to ensure that only

administrators are able to log in and configure the TOE, and
provide protections for logged-in administrators.

O.RESIDUAL_INFORMATION_CL |The TOE will ensure that any data contained in a protected
EARING resource is not available when the resource is reallocated.

O.SESSION_LOCK The TOE shall provide mechanisms that mitigate the risk of
unattended sessions being hijacked.

O.TSF_SELF_TEST The TOE will provide the capability to test some subset of its
security functionality to ensure it is operating properly.
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4.2 Security Objectives for the Operational
Environment

4.2.1 IT Security Objectives

The following IT security objectives are to be si¢id by the environment:

Table 8 IT Security Objectives

Name Description

OE.NO_GENERAL_PURPOSE There are no general-purpose computing capabilities (e.g.,
compilers or user applications) available on the TOE, other than
those services necessary for the operation, administration and
support of the TOE.

OE.PHYSICAL Physical security, commensurate with the value of the TOE and
the data it contains, is provided by the environment.

OE.TRUSTED_ADMIN TOE Administrators are trusted to follow and apply all
administrator guidance in a trusted manner.
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5 Extended Components

This section defines the extended SFRs and exteBddts met by the TOE. These requirements are
presented following the conventions identified acfon 6.1.

5.1 Extended TOE Security Functional Components

This section specifies the extended SFRs for thE.TOhe extended SFRs are organized by class.eBabl
identifies all extended SFRs implemented by the TOE

Table 9 Extended TOE Security Functional Requirements

Name Description

FAU_STG_EXT.1 |External audit trail storage

FCS_CKM_EXT.4 | Cryptographic key destruction
FCS_HTTPS_EXT.1 | Extended: HTTPS
FCS_IPSEC_EXT.1 |Extended: IPSEC

FCS_RBG_EXT.1 |Extended: Cryptographic operation (random bit generation)
FCS_TLS_EXT.1 Extended: TLS
FIA_PMG_EXT.1 |Password management

FIA_UAU_EXT.2 Extended: Password-based authentication mechanism

FIA_UIA_EXT.1 User identification and authentication

FPT_APW_EXT.1 |Extended: Protection of administrator passwords

FPT_SKP_EXT.1 Extended: Management of TSF data (for reading symmetric keys)
FPT_TST_EXT.1 TSF self test
FPT_TUD_EXT.1 |Extended: Trusted update

FTA_SSL_EXT.1 TSF-initiated session locking
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5.1.1 Class FAU: Security Audit

Families in this class address the requirementsufoctions to implement security audit as definedCiC
Part 2.

5.1.1.1 Family FAU_STG_EXT: Security audit event storage
Family Behaviour

This family defines the requirements for the TSFowable to create and maintain a secure audit trai
Stored audit records refers to those records witignaudit trail, and not the audit records thatehbeen
retrieved (to temporary storage) through selectidrhe requirements of this family are focused oa th
secure transmission of audit records to a remagihgy server.

Components in this family address the requiremttprotection audit data as defined in CC Paitltds
section defines the extended components for the FBNG EXT family.

Component Leveling

FAU_STG_EXT. Extended: Security audit event storage 1

Figure 3 Extended: Security audit event storage family decomposition

The extended FAU_STG_EXT family is modeled aftex BAU_STG family. FAU_STG_EXT.1 is the
only component of this family.

FAU_STG_EXT.1 Extended: External audit trail stpgaequires the TSF to use an external IT entity fo
audit data storage. It was modeled after FAU_STG.1

Management: FAU_STG_EXT.1
a) There are no management activities foreseen.
Audit: FAU_STG_EXT.1

a) There are no audit activities foreseen.

FAU_STG_EXT.1 Extended: External audit trail storage

Hierarchical to: No other components

FAU_STG_EXT.1.1
The TSF shall be able to [selection: transmit tbeegated audit data to an external IT entity,
receive and store audit data from an external kfygrusing a trusted channel implementing the
[selection;_IPsec, SSH, TLS, TLS/HTTPS] protocol.

Dependencies: FTP_ITC.1 Inter-TSF trusted channel

FAU_GEN.1 Audit datagmeration
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5.1.2 Class FCS: Cryptographic Support

Families in this class address the requirementduiactions to implement cryptographic functionalég
defined in CC Part 2.

5.1.2.1 Family FCS_CKM_EXT: Extended: Cryptographic key management
Family Behaviour

Cryptographic keys must be managed throughout ttieicycle. This family is intended to support tha
lifecycle and consequently defines requirementgterfollowing activities: cryptographic key genoa,

cryptographic key distribution, cryptographic kegcass and cryptographic key destruction. This fiamil
should be included whenever there are functiorgdirements for the management of cryptographic keys

Components in this family address the requiremfamtenanaging cryptographic keys as defined in C@& Pa
2. This section defines the extended componenthéFCS CKM_EXT family.

Component Leveling

FCS_CKM_EXT: Extended: Cryptographic key management 4

Figure 4 Extended: Cryptographic key management family decomposition

The extended FCS_CKM_EXT.4 component is the onlpnmmnent of the extended FCS_CKM_EXT
family, which is modeled after FCS_CKM.

FCS_CKM_EXT.4 Extended: Cryptographic key zertara requires cryptographic keys and
cryptographic critical security parameters to beized. It was modeled after FCS_CKM.4

Management: FCS_CKM_EXT .4
a) There are no management activities foreseen.
Audit: FCS_CKM_EXT.4

The following actions should be auditable if FAU_KSecurity audit data generation is included in the
PP/ST:
a) Failure on invoking the cryptographic key zeraigatfunctionality.

FCS _CKM_EXT.4 Extended: Cryptographic key zeroizaton
Hierarchical to: No other components
FCS_CKM_EXT.4.1
The TSF shall zeroize all plaintext secret andgigcryptographic keys and CSPs when no longer
required.
Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
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5.1.2.2 Family FCS_HTTPS_EXT: Extended: HTTPS
Family Behaviour

This family defines the requirements for protectirgnote management sessions between the TOE and an
authorised administrator. This family describes ttow HTTPS will be implemented. The extended
family “FCS_HTTPS_EXT: Extended: HTTPS” was maztkhfter FCS_COP: Cryptographic operation.

FCS HTTPS_EXT: Extended: HTTPS 1

Figure 5 Extended: HTTPS family decomposition

FCS_HTTPS_EXT.1 Extended: HTTPS, requires that P$ be implemented according to RR818.
This is the only component of the FCS_HTTPS_EXTillam

Management: FCS_HTTPS_EXT.1
a) There are no management activities foreseen.
Audit: FCS_ HTTPS _EXT.1

The following actions should be auditable if FAU_KSecurity audit data generation is included in the
PP/ST:
a) Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS
Hierarchical to: No other components
FCS_HTTPS_EXT.1.1

The TSF shall implement the HTTPS protocol that jglies with RFC 2818.
FCS_HTTPS_EXT.1.2

The TSF shall implement the HTTPS protocol using®s specified in FCS_TLS EXT.1.
Dependencies: FCS_TLS_EXT.1 Extended: TLS

8 RFC - Request for Comment
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5.1.2.3 Family FCS_IPSEC_EXT: Extended: IPSEC

Family Behaviour

Components in this family address the requiremfartprotecting communications using IPSEC. Thia is
extended family defined for the FCS Class. Themded family “FCS_IPSEC_EXT: Extended: IPSEC”
was modeled after FCS_COP: Cryptographic operatio

Component Leveling

FCS5_IPSEC_EXT: Extended: IPSEC 1

Figure 6 Extended: IPSEC family decomposition

FCS_IPSEC_EXT.1 Extended: IPSEC, requires that E(PSbe implemented as specified.
FCS_IPSEC_EXT.1 is the only component of this famil

Management: FCS_IPSEC_EXT.1
a) There are no management activities foreseen.
Audit: FCS_ IPSEC _EXT.1

The following actions should be auditable if FAU_KSecurity audit data generation is included in the
PP/ST:
a) Failure of establishment of an IPSEC security aasiot (SA).

FCS_IPSEC_EXT.1 Extended: IPSEC

Hierarchical to: No other components

FCS_IPSEC_EXT.1.1
The TSF shall implement the IPsec protocol E3R defined by RFC 4303 using the
cryptographic algorithms AE$CBC'-128, AES-CBC-256 (both specified by RFC 3602),
[selection:_no other algorithms, AES-GEM 28, AES-GCM-256 as specified in REC 4106], and
using [selection: choose at least one of: IKEsHefined in RFCs 2407, 2408, 2409, and 4109,
and [selection: no other RECs for hash functiorSCR868 for hash functions]; IKEv2 as defined
in RFCs 5996 (with mandatory support for NAT trasadras specified in section 2.23), 4307, and
[selection: no other RFCs for hash functions, RIBE8 for hash functions]].

FCS_IPSEC_EXT.1.2
The TSF shall ensure that IKEv1 Phase 1 excharsggesnly main mode.

FCS_IPSEC_EXT.1.3
The TSF shall ensure that IKEv1 SA lifetimes arkedb be limited to 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs.

FCS_IPSEC_EXT.1.4
The TSF shall ensure that IKEvl SA lifetimes aréedo be limited to [assignmenttumber
between 100 — 2Q0B*® of traffic for Phase 2 SAs.

® ESP — Encapsulating Security Payload
10 AES - Advanced Encryption Standard

11 CBC - Cipher Block Chaining

12 GCM - Galois/Counter Mode

13 MB - Megabyte
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FCS_IPSEC_EXT.1.5
The TSF shall ensure that all IKE protocols implam@H** Groups 14 (2048-bit MOD®), and
[selection: 24 (2048-bit MODP with 256-bit PES 19 (256-bit Random ECH, 20 (384-bit
Random ECP), [assignmerdther DH groups that are implemented by the T, other DH
groups].

FCS_IPSEC_EXT.1.6
The TSF shall ensure that all IKE protocols implemeer Authentication using the [selection:
DSA™ rDSA"™, ECDSAY algorithm.

FCS_IPSEC_EXT.1.7
The TSF shall support the use of pre-shared kegsréferenced in the RFCs) for use in
authenticating its IPsec connections.

FCS_IPSEC_EXT.1.8
The TSF shall support the following:

1. Pre-shared keys shall be able to be composed af@nbpination of upper and lower case
letters, numbers, and special characters: [selectl”, “@", “#", “$", “%", “*", “&",

[l u(u and u)n].

2. Pre-shared keys of 22 characters and [selecti@sigamentiother supported lengths

no other lengths].
Dependencies: FCS_COP.1 Cryptographic operation

4 DH - Diffie-Hellman

15 MODP —Exponentiation Modulo a Prime

16 pOS — Prime Order Subgroup

17 ECP - Elliptic Curve modulo a Prime

18 DSA - Digital Signature Algorithm

19rDSA - RSA Digital Signature Algorithm

20 ECDSA — Elliptic Curve Digital Signature Algorithm
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5.1.2.4 Family FCS_RBG_EXT: Extended: Random Bit Generation
Family Behaviour

Components in this family address the requiremémtgandom number / bit generation. This is a new
family defined for the FCS Class, and is modeledrd&fCS_COP: Cryptographic operation.

Component Leveling

FCS_RBG_EXT: Extended: Random Bit Generation 1

Figure 7 Extended: Random Bit Generation family decomposition

FCS_RBG_EXT.1 Extended: Random Bit Generatioguires random bit generation to be performed in
accordance with selected standards and seeded égtapy source. It was modeled after FCS_COP.1.
FCS_RBG_EXT.1 is the only component of this family.

Management: FCS_RBG_EXT.1
a) There are no management activities foreseen.
Audit: FCS_RBG_EXT.1

The following actions should be auditable if FAU_KbBecurity audit data generation is included in the
PP/ST:
a) There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components

FCS_RBG_EXT.1.1
The TSF shall perform all random bit generation @Bervices in accordance with [selection,
choose one of: NIST Special Publication 800-90 using [selection: H&¥RBG* (any),
HMAC?® DRBG (any), CTR' DRBG (AES), Dual_E€ DRBG (any)]; FIPS Pub 140-2 Annex
C: X9.31 Appendix 2.4 using AES] seeded by an gytreource that accumulated entropy from
[selection: a software-based noise source; a T®talzaie-based noise source].

FCS_RBG_EXT.1.2
The deterministic RBG shall be seeded with a mimmai [selection, choose one of: 128 bits, 256
bits] of entropy at least equal to the greatestdnigth of the keys and authorization factors that
will generate.

Dependencies: None.

2L NIST — National Institute of Standards and Techgyl
22 DRBB - Deterministic Random Bit Generator

Z HMAC — Hashed Message Authentication Code

24 CTR - Counter Mode

2 EC — Elliptical Curve
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5.1.2.6 Family FCS_TLS_EXT: Extended: TLS
Family Behaviour

Components in this family address the requiremfemtprotecting communications using TLS. This is a
new family defined for the FCS Class, and is madialiger FCS_COP: Cryptographic operation.

Component Leveling

FCS_TLS_EXT: Bxtended: TLS 1

Figure 8 Extended: TLS family decomposition

FCS_TLS EXT.1 Extended: TLS, requires that TLSmhglemented. FCS_TLS EXT.1 is the only
component of this family.

Management: FCS_TLS_EXT.1
a) There are no management activities foreseen.
Audit: FCS_ TLS _EXT.1

The following actions should be auditable if FAU_KbBecurity audit data generation is included in the
PP/ST:
a) Failure of establishment of a TLS session.

FCS_TLS EXT.1 Extended: TLS

Hierarchical to: No other components

FCS_TLS_EXT.1.1
The TSF shall implement one or more of the follayvprotocols [selection: TLS 1.0 (REC 2246),
TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting following ciphersuites:

TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA

[selection:

None

TLS RSA_WITH_AES 128 CBC_SHA256

TLS RSA_WITH_AES 256 _CBC_SHA256

TLS DHE RSA WITH_AES 128 CBC_SHA256

TLS DHE RSA WITH_AES 256_CBC_SHA256

TLS ECDHE_ECDSA WITH AES 128 GCM_SHA256
TLS ECDHE _ECDSA WITH AES 256_GCM_SHA384
TLS ECDHE ECDSA WITH AES 128 CBC SHAZ256
TLS ECDHE ECDSA WITH AES 256 _CBC SHA384

1.
Dependencies: FCS_COP.1 Cryptographic operation
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5.1.3 Class FIA: Identification and Authentication

Families in this class address the requirementfufoetions to establish and verify a claimed usentity
as defined in CC Part 2.

5.1.3.1 Family FIA_PMG_EXT: Extended: Password Management
Family Behaviour

This family defines the password strength rule®ergfd by the TSF.

This section defines the extended components ferRIA_PMG_EXT family, which is modeled after
FIA_SOS Specification of secrets.

Component Leveling

FIA_PMG_EXT: Extended: Password management 1

Figure 9 Extended: Password Management family decomposition
The extended FIA_PMG_EXT.1 component is the onipgonent of the FIA_PMG_EXT family.
FIA_PMG_EXT.1 defines the password strength reauoéets that the TSF will enforce.
Management: FIA_PMG_EXT.1
The following actions could be considered for theenagement functions in FMT:
a) There are no management activities foreseen.
Audit: FIA_PMG_EXT.1
The following actions should be auditable if FAU_KSecurity audit data generation is included in the
PP/ST:
a) There are no auditable events foreseen.
FIA_ PMG_EXT.1 Extended: Password management
Hierarchical to: No other components.

FIA_PMG_EXT.1.1
The TSF shall provide the following password mamaget capabilities for administrative

passwords:
1. Passwords shall be able to be composed of ampioation of upper and lower case letters,
numbers, and the following special charactersefgan: ", “@", “#", “$", “%", “", “&”,

v and )", [assignment:other character;
2. Minimum password length shall settable by theuisy Administrator, and support passwords
of 15 characters or greater.
Dependencies: No dependencies
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5.1.3.2 Family FIA_UAU_EXT: Extended: User authentication
Family Behaviour

This family defines the types of user authenticatitechanisms supported by the TSF.

This section defines the extended components foiFtA_ UAU_EXT family, which is modeled after the
FIA_UAU User authentication family.

Component Leveling

FlA_UAU EXT: Extended: User authentication 2

Figure 10 Extended: User authentication family decomposition

The extended FIA_UAU_EXT.2 Extended: Passworceaguthentication mechanism component is
modeled after FIA_UAU.5 as defined in CC Part 2IA RJAU_EXT.2 is the only component of this
family.

FIA_UAU_EXT.2 requires a local password-based autibation mechanism and the capability for
passwords to expire. In addition, other autheribcatechanisms can be specified.

Management: FIA_UAU_EXT.2

The following actions could be considered for trenagement functions in FMT:
b) Reset a user password by an administrator.

Audit: FIA_UAU_EXT.2

The following actions should be auditable if FAU KBBSecurity audit data generation is included in the
PP/ST:

a) All use of the authentication mechanisms.

FIA_UAU_EXT.2 Extended: Password-based authentic&n mechanism

Hierarchical to: No other components

FIA_UAU_EXT.2.1
The TSF shall provide a local password-based atittaion mechanism, [selection: [assignment:
other authentication mechanisnj(g)one] to perform user authentication.

Dependencies: No dependencies.
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5.1.3.3 Family FIA_UIA_EXT: Extended: User identification and authentication
Family Behaviour

This family defines the types of user identificatand authentication mechanisms supported by tie TS

This section defines the components for the exigrigdi® UIA_EXT family, which is modeled after
FIA_UAU User authentication, and FIA_UID User idiéication.

Component Leveling

FIA_UIA_EXT: Extended: User identification and authentication 1

Figure 11 Extended: User identification and authentication family decomposition

The extended FIA_UIA_EXT.1 component is considet@de part of the FIA_UIA_EXT family and is
based on a combination of FIA_UAU.1 and FIA_UIDILis the only component of this family.

FIA_UIA EXT.1 User identification and authentiaati requires a local password-based authentication
mechanism and the capability for passwords to exjpir addition, other authentication mechanismshman
specified.

Management: FIA_UIA_EXT.1
The following actions could be considered for thenagement functions in FMT:

a) Management of the authentication data by an adtramis;

b) Management of the authentication data by the aateutuser;

¢) Managing the list of actions that can be taken teefioe user is identified and authenticated.
d) Management of the user identities;

Audit: FIA_UIA_EXT.1

The following actions should be auditable if FAU KBBSecurity audit data generation is included in the
PP/ST:
a) All use of the identification and authenticationahanism.

FIA_UIA _EXT.1 Extended: User identification and authentication
Hierarchical to: No other components
FIA_UIA_EXT.1.1
The TSF shall allow the following actions prior equiring the non-TOE entity to initiate the
identification and authentication process:
« Display the warning banner in accordance with FTABTL;
» [selection:_no other actions, [assignméist: of services, actions performed by the TSF in
response to non-TOE requdts
FIA_UIA_EXT.1.2
The TSF shall require each administrative usereéasticcessfully identified and authenticated
before allowing any other TSF-mediated actions elmalf of that administrative user.

Dependencies: No dependencies
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5.1.4 Class FPT: Protection of the TSF

Families in this class address the requirementsfdactions providing integrity and management of
mechanisms that constitute the TSF and of the Te&& @k defined in CC Part 2.

5.1.4.1 Family FPT_APW: Extended: Protection of administrator passwords
Family Behaviour

Components in this family address the requiremdotsmanaging and protecting TSF data, such as
passwords and keys. This is a new family modelest #ie FPT Class.

Component Leveling

FPT_APW_EXT: Extended: Protection of administrator
passwords

Figure 12 Extended: Protection of administrator passwords family decomposition

FPT_APW_EXT.1 Extended: Protection of administrgtasswords, requires preventing selected TSF
data from being read by any user or subject.

Management: FPT_APW_EXT.1

The following actions could be considered for trenagement functions in FMT:
a) There are no management activities foreseen.

Audit: FPT_APW_EXT.1

The following actions should be auditable if FAU KBESecurity audit data generation is included in the
PP/ST:
a) There are no auditable events foreseen.

FPT_APW_EXT.1 Extended: Protection of administrata passwords
Hierarchical to: No other components
Dependencies: No dependencies.
FPT_APW_EXT.1.1

The TSF shall store passwords in non-plaintext form
FPT_APT_EXT.1.2

The TSF shall prevent the reading of plaintext yasds.
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5.1.4.2 Family FPT_SKP: Extended: Protection of TSF data
Family Behaviour

Components in this family address the requiremdotsmanaging and protecting TSF data, such as
passwords and keys. This is a new family modelest #ie FPT Class.

Component Leveling

FPT_SKP_EXT: BExtended: Protection of TSF data 1

Figure 13 Extended: Protection of TSF data family decomposition
FPT_SKP_EXT.1 Extended: Protection of TSF datagading all symmetric keys), requires preventing
symmetric keys from being read by any user or subje
Management: FPT_SKP_EXT.1
The following actions could be considered for trenagement functions in FMT:

b) There are no management activities foreseen.

Audit: FPT_SKP_EXT.1

The following actions should be auditable if FAU KBESecurity audit data generation is included in the
PP/ST:
b) There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF data (foreading of all symmetric keys)
Hierarchical to: No other components
Dependencies: No dependencies.
FPT_SKP_EXT.1.1
The TSF shall prevent reading of all pre-sharedskeymmetric keys, and private keys.
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5.1.4.3 Family FPT_TST: TSF self test
Family Behaviour

Components in this family address the requiremfemtself-testing the TSF for selected correct opena

The extended FPT_TST_EXT.1 component is the ontgpmment of the FPT_TST_EXT extended family,
which is modeled after FPT_TST.

Component Leveling

FPT_TST_EXT: Extended: TSF self test 1

Figure 14 Extended: TSF self test family decomposition

FPT_TST_EXT.1 Extended: TSF testing, requiresite of self tests to be run during initial stapt-n
order to demonstrate correct operation of the TERis SFR is modeled after FPT_TST.1, and is tHg on
component of this family.

Management: FPT_TST_EXT.1
a) There are no management activities foreseen.
Audit: FPT_TST_EXT.1

a) There are no auditable activities foreseen.

FPT _TST EXT.1 Extended: TSF testing

Hierarchical to: No other components

FPT_TST_EXT.1.1
The TSF shall run a suite of self tests duringiahistart-up (on power on) to demonstrate the
correct operation of the TSF.

Dependencies: No dependencies.
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5.1.4.4 Family FPT_TUD: Extended: Trusted Update

Components in this family address the requiremémtsipdating the TOE firmware and/or software. This
is a new family defined for the FPT Class.

Component Leveling

FPT_TUD_EXT: Extended: Trusted update 1

Figure 15 Extended: Trusted Update family decomposition

FPT_TUD_EXT.1 Extended: Trusted update, requinesagement tools be provided to update the TOE
firmware and software, including the ability to igithe updates prior to installation.

Management: FPT_ TUD_EXT.1

a) There are no management activities foreseen.
Audit: FPT_ TUD_EXT.1

a) Initiation of update.

FPT_TUD_EXT.1 Extended: Trusted update

Hierarchical to: No other components

FPT_TUD_EXT.1.1
The TSF shall provide security administrators th#itg to query the current version of the TOE
firmware/software.

FPT_TUD_EXT.1.2
The TSF shall provide security administrators theilitg to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3
The TSF shall provide a means to verify firmwaréigare updates to the TOE using a [selection:
digital signature mechanism, published hash] godnstalling those updates.

Dependencies: FCS_COP.1 Cryptographic operation.
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5.1.5 Class FTA: TOE Access

Family Behaviour

Families in this class address the requirementiufartions that control the establishment and eris¢ of
a user session as defined in CC Part 2.

5.1.5.1 Family FTA_SSL_EXT: Extended: TSF-initiated session locking

Components in this family address the requiremfamt3 SF-initiated and user-initiated locking, urkaug,
and termination of interactive sessions.

The extended FTA_SSL_EXT.1 component is the ontymanent of the FTA_SSL_EXT family.

Component Leveling

FTA_SSL_EXT: Extended: TSF-initiated session locking 1

Figure 16 Extended: TSF-initiated Session locking family decomposition

FTA SSL_EXT.1 Extended: TSF-initiated sessionking, requires system initiated locking of an
interactive session after a specified period otinity.

Management: FTA_SSL_EXT.1
The following actions could be considered for threnagement functions in FMT:

a) Specification of the time of user inactivity afighich lock-out occurs for an individual user.
Audit: FTA_SSL_EXT.1

The following actions should be auditable if FAU KBESecurity audit data generation is included in the
PP/ST:
a) Any attempts at unlocking an interactive session.

FTA SSL _EXT.1 Extended: TSF-initiated session lodkg
Hierarchical to: No other components
FTA SSL_EXT.1.1
The TSF shall, for local interactive sessionslejs#on:
* lock the session — disable any activity of the 'ss#ata access display devices other
than unlocking the session, and requiring thaiatiministrator re-authenticate to the
TSF prior to unlocking the session;
« terminate the session]
after a Security Administrator-speiftime period of inactivity.
Dependencies: FIA_UAU.1 Timing of authentication.
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5.2 Extended TOE Security Assurance Components
There are no extended TOE Security Assurance Coempsn
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6 Security Requirements

This section defines the SFRs and SARs met by @E.TThese requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8iis Selected presentation choices are discussedide
aid the Security Target reader.

The CC allows for assignment, refinement, selectind iteration operations to be performed on sgcuri
functional requirements. All of these operations ased within this ST. These operations are padd
as described in Part 2 of the CC, and are shoviollag/s:

» Completed assignment statements are identifiedysalicized text within brackels

» Completed selection statements are identified uginderlined text within brackets]. In keeping
with these conventions, in the event an assignngemtithin a selection, it will be depicted as
italicized, underlinedext.

» Refinements are identified usitpld text. Any text removed is stricken (Example-FSF-Data)
and should be considered as a refinement. In kgepith these conventions, in the event a
refinement is within an assignment, it will be de#pd asbold italicized text, and when a
refinement is within a selection, it will be degdtinbold underlined text.

» Extended Functional and Assurance Requirement&dargified using “_ EXT” at the end of the
short name.

» lterations are identified by appending a numbgrdrentheses following the component title. For
example, FAU_GEN.1(1) Audit Data Generation wouddtbe first iteration and FAU_GEN.1(2)
Audit Data Generation would be the second iteration

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Hastion organizes the SFRs by CC class. Table 10
identifies all SFRs implemented by the TOE and daths the ST operations performed on each
requirement.

Table 10 TOE Security Functional Requirements

Name Description S {A R [ I

FAU_GEN.1 Audit data generation M

FAU_GEN.2 User identity association

FAU_STG_EXT.1 Extended: External audit trail storage v

FCS_CKM.1 Cryptographic key generation v v

FCS_CKM_EXT.4 Extended: Cryptographic key destruction

FCS COP.1(1) Cryptographic operation (for data| |V | V|V
encryption/decryption)

FCS_COP.1(2) Cryptographic  operation (for ~ cryptographic| ¥~ i
signature)

FCS_COP.1(3) Cryptographic  operation (for cryptographic| ¥ | v | v | v
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Name Description S \A R \ [ ‘
hashing) ]
FCS_COP.1(4) Cryptographic ~ operation  (for  keyed-hash | ¥ | ¥ | ¥ |V
message authentication)
FCS_HTTPS_EXT.1 Extended: HTTPS
FCS_IPSEC_EXT.1 Extended: IPSEC didid
FCS_RBG_EXT.1 Extended: Cryptographic operation (random bit| ¥~
generation)
FCS_TLS_EXT.1 Extended: TLS v
FDP_RIP.2 Full residual information protection v
FIA_PMG_EXT.1 Extended: Password management
FIA_UIA_EXT.1 Extended: User identification and authentication | ¥~ | ¥
FIA_UAU_EXT.2 Extended: Password-based authentication | ¥ | ¥
mechanism
FIA_UAU.7 Protected authentication feedback v
FMT_MTD.1 Management of TSF data i
FMT _SMF.1 Specification of management functions 454
FMT _SMR.2 Restrictions on security roles 454
FPT_APW_EXT.1 Extended: Protection of administrator passwords
FPT ITT.1 Basic Internal TSF Data Transfer Protection didrd
FPT SKP_EXT.1 Extended: Management of TSF data (for reading
of all symmetric keys)
FPT STM.1 Reliable time stamps v
FPT_TST EXT.1 Extended: TSF testing
FPT_TUD_EXT.1 Extended: Trusted update v
FTA_SSL_EXT.1 Extended: TSF-initiated session locking v
FTA_SSL.3 TSF-initiated termination ard
FTA_SSL.4 User-initiated termination
FTA_TAB.1 Default TOE access banners v
FTP_ITC.1 Inter-TSF trusted channel v
FTP_TRP.1 Trusted path didid

Note: S=Selection; A=Assignment; R=Refinement;drdtion
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6.2.1 Class FAU: Security Audit

FAU_GEN.1

Audit data generation

Hierarchical to: No other components.

FAU_GEN.1.1

The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for the [not specified] lew¢laudit; and
c) [All administrative actiorls
d) [Specifically defined auditable events listed in Tali]].

Table 11 Auditable Events

Requirement Auditable Events Additional Audit Record Contents
FAU_GEN.1 None. None.
FAU_GEN.2 None. None.
FAU_STG_EXT.1 None. None.
FCS_CKM.1 None. None.
FCS_CKM_EXT.4 None. None.
FCS_COP.1(1) None. None.
FCS_COP.1(2) None. None.
FCS_COP.1(3) None. None.
FCS_COP.1(4) None. None.
FCS_RBG_EXT.1 None. None.

FCS_HTTPS_EXT.1

Failure to establish a HTTPS
Session.
Establishment/Termination of
a HTTPS session.

Reason for failure. Authentication
failures are the only auditable failures.
Non-TOE endpoint of connection (IP
address) for both successes and
failures.

FCS_TLS_EXT.1

Failure to establish a TLS
Session.
Establishment/Termination of
a TLS session.

Reason for failure. Authentication
failures are the only auditable failures.
Non-TOE endpoint of connection (IP
address) for both successes and
failures.

FCS_IPSEC_EXT.1

Failure to establish an IPsec
SA.
Establishment/Termination of
an IPsec SA.

Reason for failure.

Non-TOE endpoint of connection (IP
address) for both successes and
failures.

FDP_RIP.2

None.

None.
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Requirement

Auditable Events

Additional Audit Record Contents

FIA_PMG_EXT.1

None.

None.

FIA_UIA_EXT.1

All use of the identification
and authentication
mechanism.

Provided user identity, origin of the
attempt (e.g., IP address).

FIA_UAU_EXT.2

All use of the authentication
mechanism.

Origin of the attempt (e.g., IP address).

FIA_UAU.7 None. None.
FMT_MTD.1 None. None.
FMT_SMF.1 None. None.
FMT_SMR.2 None. None.
FPT_SKP_EXT.1 None. None.
FPT_APW_EXT.1 None. None.
FPT_ITT.1 None. None.
FPT_STM.1 Changes to the time. The old and new values for the time

Origin of the attempt (e.g. IP address)

FPT_TUD_EXT.1

Initiation of update.

No additional information.

FPT_TST_EXT.1

None.

None.

FTA_SSL_EXT.1

Any attempts at unlocking of
an interactive session.

No additional information.

FTA_SSL.3 The termination of a remote | No additional information.
session by the session
locking mechanism.

FTA_SSL4 The termination of an|No additional information.
interactive session.

FTA_TAB.1 None. None.

FTP_TRP.1 Initiation of the trusted|Identification of the claimed user
channel. Termination of the |identity.
trusted channel.

Failure of the trusted path
functions.

FTP_ITC.1 Initiation of the trusted|Identification of the initiator and target
channel. Termination of the|of failed trusted channels
trusted channel. Failure of|establishment attempts.
the trusted channel functions.

FAU_GEN.1.2
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The TSF shall record within each audit record astehe following information:
a) Date and time of the event, type of event, subgsitity (if applicable), and the outcome
(success or failure) of the event; and
b) For each audit event type, based on the audital#atedefinitions of the functional
components included in the PP/SiRf¢rmation specified in column three of Tablg.11
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.2 User identity association
Hierarchical to: No other components.
FAU_GEN.2.1
For audit events resulting from actions of ideptifiusers, the TSF shall be able to associate each
auditable event with the identity of the user ttatised the event.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_STG_EXT.1 Extended: External audit trail storage
Hierarchical to: No other components.
FAU_STG_EXT.1.1
The TSF shall be able to [transmit the generatelit data to an external IT entity] using a trusted
channel implementing the [IPsec] protocol.
Dependencies: FAU_GEN.1 Audit data generation
FTP_ITC.1 Inter-TSF trusted channel
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6.2.2 Class FCS: Cryptographic Support

FCS_CKM.1  Cryptographic key generation
Hierarchical to: No other components.
FCS_CKM.1.1
The TSF shall generatasymmetrlc cryptograph|c keysused for key establishmentin
accordance with & |
 NIST Special Publlcatlon 800 568, “RecommendatlonrfPalr Wise Key Establishment
Schemes Using Integer Factorization Cryptographybrf RSA-based key establishment
schemes.
] and specified cryptographic key sizeg|{livalent to, or greater than, a symmetric kegragth of
112 bitg thatmeet the following:dssignmentlistof standarts
Dependencies: FCS_COP.1 Cryptographic operation
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4 Extended: Cryptographic key destructon

Hierarchical to: No other components.

FCS_CKM_EXT.4.1
The TSF shall zeroize all plaintext secret andgigcryptographic keys and CSPs when no longer
required.

Dependencies: FCS_CKM.1 Cryptographic key generatio

FCS _COP.1(1) Cryptographic operation (for data encyption/decryption)
Hierarchical to: No other components.
FCS_COP.1.1(2)
The TSF shall performehcryption and decryptigrin accordance with a specified cryptographic
algorithm [AES operating ifCBC modég] and cryptographic key size&28-bits, 256-bits, and
[192-bitd] that meets the following:
 [FIPS PUB 197, “Advanced Encryption Standard” (AES)
» [NIST SP 800-384
Dependencies: FCS_CKM.1 Cryptographic key generatio
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1(2) Cryptographic operation (for cryptograhic signature)
Hierarchical to: No other components.
FCS_COP.1.1(2)
The TSF shall perforncryptographic signature servicesin accordance with a—specified
cryptographic-algerithmHSA Digital Signature Algorithm (rDSA) with a kevize (modulus) of
2048 bits or greatdrand-eryptographic-key-sizeadsighment:-cryptographickey-sikmt meets
the following: [FIPS PUB 186-3, “Digital Signature Standard”, FIPSPUB 186-2, “Digital
Signature Standard].
Dependencies: FCS_CKM.1 Cryptographic key generatio
FCS_CKM.4 Cryptographic key destruction
Application Note: FCS_COP.1(2) has been modifiedhfthe NDPP text to include the portions from the
CEM that were stricken as part of the refinement.

FCS_COP.1(3) Cryptographic operation (for cryptograhic hashing)
Hierarchical to: No other components.
FCS_COP.1.1(3)
The TSF shall perform cfyptographic hashing servicesn accordance with a specified

cryptographic algorithm §HA®-1, SHA-256 and eryptographic—key—sizesagsignment:

26 SHA — Secure Hash Algorithm
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cryptographickey-sizpsnessage digest siz§460, 256 bits that meet the following:HIPS Pub
180-3, “Secure Hash Standar”

Dependencies: FCS_CKM.1 Cryptographic key generatio
FCS_CKM.4 Cryptographic key destruction

Application Note: FCS_COP.1(3) has been modifiedhfthe NDPP text to include the portions from the
CEM that were stricken as part of the refinement.

FCS_COP.1(4) Cryptographic operation (for keyed-has message authentication)
Hierarchical to: No other components.
FCS_COP.1.1(4)
The TSF shall performkgyed-hash message authenticdtiom accordance with a specified
cryptographic algorithmHMAC- [SHA-254], and-cryptographickey sizdé®y sizes 20-bits, 4-
bits], and message digest siz¢256 bits that meet the following:HIPS Pub 198-1, “The Keyed-
Hash Message Authentication Code, and FIPS Pub3188ecure Hash Standardl”
Dependencies: FCS_CKM.1 Cryptographic key generatio
FCS_CKM.4 Cryptographic key destruction
Application Note: FCS_COP.1(4) has been modifiedhfthe NDPP text to include the portions from the
CEM that were stricken as part of the refinement.

FCS_HTTPS_EXT.1 Extended: HTTPS
Hierarchical to: No other components.
FCS_HTTPS_EXT.1.1

The TSF shall implement the HTTPS protocol that jglies with RFC 2818.
FCS_HTTPS_EXT.1.2

The TSF shall implement HTTPS using TLS as spattifin FCS_TLS EXT.1.
Dependencies: FCS_TLS EXT.1 Extended: TLS

FCS_IPSEC_EXT.1 Extended: IPSEC

Hierarchical to: No other components.

FCS_IPSEC_EXT.1.1
The TSF shall implement IPsec protocol ESP as définy RFC 4303 using the cryptographic
algorithms AES-CBC-128, AES-CBC-256 (both specifigd RFC 3602), [no other algorithms],
and using [IKEv1 as defined in RFCs 2407, 2408,924d RFC 4109, and [no other RFCs for
hash functions]; IKEv2 as defined in RFCs 5996 ltwitandatory support for NAT traversal as
specified in section 2.23), 4307, and [no other RKf hash functions].

FCS_IPSEC_EXT.1.2
The TSF shall ensure that IKEv1 Phase 1 excharsggesnly main mode.

FCS_IPSEC_EXT.1.3
The TSF shall ensure that IKEv1 SA lifetimes arkdb be limited to 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs.

FCS_IPSEC_EXT.1.4
The TSF shall ensure that IKEvl SA lifetimes aréedab be limited to 200 MB of traffic for
Phase 2 SAs.

FCS_IPSEC_EXT.1.5
The TSF shall ensure that all IKE protocols implaeti@H Groups 14 (2048-bit MODP), and [
[DH groups 2 and .

FCS_IPSEC_EXT.1.6
The TSF shall ensure that all IKE protocols implemBeer Authentication using the [rDSA]
algorithm.

FCS_IPSEC_EXT.1.7
The TSF shall support the use of pre-shared kegsréferenced in the RFCs) for use in
authenticating its IPsec connections.

FCS_IPSEC_EXT.1.8
The TSF shall support the following:
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1. Pre-shared keys shall be able to be composeahpfcombination of upper and lower case
letters, numbers, and special characters (thatudet “!”, “@”, “#", “$”, “%", “*", “&”, “*",
(", and *));
2. Pre-shared keys of 22 characters and [length&a@8].
Dependencies: FCS_COP.1(2) Cryptographic operatiofior cryptographic signature)
FCS_COP.1(3) Cryptographic operationfgr cryptographic hashing)
FCS_COP.1(4) Cryptographic operationfdr keyed-hash message authentication)
FCS_COP.1(1) Cryptographbperation (for encryption and decryption)
Application Note: NDPP FCS_IPSEC_EXT.1.1 applicatimte states that HMAC-SHA-1 is required as
the hash algorithm used by IKE implementation f&eSACBC mode. The TOE implements HMAC-SHA-
256 for this purpose which is a more secure aldponit

FCS RBG_EXT.1 Extended: Cryptographic operation fandom bit generation)

Hierarchical to: No other components.

FCS_RBG_EXT.1.1
The TSF shall perform all random bit generation @}Bservices in accordance with [NIST
Special Publication 800-90 using [Hash_ DRBG (anyfeded by an entropy source that
accumulated entropy from at least one independ8ftHardware-based noise source.

FCS_RBG_EXT.1.2
The deterministic RBG shall be seeded with a mimmaf [256 bits] of entropy at least equal to
the greatest bit length of the keys and authoondfictors that it will generate.

Dependencies: None

FCS_TLS _EXT.1 Extended: TLS

Hierarchical to: No other components.

FCS_TLS_EXT.1.1
The TSF shall implement one or more of the follagviprotocols [TLS 1.0 (RFC 2246)]
supporting the following ciphersuites:

TLS_RSA WITH_AES 128 CBC_SHA

TLS_RSA WITH_AES 256 _CBC_SHA

TLS _DHE_RSA WITH_AES 128 CBC_SHA

TLS _DHE_RSA WITH_AES 256 _CBC_SHA

[Nong.

Dependencies: FCS_COP.1(1) Cryptographic operatioffor data encryption/decryption)

FCS_COP.1(2) Cryptographbperation (for cryptographic signature)
FCS_COP.1(3) Cryptographic operationfdr cryptographic hashing)
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6.2.3 Class FDP: User Data Protection

FDP_RIP.2 Full residual information protection
Hierarchical to: No other components.
FDP_RIP.2.1

The TSF shall ensure that any previous informationtent of a resource is made unavailable
upon the [deallocation of the resource from] ajlecks.
Dependencies: No dependencies
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6.2.4 Class FIA: Identification and Authentication

FIA_PMG_EXT.1 Extended: Password management
Hierarchical to: No other components.
FIA_PMG_EXT.1.1
The TSF shall provide the following password mamaget capabilities for administrative
passwords:
1. Passwords shall be able to be composed of ampioation of upper and lower case letters,
numbers, and the following special characters:, [“@®”", “#", “$", “%", “N", “&", “*", “(*,
and )";
2. Minimum password length shall settable by theuigy Administrator, and support passwords
of 15 characters or greater.
Dependencies: No dependencies

FIA_UIA_EXT.1 Extended: User identification and authentication
Hierarchical to: No other components.
FIA_UIA EXT.1.1
The TSF shall allow the following actions prior tequiring the non-TOE entity to initiate the
identification and authentication process:
» Display the warning banner in accordance with FTABTL;
* [no other actions].
FIA_UIA _EXT.1.2
The TSF shall require each administrative usereéasticcessfully identified and authenticated
before allowing any other TSF-mediated actions elmallf of that administrative user.
Dependencies: No dependencies

FIA_UAU_EXT.2 Extended: Password-based authentid@®n mechanism

Hierarchical to: No other components.

FIA_UAU_EXT.2.1
The TSF shall provide a local password-based atitagion mechanism, [none] to perform user
authentication.

Dependencies: No dependencies

FIA_UAU.7 Protected authentication feedback

Hierarchical to: No other components.

FIA_UAU.7.1
The TSF shall provide onlyppscured feedbatko the user while the authentication is in pregre
at the local console.

Dependencies: FIA_UAU.1 Timing of authentication
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6.2.5 Class FMT: Security Management

FMT_MTD.1  Management of TSF Data (for general TSFdata)
Hierarchical to: No other components.
FMT_MTD.1.1

The TSF shall restrict the ability tmpnageas detailed in Table 12 beldwthe [TSF datgto the
[Security Administratoras detailed in Table 12 beldw
Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles
Application Note:“Security Administrators” consssof the following roles implemented by the TORIll F
Administrator in config mode, Full Administrator mon-config mode, and Limited Administrator.

Table 12 Management of TSF Data

Operation TSF Data Authorized Role
Manage Cryptographic Full Administrator in config mode
certificates
Associate with an| Cryptographic Full Administrator in config mode
interface protocols
Configure Network Full Administrator in config mode and

Limited Administrator

Create, delete, and | User accounts Full Administrators in config or non-
modify config mode
Create, modify, and| Firewall rules Full Administrators in config or non-
delete config mode

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
FMT_SMF.1.1
The TSF shall be capable of performing the follayimanagement functions:
[
» Ability to administer the TOE locally and remotely;
Ability to update the TOE, and to verify the updatsing[digital signaturé capability prior
to installing those updates;

-

o Ability to configure the list of TOE-provided se$ available before an entity is
identified and authenticated, as specified in FIMUEXT.1;
o Ability to configure the cryptographic functionalif
Dependencies: FCS_COP.1(2) Cryptographic operatioffor cryptographic signature)

FMT_SMR.2  Security roles
Hierarchical to: No other components.
FMT_SMR.2.1
The TSF shall maintain the roles:
e [Authorized Administratoy.
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FMT_SMR.2.2
The TSF shall be able to associate users with.roles
FMT_SMR.2.3
The TSF shall ensure that the conditions
[
« Authorized Administrator role shall be able to adisier the TOE locally;
« Authorized Administrator role shall be able to adisier the TOE remotely;
]
are satisfied.
Dependencies: FIA_UID.1 Timing of identification
Application Note: The TOE does not maintain a rofeAuthorized Administrator. Instead, the TOE
implements the following roles: Full Administratiarconfig mode, Full Administrator in non-configode,
Read-only Administrator, and Limited AdministratoiThe role Full Administrator in config mode is
granted a superset of all other role privilegesdahus, fulfills the Authorized Administrator radefined
in NDPP.
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6.2.6 Class FPT: Protection of the TSF

FPT_APW_EXT.1 Extended: Protection of administrabr passwords
Hierarchical to: No other components.
FPT_APW_EXT.1.1

The TSF shall store passwords in non-plaintext form
FPT_APW_EXT.1.2

The TSF shall prevent the reading of plaintext yasds.
Dependencies: No dependencies

FPT_ITT.1 Basic Internal TSF Data Transfer Protecion
Hierarchical to: No other components.
FPT_ITT.1.1

The TSF shall protect TSF data frodigclosureand detect its modificationwhen it is
transmitted between separate parts of the T@&LIgh the use [IPsec]
Dependencies: FCS_IPSEC_EXT.1

FPT_SKP_EXT.1 Extended: Protection of TSF data {fr reading of all symmetric keys)
Hierarchical to: No other components.
FPT_SKP_EXT.1.1

The TSF shall prevent reading of all pre-sharedskeymmetric key, and private keys
Dependencies: No dependencies

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
FPT_STM.1.1
The TSF shall be able to provide reliable time gtsfor its own use
Dependencies: No dependencies

FPT_TUD_EXT.1 Extended: Trusted update

Hierarchical to: No other components.

FPT_TUD_EXT.1.1
The TSF shall provide security administrators thidity to query the current version of the TOE
firmware/software.

FPT_TUD_EXT.1.2
The TSF shall provide security administrators thidits to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3
The TSF shall provide a means to verify firmwaréigare updates to the TOE using a [digital
signature mechanism] prior to installing those upsla

Dependencies: FCS_COP.1(2) Cryptographic operatioffor cryptographic signature)

FCS_COP.1(3) Cryptographic operation (for cryptgraphic hashing)

FPT_TST EXT.1 Extended: TSF testing

Hierarchical to: No other components

FPT_TST_EXT.1.1
The TSF shall run a suite of self tests duringiahistart-up (on power on) to demonstrate the
correct operation of the TSF.

Dependencies: No dependencies.
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6.2.7 Class FTA: TOE Access

FTA SSL _EXT.1 Extended: TSF-initiated session lodkg

Hierarchical to: No other components.

FTA_SSL_EXT.1.1
The TSF shall, for local interactive sessions, nieate the session] after a Security
Administrator-specified time period of inactivity.

Dependencies: FIA_UAU.1 Timing of authentication

FTA_SSL.3 TSF-initiated termination
Hierarchical to: No other components.
FTA_SSL.3.1
The TSF shall terminat@ remote interactive session after 8¢curity Administrator-configurable
time interval of inactivity at the Management Cdasanging from 5 to 60 minutes
Dependencies: No dependencies

FTA SSL.4 User-initiated termination

Hierarchical to: No other components.

FTA SSL.4.1
The TSF shall allowAdministrator -initiated termination of thédministrator’'s own interactive
session.

Dependencies: No dependencies

FTA_TAB.1 Default TOE access banners

Hierarchical to: No other components.

FTA_TAB.1.1
Before establishingan administrative user session, the TSF shall display Security
Administrator-specified advisorynotice and consentwarning message regarding-unautherised
use of the TOE.

Dependencies: No dependencies
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6.2.8 Class FTP: Trusted Path/Channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.
FTP_ITC.1.1

The TSF shalluse [IPsec] to provide atrusted communication channel between itself and
authorized IT entities supporting the following cambilities: audit server, [no other
capabilitieg that is logically distinct from other communicatiehannels and provides assured
identification of its end points and protectiontbé channel data fromiisclosure and detection
of modification of the channel data
FTP_ITC.1.2
The TSF shall permit_[the TSFr the authorized IT entitiego initiate communication via the
trusted channel.
FTP_ITC.1.3
The TSF shall initiate communication via the trdstannel fortfansmitting audit dath
Dependencies: No dependencies

FTP_TRP.1 Trusted Path
Hierarchical to: No other components.
FTP_TRP.1.1
The TSF shaluse [TLS/HTTPS] to provide a trusted communication path between itself and
[remote administratork that is logically distinct from other communicatigpaths and provides
assured identification of its end points and prodacof the communicated data fromigclosure
and detection of modification of the communicatetld
FTP_TRP.1.2
The TSF shall permitémote administratorkto initiate communication via the trusted path.
FTP_TRP.1.3(1)
The TSF shall require the use of the trusted patHiritial administrator remote authentication
and all remote administration actiohs
Dependencies: FCS_TLS_EXT.1 Extended: TLS
FCS_HTTPS_EXT.1 Extende HTTPS
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6.3 Security Assurance Requirements

This section defines the assurance requirementhéT OE. Assurance requirements are taken fr@am th
CC Part 3 and are EAL1 augmented with ADV_FSP.2,VADDS.1, ALC FLR.2, ASE _SPD.1,

ATE_COV.1, and ATE_FUN.1. Table 13 below summagittee requirements.

Table 13 EAL1 Assurance Requirements

Assurance Requirements

Class ASE: Security Target
evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives for the operational
environment

ASE_REQ.1 Stated security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

Class ALC: Life Cycle Support

ALC_CMC.1 Labeling of the TOE

ALC_CMS.1 TOE CM Coverage

ALC_FLR.2 Flaw reporting procedures

Class ADV: Development

ADV_FSP.2 Security-enforcing functional
specification

ADV_TDS.1 Basic design

Class AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

Class ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.1 Independent testing — conformance

Class AVA: Vulnerability
assessment

AVA_VAN.1 Vulnerability survey
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7 TOE Summary Specification

This section presents information to detail how T@E meets the functional requirements described in
previous sections of this ST.

7.1 TOE Security Functions

Each of the security requirements and the assacidéscriptions correspond to the security functions
Hence, each function is described by how it spealiff satisfies each of its related requirementis
serves to both describe the security functions eatbnalize that the security functions satisfy the
necessary requirements.

Table 14 Mapping of TOE Security Functions to Security Functional Requirements

TOE Security Function SFRID Description
Security Audit FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_STG_EXT.1 Extended: External audit trail
storage
Cryptographic Support FCS_CKM.1 Cryptographic key generation
FCS_CKM_EXT.4 Extended: Cryptographic key
destruction
FCS_COP.1(1) Cryptographic operation (for
data encryption/decryption)
FCS_COP.1(2) Cryptographic operation (for
cryptographic signature)
FCS_COP.1(3) Cryptographic operation (for
cryptographic hashing)
FCS_COP.1(4) Cryptographic operation (for
keyed-hash message

authentication)

FCS_HTTPS_EXT.1 Extended: HTTPS
FCS_IPSEC_EXT.1 Extended: IPSEC
FCS_RBG_EXT.1 Extended: Cryptographic
operation (random bit
generation)
FCS_TLS_EXT.1 Extended: TLS
User Data Protection FDP_RIP.2 Full residual information
protection
Identification and | FIA_PMG_EXT.1 Extended: Password
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SFRID

Description

TOE Security Function

Authentication

management

FIA_UIA_EXT.1

Extended: User identification
and authentication

FIA_UAU_EXT.2

Extended: Password-based
authentication mechanism

FIA_UAU.7 Protected authentication
feedback
Security Management FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of management
functions
FMT_SMR.2 Restrictions on security roles

Protection of the TSF

FPT_APW_EXT.1

Extended: Protection  of
administrator passwords

FPT_ITT.1

Basic Internal TSF Data Transfer
Protection

FPT_SKP_EXT.1

Extended: Management of TSF
data (for reading of all
symmetric keys)

FPT_STM.1

Reliable time stamps

FPT_TST_EXT.1

Extended: TSF testing

FPT_TUD_EXT.1

Extended: Trusted update

TOE Access

FTA_SSL_EXT.1

Extended: TSF-initiated session
locking

FTA_SSL.3 TSF-initiated termination
FTA_SSL.4 User-initiated termination
FTA_TAB.1 Default TOE access banners

Trusted path/channels FTP_ITC.1 Inter-TSF trusted channel
FTP_TRP.1 Trusted path

7.1.1 Security Audit

The Security Audit function provides the TOE witlengration and storage of audit records.
administrators manage and configure the TOE, divities are tracked and recorded as audit rescand
stored in a 32 kilobytes rolling log buffer befdseing exported to an external syslog server. When

buffer becomes full the logs are exported to thslogy server and flushed from the log buffer.

resulting audit records can be examined to determinich security relevant activities took place avith
(i.e., which user) is responsible for those ad#sit The connection between the TOE and syslogsés
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protected via an IPsec tunnel. The TOE will stepding syslog audit data and report an alarm lifeeithe
physical connection or the tunnel is interruptélthe records contained within the log buffer canydré
accessed by authorized administrators. If an adirétor’s role has permissions to view the logantkthe
Log menu button will be visible. If the administrdtorole does not have permission to view the ldgs t
menu button is not visible on the web management GU

The TOE provides auditing of administrator actitimst occur within the web management GUI. For taudi
events that result from actions of identified ustéie TOE associates the action with the user whk the
action in the logs. The TOE generates audit rectodthe events listed in Table 11. Includedable 11
are auditable events from NDPP for each claimed .SRRTTPS or TLS sessions that fail due to
authentication failures are audited. No otherqarot failures are audited for HTTPS and TLS session
TOE Security Functional Requirements SatisfiedFAU_GEN.1, FAU_GEN.2, FAU_STG_EXT.1.

7.1.2 Cryptographic Support

The TOE uses HTTPS/TLS connections to secure mamage sessions between the administrator
workstation and the TOE. TLS version 1.0 is usethe TOE with the following cipher suites availkabl

e TLS RSA_WITH_AES_128 CBC_SHA

e TLS RSA_WITH_AES_256_CBC_SHA

e TLS DHE_RSA_ WITH_AES_128 CBC_SHA

e TLS DHE_RSA WITH_AES 256 CBC_SHA

SonicWALL SonicOS v6.2 Administrator's Gujatevides details on the HTTPS/TLS handshake process
and how the TOE uses certificate-based identificati

The TOE also provides IPsec VPN functionality fecisre communications over the public internet. The
IKE protocol as described in FCS_IPSEC_EXT.1 igluseestablish the VPN tunnel. IKE protocol isdise
for exchanging authentication information and d#&hing the VPN tunnel. The TOE supports both
version 1 and version 2 of IKE, but aggressive miad&Ev1 is not supported. The traffic within tMPN
tunnel is encrypted using AES in CBC mode. Parbflthe SonicWALL SonicOS v6.2 Administrator's
Guideprovides details on configuring VPN settings. @aeV¥PN > SettingspageProposalstab there is a
box to set the Life Time for both phase 1 and pttas@he default value of 28800 seconds is entaret
can be changed by an authorized administrator. DHeGroup is also configurable through this tab.
Groups 2, 5, and 14 are allowed in the evaluatediguration. Configuring VPN section iBonicWALL
SonicOS v6.2 Administrator's Guigeovides details on how the VPN is negotiated iditlg the DH
negotiations. A pre-shared key is entered whilefigoring the VPN. The secrets are shared thrabgh
use of VPN policies. When configuring a VPM politlge General tab allows an administrator to select
IKE using Preshared Secretfor the authentication method. The shared sedset:manually input.
HMAC-SHA-256 is used by default as the hash alfaritoy the IKE implementations for AES-CBC
mode. The TOE, by default establishes ESP IPsdé¢ 8#83sions with SHA-1 authentication for phase 2.
By policy, users are restricted from setting thidue to None and therefore prohibited from perfoigni
confidentiality-only ESP IPsec.

All SonicWALL appliances included in the TOE arelidated to FIPS 140-2 (certificate # TBD). All
cryptographic operations, including key generatiatgorithm implementations, and key destruction
methods, are performed in accordance with the AI®®2 standard. The TOE implements a NIST SP
800-90 DRBG with SHA-256 for key generation (CAVéxtificate #2322). The TOE implements a NIST
SP 800-56B section 8.2 conformant RSA-based kewbkshiment scheme for asymmetric key
establishment. SHA-1 and SHA-256 are used forreebashing and RSA is used for digital signatures.
Table 15 details the cryptographic operations ast@ated algorithms used within the TOE.
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Table 15 Cryptographic Operations

Cryptographic Message
i i i ifi #
Operations Cryptographic Algorithm D.lgest Standards (Certificate #)
Size
Symmetric AES operating in CBC mode 128,192, IN/A CAVP? (cert # 2756)
encryption and 256
decryption FIPS PUB 197, "Advanced
Encryption Standard
(AES)",
NIST SP 800-38A
Keyed-Hash HMAC-SHA-256 keyl —|256 CAVP (cert #1727)
Message 20,
Authentication key2 -4 FIPS Pub 198-1, "The

Keyed-Hash Message
Authentication Code",
and FIPS Pub 180-3,
“Secure Hash Standard”

Cryptographic |SHA-1, SHA-256 160, 256 | CAVP (cert #2322)
hashing FIPS Pub 180-3, "Secure
services Hash Standard.”
Cryptographic |RSA 2048 bit |N/A CAVP (cert #1444)
signature

services Case: RSA Digital

Signature Algorithm
FIPS PUB 186-4, “Digital
Signature Standard”

Cryptographic |IKEvl, IKEv2,TLS,SSH,SNMP N/A CVL #226
Services FIPS SP800-135

The ephemeral keys used for TLS and IPsec sesarengerorized upon termination of the session. The
IPsec shared secret is stored with the VPN policyia zeroized if the policy is removed. Settihg TOE
to factory default also zeroizes all keys. Theoiztion process overwrites the memory with zeros.

The TOE relies on both hardware and software basésk sources to provide entropy for cryptographic
purposes. Software-based sources are concatehadegh a SHA-256 hash. If an error occurs withie
continuous random number generator test, the TQ&an error state and any further entropy output
inhibited.

TOE Security Functional Requirements Satisfied:FCS_CKM.1, FCS_CKM_EXT.4, FCS_COP.1(2),
FCS_COP.1(2), FCS_COP.1(3), FCS_COP.1(4), FCS_HTERS®.1, FCS_IPSEC_EXT.1,
FCS_RBG_EXT.1, FCS_TLS EXT.1.

2T CAVP — Cryptographic Algorithm Validation Program
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7.1.3 User Data Protection

Residual information clearing ensures that datads accidentally “leaked” into network packets by
ensuring that packet memory buffers are clearguhoket data before reallocation. The TOE ensinats t
no residual data remains prior to reallocation @mmry, ensuring that any attempt to reconstruct the
content of the memory buffers after reallocatiotl vasult in the reconstruction of the zeros, natket
data. Once packets have left the TOE the memorfetsuére freed to the buffer pool. When memory is
requested from the buffer pool the memory is ovitam with zeros and then reallocated.

TOE Security Functional Requirements SatisfiedFDP_RIP.2.

7.1.4 Identification and Authentication

The web management GUI on the TOE is utilized ioeasing this function. Prior to identifying and
authenticating to the TOE, all users are presewitfda login screen that displays and advisoryas#nd
consent warning. The TOE must perform successfemtification and authentication of the TOE user
before granting access to other TOE security fonsti Administrator authentication is enforced tigto
the use of a password that complies with the digéed in FIA PMG_EXT.1.

In the evaluated configuration of the TOE, locathamtication is the only supported mechanism for
password-based authentication. Passwords are redseuth dots to prevent “shoulder surfing” by an
unauthorized individual and ensure unauthorizedqgres cannot read the password and gain access to th
TOE.

TOE Security Functional Requirements Satisfied: FIA_PMG_EXT.1, FIA _UIA_EXT.1,
FIA_UAU_EXT.2, FIA_UAU.7.

7.1.5 Security Management

Security management specifies how the TOE managesa aspects of the TSF including TSF data and
security functions. TSF data includes configuratidata of the TSF, audit data, and cryptographic
information and protocols. For a listing of TSRalmmanaged by the TOE see Table 12. Management of
security functions includes configuring syslog farding, cryptographic protocols, firewall rules,
authentication, password complexity requiremewigin banners, session timeout, and system timegls

as performing system updates. The TOE providegsoaiaed administrators with a web management GUI
to manage the security functions and TSF data®fT®E. The TOE displays a warning banner to users
and administrators prior to log in. No other fuons can be performed prior to log in.

Once a user has logged into the TOE their sessidmound to the permissions associated with their
username. The TOE verifies permissions when a camdnis sent and only executes the command if the
user has the role associated with each operatidaldie 12. Only a Full Administrator in config medan
perform cryptographic operations such as, managartfficates and associating a cryptographic ptoc
with an interface. Full Administrators in both dignmode and non-config mode can manage user
accounts. Only a Full Administrator in config moded a Limited Administrator can configure the
network.
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The TOE supports the following administrator roles:

 Read-only Administrator — Have read-only accessview the management interface and
download troubleshooting reports.

» Limited Administrator — Have the access of a Realy-dAdministrator and can manage logs,
configure the network, and perform diagnostics.

*  Full Administrator — Members of this group havethl privileges of a Limited Administrator and
can manage users, configure the TOE, and managéography. Only one Full Administrator
can perform configuration operations at a time. er€fore the role is broken into Full
Administrator in config mode and Full Administratén non-config mode. When a Full
Administrator goes into config mode all other Fulldministrators will become Full
Administrators in non-config mode. Full Adminigives in non-config mode cannot configure log
settings, network, or cryptography. They retaircess to all other functions. All Full
Administrators are capable of becoming a Full Adstmator in config mode, but only one is
authorized at any given time.

The role ‘Full Administrator in config mode’ fulfd the role of ‘Authorized Administrator’ defindgy the
NDPP and can configure cryptographic functionalkitynfigure firewall rules, login banners, cryptagna
protocols, update the TOE, and verify updates withigital signature. Full Administrators can agtdigally

be granted the power of pre-emption. A Full Adrsirator with pre-emption powers can remove othdir Fu
Administrators from config mode. When a user isigteed a Full Administrator role without pre-emptio
powers they are assigned to either be logged offrmgre-empted or to move to non-config mode when
pre-empted.

TOE Security Functional Requirements SatisfiedFMT_MTD.1, FMT_SMF.1, FMT_SMR.1.

7.1.6 Protection of the TSF

The TSF protects plaintext passwords, pre-shargd, lsymmetric keys, and private keys from beingirea
by hashing prior to storage and enforcing accesgraloon these CSPs. No user passwords can be
exported from the TOE.

The TOE provides a reliable time stamp that is ufmdall TOE functionality, primarily audit log
generation. Th&ystem > Timepage of the web management GUI defines the tirdedate settings. By
default, the TOE uses an internal list of publicANServers to automatically update the time; howaver
the evaluated configuration, time is set manualljhich is achieved by unchecking the “Set time
automatically using NTP” and populating the appiatervalues for daylight savings time adjustmemid a
time format. Setting the time is restricted tohawized administrators.

Only an authorized administrator can update the TO¥ updates must be digitally signed using the
methods described in FCS_COP.1(2). Updates aiitableaathttps://www.mysonicwall.conand should

be downloaded prior to updating. The SonicWALLvsels public key is stored on the appliance as a
built-in certificate. During the update the TOHIwerify the signature before proceeding with tiprlate.

If the signature fails the update will fail. Ddtaon certificates and their use within the TOE barfound

in Managing Certificates section 8bnicWALL SonicOS v6.2 Administrator's Guide.

The TSF is also responsible for performing powersaf-tests of cryptographic algorithms and sofevar
integrity tests to demonstrate the correct openatibthe TSF. The following are the power-up seffts
and their associated error message:

e AES 128,192, and 256 CBC Known Answer Test (KATNBPP Error State entered with error =

(50)

e SHA-1 KAT — FIPS Error State entered with erro68)Y

e SHA-256 KAT — NDPP Error State entered with errd62)

»  HMAC-SHA-256 KAT — NDPP Error State entered withagr= (72)
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 RSA KAT for signature generation and verificatioNBPP Error State entered with error = (90)
« DRBG KAT — NDPP Error State entered with error 8)(2
The TOE will enter an error state when a self-faés. No cryptographic operations can take plabde
in the error state. The TOE must be reset to eaarror state.

The AES KAT encrypts a known plaintext with a knokey. It then compares the resultant ciphertext
with the expected ciphertext hard-coded in the nredif the two values differ, then the KAT faildf the
two values agree, then the AES KAT decrypts théhaifext with the known keys and compares the
decrypted text with the known plaintext. If theiffel, then the test fails. If they are the sathen the test
passes.

Both SHA KATSs take a message to be hashed. It¢bemputes the hash of the message and compaoes it t
the pre-computed hash. The test fails if they nateim The HMAC-SHA-256 test takes a known value and

hashes it with a hard-coded HMAC key. The resuthen compared to the expected value hard-coded in
the module. If the values differ, the test failsthey agree, the test passes.

For the RSA digital signature verification KAT aRSA digital signature generation KAT, the privatyk
is used to sign a block of data, and the resultahte is compared with the original data. If tteg the
same, the test fails. If they differ, then the [mukey is used to verify the ciphertext, and theput is
compared to the original data. If they are theesdime test passes. Otherwise, it is failed.

Testing done before the instantiation of a new DRB&udes sending the DRBG instantiation algorithm
fixed values of entropy. The output is comparethlie value that was expected. If the values mate
test passes. Otherwise, it fails. Error testisglone by forcing an error upon the algorithm. atf
algorithm handles the error as expected, the &stgs. Otherwise, it fails. The combination obéheest
ensure that the cryptographic operations of the a@Hperforming correctly.

When more than one appliance is used to protedstaibadited network, the appliances are connected
through an IPsec VPN. Section 7.1.2 describettbec protocol and methods used for this function.

TOE Security Functional Requirements Satisfied:FPT_APW_EXT.1, FPT_ITT.1, FPT_SKP_EXT.1,
FPT_STM.1, FPT_TST_EXT.1, FPT_TUD_EXT.1.

7.1.7 TOE Access

All access to the TOE takes place through HTTPStaed OE web-based management interface. Inactive
local and remote sessions to the TOE are terminafedt a Security Administrator-configurable time
interval between five and 60 minutes. In additiadministrators are provided with the capability to
terminate their own session. The Full Administrato config mode is the Security Administrator. | Al
users are presented with a Security Administraserfigured advisory notice and consent warning ngssa
prior to access to the TOE.

TOE Security Functional Requirements Satisfied: FTA_SSL.3, FTA_SSL.4, FTA_SSL_EXT.1,
FTA_TAB.1.

7.1.8 Trusted Path/Channels

IPsec VPN tunnels are used to provide a trustechaamtation channel between the TOE and the external
syslog server. This trusted communication prevdigslosure and detects modification. HTTPS is used
provide a trusted path for communications betwden TOE and the management console. HTTPS
protects these communications from disclosure agtgécts modification. These management HTTPS
sessions are logically distinct from all other T@&nmunications.

TOE Security Functional Requirements SatisfiedFTP_ITC.1, FTP_TRP.1.

SonicWALL SonicOS Enhanced v6.2.0 on NSA Series and SM Series Appliances Page 62 of 76

© 2015 Dell Software Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 2.6 February 10, 2015

8 REY I ELLE

8.1 Conformance Claims Rationale

This Security Target conforms to Part 2 extendedi Rart 3 conformant of the Common Criteria Standard
for Information Technology Security Evaluations,rsfen 3.1 Revision 3. This ST conforms to the NDPP
v1.1.

8.1.1 Variance between the PP and this ST

In some instances changes were made in this ST thhenNDPP. All of these changes are documented
below with a rationale for the change.

e An Application Note in the NDPP states that the dvtmanage” in FMT_MTD.1 is the default
requirement for management of TSF data. Otheatiters are possible. A table was added to
FMT_MTD.1 to include the operations listed in theplication Note for manage and any other
operations administrators in the TOE can perform.

+ FCS_COP.1(2), FCS_COP.1(3), and FCS_COP.1(4) hese modified from the NDPP text to
include the portions of the SFR as written in tHeMCthat were stricken during the refinement
operation. This text has been stricken within 3.

* Several SFRs in the NDPP include the word “refinethéo imply that they have been refined.
This is redundant, and as a result, the word “egfiant” has been removed. SFRs included in this
ST have been defined with the appropriate convestio indicate refinements or other operations,
as described in section 6.1.

8.2 Security Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.

8.2.1 Rationale for Security Functional Requirements of the TOE
Objectives

Table 16 Objectives: SFRs Mapping

Objective Requirements Addressing the | Rationale
Objective

O.PROTECTED_COMMUNICATIO | FCS_CKM.1 The requirement meets the

NS Cryptographic key generation | objective by ensuring that the

The TOE will provide protected TOE can generate

communication channels for cryptographic  keys for use

administrators, other parts of a during cryptographic
distributed TOE, and authorized operations.

IT entities. FCS_CKM_EXT A4 The requirement meets the
Extended: Cryptographic key|objective by ensuring that the
destruction TOE can zeroize cryptographic

keys.
FCS_COP.1(1) The requirement meets the
Cryptographic operation (for | objective by ensuring that the

SonicWALL SonicOS Enhanced v6.2.0 on NSA Series and SM Series Appliances Page 63 of 76

© 2015 Dell Software Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 2.6

February 10, 2015

Objective

Requirements Addressing the

Rationale

Objective

data encryption/decryption)

TOE can perform encryption
and decryption in accordance
with the defined algorithms
and key sizes.

FCS_COP.1(2)
Cryptographic operation (for
cryptographic signature)

The requirement meets the
objective by ensuring that the
TOE can perform cryptographic
signature services in
accordance with the defined
algorithms and key sizes.

FCS_COP.1(3)
Cryptographic operation (for
cryptographic hashing)

The requirement meets the
objective by ensuring that the
TOE can perform cryptographic
hashing services in accordance
with the defined algorithms
and key sizes.

FCS_COP.1(4)
Cryptographic operation (for
keyed-hash message
authentication)

The requirement meets the
objective by ensuring that the
TOE can perform cryptographic
hashing services in accordance
with the defined algorithms
and key sizes.

FCS_HTTPS_EXT.1
Extended: HTTPS

The requirement meets the
objective by ensuring that the
TOE protects remote
communications.

FCS_IPSEC_EXT.1
Extended: IPSEC

The requirement meets the
objective by providing the use
of the IPsec protocol to create
trusted channels.

FCS_RBG_EXT.1
Extended:
operation
generation)

Cryptographic
(random bit

The requirement meets the
objective by ensuring that the
TOE can perform random bit
generation in accordance with
the defined algorithms and key
sizes.

FCS_TLS_EXT.1
Extended: TLS

The requirement meets the
objective by ensuring that the
TOE protects remote
communications.

FPT_ITT.1

The requirement meets the
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Objective

Requirements Addressing the

Rationale

Objective

Basic Internal TSF Data Transfer
Protection

objective by ensuring that the
TOE provides an encrypted
communications channel
between appliances. This
prevents disclosure of TSF data
and detects the modification of
the TSF data.

FPT_SKP_EXT.1
Extended: Management of TSF

The requirement meets the
objective by ensuring that the

data (for reading of all|TOE prevents reading of all
symmetric keys) specified cryptographic keys.
FTP_ITC.1 The requirement meets the
Inter-TSF trusted channel objective by ensuring that the
TSF uses an HTTPS/TLS session
between itself and  the
management console.
FTP_TRP.1 The requirement meets the
Trusted path objective by ensuring that the
TOE provides a trusted path
between itself and authorized
IT entities from disclosure.
O.VERIFIABLE_UPDATES FCS_COP.1(2) The requirement meets the
The TOE will provide the|Cryptographic operation (for|objective by ensuring that the
capability to help ensure that|cryptographic signature) TOE can perform cryptographic
any updates to the TOE can be signature services in
verified by the Administrator to accordance with the defined
be unaltered and (optionally) algorithms and key sizes.
from a trusted source. FCS_COP.1(3) The requirement meets the
Cryptographic operation (for | objective by ensuring that the

cryptographic hashing)

TOE collects information from
the managed machines.

FPT_TUD_EXT.1
Extended: Trusted update

The requirement meets the
objective by ensuring that TOE
updates can be verified by an
administrator.

O.SYSTEM_MONITORING

The TOE will provide the
capability to generate audit data
and send those data to an
external IT entity.

FAU_GEN.1
Audit data generation

The requirement meets this
objective by ensuring that the
TOE maintains a record of
defined security related events
and the flow of network traffic,
including relevant details about
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Objective

Requirements Addressing the

Rationale

Objective

the event.

FAU_GEN.2
User identity association

The requirement meets the
objective by ensuring that the
TOE associates each auditable
event with the identity of the
user that caused the event.

FAU_STG_EXT.1

The requirement meets the

Extended: External audit trail |objective by ensuring that the
storage TOE can export audit data to an
external syslog server over a
secure channel.
FPT_STM.1 The requirement meets the
Reliable time stamps objective by ensuring that the
TOE provides reliable
timestamps.
O.DISPLAY_BANNER FTA_TAB.1 The requirement meets the

The TOE will display an advisory
warning regarding use of the
TOE.

Default TOE access banners

objective by ensuring the TSF
displays  an  administrator
configurable  warning  and
consent notice to all users at
login.

O.TOE_ADMINISTRATION

The TOE will provide
mechanisms to ensure that only
administrators are able to log in
and configure the TOE, and
provide protections for logged-
in administrators.

FIA_PMG_EXT.1
Extended:
management

Password

The requirement meets the
objective by ensuring that the
TOE ensures a user's password

meets the defined
requirements.
FIA_UIA_EXT.1 The requirement meets the

Extended: User identification
and authentication

objective by ensuring that the
TOE ensures that a user must
be successfully identified and

authenticated before being

allowed access to TOE

management functions.
FIA_UAU_EXT.2 The requirement meets the

Extended: Password-based
authentication mechanism

objective by ensuring that the
TOE provides a local password
based authentication.

FIA_UAU.7
Protected
feedback

authentication

The requirement meets the
objective by ensuring that the
TOE provides obscured
feedback while the wuser is
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Objective

Requirements Addressing the

Objective

Rationale

authenticating.

FMT_MTD.1
Management of TSF data

The requirement meets the
objective by ensuring that only
authorized users are allowed
access to TSF data.

FMT_SMF.1
Specification of management
functions

The requirement meets the
objective by ensuring that the
TOE includes administrative
functions to facilitate the
management of the TSF.

FMT_SMR.2
Restrictions on security roles

The requirement meets the
objective by ensuring that the
TOE associates users with roles
to provide access to TSF
management functions and
data.

FPT_APW_EXT.1
Extended: Protection  of
administrator passwords

The requirement meets the
objective by  the TOE
preventing  the reading of
plaintext passwords, ensuring
that an attacker cannot learn
the administrators password.

FTA_SSL_EXT.1
Extended: TSF-initiated session
locking

The requirement meets the
objective by ensuring that local
administrative  sessions  are
locked out after a period of
inactivity. This ensures that an
administrator session cannot be
hijacked if an administrator
workstation is left unattended.

FTA_SSL.3
TSF-initiated termination

The requirement meets the
objective by ensuring that local
administrative  sessions  are
locked out after a period of
inactivity. This ensures that an
administrator session cannot be
hijacked if an administrator
workstation is left unattended.

FTA_SSL4
User-initiated termination

The requirement meets the
objective by ensuring that the
TOE provides a mechanism for
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Objective

Requirements Addressing the

Rationale

Objective

administrators to terminate
active sessions when no longer
in use.

O.RESIDUAL_INFORMATION_CL
EARING

The TOE will ensure that any
data contained in a protected
resource is not available when
the resource is reallocated.

FDP_RIP.2
Full residual
protection

information

The requirement meets the
objective by ensuring that
network packets sent from the
TOE do not include "left over"
data from the processing of
previous network information.

O.SESSION_LOCK

The TOE shall provide
mechanisms that mitigate the
risk of wunattended sessions
being hijacked.

FTA_SSL_EXT.1
Extended: TSF-initiated session
locking

The requirement meets the
objective by ensuring that the
TOE locks the session and
requires that the administrator
user has to re-authenticate to
the TSF prior to unlocking the
session.

O.TSF_SELF_TEST

The TOE will provide the
capability to test some subset of
its security functionality to
ensure it is operating properly.

FPT_TST_EXT.1
Extended: TSF testing

The requirement meets the
objective by ensuring that the
TOE provides some self-tests
on a subset of its security
functionality to ensure it is
operating properly.

8.2.2 Security Assurance Requirements Rationale

EAL1 was chosen to provide independent assuraratedie care has been exercised with respect to the
protection of personal or similar information. Aach, minimal additional tasks are placed upon the
vendor assuming the vendor follows reasonable soéwengineering practices and the TOE functiore in
manner consistent with its documentation. The ehoassurance level is appropriate with the threats
defined for the environment. The TOE is expectede in a non-hostile position and embedded in or
protected by other products designed to addresaththat correspond with the intended environmét.
EALL, the TOE will have incurred a search for olugdflaws to support its introduction into the non-
hostile environment. The augmentation of ALC_FLRADV FSP.2, ADV_TDS.1, ATE_FUN.1,
ASE_SPD.1, ASE_REQ.2, and ATE_COV.1 were choseagivie® greater assurance of the developer’s on-
going flaw remediation processes, design detaild,tasting of requirements.

8.2.3 Dependency Rationale

This ST does satisfy all the requirement depen@snof the Common Criteria. Table 17 lists each
requirement to which the TOE claims conformancéwidependency and indicates whether the dependent
requirement was included. As the table indicaa##siependencies have been met.
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Table 17 Functional Requirements Dependencies

Dependencies Dependency Rationale
Met
FAU_GEN.1 FPT_STM.1 v
FAU_GEN.2 FAU_GEN.1 v
FIA_UID.1 v Although FIA_UID.1 is
not included,
FIA_UIA_EXT.1 provides
coverage  for  user
identification and
authentication  which
supersedes FIA_UID.1.
FAU_STG_EXT.1 FAU_GEN.1
FTP_ITC.1
FCS_CKM.1 FCS_CKM.4 v Although FCS_CKM.4 is

not in the ST,
FCS_CKM_EXT 4
provides coverage.

FCS_COP.1(1) v
FCS_COP.1(2) v
FCS_COP.1(3) v
FCS_COP.1(4) v
FCS_CKM_EXT.4 FCS_CKM.1 v
FCS_COP.1(1) FCS_CKM.1 v
FCS_CKM.4 v Although FCS_CKM.4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.
FCS_COP.1(2) FCS_CKM.1
FCS_CKM 4 v Although FCS_CKMA4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.
FCS_COP.1(3) FCS_CKM.1
FCS_CKM.4 v Although FCS_CKM.4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.
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Dependencies Dependency Rationale
Met
FCS_COP.1(4) FCS_CKM.1 v
FCS_CKM 4 v Although FCS_CKM A4 is
not in the ST,
FCS_CKM_EXT.4
provides coverage.
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 v
FCS_IPSEC_EXT.1 FCS_COP.1(4) v
FCS_COP.1(2) v
FCS_COP.1(3) v
FCS_COP.1(1) v
FCS_RBG_EXT.1 No dependencies v
FCS_TLS_EXT.1 FCS_COP.1(1) v
FCS_COP.1(2) v
FCS_COP.1(3) v
FDP_RIP.2 No dependencies v
FIA_PMG_EXT.1 No dependencies v
FIA_UIA_EXT.1 No dependencies v
FIA_UAU_EXT.2 No dependencies v
FIA_UAU.7 FIA_UAU.1 v Although FIA_UAU.L is
not included,
FIA_UIA_EXT.1
provides coverage for
user identification and
authentication  which
supersedes FIA_UAU.1.
FMT_MTD.1 FMT_SMF.1
FMT _SMR.1 Although FMT_SMR.1
is not included,
FMT_SMR.2 is
heirarchical to
FMT_SMR.1 and
therefore provides the
same coverage.
FMT_SMF.1 FCS_COP.1(2)
FMT_SMR.2 FIA_UID.1 Although FIA_UID.1 is
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Dependencies Dependency Rationale
Met
not included,
FIA_UIA_EXT.1 provides
coverage for  user
identification and
authentication  which
supersedes FIA_UID.1.
FPT_APW_EXT.1 No dependencies v
FPT_SKP_EXT.1 No dependencies v
FPT_ITT.1 FCS_IPSEC_EXT.1 v
FPT_STM.1 No dependencies v
FPT_TST_EXT.1 No dependencies v
FPT_TUD_EXT.1 FCS_COP.1(2) v
FCS_COP.1(3) v
FTA_SSL_EXT.1 FIA_UAU.1 v Although FIA_UAU.L is
not included,
FIA_UIA_EXT.1 provides
coverage for  user
identification and
authentication  which
supersedes FIA_UAU.1.
FTA_SSL.3 No dependencies v
FTA_SSL.4 No dependencies v
FTA_TAB.1 No dependencies v
FTP_ITC.1 No dependencies v
FTP_TRP.1 FCS_TLS_EXT.1 v
FCS_HTTPS_EXT.1 v
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9 Acronyms and Terms

This section describes the acronyms and terms.

9.1 Terminology

Table 18 Terms
Name Definition

Authorized A user with administrator TOE access that has been successfully identified and
Administrator authenticated by the TOE.

Administrators to can access the TOE in config mode or non-config mode.
Configuration changes to the TOE are only authorized in config mode. Only one
administrator is authorized to be in config mode at a time to ensure that conflicting
changes to TOE configuration are not made simultaneously.

Config mode

A hardware random number generator is an apparatus that generates random
numbers from a physical process. Such devices are often based on microscopic
phenomena that generate a low-level, statistically random “noise” signal, such as
thermal noise or the photoelectric effect or other quantum phenomena. These
processes are, in theory, completely unpredictable, and the theory's assertions of
R BT \TETREXC M unpredictability are subject to experimental test. A hardware random number
noise source generator typically consists of a transducer to convert some aspect of the physical
phenomena to an electrical signal, an amplifier and other electronic circuitry to
increase the amplitude of the random fluctuations to a macroscopic level, and some
type of analog to digital converter to convert the output into a digital number, often
a simple binary digit 0O or 1. By repeatedly sampling the randomly varying signal, a
series of random numbers is obtained.

The domain of network and managed devices to be analyzed by the TOE.

9.2 Acronyms

Table 19 Acronyms

Acronym | Definition

3G Third Generation
MAdvanced Encryption Standard

ANSI American National Standards Institute

ARP Address Resolution Protocol

SonicWALL SonicOS Enhanced v6.2.0 on NSA Series and SM Series Appliances Page 72 of 76

© 2015 Dell Software Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Target, Version 2.6 February 10, 2015

Acronym | Definition

Certificate Authority

- Common Access Card

CAVP Cryptographic Algorithm Validation Program

CBC Cipher Block Chaining

Common Criteria

- Common Evaluation Methodology

Command Line Interface

Critical Security Parameters

Counter Mode

_ Diffie-Hellman

DHCP Dynamic Host Configuration Protocol

DMZ Demilitarized Zone

Domain Name System

m Deep-packet inspection

Deterministic Random Bit Generator

Digital Signature Algorithm

Evaluation Assurance Level

- Elliptical Curve

ECDSA Elliptic Curve Digital Signature Algorithm

ECP Elliptic Curve modulo a Prime

ESP Encapsulating Security Payload

Federal Information Processing Standard

File Transfer Protocol

Gateway Anti-Virus

Galois/Counter Mode

Graphical User Interface

Hashed Message Authentication Code

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure

Internet Key Exchange
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Acronym | Definition

IP Internet Protocol

Intrusion Prevention Systems

Internet Protocol Security

Information Technology

Layer-2 Bridge

LAN Local Area Network

MB Megabyte

MODP Exponentiation Modulo a Prime

NAT Network Address Translation

Network Device Protection Protocol

NIST Institute of Standards and Technology

NTP Network Time Protocol

oS Operating System

Prime Order Subgroup

Protection Profile

Random Bit Generation

RSA Digital Signature Algorithm

Request for Comment

Security Association

Security Assurance Requirement

Security Functional Requirement

Secure Hash Algorithm

SIP Session Initiated Protocol

SMTP Simple Mail Transfer Protocol

SPY Gateway Anti-Spyware

Secure Shell

SSL Secure Sockets Layer

ST Security Target

TCP Transmission Control Protocol

TOE Target of Evaluation
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Acronym | Definition

TSF TOE Security Functionality

m User Datagram Protocol

Y Unified Threat Management

VoIP Voice over IP

VPN Virtual Private Network

@ Wide Area Network
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