Alcatel-Lucent SR OS Security Target
Em Alcatel-Lucent @ Y

Enabling a More Secure Fulure

Alcatel-Lucent
Service Router Operating System
(SR OS) v7.0 Security Target

Document No. 1607-001-D000
Version v1.8, 6 April 2010

Prepared for:
Alcatel-Lucent
701 East Middlefield Road
Mountain View, CA
USA, 94043

Prepared by:
Electronic Warfare Associates-Canada, Ltd.
55 Metcalfe St., Suite 1600
Ottawa, Ontario
K1P 6L5

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApfllD Page i of iv



Alcatel-Lucent SR OS Security Target
Em Alcatel-Lucent @ y e

Enabling a More Secure Fulure

11
1.2

1.2.1
1.2.2
1.2.3
1.2.4
1.2.5
1.2.6
1.2.7
1.3

1.4

14.1
1.4.2
1.4.3
1.4.4
15

151
1.5.2
153
154
155
1.5.6
1.5.7
158
1.5.9
1.5.10
1511
1.5.12

2

2.1
2.2
2.3

3

3.1
3.2

3.2.1
3.2.2

TABLE OF CONTENTS

SECURITY TARGET (ST) INTRODUCTION ......uutiiiiiiiiieeeeeeeeeeessiiininvvveeeeeeeens 1
ST PURPOSE ...t ettt et e e e e e e e e e e e e e e s s s s s s s nnnnneaaaaeaeaaaaaeeas 1
ST REFERENCE..... ..ttt e e e e e 1
ST Tl e e e e 1
ST Version NUMDET: ... e 1
ST PUDlCAtION DALE: ... .uuiiiiiiiiiiiiii et 1
S N E 1 0 €3S 1
(O] 01 V7=T o1 1 o] 0 K3 PP 1
CC Acronyms, Abbreviations and INitialiZatioNS e ..eevvvvvveeeniiiieeee e, 2
Product/TOE TermiNOlOQY .......ccceeviieeeees e e e eeeeeeeeesnnnnnsnnnaasseeeeeeeassaenees 3
TARGET OF EVALUATION (TOE) REFERENCE ......ccommiiiiiiiiiiiiieeeeeeeeees 8
TOE OVERVIEW ...ttt 9
Usage Of the TOE........ooieieeeeiie e e e e e e e e e e e e e e e e eee s ebnnnnneaennnes 9
O] = Y o1 TP PP PPPPTR 9
NON-TOE HardWare...........uuuuiiiiiiiiiiiiimmmeiiiiiiiieiee et e e e nnenees 10
TOE Operational ENVIFONMENT......cccoiiiiiiiiiieieeieeiiiie e 11
TOE DESCRIPTION ...uiiiiiiiiiiiiieeeeeeee s st eeteeeeaeaaaaeeessasaasssnnsssneeeeeeeeeens 13
GBNEIAL ...t 13
Management Plane SUbSYStemM ...........oooiiceeeemmmeiiiie e 13
Control Plane SUDSYSIEM..........ccoiiiiiiieeeeeeiire e 14
Data Plane SUDSYSIEM ........uuuiuiiiii s s e e e e eeeeeeeee e 15
Out-Of-Band Management INterfaces..........cceceeeeeiiiiiieeeeeeeeeeeeeee 16
In-Band Management INterface ............ooiceceeeeiiiiiiiiiiiieee e 16
Secure Copy ProtoCOl (SCP).....ccooviieeeeeeeccieie e 16
LOCAI CONSOIE ACCESS ....cceevviiiiuiinin s s s e e e e e e e e e e e e e eeeeeeesessnnennnnannes 16
o )Yt | IR0 o 1= R 17
LOQICAl SCOPE....cceeiiiiieiiiteee ettt e e e e e e e 18
Evaluated Configuration ..............coooiiicccceerieeeeees e e e e e e eeeeees 19
TOE GuIidance DOCUMENLES ........uuuuuiiiiieeeeeeeeeiiiiiiiiesea e e e e e e e e e e e eeeeeeeeeaneees 20
CONFORMANCE CLAIMS ..ottt 21
COMMON CRITERIA (CC) CONFORMANCE.......ccooeeeeeee e 21
PROTECTION PROFILE (PP) CONFORMANCE .....cccccceeeieiiieeeeeeeeiiie, 21
EVALUATION ASSURANCE LEVEL (EAL) ..uuuiiiiiiimme e 21
SECURITY PROBLEM DEFINITION ....cutiiiiiiiiiiiiiiiiiiiiiiieeeeeee e 22
THRE AT S ettt e e e e e e e e e e e e e e s s bbbt bbb b eeeeeee s e e e e e s annnnes 22
ASSUMPTIONS ...ttt e e ettt e e e e e e e aeaaaaaaa e s s s s s nnnnneaaeeaeeens 24
Personnel ASSUMPLIONS ........ccuuiiiiiiiieeee ettt e eeeeeeas 24
Physical Environment ASSUMPLIONS ...........commmmeeeeeeeeeeeeeeeeeeeeeininnn 24

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApfllD Page ii of iv



Alcatel-Lucent SR OS Security Target
Em Alcatel-Lucent @ y e

Enabling a More Secure Fulure

3.2.3

4.1
4.2
4.3

6.1.1
6.1.2
6.2

6.2.1
6.2.2

7.1

7.1.1
7.1.2
7.1.3
7.1.4
7.1.5
7.1.6
7.1.7
7.1.8

8
8.1

8.1.1
8.1.2
8.2

8.2.1
8.2.2
8.2.3
8.3

8.3.1

Operational ASSUMPLIONS.......uuuuiiieie s s s et e e e e e e e e e e e e eeeeeesreenens 25
ORGANIZATIONAL SECURITY POLICIES ...... oot 26
SECURITY OBJIECTIVES ...ttt 27
SECURITY OBJECTIVES FOR THE TOE..........i ot 27
IT SECURITY OBJECTIVES FOR THE ENVIRONMENT ..cccvviiiiiiiiiiiiiiiieeenn, 28
NON-IT SECURITY OBJECTIVES FOR THE ENVIRONMENT..................... 29
EXTENDED COMPONENTS DEFINITION ....cciiiiiiiiii e 30
EXT_FPT_ITA AVAILABILITY OF IMPORTED TSF DATA ......ccoooniiniriinns 30
IT SECURITY REQUIREMENTS ..ottt e 32
TOE SECURITY FUNCTIONAL REQUIREMENTS ..., 32

OVEBIVIBW ...ttt e e e e e e e e e e e e e e e et et ettt bbb s e e e e e e e e e e aaaaaaeaeaaaeeees 32

Security Functional ReqQUIrEMENTS........coicccccc e e e 35
TOE SECURITY ASSURANCE REQUIREMENTS ...t 49

OVEBIVIBW ...ttt e e e e e e e e e e e e et e e e et ettt bbb e e e e e e e e e e e e aaaaaeaaaeaeeees 49

Security Assurance ReqUIFEMENTS ...........cocmmmmmrernnnirieeeeeeeeeerrreeeeennnnnnnnnn 49
TOE SUMMARY SPECIFICATION . ..ccuuiiiiie et 50
TOE SECURITY FUNCTIONS ...ttt 50

OVEBIVIBW ...ttt e e e e e e e e e e e e e e e e e e et ettt e e e e e e e e e e e aaaaaaaeeaaaeeees 50

FLAUGIT et e e e e e 50

e 1< RPN 55

F.Security ManagemMeNnt .............cevvuuursmmmmmmm e eeeeeeeeeeeeeessnnnnnnnseeeeeeeeeseeneaees 57

F.TOE ACCESS ...ttt e ettt e et e e e e e et e e e e e e e mma e as 61

[ ST o F= U= W o] o1 (=T o 1o o 1S 62

L ST e o (0] (=Tox 1 o] o OO UPURPST 66

F.CONSOIE ACCESS....uuiiieiiieiiii ettt eeeeeee e e e et e e e e e et s e e e e e e et e e eaaeneeens 66
RATIONALE ... e e et e et e e e s e e eeeaaa s 67
SECURITY OBJECTIVES RATIONALE .....ueie e 67

Threats and TOE Security ODJeCtVES..........uuuiiiiiiiiiiieeeeieeeeeeeiis 7.6

Assumptions and OSPs and Operational environmbjgc@ves..................... 71
SECURITY REQUIREMENTS RATIONALE .......coiiieieeie e 72

Security Functional Requirements Rationale...................iiiiiiiinnieneeeen, 72

Assurance Requirements Rationale ...........couuueiiiiiiiiiieeeieeeeeeeee 6.7

Functional Requirement Dependencies Rationale ..., 77
TOE SUMMARY SPECIFICATION RATIONALE ..., 79

TOE Security Functions Rationale ... e eeeeeeeiiiiiiiiieieee e, 79

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApfllD Page iii of iv



Alcatel-Lucent SR OS Security Target
Em Alcatel-Lucent @ Y

Enabling a More Secure Fulure

LIST OF FIGURES
FIQUre 1 - TOE BOUNUAIY .....ouuiiiiiiiiee e eeeemmieee ettt e s e e e e e e e e eees 17

LIST OF TABLES

Table 1 — TOE Security Functional REQUIr€MENTS cee.eevevvviiiiiiiiie e eeeeeeeeeeeeeveeeeeee 34
Table 2 — Security Assurance Requirements (EALZ2:4 ). ...uueeeiiiiiiieiieeiiiieeeeeeeviieeee 49
Table 3 - Mapping of Security Objectives t0 Threats..........ccvveeeeeieeveeeeeeeeeeeees 67
Table 4 - Mapping of Assumptions to Security Ohjexg for the Operational Environment71
Table 5 - Mapping of Security Functional Requiretsdn TOE Security Objectives ......... 73
Table 6 - Security Functional Requirement DepPeni®BINC. ..........cuuvvuvrrniinirreeeeeeeeees 78
Table 7 - Mapping of Security Functions to SecuFitywctional Requirements ................... 80

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApfllD Page iv of iv



Alcatel-Lucent SR OS Security Target
’EM Alcatel-Lucent @ u urity Targ

Enabling a More Secure Fulure

1 SECURITY TARGET (ST) INTRODUCTION
1.1 ST PURPOSE

This Security Target (ST) defines the scope oftveduation in terms of the assumptions made, the
intended environment for the Service Router OpegaBlystem (SR OS) v7.0, the Information
Technology (IT) security functional and assuraresuirements to be met, and the level of
confidence (evaluation assurance level) to which disserted that the SR OS satisfies its IT sicuri
requirements. This document forms the baseling®ICommon Criteria (CC) evaluation.

1.2 ST REFERENCE

1.2.1 ST Title:
Alcatel-Lucent Service Router Operating System (8R v7.0 Security Target.

1.2.2 ST Version Number:
Version v1.8

1.2.3 ST Publication Date:
6 April 2010

1.2.4 ST Authors:
Electronic Warfare Associates-Canada, Ltd. (EWA-#ck)

1.2.5 Conventions
1.2.5.1 Operations

The CC permits four types of operations to be peréml on security functional requirements:
selection, assignment, refinement, and iteratibmese operations are identified in this ST in the
following manner:
a. Selection: Indicated by surrounding brackets aalitised text, e.g.selected itein
b. Assignment: Indicated by surrounding brackets agaliar text, e.g., [assigned item].
c. Refinement: Indicated by underlined text, e.g.ine itemfor additions or strikethrough
text, e.g.~+efreddterfor deleted items.
d. lIteration: Indicated by assigning a number at thrcfional component level, for example:
FDP_IFF.1(1) Simple security attributes (unautheatéd policy);
FDP_IFF.1(2) Simple security attributes (authernédaolicy); and
FDP_IFF.1(3) Simple security attributes (exporti@gl

The markings are relative to the requirement statgsin the CC.
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1.2.6 CC Acronyms, Abbreviations and Initializations

Acronyms and Abbreviations

ADV Assurance Development

AGD Assurance Guidance Documents

ALC Assurance Life-Cycle

ASE Assurance Security Target Evaluation

ATE Assurance Tests

AVA Assurance Vulnerability Assessment

CB Certification Body

CC Common Criteria for Information Technology SeéiyuEvaluation
CCEF Common Criteria Evaluation Facility

CCS Canadian Common Criteria Evaluation and Ceatiton Scheme
CEM Common Evaluation Methodology

CSEC Communications Security Establishment Canada
DES Description

DOS Denial of Service

EAL Evaluation Assurance Level

EAL 2+ Evaluation Assurance Level 2+

INT Introduction

IT Information Technology

OoBJ Security Objectives

OSP Organizational security policies

REQ IT Security Requirements

SFP Security Function Policy

ST Security Target

TOE Target of Evaluation

TSF TOE Security Functionality

TSS TOE Summary Specification

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApolD Page 2 of 80
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1.2.7 Product/TOE Terminology
The following terms are listed here to aid the sxaaf the ST:

7x50 - A collective term used in this document to refebth
the 7750 SR and 7450 ESS.
77x0 - A collective term used in this document to refebth
the 7710 and 7750 SR.
ACL Access Control List It is filter policy applied on ingress or egressateervice
SAP on an interface to control the traffic access.
ATM Asynchronous Transfer ATM is a standardized digital data transmission
Mode technology. ATM is a cell-based switching techm@qu
that uses asynchronous time division multiplexing.
BGP Border Gate Protocol | The Border Gateway Protocol (BGP) is the core rmuti
protocol of the Internet. It maintains a table Bf |
networks or 'prefixes' which designate network
reachability among autonomous systems (AS). It is
described as a path vector protocol. BGP doess®t u
traditional IGP metrics, but makes routing decision
based on path, network policies and/or rulesets.
CIR Committed Information| CIR is the amount of bandwidth that the carrier is
Rate committed to provide to the subscriber.
CLI Command Line A text based administrator interface to configui®a0
Interface node.
CPE Customer Premise Equipment that is installed in customer premisesa by
Equipment service provider to connect to a specific service.
CPM Control Processor Module within the SR/ESS.
Module
CPM filter | CPM filter SR/ESS-Series routers witlpaste CPM modules (771

SR-c4 and SR-c12, 7750 SR-7 and SR-12, and ESS-
ESS-7 and ESS-12i models), have traffic managemer
and queuing hardware on the CPM modules dedicate
protecting the control plane. CPM filters can beated
on this hardware. These filters can be used to drop
accept packets, as well as allocate dedicated laaedw
shaping queues for traffic directed to the control
processors.

0

it
dt
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CPMQ

Control Processor
Module Queuing

Control Processor Module Queuing (CPMQ) impleme
separate hardware-based CPM queues which are
allocated on a per-peer basis. Administrators tacade
dedicated CPM hardware queues for certain traffic
designated to the CPUs and can set the corresgpndin
rate-limit for the queues.

CPU

Central Processing Uni

t All traffic destined to the CPM and that will beopessed
by its CPU

DUSA

Documented Special
Use Addresses

Documented Special Use IPv4 addresses

ESS

Ethernet Service Switc

hESS-Series router

FR

Frame Relay

A data transmission technique that combines higledp
and low-delay circuit switching with the port shegiand
dynamic bandwidth allocation capabilities of X.2&cket
switching. Like X.25, frame relay divides transnnss
bandwidth into numerous virtual circuits and impéaits
bursts of data. But unlike X.25, frame relay doet n
require a lot of processing at each node, delegatiror
correction and flow control to the attached devices

GRE

Generic Routing
Encapsulation

GRE is a tunnelling protocol. Using GRE packets tha
belong to a wide variety of protocol types are
encapsulated inside IP tunnels, which createsra-pmi
point link over an IP network.

In-band

Interfaces using a physical 1/0 port on the router.

IETF

Internet Engineering
Task Force

The Internet Engineering Task Force (IETF) develops
and promotes Internet standards, cooperating ¢glogéh
the W3C and ISO/IEC standards bodies and dealing i
particular with standards of the TCP/IP and Interne
protocol suite. It is an open standards orgaronati

IOM

Input Output Module

SR/ESS modules that interconnects two MDAs with
fabric core. The module also performs Layer 3 icaff
management. Part of Data Pane.

Internet Protocol

A network layer protocol underlying the Internetiah
provides an unreliable, connectionless, packevesli
service. IP allows large, geographically-diversenorks
of computers to communicate with each other quickly
and economically over a variety of physical links.

IS-IS

Intermediate system to
intermediate system

Intermediate system to intermediate system (IS5,
protocol used by network devices (routers) to chetee
the best way to forward datagrams through a packet-

switched network, a process called routing.
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LAG Link Aggregation Based on the IEEE 802.3ad standard, LAGs are
Group configured to increase the bandwidth available betw
two network devices. All physical links in a giveAG
combine to form one logical interface.

LAN Local Area Network A system designed to interconnect computing devices
over a restricted geographical area (usually a leooifp
kilometres)

LDP Label Distribution LDP (Label Distribution Protocol) is a new protoctioat

Protocol defines a set of procedures and messages by wheh ¢
LSR (Label Switched Router) informs another of the
label bindings it has made.

LSP Label Switched Path | A sequence of hops in which a packet travels bgllab
switching.

LSR Label Switch Router | A node capable of forwarding datagrams based on a
label.

MAC Media Access Control | A media-specific access control protocol within EFD2
specifications. The protocol is for medium sharing
packet formatting, addressing, and error detection.

MBS Maximum Burst Size | One of the parameters associated with queue
configuration in 7x50. This is the maximum buffease
available for the traffic flows associated with thesue.

MAF Management Access | Management access filters control all traffic i aut of

Filter the CPM. They can be used to restrict managenient
the SR/ESS-Series router by other nodes outsidereit
specific (sub)networks or through designated ports.

MDA Media Dependant MDAs are modules that are housed in IOMs and irctv

Adapter a physical interface terminates.
MIB Management A MIB is a type of database used for managing the
Information Base devices in a communications network.
MPLS Multi-Protocol Label MPLS technology implements the delivery of highly
Switching scalable, differentiated, end-to-end IP and VPNises.
The technology allows core network routers to ofgeah
higher speeds without examining each packet inildeta
and allows differentiated services.

MSDP Multicast Source MSDP is a computer network protocol in the Protocol

Discovery Protocol Independent Multicast (PIM) family of multicast tog
protocols.

0]0]=] Out-of-band Refers to the RS-232 Console port or the manageme

Ethernet port on the SR.

Nt
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OSPF

Open Shortest Path
First

A link-state routing algorithm that is used to cdite
routes based on the number of routers, transmission
speed, delays and route cost.

RADIUS

Remote Authentication
Dial-In User Service

A client/server security protocol and software that
enables remote access servers to communicate with
central server to authenticate dial-in users anlagize
access to the requested system or service.

RFC

Request for Comments

An Internet Engineering Task Force (IETF)
memorandum on Internet systems and standards

RIP

Routing Information
Protocol

RIP is based on distance-vector algorithms thatsorea
the shortest path between two points on a netvoaged
on the addresses of the originating and destination
devices. The shortest path is determined by thebeu
of “hops” between these points. Each router maista
routing table, or routing database, of known adskes
and routes; each router periodically broadcasts the
contents of its table to neighbouring routers itenrthat
the entire network maintain a synchronised database

RTM

Route Table Manager

The RTM controls the configuration of the routiradple
which stores the routes (and in some cases, metrics
associated with those routes) to particular network
destinations.

QoS

Quiality of Service

A set of performance parameters that charactdnize t
traffic over a given connection

SAM

Service Aware Manage

rProvides GUI management functions (e.g., provisighi
for the 7710, 7750 & 7450. The SAM is defined cdesi
the TOE boundary with a Console CLI (provides
administrators with backside services) also outtide
TOE boundary. Both the 7710/7750 SR and the 745(
ESS can be managed by the 5620 SAM. The SAM
includes the Element Manager (SAM-E), Provisioning
(SAM-P), and Assurance (SAM-A) modules.

The operational environment requires a RADIUS or
TACACS+ server for authentication/authorization
services, the SAM for limited remote administration
local Console access for most administration,
SNMP/Syslog servers for logging, and a Network Tim
Protocol (NTP) server for external time synchroticra

)

SAP

Service Access Point

A SAP identifies the customer interface point for a
service on a SR/ESS.
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SDH

Synchronous Digital
Hierarchy

Synchronous Optical Networking (SONET) and

multiplexing protocols that transfer multiple degibit
streams over optical fiber using lasers or lighiteng
diodes (LEDs).

Synchronous Digital Hierarchy (SDH) are standardlize

SONET

Synchronous optical
networking

Synchronous Optical Networking (SONET) and

multiplexing protocols that transfer multiple degibit
streams over optical fiber using lasers or lighitengy
diodes (LEDs).

Synchronous Digital Hierarchy (SDH) are standardlize

SR

Service Router

SR-Series router

SR/ESS

Service Router/
Ethernet Service Switc

A collective term used in this document to refet0 BR,
h7750 SR and 7450 ESS.

SR OS

Service Router
Operating System

The TOE consisting of the Alcatel-Lucent Servicauteo
Operating System (SR OS) which is an integral
component of the Alcatel-Lucent service router picid
family, which includes the:

» Alcatel-Lucent 7710 Service Router (SR) (models
SR-c4, SR-c12)

* Alcatel-Lucent 7750 Service Router (SR) (models
SR-1, SR-7 and SR-12)

(models ESS-1, ESS-6, ESS-7 and ESS-12.

The hardware for the above listed models is excdude
from the TOE boundary, with the exception of theMCP

SR-12, and ESS-6, ESS-7 and ESS-12i models).

* Alcatel-Lucent 7450 Ethernet Service Switch (ESS

hardware queue for SR/ESS-Series routers with agpa
CPM modules (7710 SR-c4 and SR-c12, 7750 SR-7 and

p—

=

TCP

Transmission Control
Protocol

TCP enables two hosts to establish a connection and

data and also guarantees that packets will beatelivin
the same order in which they were sent.

exchange streams of data. TCP guarantees delifery 0

TTL

Time to Live

TTL is a limit on the period of time or number of
iterations or transmissions in computer and compute
network technology that a unit of data (e.g. a pack
experiences before it should be discarded

TACACS
+

Terminal Access
Controller Access
Control System Plus

An authentication protocol that allows a remoteeasc
server to forward an administrator's logon passvioi@h
authentication server to determine whether acsess i
allowed to a given system.
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UDP User Datagram ProtocolUDP is transport layer protocol which do not guéean
delivery of data

uTC Universal Time Time zones around the world can be expressed as

Coordinated positive or negative offsets from UTC; UTC has aged

GMT as the basis for the main reference time stil€
is derived from International Atomic Time (TAI).

VPN Virtual Private Network A way to provide secure and dedicated communicatio
between a group of private servers over publicriee

VRF VPN Routing and VRF is a technology used in computer networks that

Forwarding

allows multiple instances of a routing table toecast
within the same router at the same time. Because th
routing instances are independent, the same or
overlapping IP addresses are used without comfgcti
with each other.

1.3 TARGET OF EVALUATION (TOE) REFERENCE
Service Router Operating System (SR OS) v7.0. cbneesponding build number is 7.0.R8.

The SR OS runs on the following platforms:

a. Alcatel-Lucent 7710 Service Router (SR);
b. Alcatel-Lucent 7750 Service Router (SR); and
c. Alcatel-Lucent 7450 Ethernet Service Switch (ESS).

Doc No: 1607-001-D000
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1.4 TOE OVERVIEW

1.4.1 Usage of the TOE

The Service Router Operating System (SR OS) igydedito provide the functionality for
infrastructure class telecom equipment such astélidaicent 7710, 7750 Service Routers (SRs) and
7450 Ethernet Service Switch (ESS). Internet RadtdP) and Multi-Protocol Label Switching
(MPLS) networks based on the Alcatel-Lucent 77 I07(collectively termed 77x0) SR and
networks based on the 7450 ESS are deployed inthetbervice provider and enterprise
environment to provide Layer 2 and Layer 3 service.

The 7710/7750 SR and 7450 ESS offer security featir address the security requirements in both
network infrastructure and service layer. Serviekvery access methods include: Asynchronous
Transfer Mode (ATM), Synchronous Digital Hierargt8DH), Ethernet, and Synchronous Optical
Networking (SONET). Forwarding Technology employedhe product includes Layer 2/Layer 3
encapsulation and Internet Protocol (IP), MPLS/ Mektcess Control (MAC) forwarding lookup.

The 7710/7750 SR offers service providers and pnges differentiated services, from Internet
access to multipoint Virtual Private Network (VPN)er a single network infrastructure. The 7450
ESS enables the delivery of metro Ethernet sendoeshigh-density service-aware Ethernet
aggregation over IP/ MPLS-based networks.

The major security features of the SR OS are aldthiftification & Authentication (I&A), security
management, access to the product, and informfiancontrol (i.e., network packets sent through
the TOE are subject to router information flow ¢ohtules setup by the administrator). The SR OS
also provides protection against the Denial of Ber¢DoS) attacks.

1.4.2 TOE Type
The TOE is a Service Router (SR) / Ethernet SerSwgch (ESS).

Alcatel-Lucent 7710, 7750 Service Routers (SRsyamoyed in a multi-service edge routing
environment, while the 7450 Ethernet Service SvaiscESSs) are deployed in a Metro
Ethernet/MPLS aggregation environment.

! VPN is a capability of the SR OS; however, itlifined outside the TOE and not evaluated.

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApolD Page 9 of 80



Alcatel-Lucent SR OS Security Target
Em Alcatel-Lucent @ u urity Targ

Enabling a More Secure Fulure

1.4.3 Non-TOE Hardware

The TOE is a software (and Control Processor Mo(lDRM) hardware) TOE consisting of the
Alcatel-Lucent Service Router Operating System (85 which is an integral component of the
Alcatel-Lucent service router product family, whickeludes the:

a. Alcatel-Lucent 7710 Service Router (SR) (modelsc8RSR-c12);

b. Alcatel-Lucent 7750 Service Router (SR) (modelsISBR-7 and SR-12); and

c. Alcatel-Lucent 7450 Ethernet Service Switch (ES89dels ESS-1, ESS-6, ESS-7 and ESS-
12.i

The hardware for the above listed models is exddd®Em the TOE boundary with the exception of
CPM hardware queues for the 7710 SR-c4 and SR7ZBY SR-7 and SR-12, and ESS-6, ESS-7
and ESS-12i models which are included in the TOlndary. Administrators allocate dedicated
CPM hardware queues for certain traffic designédettie CPUs and set the corresponding rate-limit
for the queues.

For the various models there are only performanaenper of I/O modules, thru-put, redundancy,
capacity) differences and no security related difiees. Security features, their behaviors, and the
way they configured are the same both in 7710/58@&nd 7450 ESS.

There is also the 5620 Service Aware Manager (SANITh provides GUI management functions
(e.g., provisioning) for the 7710, 7750 & 7450.€eT$620 is defined outside the TOE boundary with
a Console Command Line Interface (CLI) (providesenistrators with backside services) also
outside the TOE boundary. Both the 7710/7750 SRtla@ 7450 ESS can be managed by the 5620
SAM. The 5620 SAM includes the Element ManagerNBSB), Provisioning (SAM-P), and
Assurance (SAM-A) modules. In the deployed configion of the TOE in its intended
environment, the primary means of administeringt@®& during normal operations will be via
local/remote Console/CLI access.

The operational environment requires a RADIUS oCBELS+ server for authentication/
authorization services, the SAM for remote admiaisin, local Console access, SNMP/Syslog
servers for logging, and a Network Time Protocol @) server for external time synchronization.

Minimum hardware and operating system requiremfamtthe external IT entities connected to the
TOE are:

a. RADIUS/TACACS+ server: Any combined hardware anéraping system platform that
supports RFC 2865 (Authentication & Authorizatiamd RFC 2866 (Accounting) for
RADIUS. Any combined hardware and operating systatform that supports RFC 1492
for TACACSH;

2 A CPM filter is a hardware filter that appliesa the traffic going to the CPM CPU. It is useddrop, accept packets,
as well as allocate dedicated hardware queuebdaraffic.
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b. SAM: SUN Solaris 10 or any 32-bit Windows operatsygtem;

c. SCP/remote CLI: Any combined hardware and operaysem platform that supports the
operation of the Secure Shell protocol;

d. SNMP/Syslog server: Any combined hardware and dipgraystem platform that supports
RFC 3411-RFC 3418 for Simple Network Managementdea version 3. Any combined
hardware and operating system platform that supfRIFC 5424 The Syslog Protocol;

e. Local Console/CLI: Any combined hardware and opegasystem platform that supports
terminal emulation to the ANSI X3.64 standard;

f. NTP server: Any combined hardware and operatintesyglatform that supports RFC 1305
for Network Time Protocol.

1.4.4 TOE Operational Environment
General

The SR/ESS has the ability to monitor, route, amahipulate network traffic to facilitate its deliyer

to the proper destination on a network or betwestworks. The SR/ESS is placed at the edge of a
given network or network segment. In the caseesidential aggregation, there are broadband
service access nodes and aggregator devices betinee8R/ESS and the actual customer. There is
typically a residential gateway in between the SS8E&nd the actual customer, which is a managed
device from the service provider. For businessises there is either another level of aggregation
switches and Customer Premise Equipment (CPE) keeatitee SR/ESS and the customer network.

For the SR/ESS to function it must have at leastdistinct networks or network segments to pass
data between. The SR/ESS is a device that forwdatdspackets along networks. The SR/ESS is
connected to at least two networks, commonly twiNsAr WANSs or a LAN and its ISP’s network.

Between SR/ESSs, network control information ishexged via channels to allow dynamic
connection establishment and packet routing. Ne¢wontrol information consists of specific
requests and instructions that include destinadunress, routing controls, and signalling
information.

Physical Installation, Deployed Configuration antkrfaces

All TOE interfaces shown in Figure 1, with the eptien of the network traffic/data interface are
attached to the internal (trusted) network. Thevoek traffic/data interface is attached to intdrna
and external networks. The Console Access via BSh&erface is a direct local connection.

The physical boundary is the SR OS located on geetrflash card. The SR OS runs on various
hardware platforms.

The processing resources of the TOE will be locatigdin controlled access facilities, which will
prevent unauthorized physical access. The opeatemvironment provides the TOE with
appropriate physical security, commensurate wighviddue of the IT assets protected by the TOE.
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Fully authorized administrators with access to dee low motivation to attempt to compromise
the data because of other assumptions and orgamizscurity policies defined herein.

The deployment configuration of the TOE in its mded environment is to be at least as restrictive
as the baseline evaluated configuration definedihemnd is to be configured in accordance with
operational user/preparative guidance documentatidiradministrators are assumed to be “vetted”
to help ensure their trustworthiness, and admattistrconnectivity to the TOE is restricted. Non-
administrative entities may have their packetsaduty the TOE, but that is the extent of their
authorization to the TOE's resources.

Using the concept of separation of duties each midtrator can have a defined function in respect to
the operations aspect of the SR/ESS. Each adnaittistan only be provided enough access to
perform their duties on the network and no more.

The deployed configuration of the TOE provides endtic detection of attacks triggered by
excessive control plane and routing protocol tcaffind it recognizes signatures of some common
Distributed and other DoS (D/DoS) attacks and frrihwill suppress these attacks using filters and
Access Control Lists (ACLs.

The operational environment is responsible for jatiog the TOE with the necessary trusted
path/channel interfaces. Remote management tadfitom the TOE) will be protected using
SSH or SCP (secure copy) and remote telnet will batde.

SR OS Services Guide - Alcatel-Lucent Service Model

Services are provisioned on the SR/ESSs and treegpacross an IP and/or IP/MPLS provider core
network in encapsulation tunnels created using eneuter encapsulation (GRE) or MPLS label
switched paths (LSPs).

Best practices are recommended regarding:
a. CPM filter (default action deny) and using exhauestist of all inband protocols authorized
and explicitly denied; and
b. Management access filters (restrict IP addressg¢stould have remote access (list allowed
addresses and deny others).

The Management Ethernet port on the TOE has a a&tetplindependent routing instance named
“management” distinct from all in-band routing iaistes. Any out-of-band traffic received on the
Management Ethernet port cannot be forwarded oahgfin-band ports and vice versa.

The service model uses logical service entitietustruct a service. The logical service entiies
designed to provide a uniform, service-centric gurktion, management, and billing model for
service provisioning.

¥ SSH/SCP communications is a capability of the SR iwever, the underlining crypto protocols arfingel outside
the TOE and part of the TOE’s operation environngemt not evaluated. TSFI(2) (see Figure 1) isusatal.
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Service provisioning uses logical entities to psovn a service where additional properties are
configured for bandwidth provisioning, QoS, seaufiltering to the appropriate entity.

Each subscriber service type is configured witleast one service access point (SAP). A SAP
identifies the customer interface point for a segwon an Alcatel-Lucent SR/ESS-Series router. The
SAP configuration requires that slot, MDA, and padrannel information be specified. The slot,
MDA, and port/channel parameters must be configpremst to provisioning a service.

A service distribution point (SDP) acts as a logway to direct traffic from one router to another
through a uni-directional (one-way) service tuniiéle SDP terminates at the far-end device which
directs packets to the correct service egress ®ARIsat device. A distributed service consists of a
configuration with at least one SAP on a local naoee SAP on a remote node, and an SDP binding
the service to the service tunnel.

Delivery of services requires a number of operatioccur properly and at different levels in the
service delivery model. In order to verify thagexvice is operational, a set of in-band, packeteta
Operation, Administration, and Maintenance (OAM)I#ois used, with the ability to test each of the
individual packet operations.

1.5 TOE DESCRIPTION

1.5.1 General

The three TOE/product subsystems that directly @amgnt the SR OS security features for
infrastructure/ service layer are:

a. Management Plane subsystem;

b. Control Plane subsystem; and

c. Data Plane subsystem.

The SR-Series software uses a base real-time opgesgistem (OS). The primary copy of SR OS
software is located on a compact flash card imtreware platforms. The removable media is
shipped with each router and contains a copy o5fRéS image.

1.5.2 Management Plane subsystem

In the infrastructure layer, the security featdmrsmanagement plane address security needs
associated with network management activitiesferSR network elements.

The Management plane provides configuration coranol the connection of statistics and state
information for reporting. Security capabilitieamplemented in this plane. It provides other
planes configuration information and receives stat and state information from other planes.
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Management Access Filter

The Management Access Filter (MAF) restricts actesbe SR to small list of servers or support
workstations. MAFs are used to restrict traffic@ut-of-band (OOB) Ethernet ports. The MAFs
are enforced in software and control all traffiergpinto the Control Processor Module (CPM),
including all routing protocols. MAFs apply to pa&ts from all ports and they are used to restrict
management of the SR/ESS router by other nodeglewgiher specific (sub) networks or through
designated ports.

MAFs allow the operator to configure the followirigestination UDP/TCP port number, IP protocol
ID, Source port, and Source IP address. The MAfesmare explicitly created on each router.
When the first match is found actions are execuiadkies are sequenced from most to least explicit.

Login Control parameters (for Console, Remote mamamf). Parameters include exponential-
back off, idle-time, inbound-max-sessions and ldgamner. Exponential-back off parameter
enables the exponential-back off of the login protogeter dictionary attacks. Idle-time parameter
configures the sessions idle timeout to preventithmized access through an unattended opened
session.

Profiles Administrator profiles are configured to permitdeny access to a hierarchical branch or
specific commands. Depending on the authorizatgairements, passwords are configured locally
or on a RADIUS server. Profiles also specify whichtocols are allowed by the administrator to
access the system.

Authentication, Authorization Access permission to the system are controlaagu TACACSH;
RADIUS; or, local to the element. A profile, whichbased on administrator name and password
configurations, is applied for the administratothauization processes. RADIUS, and TACACS+
are supported on all TOE interfaces including thiesole port. This ST addresses TOE (client-side)
support of RADIUS and TACACS+ where external autloation services are available via either
RADIUS, TACACS+, or both.

1.5.3 Control Plane subsystem

The Control plane handles the dynamic protocolsiferexchange of forwarding information. It
provides other planes with protocols and servin&sination and receives configuration and state
information from others.

The Control Plane consists of all software modthes interact with or control how traffic is
forwarded through an individual node or the entieéwvork. This includes routing and services
protocols as well as OAM functionality.

* SSH secure communications is a capability of tRe3S; however, the underlining crypto protocols associated
cryptographic functionality are defined outside T®E and part of the TOE’s operational environnaamd not
evaluated.
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CPM filters control all traffic going in to the CBNhcluding all routing protocols. They apply to
packets from all network and access ports, butspackets from a management Ethernet port.
CPM packet filtering and queuing is performed biwwek processor hardware using no resources
on the main CPUs.

The control plane functions are mainly locatedhia €PM of a SR/ESS. The Switch Fabric (SF)/
Control Processor Module (CPM) controls the switghaind routing and functions of the TOE.

The SR/ESS provides CPM protection against the &itzeks.

Filters can be installed for ingress managemeffidrdestined either for the CPM Ethernet port or
any other logical port (LAG, port, or channel) dwe tdevice to be subject of the filter-action.

MAC/IP CPM filters and queues control all traffioigg into the CPM, including all routing
protocols. They apply to packets from all netwarkl access ports, but not to packets from a
management Ethernet port. MAC CPM filters or IPMCiitters are used to perform a match and
apply action using filter criteria.

Packets going to the CPM are first classified keyltiput Output Module (IOM) into forwarding
classes (FCs) before CPM hardware sees them. @fek fire used to further classify the packets
using Layer 3/Layer 4 information. CPM filters agplied before IP reassembly. All encapsulation
types are supported, e.g., Ethernet, FR, PPP Feicthe CPM filter the default action is “DENY”
with an exhaustive list of all in-band protocolgtaarized and explicitly denied.

The Route Table Manager (RTM) is a library withatgn dedicated memory manager. RTM
modification APIs are invoked from Routing ProtadRouting protocols implemented are:
OSPFVv2, IS-IS, BGP-4, MPLS (LDP, RSVP-TE).

1.5.4 Data Plane subsystem

The Data plane handles the forwarding of custoraga.dlIt provides other planes with statistics and
state information and receives configuration infation for services and forwarding information for
the handling of data.

Using the Quality of Service (QoS) and Access Gurtfist (ACL) capabilities of the SR-OS DoS
activity can be mitigated. These acts can be thbabin terms either “to” the routers or “through”
the routers. ACL'’s are used to protect againsttbieDoS and CPM queues used for the “through”.

The Data Plane subsystem applies Access contt®(ALS) filter policies on ingress or egress to
an interface or service. The Data Plane subsyptemides two types of traffic filters: ip-filtersd
mac-filters. Addresses can be restricted to knM®C/IP’s; an ACL can be created and maintained
to restrict access to the device based on MAC/IP’s.

An ACL or Filter Policy is a filter template. Fét Policies can be applied on ingress or egreas to
service access point on an interface thus allowiegpecification of customer specific access
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control. The ACL can be used to prevent the unaknparty (identified by IP match or MAC match
criteria) to access the switch’s infrastructure aaedice layer, and provide security protections of
both layers.

Typically traffic associated with a customer seevir standard routing flow is completely handled

by the data plane and cannot reach the controttwvark management planes. In some cases certain
data entering via the data plane may be redirdotéfie control plane for exception processing such
as: protocol related packets, OAM packets and @aokets.

1.5.5 Out-Of-Band Management Interfaces

Out-of-band interfaces use terminal emulation saférand connect to the RS-232 Console port on
the TOE or through a remote session using the neanagt Ethernet port on the TOE.

Any out-of-band traffic received on the Managentetiternet port cannot be forwarded out of any
in-band ports and vice versa.

1.5.6 In-Band Management Interface

In-band Management Interface involves managemessiaes to one of the SR OS IP interfaces
using a physical I/O port on the device.

1.5.7 Secure Copy Protocol (SCP)

The administrator copies and manages software ispagefiguration files and log files via SCP

All of these functions are performed through in-bamterfaces and the OOB management Ethernet
port.

1.5.8 Local Console Access

Local authenticatichuses administrator names and passwords to autagntogin attempts.

® Secure Copy Protocol (SCP) is a capability of$ReOS; however, the underlining crypto protocal associated
cryptographic functionality is defined outside Th@E and part of the TOE’s operational environmeTt & not
evaluated.

® To establish a console connection, an ASCII teafrim a PC running terminal emulation softwaressdj set to
parameters: baud rate 115,200, data bits 8, pawitg, stop bits 1, flow control none.
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1.5.9 Physical scope

RADIUS or
TACACS+ Server
Authentication pr——T S F | (2 )

— 1

SAM, remote CLI & SCP sessions

SR 7710, SR 7750 and ESS 7450
(IT environment)
TOE
TSF1 (1 —
( TSFI(5)
SR OS Console
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TSFI3 (with CPM hardware via R232
queue)
TSFI(4) *
Network
traffic/data TSFI(6)
NTP protocol
~
SNMP, SysLog NTP Server D
\/ J !
Local CLI

Figure 1 - TOE Boundary

Note to Figure 1The physical boundary is the SR OS v7.0 located compact flash card. The SR
OS v7.0 runs on various hardware platforms butithelware platforms are excluded with the
exception of the CPM hardware queues. Administsaatiocate dedicated CPM hardware queues
for certain traffic designated to the CPUs andtbet corresponding rate-limit for the queues. These
CPM hardware queues are included in the TOE boupddihe TOE’s operational environment
requires a RADIUS or TACACS+ server for authentaatuthorization services, the SAM for
limited remote administration, local Console accEsamost administration, SNMP/Syslog servers
for logging, and a Network Time Protocol (NTP) srfor external time synchronization. All TSFIs
are evaluated.
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1.5.10 Logical Scope

The logical boundaries of the TOE are defined leyftimctions that are carried out by the TOE at the
TOE external interfaces. The TOE addresses thaniwmlg security relevant features:

1.5.10.1Audit

Event logging controls the generation, dissemimagind recording of system events for monitoring
status and troubleshooting faults within the system

Audit also keeps track of the activity of an admetrator who has accessed the network. The type of
audit information recorded includes a history ad tommands executed, the amount of time spent in
the session, the services accessed, and the alaséetr size during the session.

1.5.10.2ldentification/Authentication & Authorization (I/A&\)

Network security for the SR OS is based on a nstdip process. The first step, identification/
authentication, validates a administrator’'s nane@assword. The second step is authorization,
which allows the administrator to access and execoinmands at various command levels based on
profiles assigned to the administrator.

1.5.10.3Security Management

The Administrator configures system security anckas functions and logging features using CLI
syntax and command usage to configure parameters.

1.5.10.4TOE Access

Mechanisms place controls on administrator’s sessibocal and remote administrator’s sessions
are dropped after an Administrator-defined timaqzkof inactivity. Dropping the connection of a
local and remote session (after the specified peréd) reduces the risk of someone accessing the
local and remote machines where the session walslisbied, thus gaining unauthorized access to
the session.

1.5.10.5User data protection (Information flow control)

The SR OS enforces an UNAUTHENTICATED SFP wherdigyrietwork packets sent through the
TOE are subject to router [information flow conjmlles setup by the administrator.

The SR OS enforces an AUTHENTICATED SFP wherebgrimfation is passed via application
proxy (Console, SAM, SNMP). Users must first barged access by the administrator and then
authenticated in order to access the router by @enSAM, or SNMP.

The SR OS enforces an EXPORT SFP whereby informatients are sent from the TOE to SNMP
trap and Syslog destinations.
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1.5.10.6TSF Protection (Availability)

The SR OS ensures the availability of security matars exchanged from the TOE to/ from
RADIUS/TACACS+ servers (in the operational envirat).

The SR OS also ensures the availability of secpatpameters imported from NTP servers (in the
operational environment) to the TOE.

1.5.10.7Local/remote Console Access

Local/remote console authentication access todttr uses administrator names and passwords to
authenticate login attempts.

1.5.11 Evaluated Configuration

The evaluated configuration for the TOE must ineltitke following enabled/disabled/configured
(all other services, protocols and settings aréuebec! from the evaluated configuration):

a. Enable SR OS (CLIENT-side) for RADIUS or TACACS+\w&r authentication/

authorization services, the SAM for limited rematbninistration, local Console access for

most administration, SNMP/Syslog servers for loggend a Network Time Protocol (NTP)

server for external time synchronization.

Enable Routing protocols from this set: OSPFv2ISSBGP-4, MPLS (LDP, RSVP-TE).

Ensure Telnet remains disabled.

Use SNMPvV3 only.

Configure MAF filters to restrict access to managatports on the appliance.

Configure CPM Filters for DoS attack protectioniagarouter appliance and network.

Configure CPM Queues for bandwidth restrictiona @sotection again DoS attacks

targeting the network.

Configure Anti-spoofing.

Configure QoS to mitigate DoS and worm type of lveha.

Configure Border Gate Protocol (BGP) and Label fiibstion Protocol (LDP) Time to Live

(TTL) Security.

k. Enforce/enable/configure a strong password policy.

|. Disable sending events to a console destinatidre cbnsole device is not be used as an
event log destination. A log created with the adasype destination displays events to the
physical console device. Events are displayeteéabnsole screen whether an administrator
is logged into the console or not.

T @ aonoT
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1.5.12 TOE Guidance Documents
The guidance documents that accompany the TOE are:

7450 ESS OS Basic System Configuration Guide
7450 ESS OS System Management Guide

7450 ESS OS Interface Configuration Guide
7450 ESS OS Router Configuration Guide

7450 ESS OS Routing Protocols Guide

7450 ESS OS MPLS Guide

7450 ESS OS Services Guide

7450 ESS OS OAM and Diagnostic Guide

7450 ESS OS Triple Play Guide

7450 ESS Quality of Service Guide

7450 ESS-Series OS Integrated Services AdaptereGuid

AT T S@meo0oTy

7710 SR OS Basic System Configuration Guide
. 7710 SR OS System Management Guide

7710 SR OS Interface Configuration Guide

7710 SR OS Router Configuration Guide

7710 SR OS Routing Protocols Guide

7710 SR OS MPLS Guide

7710 SR OS Services Guide

7710 SR OS OAM and Diagnostic Guide

7710 SR OS Triple Play Guide

7710 SR Quality of Service Guide

cTwLWTOoTOS 3T

7750 SR OS Basic System Configuration Guide
. 7750 SR OS System Management Guide
7750 SR OS Interface Configuration Guide
7750 SR OS Router Configuration Guide
7750 SR OS Routing Protocols Guide
aa.7750 SR OS MPLS Guide
bb.7750 SR OS Services Guide
cc. 7750 SR OS OAM and Diagnostic Guide
dd. 7750 SR OS Triple Play Guide
ee. 7750 SR Quality of Service Guide
ff. 7750 SR-Series OS Integrated Services Adapter Guide

N< X5 <
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2 CONFORMANCE CLAIMS

2.1 COMMON CRITERIA (CC) CONFORMANCE

This ST has been prepared in accordance with acmhi®rmant to:
a. Common Criteria for Information Technology Secuidyaluation (CC), Version 3.1,
Revision 2, September 2007 (CCMB-2006-09-001, CCA0B7-09-002, CCMB-2007-
09-003)

b. Common Methodology for Information Technology SétyuEvaluation, Evaluation
Methodology, Version 3.1, Revision 2, September72@CMB-2007-09-004).

The ST is CC Parts 2 and 3 conformant and consairextended security requirement
(EXT_FPT_ITA Availability of Imported TSF Data).

2.2 PROTECTION PROFILE (PP) CONFORMANCE
None.

2.3 EVALUATION ASSURANCE LEVEL (EAL)

EAL2 + (augmented with ALC_FLR.1 (Basic flaw remaiiton))
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3 SECURITY PROBLEM DEFINITION

The security problem definition shows the thre@iganizational security policies (OSPs) and
assumptions that must be countered, enforced ahdldipy the TOE and its operational
environment.

3.1THREATS

A threat consists of a threat agent, an asset anddverse action of that threat agent on that asset

The threats listed below are addressed by the TOIE. threat agents consist of unauthorized
persons or external IT entities that are not aigkdrto use the TOE as well as authorized
administrators of the TOE who make errors in caniigg the TOE.

The threat agents are divided into two categories:

a. Attackers who are not TOE administrators: They havelic knowledge of how the TOE
operates and are assumed to possess a low skil| lievited resources to alter TOE
configuration settings/parameters and no physioass to the TOE.

b. TOE administrators: They have extensive knowleddew the TOE operates and are
assumed to possess a high skill level, moderateiress to alter TOE configuration
settings/parameters and physical access to the TOBE administrators are, however,
assumed not to be wilfully hostile to the TOE.)

The assumed level of expertise of the attackealfdhe threats is unsophisticated. Both threat
agents are assumed to have a low level of motvatithe IT assets requiring protection are the user
data saved on or transitioning through the TOEthrdosts on the protected network.

Considering the possible attack scenarios for #payed configuration of the TOE in its intended
environment, the level of attack potential assufoedhe attacker is BASIC which is in keeping
with the desired EAL2+ assurance level of this TG&hsidering factors of attackers’ expertise,
resources, opportunity and motivation.

Fully authorized administrators with access to datee low motivation to attempt to compromise
the data because of other assumptions and orgiamizstcurity policies defined herein.
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T.AUDIT

T.TSF_DATA

T.MEDIATE

T.UNATTENDED_SESSION

T.UNAUTH_MGT_ACCESS

Actions performed by administrators (moddtion of TOE
and network infrastructure and service layer systeaurity
configuration/parameters) may not be known to the
administrators due to actions not being recordad {ane
stamped) or the audit records not being revieweat f the
machine shutting down, or an unauthorized admattistr
modifies or destroys audit data.

A malicious administrator may gain urtautised access to
inappropriately view, tamper, modify, or delete TOE
Security Functionality (TSF) data.

An unauthorized entity may send impernés information
through the TOE which results in the exploitatiery,
destruction, modification, or removal of informatiand/or
other resources), and/or exhaustion of resourcelseon
network (e.g. bandwidth consumption or packet
manipulation).

A user may gain unauthorized access to an unatiende
session and view and change the TOE security
configuration.

An unauthorized user gains nggmaent access to the TOE
and views or changes the TOE security configuration
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3.2 ASSUMPTIONS

This section of the security problem definitionwshahe assumptions that are made on the
operational environment in order to be able to pdevsecurity functionality. If the TOE is placed in
an operational environment that does not meet thesamptions, the TOE may not be able to
provide all of its security functionality anymoressumptions are on physical, personnel and
operational environment.

3.2.1 Personnel Assumptions

A. ADMINISTRATOR The authorized administrators arat careless, wilfully
negligent, or hostile and will follow and abide the
instructions provided by the TOE documentation,
including the administrator guidance, and will peically
check the audit record; however, they are capdideror.
Personnel will be trained in the appropriate ustnefTOE
to ensure security.

3.2.2 Physical Environment Assumptions

A.CONNECTIVITY All TOE external interfaces excepmirfthe network
traffic/data interface are attached to the inte(trabkted)
network. This includes: (1) the RADIUS, TACACS+
server interface; (2) the SAM, SCP interface; (&) t
SNMP, Syslog interface; and (4) the NTP interfatbe
Network traffic/data interface is attached to intdrand
external networks. Console Access is via RS-23eart
local connection in the same physical locatiorhasitOE.

A.LOCATION The processing resources of the TOE dllocated
within controlled access facilities, which will pent
unauthorized physical access.

A.PHYSICAL It is assumed that the operational environmentides/the
TOE with appropriate physical security, commensurat
with the value of the IT assets protected by th&TO
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3.2.3 Operational Assumptions

A.GENPURPOSE There are no general-purpose compcipgbilities (e.g.,
the ability to execute arbitrary code or applicasipand
storage repository capabilities on the TOE.

A.EXT_AUTHORIZATION External authentication servevill be available via either
RADIUS, TACACSH+, or both, based on defined Internet
Engineering Task Force (IETF) standards.

A.INTEROPERABILITY The TOE functions with the extal IT entities shown in
Figure 1 herein and with other vendors’ routergtan
network and meets Request for Comments (RFC)
requirements for implemented protocols.

A.-TIMESTAMP The operational environment provides fhOE with the
necessary reliable time stamp. External Networkelim
Protocol (NTP) services will also be available toyde
external time synchronization.

A.TRUSTED_PATH/CHANNEL The operational environment provides the TOE whth t

! necessary trusted path/channel interfaces. Remote
management traffic (to/from the TOE) will be prdtst
using SSH or SCP (secure copy) and remote teldiebavi
disabled.

The Operational Environment will protect remote
administrative sessions from eavesdropping. The
Operational environment will provide a means toueas
that administrators are not communicating with sather
entity pretending to be the TOE when supplying
identification and authentication data.

The operational environment will protect commurnimas
with remote external IT entities. The operational
environment will ensure that the communication clehis
logically distinct from other communication charsel

The Operational environment will assure identificatof
its end points and protection of the channel datan f
modification or disclosure.

The Operational environment will permit itself totiate
communication via the trusted channel.

" SSH/SCP communications is a capability of the SR iwever, the underlining crypto protocols arfingel outside
the TOE and part of the TOE’s operation environngemt not evaluated. TSFI(2) (see Figure 1) isusatal.
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3.3 ORGANIZATIONAL SECURITY POLICIES

Application Note Organizational security policies may be defilgdthe end-user of the TOE. The
TOE developer provides procedural security recontdagans to the purchaser of the TOE.

P.CONSOLE In the deployed configuration of the Ti@Hs intended
environment, the primary means of administeringTé&
during normal operations will be via local/remote
Console/CLI access.

P.DEPLOYED_CONFIG The deployed configuration of T/@E in its intended
environment shall be at least as restrictive abéseline
evaluated configuration defined herein and will be
configured in accordance with guidance documentatio

P.USERS The TOE is administered by one or more Adhtnators
who have been granted rights to administer the TBIE.
administrators are “vetted” to help ensure their
trustworthiness, and administrator connectivityhie TOE
is restricted. Non-administrative entities maydnévweir
packets routed by the TOE, but that is the extétiter
authorization to the TOE's resources.
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4 SECURITY OBJECTIVES

The security objectives are a concise and abssttement of the intended solution to the problem
defined by the security problem definition.

4.1 SECURITY OBJECTIVES FOR THE TOE
The following are the IT security objectives foethOE:

O.AUDIT The TOE will generate audit records whichlmclude the
time that the event occurred and the identity ef th
administrator performing the event. The TOE wribvide the
privileged administrators the capability to reviéwdit data
and will restrict audit review to administratorsavhave been
granted explicit read-access.

O.MANAGE The TOE will provide all the functions arakilities necessary
to support the administrators in their managemeéttie
security of the TOE, and restrict these functiomd &acilities
from unauthorized use.

O.I1&A The TOE will uniquely identify and authentieathe claimed
identity of all administrative administrators befagranting
management access and to control their actions.

O.MEDIATE The TOE must mediate the flow of all infieation between
hosts located on disparate internal and exterrtalarks
governed by the TOE. The TOE must mediate the §bw
information between sets of TOE network interfages
between a network interface and the TOE itselfceoedance
with its security policy.

O.TOE_ACCESS The TOE will provide mechanisms thattio| a
administrator’s logical access to the TOE and talieitly
deny access to specific administrators when apaiepr

For a detailed mapping between threats and theduirgy objectives listed above see Section 8.1 of
the Rationale.
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4.2 IT SECURITY OBJECTIVES FOR THE ENVIRONMENT

The following IT security objectives for the enviraent are to be addressed by the Operational
environment via technical means.

OE.TIME The operational environment will supply thReE with a reliable
time source.

OE.EXT_AUTHORIZATION A RADIUS server, a TACACS+ sar, or both must be
available for external authentication services.

OE.TRUSTED PATH/ The Operational environment will provide the TOEhthe

CHANNEL necessary trusted path/channel interfaces.

The Operational environment for the SR OS will supBecure
Shell Version 2 (SSH) a protocol that provides @ause,
connection to the router. A connection is alwaysated by the
client (the administrator). Authentication takeaqgas by one of
the configured authentication methods (local, RAB]@dr
TACACS+). SSH allows for a secure connection @rer
insecure network.

OE.GENPURPOSE There are no general-purpose congpeajabilities (e.g., the
ability to execute arbitrary code or applicatioasyl storage
repository capabilities for the TOE in its operagab
environment.

OE.INTEROPERABILITY The external IT entities shownFigure 1 herein will be able to
function with the TOE and with other vendors’ rasten the
network and meet Request for Comments (RFC) remeinés
for implemented protocols.

OE.CONNECTIVITY All TOE external interfaces excdpt the network traffic/data
interface are attached to the internal (trustetlvoek. This
includes: (1) the RADIUS, TACACS+ server interfa(2) the
SAM, SCP interface; (3) the SNMP, Syslog interfaaug] (4)
the NTP interface. The Network traffic/data intexd is attached
to internal and external networks. Console Actessa RS-
232, a direct local connection in the same physaztion as
the TOE.

8 Secure Copy Protocol (SCP) and SSH secure comatioris are capabilities of the SR OS; howeverptigerlining
crypto protocols and associated cryptographic fanetity are defined outside the TOE and part ef TIOE’s
operational environment and not evaluated. TSKE@¢ Figure 1) is evaluated. This ST addressds (E{ient-side)
support of RADIUS and TACACS+ where external autleation services are available via either RADIUS,
TACACS+, or both. RADIUS or TACACS+ authenticatiservers or NTP servers with which the SR OS
communicates are considered external IT entitiasahe part of the TOE’s operational environmeihie dperational
environment for the SR OS requires a RADIUS or TATSA server and the SAM for remote administratiosh an
Network Time Protocol (NTP) server for externalgisynchronization.
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OE.DEPLOYED_CONFIG

OE.CONSOLE

The deployed configuration o ThOE in its intended
environment shall be at least as restrictive ab#seline
evaluated configuration defined herein and willcbafigured in
accordance with a guidance documentation

In the deployed configuration of the Ti@ks intended
environment, the primary means of administeringTtod&
during normal operations will be via local/remotenSole/CLI
access.

4.3 NON-IT SECURITY OBJECTIVES FOR THE ENVIRONMENT

The non-IT security objectives listed below ardeéosatisfied without imposing technical
requirements on the TOE. Thus, they will be sadthrough application of procedural or

administrative measures:

OE.ADMINISTRATOR

OE.LOCATION

OE.PHYSICAL

OE.USERS

The authorized administrators amd careless, wilfully
negligent, or hostile and will follow and abide twe instructions
provided by the TOE documentation, including theauilstrator
guidance (e.g., procedures to review/manage agchirds);
however, they are capable of error. Personnelbgilirained in
the appropriate use of the TOE to ensure security.

The processing resources of the TOHE lvéllocated within
controlled access facilities, which will preveniauthorized
physical access.

The operational environment provides TTOE with appropriate
physical security, commensurate with the valueheflT assets
protected by the TOE.

All administrators are “vetted” to helsere their
trustworthiness, and administrator connectivityhie TOE is
restricted. Non-administrative entities may hawartpackets
routed by the TOE, but that is the extent of theithorization to
the TOE's resources.
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5 EXTENDED COMPONENTS DEFINITION
This section specifies the extended SFRs for thE.TO

5.1 EXT_FPT_ITA AVAILABILITY OF IMPORTED TSF DATA

Family Behaviour

This family defines the rules for the preventioriasfs of availability of TSF data moving between
another trusted IT product and the TSF. This datdd; for example, be TSF critical data such as
passwords, keys, audit data, or TSF executable cblis extended requirement was created
because the CC Part 2 does not include a SFRdawailability of imported data; there is only a
SFR for the availability of exported data.

Component levelling

EXT_FPT_ITA: Availability of Imported Data 1

This family consists of only one component, EXT_FPTA.1 Inter-TSF availability within a
defined availability metric. This component regsitbat the TSF ensure, to an identified degree of
probability, the availability of TSF data receiviedm another trusted IT product.

Management: FPT_ITA.1

The following actions could be considered for thenagement functions in FMT:

a. management of the list of types of TSF data thattrba available to another trusted IT
product.

Audit: FPT_ITA.1

The following actions should be auditable if FAU_&Becurity audit data generation is included in
the PP/ST:

a) Minimal: the absence of TSF data when required DQ&.
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EXT_FPT_ITA.1 Inter-TSF availability within a defin ed availability metric
Hierarchical to: No other components. Dependen®esdependencies.
EXT_FPT_ITA.1.1 The TSF shall ensure the availapif [assignment: list of types of TSF data]

received from another trusted IT product withinsjgament: a defined availability metric] given the
following conditions [assignment: conditions to eresavailability].
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6 IT SECURITY REQUIREMENTS

6.1 TOE SECURITY FUNCTIONAL REQUIREMENTS

This section provides functional and assuranceireapents that must be satisfied by a compliant
TOE. These requirements consist of functional comepts from Part 2 of the CC and an Evaluation
Assurance Level (EAL) containing assurance requar@sfrom Part 3 of the CC.

The security requirements consist of two groupseqtirements:

a. the security functional requirements (SFRs): adliation of the security objectives for
the TOE into a standardised language; and

b. the security assurance requirements (SARSs): aigésarof how assurance is to be
gained that the TOE meets the SFRs.

6.1.1 Overview

6.1.1.1 Content

The security functional requirements for this STigiet of the following components from Part 2 of
the CC, an extended component (EXT_FPT_ITA.1 Iit®8F availability within a defined
availability metric), as summarized in Table 1.
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CC Part 2 Security Functional Components

Identifier Name
FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_ SAR.1 Audit review
FAU SAR.2 Restricted audit review
FDP_ETC.2 Export of user data with security attiésu
FDP_IFC.1(1) Subset information flow control (urtarticated policy)
FDP_IFC.1(2) Subset information flow control (authieated policy)
FDP_IFC.1(3) Subset information flow control (exippolicy)
FDP_IFF.1(1) Simple security attributes (unautheigd policy)
FDP_IFF.1(2) Simple security attributes (authemédaolicy)
FDP_IFF.1(3) Simple security attributes (expori@gl
FIA_AFL.1(1) Authentication failure handling (coried
FIA_AFL.1(2) Authentication failure handling (expemial backoff)
FIA_SOS.1 Verification of secrets
FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action
FIA_UAU.5 Multiple authentication mechanisms
FMT_MOF.1 Management of security functions behawiou
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
FPT_ITA.1 Inter-TSF availability within a definedailability metric

EXT_FPT_ITA.1(1) | Inter-TSF availability within a fieed availability metric

(RADIUS/TACACS+)

EXT_FPT_ITA.1(2) | Inter-TSF availability within a fieed availability metric

(NTP)

FTA_SSL.3

TSF-initiated termination
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CC Part 2 Security Functional Components
Identifier Name
FTA _SSL.4 User-initiated termination
FTA TSE.1 TOE session establishment (Remote)

Table 1 — TOE Security Functional Requirements
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6.1.2 Security Functional Requirements

6.1.2.1 FAU GEN.1 Audit data generation

FAU_GEN.1.1 The TSF shall be able to generate dit eecord of the following
auditable events:

Start-up and shutdown of the audit functions;

All auditable events for the [not specified] lew¢laudit;
[Log activity of administrators;

Log critical network traffic;

Logging of configuration changes; and

-~ ® a0 T p

Security breach logging.

Application Log critical network traffic. Applications withithe SR OS for which log
note entries are generated are: IP, routing protocolslaervices, and CLI and
remote access.

Logging of configuration changes. The change agtievent source is all
events that directly affect the configuration oeagion of the TOE as
defined in 6.1.2.21FMT_SMF.1 Specification of nggmaent functions
and 7.1.4.4.

Security breach logging. The security event soiged events that affect
attempts to breach system security such as failgiah lattempts, attempts
to access Management Information Base (MIB) tatdeshich the
administrator is not granted access or attemptsriter a branch of the
CLI to which access has not been granted. Secevignts are generated
by the security application.

FAU_GEN.1.2 The TSF shall record within each auvelibrd at least the following
information:

a. Date and time of the event, type of event, andtiteome={sueeess or
failure) (short text descriptiomf the event; and

b. For each audit event type, based on the auditafelet elefinitions of
the functional components included in the ST, [fjone

6.1.2.2 FAU GEN.2 User identity association

FAU_GEN.2.1  For audit events resulting from actiohglentified users, the TSF shall
be able to associate each auditable event witldéngity of the user that
caused the event.
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6.1.2.3 FAU_SAR.1 Audit review

FAU _SAR.1.1 The TSF shall provide [authorized adstrators] with the capability to
read [all audit data] from the audit records.

FAU _SAR.1.2 The TSF shall provide the audit recaonds manner suitable for the user
to interpret the information.

Application Note- Above listed SFR 6.1.2.3 (FAU_SAR.1 Audit revilaes not apply to the syslog
and session audit files.

6.1.2.4 FAU SAR.2 Restricted audit review

FAU_SAR.2.1  The TSF shall prohibit all users readess to the audit records, except
those users that have been granted explicit reeglsac

Application Note- Above listed SFR 6.1.2.4 (FAU_SAR.2 Restriateltt &eview) does not apply to
the syslog and session audit files.

6.1.2.5 FDP ETC.2 Export of user data with security attidsu

FDP_ETC.2.1 The TSF shall enforce the [EXPORT S#fRjn exporting user data,
controlled under the SFP(s), outside of the TOE.

FDP_ETC.2.2 The TSF shall export the user data thighuser data's associated security
attributes.

FDP_ETC.2.3 The TSF shall ensure that the secattityputes, when exported outside
the TOE, are unambiguously associated with the kegaiser data.

FDP_ETC.2.4 The TSF shall enforce the followingesulvhen user data is exported from
the TOE: [none].
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6.1.2.6 FDP_IFC.1(1) Subset information flow control (urfartticated policy)

FDP_IFC.1.1(1) The TSF shall enforce the [UNAUTHBNATED SFP] on:
a. [subjects: each IT entity that sends and receniesmation through
the TOE to one another;
b. information: network packets sent through the T@ifone subject
to another; and
C. operations: route packets].

6.1.2.7 FDP_IFC.1(2) Subset information flow control (auttieated policy)

FDP_IFC.1.1(2) The TSF shall enforce the [AUTHENAIED INFORMATION FLOW
SFP] on:

a. [source subject representing authenticated usercemetwork
identifier;

b. destination subject: TOE interface to which infotima is destined;
c. information: network packets; and

d. operations: pass information via application pré&gnsole, SAM,
file-copy).

6.1.2.8 FDP_IFC.1(3) Subset information flow control (exppoolicy)
FDP_IFC.1.1(3) The TSF shall enforce the [EXPORPS#N:
a. [subjects: each IT entity that receives informatfiamm the TOE;

b. information: events sent from the TOE to SNMP ti@yslog and
RADIUS/TACACS+ destinations; and

c. operations: send events].
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6.1.2.9 FDP_IFF.1(1) Simple security attributes (unautheigd policy)

FDP_IFF.1.1(1) The TSF shall enforce the [UNAUTHHRATED SFP] based on the
following types of subject and information secuatyributes:

a.

[security subject attributes:

i) IP network address and port of source subject;

i) IP network address and port of destination subject;

iii) transport layer protocol and their flags and atitiels (UDP, TCP);
iv) network layer protocol (IP, ICMP);

v) Documented Special Use (DUSA) IPv4 addresses;

vi) interface on which traffic arrives and departs; and

vii) routing protocols and their configuration and dtate

FDP_IFF.1.2(1) The TSF shall permit an informatilonv between a controlled subject
and controlled information via a controlled opesatif the following rules
hold:

a.

the identity of the source subject is in the sedmfrce subject
identifiers (i.e., addresses);

the identity of the destination entity is in thé gkdestination entity
identifiers (i.e., addresses);

Application Note The set of identifiers are associated with thggital

router interfaces.

C.

the information security attributes match the htttes in an
information flow policy rule (contained in the infoation flow policy
ruleset defined by the Administrator) accordinghe following
algorithm [First match. When multiple policy nanmaee specified, the
policies shall be executed in the order they aeeifipd. The first
policy that matches is applied;

the selected information flow policy rule speciftbat the information
flow is to be permitted].
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FDP_IFF.1.3(1) The TSF shall enforce:

a.

Each IFF filter policy must consist of at least ditter entry. Each
entry shall consist of a collection of filter matcthiteria. When
packets enter the ingress or egress ports, pasikalisbe compared to
the criteria specified within the entry or entries.

For packet matching criteria as few or as many mpsrameters are
specified as required, but all conditions must te¢ im order for the
packet to be considered a match and the speciftsahgperformed.
The process stops when the first complete mattduisd and then
executes the action defined in the policy entrihegito drop or
forward packets that match the criteria.

automatic detection of attacks triggered by exeessontrol plane and
routing protocol traffic, and recognize signatusésome common
Distributed and other DoS (D/DoS) attacks and frguppress these
attacks using filters and Access Control Lists (AL

FDP_IFF.1.4(1) The TSF shall explicitly authorizeiaformation flow based on the
following rules: [none].
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FDP_IFF.1.5(1) The TSF shall explicitly deny aromhation flow based on the following
rules:

a. [the TOE shall reject requests for access or seswichere the source

identity of the information received by the TOEht included in the
set of source identifiers for the source subject;

Application Note The intent of this requirement is to ensure thatser

cannot send packets originating on one TOE int@rfelaiming to
originate on another TOE interface.

b.

The TOE shall reject requests for access or sexvideere the source
identity of the information received by the TOE sifies a broadcast
identity;

Application Note A broadcast identity is one that specifies nibign one

host address on a network. It is understood thatROE only knows the
sub-netting configuration of networks directly cented to the TOE’s
interfaces and therefore is only aware of broad@akiresses on those
networks.

C.

The TSF shall reject requests for access or servitere the
presumed source identity of the information receilvg the TOE
specifies a loopback identifier.

The TSF shall drop requests in which the infornratieceived by the
TOE does not correspond to an entry in the routibe.

The TSF shall deny information flows that do noafoom to their
associated published protocol specification (&&Cs for supported
router protocols).

The TSF shall deny information flows based onffifielicies (access
control lists (ACLSs)) selectively blocking traffroatching criteria
from ingressing or egressing the TOE. Filter pescshall control the
traffic allowed in or out of the TOE based on MACIB match
criteria. Non-matching packets shall be droppeu&te

When packets arrives at TOE that are not destimany of the SR OS
network management interfaces they will be eithepded or
forwarded in accordance with the type of servicELApolicies
configured.

The TSF shall block traffic going to a destinatamdress based on a
prefix received from a customer.
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6.1.2.10FDP IFF.1(2) Simple security attributes (authemédapolicy)

FDP_IFF.1.1(2) The TSF shall enforce the [AUTHENAIED INFORMATION FLOW
SFP] based on the following types of subject aformation security
attributes:

a. [Source subject security attributes: source padtl&nprotocol ID and
address, username/password and profile, sourcerietslentifier,
remote or console session idle timeout, maximumbearof
concurrent inbound remote sessions, administraonission for
remote or console access, local home directorthiadministrator
for remote or console access;

b. Destination subject security attributes: set otidaton subject
identifiers(UDP/TCP port numberand

c. Information security attributes: authenticated iitgrof source
subject; identity of destination subject; transpayer protocol; and
destination subject service identifier (TCP destoraport number).

Application Note“Service identifier” specifies a service thatabove the
network and transport layers in the protocol stack.

FDP_IFF.1.2(2) The TSF shall permit an informafilonv between a source subjeuntd a
destination subjeatia a controlled operation if the following rulesld:

a. the source subject has successfully authenticatdtetTOE;

b. the identity of the destination subject is in teéaf destination
identifiers;

c. the information security attributes match the htités in a information
flow policy rule (contained in the information flopolicy ruleset
defined by the administrator) according to thedwihg algorithm
[first match]; and

d. the selected information flow policy rule speciftbat the information
flow is to be permitted via the authenticated preglected by the
rule].
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FDP_IFF.1.3(2) The TSF shall enforce:

a.

Any packet that is destined to the TOE, has to llageorrect MAC
address, and IP address assigned by the networatopt be able to
remotely operate the TOE.

Management access filters to control all traffi@id out of the TOE
and to restrict management of the TOE by other siodéside either
specific (sub) networks or through designated pddanagement
access filters allow the operator to configureftilwing:

i) Destination UDP/TCP port number;
i) 1P protocol ID;

iii) Source port; and

iv) Source IP address.

FDP_IFF.1.4(2) The TSF shall explicitly authoriseiaformation flow based on the
following rules: [

a.

b.

Profiles shall be used to permit access to a hikireal CLI branch or
specific CLI commands. Commands matching the esdgngmand
match criteria will be permitted.

Profiles shall be referenced in a administratorfigomation].

FDP_IFF.1.5(2) The TSF shall explicitly deny aromhation flow based on the following
rules: [none.]

Doc No: 1607-001-D000

Version: v1.8 Date: 6 ApolD Page 42 of 80



Alcatel-Lucent SR OS Security Target
’EM Alcatel-Lucent @ u urity Targ

Enabling a More Secure Fulure

6.1.2.11FDP IFF.1(3) Simple security attributes (exportiggl

FDP_IFF.1.1(3)

FDP_IFF.1.2(3)

FDP_IFF.1.3(3)
FDP_IFF.1.4(3)

FDP_IFF.1.5(3)

The TSF shall enforce the [EXPORPfased on the following types of
subject and information security attributes:

[Source subject security attributes: source netvidehktifier; and
Destination subject security attributes:

Syslog server IP address;

UDP port used to send the syslog message;

Syslog Facility Code;

Syslog Severity Threshold;

IP address of the SNMP trap receiver;

UDP port used to send the SNMP trap;

SNMPv3 used to format the SNMP notification;
Security name and level for SNMPv3 trap receivanst
i. RADIUS/TACAS+ audit data].

The TSF shall permit an informatfilonv between a source subjeutd a
destination subjectia a controlled operation if the following rulesld:

-~ 0 a0 T p

5«

a. [the identity of the destination subject is in gt of destination
identifiers;

b. the information security attributes match the siég@attributes defined
by the administrator) according to the following@iithm [ALL the
security attributes must match]; and

c. the selected information flow policy rule speciftbat the information
flow is to be permitted].

The TSF shall enforce the [none].

The TSF shall explicitly authorizeiaformation flow based on the
following rules: [none].

The TSF shall explicitly deny aroimmhation flow based on the following
rules: [none].

6.1.2.12FIA AFL.1(1) Authentication failure handling (coried

FIA_AFL.1.1(1)

The TSF shall detect when [an adstir@tor configurable positive
integer (within a range of values 1 — 64), witham administrator
configurable period of time (within a range of vedu0 — 60 minutes)],
unsuccessful authentication attempts occurs retatgahy claimed
administrator ID attempting to authenticate to TI@E].
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FIA_AFL.1.2(1) When the defined number of unsuctidssuthentication attempts has
been met, the TSF shall [at the option of the Adstiator prevent the
administrators except the administrator from peniog activities that
require authentication until an action is takerthsy Administrator, or
until an Administrator defined time period (withéirange of values O -
1440 minutes) has elapsed].

6.1.2.13FIA_AFL.1(2) Authentication failure handling (expemtial backoff - Console)

FIA_AFL.1.1(2) The TSF shall detect when [one (Within [an administrator
configurable period of time, (within a range ofwa$ 0 — 60 minutes)],
unsuccessful authentication attempts occurs retatgahy claimed
administrator ID attempting to authenticate to 8 OS via the
local/remote Console].

FIA_AFL.1.2(2) When one (1) unsuccessful authetibceattempt has been met, the
TSF shall [exponentially increase the delay betwsésequent login
attempts].

Application Note: Only applicable when person tries to log in toevide via console.

6.1.2.14FIA SOS.1 Verification of secrets

FIA_SOS.1.1 The TSF shall provide a mechanism tdythat secrets (passwords)
meet:[

a. a minimum length (characters) default 6 and witnnange of 1-8,

b. the maximum length shall be up to 20 characteuslifashed, and 32
characters if hashed,;

c. Complexity requirements: [numeric] [special-chaealcfmixed-
case]

i) atleastone (1) numeric character must be présene
password; and

i) at least one (1) special character must be praséme
password. Special characters include:
~1@#SNN&*()_+|{}:"<>?"-=\[];

iii) at least one (1) upper and one (1) lower case cteara

d. An administrator defined number of days an adnmaist password
is valid before the administrator must change thagsword. This
parameter shall be used to force the administtatohange the
password at the configured interval. The maximumiper of days
the password is valid shall be definable withimage of values of 1
—500.
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e. Either the administrator must change his passwotideanext login,
or the administrator is not forced to change hssperd at the next
login, as configured by the administrator].

6.1.2.15FIA UAU.2 User authentication before any action

FIA_UAU.2.1 The TSF shall require each user toumecsssfully authenticated before
allowing any other TSF-mediated actions on behfiat user.

Application Note: No actions are allowed until the user has logged &A).

6.1.2.16FIA UID.2 User identification before any action

FIA UID.2.1 The TSF shall require each user toumessfully identified before
allowing any other TSF-mediated actions on behifiat user.

Application Note: No actions are allowed until the user has logged&A).

6.1.2.17FIA UAU.5 Multiple authentication mechanisms

FIA_UAU.5.1 The TSF shall provide [client RADIUS, TACACS+, alogal
authentication mechanisms] to support user auttedian.

FIA_UAU.5.2 The TSF shall authenticate any user's claimed ityeaxtcording to the
[authentication mechanism specified by the autledrisser].
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6.1.2.18FMT MOF.1 Management of security functions behawiou

FMT_MOF.1.1  The TSF shall restrict the ability thefermine the behaviour]ofOE
management/administration/security functions lisielbwto [the
Administrator]:

a. Configuring Management Access;

Configuring IP CPM Filters;

Configuring IPv6 CPM Filters;

Configuring CPM Queues;

Configuring Password Management Parameters;

-~ ® o0 T

Configuring Profiles;
Configuring Administrators;

= Q

Copying and Overwriting Administrators and Profjles

Configuring remote administration;
Configuring Login control;

k. Configuring RADIUS/TACACSH,;
Configuring CPU Protection Policies;

[S—

. Configuring SNMP/Syslog;
Configuring NTP; and

© =2 3

Configuring Event logs.

6.1.2.19FMT MSA.1 Management of security attributes

FMT_MSA.1.1 The TSF shall enforce the [UNAUTHENTICED, AUTHENTICATED
and EXPORT SFPs] to restrict the ability athdnge _ default, query,
modify, deletethe security attributes [defined in FDP_IFF.1)1(1
FDP_IFF.1.1(2), and FDP_IFF.1.1(3)] to the [Admirasor].

6.1.2.20FMT MSA.3 Static attribute initialization

FMT_MSA.3.1 The TSF shall enforce the [UNAUTHENTICED, AUTHENTICATED
and EXPORT SFPs] to provideeptrictivg default values for security
attributes that are used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allow the [Administratpts specify alternative initial
values to override the default values when an e¢lgemformation is
created.
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6.1.2.21FMT SMF.1 Specification of management functions

FMT_SMF.1.1 The TSF shall be capable of performing the follaywecurity
management functions:

start-up and shutdown,;
create, modify, or delete configuration items;

a
b
c. create, delete, empty, and review the audit trail;
d. create, delete, modify, and view filtering rules;
e. perform configuration backups;

f. password management; and

security management functions listed in 6.1.2.18TEMOF.1
Management of security functions behaviour.

@

6.1.2.22FMT SMR.1 Security roles

FMT_SMR.1.1 The TSF shall maintain the roladministrators].
FMT_SMR.1.2 The TSF shall be able to associatesusih roles

6.1.2.23FPT ITA.1 Inter-TSF availability with a defined akability metric

FPT_ITA1.1 The TSF shall ensure the availabilityRRADIUS/TACACS+ protocol
authentication, authorization data] provided tothaotrusted IT product
within [the constraints of RFCs 2865, 1492 and 218&:n the following
conditions [external authentication services aalable via either
RADIUS, TACACSH+, or both, and the TOE has been priypconfigured
for RADIUS/TACACS+ protocol].

Application note FPT_ITA.1 defines the availability of securitgrameters exchanged from the
TOE to RADIUS/TACACS+ servers (in the Operatiomai@nment).

6.1.2.24EXT FPT ITA(1) Inter-TSF availability with a defideavailability metric
(RADIUS/TACACSH)

EXT_ The TSF shall ensure the availability of [RADIUS/CACS+ protocol
FPT ITA.1.1(1) authentication, authorization data] received frorather trusted IT
- product within [the constraints of RFCs 2865, 1488 2138] given the
following conditions [external authentication sees are available via
either RADIUS, TACACSH+, or both, and the TOE hasrbproperly
configured for RADIUS/TACACS+ protocol].
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Application note EXT_FPT_ITA(1) defines the availability of saguparameters exchanged from
RADIUS/TACACS servers (in the Operational enviramtjne the TOE.

6.1.2.25EXT_FPT_ITA(2) Inter-TSF availability with a defideavailability metric (NTP)

EXT_ The TSF shall ensure the availability of [NTP datajeived from another
FPT_ITA.1.1(2) trusted IT prod_uct within [t_h_e cpnstraints of RF5, Networ_k Tir_ne
- Protocol (Version 3) Specification, Implementatemmd Analysis] given

the following conditions [external NTP server sees are available, the
TSF has a network connection to a NTP server wdhextly-connected
device that provides Coordinated Universal Time Q)Tsuch as a GPS or
atomic clock, and the TOE has been properly condigdior NTP
protocol].

Application note EXT_FPT_ITA(2) defines the availability of satuparameters imported from
NTP servers (in the Operational environment) toTQEE.

6.1.2.26FPT_STM.1 Reliable time stamps (TOE)
FPT_STM.1.1  The TSF shall be able to provide rédigine stamps for its own use.

6.1.2.27FTA SSL.3 TSF-initiated termination

FTA _SSL.3.1 The TSF shall terminate an interacs@gsion after an [administrator
defined period of inactivity within a range of 12440 minutes].

6.1.2.28FTA SSL.4 User-initiated termination

FTA SSL.4.1 The TSF shall allow user-initiated teration of the user's own
interactive session.

6.1.2.29FTA_TSE.1(2) TOE session establishment (SAM)

FTA TSE.1.1 The TSF shall be able to deny remateige establishment based on
[maximum number of concurrent remote sessions emtide, values O -
15].
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6.2 TOE SECURITY ASSURANCE REQUIREMENTS

6.2.1 Overview

The security assurance requirements for the TOEisbof the requirements corresponding to the
EALZ2 level of assurance, as defined in the CC Baaugmented by the inclusion of Flaw
Remediation.

6.2.2 Security Assurance Requirements

The assurance components are summarized in tlogving table:

Assurance Components
Assurance Class

Identifier Name

ADV: Development ADV_ARC.1 | Security architecture description

ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic design

AGD: Guidance documents| AGD_OPE.1 Operational user guidance

AGD _PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 | Use of a CM system
ALC_CMS.2 | Parts of the TOE CM coverage
ALC DEL.1 Delivery procedures

ASE: Security Target ASE_CCL.1 Conformance claims

evaluation —
ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability AVA _VAN.2 |Vulnerability analysis
assessment

Table 2 — Security Assurance Requirements (EAL2+)
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7 TOE SUMMARY SPECIFICATION

The objective for the TOE summary specificaticio igrovide potential consumers of the TOE with
a description of how the TOE satisfies all the SFIRse TOE summary specification should provide
the general technical mechanisms that the TOE fasdhis purpose. The level of detail of this
description should be enough to enable potentiakomers to understand the general form and
implementation of the TOE.

This section also provides a description of thefioms that are carried out by the TOE at the TOE
external interfaces (toe Security Functionalityehfdces (TSFI).

This section provides a description of the secuthgctions (and supporting general technical
mechanisms) of the TOE that meet the TOE secwguirements defined in Section 6. The
functions and functional requirements are croseregiced in Table 7.

7.1 TOE SECURITY FUNCTIONS

7.1.1 Overview

The TOE security functions that were previouslyadticed are further elaborated in this section.
The major functions (e.g., audit) are decomposeddce clearly define their functionality.

7.1.2 F.Audit
7.1.2.1 Audit data generation
The SR OS records the start-up and shutdown cdudé functions.

Log activity of administratorsThe SR OS logs the activity of the administratoa security log.

Log critical network traffic Applications within the SR OS for which log easr are generated are:
IP, routing protocols and services, and CLI andatenaccess.

Logging of configuration change¥he change activity event source is all everdas directly affect
the configuration or operation of the TOE as defime7.1.4.4.

Security breach loggingThe security event source is all events thacafittempts to breach system
security such as failed login attempts, attemptctaess Management Information Base (MIB)
tables to which the administrator is not granteckas or attempts to enter a branch of the CLI to
which access has not been granted. Security eaentgenerated by the security application.

The SR OS logs the activity of the administratoa isecurity log. The generating application, a
unique event ID within the application, and a shext description is recorded for each applicable
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event in the audit logs. Event logs are the me&nscording system generated events for later
analysis. Events are messages generated by dppigar processes with the SR OS.

The SR OS is configured to record attempts to bregstem security. Logs are configured in the
following contexts:

a.

b.

g.

Log file — Log files contain log event messageatns. Log file IDs are used to direct
events, alarms/traps and debug information to tiespective targets.

SNMP trap groups — SNMP trap groups contain anddtess and community names
which identify targets to send traps following sfied events.

Syslog — Information is sent to a Syslog host thaapable of receiving selected Syslog
messages from a network element.

Event control — Configures a particular event deeaknts associated with an application to
be generated or suppressed.

Event filters — An event filter defines whetherftoward or drop an event or trap based on
match criteria.

Event logs — An event log defines the types of ¢évémbe delivered to its associated
destination.

Event throttling rate — Defines the rate of thioglevents.

Event logging controls the generation, dissemima#iod recording of system events for monitoring
status and troubleshooting faults within the systéine following event sources are the main
categories of events that feed the log manager:

a.

b.

Security — The security event source is all evémas affect attempts to breach system
security.

Change — The change activity event source is @hvthat directly affect the
configuration or operation of the node.

Debug — The debug event source is the debugginfigcwation that has been enabled on
the system.

Main — The main event source receives events fribotleer applications within the
SR/ESS-series.

A set of log filter rules is associated with thee/log to control which events will be logged e t
event log based on combinations of applicationesgy event Identification (ID) range, and the
subject of the event.

An event log within the SR OS associates the esemtces with logging destinations:

a.

Memory - All selected log events will be directedain in-memory storage area. A memory
log is a circular buffer. When the log is fulletbldest entry in the log is replaced with the
new entry. When a memory log is created, the fipeaimber of entries it holds is
specified; otherwise it will assume a default si2e event log sends entries to a memory
log destination.

Session - An administrator logged in to the localsole device or connected to the CLI via
a remote session also creates a log with a destin@gpe of 'session’. Events are displayed
to the session device until the administrator loijs When the administrator logs off, the
'session’ type log is deleted. A session destinasi a temporary log destination which
directs entries to the active session for the dumaif the session. When the session is
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terminated, for example, when the administratoslogt, the event log is removed. Event
logs configured with a session destination arestaried in the configuration file. Event logs
direct log entries to the session destination.

c. SNMP traps - Events defined as SNMP traps aretedghe configured SNMP trap
destinations and are logged in Notification Log-rdgement Information Base (MIB)
tables.

d. Syslog - All selected log events are sent to treldgyaddress.

e. File - All selected log events will be directedatdile on one of the CPM’s compact flash
disks. Log files are used by event logs and anedton the compact flash devices in the
file system. A log file is identified with a sirglog file ID, but a log file will generally be
composed of a number individual files in the fijstem. Log files are created in specific
subdirectories with standardized names in accorlaiiit on the type of information stored
in the log file.

Only a single log destination is associated witleaent log. An event log is associated with
multiple event sources, but it only has a sing@edestination.

An event log has the following properties:

a. Aunique log ID. The log ID is a short, numeriemdifier for the event log. A maximum of
ten logs are configured at a time.

b. One or more log sources. The source stream @ ¢o be sent to log destinations are
specified. The source must be identified beforedénination is specified. The events are
from the main event stream, events in the secaxignt stream, or events in the
administrator activity stream.

c. One event log destination. A log only has a simgistination. The destination is one of
console, session, Syslog, SNMP-trap-group, menuorg,file on the local file system.

d. Optional events filter policy. A set of eventédittrules defines whether to forward or drop
an event or trap based on match criteria. Therlagager uses event filter policies to allow
fine control over which events are forwarded orpged. Like other policies with the SR
OS, filter policies have a default action. Theaddf actions are either: Forward, or Drop.

Log entries that are forwarded to a destinatiorf@matted in a way appropriate for the specific
destination whether it be recorded to a file ot &snan SNMP trap, but log event entries have
common elements or properties:

A time stamp in Universal Time Co-ordinated (UTQ)axal time;
The generating application;

A unique event ID within the application;

A router name identifying the VRF-ID that generatied event;

A subject identifying the affected object; and

A short text description.

~pooow
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7.1.2.2 User identity association

For audit events resulting from actions of idertifiadministrators, the SR OS is able to associate
each auditable event with the identity of the adstiator that caused the event.

7.1.2.3 Audit review

The administrator reads all the information in litg destinations (i.e., SNMP-trap-group, memory,
or a file on the local file system) via CLI log ddtcommands.

Log Commands are in the following categories: Ggunation Commands, Show Commands, and
Clear Commands.

The LOG-ID command displays an event log summati settings and statistics or the contents of
a specific log file, SNMP log, or memory log. lfet command is specified with no command line
options, a summary of the defined system logsspldyed. The summary includes log settings and
statistics. If the log ID of a memory, SNMP, defevent log is specified, the command displays the
contents of the log. Additional command line opsi@ontrol what and how the contents are
displayed. Contents of logs with console, sessrayslog destinations cannot be displayed. The
actual events are only be viewed on the receiwsipg or console device (part of the OE).

The administrator limits the number of log entrigsplayed to the number specified, and displays
only events generated by the specified applicairathe specified and higher severity (cleared,
indeterminate, critical, major, minor, warning)hé&administrator displays the log entry numbers
from a particular entry sequence number to anatbguence number. If the to-sequence number is
not provided, the log content to the end of theitodisplayed.

Logs are normally shown from the newest entry odldest in descending sequence number order
on the screen. When using the ascending paranietdng will be shown from the oldest to the
newest entry.

The log files are stored in system memory on cornfiesh (cfl: or cf2:) in a compressed (tar) XML
format and are retrieved using file-copy. The SRdPeates two directories on the compact flash to
store the files.

When a log file is created, only the compact fldstiice for the log file is specified. Log filesar
created in specific subdirectories with standamiizemes depending on the type of information
stored in the log file. Event log files are alwaysated in the \log directory on the specified
compact flash device. The \act-collect directerywhere active logs are written. When a log is
rolled over, the active file is closed and archiwethe \act directory before a new active log file
created in \act-collect. Logging policies are usednsure that different level events are send to
different logging destinations.
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The SR OS provides authorized administrators viighdapability to read audit data from the audit
records in a manner suitable for the administretanterpret the information by means of the CLI
SHOW LOG command which displays the following infation:

applications;

event-control;

file-id;

filter-id;

log-collector;

log-id;

snmp-trap-group; and

syslog [syslog-id].

Se@~oo0oTy

The administrator executes the following log comdsan
Configuration Commands;

Generic Commands;

Event Control;

Log File Commands;

Log Filter Commands;

Log Filter Entry;

Log Filter Entry Match Commands;
Syslog Configuration Commands;
SNMP Trap Groups;

Logging Destination Commands;
Show Commands; and

Clear Commands.

AT T S@meoooTy

The administrator shows log collector statistiasthee main, security, change and debug log
collectors.

The administrator displays event file log infornoati A summary output of all event log files is
displayed along with detailed information on themifile log.

The administrator reinitializes/rolls over the sfied memory/file. Memory logs are reinitialized
and cleared of contents. File logs are manuallgdmver by log clear command.

7.1.2.4 Restricted Audit review

Administrator capabilities are all controlled vigetconfiguration of the administrator profile. $hi
profile allows a administrator’s permissions tauallor disallow access to any command in the
system’s management down to the granularity ohdividual command.

The SR OS prohibits all administrators read acte#se audit records, except those administrators
that have been granted explicit read-access. i$laiscomplished by means of administrator profiles
that are used to deny or permit access to a Clhtukical branch or specific commands, including
the log clear command.
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7.1.3 F.I&A
7.1.3.1 Authentication failure handling (console)

The following is defined by the administrator: e number of unsuccessful login attempts
allowed for the specified time. (2) The periodiafe, in minutes, that a specified number of
unsuccessful attempts that are made before thenatrator is locked out. (3) The lockout period in
minutes where the administrator is not allowedtri. When the administrator exceeds the
attempted count times in the specified time, thert &dministrator is locked out from any further
login attempts for the configured time period.

Parameters are modifiable from the provided defallies:

a. The SR OS detects when an administrator configanabsitive integer (default: 3, within a
range of values 1 — 64), within an administratarfigurable period of time (default 5
minutes, and within a range of values 0 — 60)],uaasssful authentication attempts occurs
related to any claimed administrator ID attemptimguthenticate to the SR OS via the
console.

b. When the defined number of unsuccessful authemitattempts has been met, the SR OS
will at the option of the Administrator prevent iadies that require authentication until an
action is taken by the Administrator, or until administrator defined time period (default:
10 minutes and within a range of values 0 - 1440uteis) has elapsed.

7.1.3.2 Authentication failure handling (exponential badkof

The exponential-back off parameter enables therexpaal-back off of the login prompt. This
function is used to deter dictionary attacks, whenalicious administrator trys to gain access ¢o th
SR OS by using a script to try any conceivablewass. SR OS increases the delay between login
attempts exponentially to mitigate attacks. Hpplied to the console login.

The SR OS shall detect when [one (1)], within [dmanistrator configurable period of time,

(default 5 minutes, and within a range of values@ minutes)], unsuccessful authentication
attempts occurs related to [any claimed administri® attempting to authenticate to the SR OS via
the local Console].
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7.1.3.3 Verification of secrets

The verifications of secrets applies to all autlwatiion methods: local console, and RADIUS and
TACACSH+.

The password needs to satisfy the following reqoeets:

A minimum length (characters) default 6 and witairange of 1-8,

A maximum length of up to 20 characters if unhaslaed 32 characters if hashed;

at least one upper and one lower case character;

at least one numeric character must be preseheipassword; and

at least one special character must be preseneipassword. Special characters include:
~1@#3%"&*()_+|{}:"<>?"-=\]];’,./.

PO T

Also, as part of administrator registration, thkof@ing are set:
a. Y - administrator must change his password at ¢ login; or
b. N - The administrator is not forced to change lasgword at the next login.

Definitions are:
a. numeric — Specifies that at least one numeric ataranust be present in the password.
This keyword is used in conjunction with the mixake and special-character parameters.
b. special-character — Specifies that at least oneigjpeharacter must be present in the
password. This keyword is used in conjunction \lig numeric and special-character
parameters.
Special characters include: ~!@#$%"&*()_+|{}:"<>?\t,./.
mixed-case — Specifies that at least one uppeoardower case character must be present
in the password. This keyword is used in conjurctvith the numeric and special-character
parameters.

oo

7.1.3.4 User authentication before any action

The SR OS is configured to use RADIUS, TACACS+, bouél/remote authentication to validate
administrators requesting access to the netwoHe oFder in which password authentication is
processed among RADIUS, TACACS+ and local passwsrdpecifically configured.

Authentication validates a administrator name aassword combination when a administrator
attempts to log in. When an administrator attenipisg in through the console, or remotely, the
SR-Series or ESS-Series client sends an accessstdqua RADIUS, TACACSH+, or local database.

7.1.3.5 User identification before any action

The SR OS validates an administrator name and padssembination when a administrator
attempts to log in.
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7.1.3.6 Multiple authentication mechanisms

The SR OS implements local, RADIUS, and TACACS+hautication to control the actions of
specific administrators by applying a profile basedadministrator name and password
configurations.

7.1.4 F.Security Management
7.1.4.1 Management of security functions behaviour

Administrator capabilities are all controlled vigetconfiguration of the administrator profile. $hi
profile allows a administrator's permissions taallor disallow access to any command in the
system’s management down to the granularity ohdividual command. The following security
functions are restricted to the administrators.

The administrator will perform the following:

a. Configures authentication failure handling confafle integer of unsuccessful
authentication attempts within configurable ran§grme, and configurable lock out period
of time that occurs related to a administrator'ghautication.

b. Controls when (e.g., time and day(s) of the weekl)\ahere (e.g., from a specific network
address) administrators, and authorized IT ent#tce®ss the TOE.

Configures the maximum number of active sessions.

d. Configures IP/MAC CPM filters and queues that colnail traffic going in to the CPM,
including all routing protocols.

e. Configures authentication attempts count, timeruaielminutes], and lockout time period
[minutes];

f. Configures authentication-order for local cons&8DIUS and TACACSH+;

g. Configures password complexity [numeric] [speciadu@acter] [mixed-case];

h. Configures password minimum-length value.

i. Configures: management access filters, profilesyiadtrator access parameters, password
management parameters.

j. Enables RADIUS and/or TACACS+ (TOE client-side).

k. Configures event and logs.

I.  Configures access parameters for individual adinaim's - the login name for the
administrator and information that identifies ttigranistrator.

m. Configures administrator profiles used to denyennpt access to CLI command tree
permissions, or specific CLI commands.

n. Copies a profile or administrator or overwrite amsgng profile or administrator.

0. Allows/disallows a administrator the privilege toange their password for console login.

The administrator will also configure the followisINMP access group information:
a. Group name - The access group name.
b. Security model - The security model required toeas the views configured in this node.
c. Security level - Specifies the required autheniicand privacy levels to access the views
configured in this node.

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApolD Page 57 of 80



EWA Alcatel-Lucent @

Enabling a More Secure Fulure

Alcatel-Lucent SR OS Security Target

d. Read view - Specifies the variable of the viewdad the MIB objects.
e. Write view - Specifies the variable of the viewcmnfigure the contents of the agent.
Notify view - Specifies the variable of the viewdend a trap about MIB objects.

f.

The administrator will execute the following sety€LI commands

SECTYPSTETOSITARTTSQOQAOT

Configuration Commands;

General Security Commandes;

Login, Telnet, remote management commands;
Management Access Filter Commands;
Password Commands;

Profile Management Commands;
Administrator Management Commands;
RADIUS Client Commands;

TACACS+ Client Commands;

Generic 802.1x Commands;

CPM Filter Commands;

CPM Queue Commands;

. TTL Security Commands;

CPU Protection Commands;
Show Commands;

Security Commands;

Login Control;

Clear Commands;
Authentication Commands;

CPM Filter Commands;

CPU Protection Commands; and
Debug Commands.

The administrator will perform the following loggjriasks:

AT T S@meoooTy

Modify a Log File;

Delete a Log File;

Modify a File ID;

Delete a File ID;

Modify a Syslog ID;

Delete a Syslog;

Modify an SNMP Trap Group;

Delete an SNMP Trap Group;

Modify a Log Filter;

Delete a Log Filter;

Modify Event Control Parameters; and
Return to the Default Event Control Configuration.
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7.1.4.2 Management of security attributes

Simple security attributes (unauthenticated policy)

The administrator specifies information flow poliayes (i.e., routing protocols and ingress/egress
traffic filtering and peer filtering) that containformation security attribute values, and asseciat
with that rule an action that permits the inforraatflow or disallows the information flow. When a
packet arrives at the source interface, the inftiomaecurity attribute values of the packet are
compared to each information flow policy rule anlderw a match is found the action specified by
that rule is taken.

Subject and information security attributes used ar

R

IP network address and port of source subject;

IP network address and port of destination subject;

transport layer protocol and their flags and atitiels (UDP, TCP);
network layer protocol (IP, ICMP);

Documented Special Use (DUSA) IPv4 addresses;

interface on which traffic arrives and departs; and

routing protocols and their configuration and state

Simple security attributes (authenticated policy)

The Administrator using CLI syntax:

®oooTp

-

configures administrator name/password and profile;

configures local home directory for console andaotaccess;

grants a administrator permission for remote oisotgaccess;

configures the maximum number of concurrent inbotamdote sessions; and

configures idle timeout for file-copy, console,remote sessions which determines when the
session is terminated by the system.

Configures Management Access Filters to contrdiraffic in and out of the SR OS and to
restrict management of the SR OS by other nodesdeueither specific (sub)networks or
through designated ports.

Subject and information security attributes used ar

a.

Source subject security attributes: source portlBrgtotocol ID and address,
username/password and profile, source network iiteamremote or console session idle
timeout, maximum number of concurrent inbound rens&ssions, administrator permission
for remote or console access, local home diredtorthe administrator for remote or console
access;

Destination subject security attributes: set otidasion subject identifiers (UDP/TCP port
number); and

Information security attributes: authenticated tttgrof source subject; identity of
destination subject; transport layer protocol; destination subject service identifier (TCP
destination port number).
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Application Note“Service identifier” specifies a service thatabove the network and transport
layers in the protocol stack.

Simple security attributes (export policy)

The event log is configured to send events to gakog destination. Syslog destinations have the
following properties:

Syslog server IP address.

The UDP port used to send the syslog message.

The Syslog Facility Code (0 - 23) (default 23 -db¢).

The Syslog Severity Threshold (0 - 7) - events edo® the configured level will be sent.

apop

The Administrator configures a Syslog Target ushig syntax to configure a syslog file. Log
events cannot be sent to a syslog target hostaiatlid syslog ID exists. All references to the
syslog ID must be deleted before the syslog IDlmnemoved.

The Administrator uses CLI syntax to configure plogt number to receive SNMP request messages
and to send replies.

Subject and information security attributes used ar
a. [Source subject security attributes: source netvigehtifier; and
b. Destination subject security attributes:
i) Set of destination network identifiers;
i) Syslog server IP address;
iii) UDP port used to send the syslog message;
iv) Syslog Facility Code;
V) Syslog Severity Threshold;
vi) Port number used to send SNMP traffic.

7.1.4.3 Static attribute initialization

SR OS equipped systems arrive out-of-the-box candigy with no services turned on and with direct
console access only. In addition, no IP addresendéigured on the router by default. This regsiire
physical or out-of-band console access in ordérittg a new system up. The SR OS requires local
console access to initially configure an IP addeegsenable remote access.

Administrators are setup with an individual accocmfigured to only allow the minimum access to

perform the assigned support duties. The admatastis instructed in administrative guidance how
to set and specify alternative initial default iatite values.

7.1.4.4 Specification of management functions

The Administrator performs the following securitwnagement functions on the SR OS:
a. start-up and shutdown,;
b. create, modify, or delete configuration items;
c. modify and set the time and date;
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create, delete, empty, and review the audit trail;

create, delete, modify, and view filtering rules;

perform configuration backups;

password management;

security management functions listed in 7.1.4.1 &gment of security functions
behaviour.

s@ oo

Password management parameters consists of defiging, the authentication order and
authentication methods, password length and corntples well as the number of attempts a
administrator enters a password. Also, as paatiafinistrator registration, the following are set:
a. Y — The administrator has the ability to changeltgen password.
b. N — The administrator does not have the abilitgltange the login password

The SR OS implements the periodic backup of th&OSReonfigurations. The backups are used for
recovering the network configurations when majdwaek events happen, such as hardware failure
and misconfigurations.

For additional management functions refer to sactid..4.1.

7.1.4.5 Security roles

The SR OS allows all authorized administrators whthneeded authority to configure and control
the associated features.

Only authenticated administrators and administeatoe permitted to use or manage the router
resources. There is one roles associated witBBh®S —ADMINISTRATOR role. Only
administrators are permitted to use or managedier resources.

Only authenticated administrators execute certdihc@mmands. Authorization features allow
administrators to configure administrator profiesich are used to limit what CLI commands are
executed by the specific authenticated adminigtrato

Once an administrator has been authenticated th@SR configured to perform authorization.

Profiles consist of a suite of commands that thmiagstrator is allowed or not allowed to execute.
When an administrator issues a command, the SRAS ht the command and the administrator
information and compares it with the commands englofile. If the administrator is authorized to
issue the command, the command is executed. Hdhenistrator is not authorized to issue the
command, then the command is not executed.

7.1.5 F.TOE Access
7.1.5.1 TSF-initiated termination

The SR OS allows configuring login control paramefer console and remote administration
sessions.
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The SR OS has the ability to terminate stale cammex The SR OS terminates interactive session
after an administrator defined period of inactiwiith a default value of 30 minutes, and within a
range of 1 to 1440 minutes]

This idle-time parameter configures the idle timefou console, or remote sessions before the
session is terminated by the system. This wouldage the chance for the unauthorized
administrators to access the router through anemadtd opened session. By default, an idle
console, or remote session times out after thB0) minutes of inactivity. This timer is set per
session.

7.1.5.2 User-initiated termination.

Administratiors initiate termination of their owessions. The SR OS allows a administrator to
terminate their own session by issuing the commgbut” at the CLI prompt.

7.1.5.3 TOE session establishment

The SR OS will deny session establishment aftexdmninistrator defined number of active SAM
sessions thereby limiting the number of inbound Sgddsions. The SR OS denies remote session
establishment based on maximum number of concureembte sessions on the node, default 5,
values 0 - 15].

7.1.6 F.User data protection
7.1.6.1 Export of administrator data with security attriesit

The SR OS as Out-of-band (OOB) and In-band (IBpexiunctions (i.e., Syslog, SNMP). Logging
policies ensure that different level events are sedifferent logging destinations. Minor eveate
sent to a file destination or Syslog server anticatievents are sent to SNMP trap host for
immediate action. The SR OS also exports RADIUSACACS+ audit data which includes the
associated node, user and timestamp for all ewxatsuted by a given administrator.

7.1.6.2 Subset information flow control (unauthenticatediqy)

The TOE enforces an UNAUTHENTICATED SFP wherebyieevork packets sent through the
TOE are subject to router information flow contrales setup by the administrator.

All subsystems are involved in determining how aekea will be forwarded and or performing the
packet forwarding process. The controlling meck@si include the system configuration, protocol
state for the forwarding of the actual data.
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7.1.6.3 Subset information flow control (authenticated pgli

The TOE enforces an AUTHENTICATED SFP whereby infation is passed via application proxy
(Console, SAM). Administrators must first be gethaccess by the administrator and then
authenticated in order to access the router by @enSAM.

The TOE will only send and accept management cdiumscfrom properly configured or
authenticated sources.

7.1.6.4 Subset information flow control (export policy)

The TOE enforces an EXPORT SFP whereby informagiants are sent from the TOE to SNMP
trap and Syslog destinations.

The TOE will only send management data to propewhyfigured destinations.

7.1.6.5 Simple security attributes (unauthenticated policy)

The TOE uses traffic filters and protocol configioa and protocol state to enforce the
UNAUTHETICATED SFP.

The administrator configures the SR-Series rolatEESS-Series switches setting the following
protocols, standards, and services from the s@@8PFv2, I1S-1S, BGP-4, MPLS (LDP, RSVP-TE).
TCP/IP stack is implemented as a common protoeckdor IP, UDP and TCP communications.
That packets going to the TOE are first classiiigd forwarding classes (FCs).

Filter policies, also referred to as Access Coritists (ACLS), are templates applied to services or
network ports to control network traffic into (iregs) or out of (egress) a service access port or
network port based on IP, IPv6, and MAC matchinggpga. Filters are applied to services to look
at packets entering or leaving a SAP or networlrfate. Filters can be used on several interfaces.
The same filter can be applied to ingress traffaress traffic, or both. Ingress filters affectyonl
inbound traffic destined for the routing complerdagress filters affect only outbound traffic sent
from the routing complex.

Access Control Lists provide complete control aer traffic which is allowed to enter the network.
The SR OS routes the traffic that is permittedh®yibformation flow policies. All traffic passing
through the router is processed by the ACL attatbele interface/ protocol. An ACL is filter
policy applied on ingress or egress to a SAP omtanface to control the traffic access. The ACL
prevents an unknown party (identified by IP matciMedia Access Control (MAC) match criteria)
to access the router/switch’s infrastructure amdise layer, and provide security protections ofibo
layers. The ACL is processed top-down, with preggscontinuing until the first match is made.

All traffic that successfully clears the ACLs iopessed by the routing tables. The routing table i
processed top-down, with processing continuingl timei first match is made. The routing table may
be statically updated by a privileged administratodynamically through routing protocols.
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Dedicated CPM hardware queues are also allocateskftain traffic designated to the CPUs and set
the corresponding rate-limit for the queues. THetses drop or accept packets, as well as allocat
dedicated hardware shaping queues for traffic threto the control processors. CPM filters and
gueues control all traffic going in to the CPM,lunding all routing protocols. They apply to packet
from all network and access ports, but not to pckem a management Ethernet port.

The administrator specifies information flow poliaytes (routing protocols and ingress/egress
traffic filtering and peer filtering) that containformation security attribute values, and asseciat
with that rule an action that permits the inforroatflow or disallows the information flow. When a
packet arrives at the source interface, the inftiomaecurity attribute values of the packet are
compared to each information flow policy rule anlderw a match is found the action specified by
that rule is taken. The set of identifiers areoasded with the physical router interfaces.

Subject and information security attributes used ar
a. IP network address and port of source subject;
b. IP network address and port of destination subject;
c. transport layer protocol and their flags and atiéls (UDP, TCP);
d. network layer protocol (IP, ICMP);
e. Documented Special Use (DUSA) IPv4 addresses;
f. interface on which traffic arrives and departs; and
g. routing protocols and their configuration and state

IP/MAC filter policies match criteria that asso@ataffic with an ingress or egress SAP. A filter
policy compares the match criteria specified withifiiter entry to packets coming through the
system, in the order the entries are numberedaipdiicy. When a packet matches all the
parameters specified in the entry, the system tddeespecified action to either drop or forward the
packet. If a packet does not match the entry patens, the packet continues through the filter
process and is compared to the next filter entrgl, 0 on. If the packet does not match any of the
entries, then system executes the default actiecifsgd in the filter policy. Each filter policgi
assigned a unique filter ID.

When filter rule entries are created, they arergyed sequentially from the most explicit entrytie t
least explicit. Filter matching ceases when a paokatches an entry. The entry action is performed
on the packet. The TOE performs either drop avéod action. To be considered a match, the
packet must meet all the conditions defined inahiey. Packets are compared to entries in a filter
policy in an ascending entry ID order.

When a filter consists of a single entry, the fik&ecutes actions as follows:
a. If a packet matches all the entry criteria, theyéatspecified action is performed (drop or
forward); and
b. If a packet does not match all of the entry cragtine policy’s default action is performed.

If a filter policy contains two or more entries,chats are compared in ascending entry ID order:
a. Packets are compared with the criteria in the érgty ID.
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b. If a packet matches all the properties definedhénentry, the entry’s specified action is
executed.

c. If a packet does not completely match, the packeticues to the next entry, and then
subsequent entries.

d. If a packet does not completely match any subsearéries, then the default action is
performed.

TTL security parameters are used for incoming packBGP/LDP accepts incoming IP packets
from a peer only if the TTL value in the packegieater than or equal to the minimum TTL value
(values 1 — 255) configured for that peer. A Igpecific rate is also used for CPU protection. sThi
limit shall be applied to all interfaces within tegstem. The CPU will receive no more than the
configured packet rate for all link level protocols

The SR OS provides automatic detection of attaaffgdred by excessive control plane and routing
protocol traffic, and it recognizes signaturesahge common Distributed and other DoS (D/DoS)
attacks and further it will suppress these attagisg the ACLSs.

7.1.6.6 Simple security attributes (authenticated policy)

The TOE also enforces an AUTHENTICATED SFP wherigligrmation is passed via application
proxy (Console, SSH, file-copy). Users must fibstgranted access by the administrator and then
authenticated in order to access the router by @enSSH, file-copy.

Source subject security attributes are: sourcegrattlP protocol ID and address,
username/password and profile, source network iiteamremote or console session idle timeout,
maximum number of concurrent inbound remote sessaministrator permission for remote or
console access, local home directory for the adstratior for remote or console access. Destination
subject security attributes are: set of destinagignject identifiers (UDP/TCP port number).

Any packet that is destined to the SR OS, hasve ttee correct MAC address, and IP address that
has been assigned by the network operator to leet@ibémotely operate the SR OS. Once the
packet has been identified to be forwarded to tA&Cit is put under the influence of the CPM
filters.

Management Access Filters (MAFs) control all trath the CPM as well as all routing protocols.
These filters apply to packets from all ports tetriet management of the SR OS from other nodes
who are unauthorized. MAFs restricts access t&RES to small list of SAM servers or support
workstations. MAFs control all traffic going intbe CPM, including all routing protocols. They
apply to packets from all ports. The filters ased to restrict management of the SR router or ESS
switch by other nodes outside either specific (satyorks or through designated ports. By default,
there are no filters associated with security opgtioThe MAF and entries must be explicitly created
on each router. These filters apply to the manayefathernet port. MAFs are used to restrict
traffic on OOB Ethernet port. When the first maigiiound actions are executed. Entries must be
sequenced correctly from most to least explicit.
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7.1.6.7 Simple security attributes (export policy)

The TOE also enforces an EXPORT SFP whereby infbomavents are sent from the TOE to
SNMP trap and Syslog destinations.

Subject and information security attributes used ar
a. [Source subject security attributes: source netudehktifier; and
b. Destination subject security attributes:
) Syslog server IP address;
i) UDP port used to send the syslog message;
1)) Syslog Facility Code;
iv) Syslog Severity Threshold;
V) Set of destination network identifiers;
Vi) IP address of the SNMP trap receiver;
vii) UDP port used to send the SNMP trap;
viii)  SNMPv3 used to format the SNMP notification; and
IX) Security name and level for SNMPvV3 trap receivers.

For SNMP traps sent out-of-band through the Manayéathernet port, the source IP address of
the trap is the IP interface address defined oiMaeagement Ethernet port. For SNMP traps sent
in-band, the source IP address of the trap isytbees IP address of the SR OS.

Each trap target destination of a trap group rexsetiie identical sequence of events as defined by
the log ID and the associated sources and log &jelied.

The Syslog protocol is used to convey event netiiftcy messages. Parameters are defined
identified in RFC 5424 he Syslog Protocathich describes the format of a Syslog message.

7.1.7 F.TSF_Protection

The SR OS ensures the availability of security petars exchanged to/from the TOE to
RADIUS/TACACS+ servers (in the Operational envirant).

The SR OS ensures the availability of security petars imported from NTP servers (in the
Operational environment) to the TOE.

7.1.8 F.Console_Access

The SR OS has a direct connection via the phyB&&32 console interface and a remote console
connection to perform security management functiortss interface is controlled via an
information flow control (authenticated policy) dsfined herein. The SR OS requires local access
to initially configure. Local console authenticatiaccess via a RS-232 port to the router uses
administrator names and passwords to authenticgte &ttempts.

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApolD Page 66 of 80



E WA Alcatel-Lucent @ Alcatel-Lucent SR OS Security Target

Enabling a More Secure Fulure

8 RATIONALE

8.1 SECURITY OBJECTIVES RATIONALE

8.1.1 Threats and TOE Security Objectives

Table 3 provides a bi-directional mapping of Sagu@ibjectives to Threats. It shows that each of
the threats is addressed by at least one of tleeidgs, and that each of the objectives addregses
least one of the threats.

(7))
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g |28
El<Z < | <
n|Z2 O | w
S < | < | W
SHEIEIEE
olo|lo|lo|o
T.AUDIT X
T.TSF_DATA X
T.MEDIATE X
T.UNATTENDED_SESSION X
T.UNAUTH_MGT_ACCESS X

Table 3 - Mapping of Security Objectives to Threats
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T.AUDIT

Actions performed by administrators (modificatidiT@E
and network infrastructure and service layer syssecurity
configuration/parameters) may not be known to the
administrators due to actions not being recordeald(@me
stamped) or the audit records not being reviewadrgo
the machine shutting down, or an unauthorized
administrator modifies or destroys audit data.

The O.AUDIT objective requires that the TOE mitighis
threat by generating audit records. O.AUDIT requitee
TOE provide the Authorized administrator with the
capability to view Audit data. O.AUDIT requires thhe
TOE protect audit data. O.AUDIT also requires ti@ETto
restrict audit review to administrators who haverbe
granted explicit read-access.

The OE.ADMINISTRATOR objective on the environment
assists in covering this threat on the TOE by mneogithat
the administrator abide by the instructions proditg the
TOE documentation, including the administrator guice

to periodically check the audit record.

The OE.TIME objective on the environment assits in
covering this threat by requiring that the OE pdavi
accurate time to the TOE for use in the audit résor

These objectives provide complete TOE coveragbeof t
threat.
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T.TSF_DATA

T.MEDIATE

A malicious user may gain unauthorised access to
inappropriately view, tamper, modify, or delete TOE
Security Function (TSF) data.

The O.MANAGE objective requires that the TOE mitega
this threat by providing all the functions and ftieis
necessary to support the administrators in theiragament
of the security of the TOE, and restrict these fiams and
facilities from unauthorized use. This objective\pdes
complete TOE coverage of the threat.

The OE.ADMINISTRATOR objective on the environment
assists in covering this threat on the TOE by meogithat
the administrator abide by the instructions proditg the
TOE documentation, including the administrator guice

to periodically check the audit record, reducing th
possibility for error.

An unauthorized entity may send impermissible médion
through the TOE which results in the exploitatiery(,
destruction, modification, or removal of informatiand/or
other resources), and/or exhaustion of resourcethen
network (e.g. bandwidth consumption or packet
manipulation).

The O.MEDIATE security objective requires that ek
mitigate this threat by ensuring all informatiomtlpasses
through the network is mediated by the TOE.

O.MEDIATE requires that the TOE mitigate this thrbg
mediating the flow of information between sets GiH
network interfaces or between a network interfawktae
TOE itself in accordance with its security policy.

This objective provides complete TOE coverage ef th
threat.
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T.UNATTENDED_SESSION

T.UNAUTH_MGT_ACCESS

A administrator may gain unauthorized access to an
unattended session and view and change the TOHityecu
configuration.

The O. TOE_ACCESS objective requires that the TOE
mitigate this threat by including mechanisms tHate
controls on administrator’s sessions. Local andotem
administrator’'s sessions are dropped after an Acbtnator-
defined time period of inactivity. Dropping the caattion
of a local and remote session (after the speciiied
period) reduces the risk of someone accessingta and
remote machines where the session was establighed,
gaining unauthorized access to the session.

This objective provides complete TOE coverage ef th
threat.

An unauthorized administrator gains management sste
the TOE and views or changes the TOE security
configuration.

The O.I&A objective requires that the TOE mitig#tes
threat by uniquely identifying and authenticatihg t
claimed identity of all administrators before giagt
management access and to control their action&AO.
requires a administrator to enter a unique idetdind
authentication before management access is granted.
O.TRUSTED_ PATH ensures that the local console acises
secure.

These objectives provide complete TOE coveragheof t
threat.
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8.1.2 Assumptions and OSPs and Operational environment Qéctives

Table 4 provides a bi-directional mapping of Asstions to Security Objectives for the Operational
environment. Since the Security Objectives for@perational environment were derived directly
from the Assumptions there is a one to one mappatgyeen them. It is also clear since the Security
Objectives for the Operational environment are $ynaprestatement of the applicable assumption,
that each objective is suitable to meet its comadpg assumption.
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@) O | O O O | O O O O @) @) @)
A.ADMINISTRATOR X
A.GENPURPOSE X
A.CONNECTIVITY X
A.EXT_AUTHORIZATION X
A.LOCATION X
A.PHYSICAL X
A.INTEROPERABILITY X
A.TIMESTAMP X
A.TRUSTED X
PATH/CHANNEL
P.DEPLOYED_CONFIG X
P.USERS X
P.CONSOLE X

Table 4 - Mapping of Assumptions to Security Objecves for the Operational Environment
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8.2 SECURITY REQUIREMENTS RATIONALE

8.2.1 Security Functional Requirements Rationale

Table 5 provides a bi-directional mapping of Sagufunctional Requirements to TOE Security
Objectives. Table 5 demonstrates that each offipbcable objectives for the TOE is addressed by
at least one of the functional requirements antléheh of the functional requirements address at
least one of the objectives.

The table is followed by a discussion of how egapliaable Security Objective is addressed by the
corresponding Security Functional Requirementshdtuld be noted that some of the TOE Security
Objectives are satisfied by Assurance Requirenratiier than Functional Requirements. These
objectives are discussed in Section 8.2.3.

O.MANAGE
O.TOE_ACCESS

O.1&A
O.MEDIATE

|FAU_GEN.1
|FAU_GEN.2
|FAU_SAR.1
|FAU_SAR.2
|FDP_ETC.2 X X
|FDP_IFC.1(1)
|FDP_IFC.1(2)
|FDP_IFC.1(3)
|FDP_IFF.1(1)
|FDP_IFF.1(2)
|FDP_IFF.1(3)
|FIA_AFL.1(1) X

x| x| x| x| O.AUDIT

1 X1 X1 X1 X X
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O.TOE_ACCESS

O.AUDIT
O.MANAGE
O.MEDIATE

[FIA_AFL.1(2)

|FIA_SOS.1

|FIA_UAU.2

|FIA_UID.2

|FIA_UAU.5

x| x| x| | x| O.1&A

|FMT_MOF.1

|FMT_MSA.1

|FMT_MSA.3

|FMT_SMF.1

|FMT_SMR.1

x| X| X| X] X
X

|FPT_ITA.1

|EXT_FPT_ITA.1(1)

|EXT_FPT_ITA.1(2)

|FTA_SSL.3

|FTA_SSL.4

|FTA_TSE.1(2)

Table 5 - Mapping of Security Functional Requiremets to TOE Security Objectives

O.AUDIT

The TOE will generate audit records which will ingé the
time that the event occurred and the identity ef th
administrator performing the event. The TOE withvide the
privileged administrators the capability to revidwdit data

Doc No: 1607-001-D000

Version: v1.8

Date: 6 ApolD Page 73 of 80



WEWA

Enabling a More Secure Fulure

Alcatel-Lucent SR OS Security Target
Alcatel-Lucent @ " Hriy arg

O.MANAGE

and will restrict audit review to administrators winave been
granted explicit read-access. The TOE will alsotpct audit
data.

The TOE will generate audit records which will ingé the
time that the event occurred and the identity ef th
administrator performing the event. [FAU_GEN.1 and
FAU_GEN.2].

The TOE will provide the privileged administratone
capability to review Audit data. [FAU_SAR.land
FAU_SAR.2].

The TOE will ensure the availability of [NTP datafeived
from another trusted IT product within [the consite.of RFC
1305, Network Time Protocol (Version 3) Specifioati
Implementation and Analysis] given the followinghditions
[external NTP server services are available, the i& a
network connection to a NTP server with a direcitymected
device that provides Coordinated Universal Time Q)Tsuch
as a GPS or atomic clock, and the TOE has beerepyop
configured for NTP protocol].

The TOE will provide all the functions and facésinecessary
to support the administrators in their managemerthe
security of the TOE, and restrict these functiond acilities
from unauthorized use.

The TOE is required to provide the ability to rettthe use of
TOE management/administration/security functions to
authorized administrators of the TOE [FMT_MOF.1heT
TOE will capable of performing security management
functions. The TOE is capable of performing numerou
management functions including start-up, shutdcanal,
creating/modifying/deleting configuration items
[FMT_SMF.1].

The TOE must be able to recognize the adminisgatle that
exists for the TOE [FMT_SMR.1].

The TOE must restrict the ability to manage seywitributes
associated with the UNAUTHENTICATED SFP to the
administrator. [FMT_MSA.1]

The TOE must allow the privileged administratospecify
alternate initial values when an object is created.
[FMT_MSA.3].

The TOE ensures that all administrator actionsltieguin the
access to TOE security functions and configuratiata are
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O.1&A

O.MEDIATE

controlled. [FMT_SMF.1, FMT_FMT_MOF.1]

The TOE ensures that access to TOE security fureaod
configuration data is based on the assigned adiratos role.
[FMT_SMR.1]

TOE ensures that the management functions areahl@awia
console access and other OOB & IB functions (s¥s|og,
SNMP). [FDP_ETC.2]

The TOE will uniquely identify and authenticate themed
identity of all administrative administrators beéogranting
management access and to control their actions.

The TOE must uniquely identify and authenticatediagmed
identity of all administrative administrators befagranting
management access. Administrators authorized &sadbe
TOE must be defined using an identification andhantication
process [FIA_UID.2, FIA_UAU.2]. Before anything ags on
behalf of the administrator, the administrator'sntity is
identified to the TOE [FIA_UID.2]. Multiple consetve
unsuccessful attempts to authenticate result kirigoof the
account until the authentication administrator medges it
[FIA_AFL.1(1) and (2)]. The TOE must increase tieday
between login attempts exponentially after eadeddogin
attempt. The TOE must also check passwords forgagi
minimum length, login attempts, and complexity [FROS.1].

The TOE must provide RADIUS, TACACS+, and local
authentication mechanisms to support administrator
authentication. The TOE must ensure the avaitsioh
RADIUS/TACACS+ protocol authentication data provdde
or received from another trusted IT product witthia
constraints of RFCs 2865, 1492 and 2138 providat th
external authentication services are availablesitlzer
RADIUS, TACACSH+, or both, and the TOE has been prlbyp
configured for RADIUS/TACACS+ authentication protbc
[FPT_ITA.1, EXT_FPT_ITA(1)]

The TOE must mediate the flow of all informatiotwiaen
hosts located on disparate internal and externavoeks
governed by the TOE. The TOE must mediate thedflow
information between sets of TOE network interfamres
between a network interface and the TOE itselfcecoedance
with its security policy.

The TOE is required to identify the entities invedvin the
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unauthenticated information flow control SFP [FDIFCI1 and
FDP_IFC.2] and to identify the attributes of thercistrators
sending and receiving the information in the unanticated,
unauthenticated and export SFPs [FDP_IFF.1(1),
FDP_IFF.1(2), and FDP_IFF.1(3),].

The policy is defined by saying under what condisio
information is permitted to flow [FDP_IFF.1]. Infoiation that
is permitted to flow will then be routed accordtoghe
information in the routing table [FDP_IFF.1].

The TOE ensures that there is a default deny pédicthe
information flow control security rules [FMT_MSA.3]

The TOE ensures that the export of user data isated.
[FDP_ETC.2]

O.TOE_ACCESS The TOE will provide mechanisms that control a
administrator’s logical access to the TOE and tplextly
deny access to specific administrators when appatgr

The TOE will terminate an interactive session adier
administrator defined time interval of administratmactivity.
[FTA_SSL.3]

The administrator is also able to terminate thein anteractive
session. [FTA_SSL.4]

The TOE will deny session establishment after an
administrator defined number of active SAM sessions
[FTA_TSE.1l. This requirement limits the numbeirdgfound
SAM sessions.

8.2.2 Assurance Requirements Rationale

Alcatel-Lucent has decided that the TOE will beleated at EAL2, augmented with flaw
remediation. This combination is termed EAL2+.isTirovides a level of independently assured
security that is consistent with the postulateédhenvironment. Specification of EAL2+ includes
the vulnerability assessment component.

Doc No: 1607-001-D000 Version: v1.8 Date: 6 ApolD Page 76 of 80



WEWA

Enabling a More Secure Fulure

Alcatel-Lucent @

Alcatel-Lucent SR OS Security Target

8.2.3 Functional Requirement Dependencies Rationale

8.2.3.1 Dependency Analysis

Table 6 identifies the Security Functional Requieais and their associated dependencies. It also
indicates whether the ST explicitly addresses e@gendency. Notes are provided for those cases
where the dependencies are satisfied by compondmts are hierarchical to the specified
dependency. Justification for any dependencieswdiie not satisfied is listed at the end of Table

10.

SFR Name Dependency Dependengy
Identifier Met
FAU_GEN.1 Audit data generation FPT.STM.1 Y, OE

objective
FAU _GEN.2 User identity association FAU GEN.1 Y
FIA_UID.1

FAU_SAR.1 Audit review FAU_GEN.1 Y

FAU_SAR.2 Restricted audit review FAU_SAR.1 Y

FDP_ETC.2 Export of user data with security FDP_IFF.1(3) Y
attributes

FDP_IFC.1(1) Subset information flow control FDP_IFF.1(2) Y
(unauthenticated policy)

FDP_IFC.1(2) Subset information flow control FDP_IFF.1(2) Y
(authenticated policy)

FDP_IFC.1(3) Subset information flow control FDP_IFF.1(3) Y
(export policy)

FDP_IFF.1(1) Simple security attributes FDP_IFC.1(2) Y
(unauthenticated policy)

FDP_IFF.1(2) Simple security attributes FDP_IFC.1(2) Y
(authenticated policy) FMT MSA.3

FDP_IFF.1(3) Simple security attributes (export | FDP_IFC.1(3) Y
policy) FMT_MSA.3

FIA_AFL.1(1) Authentication failure handling FIA_UAU.1 Y, see
(console) FIA_UAU.2

FIA_AFL.1(2) Authentication failure handling FIA_UAU.1 Y, see
(exponential backoff) FIA_UAU.2
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SFR Name Dependency Dependeng
Identifier Met
FIA_SOS.1 Verification of Secrets NONE Y
FIA_UAU.2 User authentication before any actioh ~ FIAD.1 Y, see

FIA_UID.2
FIA_UID.2 User identification before any action NEN Y
FIA_UAU.5 Multiple authentication mechanisms NONE Y
FMT_MOF.1 Management of security functions | FMT_SMR.1 Y
behaviour FMT SMF.1
FMT_MSA.1 Management of security attributes FDP_IFC Y
FMT_SMR.1
FMT_SMF.1
FMT_MSA.3 Static attribute initialization FMT_MSA.1 Y
FMT_SMR.1
FMT_SMF.1 Specification of management functigns NON NA
FMT_SMR.1 Security roles FIA_UID.1 Y, see
FIA_UID.2
FPT_ITA.1 Inter-TSF availability within a defined NONE Y
availability metric
EXT_FPT_ITA(1) | Inter-TSF availability with a defide | NONE Y
availability metric
(RADIUS/TACACS+)
EXT_FPT_ITA(2) | Inter-TSF availability with a defide
availability metric (NTP)
FTA_SSL.3 TSF-initiated termination, NONE NA
FTA _SSL.4 User-initiated termination NONE NA
FTA_TSE.1 TOE session establishment (Remotg) NONE A N

Table 6 - Security Functional Requirement Dependenes

Doc No: 1607-001-D000

Version: v1.8

Date: 6 ApolD

Page 78 of 80



Alcatel-Lucent SR OS Security Target
’EM Alcatel-Lucent @ u urity Targ

Enabling a More Secure Fulure

8.2.3.2 Justification for Unsatisfied Dependencies
There are no unsatisfied dependencies.

8.3 TOE SUMMARY SPECIFICATION RATIONALE

8.3.1 TOE Security Functions Rationale

Table 7 provides a bi-directional mapping of Segufunctions to Security Functional
Requirements. It shows that each of the SFRsdseaded by at least one of the Security Functions
and that each of the Security Functions addregdeast one of the SFRs. For a description of how
each Security Functional Requirement is addresgeldebcorresponding Security Function refer to
section 7, TOE Summary Specification.

E Z
i =
= )
L L 7))
Q = | Z |0
< O |O (W
zZ x |= (@)
2 7s) < |_||_J <|
L
CIBI5 R
= % < |x D'| %2)
Sl<|Q|8|a 518
< |20 |~ |20
LL (LL |LL (LL |LL |LL |LL
FAU_GEN.1 X
FAU GEN.2 X
FAU_ SAR.1 X
FAU SAR.2 X
FDP_ETC.2 X
FDP_IFC.1(1) X
FDP_IFC.1(2) X [ X
FDP_IFC.1(3) X
FDP_IFF.1(1) X
FDP_IFF.1(2) X [ X
FDP_IFF.1(3) X
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E Z
i =
= )
L L 7))
Q = | Z |0
< O |O (W
zZ o |= QO
2 7s) < |_||_J <|
W |~
- Blz g
= % < |x D'| %2)
Sl<|Q|8|a 518
< |20 |~ |2 |~|O
LL (LL |LL (LL |LL |LL |LL
FIA_AFL.1(1) X
FIA_AFL.1(2) X
FIA_SOS.1 X
FIA _UAU.2 X
FIA _UID.2 X
FIA_UAU.5 X
FMT_MOF.1 X X
FMT_MSA.1 X X
FMT_MSA.3 X X
FMT_SMF.1 X X
FMT_SMR.1 X X
FPT ITA.1 X
EXT_FPT_ITA.1(2) X
EXT_FPT_ITA.1(2) X
FTA SSL.3 X
FTA SSL.4 X
FTA TSE.1 X

Table 7 - Mapping of Security Functions to Securityrunctional Requirements
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