IDmove v4 on Infineon =

—_—

———

In BAC configuration ——

/
with AA and/or CA in o%

Public Security Tar %

&

\\\




{()) IDEMIA

About IDEMIA

OT-Morpho is now IDEMIA, the global leader in trusted identities for an increasingly digital
world, with the ambition to empower citizens and consumers alike to interact, pay, connect,
travel and vote in ways that are now possible in a connected environment.

Securing our identity has become mission critical in the world we live in today. By standing
for Augmented Identity, we reinvent the way we think, produce, use and protect this asset,
whether for individuals or for objects. We ensure privacy and trust as well as guarantee
secure, authenticated and verifiable transactions for international clients from Financial,
Telecom, Identity, Security and IoT sectors.

With close to 03bn in revenues, | DEMI A i s
Technologies) and Safran ldentity & Security (Morpho). This new company counts 14,000
employees of more than 80 nationalities and serves clients in 180 countries.

| For more information, visit www.idemia.com / Follow @IldemiaGroup on Twitter

© IDEMIA. All rights reserved.
Specifications and information are subject to change without notice.
The products described in this document are subject to continuous development and improvement.

All trademarks and service marks referred to herein, whether registered or not in specific countries, are the properties of their respective owners.

- Printed versions of this document are uncontrolled -

) ) ) e

Security Target



{()) IDEMIA

APPROVAL
Name Position Date - Signature
CRON-SILVY, Julien Author

Approuver FQR 110 9125 Issue 2 par Julien CRON-SILVY le 15-07-2019.msg

BOUDINEAU, Jéréme

Product Manager

>4

Approuver FQR 110 9125 Issue 2 par Jerome BOUDINEAU le 18-07-2019.msg

Security Target

> 3/11¢




{()) IDEMIA

DOCUMENT REVISION

Date Revision | Modification Modified by
2019/03/21 | 0.1 Creation CRON-SILVY Julien
2019/03/26 | 1 Approve Issue 1 of the document CRON-SILVY Julien
2019/05/24 | 1.1 §2.1.2: Update OS Commercial Version to 090804 and | CRON-SILVY Julien
OS Unique Identifier to 3C1D.
§10: Update [IC_ST] reference
2019/06/20 | 1.2 810: Update [IC_ST], [IC_CERT] & [IC_PPM] | CRON-SILVY Julien
references
§10: Add [ISO_9796_2] & [TR_03111]
§7.1.2.3: Update FCS_COP.1.1/SIG_GEN referenced
standards
2019/07/18 | 2 Approve Issue 2 of the document CRON-SILVY Julien

Security Target

4/11¢€



{()) IDEMIA

TABLE OF CONTENT

1 ] N N N 13
0 A o1 o o 11 o 1o o PSR 13
1.2 PrOQUCT OVEIVIEW......ciiiiiiiiiiiieeeeee e 13

2 ST INTRODUCTION. ... ettt ettt e e e s e e e ea e eaaaees 14
2.1 ST reference and TOE refereNCe. ... ..uuuuuuuiiiiiiiiiiiiiiiiiiiiiiieeiieeneenneneneeereeeeres 14

0 R S I Y (=T = o = PP 14
2.1.2 TOE r€fEIENCE......ciiiiiiiiiiiiiieieeeee e 14
2.1.3 1€ IdeNntifiCAtION......ccieiiiiiiiiiiiiiiiie e 14
2.1.4 TOE Delivered ParlS.........uuuiiiiieiiiieeiie et e e e e 15
P2 N O 0 V= V=Y 16
2.2.1 Usage and major security features of the TOE.............coooiiiiiiiiiieniiiiininnn. 16
N 1 © 1 1Y/ o 1= PRSPPI 18
2.2.3 TOE @ CYCIB.cuuuei e 19
2.2.3.1 Life CYCIE OVEIVIEW......ccc i 19
2.2.3.2 Life CYClE PRASES ....cooiiiieiie ittt 21
2.2.4 Required noATOE hardware/Software/firmware.............ccccceveeeiiiiiiiinennnnenn. 23
2.3 TOE O8SCIIPTION . ...ttt 24
P2 B R @ 1 N (o] 11 (= ox (1 = PP 24
2.3.2  INtegrated CIrCUIL .......ccviiiiiiiiiiiiii it 25
2.3.3  LOW JAYET .. e 26
2.3.3.1 IDEMIA Basic Input/Output SYSteBIOT.........ooiiiiiiiieiiieee e 26
2.3.3.2 IDEMIA Cryptographic lIBrarZifypto) .........oooueeeeeiiieiiiiiieiee e 26
2.3.4  PlatformM IAYEI....uu e 26
2.3.4. 1 SBIVICES. ittt ettt e e e e e e e e e aaae s 26
2.3.5 Authentication ProtOCOIS........cciiiiiiiiiiiicie e 27
2.3.5.1 Terminal AUtNENTICAtIONTA). ... cceiitiieei ittt 27
2.3.5.2 Chip Authenitcation CA ..o 27
2.3.5.3 Password Authenticated Connection Establishm@&®®QE VR..............cccoveevvnneenne, 27
2.3.5.4 Basic ACCESS CONTBAAD ....cooeiiiiiiitiiie ettt e e e e e eeeae s 27
2.3.5.5 Active AUtNENLICALIONAA) ......ueiieiiteie et 28
2.3.6  APPIICALION TQYEI.....ciiiiiiiiiiiiiiiiiiiie 29
2.3.6.1 StartUp and ApplicationManager BOOL) .........ccooiuiiieiiiiieeiiiiieeeniee e 29
2.3.6.2 Application Creation ENGINACRIE..........coiiiiiiiieii e 29

> > > 5/11¢

Security Target



{()) 1IDEMIA

2.3.6.3 ReSident APPICAtIONRA) ... ueiiee ettt e s r e e e e e e e e e e e aaae s 29
2.3.6.4 Machine Readabl&ravel DocumentMRTD)........coociiiiiiiiiiiii e 29

3 CONFORMANCE CLALMS. ... .ot e e e e eae e 30
3.1  Common Criteria CONfOIMENCE........uuuuuiiiiiiiiiiiiiii e 30
3.2  Protection Profile CONfOrmManCe.............uuuuuiiiiiiiiiiiiiiiiiiiiieeeees 31
B.2.1 OVEIVIBW. ...ttt ettt ettt ettt e e e e e e e e e e e e e e 31
3.2.2  ASSUIMPLIONS ..ttt 31
12,3 TRFEALS ...t 32
3.2.4 Organizational Security POIICIES.........ccoeiieiiiiiiiice e 32
3.2.5  SECUNMLY OIJCUVES ... .eutiiiiiiiiiiiiiiiiietiieeeeeeeee bbb beneesnsennenee 33

4 SECURITY PROBLEMIBHEION......ccuuiiiiiieiii et ee e e e e e e 34
A1 ASSES. .. ittt et et 34
4.1.1 Logical MRTD datal..........uuiiiiieeiiiiiiiiiee e e e 34
4.1.1.1 PErSONAI DALA.........tveieiiriiie ittt 34
4.1.1.2 BIiOMELHC DALA ... .uueeiiiieeiiiiiiie ettt e e s a e e e s e e e e e e e e 34
4.1.1.3 EF.COM. ittt 34
4104 EF.SOD. ..ot 34
4.1.1.5 Chip Authentication Public KEGA_PK)........cooiiiiiiiiiiiiiiiieiee e 34
4.1.1.6 Chip Authentication Private KE@A SK)........ooovviiiiiiii 35
4.1.1.7 Active Authentication PUblic KERA_PK)......oooiiiiiiiiiii e 35
4.1.1.8 Active Authentication Private KERA_SK)........oovviiiiiiiiiii 35
A.1.0.9 CPLC i 35
411 A0TOE Do 35
4.1.1.11Prepersonalization Agent keys (RPDEISO_K).......coiiuiiiiiiiiiiiiiiiieee e 35
4.1.1.12Personalization Agent Keys (Perso.K)......cccccoiiiiiiiiii 35
4.1.1.13BAC KEYS (BAC _K)...o.veeeeeeeeeeeeeeeeeeeeeeeseeeees s st s s eeeene s en e n s e 35
4.1.1.14Secure Messaging sessikeys (SesSion K).........covvvvvviiiiiiiiiiiee 35
4.1.1.15TOE Life CyCle State (LECS). ... ittt ettt ettt et e e sbaee e 35
4.1.1.16CoNfIguration DAtA..............ccviviiiiiiiiiiiiee e 35
It I 7o T [ o = Y o T [ SRR 35
4.1.1.18Load Secure Key (LSK) and Diversified LSK (DIV..LSK)......cccccoiiiiiiiiiiiiieiiiieeees 36
412 ! dziKSyGAOAGe 2F..0KS..awt504..0KA.LJ... 36
A U | ][> o TP 37
.21 OVEIVIEW....ceeiiitiie e e e ee ettt e e e e e e e e e e e et e e e e e e e e e e esasa e e e e eaeeeennennns 37
4.2.2  1C MANUFACTUIEE. ... eiiieieiieieeeeie e 37

) ) ) e

Security Target



{()) 1IDEMIA

4.2.3 MRTD packaging reSPoNSIDLE............uuuuiiiiiiiiiiiiiiiiiiiiiiieeieeeeeeees 37
4.2.4 Embedded softwaréoading responsible............ccooceeiiiieiiiiiiie e, 37
4.2.5 Prepersonalization AQENL............uuuuuuuruueiiiiiieiiiiieiiiiieeeeieneieee e 37
4.2.6 Personalization AQEMNL...........uuuuuuuuueuiiiiiiiiiiiieiiiiieieeeee e 37
O A =111 0110 T | 38
4.2.8 INSPECHION SYSLEM (IS)....eeeeieiiiiiiiiiiiiiiieiitiieiiiieii bbb 38
e B Y/ D I o] o = N 38
O O I = Y= = N 38
N 1 = 1] (= (PSR 38
T AN =TT W {1 0] o) o ] 1 PSSO 39
431 AMRTD Manufack aw¢ 5 Y I y ®@FF GlidENI&Y. F....0.2.....c.£39
432 AMRTD Deliveri aw¢5 RSt AGSNE RdANAY.3..a0sSl13@a n (2 c
433 APers Agentit SNB2Y AT FGA2y...2F. 0KS..awtB308 OKA LX
434 Alnsp SysiLyalJSOdGAz2y {eaidsSyvya .F2NlL.3L.20I130 Ay idSNE
435 ABAGKeysd / NBE LJG23INI LIKAO ljdzk f A& &£.2.F........) L&A O ! OOS.
436 Alnsp Sys Chip Authd Ly aLlSOGA2y {eaidsSvya F2NJ 3t 2ol
F dzl KS YA QA LB e 39
43.7 ASignature PKht YL F2NJ t | aaAads.. . ..dziKSy.0.A.QBAIA2Y ¢
N I 0T == 1S 41
441 T.Chip IMLRSYGATFTAOI GA.2Y...2.F...,awt.5.Q4.. . QKAA4DE
442 TSkimmingt { {AYYAy3a GKS..£.23A0Lf.. . .awt5.£..41
4.43 T.Eavesdroppingt 9 GSARNRLIIA Y I G2 GKS 02YYdzyAOF (A:
B8 A .S X 41
444 T.Forgend C2NASNE 27F RFQL...2y. . .awt5.Q4. . 0KALE
445 TAbuseFnncd! 6dzaS 2F Cdz/.O0A2y LI A0.8£......42
4.4.6 T.Information Leakag& LY F2 NX I GA2Y [ SI {1 LAS..ENBXY aw¢5Q:
447 T.PhysTamperdt K& & A O f ... ¢.L.Y.LISNA.Y. T oo 42
448 TMalfunctiondal £ Fdzy O A2y RdzS G.2. . 9Y.OANRYBSY (il
4.49 T.Configuratond ¢ I YLISNAY I | Ga0SYLIWI 27F .0KS.. &89 RdzNAYy
4.4.10 T.Counterfeitd a We¢ 5 Qa&....0 KA LI ..ccooooiiieeeeeeeeeeeeeeeee e 43
4.4.11 T.UNQUENOMZEU_LOAM........uuuuuiiiiiiiiiiiiiiiiiiiiiieiiiiiiiebbebebbeeeeeeeeeeeeeeeseeeeeeeeeennne 43
o W = 7= To Y A ox 1) 1o o P 43
4.5 Organisational Security POIES.............ooiiiiiiiiii e 44

451 P.Manufacta a b ydzF I OG dzZNA y3 2F...0.KS..awe5038440KA LXE

Security Target

> > > 7111€



{()) 1IDEMIA

................................................................................................................... 44
453 P.Personal Datdat SNE 2y f RI GF.. . LINRG.SQOA2.Y... 442T A 08¢
5 SECURITY OBJIECTIVES ... .oii ittt eae e 45
5.1 Security objectives for the TQE............ccoiiiiiiiiiie e 45
511 OT.AC Ped! OO0Saa /2y iNRt F2NJ t SNR2Y.LLAS | GA2Y
51.2 OT.Data Indb LYy G SIANAKRG& 2F.. LISNR2YL.f.. RL.0OL.£45
513 OT.Data Confi / 2y FARSY GALF £ A.0.8...2.F. .. LISNE2.Y.L.85 RI G ¢
5.1.4 OT.ldentificatond LRSY GAFAOFI GA 2y | yR...L.dz0i.KSy46A OF GA2Y
5.1.5 OT.Prot_Abuséruncat NB 4 SOG A2y | AL Ay a.i..l.0.dza.85 2F Cdzy (

51.6 OT.Prot Inf Leakt NP GSOGA2Yy | Al Ayal. LYy F2NNMbliA2Yy [ S
5.1.7 OT.Prot_Phydamperdt N2 4§ SOG A 2 y ¢ -3V LAS/NERGY. 3.6K.2.846 O | €
5.1.8 OT.Prot_ Malfunctionrdt NR 1 SOGA2Y | JL.AY.Al....alLf.FdeyOlA2ya.

5.1.9 OT.Chip Auth Proait NE2F 2F aw¢5QA..OKALL.L.dZ4&K Sy (A OA (

5.1.10 OT.Configuratiorit NRB § SOl A2y 27F .LG.KS..¢.h9...LINB4BI NI GA2Y

5.1.11 OT.Secure_Load ACode{ SOdzNB f 21 RAy 3 2F..0.KS..46RRAGAZY

5.1.12 OT.Secure_AC_Activatian{ SOdzNBE | OGA G GA2V...2.F...4KS | RRAI

5.1.13 OT.TOE_ldentificatiod { SOdzNB A RSy (i A ETA.QL.GA2Y...24¥¢ GKS ¢h
5.2 Security objectives for the operational environment.............ccccoeeeeeeiiiiiiiieeneeennn, 48

5.2.1 Issuing State or Organization.............couvviiiiiiiiiiiiiiiiiiiiieieeeeeee e 48

5.2.1.1 OE.MMRTD Manufacit N2 G SOl A2y 2F YmAE..awe.5..al.y.dsF | Ol dzNA
5.2.1.2 OE.MRTD Deliverft N2 1 SOl A2y 27T ..0.KS...awe.5...RS{.A48SNE ¢

5.2.1.3 OE.Personalizatod t SNBR 2y I t AT I GA2y..2.F. . .23 A0Lf..48w¢5é¢
5.2.1.4 OE.Pass_Auth_Sign! dzi KSy GA Ol GA2y 27F {.23AQLf...a48¢5 o0& { A
5.2.1.5 OE.BA&Keysd / NEB LJGi 2 ANI LIKA OO Faa t Az wi.REL...X.58.89 ! O
5.2.1.6 OE.Auth MRTB aw¢ 5 ! dzi KSY.0.A.QL.0.A2.Y... Y.88 4. ..........49

5.2.2 Receiving State or OrganizatiOn.............ccuuiiiiiiiiiiiiiiiiiiiiiiiiieeeieeeee e 49
5.2.2.1 OE.Exam MRT®O9 El YAY Il A2y 2F (KS.aw6b5..LJ. 24492 NI 022
5.2.2.2 OE.Exam_Chip Aui 9 EI YAY Ll GA2Y 2F (GKS..QKA.LL.L.AZAK Sy GA OA
5.2.2.3 OE.Passive_Auth Vedf+ SNA FA Ol A2y o0& .t.L.AAAGS. 1.8 KSYyGAOl
5.2.2.4 OE.Prot_Logical MRT®Dt N2 i SOl A2y 2F Rl GL..ENRY..0.BOS f23A0!

5.3  Security ODJECTIVES ratiONAlE..........uuuuiiiiiiiiiiiiiiiiiiiiiiiiieieiieebbeebeeeeeeeeeeeeeeeereeaeeeeeee 51

o0 701 R 1 1 o o |1 o 1o o 1P 51

5.3.2 Rationales for ASSUMPLIONS.........ceviiiiiiiiiiiiiiiiiiiiiiieeee ettt 52
5.3.2.1 AMRTD_Manufact..........ccoooiiii 52
5.3.2.2 AIMRTD_DEIIVEIY . ..cceiiitiiieiitite ettt ettt e nbee e e 52

) ) ) e

Security Target



{()) 1IDEMIA

5.3.2.3 AP IS AQBNL et a e aaa 52
5.3, 2.4 A NS Sy S ittt 52
5.3.2.5 A.INSP_SYS ChiP _AULN.....oiiiiii it e e raaeeee s 52
5.3.2.6 ABAGKEYS. ... 53
5.3.2.7 A.SIGNAIUIE _PKlL..iiiiiiiiiiiiiiiee ettt e e e e e e e e e e e e e e aaaaaes 53
5.3.3 Rationales for TRrealS.........ccuuviiiiiiiiiiiiiiiiiiiee e 54
5.3.3.1 ToCID 1D ettt ettt 54
5.3.3.2 T.Skimming and T.EQVESArOPPRING .. ....vveeeiririeeeiiiie ettt 54
5.3.3.8 T O g Y et 54
5.3.3.4 T ADUSEFUNC. ..cci ittt ettt e et e et e e e nb e e e e enbe e e e e snteeeeeanees 54
5.3.3.5 T.Information_Leakage, T.PRyamper and T.Malfunction...............cccecvveeniiineennn 54
5.3.3.6 T.CoNfIQUIAtION......ccce i 54
TR T i A I @0 18] (= ¢ (= | SRS 55
5.3.3.8 T.Unauthorized _Load............ccooiiiiiii 55
5.3.3.9 T.BAU_ACHVALION. .....coiiiiiiiiitiie ettt 55
5.3.4 Rationales for Organisatial Security POlICIES..............covvviiiiiiiiiiiiiiiiiiiiiinee, 56
IR R N |V =T ) =T SRS 56
5.3.4.2 P.PersoNaliZation.............uueiiiiiiiiiiiiie ettt 56
5.3.4.3 P.PerSONaAl_DaLA.......coiiuiiiiiiiiii et 56
6 EXTENDED COMPONERESINITION.......iii e 57
6.1 Extended components definition..........ccceeeeeiiiiiiiiiiii e 57
6.1.1 Definition of the Family FAU_SAS...........ooiiiiiiiiiee 57
6.1.2 Definition d the Family FCS_RND...........ccoooiiiiiiiiiiiiiiiiiieee 58
6.1.3 Definition of the Family FMT _LIM.......cccooiiiiiiii e, 59
6.1.4 Definition of the Family FPT_EMS ... 60
6.1.5 Definition of the Family FIA APRL........oiiiiee e 61
7 SECURITY REQUVIRITS. ....oiiii e e e e e e e e e e e e an e e enaeees 62
7.1 Security functional reqUIrEMENTS..........uiiiiieiiieece e 62
7.1.1 ClassFAAd { SOdzNA.G.28....L.dZRA. L. oo 64
7.1.1.1 FAU SASA! dzZRA G {.0.2. NI TS i 64
7.1.2 Class FOB/ NENJBGLIKIA O .{. .dzLILI2Z. NI £.oovviveeeeeeeeeeeeeee 64
7.1.2.1 FCS_CKMA/ NE LJG 2 AN LKA O...1.8.8....3.8y.SNL.G.A2Y.£...64
7.1.2.2 FCS_CKMé/ NE LJG 2 NI LKA O..1.58...RSA.0G.NHzOL.A.2.y.£65
7.1.2.3 FCS_COPAL/ NE LJG 2 A NI LIK.A.O...2. LISNI.OA 2V &, 66
7.1.24 FCS RNDAv dzl f A& YSGONXO .E2.NI.NL.Yy.R2Y..y.dzY.0.68\NA ¢
713 ClassFIELRSY GATFTAOF GA2 V. Ly R..L.dz0.KSY.0.A Q0169 A2y ¢

) ) ) e

Security Target



{()) 1IDEMIA

7131 FIAUDKH ¢AYAY3T 2F ARSY.GATAQLAAZY. & 69
7132 FIAUAUBI ¢ AYAY 3 2F L.dzi.KSy.0AQOLGA2Y . .............69
7133 CL! ¢! 1! davd & { AERSY G A Ol..G.A2.y...XY.S. QK. \.A.4.Y.8%
7134 CL! ¢! !} ®dp GadzZt GALI S F.dzi.KSy.0AQLGA2Y.. . YBOKIYA&Ya
7.1.3.5 FIA_UAU.6 wISdzli KS Y G.A.QL.0.A Y. T b 71
7.1.36 FIA AFL.t Hz0 KSY G A OF G A2 y.. FLAf.dzNB.. KLY RL.AY.3£71
7137 FIAAPLBI ! dz0 KSY GAOF GA2y. . . t.NR2F...2F.  LRSY.G.AGRE

7.1.4 ClassFD®' a SNJ 5 G F.....t.NR.O.S.QUA2.Y & 72
7.1.4.1 FDP_ACCA{ dzo0 4 S | 008 4.4.. 02 Y 0NR L. & oo, 72
7.1.42 FDP_ACFA. I aA O { SOdzNRG& | G4 NRG.dzi.S....0.:.48R73 00Saa O
7143 FDP UCT4.  aA 0 RI G+ SEOKLY.3S.. . Q2y.TARSY.OAFE Al ¢
7144 FDP_ UIT& 5 GF SEOKIF VIS AY.ASINRALEL i 77
7.1.4.5 FDP_ITC.dmport of user data without security attributes.............cccevvvivieeiennnn. 78

7.15 ClassFM#i { SOdzNA (& al.y b3S Y.Sy b e, 78
7151 FMT MOB al y I 3SYSy (i 27 . F.dz/ O0.A2y.A. . AY..0.{.CE8
7152 FMT SMF.&i { LISOAFTAOLF GA2y 27F ..aly.L.3S8Y.Sy.0..Cda0iA2Yyaé
7.1.5.3 FMT_SMR.tt { SO dzNRA.G.&... NR.E.SA L. oo 79
7154 FMT LIMB [ AYSR OF LI.QALALASAL e 79
7155 FMT LIM&A [ AYAGSR L.@LEALLOALALEE i 80
7156 FMT MTD.ial y I 3SYSy i 2% .¢{.C..RE.GLE.& i 80

716 ClassFPdt N2 1 SOGA2Y 2F G.KS..{.SOdzNR{.B..C8yO0A2Ya:
7.1.6.1 FPTEMSACHh O QY I Wb A 2. & i 81
7.1.6.2 FPT_ FLSACI A f dzNB 6 A 0 K LINB & SNBL.GA2Y...2F..8880dz2NB a4 Gl (
71.63 FPT.TSTAC { C (.S AN A Y. T 82
7.1.6.4 FPT PHPBwSaAradl yO0S (2. .LK2aAQLL. . . L.0.4L.01.£.82

717 Chaa C¢t &¢NUzAGSR.LL.OKKOKL.Y.Y.Sf.4.£..84
7.1.7.1 FTP_ITCA L Yai{SANJ (0 NHza (G.S.R...QK L. V.Y .Sf & 84

7.2 Security assuranCe reqUIFEMENLS. ... ...uuuuiiieeeeeieieiiiiee e e e e et e e e e e e e e e 85

7.2.1 EAL FrAtONAIE.......coi i 85

7.2.2 EAL augmentation rationale.............coovvviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee e 85
7.2.2.1 ALC_DVS.2 "Sufficiency of Security MEaSULES".........cccoieeiiiiieeiiiiie e 85
72221 5xPC{t ®p G/ RANKISIHISTESTYHRA2Y |t ALISOAFAOLIGAZ2Y ¢

85

72231 5 @Lb ¢ du NG20S dANB.R....A Y 0.8 NI L L &L, 85
7224 ADVE5{ ®on &a{ SYAF2NNL.f..Y.2Rdz. LNL.RSAATYE..85

72251 [/ ¢/ a{®dp a5S@St 2LIVSy.iL..02284../[.a..020586 IS¢
7226 ! [/ @¢! ¢dH &/ 2YLAE Al yOS SAGLK..AYLESY.SY.080A2Y
72271 ¢9 Y5t ¢do a¢SadAy. Y. .Y.2Rdz L.NL.RSAAIY.E. .. 86

Security Target

) ) ) w11

aal



{()) 1IDEMIA

7.2.3 DEPENUEITIES......cceiiiiiiiiiiiiieiie ettt 86
7.3 Security requirements rationNale.............ccooeeeeiiiiiiiiiii e 88
7.3.1 Security Functional Requirements Rationale.............cccccccvvvvviiiiiiiiiiininnnnnn. 88
A T8 N A O AV Y1 SRR PPRR 88
7.3.1.2 OT.AC_PEIS ....ooirieiieiiiieieeiesee ettt 92
7.3.1.3 OT.DAA_INt. .o 93
7.3. 1.4 OT.DAtA_CON..uiiiiiiiiiie ettt e e e e e e e e e e e et eeeeaens 94
ARSI @ B I [0 1= 2] o= L1 T PSRRI 95
7.3.1.6 OT.Prot_ADUSEUNC.......cutiiiiiiiee ittt e e e e e e e e s e eeeaea s 96
7.3.1.7 OT.Prot_INf LEaAK ...ttt e e e e e e e s e e nrraaeeeeeas 96
7.3.1.8 OT.Prot_PhYFamMPET......ccoiiiiiiiiiiiiee ittt 96
7.3.1.9 OT.Prot_MalfunCtion............coooiiiiiii e, 96
7.3.1.100T.Chip_AUIN_PrOQOL. .. ..iiiiiiiiiiiiiei et 96
7.3.1.110T.CoNfIQUration.........cccoie i 96
7.3.1.120T.Secure_Load_ACOAE.......ccooiiiiieiiiiie ettt 98
7.3.1.130T.Secure_AC_ACHVALION..........ccoee i 98
7.3. 1. 1A0T. TOE_IAENTUALION. ......eiiiiiiiiieiiieiee sttt 99
7.3.2 Dependency RatiONAIE.........cooiiiiiiiiiiiee e 99
T.3.2.1 OVEIVIBW. ...ttt ettt ettt e e e e et bbbttt e e e e e s bbb e et e e e e e e nbbr e e e e eeeas 99
7.3.2.2 Rationale for the exclusion of dependencies...........ccoovviiiiiiiiiiiiiiic e 103

8 TOESUMMARY SPECIFICAYIQ. ... 105
8.1 TOE SUMMArY SPECIHTICALIQN. ... .uuuurueeriiieiiiiiiieieieiiitieeeeeeieeebeeeeeeeeeeeeeeneeeeeeneeennnes 105
B.L. L OVEBIVIEW. ..ottt e e e e e e e ettt a e e e e e e e e aentt i a e e eeeaeeanne 105
8.1.2 Access Control in REAING......ccoeeeiiiiiiiiiee e 105
8.1.3 Access Control in WIING ........covviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 106
8.1.4 Active AUTNENtICAION..........uueiii e e e e e eeeees 106
8.1.5 BasiC ACCESS CONIOL.......cceiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 106
8.1.6 Chip AUtNENTICALION........ceiiiiiiiiiiiiiiiiiieeee e 106
8.1.7 MRTD PersonaliZatiQn.............ccuueeiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeee e 106
8.1.8 Physical ProteCliON..........covviiiei i e e 107
8.1.9 MRTD PrgersonaliZation..............ccuuiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeee e 107
8.1.10 Safe State ManAQEME............covvviiiiiiiiiiiiiiiieeeieeeeee e 107
8.1.11 SECUIE MESSAQING ... eeeteeeeeinna e e eeeeeeiti e e e e e e e eeeatn e e e e e aeeeeeaeennaaaeeaeeeennees 107
B.1.12 SElf TS, iiiiiiiiiiie et e e e e e e aaraa 107

S 2] = 10 ] 108

) ) ) i

Security Target



{()) 1IDEMIA

9 GLOSSARY AND ACROIBY.M...oui i 111
S IR R €1 (01T Y= 1Y PRSP 111
S B o) (0] 1)/ o PP 115
10 LITERATURE ... .o e eaas 116

) ) ) 111

Security Target



{()) IDEMIA

1 GENERAL

1.1 Introduction

This security target descr i belPmavewved soenc ulrnifti yn enoenedd si ni nNBAAUG

with AA and/or CA in option product.
The objectives of this Security Target are:

describe the Target of Evaluation (TOE), its life cycle and to position it in the smart card life cycle,

describe the security environment of the TOE including the assets to be protected and the threats to

be countered by the TOE and by the operational environment during the platform active phases,

1 describe the security objectives of the TOE and its supported environment in terms of integrity and
confidentiality of sensitive information. It includes protection of the TOE (and its documentation) during
the product active phases,

1 specify the security requirements including the TOE functional requirements, the TOE assurance
requirements and the security requirements for the environment,

91 describe the summary of the TOE specification including a description of the security functions and
assurance measures that meet the TOE security requirements,

1 present evidence that this ST is a complete and cohesive set of requirements that the TOE provides

on an effective set of IT security countermeasures within the security environment, and that the TOE

summary specification addresses the requirements.

il
f

1.2 Product overview
IDmove v4 on Infineon is a multi-configuration MRTD product. It provides four configurations, which are:

1 IDmove v4 on Infineon in BAC configuration with AA and/or CA in option,
9 IDmove v4 on Infineon in EAC configuration with AA in option,

1 IDmove v4 on Infineon in EAC with PACE configuration with AA in option,

1 IDmove v4 on Infineon in PACE configuration with AA and/or CA in option.

IDmove v4 on Infineon Operating System is embedded in the component identified in [IC_ST] manufactured
by Infineon.

Mutatis mutandis, the product may also be used as an ISO driving license, compliant to ISO/IEC 18013 or
ISO/IEC TR 19446 supporting BAP-1 (the same protocol as BAC but used in the context of driving license),
AA and CA, as both applications (MRTD and IDL) share the same protocols and data structure organization.

Therefore, in the rest of the document, the word MRTD MAY be understood either as a MRTD in the sense

of ICAOQ, or a driving license compliant to ISO/IEC 18013 or ISO/IEC TR 19446 depending on the targeted
usage envisioned by the issuer.

) ) ) -
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2 STINTRODUCTION

2.1 ST reference and TOE reference

2.1.1 ST reference

Title IDmove v4 on Infineon in BAC configuration with AA and/or CA in option i
Public Security Target

Code FOR 110 9125

Version 2

Authors IDEMIA

Publication date 18/07/2019

CC version 3.1 revision 5

EAL EAL4 augmented with:

7 ADV_FSP.5, ADV_INT.2, ADV_TDS.4,
1 ALC_CMS.5, ALC_DVS.2, ALC_TAT.2,
1 ATE_DPT.3

PP See [PP_BAC]

Table 1 - ST reference

2.1.2 TOE reference

Developer name IDEMIA
Product name IDmove v4 on Infineon
TOE name IDmove v4 on Infineon in BAC configuration with AA and/or CA in option
Integrated Circuit See Table 3 - IC identification
Embedded Software Operating System Commercial Version: 090804
Operating System Unique Identifier: 3C1D
User Guidance documentation | Preparative Documentation: FQR 110 8997 Issue 2
Operational Documentation: FQR 110 8998 Issue 1

Table 2 - TOE reference

2.1.3 IC identification

IC certificates See [IC_CERT]
IC public Security Target | See [IC_ST]

Table 3 - IC identification

) ) ) Lt
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2.1.4 TOE Delivered Parts

Part of the TOE

Format | Delivery Method

| Comment

Integrated Circuit

See [IC_ST]

Embedded Software

Specific file containing
APDUs allowing the
embedded software
loading.

Encrypted file in email

The file contains all
commands to be used to
load the embedded
software. These
commands are already
formatted to ensure the
integrity and the
confidentiality  of  the
embedded software.

Additional Code

Specific file containing
APDUs allowing the | Encrypted file in emalil
additional code loading.

The file contains all
commands to be used to
load the additional code.
These commands are
already formatted to
ensure the integrity and
the confidentiality of the
additional code.

ID1 cards, wafers,

Customer can ask for

Final TOE modules, inlays, Secure transport rising of the security of the
ecovers, eDatapage or delivery method.
passeports

User Guidance Documentation | Personalized pdf Encrypted file in email -

Security Target

Table 4- TOE delivery parts
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2.2 TOE overview
2.2.1 Usage and major security features of the TOE

A State or Organization issues MRTDs to be used by the holder for international travel. The traveler presents

a MRTD to the inspection system to prove his or her identity. The MRTD in context of this Security Target

contains (i) visual (eye readable) biographical data and portrait of the holder, (ii) a separate data summary

(MRZ data) for visual and machine reading using OCR methods in the Machine readable zone (MRZ) and (iii)

data el ements on the MRTDOs cléss nppachine reagingdTihe agithentizatidn BfS f o r
the traveler is based on (i) the possession of a valid MRTD personalized for a holder with the claimed identity

as given on the biographical data page and (ii) optional biometrics using the reference data stored in the

MRTD. The issuing State or Organi zation ensures the &
receiving State trusts a genuine MRTD of an issuing State or Organization.

The MRTD is viewed as unit of

(@) the physical MRTD as travel document in form of paper, plastic and chip. It presents visual
readable data including (but not limited to) personal data of the MRTD holder
Q) the biographical data on the biographical data page of the passport book,
(2) the printed data in the Machine-Readable Zone (MRZ) and
3) the printed portrait.

(b) the logical MRTD as data of the MRTD holder stored according to the Logical Data
Structure [ICAO_9303] as specified by ICAO on the contactless integrated circuit. It
presents contactless readable data including (but not limited to) personal data of the MRTD
holder
Q) the digital Machine Readable Zone Data (digital MRZ data, EF.DG1),

(2) the digitized portraits (EF.DG2),

3) the optional biometric reference data of finger(s) (EF.DG3) or iris image(s)
(EF.DG4) or both

(4) the other data according to LDS (EF.DG5 to EF.DG16) and

(5) the Document security object.

The issuing State or Organization implements security features of the MRTD to maintain the authenticity and
integrity of the MRTD and their dat a. The MRTD as the
identified by the Document Number.

The physical MRTD is protected by physical security measures (e.g. watermark on paper, security printing),

|l ogi cal (e. g. aut hentication keys of the MRTDO&6s chip)
materials, personalization procedures) [ICAO_9303]. These security measures include the binding of the
MRTD6s chip to the passport book.

The logical MRTD is protected in authenticity and integrity by a digital signature created by the document
signer acting for the issuing St at e or Or gani zation and the security fea

The ICAO defines the baseline security methods Passive Authentication and the optional advanced security

methods Basic Access Control to the logical MRTD, Active Authentication of the MRT D6 s chi p, Exte
Access Control to and the Data Encryption of additional sensitive biometrics as optional security measure in

the 8CAO Doc 93036[ICAO_9303]. The Passive Authentication Mechanism and the Data Encryption are

performed completely and independently on the TOE by the TOE environment.

The Basic Access Control is a security feature which is mandatory supported by the TOE. The inspection
system (i) reads optically the MRTD, (ii) authenticates itself as inspection system by means of Document Basic
Access Keys. After successful authentication of the in
to the logical MRTD by means of private communication (secure messaging) with this inspection system

[ICAO_9303].
) ) ) e
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As defined in [ICAO_9303] in 86.1, Active Authentication authenticates the contactless IC by signing a
challenge sent by the IFD (inspection system) with a private key known only to the IC. For this purpose the
contactless IC contains its own Active Authentication Key pair (KPrAA and KPuAA). A hash representation of
Data Group 15 (Public Key (KPuAA) info) is stored in the Document Security Object (SOD) and therefore

aut henticated by the issuerdés digital signatur e. The
contactlessICés secure memory. By authenticating the visual \Y
Security Object (SOD)) in combination with the chall en

Key Pair (KPrAA and KPuAA), the inspection system verifies that the Document Security Object (SOD) has
been read from the genuine contactless IC, stored in the genuine eMRTD.

The Chip Authentication defined in [TR_03110] is a security feature which is optionally supported by the TOE.

The Chip Authentication prevents data traces described in [ICAO_9303]. The Chip Authentication is provided

by the following steps: (i) the inspection system communicates by means of secure messaging established by
Basic Access Control, (ii) the inspection system reads and verifies by means of the Passive Authentication the
authenticity of t he MRT D sey Bing the DAcurhenteSacuritycQbject, giip theP u b
inspection system generates an ephemeral key pair, (iv) the TOE and the inspection system agree on two
session keys for secure messaging in ENC_MAC mode according to the Diffie-Hellman Primitive and (v) the
inspection system verifies by means of received messag:¢
able or not to run this protocol properly (i.e. the TOE proves to be in possession of the Chip Authentication
Private Key corresponding to the Chip Authentication Public Key used for derivation of the session keys). The

Chip Authentication requires collaboration of the TOE and the TOE environment.

This TOE addresses the Chip Authentication as an alternative to the Active Authentication stated in
[ICAO_9303].

Mutatis mutandis, the TOE may also be used as an I1SO driving license, compliant to ISO/IEC 18013 or

ISO/IEC TR 19446 supporting BAP-1 (the same protocol as BAC but used in the context of driving license),

AA and CA, as both applications (MRTD and IDL) share the same protocols and data structure organization.
Therefore, in the rest of the document, the word AMRTD
of ICAQO, or a driving license compliant to ISO/IEC 18013 or ISO/IEC TR 19446 depending on the targeted

usage envisioned by the issuer.

The table below indicates how terms and concept present in the current document shall be read when
considering the TOE to be an ISO driving license:

MRTD ISO driving licence

MRTD IDL

ICAO ISO/IEC

ICAO 9303 ISO/IEC 18013 or ISO/IEC TR 19446
BAC BAP-1

DG3 DG7

DG4 DG8

DG15 DG13

MRZ MRZ or SAI (Scanning area identifier)
Traveler Holder

> > > 17/11¢€
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2.2.2 TOE type

The TOE is the contactless and/or contact integrated circuit chip of machine readable travel documents
( MRTDb6s chip) programmed according to the Logical Dat ¢
Control, the Active Authentication and the Chip Authentication according to [ICAO_9303].

The TOE comprises at least:

the circuitry of the MRTD6s chip (the integrated ci
the IC Dedicated Software with the parts IC Dedicated Test Software and IC Dedicated Support

Software,

1 the IC Embedded Software (operating system),

1 the MRTD application,

9 the associated guidance documentation.

il
f

Note: The antenna and the form factor are not part of the TOE as they do not have any impact on the security.

) ) ) -
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2.2.3 TOE life cycle

2231

Life cycle overview

The following table presents the TOE subjects and the corresponding responsible:

Subject Responsible
IC developer Infineon
TOE developer IDEMIA

IC manufacturer Infineon

MRTD packaging responsible

IDEMIA or another agent

Manufacturer

Embedded software loading responsible

Infineon (only applying for Scheme 1), or
IDEMIA (only applying for Scheme 2) or
another agent (only applying for Scheme 3)

Pre-personalization Agent

IDEMIA or another agent

Personalization Agent

IDEMIA or another agent

Table 5 - Subjects identification on the life cycle

Several life cycles are available, depending when the Flash Code is loaded and who loads the Flash Code.
The following tables present the subjects following TOE life cycle steps in accordance with the standard smart
card life cycle [PP_IC], and describe for each of them, (1) the TOE delivery point and (2) the assurance

coverage:

Scheme 1, MRTD chip Embedded Software loaded by the IC Manufacturer in step 3:

Phase Step | Subject Emb. Sw. | Covered by Sites
loading
1 IC developer U IC certification | IC certification
1 - Development 2 | TOE developer u ALC R&D sites | nessac and
Courbevoie
IC manufacturer U
3 Embedded software Vv IC certification | IC manufacturer site
loading responsible

2 - Manufacturing

MRTD packaging

4 responsible U Packaging centre
5 Pre-personalization U AGD PRE
agent -
3 - Personalization 6 Personalization agent U AGD_PRE
4 - Operational Use 7 End user U AGD OPE

Table 6 - Subjects identification following life cycle steps i Scheme 1

Security Target
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Scheme 2, MRTD chip Embedded Software loaded by the Flash Loader with the optional Package 1 (See
[IC_ST]) in step 4 before TOE delivery point:

Phase Step | Subject Emb. Sw. | Covered by Sites
loading
1 IC developer U IC certification | IC developer site
1 - Development TOE developer U ALC R&D sites | FessaC and
Courbevoie
3 IC manufacturer U IC certification | IC manufacturer site
MRTD . packaging U Packaging centre
responsible
4 ALC
2 - Manufacturing Emb_edded _software \% Embedded IDEMIA audited sites
loading responsible software

Pre-personalization

2

20N

loading centre

5 U AGD_PRE

agent -
3 - Personalization 6 Personalization agent U AGD PRE
4 - Operational Use 7 End user U AGD OPE

Table 7 - Subjects identification following life cycle steps i Scheme 2

Scheme 3, MRTD chip Embedded Software loaded by the Flash Loader with optional Package 2 (See [IC_ST])
in step 4 after Part of TOE (Embedded Software) delivery point:

Phase Step | Subject Emb. Sw. | Covered by Sites
loading
1 IC developer U IC certification | IC developer site
1 - Development 2 TOE developer U ALC R&D sites pessac : and
Courbevoie
3 IC manufacturer U IC certification | IC manufacturer site

packaging

> - Manufacturin 4 responsible U Packaging centre
g Embedded software Embedded software
. ; \Y AGD_PRE .
loading responsible - loading centre
5 Pre-personalization U AGD PRE

agent -
3 - Personalization 6 Personalization agent U AGD_PRE
4 - Operational Use 7 End user U AGD_OPE

Table 8 - Subjects identification following life cycle steps i Scheme 3

Regarding schemes 2 and 3, the security of the loading mechanism is ensured by the Flash Loader covered
by the IC certificate [IC_CERT].

Security Target
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2.2.3.2 Life cycle phases

The following text was extracted from [PP_BAC]. Due to the previous specified life cycles and to the technology
of the IC, some interpretations have to be done by the reader of this ST. The table below indicates how terms
shall be read:

Term in [PP_BAC] Meaning in this ST
Software developer TOE developer
non-volatile non-programmable memory(ies) | Part of the Flash memory where the Flash Loader and the
OS are loaded. This memory is programmable by the IC

ROM manufacturer or using the Flash Loader. Once the Flash

Loader is blocked, this memory is Read Only Memory
non-volatile programmable memory(ies) Part of the Flash memory where initialization data and user
EEPROM data are written.

The TOE life cycle is described in terms of the four life cycle phases and subdivided into 7 steps (with respect
to the [PP_IC]).

22321 Phase 1 fADevel opment o

(Stepl) The TOE is developed in phase 1. The IC developer develops the integrated circuit, the IC Dedicated
Software and the guidance documentation associated with these TOE components.

(Step2) The software developer uses the guidance documentation for the integrated circuit and the guidance
documentation for relevant parts of the IC Dedicated Software and develops the IC Embedded Software
(operating system), the MRTD application and the guidance documentation associated with these TOE
components.

The manufacturing documentation of the IC including the IC Dedicated Software and the Embedded Software
in the non-volatile non-programmable memories (ROM) is securely delivered to the IC manufacturer. The IC
Embedded Software in the non-volatile programmable memories, the MRTD application and the guidance
documentation is securely delivered to the MRTD manufacturer.

Note: If scheme 1 is applied, the Embedded Software in the non-volatile non-programmable memories (ROM)
is securely delivered to the IC manufacturer. For details, please refer to ALC and in particular to [ALC_STM].
If scheme 2 or 3 are applied, the Embedded Software in the non-volatile non-programmable memories (ROM)
is securely delivered to the MRTD manufacturer. For details, please refer to ALC and in particular to
[ALC_SCT].

22322 Phase 2 AManufacturingo

(Step3) I n a first step the TOE integrated circuit 1is
and the parts of the MRTDOs cVlatie ndbiprbgeachchabled mednorfes (RQMWM).e i n  t
The IC manufacturer writes the IC Identification Data onto the chip to control the IC as MRTD material during

the IC manufacturing and the delivery process to the MRTD manufacturer. The IC is securely delivered from

the IC manufacture to the MRTD manufacturer.

If necessary the IC manufacturer adds the parts of the IC Embedded Software in the non-volatile
programmable memories (for instance EEPROM).

Note: If scheme 2 or 3 are applied, the TOE integrated circuit is produced containing the Flash Loader in the
non-volatile non-programmable memories (ROM). The IC manufacturer writes the IC Identification Data onto
the chip to control the IC as MRTD material during the IC manufacturing and the delivery process to the MRTD
manufacturer. The IC is securely delivered from the IC manufacturer to the MRTD manufacturer.

> > > 21/11¢
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Note: Regarding key management, the Flash Loader usage is protected by successful Km authentication. For
details, please refer to [IC_PPM]. This key is securely transferred to IC manufacturer as detailed in ALC and
more precisely in [ALC_KM].

(Step4) The MRTD manufacturer combines the IC with hardware for the contactless interface in the passport
book.

Note: | f scheme 2 or 3 are applied, the MRTD manufactur
the parts of the MRTDO6s c hi pvoldlentoegtaymamdmal@eoniemariesr(i@addsn t h e
the parts of the IC Embedded Software in the non-volatile programmable memories.

(Step5) The MRTD manufacturer (i) creates the MRTD ap
personalization Data.

Application Note 1: Creation of the application implies the creation of MF and ICAO.DF.

Not e: I f one (or several) Additional Code(s) is (are)
(they) shall be loaded prior to any operation in (Step5).

The pre-personalized MRTD together with the IC Identifier is securely delivered from the MRTD manufacturer
to the Personalization Agent. The MRTD manufacturer also provides the relevant parts of the guidance
documentation to the Personalization Agent.

22323 Phase 3 fPerosfonahlei zVeRTi Doon

(Step6) The personalization of the MRTD includes (i) t
the enrolment of the MRTD holder biometric reference data (i.e. the digitized portraits and the optional

biometric reference data), (iii) the printing of the visual readable data onto the physical MRTD, (iv) the writing

of the TOE User Data and TSF Data into the logical MRTD and (v) configuration of the TSF if necessary. The

step (iv) is performed by the Personalization Agent and includes but is not limited to the creation of (i) the

digital MRZ data (EF.DG1), (ii) the digitized portrait (EF.DG2), and (iii) the Document security object.

The signing of the Document security object by the Document Signer [ICAO_9303] finalizes the personalization
of the genuine MRTD for the MRTD holder. The personalized MRTD (together with appropriate guidance for
TOE use if necessary) is handed over to the MRTD holder for operational use.

Application note 2: The TSF data (data created by and for the TOE, that might affect the operation of the
TOE; cf. [CC_1] 892) comprise (but are not limited to) the Personalization Agent Authentication Key(s) and the
Basic Authentication Control Key.

Application note 3: This security target distinguishes between the Personalization Agent as entity known to
the TOE and the Document Signer as entity in the TOE IT environment signing the Document security object
as described in [ICAO_9303]. This approach allows but does not enforce the separation of these roles. The
selection of the authentication keys should consider the organization, the productivity and the security of the
personalization process. Asymmetric authentication keys provide comfortable security for distributed
personalization but their use may be more time consuming than authentication using symmetric cryptographic
primitives. Authentication using symmetric cryptographic primitives allows fast authentication protocols
appropriate for centralized personalization schemes but relies on stronger security protection in the
personalization environment.

22324 Phase 4 AOperational Useo

(Step7) The TOE is used as MRTD chip by the traveler a
phase. The user data can be read according to the security policy of the issuing State or Organization and can
be used according to the security policy of the issuing State but they can never be modified.

> > > 22/11¢
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Application note 4: The authorized Personalization Agents might be allowed to add (not to modify) data in
the other data groups of the MRTD application (e.

Signer.

Application note 5: The intention of this security target is to consider at least the phases 1 and parts of phase
2 (i.e. Stepl to Step3) as part of the evaluation and therefore to define the TOE delivery according to CC after
this phase 2 or later. Since specific production steps of phase 2 are of minor security relevance (e. g. booklet
manufacturing and antenna integration) these are not part of the CC evaluation under ALC. Nevertheless the
decision about this has to be taken by the certification body resp. the national body of the issuing State or
Organization. In this case the national body of the issuing State or Organization is responsible for these specific
production steps.

Note that the personalization process and its environment may depend on specific security needs of an issuing
State or Organization. All production, generation and installation procedures after TOE delivery up to the

AfOperational Useo (phase 4) have to be considered

class. Therefore, the Security Target has to outline the split up of P.Manufact, P.Personalization and the related
security objectives into aspects relevant before vs. after TOE delivery.

2.2.4 Required non-TOE hardware/Software/firmware
There is no explicit non-TOE hardware, software or firmware required by the TOE to perform its claimed
security features. The TOE is defined to comprise the chip and the complete operating system and application.
Note, the inlay holding the chip as well as the antenna and the booklet (holding the printed MRZ) are needed
to represent a complete MRTD, nevertheless these parts are not inevitable for the secure operation of the
TOE.

Note: in particular the TOE may be used in contact mode, without any inlay or antenna.

> > > 23/11¢
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2.3 TOE description

2.3.1 TOE Architecture

The TOE is composed of an IC and some software components as presented in Figure 1. Each part of the

TOE is presented in the following chapters.

Application layer

Block 1: MRTD/IDL

MRTD/IDL E MRTD/IDL
BAC | EAC

! MRTDADL ! |  MRTD/IDL
| EACW.PACE ! ! PACE

______________

Resident Application

Application Creation Engine

Start-Up and Applications Manager

Platform layer

Authentication Protocols
TA BAC
CA PACE v2
AA
Services
Toolbox FSM ACE SM CKM AKM
Low layer
IDEMIA BIOS IDEMIA Cryptographic Library

Integrated Circuit

Figure 1 - TOE architecture

)

Security Target
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2.3.2 Integrated Circuit
The TOE is embedded on Infineon components (cf § 2.1.3). Theses IC comprise the following:

Communication protocols:
1 1SO 14443 Type A and Type B defined proximity contactless protocol
1 1SO 7816 defined standard contact based communication protocol

Core System:
1 Proprietary dual CPU implementation being comparable to the 80251 microcontroller architecture from
functional perspective and with enhanced MCS 251 instruction set
1 Cache with Post Failure Detection
1 Memory Encryption/Decryption Unit (MED)
1 Memory Management Unit (MMU)

Memories:
1 Read-Only Memory (ROM), not available for the user
1 Random Access Memory (RAM)
f SOLI D FLASHE NVM, t he -vbldtlamdmorgel | based non

Buses:
T Memory Bus
91 Peripheral Bus

Coprocessors:
1 Crypto2304T for asymmetric algorithms like RSA and EC
I Symmetric Crypto Coprocessor for AES and 3DES Standards

Control:
1 Interface Management Module (IMM)
91 Interrupt and Peripheral Event Channel Controller (ITP)
1 Clock & Power Management
1 Control

System Peripherals
1 Sensors & Filters
1 User mode Security Life Control (UmSLC)

Peripherals:
1 Hybrid Physical True Random Number Generator (HPTRNG) implementing also Deterministic
Random Number Generator (DRNG)
Watchdog and Timers
Cyclic Redundancy Check module (CRC)
Universal Asynchronous Receiver/Transmitter (UART)
Radio Frequency Interface (RF power and signal interface)
Analogue Contactless Bridge (ACLB)
Inter-Integrated Circuit module (12C)
General Purpose Input Output (GPIO)

=A =4 =4 -4 -8 -84

The firmware is composed of the:
1 Boot-up software (BOS), the Resource Management System (RMS), the Flash Loader (FL) and the
RFI supporting functions. The BOS applies the essential configuration, internal testing and the start-

up.

> > > 25/11¢

Security Target



{()) 1IDEMIA

1 The RMS implements a low level application interface (API) to the Smartcard Embedded Software and
provides handling and managing routines for RAM, MMU, Branch table, configuration and further
functions.

f The Flash Loader all ows downl oading useringstieef t war e
manufacturing process and also at user premises - if ordered.

1 The Radio Frequency Interface Application Interface (RFAPI) functions consist of executable code in
the ROM which is part of the TOE and a SOkpaftelfFLASHE
to the user and which is not part of the TOE.

IC is part of the TOE and also part of the TSF. More information on the chips is given in the related Security
Target [IC_ST].

2.3.3 Low layer
2.3.3.1 IDEMIA Basic Input/Output System (BIOS)

The BIOS module provides access management (read/write) functionalities to upper-layer application. It also
provides exception and communication functionalities.

The BIOS module is part of the TOE and is also part of the TSF.
2.3.3.2 IDEMIA Cryptographic library (Crypto)
The Cryptography module provides secure cryptographic functionalities to upper-layer applications.
The Crypto module is part of the TOE and is also part of the TSF.
2.3.4 Platform layer

2.3.4.1 Services
2.3.4.1.1 File System Management (FSM)

The FSM module manages files and data objects according to ISO 7816-4 and 7816-9. It also manages the
Digitally Blurred Image process. This specific feature is covered by a patent owned by IDEMIA.

The FSM module is part of the TOE and is also part of the TSF.

2.3.4.1.2 Secure Messaging (SM)

The SM module provides functionalities to encrypt/decrypt data for secure communication in Manufacturing,
Personalization and Operational Use phases (steps 5, 6 and 7). A Secure Messaging session begins after a
successful authentication (GP authentication for Pre-personalization and Personalization phases, BAC or CA
for Operational Use phase).

The SM module is part of the TOE and is also part of the TSF.

2.3.4.1.3 Cryptography Key Management (CKM)

The CKM module is responsible for asymmetric cryptography key management and asymmetric cryptography
operations.

The CKM module is part of the TOE and Is also part of the TSF.

2.3.4.1.4 Authentication and Key Management (AKM)

> > > 26/11¢
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This module supplies:

1 Symmetric Key management (read, write, access control),
1 Services to manage Global Platform authentication and secure messaging.

The AKM module is part of the TOE and is also part of the TSF.

2.3.4.1.5 Access Condition Engine (ACE)

The ACE module is in charge of the verification of the Access Conditions of an object (files and keys) when an
application tries to access this object.

The ACE module is part of the TOE and is also part of the TSF.

2.3.4.1.6 Toolbox (TBX)

The Toolbox module provides different kind of services to other modules.

Services to manage APDU,

Services to handle BER-TLV constructed data object,

Services to process specific cryptographic operations,

Services to handle Object Identifier,

Services to manage MRZ (personalization and misuse management),
Services to handle data in a secure way.

E R

The TBX module is part of the TOE but and is also part of the TSF
2.3.5 Authentication Protocols

2.3.5.1 Terminal Authentication (TA)

The TA module processes the Terminal Authentication (v1 and v2) mechanism. Terminal Authentication v1 is
part of the EACv1 procedure defined in [TR_03110].

The TA module is part of the TOE but is NOT part of the TSF.

2.3.5.2 Chip Authentication (CA)

The CA module processes the Chip Authentication (v1 and v2) mechanism. Chip Authentication v1 is part of
the EACv1 procedure defined in [TR_03110].

The CA module is part of the TOE and also part of the TSF.

2.3.5.3 Password Authenticated Connection Establishment (PACE v2)
The PACE module provides functionalities to process the PACE v2 mechanism as defined in [TR_03110].

The PACE v2 module is part of the TOE but is NOT part of the TSF.

2.3.5.4 Basic Access Control (BAC)
The BAC module provides functionalities to process the BAC mechanism as defined in [ICAO_9303].

The BAC module is part of the TOE and is also part of the TSF.

> > > 27/11¢

Security Target



{()) 1IDEMIA

2.3.5.5 Active Authentication (AA)

The AA module provides functionalities to process the AA mechanism as defined in [ICAO_9303].

The AA module is part of the TOE and is also part of the TSF.
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2.3.6  Application layer

2.3.6.1 Start-Up and Applications Manager (Boot)
The Boot module is responsible to manage the start-up of the applications (MRTD, RA and ACRE).

The Boot module is part of the TOE and is also part of the TSF

2.3.6.2 Application Creation Engine (ACRE)

The Application Creation Engine is a complete set of commands used to (pre-)personalize the card and its
application(s). It includes:

Additional Code loading,

Creation of application,

Import and Generation of the Active Authentication key (ECC and RSA keys),

Import and Generation of multiple Chip Authentication keys under the ADF (supporting ECC and RSA
Keys),

1 Storage of CVCA Keys under each ADF.

E N EE ]

The Additional Code Loading process is as follow:

1. Additional Codeds Secur e dvecordidetiality)galcklatigns ( aut hent i ci
2. Additional Code loading,
3. Additional Code activation.

The ACRE module is part of the TOE and is also part of the TSF.

2.3.6.3 Resident Application (RA)

The Resident Application is a complete set of commands, which allows the management of the card in the
Operational Use phase (data management and authentication process under MF).

The RA module is part of the TOE and is also part of the TSF.

2.3.6.4 Machine Readable Travel Document (MRTD)

The MRTD is a complete set of commands, which allows the management of MRTD data in the Operational
Use phase (data management and authentication process under MRTD ADF).

The MRTD module is part of the TOE and is also part of the TSF.

> > > 29/11¢

Security Target



{()) 1IDEMIA

3 CONFORMANCE CLAIMS

3.1 Common Criteria conformance
This Security Target (ST) claims conformance to the Common Criteria (CC) version 3.1 revision 5.

The conformance to the CC is claimed as follows:

CcC Conformance Claim
Part 1 Strict conformance
Part 2 Conformance with extensions:

1 FAU SAS1 #AAudit storageo,

f FCS RND.1 fAQuality metric for random nu
1 FMT_LIM.1 ALimted capabilitieso,

1 FMT_LIM.2 ALIimited availabilitybod,

1 FPT_EMS.1 iTOE Emanationo,

1 FIA API1! AAut hentication Proof of 1 den

Part 3 | Conformance with package EAL4 augmented? with:
T ALC DVS2 A Suf f iocfi esneccyu r i t gefinedeirelGQu3],e s 0

1 ADV_FSP.5 7 Co mp | e t-fermakfengtional specification with additional
error i ntefinedia[CCG _8,n o

1 ADV_INT.2 i Wesdltlr uct ur e defineadibh [EC Bla!| s O

1 ADV_.TDS4 #fSemifor mal m defined ia[CC 8le si gno

1T ALC CMS5 +fDevelopment t oodefmed@MCc3hver ag

1T ALC_TAT.2 #ACompliance with i mpdefimecim[C& 8],

1T ATEDPT.3 #fATesting: modfinedanfCCd3ksi gno

Table 917 Common Criteria conformance claim
Remark

For interoperability reasons it is assumed the receiving state cares for sufficient measures against
eavesdropping within the operating environment of the inspection systems. Otherwise the TOE may protect
the confidentiality of some less sensitive assets (e.g. the personal data of the TOE holder which are also
printed on the physical TOE) for some specific attacks only against enhanced basic attack potential
(AVA_VAN.3).

FPT_EMSEC.1 from [PP_BAC] has been renamed to FPT_EMS.1, in order to keep the SFR formatting.

As product is target i ndacfivifas ot ALE FLRAB havecbaen Rrecessed. Honeverd
this assurance package is not properly claimed in the present security target as the chip does not support it.

LFIA_API.1 has been added to this security target for the needs of the Chip Authentication Protocol and the Active Authentication Protocol.
2 This EAL and its augmentations correspond to an EAL5 + ALC_DVS.2 where AVA_VAN level is downgraded to AVA_VAN.3 following

constraint of MRZ entropy described in [ICAO_9303].

) ) ) e

Security Target



{()) 1IDEMIA

3.2 Protection Profile conformance
3.2.1 Overview

This ST claims strict conformance to the following Protection Profile (PP):

Title Protection Profile i Machine Readable Travel Document with ICAO Application and Basic
Access Control (MRTD-PP)

CC Version 3.1 (Revision 2)

Assurance Level | The minimum assurance level for this PP is EAL4 augmented

Version Number 1.10

Registration BSI-CC-PP-0055

Table 101 Protection Profile conformance

This ST also addresses the Manufacturing and Personalization phases at TOE level (cf. § 2.2.3), as well as
the Chip Authentication (CA) and Active Authentication (AA) protocols available in operational use phase. The
additions do not contradict any of the threats, assumptions, organizational policies, objectives or SFRs stated
in the [PP_BAC] that covers the advanced security methods BAC in operational use phase.

The following parts list assumptions, threats, OSP, OT and OE for this TOE (i.e. from [PP_BAC] and
additional).

3.2.2 Assumptions
The following Assumptions are assumed for this TOE:

A.MRTD_ManufactA MRTD manuf act ur i rdgfinedim[PB BA),s 4 t o 60

A.MRTD DeliveryAi MRTD del i very ddédfinecig[PBBAhs 4 to 60

A.Pers AgentiPer sonal i zat i @ idpffoedinifP® BM&,TD 6 s

Alnsp Sysfil nspection Systems f definedgn[PPOBAC], i nt er operabili
A.BAC-KeysfiCr yptographic quality odefin®dangRPcBAB]ccess Contr
A.lnsp_Sys_Chip_Authfil nspection Systems foriglalbalhdeined ei 6y &
in this ST,

1 A.Signature PKIAPKI f or Passi vdefinelin{PR &AG].i cati ono

E R

A.Insp_Sys_Chip_Auth and A.Signature_PKI are additional for the Chip Authentication protocol and Active
Authentication protocol which are not in the original scope of the [PP_BAC]. These assumptions are only linked
to threats for the Chip Authentication protocol and Active Authentication protocol so these objectives neither
mitigate a threat (or a part of a threat) meant to be addressed by security objectives for the TOE in the
[PP_BAC], nor fulfils an OSP (or part of an OSP) meant to be addressed by security objectives for the TOE in
the [PP_BAC].
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3.2.3 Threats
The following threats are averted by this TOE:

! T.Chip_ IDfil denti fi cat i odefinedfin[AMMRBRCl6s chi po

T T.Skimmingfi Ski mmi ng t he défioedin PR IBACYWRTDO

1 T.Eavesdropping AEavesdropping to the communication betwe
defined in [PP_BAC],

T.ForgeryiForgery of dat defiedinMRBACHs chi po

T.Abuse-Funcfi Abuse of Fdefinedtin[RPPnBAC]i t y O

T.Information_Leakagefil nf or mat i on LeakagefinedimnfPBiBMRTDO6s chipo
T.Phys-Tamperi Phy si cal definedpngRPi BAG]O

T.MalfunctionfiMal functi on due t odeknedin[PPoBAGle nt al Stresso
T.Configurationi Tampering attempt ngf pt de@adinalEsiSo,n o

T.Counterfeit A MR T B & s dpfiaed in [PP_EAC],

T.Unauthorized_Load defined in [JIL_SRCL],

T.Bad_Activation defined in [JIL_SRCL].

=4 =4 =4 -8 -8 -8 -89

3.2.4 Organizational Security Policies
This TOE complies with the following OSP:
T P.Manufacti Manufacturi ng o fefinethie[PMBACDSO6 s chi po
1 P.PersonalizationiPer sonali zation of the MRTD by definesivmi ng S

[PP_BAC],
1 P.Personal DatafiPer sonal dat a definedtindRPtBAGIN pol i cyo

) ) ) e

Security Target



{()) 1IDEMIA

3.2.5 Security Objectives

The Security Objectives for this TOE are the following:

OT.Data Intfil nt egr i ty o fefineccim[BROBAL], dat ao
OT.Data ConfiConf i dent i al i tdefinedfin[RPeBAGlonal dat aod

OT.Prot_Inf Leaki Pr ot ecti on agheak adgfieenl in PP_MBAG],i o n
OT.Prot_Malfunctioni Pr ot ecti on ag adefinedin[RPaBACluncti onso
OT.Chip_Auth_Proofi Pr oof of MRT D& sdefinhdiirpthisé8l,t hent i ci tyo
OT.Configuration i Pr ot e ¢ thieo M O&f p r definedrinahisiS®, n 0

OT.Secure_AC_ActivationfiSecur e acti vati on definedtilnf®L SRE],i t i onal
OT.TOE_ldentificationi Secur e i dent i f idefiredin[dlln SRCE]. t he TOEDO

=8 =4 =88 -84 _9_9_9_4_4_°9--

The Security Objectives for the environment of this TOE are the following:

OE.MRTD_Manufacti Pr ot ecti on of t he deiiRdID[PAMBACY f act uri ngo
OE.MRTD_DeliveryiPr ot ecti on of tddfieediMRA BACH el i ver yo
OE.Personalization i Pe rasloinz at i on o f definedgni[RPaBACIMR T D 0

OE.Exam MRTDAEx ami nati on of t he defRAIDPHPBACE port booko

OE.Auth MRTDAMRTD Aut hent idefired inthinSTKey 0
OE.Exam_Chip_AuthA Ex ami nati on of ttydefneddnithissT.aut hent i ci

E R |

OE.Auth_MRTD and OE.Exam_Chip_Auth are additional objectives for the operational environment for the
Chip Authentication protocol and Active Authentication protocol which are not in the original scope of the
[PP_BAC]. These objectives are only linked to threats for the Chip Authentication protocol and Active
Authentication protocol so these objectives neither mitigate a threat (or a part of a threat) meant to be
addressed by security objectives for the TOE in the [PP_BAC], nor fulfils an OSP (or part of an OSP) meant
to be addressed by security objectives for the TOE in the [PP_BAC].

) ) ) e
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OT.ldentificationfil denti fi cati on and AlefihediePP BACLt i on of the
OT.Prot_Abuse-Funcfi Pr ot ecti on agai nst definedis[PP_BAC], Functi onal i:

OT.Prot_Phys-TamperfiPr ot ect i on agai ns defirehiy[PR BAL], Tampering?o

OT.Secure_Load ACodei Secur e | oadi ng o f definbdan [WdSRCL],i on al Codecd

OE.Pass_Auth_ SignfiAut hentication of | odgfinedanl[PPMRJ],D by Signat
OE.BAC-KeysfiCr yptographic quality odefin@angRPcBABJccess Contr

OE.Passive_Auth_Verifi Ver i fi cati on by PdefimedinfRP_BAQ]Jt henti cati on
OE.Prot_Logical MRTDAPr ati @y of data f r odefinedirglPPIBAG]i cal MRTDO
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4 SECURITY PROBLEM DEFINITION

4.1 Assets
4.1.1 Logical MRTD data

The following table presents the assets of the TOE and their corresponding phase(s) according to §2.2.3 TOE
life cycle:

Asset Step5 | Step6 | Step 7
Personal Data U \Y V
Biometric Data U \Y V
EF.COM U \% \%
EF.SOD U \% \%
CA PK U \% \%
CA SK U \% \%
AA PK U \Y V
AA SK U \Y V
CPLC \% Vv \%
TOE ID \ \Y V
Pre-Perso K \% U U
Perso K U \Y U
BAC K U \Y V
Session K \% \% \%
LCS \% Vv \%
Configuration data V V Vv
Additional Code \% \ \%
LSK \ U U
DIV LSK \ U U

Table 117 Assets of the TOE and their corresponding phase(s)

4.1.1.1 Personal Data

The Personal Data are the logical MRTD standard User Data of the MRTD holder (EF.DG1, EF.DG2, EF.DG5
to EF.DG13, EF.DG16).

4.1.1.2 Biometric Data

The Biometric Data are the sensitive biometric reference data (EF.DG3, EF.DG4).

41.1.3 EF.COM

The EF.COM is an elementary file containing the list of the existing elementary files (EF) with the user data.
41.1.4 EF.SOD

The elementary file Document Security Object is used by the inspection system for Passive Authentication of
the logical MRTD.

4.1.1.5 Chip Authentication Public Key (CA_PK)

The Chip Authentication Public Key (contained in EF.DG14) is used by the inspection system for the Chip

Authentication.
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4.1.1.6 Chip Authentication Private Key (CA_SK)
The Chip Authentication Private Key is used by the application to process Chip Authentication.
4.1.1.7 Active Authentication Public Key (AA_PK)

The Active Authentication Public Key (contained in EF.DG15) is used by the inspection system for the Active
Authentication.

4.1.1.8 Active Authentication Private Key (AA_SK)
The Active Authentication Private Key is used by the application to process Active Authentication.
4119 CPLC

The CPLC Data are the Card Production Life Cycle data. They are considered as user data as they enable to
track the holder. These data are filled during steps 4, 5 and 6 by subjects.

4.1.1.10 TOE_ID
These data allow the identification of the TOE. These data are part of the IC Embedded Software in the non-
volatile non-programmable memory. If Additional Code is loaded, then the TOE_ID contains Additional Code
Identification Data.

4.1.1.11 Pre-personalization Agent keys (Pre-perso_K)

This key set used for mutual authentication between the Pre-personalization agent and the chip, and secure
communication establishment.

4.1.1.12 Personalization Agent keys (Perso_K)

This key set used for mutual authentication between the Personalization agent and the chip, and secure
communication establishment.

4.1.1.13 BAC keys (BAC_K)

This key set used for secure communication establishment between the Terminal and the chip.

4.1.1.14 Secure Messaging session keys (Session_K)

Session keys are used to secure communication in confidentiality and authenticity.

4.1.1.15 TOE Life Cycle State (LCS)

This is the Life Cycle State of the TOE.

4.1.1.16 Configuration Data

These specific data set the configuration of the TOE in terms of security features and security functions. These
configuration data can be set in Manufacturing and Personalization phases (Steps 5 and 6) after authentication
of the relevant agent with the relevant key set.

4.1.1.17 Additional Code

This is the Additional Code to be loaded on the Initial TOE during Pre-personalisation by the Pre-
personalization Agent. The result of this operation is the Final TOE.

) ) ) sse
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4.1.1.18 Load Secure Key (LSK) and Diversified LSK (DIV_LSK)

This Load Secure Key (LSK) is the secret key used to calculate the Diversified LSK (DIV_LSK). The Diversified
LSK is a session key used to verify the Additional Code confidentiality and integrity.

412 Authenticity of the MRTDO6s chip

The authenticity of the MRTDO6s chip personalized by th
used by the traveler to prove his possession of a genuine MRTD.
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4.2  Subjects
4.2.1 Overview

The following table presents the subjects of the TOE and their corresponding phase(s) according to §2.2.3
TOE life cycle:

Subject Descr. Step3 | Step4 | Step5 | Step6 | Step 7
IC manufacturer §4.2.2 Vv U U U U
(Manufacturer role)

MRTD packaging responsible §4.2.3 U Vv U U U
(Manufacturer role)

Embedded software loading responsible §4.2.4 U Vv U U U
(Manufacturer role)

Pre-personalization Agent

(Manufacturer role) §4.2.5 v v v Y v
Personalization Agent §4.2.6 U U U V U
Terminal §4.2.7 U U \% V \Y;
Inspection System §4.2.8 U U U U \%
MRTD Holder §4.2.9 U U U U \Y
Traveler §4.2.10 U U U U \Y;
Attacker §4.2.11 V V V V V

Table 12 7 Subjects of the TOE and their corresponding phase(s)
4.2.2 IC manufacturer

This additional subject is a refinement of the role Manufacturer as described in [PP_BAC]. It is the manufacturer
of the IC.

If scheme 1 is applied (cf. § 2.2.3), this subject is responsible for the embedded software downloading in the
IC. This subject does not use Flash loader, even if it is embedded in the IC.

4.2.3 MRTD packaging responsible

This additional subject is a refinement of the role Manufacturer as described in [PP_BAC]. This subject is
responsible for the combination of the IC with hardware for the contactless and/or contact interface.

4.2.4 Embedded software loading responsible
This additional subject is a refinement of the role Manufacturer as described in [PP_BAC]. This subject is
responsible for the embedded software loading when scheme 2 or 3 are applied (cf. § 2.2.3). This subject does
not exist if scheme 1 is applied (cf. § 2.2.3). This subject uses the Flash loader embedded in the IC.

4.2.5 Pre-personalization Agent
This additional subject is a refinement of the role Manufacturer as described in [PP_BAC]. This subject is
responsible for the preparation of the card, i.e. creation of the MF and MRTD ADF. He also sets Personalization
Agent keys, Configuration data and Additional Code.

4.2.6  Personalization Agent
The agent is acting on behalf of the issuing State or Organization to personalize the MRTD for the holder by
some or all of the following activities (i) establishing the identity the holder for the biographic data in the MRTD,

(i) enrolling the biometric reference data of the MRTD holder i.e. the portrait, the encoded finger image(s)
and/or the encoded iris image(s) (iii) writing these data on the physical and logical MRTD for the holder as
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defined for global, international and national interoperability, (iv) writing the initial TSF data and (iv) signing the
Document Security Object defined in [ICAO_9303].

4.2.7 Terminal
A terminal is any technical system communicating with the TOE through the contactless interface.

Note: as the TOE may also be used in contact mode, the terminal may also communicate using the contact
interface.

4.2.8 Inspection system (IS)

A technical system used by the border control officer of the receiving State (i) examining an MRTD presented
by the traveler and verifying its authenticity and (ii) verifying the traveler as MRTD holder. The Basic Inspection
System (BI'S) (i) contains a terminal f orchip(l)enplen®ems act | e
the terminals part of the Basic Access Control Mechanism and (iii) gets the authorization to read the logical
MRTD under the Basic Access Control by optical reading the MRTD or other parts of the passport book
providing this information. The General Inspection System (GIS) is a Basic Inspection System which
implements additionally the Chip Authentication Mechanism. The Extended Inspection System (EIS) in
addition to the General Inspection System (i) implements the Terminal Authentication Protocol and (ii) is
authorized by the issuing State or Organization through the Document Verifier of the receiving State to read
the sensitive biometric reference data. The security attributes of the EIS are defined of the Inspection System
Certificates.

4.29 MRTD Holder
The rightful holder of the MRTD for whom the issuing State or Organization personalized the MRTD.
4.2.10 Traveler
Person presenting the MRTD to the inspection system and claiming the identity of the MRTD holder.
4.2.11 Attacker
Athreatagenttrying( i ) to identify and to trace the movement of t

or optically reading the printed MRZ data), (ii) to read or to manipulate the logical MRTD without authorization,
or (iii) to forge a genuine MRTD.
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4.3 Assumptions
43.1 AMRTD_Manufacti MRTD manufacturing on steps 4 to 60

It is assumed that appropriate functionality testing of the MRTD is used. It is assumed that security procedures
are used during all manufacturing and test operations to maintain confidentiality and integrity of the MRTD and
of its manufacturing and test data (to prevent any possible copy, modification, retention, theft or unauthorized
use).

Note: for scheme 3, MRTD means the Integrated Circuit and its embedded Loader and the Loader associated
keys, the Embedded Software to be loaded and the Logical MRTD data.

432 AMRTD DeliveryAi MRTD delivery during steps 4 to 60

Procedures shall guarantee the control of the TOE delivery and storage process and conformance to its
objectives:

Procedures shall ensure protection of TOE material/information under delivery and storage.
Procedures shall ensure that corrective actions are taken in case of improper operation in the delivery
process and storage.

1 Procedures shall ensure that people dealing with the procedure for delivery have got the required skill.

f
f

Note: for scheme 3, MRTD means the Integrated Circuit and its embedded Loader and the Loader associated
keys, the Embedded Software to be loaded and the Logical MRTD data.

433 A.Pers AgentiPer sonalizatiaeahi @ t he MRTDOG6s

The Personalization Agent ensures the correctness of (i) the logical MRTD with respect to the MRTD holder,

(i) the Document Basic Access Keys, (iii) the Chip Authentication Public Key (EF.DG14) if stored on the
MRTD6s chip, and (inve)r thPweb |l Dac ukmeeynt CeSitgi fi cate (if sto
Personalization Agent signs the Document Security Object. The Personalization Agent bears the
Personalization Agent Authentication to authenticate himself to the TOE by symmetric cryptographic
mechanisms.

434 Alnsp Sysil nspection Systems for gl obal interoperabil

The Inspection System is used by the border control officer of the receiving State (i) examining an MRTD
presented by the traveler and verifying its authenticity and (ii) verifying the traveler as MRTD holder. The Basic
Inspection System for global interoperability (i) includes the Country Signing Public Key and the Document
Signer Public Key of each issuing State or Organization, and (ii) implements the terminal part of the Basic
Access Control [ICAO_9303]. The Basic Inspection System reads the logical MRTD under Basic Access
Control and performs the Passive Authentication to verify the logical MRTD.

435 ABAC-KeysiCryptographic quality of Basic Access Cont

The Document Basic Access Control Keys being generated and imported by the issuing State or Organization
have to provide sufficient cryptographic strength. As a consequence of the [ICAO_9303], the Document Basic
Access Control Keys are derived from a defined subset of the individual printed MRZ data. It has to be ensured
that these data provide sufficient entropy to withstand any attack based on the decision that the inspection
system has to derive Document Access Keys from the printed MRZ data with enhanced basic attack potential.

43.6 A.nsp_Sys_Chip_Authfil nspection Systems foripgplabahenhterbp

The I nspection System implements at | east one of the f
Chip Authentication and Active Authentication. The I ns
chip during inspection and establishes secure messaging with keys established by the Chip Authentication
Mechanism, or uses the signature returned by the TOE during Active Authentication as proof of authenticity.
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4.3.7 A.Signature PKIARPKI for Passive Authenticationo

The issuing and receiving States or Organizations establish a public key infrastructure for passive
authentication i.e. digital signature creation and verification for the logical MRTD. The issuing State or
Organization runs a Certification Authority (CA) which securely generates stores and uses the Country Signing
CA Key pair. The CA keeps the Country Signing CA Private Key secret and is recommended to distribute the
Country Signing CA Public Key to ICAO, all receiving States maintaining its integrity. The Document Signer (i)
generates the Document Signer Key Pair, (ii) hands over the Document Signer Public Key to the CA for
certification, (iii) keeps the Document Signer Private Key secret and (iv) uses securely the Document Signer
Private Key for signing the Document Security Objects of the MRTDs. The CA creates the Document Signer
Certificates for the Document Signer Public Keys that are distributed to the receiving States and Organizations.
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4.4 Threats

441 T.Chip_ IDfildenti fication of MRTDO6s chipbo

Adverse action: Anattackert r yi ng to trace the movement of the

chip by establishing or listening to communications through the contactless
communication interface.

Threat agent: having enhanced basic attack potential, not knowing the optically readable MRZ data
printed on the MRTD data page in advance

Asset: Anonymity of user
442 T.Skimmingid Ski mmi ng the |1 ogical MRTDO

Adverse action:  An attacker imitates an inspection system trying to establish a communication to read the
logical MRTD or parts of it via the contactless communication channel of the TOE.

Threat agent: having enhanced basic attack potential, not knowing the optically readable MRZ data
printed on the MRTD data page in advance.

Asset: confidentiality of logical MRTD data.
443 T.Eavesdroppingi Eavesdropping to the communicati on
Adverse action: An attacker is |listening to an existing
inspection system to gain the logical MRTD or parts of it. The inspection system uses the
MRZ data printed on the MRTD data page but the attacker does not know these data in

advance.

Threat agent: having enhanced basic attack potential, not knowing the optically readable MRZ data
printed on the MRTD data page in advance.

Asset: confidentiality of logical MRTD data.
444 T.ForgeryiForgery of data on MRTD6s chipo

Adverse action:  An attacker alters fraudulently the complete stored logical MRTD or any part of it including
its security related data in order to deceive on an inspection system by means of the

changed MRTD holderés identity or bi ome

several attack scenarios of MRTD forgery. The attacker may alter the biographical data
on the biographical data page of the passport book, in the printed MRZ and in the digital
MRZ to claim another identity of the traveler. The attacker may alter the printed portrait
and the digitized portrait to overcome the visual inspection of the inspection officer and
the automated biometric authentication mechanism by face recognition. The attacker may
alter the biometric reference data to defeat automated biometric authentication
mechanism of the inspection system. The attacker may combine data groups of different
logical MRTDs to create a new forged MRTD, e.g. the attacker writes the digitized portrait
and optional biometric reference finger data read from the logical MRTD of a traveler into
anot her MRTD6s chip leaving their digit
holder this MRTD. The attacker may also copy the complete unchanged logical MRTD to
another contactless chip.

Threat agent: having enhanced basic attack potential, being in possession of one or more legitimate
MRTDs.
Asset: authenticity of logical MRTD data.

) ) ) e

Security Target

bet we



{()) 1IDEMIA

445 T.Abuse-FunciAbuse of Functionalityo

Adverse action:

Threat agent:

Asset:

An attacker may use functions of the TOE which shall not be used in the phase
AfOperational Useodo in order (i) to manipu
deactivate or change) security features or functions of the TOE or (iii) to disclose or to
manipulate TSF Data.

This threat addresses the misuse of the functions for the initialization and the
personalization in the operational state after delivery to MRTD holder.

having enhanced basic attack potential, being in possession of a legitimate MRTD.

confidentiality and authenticity of logical MRTD and TSF data, correctness of TSF.

446 T.Information_Leakagefil nf or mati on Leakage from MRTD®6s

Adverse action:

Threat agent:

Asset:

An attacker may exploit information which is leaked from the TOE during its usage in
order to disclose confidential TSF data. The information leakage may be inherent in the
normal operation or caused by the attacker. Leakage may occur through emanations,
variations in power consumption, 1/0O characteristics, clock frequency, or by changes in
processing time requirements. This leakage may be interpreted as a covert channel
transmission but is more closely related to measurement of operating parameters, which
may be derived either from measurements of the contactless interface (emanation) or
direct measurements (by contact to the chip still available even for a contactless chip)
and can then be related to the specific operation being performed. Examples are the
Differential Electromagnetic Analysis (DEMA) and the Differential Power Analysis (DPA).
Moreover the attacker may try actively to enforce information leakage by fault injection
(e.g. Differential Fault Analysis).

having enhanced basic attack potential, being in possession of a legitimate MRTD.

confidentiality of logical MRTD and TSF data.

447 T.Phys-Tamperi Physi cal Tamperingo

Adverse action:

Threat agent:

Asset:

Security Target

An attacker may perform physical probin
Data or (ii) to disclose/reconstruct th
physically modify the MRTDO6s chip in ord
the MRTDG6s chip, (ii) modify secur i toftware,u
(iif) modify User Data or (iv) to modify TSF data.

The physical tampering may be focused directly on the disclosure or manipulation of TOE

User Data (e.g. the biometric reference data for the inspection system) or TSF Data (e.qg.

authenticationkeyof t he MRTD&6s chip) or indirect]l

attack methods by modification of security features (e.g. to enable information leakage

through power analysis). Physical tamper
chip internals. Technigues commonly employed in IC failure analysis and IC reverse

engineering efforts may be used. Before that, the hardware security mechanisms and

layout characteristics need to be identified. Determination of software design including

treatment of User Data and TSF Data may also be a pre-requisite. The modification may

result in the deactivation of a security function. Changes of circuitry or data can be

permanent or temporary.

g
e

having enhanced basic attack potential, being in possession of a legitimate MRTD.

confidentiality and authenticity of logical MRTD and TSF data, correctness of TSF.

) ) ) e

c hi



{()) 1IDEMIA

448 T.Malfunctioni Mal function due to Environment al Stresso

Adverse action:  An attacker may cause a malfunction of TSForofthe MRTD®&s chi p Embe

by applying environmental stress in order to (i) deactivate or modify security features or
functions of the TOE or (i) circumvent, deactivate or modify security functions of the
MRTD6s chip Embedded Software.
This may be achi eved e. g. by operating the MRTD
conditions, exploiting errors in the M
administration function. To exploit these vulnerabilities an attacker needs information
about the functional operation.

Threat agent: having enhanced basic attack potential, being in possession of a legitimate MRTD.
Asset: confidentiality and authenticity of logical MRTD and TSF data, correctness of TSF.
449 T.ConfigurationAi Tampering attempti ngf prle@aT@Ei ono
Adverse action:  An attacker may access to the TOE at Manufacturing and Personalization phases (steps
5 and 6) to try to (i) deactivate or modify security features or functions of the TOE or (ii)
circumvent, deactivate or modify security f uncti ons of the MR’

Software.

Threat agent: having high attack potential, being in possession of one or more MRTD in Pre-
personalization or Personalization phases.

Asset: authenticity of logical MRTD data

4.4.10 T.Counterfeiti MRT R &S p O

Adverse action:  An attacker with high attack potential produces an unauthorized copy or reproduction of
a genuine MRTD6s chip to be used as par
authenticity of the MRTDOs teahelepby possesdionbfar
MRTD. The attacker may generate a new data set or extract completely or partially the
data from a genuine MRTD6s chip and copy
this genuine MRTDO6s chip.

Threat agent: having high attack potential, being in possession of one or more legitimate MRTDs

Asset: authenticity of logical MRTD data

4.4.11 T.Unauthorized Load

Adverse action: An attacker tries to load an additional code that is not intended to be assembled with the
initial TOE, i.e. the evidence of authenticity or integrity is not correct.

Threat agent: having high attack potential, knowing the MSK, LSK and derivation data, being in
possession of a legitimate MRTD

Asset: Logical MRTD data
4.4.12 T.Bad_Activation

Adverse action: An attacker tries to perturbate the additional code activation such as the final TOE is
different than the expected one (initial TOE or perturbed TOE).

) ) ) e
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Threat agent: having high attack potential, knowing the MSK, LSK and derivation data, being in
possession of a legitimate MRTD, being in possession of an additional code that is
authorized to be loaded.

Asset: Logical MRTD data
4.5 Organisational Security Policies
451 P.Manufacti Manufacturing of the MRTDO6s chipbo

The Initialization Data are written by the IC Manufacturer to identify the IC uniquely. The MRTD Manufacturer
writes the Pre-personalization Data which contains at least the Personalization Agent Key.

45.2 P.PersonalizationiPer sonali zation of the MRTD by issuing ¢

The issuing State or Organization guarantees the correctness of the biographical data, the printed portrait and
the digitized portrait, the biometric reference data and other data of the logical MRTD with respect to the MRTD
holder. The personalization of the MRTD for the holder is performed by an agent authorized by the issuing
State or Organization only.

453 P.Personal DatafiPer sonal data protection policybo

The biographical data and their summary printed in the
printed portrait and the digitized portrait (EF.DG2), the biometric reference data of finger(s) (EF.DG3), the

biometric reference data of iris image(s) (EF.DG4)® and data according to LDS (EF.DG5 to EF.DG13,

EF. DG16) stored on t he d4M8dféMMRTD holder. Tleesealatgpgeoups arenirgeinded

to be used only with agreement of the MRTD holder by inspection systems to which the MRTD is presented.

The MRTD6s chip shall provide the possibil itdtyesefdata t he
only for terminals successfully authenticated based on knowledge of the Document Basic Access Keys as

defined in [ICAO_9303].

3 Note that EF.DG3 and EF.DG4 are only readable after successful EAC authentication, not covered by this

| > >
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5 SECURITY OBJECTIVES

This chapter describes the security objectives for the TOE (OT) and the security objectives for the TOE
environment (OE). The security objectives for the TOE environment are separated into security objectives for
the development and production environment and security objectives for the operational environment.

5.1 Security objectives for the TOE

This section describes the security objectives for the TOE addressing the aspects of identified threats to be
countered by the TOE and organizational security policies to be met by the TOE.

5.1.1 OT.AC PersiAccess Control for Personalization of 1l ogi

The TOE must ensure that the logical MRTD data in EF.DG1 to EF.DG16, the Document security object
according to LDS [ICAO_9303] and the TSF data can be written by authorized Personalization Agents only.
The logical MRTD data in EF.DG1 to EF.DG16 and the TSF data may be written only during and cannot be
changed after its personalization. The Document security object can be updated by authorized Personalization
Agents if data in the data groups EF.DG 3 to EF.DG16 are added.

51.2 OT.Data IntAil nt egrity of personal dat ao

The TOE must ensure the integrity of the Il ogical MRT
manipulation and unauthorized writing. The TOE must ensure that the inspection system is able to detect any
modification of the transmitted logical MRTD data.

5.1.3 OT.Data ConfiConfi dentiality of personal dat ao

The TOE must ensure the confidentiality of the logical MRTD data groups EF.DG1 to EF.DG16. Read access
to EF.DG1 to EF.DG16 is granted to terminals successfully authenticated as Personalization Agent. Read
access to EF.DG1, EF.DG2 and EF.DG5 to EF.DG16 is granted to terminals successfully authenticated as
Basic Inspection System. The Basic Inspection System shall authenticate itself by means of the Basic Access
Control based on knowledge of the Document Basic Access Key. The TOE must ensure the confidentiality of
the logical MRTD data during their transmission to the Basic Inspection System.

5.1.4 OT.ldentificationfil dent i fi cati on and Authentication of the

The TOE must provide means to store IC Identification and Pre-Personalization Data in its non-volatile

memory. The IC Identification Data must provide a unigue identification of the IC during Phase 2
AManufacturingo and Phase 3 fAPersonal i zRefsdnalizatioodatat he M
includes writing of the Personalization Agent Key(s).
only to a successful authenticated Basic Inspection System or Personalization Agent.

Note: for scheme 3, TOE means the Integrated Circuit and its embedded Loader, the Embedded Software to
be loaded and the Logical MRTD data. The IC shall be able to authenticate itself to external entities. The
Initialisation Data are used for IC authentication verification data.

5.1.5 OT.Prot_Abuse-Funci Pr ot ecti on against Abuse of Functional

After delivery of the TOE to the MRTD Holder, the TOE must prevent the abuse of test and support functions
that may be maliciously used to (i) disclose critical User Data, (ii) manipulate critical User Data of the IC
Embedded Software, (iii) manipulate Soft-coded IC Embedded Software or (iv) bypass, deactivate, change or
explore security features or functions of the TOE.

Details of the relevant attack scenarios depend, for instance, on the capabilities of the Test Features provided
by the IC Dedicated Test Software which are not specified here.

) ) ) e
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5.1.6 OT.Prot_Inf Leaki Pr ot ecti on agheakagéaformati on

The TOE must provide protection against disclosure of confidential TSF data stored and/or processed in the
MRTDG6s chip

1 by measurement and analysis of the shape and amplitude of signals or the time between events found
by measuring signals on the electromagnetic field, power consumption, clock, or I/O lines and

1 by forcing a malfunction of the TOE and/or

1 by a physical manipulation of the TOE

5.1.7 OT.Prot_Phys-TamperA Pr ot ecti on against Physical Tampering

The TOE must provide protection of the confidentiality and integrity of the User Data, the TSF Data, and the
MRTD6s chip Embedded Software. This incl udbasic attackot ect i
potential by means of

1 measuring through galvanic contacts which is direct physical probing on the chips surface except on
pads being bonded (using standard tools for measuring voltage and current) or

1 measuring not using galvanic contacts but other types of physical interaction between charges (using
tools used in solid-state physics research and IC failure analysis)

1 manipulation of the hardware and its security features, as well as
1 controlled manipulation of memory contents (User Data, TSF Data)
with a prior

1 reverse-engineering to understand the design and its properties and functions.
5.1.8 OT.Prot_MalfunctionfiPr ot ecti on against Malfunctionsbo

The TOE must ensure its correct operation. The TOE must prevent its operation outside the normal operating
conditions where reliability and secure operation has not been proven or tested. This is to prevent errors. The
environmental conditions may include external energy (esp. electromagnetic) fields, voltage (on any contacts),
clock frequency, or temperature.

5.1.9 OT.Chip_Auth_ProofAa Pr oof of MRTD®&6s chip authenticityo

The TOE must support the Inspection Syst ems t o verify the identity and aut
issued by the identified issuing State or Organization by means of the Chip Authentication as defined in
[TR_03110], or Active Authentication as defined in in combination with the Document Security Object (SOD)

verification to verify the SOD belongs to the data page, the chip is genuine and chip and data page belong to

each other as defined in [ICAO_9303]. The authenticity proof provided by
against attacks with high attack potential.

5.1.10 OT.Configurationi Pr ot e ¢ thieom O&f preparati ono

During Pre-personalization and Personalization phases, the TOE must control the access to its sensitive
information and its functions and must provide the means to secure exchanges using cryptographic functions.
It must also ensure secure erasing of useless keys.

5.1.11 OT.Secure_Load_ACodefiSecure | oading of the Additional Cod

The Loader of the Initial TOE shall check an evidence of authenticity and integrity of the loaded Additional
Code.

The Loader enforces that only the allowed version of the Additional Code can be loaded on the Initial TOE.
The Loader shall forbid the loading of an Additional Code not intended to be assembled with the Initial TOE.

) ) ) e
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During the Load Phase of an Additional Code, the TOE shall remain secure.

5.1.12 OT.Secure_AC_ActivationfiSecur e activation of the Additional
Activation of the Additional Code and update of the Identification Data shall be performed at the same time in
an Atomic way.

All the operations needed for the code to be able to operate as in the Final TOE shall be completed before
activation.

If the Atomic Activation is successful, then the resulting product is the Final TOE, otherwise (in case of
interruption or incident which prevents the forming of the Final TOE such as tearing, integrity violation, error

case ), the Initial TOE shall remain in its initial state or fail secure.

5.1.13 OT.TOE_lIdentificationi Secur e i dentification of the TOEO

The Identification Data identifies the Initial TOE and Additional Code. The TOE provides means to store
Identification Data in its non-volatile memory and guarantees the integrity of these data.

After Atomic Activation of the Additional Code, the Identification Data of the Final TOE allows identifications of
Initial TOE and Additional Code. The user must be able to uniquely identify Initial TOE and Additional Code(s)
which are embedded in the Final TOE.

> > > 47/11¢€
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5.2 Security objectives for the operational environment
5.2.1 Issuing State or Organization

The issuing State or Organization will implement the following security objectives of the TOE environment.

5.2.1.1 OE.MRTD_Manufacti Pr ot ecti on of the MRTD Manufacturingo

Appropriate functionality testing of the TOE shall be used in step 4 to 6.

During all manufacturing and test operations, security procedures shall be used through phases 4, 5 and 6 to
maintain confidentiality and integrity of the TOE and its manufacturing and test data.

Note: for scheme 3, TOE means the Integrated Circuit and its embedded Loader, the Embedded Software to
be loaded and the Logical MRTD data. Therefore, security procedures shall be used to:

1. maintain confidentiality and integrity of the code loading process during Phase 4, Phase 5 and Phase
61

2. Protect the Loader functionality against misuse, limit the capability of the Loader and terminate
irreversibly the Loader after intended usage of the Loader,

3. Implement the authentication verification mechanism and know authentication reference data of the
TOE,

4. Fulfil the access conditions required by the Loader.

5.2.1.2 OE.MRTD DeliveryfiPr ot ecti on of the MRTD deliveryo

Procedures shall ensure protection of TOE material/information under delivery including the following
objectives:

non-disclosure of any security relevant information,

identification of the element under delivery,

meet confidentiality rules (confidentiality level, transmittal form, reception acknowledgment),

physical protection to prevent external damage,

secure storage and handling procedures (inclu
traceability of TOE during delivery including the following parameters:

=A =4 =4 -4 -8 -9

- origin and shipment details,
- reception, reception acknowledgement,
- location material/information.

Procedures shall ensure that corrective actions are taken in case of improper operation in the delivery process
(including if applicable any non-conformance to the confidentiality convention) and highlight all non-
conformance to this process.

Procedures shall ensure that people (shipping department, carrier, reception department) dealing with the
procedure for delivery have got the required skill, training and knowledge to meet the procedure requirements
and be able to act fully in accordance with the above expectations.

Note: for scheme 3, TOE means the Integrated Circuit and its embedded Loader, the Embedded Software to
be loaded and the Logical MRTD data. Therefore, security procedures shall be used to:

1. maintain confidentiality and integrity of the code to be loaded during Phase 4, Phase 5 and Phase 6,
2. realize appropriate Loader key management in the environment (confidentiality must be maintained).
5.2.1.3 OE.Personalizationfi Perasloinzati on of | ogi cal MRTDO

The issuing State or Organization must ensure that the Personalization Agents acting on behalf of the issuing
State or Organization (i) establish the correct identity of the holder and create biographical data for the MRTD,

) ) ) e
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(ii) enroll the biometric reference data of the MRTD holder i.e. the portrait, the encoded finger image(s) and/or
the encoded iris image(s) and (iii) personalize the MRTD for the holder together with the defined physical and
logical security measures to protect the confidentiality and integrity of these data.

5.2.1.4 OE.Pass_Auth SignfiAut henti cation of | ogical MRTD by

The issuing State or Organization must (i) generate a cryptographic secure Country Signing CA Key Pair, (ii)
ensure the secrecy of the Country Signing CA Private Key and sign Document Signer Certificates in a secure
operational environment, and (iii) distribute the Certificate of the Country Signing CA Public Key to receiving
States and Organizations maintaining its authenticity and integrity. The issuing State or Organization must (i)
generate a cryptographic secure Document Signer Key Pair and ensure the secrecy of the Document Signer
Private Keys, (ii) sign Document Security Objects of genuine MRTD in a secure operational environment only
and (iii) distribute the Certificate of the Document Signer Public Key to receiving States and Organizations.
The digital signature in the Document Security Object relates all data in the data in EF.DG1 to EF.DG16 if
stored in the LDS according to [ICAO_9303].

5.2.1.5 OE.BAC-KeysfiCryptographic quality of Basic Access

The Document Basic Access Control Keys being generated and imported by the issuing State or Organization
have to provide sufficient cryptographic strength. As a consequence of the [ICAO_9303] the Document Basic
Access Control Keys are derived from a defined subset of the individual printed MRZ data. It has to be ensured
that these data provide sufficient entropy to withstand any attack based on the decision that the inspection
system has to derive Document Basic Access Keys from the printed MRZ data with enhanced basic attack
potential.

52.1.6 OE.Auth_MRTDAMRTD Authentication Keyo
The issuing State or Organization has to establish the necessary public key infrastructure in order to
(i) generate the MRTD6s Authentication Key Pair(

Private Key(s), (iii) signh and store the Authentication Public Key(s) in the Authentication Public Key data (i.e in
EF.DG14 for Chip Authentication Public Key and in EF.DG15 for Active Authentication Public Key) and (iv)

Si

C

s) .

gna

ont

support inspection systems of receivi ng St ates or organizations to verify

used for genuine MRTD by certification of the Authentication Public Key by means of the Document Security
Object.

5.2.2 Receiving State or Organization

The receiving State or Organization will implement the following security objectives of the TOE environment.

5.22.1 OE.Exam MRTDAEx ami nati on of the MRTD passport booko

The inspection system of the receiving State or Organization must examine the MRTD presented by the
traveler to verify its authenticity by means of the physical security measures and to detect any manipulation of
the physical MRTD. The Basic Inspection System for global interoperability (i) includes the Country Signing
Public Key and the Document Signer Public Key of each issuing State or Organization, and (i) implements the
terminal part of the Basic Access Control [ICAO_9303].

5.2.2.2 OE.Exam_Chip_AuthAiEx ami nati on of ttylbe chi p authentici

Additionally to the OE.Exam_MRTD, inspection system performs the Chip Authentication Protocol or the Active
Aut hentication Protocol to verify the Authenticit
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5.2.2.3 OE.Passive_Auth VerifiVer i fi cation by Passive Authent:i

The border control officer of the receiving State uses the inspection system to verify the traveler as MRTD
holder. The inspection systems must have successfully verified the signature of Document Security Objects
and the integrity data elements of the logical MRTD before they are used. The receiving States and
Organizations must manage the Country Signing Public Key and the Document Signer Public Key maintaining
their authenticity and availability in all inspection systems.

5.2.2.4 OE.Prot_Logical MRTDAPr atie:mm of data from the | ogical

The inspection system of the receiving State or Organization ensures the confidentiality and integrity of the
data read from the logical MRTD. The receiving State examining the logical MRTD being under Basic Access
Control will use inspection systems which implement the terminal part of the Basic Access Control and use the
secure messaging with fresh generated keys for the protection of the transmitted data (i.e. Basic Inspection
Systems).

> > > 50/11¢
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5.3  Security objectives rationale

53.1

Introduction

Assumption Related Security Objective(s) Rationale
A.MRTD_Manufact OE.MRTD_Manufact 5.3.2.1
A.MRTD_Delivery OE.MRTD_Delivery 5.3.2.2
A.Pers_Agent OE.Personalization 53.2.3
A.lnsp_Sys OF.Sxam_MRTD 5.3.2.4
OE.Prot_Logical_MRTD
A.Insp_Sys_Chip_Auth OE.Exam_Chip_Auth 5.3.2.5
A.BAC-Keys OE.BAC-Keys 5.3.2.6
A.Signature_PKI OE.Pass_Auth_Sign 5.3.2.7

Table 13 - Assumptions of the TOE and Security Objectives

Threat Related Security Objective(s) | Rationale
) OT.ldentification

T.Chip_ID 5.3.3.1
OE.BAC-Keys

T.Skimming OT.Data_Conf

i 5.3.3.2

T.Eavesdropping OE.BAC-Keys
OT.AC_Pers
OT.Data_Int
OT.Prot_Phys-Tamper

T.Forgery 5.3.33
OE.Exam_MRTD
OE.Pass_Auth_Sign
OE.Passive_Auth_Verif
OT.Prot_Abuse-Func

T.Abuse-Func - 5334
OE. Personalization

T.Information_Leakage OT.Prot_Inf_Leak

T.Phys-Tamper OT.Prot_Phys-Tamper 5.3.35

T.Malfunction OT.Prot_Malfunction
OT.Configuration

T.Configuration g 5336
OT.TOE_ Identification
OT.Chip_Auth_Proof

T.Counterfeit OE.Exam_Chip_Auth 5.3.3.7
OE.Auth_MRTD

T.Unauthorized_Load OT.Secure_Load_ACode 5.3.3.8

Security Target
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OT.TOE_ Identification

OT.Secure_AC_Activation
T.Bad_Activation o 5.3.3.9
OT.TOE_ Identification

Table 14 - Threats of the TOE and Security Objectives

OSP Related Security Objective(s) | Rationale

P.Manufact OT.ldentification 5.3.4.1

OE.Personalization

P.Personalization OT.AC_Pers 5.3.4.2
OT.ldentification
OT.Data_Int

P.Personal_Data 5.3.4.3

OT.Data_Conf

Table 15 - OSP of the TOE and Security Objectives

5.3.2 Rationales for Assumptions
5.3.2.1 A MRTD_Manufact

The assumption AMRTD_Manufact A MRTD manuf act ur i ngis aoweredsby ¢he secudty t o 6
objective for the TOE environment OE.MRTD_Manufacti Pr ot ect i on of t hethaliRquitezs Ma n u f
to use security procedures during all manufacturing steps.

5.3.2.2 AMRTD_Delivery

The assumption AMRTD_Deliverydi MRTD del i very d usrcovergd bystheesgruarity dbjettice 6 0
for the TOE environment OE.MRTD_DeliveryfPr ot ect i on of t tha requiRr3 tbusd seduiity er y 0
procedures during delivery steps of the MRTD.

5.3.2.3 A.Pers_Agent

The assumption A.Pers_ Agenti Per sonal i zat i ar iigpdovetedby thd/Hechiridybobjective for
the TOE environment OE.Personalization i Pe rasloinzat i on o f indludingithe &drolmetR ThE 0
protection with digital signature and the storage of the MRTD holder personal data.

5.3.2.4 A.lnsp_Sys

The examination of the MRTD passport book addressed by the assumption A.lInsp_Sysfil nspecti on Sys
for gl obal i i® coeered iy ¢he seburity abjecyivies for the TOE environment OE.Exam_MRTD
AExami nati on of t he M RfeDsecwyity sobjectivest for the oTO& environment
OE.Prot_Logical MRTD i P r didn@fcdata from the logical MRTD will require the Basic Inspection System

to implement the Basic Access Control and to protect the logical MRTD data during the transmission and the

internal handling.

5.3.2.5 A.lnsp_Sys_Chip_Auth
The examination of the MRTD passport book addressed by the assumption A.Insp_Sys_Chip_Auth

Al nspection Systems fori gl @bt hisaovweriedby thegsecurity bbiedtives fgrthe n ¢ h
TOE environment OE.Exam_Chip_Auth.
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5.3.2.6 A.BAC-Keys

The assumption is directly covered by the security objective for the TOE environment OE.BAC-Keys
ACryptographic quality oénsuBngthe stfficiert keg qality t berptovided by tkee y s 0
issuing State or Organization.

5.3.2.7 A.Signature_PKI

The assumption is directly covered by the security objective for the TOE environment OE.Pass_Auth_Sign

Mut hentication of | o gadveriaglthe MeReEsAry firgceddés dontlaetCaunte 8igning CA
Key Pair and the Document Signer Key Pairs.
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5.3.3 Rationales for Threats
5.3.3.1 T.Chip_ID

The threat T.Chip_ ID il dent i fi cat i onaddreksesMiR Tiricé f the MRFDOmMovement by
identifying remotely the MRTDO6s chip through the contac
as described by the security objective OT.Identificationfil dent i fi cati on and ByBaskent i ca
Access Control using sufficiently strong derived keys as required by the security objective for the environment
OE.BAC-KeysfiCr yptographic quality of Basic Access Control |

5.3.3.2 T.Skimming and T.Eavesdropping

The threat T.Skimming A Ski mmi ng t he bnaol gTiEavasdroppiRgTMB®avesdr oppi ng t
communication between T OHREddessdhe ieadmgaf the logeal MRTD srdughrth@
contactless interface or | istening the communication b
countered by the security objective OT.Data ConfA Conf i dent i al i t yhrogh BapiccAccessn a | d e
Control using sufficiently strong derived keys as required by the security objective for the environment
OE.BAC-Keysi Cr ypt ographic quality of Basic Access Control

5.3.3.3 T.Forgery

The threat T.ForgeryiFor gery of dat aaddoessesthR ffaDdulent altdratiqn of the complete

stored logical MRTD or any part of it. The security objective OT.AC_Persi Access Contr ol for Pe
of | ogi c adquiredl Bheé DOE to limit the write access for the logical MRTD to the trustworthy
Personalization Agent (cf. OE.Personalization). The TOE will protect the integrity of the stored logical MRTD

according the security objective OT.Data Int Al nt egr i ty of ang OT.”Rrat rPhys-Tampet a o
AProtection agai ns tThePekanmatianaf the prasemped MRTD gassport book according

to OE.Exam_MRTD AEx ami nati on of t he shR&nBurephatspaspport ook doeso rotd

contain a sensitive contactless chip which may present the complete unchanged logical MRTD. The TOE
environment will detect partly forged logical MRTD data by means of digital signature which will be created

according to OE.Pass_Auth_Sign A Aut hentication of | o g and adrifiedMiy The by S
inspection system according to OE.Passive_Auth_VerifiVer i fi cati on by Passive Auth

5.3.3.4 T.Abuse-Func

The threat T.Abuse-Func i Abuse of Faddteosmasi aypbacks using the MRT
material for the MRTD and misuse of the functions for personalization in the operational state after delivery to

MRTD holder to disclose or to manipulate the logical MRTD. This threat is countered by OT.Prot_Abuse-Func
AProtection agai nst.Addianallethioobjectve is supportedibn thei sécyrity objective for

the TOE environment: OE.Personalization i Pe rasloinz at i on o f ensuong that thd TOM$eduiinw

functions for the initialization and the personalization are disabled and the security functions for the operational

state after delivery to MRTD holder are enabled according to the intended use of the TOE.

5.3.3.5 T.Information_Leakage, T.Phys-Tamper and T.Malfunction

The threats T.Information_Leakage il nf or mat i on L e ak ag,él.PHys-TampeMRADyWssi ccahli |
T a mp e ranchTgMalfunction i Mal f uncti on due t o arE typical fobintegmted caclits St r e s ¢
like smart cards under direct attack with high attack potential. The protection of the TOE against these threats

is addressed by the directly related security objectives OT.Prot_Inf Leak i Pr ot ecti on agai nst

L e ak a @€.Prot_Phys-Tamper iPr ot ecti on agai nst an® lOy.BrotcMalfuncffloa mper i r

AProtection against Malfunctionso
5.3.3.6 T.Configuration
The threat T.Configurationi Tamper i ng at t edorpmg preparationdaddrdsseg attacks in Pre-

personalization and Personalization phases. The attacker trying to access to unauthorized TOE functions,
trying to access or to modify sensitive information exchanged between the TOE and the Personalization
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system. Protection of the TOE during these two phases is directly addressed by OT.Configurationfi Pr ot ect i on
oft he TOE pr.®pTOE ddentificatipn also covers this threat allowing to identify uniquely the Final
TOE.

5.3.3.7 T.Counterfeit

The threat T.Counterfeit A MR T @ és addiesses the attack of unauthorized copy or reproduction of the
genuine MRTD chip. This attack is thwarted by chip an identification and authenticity proof required by
OT.Chip_Auth_Proof A Pr oof of MRT DO s usingaiaptheaticatioh leey fair to bhetggnérated by
the issuing State or Organization. The Public Chip Authentication Key has to be written into EF.DG14 and
signed by means of Documents Security Objects as demanded by OE.Auth_MRTD AiMRTD Authentication
K e y According to OE.Exam_Chip_Auth the inspection system has to perform the Chip Authentication
Protocol to verify the authenticity of the MRTDG6s chip

This threat is also covered by OE.Auth. MRTD AMRTD Aut h e nt i c asing acantheHtieayiod key pair to
be generated by the issuing State or Organization. The Public Active Authentication Key has to be written into
EF.DG15 and signed by means of Documents Security Objects as demanded by OE.Auth_MRTD AMRTD
Aut hent i c.aAcdording toK@GEyERam Chip_Auth the inspection system has to perform the Active
Aut hentication Protocol to verify the authenticity of

5.3.3.8 T.Unauthorized_Load

The threat T.Unauthorized_Load addresses the attack of loading an unauthorized code on the smart card
product, when the loader (additional code loader) is available, that means in phase 5. Although this threat is
mitigated by the conditions of loading in a secure environment, the TOE scope considers this attack as the
TOE delivery point is end of phase 3. This threat is mitigated by the authentication of the Pre-personalization
Agent with MSK and the calculation of the DIV_LSK which constitutes in itself the proof of authenticity and
integrity of the additional code to be loaded. The objective OT.Secure_Load_ACode covers then this threat.
Furthermore, the objective OT.TOE_Identification also covers this threat allowing to identify uniquely the Final
TOE.

5.3.3.9 T.Bad_Activation

The threat T.Bad_Activation addresses the attack of perturbation of activation an allowed source code. We
consider that the source code allowance for this threat is correct, that means that this threat only covers allowed
source code. The attacker perturbates the activation such as to invalidate the additional source code activation
or obtaining a bad TOE. This threat is mitigated by the objective OT.Secure_AC_Activation, which requires
the TOE protects this activation. This activation is performed within one LOAD_SECURE command.
Furthermore, the objective OT.TOE_ldentification also covers this threat allowing to identify uniquely the Final
TOE.
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5.3.4 Rationales for Organisational Security Policies
5.3.4.1 P.Manufact

The OSP P.Manufacti Manuf act ur i ng o fequirds a unigR idéntfisation bf the I€ by means
of the Initialization Data and the writing of the Pre-personalization Data as being fulfilled by OT.ldentification
Al dentification and Authentication of the TOEDO

5.3.4.2 P.Personalization

The OSP P.Personalizationi Per sonal i zation of the MRTD byaddressesui ng S
the (i) the enrolment of the logical MRTD by the Personalization Agent as described in the security objective

for the TOE environment OE.Personalization i Pe rasloinz at i on o f, and ¢ipthe @aecéss ddrikrdl D 0

for the user data and TSF data as described by the security objective OT.AC Pers i Access Contr ol
Personal i zati on . Mofethé manufactarér eqipsTiHe OTOE with the Personalization Agent

Key(s) according to OT.ldentification il dent i fi cati on and AThe beeunty objectivei on o f
OT.AC_ PersiiAccess Control for Per s bmitatheimarmgemennof T6GF dataargli ¢ a | \
management of TSF to the Personalization Agent.

5.3.4.3 P.Personal_Data

The OSP P.Personal Datafi Per son al dat a rpguies tleed®B (9 to support the prptéction of

the confidentiality of the logical MRTD by means of the Basic Access Control and (ii) enforce the access control

for reading as decided by the issuing State or Organization. This policy is implemented by the security

objectives OT.Data Intfil nt egr i t y o fdesgileng the uneohditiaha pratextion of the integrity of

the stored data and during transmission. The security objective OT.Data ConffiConf i denti al ity o
d a t daseribes the protection of the confidentiality.
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6 EXTENDED COMPONENTS DEFINITION

6.1 Extended components definition
6.1.1 Definition of the Family FAU_SAS

To define the security functional requirements of the TOE a sensitive family (FAU_SAS) of the Class FAU
(Security Audit) is defined here. This family describes the functional requirements for the storage of audit data.
It has a more general approach than FAU_GEN, because it does not necessarily require the data to be
generated by the TOE itself and because it does not give specific details of the content of the audit records.
The family AAudit data storage (FAU_SAS)o0 is specified
FAU_SAS AAudit data storageo
Family behavior
This family defines functional requirements for the storage of audit data.
Component leveling

FAU_SAS.1 Requires the TOE to the possibility to store audit data

Management: FAU_SAS.1

There are no management activities foreseen.

Audit: FAU_SAS.1

There are no actions defined to be auditable.

FAU_SAS.1 AAudit storagebo
Hierarchical to: No other components.
Dependencies: No dependencies.
FAU SAS.1.1 The TSF shall provide [assignment: authorized users] with the capability to store

[assignment: list of audit information] in the audit records.
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6.1.2 Definition of the Family FCS_RND
To define the IT security functional requirements of the TOE a sensitive family (FCS_RND) of the Class FCS
(cryptographic support) is defined here. This family describes the functional requirements for random number
generation used for cryptographic purposes. The component FCS_RND is not limited to generation of
cryptographic keys unlike the component FCS_CKM.1. The similar component FIA_SOS.2 is intended for non-
cryptographic use.
The family fiGeneration of random numbers (FCS_RND)oO is
FCS_RND iGeneration of random number so

Family behavior

This family defines quality requirements for the generation of random numbers which are intended to be used
for cryptographic purposes.

Component leveling:

FCS_RND.1 Generation of random numbers requires that random numbers meet a defined quality
metric.
Management: FCS_RND.1

There are no management activities foreseen.
Audit: FCS RND.1

There are no actions defined to be auditable.

FCS_RND.1 AQuality metric for random number so
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RND.1.1 The TSF shall provide a mechanism to generate random numbers that meet

[assignment: a defined quality metric].
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6.1.3 Definition of the Family FMT_LIM
The family FMT_LIM describes the functional requirements for the Test Features of the TOE. The new
functional requirements were defined in the class FMT because this class addresses the management of
functions of the TSF. The examples of the technical mechanism used in the TOE show that no other class is
appropriate to address the specific issues of preventing the abuse of functions by limiting the capabilities of
the functions and by limiting their availability.
The family ALimited capabilities and availability
FMT_LIM ALi mited capabilities and availabilityo
Family behavior
This family defines requirements that limit the capabilities and availability of functions in a combined manner.
Note that FDP_ACF restricts the access to functions whereas the Limited capability of this family requires the

functions themselves to be designed in a specific manner.

Component leveling:

FMT_LIM.1 Limited capabilities requires that the TSF is built to provide only the capabilities
(perform action, gather information) necessary for its genuine purpose.

FMT_LIM.2 Limited availability requires that the TSF restrict the use of functions (refer to Limited
capabilities (FMT_LIM.1)). This can be achieved, for instance, by removing or by
di sabling functions in a-gceecific phas:¢

Management: FMT_LIM.1, FMT_LIM.2

There are no management activities foreseen.
Audit: FMT_LIM.1, FMT_LIM.2
There are no actions defined to be auditable.

To define the IT security functional requirements of the TOE a sensitive family (FMT_LIM) of the Class FMT
(Security Management) is defined here. This family describes the functional requirements for the Test Features
of the TOE. The new functional requirements were defined in the class FMT because this class addresses the
management of functions of the TSF. The examples of the technical mechanism used in the TOE show that
no other class is appropriate to address the specific issues of preventing the abuse of functions by limiting the
capabilities of the functions and by limiting their availability.

FMT_LIM.1 ALi mi ted capabilitieso
Hierarchical to: No other components.
Dependencies: FMT_LIM.2 Limited availability.
FMT_LIM.1.1 The TSF shall be designed in a manner that limits their capabilities so that in
conjunction with ALIi mited avail abil

enforced [assignment: Limited capability and availability policy].

o

The TOE Functional Requirementii Li mi t ed availability (FMT_LI M. 2)
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FMT_LIM.2 ALIim ted availabilitybo
Hierarchical to: No other components.
Dependencies: FMT_LIM.1 Limited capabilities.
FMT_LIM.2.1 The TSF shall be designed in a manner that limits their availability so that in
conjunction with ALIi mited capabilit

enforced [assignment: Limited capability and availability policy].

6.1.4 Definition of the Family FPT_EMS
The sensitive family FPT_EMS (TOE Emanation) of the Class FPT (Protection of the TSF) is defined here to
describe the IT security functional requirements of the TOE. The TOE shall prevent attacks against the TOE
and other secret data where the attack is based on external observable physical phenomena of the TOE.
Examples of such attacks are evaluation of TOEO®s
differential power analysis (DPA), timing attacks, etc. This family describes the functional requirements for the
limitation of intelligible emanations which are not directly addressed by any other component of [CC_2].
The family ATOE Emanati oasfolow T _EMS) 0 i s specified
Family behavior
This family defines requirements to mitigate intelligible emanations.
Component levelling:

FPT_EMS.1 TOE emanation has two constituents:

FPT_EMS.1.1 Limit of Emissions requires to not emit intelligible emissions enabling access to TSF
data or user data.

FPT_EMS.1.2 Interface Emanation requires to not emit interface emanation enabling access to TSF
data or user data.

Management: FPT_EMS.1
There are no management activities foreseen.
Audit: FPT_EMS.1

There are no actions defined to be auditable.

FPT_EMS.1 ATOE Emanationo
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_EMS.1.1 The TOE shall not emit [assignment: types of emissions] in excess of

[assignment: specified limits] enabling access to [assignment: list of types of
TSF data] and [assignment: list of types of user data].

FPT_EMS.1.2 The TSF shall ensure [assignment: type of users] are unable to use the following

interface [assignment: type of connection] to gain access to assignment: list of
types of TSF data] and [assignment: list of types of user data].
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Security Target

el ect



{()) 1IDEMIA

6.1.5 Definition of the Family FIA_API

To describe the IT security functional requirements of the TOE a sensitive family (FIA_API) of the Class FIA
(Identification and authentication) is defined here. This family describes the functional requirements for the
proof of the claimed identity for the authentication verification by an external entity where the other families of
the class FIA address the verification of the identity of an external entity.

FIA_API AAut hentication Proof of Il dentityo

Family behavior

This family defines functions provided by the TOE to prove their identity and to be verified by an external entity
in the TOE IT environment.

Component leveling:

FIA_API.1 Authentication Proof of Identity.
Management: FIA_API.1

The following actions could be considered for the management functions in FMT:
Management of authentication information used to prove the claimed identity.

Audit: There are no actions defined to be auditable.
FIA_APIL.1 iAut hentication Proof of I dentityo
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_APL.1.1 The TSF shall provide a [assignment: authentication mechanism] to prove the

identity of the [assignment: authorized user or role].
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7 SECURITY REQUIREMENTS

7.1  Security functional requirements

This section on security functional requirements for the TOE is divided into sub-section following the main
security functionality.

SFRin ST SFR in [PP_BAC] Descr.

Security Target

FCS CKM.1.1/BAC FCS CKM.1.1 U JUJU]JV
FCS CKM.1.1/MSK DIV - U |V ulu
FCS CKM.1.1/GP Additional SFR - U [V v|u
FCS CKM.1.1/LSK DIV Additional SER 1.2, U |v]ulu
FCS CKM.1.1/CA Additional SER U JululV
FCS CKM.1.1/KEY GEN Additional SER U |[Vv]|VIu
FCS CKM.4.1 FCS CKM.4.1 7122 U |V V]|V
FCS COP.1.1/BAC SHA FCS COP.1.1/SHA U |UululV
FCS COP.1.1/BAC_ENC FCS COP.1.1/ENC U |ululV
FCS COP.1.1/AUTH FCS COP.1.1/AUTH U |Uulv|uU
FCS COP.1.1/BAC MAC FCS COP.1.1/MAC U |ululV
FCS COP.1.1/MSK_SHA U |v]ulu
FCS COP.1.1/GP _ENC U |Vv]|V/Iu
FCS COP.1.1/GP_AUTH Additional SER U |v]ulu
FCS COP.1.1/GP_MAC 123 U |Vv]|V/Iu
FCS COP.1.1/GP_SDT DEC 1.2, U |Vv]|VIu
FCS COP.1.1/ADDCODE DEC U |v]ulu
FCS COP.1.1/ADDCODE MAC | Additional SFR U |v]|ulu
FCS COP.1.1/ADDCODE _SHA U |v]|ulu
FCS COP.1.1/CA SHA U |UululV
FCS COP.1.1/CA ENC Additional SER U |UululV
FCS COP.1.1/CA MAC U |UululV
FCS COP.1.1/SIG_GEN Additional SER U |UululV
FCS RND.1.1 FCS RND.1.1 7124 U |V V]|V
FIA UID.1.1 FIA UID.1.1 131 U |V IV]V
FIA UID.1.2 FIA UID.1.2 1.3. U |V VIV
FIA UAU11 FIA UAU11 3o U |V VIV
FIA UAU12 FIA UAU1.2 1.3. U |V VIV
FIA UAUA.1 FIA UAUA.1 7133 U |V V]|V
FIA UAU.5.1/BAC FIA UAUS5.1 U |ulVv]|V
FIA UAU.5.2/BAC FIA UAU5.2 U |ulVv ]|V
FIA UAU.5.1/MP N U |Vv]|ulu
FIA UAU 5.2/MP Additional SFR 7.1.3.4 U VARVEEY
FIA UAU.5.1/CA - U |ulv]|V
FIA UAU.5.2/CA Additional SFR U UV |V
FIA UAU.6.1/BAC FIA UAU.6.1 U |UululV
FIA UAU.6.1/MP Additional SER 1as U |Vv]|V]|uU
FIA UAU.6.1/ADD CODE Additional SER 1.3, U |v]|ulu
FIA_UAU.6.1/CA Additional SFR U |ululV
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FDP ITC.1.3/MP

Step
SFRin ST SFR in [PP_BAC] Descr. Before | 5 | 6 | 7
5

FIA AFL.1.1/BAC FIA AFL.1.1 u UujulvVv
FIA AFL.1.2/BAC FIA AFL.1.2 136 U Ul ulvVv
FIA AFL.1.1/MP Additional SFR S U VIV u
FIA AFL.1.2/MP Additional SFR U VIV u
FIA_API.1.1/CA Additional SFR 137 U Ul ulvVv
FIA API.11/AA Additional SFR S U Ul ulvVv
FDP ACC.1.1/BAC FDP ACC.1.1 U ulv |V
FDP_ACC.1.1/MP Additional SFR 7.1.4.1 U V|Vv]u
FDP_ACC.1.1/ID Additional SFR U ARARY
FDP_ACF.1.1/BAC FDP ACF.1.1 U UV ]|V
FDP_ACF.1.2/BAC FDP ACF.1.2 U ulv ]|V
FDP_ACF.1.3/BAC FDP_ACF.1.3 U ulv ]|V
FDP ACF.1.4/BAC FDP ACF.1.4 U ulv ]|V
FDP_ACF.1.1/MP U V|Vv]u
FDP_ACF.1.2/MP » U VARARY
FDP _ACE 1.3/MP Additional SFR 7.1.4.2 U vIvIu
FDP_ACF.1.4/MP U V|Vv]u
FDP ACF.1.1/ID U ARARY
FDP_ACF.1.2/ID » U ARARY
FDP_ACF.1.3/ID Additional SFR U VIV]Vv
FDP_ACF.1.4/ID U ARARY
FDP UCT.1.1/BAC FDP UCT.1.1 U Ul ulvVv
FDP_UCT.1.1/MP Additional SFR 143 U V|Vv]u
FDP UCT.1.1/ADD CODE Additional SFR L U V] u]lu
FDP UCT.1.1/CA Additional SFR U Ul ulvVv
FDP UIT.1.1/BAC FDP UIT.1.1 U Ul ulvVv
FDP_UIT.1.2/BAC FDP UIT.1.2 U Ul ulvVv
FDP UIT.1.1/MP - U ARARY
FDP UIT.1.2/MP Additional SFR 144 U YARARY
FDP UIT.1.1/ADD CODE Additional SFR L U V] u]lu
FDP UIT.1.2/ADD CODE U V]u]lu
FDP UIT.1.1/CA - U Ul ulvVv
FDP UIT.1.2/CA Additional SFR U |UlulV
FDP ITC.1.1/MP U V|Vv]u
FDP ITC.1.2/MP Additional SFR 7.1.45 U V|Vv]u
U V|Vv]u

Security Target

FMT MOF.1.1/PROT n U V|V |U
EMT MOF 1.1/GP Additional SFR 7.15.1 U vIvIU
FMT SMF.1.1 FMT SMF.1.1 7152 Y, ARARY
FMT SMR.1.1 FMT SMR.1.1 153 U ARAR
FMT SMR.1.2 FMT SMR.1.2 L9 U ARAR
FMT LIM.1.1 FMT LIM.1.1 7154 U ARAR
FMT LIM.2.1 FMT LIM.2.1 7155 U ARAR
FMT MTD.1.1/INI ENA FMT MTD.1.1/INI ENA U V|V |V
FMT MTD.1.1/INI_DIS FMT _MTD.1.1/INI_DIS U V|V |V
FMT MTD.1.1/KEY WRITE FMT MTD.1.1/KEY WRITE U V|V |V
FMT MTD.1.1/KEY READ FMT MTD.1.1/KEY READ | 7.1.5.6 U V|V |V
FMT MTD.1.1/MP_KEY WRITE » Vv ARAR
FMT MTD.L.1/MP KEY READ | ~dditional SFR Y, ARAR
FMT MTD.1.1/CAPK Additional SFR U ARAR
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Step
SFRin ST SFR in [PP_BAC] Descr. Before | 5 | 6 | 7
5

FMT_MTD.1.1/CAPK_READ Uu |V |V]V
FMT_MTD.L.1/AA_KEY WRITE - U |V |V]V
FMT _MTD.1.1/AA_KEY READ Additional SFR U |V ]|V]V
FMT_MTD.L.1/LCS_PREP - U |V |V]V
FMT _MTD.1.1/LCS_PERS Additional SFR U |V ]|V]V
FMT_MTD.L.1/LSK_READ Additional SFR V[V |V ]|V
FMT_MTD.1.1/ADDCODE LOAD | , (i ' o U |V |V]V
FMT_MTD.1.1/ADDCODE_ACT U |V |V]|V
FMT _MTD.L.1/AA_KEY GEN Additional SFR U |V |V]V
FMT MTD.1.1/CA KEY GEN Additional SFR U |V |V]V
FPT EMS.1.1 FPT_EMSEC.1.1 161 U |V |V]V
FPT EMS.1.2 FPT_EMSEC.1.2 10, U |V |V]V
FPT FLS.1.1 FPT FLS.1.1 7162 U |V |V]V
FPT TST.1.1 FPT TST.1.1 U |V |V]V
FPT TST.1.2 FPT TST.1.2 7163 U |V |V]V
FPT TST.1.3 FPT TST.1.3 U |V |V]V
FPT PHP.3.1 FPT PHP.3.1 7164 U |V |V]V
FTP ITC.1.1/MP U |V |V]|U
FTP_ITC.1.2/MP Additional SFR 7171 U |V |V]|uU
FTP_ITC.1.3/MP U |V |Vv]|uU

Table 16 7 SFR of the TOE

711 ClassFAUA Security Audito

7111 FAU_SAS1AAudit Storageo

Hierarchical to: No other components.

Dependencies: No dependencies

FAU_SAS.1.1 The TSF shall provide the Manufacturer with the capability to store the IC
Identification Data in the audit records.

712 ClassFCSiCryptographic Supportod

7121 FCS CKM.1iCryptographic key generationbo

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/ The TSF shall generate cryptographic keys in accordance with a specified cryptographic key
BAC generation algorithm Document Basic Access Key Derivation Algorithm and specified
cryptographic key sizes 112 bit that meet the following: [ICAO_9303], normative appendix 5.

FCS_CKM.1.1/
MSK_DIV

The TSF shall generate cryptographic keys in accordance with a specified cryptographic key
generation algorithm MSK derivation from initial MSK, using SHA-256 and specified
cryptographic key sizes 256 bit that meet the following: none.
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Application In Step 5, (Master) MSK is diversified during the first command, and then replaced by the
note; derived MSK generated by FCS_CKM.1/MSK_DIV. The secure erasing of the keys is ensured
by FCS_CKM.4.
FCS_CKM.1.1/  The TSF shall generate cryptographic keys in accordance with a specified cryptographic key
GP generation algorithm [Algorithm] and specified cryptographic key sizes [key size(s)] that
meet the following: [standard].
Algorithm key standard
size(s)
Triple-DES in CBC mode 112 bit [GPC_SPE_034]; appendix E.4.1.
AES in CBC mode 128, 192 | [GPC_SPE_034]; appendix E.4.1.
and 256
bit
FCS_CKM.1.1/  The TSF shall generate cryptographic keys in accordance with a specified cryptographic key
LSK_DIV generation algorithm LSK derivation from Initial LSK and Derivation Data, using AES 128
ECB and specified cryptographic key sizes 128 bit that meet the following: None.
FCS_CKM.1.1/  The TSF shall generate cryptographic keys in accordance with a specified cryptographic key
CA generation algorithm [Algorithm] and specified cryptographic key sizes [key size(s)] that
meet the following:[standard].
Algorithm key standard
size(s)
ECDH compliant to [ISO_15946] | 192 to | [TR_03110]
521 bit
based on the key Diffie-Hellman | 1024 to | [TR_03110]
key derivation protocol | 2048 in
compliant to PKCS#3 steps of
256 bits
FCS_CKM.1.1/ The TSF shall generate cryptographic keys in accordance with a specified cryptographic key
KEY_GEN generation algorithm [Algorithm] and specified cryptographic key sizes [key size(s)] that
meet the following:[standard].
Algorithm key standard
size(s)
RSA key generation 1024 to | [ANSIX9.31]
2048 in
steps of
256 bits
Key pair over Elliptic curve 192 to | [IEEE]
521 bit
with
prime
field p

7122 FCS CKM4fiCryptographic key destructiono

Hierarchical to:

Dependencies:

Security Target

No other components.
[FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
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FCS_CKM.4.1

Application note:

The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method zeroisation that meets the following:
none.

This SFR addresses the destruction of the MSK, ISK, Personalization Key Set
and SM sessions keys.

7123 FCS COP1ACryptographic operationo

Hierarchical to:

Dependencies:

FCS_COP.1.1/

BAC_SHA

FCS_COP.1.1/

BAC_ENC

FCS_COP.1.1/

AUTH

FCS_COP.1.1/
BAC_MAC

FCS_COP.1.1/
MSK_SHA

FCS_COP.1.1/

GP_ENC

FCS_COP.1.1/

GP_AUTH

FCS_COP.1.1/

GP_MAC

Security Target

No other components.

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform hashing in accordance with a specified cryptographic algorithm
SHA-1 and cryptographic key sizes none that meets the following [FIPS_180_2].

The TSF shall perform secure messaging (BAC) i encryption and decryption in
accordance with a specified cryptographic algorithm Triple-DES in CBC mode and
cryptographic key sizes 112 bit that meets the following [FIPS_46_ 3] and [ICAO_9303];
normative appendix 5, A5.3 [ICAO_9303].

The TSF shall perform symmetric authentication 7 encryption and decryption in
accordance with a specified cryptographic algorithm Triple-DES and cryptographic key
sizes 112 bit that meets the following [FIPS_46_3].

The TSF shall perform secure messaging i message authentication code in
accordance with a specified cryptographic algorithm Retail MAC and cryptographic key
sizes 112 bit that meets the following [ISO_9797_1] (MAC algorithm 3, block cipher
DES, Sequence Message Counter, padding mode 2).

The TSF shall perform hashing for MSK diversification in accordance with a specified
cryptographic algorithm SHA-256 and cryptographic key sizes none that meets the
following [FIPS_180_2].

The TSF shall perform secure messaging (GP) i encryption and decryption in
accordance with a specified cryptographic algorithm Triple-DES in CBC mode and
cryptographic key sizes [key size(s)] that meets the following [standard].

Algorithm key size(s) standard
Triple-DES in CBC mode | 112 bit [FIPS 46 3]
AES in CBC mode 128, 192 and 256 bit | [FIPS_197]

The TSF shall perform symmetric authentication 7 encryption and decryption in
accordance with a specified cryptographic algorithm [algorithm] and cryptographic key
sizes [key size(s)] that meets the following [standard].

Algorithm key size(s) standard
Triple-DES 112 bit [FIPS 46 3]
AES 128, 192 and 256 bit | [FIPS 197]

The TSF shall perform secure messaging i message authentication code in
accordance with a specified cryptographic algorithm [algorithm] and cryptographic key
sizes [key size(s)] that meets the following [standard].

) ) ) _—
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FCS_COP.1.1/
GP_SDT_DEC

FCS_COP.1.1/
ADDCODE_DEC

FCS_COP.1.1/
ADDCODE_MAC

FCS_COP.1.1/
ADDCODE_SHA
FCS_COP.1.1/
CA_SHA

FCS_COP.1.1/
CA_ENC

FCS_COP.1.1/
CA_MAC

FCS_COP.1.1/
SIG_GEN

Security Target

Algorithm key size(s) standard

MAC Algorithm 1 with | 112 bit [1ISO_9797_1]
Padding M2

AES CMAC 128, 192 and 256 bit | [NIST_800_38B]

The TSF shall perform sensitive data decryption in accordance with a specified
cryptographic algorithm [algorithm] and cryptographic key sizes [key size(s)] that meets

the following [standard].

Algorithm key size(s) standard
Triple-DES in CBC mode | 112 bhit [FIPS 46 3]
AES in CBC mode 128, 192 and 256 bit | [FIPS 197]

The TSF shall perform secure messaging i decryption in accordance with a specified
cryptographic algorithm AES in CBC mode and cryptographic key sizes 128 bit that
meets the following [FIPS_197]

The TSF shall perform secure messaging i message authentication code in
accordance with a specified cryptographic algorithm AES CMAC and cryptographic key
sizes 128 bit that meets the following [NIST_800_38B].

The TSF shall perform hashing in accordance with a specified cryptographic algorithm
SHA-256 and cryptographic key sizes none that meets the following [FIPS_180_2].

The TSF shall perform hashing in accordance with a specified cryptographic algorithm
SHA-1 and SHA-256 and cryptographic key sizes none that meets the following
[FIPS_180_2].

The TSF shall perform secure messaging 1 encryption and decryption in accordance
with a specified cryptographic algorithm [algorithm] and cryptographic key sizes [key

size(s)] that meets the following [standard].

Algorithm key size(s) standard
Triple-DES in CBC mode | 112 bit [FIPS 46 3]
AES in CBC mode 128, 192 and 256 bit | [FIPS_197]

The TSF shall perform secure messaging i
accordance with a specified cryptographic algorithm [algorithm] and cryptographic key
sizes [key size(s)] that meets the following [standard].

message authentication code in

Algorithm key size(s) standard
Retail MAC 112 bit [ISO_9797 1]
AES CMAC 128, 192 and 256 bit | [NIST_800_38B]

The TSF shall perform Digital Signature Creation in accordance with a specified
cryptographic algorithm [Algorithm] and cryptographic key sizes [key size(s)] that meet

the following [standard].

Algorithm key size(s) standard
RSA signature CRT with | 1024 to 2048 in steps | [ISO_9796_2]
SHA-1, SHA-224,SHA- | of 256 bits
256, SHA-384 and SHA-
512
ECDSA with SHA-1, | 192 to 521 bit [TR_03111]
SHA-224,SHA-256, SHA-
384 and SHA-512
> > > 67/11¢
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7124 FCS RND.1AiQuality metric for random numberso

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RND.1.1 The TSF shall provide a mechanism to generate random numbers that meet:
1. The requirement for random number generation following
[RGS2_B1].

) ) ) sanae
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713 ClassFIAfil dent i fi cation and Authenticationo

7131 FIAUD1ATi ming of identificationo

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UID.1.1 The TSF shall allow
1. to read the I nitialization Dat a
2. to read the random identifier ir
MRTDO,
3. to read the random identifier in

on behalf of the user to be performed before the user is identified.

FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

7132 FIAUAU1ATi ming of authenticationo

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.1.1 The TSF shall allow
1. to read the Initialization Dat a
2. to read the random identifier ir
MRTDO,
3. to read the random identifier 1in

on behalf of the user to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

7133 FI A_UAU. 4usé&Sutntlgdret i cati on mechani smso

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.4.1 The TSF shall prevent reuse of authentication data related to
1. Basic Access Control Authentication Mechanism,
2. Authentication Mechanisms based on:
1 Triple-DES,
T AES
Application Note: The Authentication Mechanisms based on Triple-DES or AES is the

authentication process performed in phases 5 and 6.
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7134 FI A _UAU.5 fiMultiple authentication mechani smsbo

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.5.1/ The TSF shall provide
BAC
1. Basic Access Control Authentication Mechanism,
2. Authentication Mechanism based on:
1 Triple-DES,
1 AES

To support user authentication.

FIA_UAU.5.2/ The TSF shall authenticate any use
BAC following rules:

1. The TOE accepts the authentication attempt as Personalization

Agent by one of the following mechanism(s) the Symmetric

Authentication Mechanism with the Personalization Agent Key,

2. The TOE accepts the authentication attempt as Basic Inspection
System only by means of the Basic Access Control Authentication
Mechanism with the Document Basic Access Keys.

FIA_UAU.5.1/ The TSF shall provide
MP
1. Authentication Mechanism based on:
1 Triple-DES,
 AES

To support user authentication.

FIA_UAU.5.2/ The TSF shall authenticate any use
MP following rules:
1. The TOE accepts the authentication attempt as Manufacturer by
the Symmetric Authentication Mechanism with Pre-personalization
Agent Key.
FIA_UAU.5.1/ The TSF shall provide
CA
1. Secure messaging in MAC-ENC mode,

To support user authentication.

FIA_UAU.5.2/ The TSF shall authenticate any use
CA following rules:

1. After run of the Chip Authentication Protocol the TOE accepts only

received commands with correct message authentication code

sent by means of secure messaging with key agreed with the

terminal by  means of the Chip Authentication Mechanism

) ) ) o
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7135 FIA UAUG6fARaut henticatingo

Hierarchical to:
Dependencies:

FIA_UAU.6.1/
BAC

FIA_UAU.6.1/
MP

Application note
FIA_UAU.6.1/
ADD_CODE
Application note

FIA_UAU.6.1/
CA

No other components.

No dependencies.

The TSF shall re-authenticate the user under the conditions each command
sent to the TOE during a BAC mechanism based communication after
successful authentication of the terminal with Basic Access Control
Authentication Mechanism.

The TSF shall re-authenticate the user under the conditions each command
sent to the TOE after successful authentication of the terminal with the
Symmetric Authentication Mechanism shall be verified as being sent by
the authenticated terminal.

This requirement applies to the authentication protocol used by (1) the
Manufacturer and (2) the Personalization Agent

The TSF shall re-authenticate the user under the conditions each command
sent to the TOE shall be verified as being prepared by the TOE Developer.

This requirement applies to the Additional Code loading
The TSF shall re-authenticate the user under the conditions each command

sent to the TOE after successful run of the Chip Authentication Protocol
shall be verified as being sent by the inspection system.

7136 FIAAFL1AAut hentication failure handlingo

Hierarchical to:

Dependencies:
FIA_AFL.1.1/
BAC

FIA_AFL.1.2/
BAC

FIA_AFL.1.1/
MP

FIA_AFL.1.2/
MP

Security Target

No other components.

FIA_UAU.1 Timing of authentication.

The TSF shall detect when an administrator configurable positive integer
within range of acceptable values 0 to 255 consecutive unsuccessful
authentication attempts occur related to BAC authentication protocol.

When the defined number of unsuccessful authentication attempts has been
met or surpassed, the TSF shall wait for an increasing time between
receiving of the terminal challenge and sending of the TSF response
during the BAC authentication attempts.

The TSF shall detect when 3 unsuccessful authentication attempts occur related
to authentication of the Manufacturer and the Personalization Agent.

When the defined number of unsuccessful authentication attempts has been
met or surpassed, the TSF shall wait for an increasing time between
receiving of the terminal challenge and sending of the TSF response
during the Authentication Mechanisms (based on Triple-DES or AES)
attempts.
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7137 FIAAPLLiAut hentication Proof of Il dentityo

Hierarchical to: No other components.

Dependencies: No dependencies.
FIA_API.1.1/ The TSF shall provide a Chip Authentication protocol according to
CA [TR_03110] to prove the identity of the TOE.
FIA_API.1.1/ The TSF shall provide an Active Authentication protocol according to
AA [ICAO_9303] to prove the identity of the TOE.

714 ClassFDPiiUser Data Protectiono

7141 FDP_ACC.lfiSubset access control o

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/ The TSF shall enforce the Basic Access Control SFP on terminals gaining
BAC write, read and modification access to data in the EF.COM, EF.SOD,
EF.DG1 to EF.DG16 of the logical MRTD.
FDP_ACC.1.1/ The TSF shall enforce the GP Access Control SFP on terminals gaining
MP write, read and modification access to the CPLC, the Pre-Perso_K, the

Perso_K, the LCS, the Configuration Data, the Additional Code, the Active
Authentication Keys (AA_PK and AA_SK) and the Chip Authentication
Keys (CA_PK and CA_SK).

FDP_ACC.1.1/ The TSF shall enforce the ID Access Control SFP on terminals gaining write,
ID read and modification access to the CPLC and the TOE_ID.

) ) ) o
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7142 FDP_ACFl1fiBasic Security attribute based access

Hierarchical to:

Dependencies:

FDP_ACF.1.1/
BAC

FDP_ACF.1.2/
BAC

FDP_ACF.1.3/
BAC

FDP_ACF.1.4/
BAC

FDP_ACF.1.1/
MP

Security Target

No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the Basic Access Control SFP to objects based on the
following:

1. Subjects:
a. Personalization Agent,
b. Basic Inspection System,
C. Terminal,
2. Objects:
a. data EF.DG1 to EF.DG16 of the logical MRTD,
b. data in EF.COM,
C. data in EF.SOD,
3. Security attributes
a. authentication status of terminals.

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed:

1. the successfully authenticated Personalization Agent is allowed to
write and read the data of the EF.COM, EF.SOD, EF.DG1 to

EF.DG16 of thelogical MRTD,

2. the successfully authenticated Basic Inspection System is allowed

to read the data in EF.COM, EF.SOD, EF.DG1, EF.DG2 and EF.DG5 to
EF.DG16 of the logical MRTD.

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: none.

The TSF shall explicitly deny access of subjects to objects based on the
following additional rules:

1. Any terminal is not allowed to modify any of the EF.DG1 to
EF.DG16 of thelogical MRTD,

2. Any terminal is not allowed to read any of the EF.DG1 to EF.DG16
of the logical MRTD,

3. The Basic Inspection System is not allowed to read the data in
EF.DG3 and EF.DGA4.

The TSF shall enforce the GP Access Control SFP to objects based on the
following

1. Subjects:
a. Manufacturer,
b. Personalization Agent,
2. Objects:
a. the Pre-Perso_K,
b. the Perso_K,
c. the LCS,
d the Configuration Data,
e the Additional Code
f. the Active Authentication Private Key
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FDP_ACF.1.2/
MP

FDP_ACF.1.3/
MP

FDP_ACF.1.4/
MP

FDP_ACF.1.1/
ID

FDP_ACF.1.2/
ID

Security Target

g. the Active Authentication Public Key
h. the Chip Authentication Private Key
i the Chip Authentication Public Key
3. Security attributes
a. authentication status of the Manufacturer,
b. authentication status of the Personalization Agent.

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed:

. the Manufacturer is allowed to write the Pre-Perso_K, the Perso_K,
the LCS and the Configuration Data,
the Manufacturer is allowed to read the Configuration Data and the

LCS,
3. the Personalization Agent is allowed to write the Perso_K, the LCS
and the Configuration Data,
4. the Personalization Agent is allowed to read the Configuration
Data and the LCS,
5. the Manufacturer is allowed to load and activate the Additional
Code,
6. the Personalization Agent is allowed to import the Active
Authentication Private Key,
7. the Personalization Agent is allowed to generate the Active
Authentication Private Key and the Active Authentication Public
Key
8. the Personalization Agent is allowed to import the Chip
Authentication Private Key,
9. the Personalization Agent is allowed to generate the Chip
Authentication Private Key and the Chip Authentication Public
Key.

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: none.

The TSF shall explicitly deny access of subjects to objects based on the

following additional rules: none.

The TSF shall enforce the ID Access Control SFP to objects based on the
following

1. Subjects:
a. Manufacturer,
b. Personalization Agent,
C. Basic Inspection System,
d. Terminal,
2. Objects:
a. the TOE_ID,
b. the CPLC,
3. Security attributes
a. authentication status of the Manufacturer,
b. authentication status of the Personalization Agent,
c. authentication status of the Basic Inspection System.

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed:
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1. the Manufacturer is allowed to write and read the CPLC,

2. the Personalization Agent is allowed to write and read the CPLC,

3. the Basic Inspection System is allowed to read the CPLC,
FDP_ACF.1.3/ The TSF shall explicitly authorise access of subjects to objects based on the
ID following additional rules: none
FDP_ACF.1.4/ The TSF shall explicitly deny access of subjects to objects based on the
ID following additional rules:

1. Any Terminal is not allowed to read the CPLC and the TOE_ID,

2. Any Terminal is not allowed to modify the CPLC,

) ) ) e
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7143 FDP UCT.1iBasic data exchange confidentialityo

Hierarchical to:

Dependencies:

FDP_UCT.1.1/
BAC

FDP_UCT.1.1/
MP

Application Note:
FDP_UCT.1.1/
ADD_CODE

Application Note:

FDP_UCT.1.1/
CA

Security Target

No other components.

[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

The TSF shall enforce the Basic Access Control SFP to transmit and receive
user data in a manner protected from unauthorised disclosure.

The TSF shall enforce the GP Access Control SFP to transmit and receive
user data in a manner protected from unauthorised disclosure.

Additional SFR FDP_UCT.1/MP enforces confidentiality of data import and
export in steps 5 and 6.

The TSF shall enforce the GP Access Control SFP to receive user data in a
manner protected from unauthorised disclosure.

Additional SFR FDP_UCT.1/ADD_CODE enforces confidentiality of data import
in step 5.

The TSF shall enforce the CA Access Control SFP to be able to transmit and

receive_user data in a manner protected from unauthorized disclosure after
Chip Authentication.
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7144 FDP UITi1fiDat a
Hierarchical to:

Dependencies:

FDP_UIT.1.1/
BAC

FDP_UIT.1.2/
BAC

FDP_UIT.1.1/
MP

FDP_UIT.1.2/
MP

Application Note:
FDP_UIT.1.1/
ADD_CODE

FDP_UIT.1.2/
ADD_CODE

Application Note:

FDP_UIT.1.1/
CA

FDP_UIT.1.2/
CA

Security Target

exchange integrityo

No other components.

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

The TSF shall enforce the Basic Access Control SFP to transmit and receive
user data in a manner protected from modification, deletion, insertion and
replay errors.

The TSF shall be able to determine on receipt of user data, whether
modification, deletion, insertion and replay has occurred.

The TSF shall enforce the GP Access Control SFP to transmit and receive
user data in a manner protected from modification, deletion, insertion and
replay errors.

The TSF shall be able to determine on receipt of user data, whether
modification, deletion, insertion and replay has occurred.

Additional SFR FDP_UIT.1/MP enforces integrity of data import and export in
steps 5 and 6.

The TSF shall enforce the GP Access Control SFP to receive user data in a
manner protected from modification, deletion, insertion and replay errors.

The TSF shall be able to determine on receipt of user data, whether
modification, deletion, insertion and replay has occurred.

Additional SFR FDP_UIT.1/ADD_CODE enforces integrity of data import in step
5.

The TSF shall enforce the CA Access Control SFP to transmit and receive
user data in a manner protected from modification, deletion, insertion and
replay errors after Chip Authentication protocol

The TSF shall be able to determine on receipt of user data, whether

modification, deletion, insertion and replay has occurred after Chip
Authentication protocol.
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7.1.45 FDP_ITC.1 fimport of user data without security attributeso

Hierarchical to:

Dependencies:

FDP_ITC.1.1/
MP

FDP_ITC.1.2/
MP

FDP_ITC.1.3/
MP

Application Note:

No other components.

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.3 Static attribute initialisation

The TSF shall enforce the GP Access Control SFP when importing user data,
controlled under the SFP, from outside the TOE.

The TSF shall ignore any security attributes associated with the user data when
imported from outside the TOE.

The TSF shall enforce the following rules when importing user data controlled
under the SFP from outside the TOE: sensitive data (Pre-Perso_K, Perso_K,
BAC_K, CA_SK and AA_SK) shall be encrypted.

Additional SFR FDP_ITC.1/MP enforces confidentiality of sensitive data import
in steps 5 and 6.

715 ClassFMTASecurity Management o

7151 FMT_MOFfiManagement of functions in TSFO

Hierarchical to:

Dependencies:

FMT_MOF.1.1/
PROT

FMT_MOF.1.1/
GP

Security Target

No other components.

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to enable the functions

- Active Authentication,
- Chip Authentication v1,
- Chip Authentication v1 through MSE: Set KAT

to the Manufacturer.
The TSF shall restrict the ability to enable the functions

- transmission of wuser data in a manner protected from

unauthorised disclosure,

- reception of user data in a manner protected from unauthorised
disclosure,

- transmission of user data in a manner protected from

modification, deletion, insertion and replay errors,

- reception of user data in a manner protected from modification,
deletion, insertion and replay errors,

to the Manufacturer and the Personalization Agent.
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7152 FMT _SMF.1fiSpeci fication of Management Functionso

Hierarchical to: No other components.
Dependencies: No Dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:

1. Initialization
2. Pre-personalization
3. Personalization
4. Active Authentication protocol,
5. Chip Authentication protocol,
6. Protection of incoming user data,
7. Protection of outgoing user data.

7153 FMT SMR.1fiSecurity rolesbo

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification.
FMT_SMR.1.1 The TSF shall maintain the roles:
1. Manufacturer
2. Personalization Agent
3. Basic Inspection System
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
Note This SFR also applies to the refinement of the role Manufacturer.
7154 FMT LIM1ALiIi mited capabilitieso
Hierarchical to: No other components.
Dependencies: FMT_LIM.2 Limited availability.
FMT_LIM.1.1 The TSF shall be designed in a manner that limits their capabilities so that in
conjunction wi t h ALi mited availabil
enforced:

Deploying Test Features after TOE Delivery does not allow

User Data to be disclosed or manipulated,

TSF data to be disclosed or manipulated,

software to be reconstructed and,

substantial information about construction of TSF to be gathered
which may enable other attacks.

PONPE
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7155 FMT_ LIM2ALiIi mited availabilityo
Hierarchical to: No other components.
Dependencies: FMT_LIM.1 Limited capabilities.
FMT_LIM.2.1 The TSF shall be designed in a manner that limits their availability so that in
conjunction with ALimited capabilit
enforced:

Deploying Test Features after TOE Delivery does not allow

1. User Data to be disclosed or manipulated,

2. TSF data to be disclosed or manipulated,

3. software to be reconstructed and,

4 substantial information about construction of TSF to be gathered

which may enable other attacks.

7156 FMT MTD.l1iManagement of TSF databo
Hierarchical to: No other components.

Dependencies: FMT_SMEF.1 Specification of management functions

FMT_MTD.1.1/
INI_ENA

FMT_MTD.1.1/
INI_DIS

FMT_MTD.1.1/
KEY_WRITE

FMT_MTD.1.1/
KEY_READ

FMT_MTD.1.1/
MP_KEY_WRITE
FMT_MTD.1.1/

MP_KEY_READ

FMT_MTD.1.1/
CAPK

FMT_MTD.1.1/
CAPK_READ

FMT_MTD.1.1/
AA_KEY_WRITE

FMT_MTD.1.1/
AA_KEY_READ

FMT_MTD.1.1/
LCS_PREP

Security Target

FMT_SMR.1 Security roles

The TSF shall restrict the ability to write the Initialization Data and
Pre-personalization Data to the Manufacturer.

The TSF shall restrict the ability to disable read access for users to
the Initialization Data to the Personalization Agent.

The TSF shall restrict the ability to write the Document Basic
Access Keys to the Personalization Agent.

The TSF shall restrict the ability to read the Document Basic Access
Keys and Personalization Agent Keys to none.

The TSF shall restrict the ability to write the Pre-personalization
Agent Keys and the Personalization Agent Keys to the
Manufacturer.

The TSF shall restrict the ability to read the Pre-personalization
Agent Keys and the Personalization Agent Keys to none.

The TSF shall restrict the ability to write the Chip Authentication
Keys to the Personalization Agent.

The TSF shall restrict the ability to read the Chip Authentication
Private Key to none.

The TSF shall restrict the ability to write the Active Authentication
Keys to the Personalization Agent.

The TSF shall restrict the ability to read the Active Authentication
Private Keys to none.

The TSF shall restrict the ability to switch the LCS from phase 5 to
phase 6 to the Manufacturer.
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FMT_MTD.1.1/ The TSF shall restrict the ability to switch the LCS from phase 6 to
LCS _PERS phase 7 to the Personalization Agent.

FMT_MTD.1.1/ The TSF shall restrict the ability to read the Load Secure Key to
LSK_READ none.

FMT_MTD.1.1/ The TSF shall restrict the ability to write the Additional Code to the

ADDCODE_LOAD

FMT_MTD.1.1/
ADDCODE_ACT

Manufacturer.

The TSF shall restrict the ability to activate the Additional Code to
the Manufacturer.

FMT_MTD.1.1/ The TSF shall restrict the ability to generate the Active

AA_KEY_GEN Authentication Keys (AA_PK and AA_SK) to the Personalization
Agent.

FMT_MTD.1.1/ The TSF shall restrict the ability to generate the Chip Authentication

CA_KEY_GEN Keys (CA_PK and CA_SK) to the Personalization Agent.

716 ClassFPTiProtection of the Security Functionso
7.16.1 FPT EMS.1ATOEManati ono
Hierarchical to: No other components.

Dependencies: No Dependencies.

FPT_EMS.1.1 The TOE shall not emit power variations, timing variations during command
execution in excess of non useful information enabling access to
Personalization Agent Keys and :

- Personal Data including Biometric Data,
- EF.COM,

- EF.SOD,

- Chip Authentication Private Key,

- Chip Authentication Public Key,

- Active Authentication Private Key,
- Active Authentication Public Key,
- CPLC,

- TOE_ID,

- Pre-personalization Agent Keys,

- BAC Keys,

- Secure Messaging Session Keys,
- TOE Life Cycle State,

- Configuration Data,

- Additional Code.

FPT_EMS.1.2 The TSF shall ensure any unauthorized users are unable to use the following
interface smart card circuit contacts to gain access to Personalization Agent
Keys and:

- Personal Data including Biometric Data,
- EF.COM,
- EF.SOD,

- Chip Authentication Private Key,
- Chip Authentication Public Key,
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- Active Authentication Private Key,
- Active Authentication Public Key,

- CPLC,

- TOE_ID,

- Pre-personalization Agent Keys,

- BAC Keys,

- Secure Messaging Session Keys,

- TOE Life Cycle State,

- Configuration Data,

- Additional Code

7.16.2 FPT_FLS1AFailure with preservation of secure stateo
Hierarchical to: No other components.
Dependencies: No Dependencies.
FPT_FLS.1.1 The TSF shall preserve a secure state when the following types of failures
occur:
1. Exposure to out-of-range operating conditions where therefore a
malfunction could occur,
2. failure detected by TSF according to FPT_TST.1.

7163 FPT_TSTAATSF testingo

Hierarchical to: No other components.
Dependencies: No Dependencies.
FPT_TST.1.1 The TSF shall run a suite of self tests at the conditions
- At reset,

- Before any cryptographic operation,

- When accessing a DG or any EF,

- Prior to any use of TSF data,

- Before execution of any command,

- When performing a BAC authentication,

- When performing the Chip Authentication,

- When performing the Active Authentication.

To demonstrate the correct operation of the TSF.

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity
of TSF data.
FPT_TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity

of stored TSF executable code.

7.16.4 FPT PHP3AResi stance to physical attacko
Hierarchical to: No other components.

Dependencies: No Dependencies.
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FPT_PHP.3.1 The TSF shall resist physical manipulation and physical probing to the TSF
by responding automatically such that the SFRs are always enforced.
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717 Class FTP ATrusted path/ channel so

7171 FTP_ITC1Al nTE®RF trusted channel 0

Hierarchical to: No other components.

Dependencies: No Dependencies.
FTP_ITC.1.1/ The TSF shall provide a communication channel between itself and another
MP trusted IT product that is logically distinct from other communication channels

and provides assured identification of its end points and protection of the
channel data from modification or disclosure.

FTP_ITC.1.2/ The TSF shall permit another trusted IT product to initiate communication via
MP the trusted channel.

FTP_ITC.1.3/ The TSF shall initiate communication via the trusted channel for loading
MP sensitive data (Pre-Perso_K, Perso_K, BAC_K, CA_SK and AA_SK) shall

be encrypted.

) ) ) e
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7.2  Security assurance requirements

The assurance components for the evaluation of the TOE and its development and operating environment are
those taken from the Evaluation Assurance Level 4 (EAL4) and augmented by taking the following component:
ADV_FSP.5, ADV_INT.2, ADV_TDS.4, ALC_CMS.5, ALC_DVS.2, ALC_TAT.2, and ATE_DPT.3.

7.2.1 EAL rationale

The EAL4 was chosen to permit a developer to gain maximum assurance from positive security engineering
based on good commercial development practices which, though rigorous, do not require substantial specialist
knowledge, skills, and other resources. EAL4 is the highest level at which it is likely to be economically feasible
to retrofit to an existing product line. EAL4 is applicable in those circumstances where developers or users
require a moderate to high level of independently assured security in conventional commodity TOEs and are
prepared to incur sensitive security specific engineering costs.

7.2.2 EAL augmentation rationale
7.2.2.1 ALC_DVS.2 "Sufficiency of security measures”

a

The selection of the component ALC_DVS. 2 provides h
t he MR

development and manufacturing especiall y f or t he secure handling of

The component ALC_DVS.2 augmented to EAL4 has no dependencies to other security requirements

7222 ADV_FSP.5 nAComptrebé $emctional specification with

The TOE actually target an EAL5 + ALC_DVS.2 and AVA_VAN.5 and is only limited to EAL4+ due to the
restriction of [PP_BAC] on AVA_VAN level.

Other MRTDs TOE are targeting the same physical scope are not affected by this limitation and provide the

full EAL5+ set of SARs. This EAL5+ is required to reach a higher level of assurance due to sensitivity of ID
documents.

7223 ADV _|I NT.2tfiwet ured internal so

The TOE actually target an EAL5 + ALC_DVS.2 and AVA_VAN.5 and is only limited to EAL4+ due to the
restriction of [PP_BAC] on AVA_VAN level.

Other MRTDs TOE are targeting the same physical scope are not affected by this limitation and provide the
full EAL5+ set of SARs. This EAL5+ is required to reach a higher level of assurance due to sensitivity of ID
documents.

7224 ADV_TDS. 4 ASemiformal modul ar designo

The TOE actually target an EALS5 + ALC_DVS.2 and AVA_VAN.5 and is only limited to EAL4+ due to the
restriction of [PP_BAC] on AVA_VAN level.

Other MRTDs TOE are targeting the same physical scope are not affected by this limitation and provide the

full EAL5+ set of SARs. This EAL5+ is required to reach a higher level of assurance due to sensitivity of ID
documents.

) ) ) _
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7225 ALC_CMS.5 fibDevelopment tools CM coverageo

The TOE actually target an EAL5 + ALC_DVS.2 and AVA_VAN.5 and is only limited to EAL4+ due to the
restriction of [PP_BAC] on AVA_VAN level.

Other MRTDs TOE are targeting the same physical scope are not affected by this limitation and provide the

full EAL5+ set of SARs. This EAL5+ is required to reach a higher level of assurance due to sensitivity of ID
documents.

7226 ALC_TAT. 2 ACompliance with i mplementation standard

The TOE actually target an EAL5 + ALC_DVS.2 and AVA_VAN.5 and is only limited to EAL4+ due to the
restriction of [PP_BAC] on AVA_ VAN level.

Other MRTDs TOE are targeting the same physical scope are not affected by this limitation and provide the
full EAL5+ set of SARs. This EAL5+ is required to reach a higher level of assurance due to sensitivity of ID
documents.

7227 ATE_DPT.3 fiTesting: modul ar designo

The TOE actually target an EAL5 + ALC_DVS.2 and AVA_VAN.5 and is only limited to EAL4+ due to the
restriction of [PP_BAC] on AVA_VAN level.

Other MRTDs TOE are targeting the same physical scope are not affected by this limitation and provide the
full EAL5+ set of SARs. This EAL5+ is required to reach a higher level of assurance due to sensitivity of ID
documents.

7.2.3 Dependencies

SAR Dependencies Support of the Dependencies

ADV_ARC.1 ADV_FSP.1 ADV_FSP.5
ADV _TDS.1 ADV _TDS.4

ADV_FSP.5 ADV_TDS.1 ADV_TDS.4
ADV_IMP.1 ADV_IMP.1

ADV_IMP.1 ADV_TDS.3 ADV_TDS.4
ALC TAT.1 ALC TAT.2

ADV_INT.2 ADV_IMP.1 ADV_IMP.1
ADV_TDS.3 ADV_TDS.4
ALC TAT.1 ALC TAT.2

ADV TDS.4 ADV_FSP.5 ADV_FSP.5

AGD OPE.1 ADV_FSP.1 ADV_FSP.5

AGD_PRE.1 No dependencies | n.a.

ALC_CMC.4 ALC _CMS.1 ALC_CMS.5
ALC DVS.1 ALC_DVS.2
ALC LCD.1 ALC LCD.1

ALC CMS.5 No dependencies | n.a.

ALC DEL.1 No dependencies | n.a.

ALC DVS.2 No dependencies | n.a.

ALC LCD.1 No dependencies | n.a.

ALC TAT.2 ADV IMP.1 n.a.

ASE_CCL.1 ASE_INT.1 ASE_INT.1
ASE_ECD.1 ASE_ECD.1
ASE_REQ.1 ASE_REQ.2

) ) ) _—
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SAR Dependencies Support of the Dependencies
ASE _ECD.1 No dependencies | n.a.
ASE _INT.1 No dependencies | n.a.
ASE_OBJ.2 ASE_SPD.1 ASE_SPD.1
ASE_REQ.2 ASE_OBJ.2 ASE_OBJ.2
ASE_ECD.1 ASE_ECD.1
ASE SPD.1 No dependencies | n.a.
ASE_TSS.1 ASE_INT.1 ASE_INT.1
ASE_REQ.1 ASE_REQ.2
ADV _FSP.1 ADV _FSP.5
ATE_COV.2 ADV_FSP.2 ADV_FSP.5
ATE FUN.1 ATE FUN.1
ATE_DPT.3 ADV_ARC.1 ADV_ARC.1
ADV_TDS.4 ADV_TDS.4
ATE FUN.1 ATE FUN.1
ATE FUN.1 ATE_COV.1 ATE _COV.2
ATE_IND.2 ADV_FSP.2 ADV_FSP.5
AGD_OPE.1 AGD_OPE.1
AGD_PRE.1 AGD_PRE.1
ATE_COV.1 ATE_COV.2
ATE_FUN.1 ATE_FUN.1
AVA_VAN.3 ADV_ARC.1 ADV_ARC.1
ADV_FSP.4 ADV_FSP.5
ADV_TDS.3 ADV_TDS.4
ADV_IMP.1 ADV_IMP.1
AGD_OPE.1 AGD_OPE.1
AGD_PRE.1 AGD_PRE.1
ATE DPT.1 ATE DPT.3

Security Target

Table 17 - SARs dependencies
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7.3  Security requirements rationale
7.3.1  Security Functional Requirements Rationale
7.3.1.1 Overview

The following table provides an overview for security functional requirements coverage.

SO
()
© c
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8 cs|gls 3|28
E|lS|2 |8 18| %
c | § ﬁ o | L | o S| T <| Q
| S8 | S| 8||l=|8|0|E
c | B4 |s|=s|®|3|<]|¢<
PlelR|lo|l=w| &l 8|a|2| 5 [ | o
1O E| S|B9 D288
Ol ||| 2|2 2]|° o | @
<|8|8|=|&|a|&|a|G|8|&|&|R
ElE|lE|lE|E|lE|lE|E|E|E|E|E|E
SFR olo|lo|lo|lo|lo|o|o|]o|O|O|O|O
FAU_SAS.1 X X
FCS_CKM.1/BAC X | X
FCS_CKM.1/MSK_DIV X
FCS_CKM.1/GP X | X | X X
FCS_CKM.1.1/LSK_DIV X [ X [ X
FCS_CKM.1/CA X | X X
FCS_CKM.1/KEY_GEN X
FCS_CKM.4 X | X | X X
FCS_COP.1/BAC_SHA X | X
FCS_COP.1/BAC_ENC X | X
FCS_COP.1/AUTH X | X
FCS_COP.1/BAC_MAC X | X
FCS_COP.1/MSK_SHA X | X | X X
FCS_COP.1/GP_ENC X | X | X X
FCS_COP.1/GP_AUTH X X
FCS_COP.1/GP_MAC X | X | X X
FCS_COP.1/GP_SDT_DEC X X
FCS_COP.1/ADDCODE_DEC X | X
FCS_COP.1/ADDCODE_MAC X [ X [ X
FCS_COP.1/ADDCODE_SHA X X
FCS_COP.1/CA_SHA X | X X
FCS_COP.1/CA_ENC X | X X
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Security Target



{()) 1IDEMIA

SO

ys-Tamper

OT.Secure Load AddCode

OT.ldentification

OT.Prot Inf Leak
OT.Prot Malfunction
OT.Prot Abuse-Func
OT.Configuration
OT.Secure AC Activation
OT.TOE Identification

OT.AC Pers
OT.Prot Ph

SFR
FCS_COP.1/CA_MAC
FCS_COP.1/SIG_GEN
FCS_RND.1 X
FIA_UID.1
FIA_UAU.1
FIA_UAU.4 X [ X
FIA_UAU.5/BAC X [ X
FIA_UAU.5/MP X X
FIA_UAU.5/CA
FIA_UAU.6/BAC X
FIA_UAU.6/MP X | X [X X X
FIA_UAU.6/ADD_CODE X | X | X
FIA_UAU.6/CA X | X
FIA_AFL.1/BAC X [ X
FIA_AFL.1/MP X X X
FIA_API.1/CA X
FIA_APL.1/AA X
FDP_ACC.1/BAC X | X [X
FDP_ACC.1/MP X
FDP_ACC.1/ID X X X X
FDP_ACF.1/BAC X | X [X
FDP_ACF.1/MP X
FDP_ACF.1/ID X X X
FDP_UCT.1/BAC X | X
FDP_UCT.1/MP X | X [X X
FDP_UCT.1/ADD_CODE X | X | X
FDP_UCT.1/CA X | X

> > > 89/11¢

x| OT.Data Int
X| OT.Data Conf

x| X| X OT.Chip_Auth_Proof

X

X| X| X| X| X
X

X
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SFR

SO

OT.AC_Pers

OT.ldentification

OT.Prot_Inf_Leak

ys-Tamper

OT.Prot_Ph

OT.Prot_Malfunction

OT.Prot_Abuse-Func

OT.Chip_Auth_Proof

OT.Configuration

OT.Secure Load AddCode

OT.Secure AC Activation

OT.TOE_Identification

FDP_UIT.1/BAC

FDP_UIT.1/MP

X

X1 X| OT.Data Int

X1 X| OT.Data Conf

FDP_UIT.1/ADD_CODE

FDP_UIT.1/CA

X

FDP_ITC.1/MP

FMT_MOF.1/PROT

FMT_MOF.1/GP

FMT_SMF.1

FMT_SMR.1

x| X| X| X| X

FMT_LIM.1

FMT_LIM.2

FMT_MTD.1/INI_ENA

FMT_MTD.1/INI_DIS

FMT_MTD.1/KEY_WRITE

FMT_MTD.1/KEY_READ

FMT_MTD.1/MP_KEY_WRITE

FMT_MTD.1/MP_KEY_READ

FMT_MTD.1/CAPK

X| X| X| X| X| X

FMT_MTD.1/CAPK_READ

x| X| X| X| X| X

FMT_MTD.1/AA_KEY_WRITE

X| X| X| X

FMT_MTD.1/AA_KEY_READ

FMT_MTD.1/LCS_PREP

FMT_MTD.1/LCS_PERS

X| X| X| X| X| X

FMT_MTD.1/LSK_READ

FMT_MTD.1/ADDCODE_LOAD

FMT_MTD.1/ADDCODE_ACT

FMT_MTD.1/AA_KEY_GEN
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SFR

FMT_MTD.1/CA_KEY_GEN
FPT_EMS.1

FPT_FLS.1

FPT_TST.1

FPT_PHP.3

FTP_ITC.1/MP

Table 18 - SFRs and Security Objectives
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7.3.1.2 OT.AC_Pers

The security objective OT.AC_Pers iAccess Contr ol for P er s caddaeksesztleet i on
access control of the writing the logical MRTD. The write access to the logical MRTD data are defined by the

SFR FDP_ACC.1/BAC and FDP_ACF.1/BAC as follows: only the successfully authenticated Personalization

Agent is allowed to write the data of the groups EF.DG1 to EF.DG16 of the logical MRTD.

The following paragraph is extracted from [PP_BAC] and has been refined according to the technical
characteristics of this TOE. The refinement is right after.

The authentication of the terminal as Personalization Agent shall be performed by TSF according to SFR
FIA_UAU.4 and FIA_UAU.5. The Personalization Agent can be authenticated either by using the BAC
mechanism (FCS_CKM.1, FCS_COP.1/SHA, FCS_RND.1 (for key generation), and FCS_COP.1/ENC as well
as FCS_COP.1/MAC) with the personalization key or for reasons of interoperability with the [PP_EAC] by
using the symmetric authentication mechanism (FCS_COP.1/ AUTH)“.

In case of using the BAC mechanism the SFR FIA_UAU.6 describes the re-authentication and FDP_UCT.1
and FDP_UIT.1 the protection of the transmitted data by means of secure messaging implemented by the
cryptographic functions according to FCS_CKM.1, FCS_COP.1/SHA, FCS_RND.1 (for key generation), and
FCS_COP.1/ENC as well as FCS_COP.1/MAC for the ENC_MAC_Mode.*

Note: As BAC mechanism is not supported for the authentication of the terminal as Personalization Agent, the
following two paragraphs have been added to demonstrate that symmetric authentication used in
Personalization phase fulfills the OT.AC_Pers.

The authentication of the terminal as Personalization Agent is performed by TSF according to SFR FIA_UAU.4
and FIA_UAU.5/BAC. The Personalization Agent can be authenticated by using the symmetric authentication
mechanism (FCS_COP.1/AUTH) with the personalization key. FIA_UAU.6/MP describes the re-
authentication. In case of failed authentication attempts FIA_AFL.1/MP enforces additional waiting time
prolonging the necessary amount of time for facilitating a brute force attack.

As the symmetric authentication is used in Personalization phase, the SFR FIA_UAU.6/MP describes the re-
authentication and FDP_UCT.1/MP and FDP_UIT.1/MP the protection of the transmitted data by means of
secure messaging implemented by the cryptographic functions according to FCS_CKM.1/GP, FCS_RND.1
(for key generation), and FCS_COP.1/GP_ENC as well as FCS_COP.1/GP_MAC for the ENC_MAC_Mode.
The SFR FCS_CKM.4 enforces the destruction of Secure Messaging session keys.

The SFR FMT_SMR.1 lists the roles (including Personalization Agent) and the SFR FMT_SMF.1 lists the TSF
management functions (including Personalization) setting the Document Basic Access Keys according to the
SFR FMT_MTD.1/KEY_WRITE as authentication reference data. The SFR FMT_MTD.1/KEY_READ
prevents read access to the secret key of the Personalization Agent Keys and ensure together with the SFR
FCS_CKM.4, FPT_EMS.1, FPT_FLS.1 and FPT_PHP.3 the confidentially of these keys.

The following parts are added to integrate the personalization of the different keys in the OT.AC_Pers.

4 As the BAC mechanism is not used during Personalization phase of the TOE, this part is not relevant for this TOE.

) ) ) ooz
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Only the Personalization Agent is allowed to set the Document Basic Access Keys according to the SFR
FMT_MTD.1/KEY_WRITE. The SFR FMT_MTD.1/KEY_READ prevents read access to the Document Basic
Access Keys and ensure together with the SFR FCS_CKM.4, FPT_EMS.1, FPT_FLS.1 and FPT_PHP.3 the
confidentially of these keys.

Only the Personalization Agent is allowed to set the Chip Authentication Private Key according to the SFR
FMT_MTD.1/CAPK. The SFR FMT_MTD.1/CAPK_READ prevents read access to the Chip Authentication
Private Key and ensure together with the SFR FTP_ITC.1/MP, FCS_CKM.4, FPT_EMS.1, FPT_FLS.1 and
FPT_PHP.3 the confidentially of these keys.

Only the Personalization Agent is allowed to set the Active Authentication Private Key according to the SFR
FMT_MTD.1/AA_KEY_WRITE. The SFR FMT_MTD.1/AA_KEY_READ prevents read access to the Active
Authentication Private Key and ensure together with the SFR FTP_ITC.1/MP, FCS_CKM.4, FPT_EMS.1,
FPT_FLS.1 and FPT_PHP.3 the confidentially of these keys.

Only the Personalization Agent is allowed to generate Chip Authentication Key pair and Active Authentication
Key pair according to respectively FMT_MTD.1/CA_KEY_GEN and FMT_MTD.1/AA_KEY_GEN, following
rules define in FDP_ACC.1/MP and FDP_ACF.1/MP. The generation of these key pairs is ensured by
FCS_CKM.1/KEY_GEN.

SFR FDP_ACF.1/ID and FDP_ACC.1/ID define rules to access TOE_ID and CPLC which allow the TOE
identification.

The Personalization Agent is the only subject allowed to ends Personalization of logical MRTD, setting the
TOE Life Cycle State in Operational Use state according to FMT_MTD.1.1/LCS_PERS, only if
FMT_MTD.1.1/LCS_PREP has been realized. Since then it is no more possible to return in Personalization
state.

7.3.1.3 OT.Data_Int

The security objective OT.Data Intfil nt egr i t y o fequpes thesT®DR ® protettatte mtegrity of the

l ogi cal MRTD stored on the MRTD6s chip against physica
access to the logical MRTD data is defined by the SFR FDP_ACC.1/BAC and FDP_ACF.1/BAC in the same

way: only the Personalization Agent is allowed to write the data of the groups EF.DG1 to EF.DG16 of the

logical MRTD (FDP_ACF.1.2/BAC, rule 1) and terminals are not allowed to modify any of the data groups

EF.DG1 to EF.DG16 of the logical MRTD (cf. FDP_ACF.1.4/BAC). The SFR FMT_SMR.1 lists the roles

(including Personalization Agent) and the SFR FMT_SMF.1 lists the TSF management functions (including
Personalization). The authentication of the terminal as Personalization Agent shall be performed by TSF

according to SFR FIA_UAU.4, FIA_UAU.5/BAC and FIA_UAU.6/BAC using FCS_COP.1/AUTH.

The security objective OT.Data_Intfil nt egr i t y o fequpes thesT®OR @ Ensuldeahatah@ inspection
system is able to detect any modification of the transmitted logical MRTD data by means of the BAC
mechanism. The SFR FIA_UAU.6/BAC, FDP_UCT.1/BAC and FDP_UIT.1/BAC requires the protection of the
transmitted data by means of secure messaging implemented by the cryptographic functions according to
FCS_CKM.1/BAC, FCS_COP.1/BAC_SHA, FCS_RND.1 (for key generation), and FCS_COP.1/BAC_ENC
and FCS_COP.1/BAC_MAC for the ENC_MAC_Mode. The SFR FMT_MTD.1/KEY_WRITE requires the
Personalization Agent to establish the Document Basic Access Keys in a way that they cannot be read by
anyone in accordance to FMT_MTD.1/KEY_READ.

) ) ) sane
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The following part is added to integrate the Manufacturing and Personalization phases in the OT_Data_Int.

Manufacturer and Personalization Agent are also able to detect any modification of the transmitted logical
MRTD data by means of the Symmetric Authentication mechanism. The SFR FIA_UAU.6/MP,
FDP_UCT.1/MP and FDP_UIT.1/MP requires the protection of the transmitted data by means of secure
messaging implemented by the cryptographic functions according to FCS_CKM.1/GP, FCS_RND.1 (for key
generation), and FCS_COP.1/GP_ENC and FCS_COP.1/GP_MAC for the ENC_MAC_Mode. The SFR
FMT_MTD.1/MP_KEY_WRITE requires the Manufacturer to establish the Symmetric Authentication Private
Key in a way that it cannot be read by anyone in accordance to FMT_MTD.1/MP_KEY_READ. FCS_CKM.4
enforces the destruction of Secure Messaging session keys.

The following part is added to integrate the Chip Authentication mechanism in the coverage of the OT.Data_Int.

The inspection system is also able to detect any modification of the transmitted logical MRTD data by means
of the Chip Authentication mechanism. The SFR FIA_UAU.6/CA, FDP_UCT.1/CA and FDP_UIT.1/CA
requires the protection of the transmitted data by means of secure messaging implemented by the
cryptographic functions according to FCS_CKM.1/CA FCS_COP.1/CA_SHA, FCS RND.1 (for key
generation), and FCS_COP.1/CA_ENC and FCS_COP.1/CA_MAC for the ENC_MAC_Mode. The SFR
FMT_MTD.1/CAPK requires the Personalization Agent to establish the Chip Authentication Private Key in a
way that it cannot be read by anyone in accordance to FMT_MTD.1/CAPK_READ. FCS_CKM.4 enforces the
destruction of Secure Messaging session keys.

7.3.1.4 OT.Data_Conf

The security objective OT.Data Conf A Conf i denti al i t yrequrés the dOE to ersure tilkat a o
confidentiality of the logical MRTD data groups EF.DG1 to EF.DG16. The SFR FIA_UID.1 and FIA_UAU.1
allow only those actions before identification respective authentication which do not violate OT.Data_Conf. In
case of failed authentication attempts FIA_AFL.1/BAC enforces additional waiting time prolonging the
necessary amount of time for facilitating a brute force attack. The read access to the logical MRTD data is
defined by the FDP_ACC.1/BAC and FDP_ACF.1.2/BAC: the successful authenticated Personalization Agent
is allowed to read the data of the logical MRTD (EF.DG1 to EF.DG16). The successful authenticated Basic
Inspection System is allowed to read the data of the logical MRTD (EF.DG1, EF.DG2 and EF.DG5 to
EF.DG16). The SFR FMT_SMR.1 lists the roles (including Personalization Agent and Basic Inspection
System) and the SFR FMT_SMF.1 lists the TSF management functions (including Personalization for the key
management for the Document Basic Access Keys).

The SFR FIA_UAU.4 prevents reuse of authentication data to strengthen the authentication of the user. The
SFR FIA_UAU.5/BAC enforces the TOE to accept the authentication attempt as Basic Inspection System only
by means of the Basic Access Control Authentication Mechanism with the Document Basic Access Keys.
Moreover, the SFR FIA_UAU.6/BAC requests secure messaging after successful authentication of the
terminal with Basic Access Control Authentication Mechanism which includes the protection of the transmitted
data in ENC_MAC_Mode by means of the cryptographic functions according to FCS_COP.1/BAC_ENC and
FCS_COP.1/BAC_MAC (cf. the SFR FDP_UCT.1/BAC and FDP_UIT.1/BAC). (for key generation), and
FCS_COP.1/BAC_ENC and FCS_COP.1/BAC_MAC for the ENC_MAC_Mode. The SFR FCS_CKM.1/BAC,
FCS_CKM.4, FCS_COP.1/BAC_SHA and FCS_RND.1 establish the key management for the secure
messaging keys. The SFR FMT_MTD.1/KEY_WRITE addresses the key management and
FMT_MTD.1/KEY_READ prevents reading of the Document Basic Access Keys.

The following part is added to integrate the Manufacturing and Personalization phases in the OT.Data_Conf.

) ) ) ounae
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Manufacturer and Personalization Agent are also able to detect any modification of the transmitted logical
MRTD data by means of the Symmetric Authentication mechanism. The SFR FIA_UAU.6/MP,
FDP_UCT.1/MP and FDP_UIT.1/MP requires the protection of the transmitted data by means of secure
messaging implemented by the cryptographic functions according to FCS_CKM.1/GP, FCS_RND.1 (for key
generation), and FCS_COP.1/GP_ENC and FCS_COP.1/GP_MAC for the ENC_MAC_Mode. The SFR
FMT_MTD.1/MP_KEY_WRITE requires the Manufacturer to establish the Symmetric Authentication Private
Key in a way that it cannot be read by anyone in accordance to FMT_MTD.1/MP_KEY_READ. FCS_CKM.4
enforces the destruction of Secure Messaging session keys.

The following parts are added to integrate the Chip Authentication mechanism and the Symmetric
Authentication mechanism used in Personalization phase in the coverage of the OT.Data_Conf.

The SFR FIA_UAU.5/CA enforces the TOE to accept only received commands with correct message
authentication code sent by means of secure messaging with key agreed with the terminal by means of the
Chip Authentication Mechanism. Moreover, the SFR FIA_UAU.6/CA requests secure messaging after
successful authentication of the chip which includes the protection of the transmitted data in ENC_MAC_Mode
by means of the cryptographic functions according to FCS_COP.1/CA_ENC and FCS_COP.1/CA_MAC (cf.
the SFR FDP_UCT.1/CA and FDP_UIT.1/CA). (for key generation), and FCS_COP.1/CA_ENC and
FCS_COP.1/CA_MAC for the ENC_MAC_Mode. The SFR FCS_CKM.1/CA, FCS_CKM.4,
FCS_COP.1/CA_SHA and FCS_RND.1 establish the key management for the secure messaging keys. The
SFR FMT_MTD.1/CAPK addresses the key management and FMT_MTD.1/CAPK_READ prevents reading
of the Chip Authentication Private Key.

During Personalization of logical MRTD, the Document Basic Access Keys, Chip Authentication Private Key
and Active Authentication Private Key are transmitted ciphered and the TSF deciphers these keys according
to SFR FDP_ITC.1/MP and FCS_COP.1/GP_SDT_DEC (FCS_CKM.1/GP and FCS_RND.1 for decryption
session key generation; FCS_CKM.4 for decryption session key destruction).

7.3.1.5 OT.ldentification

The security objective OT.ldentificationfil dent i fi cati on and Addiessé¢hedtoragesot i o n
the I C I dentification Data uni g u-eolatye niedaynThis Willbe engured h e

by TSF according to SFR FAU_SAS.1.

Furthermore, the TOE shall identify itself only to a successful authenticated Basic Inspection System in Phase
4 fAOperati onal FMTdVED.1/INITENA all&E éhly the Manufacturer to write Initialization Data
and Pre-personalization Data (including the Personalization Agent key). The SFR FMT_MTD.1/INI_DIS allows

(0]
MR

the Personalization Agent to disabl e | niattiielniad atUisemn Ia

the security objective OT.Identification. The SFR FIA_UID.1 and FIA_UAU.1 do not allow reading of any data

uni quely identifying the MRTD6s chip before successful

will stop communication after unsuccessful authentication attempt. In case of failed authentication attempts
FIA_AFL.1/BAC enforces additional waiting time prolonging the necessary amount of time for facilitating a
brute force attack.

SFR FDP_ACF.1/ID and FDP_ACC.1/ID define rules to read and write TOE_ID and CPLC which allow the
TOE identification.

) ) ) -
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7.3.1.6 OT.Prot_Abuse-Func

The security objective OT.Prot_Abuse-Func i Pr ot ecti on agai nst isAebsurecebythd Func
SFR FMT_LIM.1 and FMT_LIM.2 which prevent misuse of test functionality of the TOE or other features which
may not be used after TOE Delivery.

7.3.1.7 OT.Prot_Inf Leak

The security objective OT.Prot_Inf Leak A Pr ot ect i on aglé alk &agured thed®Bma t i o n
protect confidential TSF data stored and/or processed

1 by measurement and analysis of the shape and amplitude of signals or the time between events found
by measuring signals on the electromagnetic field, power consumption, clock, or I/O lines, which is
addressed by the SFR FPT_EMS.1,

1 by forcing a malfunction of the TOE, which is addressed by the SFR FPT_FLS.1 and FPT_TST.1,
and/or

1 by a physical manipulation of the TOE, which is addressed by the SFR FPT_PHP.3.

7.3.1.8 OT.Prot_Phys-Tamper

The security objective OT.Prot_Phys-Tamperii Pr ot ect i on agai nsiscoereglsytheIFR Tamp e
FPT_PHP.3.

7.3.1.9 OT.Prot_Malfunction

The security objective OT.Prot_Malfunction i Pr ot ect i on a g a iisncevered My (i) the BFERt i ons 0
FPT_TST.1 which requires self tests to demonstrate the correct operation and tests of authorized users to

verify the integrity of TSF data and TSF code, and (ii) the SFR FPT_FLS.1 which requires a secure state in

case of detected failure or operating conditions possibly causing a malfunction.

7.3.1.10 OT.Chip_Auth_Proof

The security objective OT.Chip_Auth_Proof A Pr o o f of MRTDO6 s iscehsurgd byathe Chipnt i ci t
Authentication Protocol activated by FMT_MOF.1/PROT and provided by FIA_APL1/CA proving the
genuineness of the TOE. The Chip Authentication Protocol defined by FCS_CKM.1/CA is performed using a

TOE internally stored confidential private key. Confidentiality of this key is ensured by FMT_MTD.1/CAPK and
FMT_MTD.1/CAPK_READ. The Chip Authentication Protocol [TR_03110] requires additional TSF according

to FCS_COP.1/CA_SHA (for the derivation of the session keys), FCS_COP.1/CA_ENC and
FCS_COP.1/CA_MAC (for the ENC_MAC_Mode secure messaging).

This security objective OT.Chip_Auth_Proofi Pr oof of MRT D0 sisalsheénguredhy thdAstiveé i ci t y
Authentication Protocol activated by FMT_MOF.1/PROT and provided by FIA_API/AA proving the identity and
authenticity of the TOE. The Active Authentication relies on FCS_COP.1/SIG_GEN and FCS_RND.1. It is

performed using a TOE internally stored confidential private key. Confidentiality of this key is ensured by
FMT_MTD.1/AA_KEY_WRITE and FMT_MTD.1/AA_KEY_READ.

7.3.1.11 OT.Configuration
The security objective OT.Configuration i Pr ot e d thieo nT OEf p r a&lgressesrmanagemént of the

Data Configuration, the Pre-personalization Agent keys, the Personalization Agent keys, the CPLC Data and
the Life Cycle State of the TOE.
> > > 96/11¢€
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The Manufacturer Secret Key (MSK) loaded by Embedded software loading responsible (scheme 2 and
scheme 3) or IC manufacturer (scheme 1) is diversified at first command according to SFR
FCS _CKM.1/MSK_DIV and FCS_CKM.1/MSK_SHA. This secures the transport of the chip between IC
manufacturing centre and MRTD manufacturing centre.

The authentication of the terminal as Manufacturer is performed by TSF according to SFR FIA_UAU.4 and
FIA_UAU.5/MP. The Manufacturer can be authenticated by using the symmetric authentication mechanism
(FCS_COP.1/GP_AUTH) with the Pre-personalization key. FIA_UAU.6/MP describes the re-authentication. In
case of failed authentication attempts FIA_AFL.1/MP enforces additional waiting time prolonging the
necessary amount of time for facilitating a brute force attack. The SFR FTP_ITC.1/MP allows the Manufacturer
to communicate with the OS.

In step 5, the Manufacturer is allowed to set the Pre-personalization Agent keys according to the SFR
FMT_MTD.1/MP_KEY_WRITE, FDP_ITC.1/MP and FCS_COP.1/GP_SDT_DEC. The SFR
FMT_MTD.1/MP_KEY_READ prevents read access to the Pre-personalization keys and ensure together with
the SFR FPT_EMS.1, FPT_FLS.1 and FPT_PHP.3 the confidentially of these keys. This operation destroys
the MSK (FCS_CKM.4).

The write access to these data is defined by the SFR FDP_ACC.1/MP and FDP_ACF.1/MP as follows: only
the successfully authenticated Pre-personalization Agent and Personalization Agent are allowed to write these
data.

In step 5, the authentication of the terminal as Manufacturer shall be performed by TSF according to SFR
FIA_UAU.4 and FIA_UAU.5/MP. The Manufacturer shall be authenticated by using the symmetric
authentication mechanism (FCS_COP.1/GP_AUTH).

In case of failed authentication attempts FIA_AFL.1/MP enforces additional waiting time prolonging the
necessary amount of time for facilitating a brute force attack

The SFR FIA_UAU.6/MP describes the re-authentication and FDP_UCT.1/MP and FDP_UIT.1/MP the
protection of the transmitted data by means of secure messaging implemented by the cryptographic functions
according to FCS_CKM.1/GP, FCS_RND.1 (for key generation), and FCS_COP.1/GP_ENC as well as
FCS_COP.1/GP_MAC for the ENC_MAC_Mode. The SFR FCS_CKM.4 enforces the destruction of Secure
Messaging session keys.

The Manufacturer is also able to detect any modification of the transmitted logical Additional Code data by
means of the Symmetric Authentication mechanism. The SFR FIA_UAU.6/ADD_CODE,
FDP_UCT.1/ADD_CODE and FDP_UIT.1/ADD_CODE requires the protection of the received data by means
of secure messaging implemented by the cryptographic functions according to FCS_CKM.1/LSK_DIV, and
FCS_COP.1/ADDCODE_DEC and FCS_COP.1/ ADDCODE_MAC for the ENC_MAC_Mode. The LSK used
as a seed for DIV_LSK cannot be read by anyone in accordance to FMT_MTD.1/LSK_READ. FCS_CKM.4
enforces the destruction of Secure Messaging session keys. FCS_CKM.4 also enforces the destruction of the
LSK once the TOE is in Step 6.

The Manufacturer is the only one who can load and activate Additional Codes according to SFR
FMT_MTD.1.1/ADDCODE_LOAD and FMT_MTD.1.1/ADDCODE_ACT. The Additional Code activation is
enforced by the cryptographic function FCS_COP.1/ADDCODE_SHA.
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The Manufacturer can enable Chip Authentication and Active Authentication functionalities following
FMT_MOF.1.1/PROT.

The Manufacturer and the Personalization Agent can select the protection mode of user data following
FMT_MOF.1.1/GP.

The SFR FMT_SMR.1 lists the roles and the SFR FMT_SMF.1 lists the TSF management functions setting
the Pre-personalization Agent Keys according to the SFR FMT_MTD.1/MP_KEY_WRITE as authentication
reference data. The SFR FMT_MTD.1/MP_KEY_READ prevents read access to the secret key of the
Personalization Agent Keys and ensure together with the SFR FCS_CKM.4, FPT_EMS.1, FPT_FLS.1 and
FPT_PHP.3 the confidentially of these keys.

SFR FDP_ACF.1/ID and FDP_ACC.1/ID define rules to access TOE_ID and CPLC which allow the TOE
identification.

The Manufacturer is the only subject allowed to ends Pre-personalization of logical MRTD, setting the TOE
Life Cycle State in Personalization state according to FMT_MTD.1.1/LCS_PREP. Since then it is no more
possible to return in manufacturing state and the role Manufacturer is no longer available as FCS_CKM.4
destroys Manufacturer keys.

7.3.1.12 OT.Secure_Load_ACode

The security objective OT.Secure_Load ACode i Secure | oading of atldressesAn@di ti or
loading of the Additional Code.

The Manufacturer is also able to detect any modification of the transmitted logical Additional Code data by
means of the Symmetric Authentication mechanism. The SFR FIA_UAU.6/ADD_CODE,
FDP_UCT.1/ADD_CODE and FDP_UIT.1/ADD_CODE requires the protection of the received data by means
of secure messaging implemented by the cryptographic functions according to FCS_CKM.1/LSK_DIV, and
FCS_COP.1/ADDCODE_DEC and FCS_COP.1/ ADDCODE_MAC for the ENC_MAC_Mode. The LSK used
as a seed for DIV_LSK cannot be read by anyone in accordance to FMT_MTD.1/LSK_READ. FCS_CKM.4
enforces the destruction of Secure Messaging session keys. FCS_CKM.4 also enforces the destruction of the
LSK once the TOE is in Step 6.

The Manufacturer is the only one who can load and activate Additional Codes according to SFR
FMT_MTD.1.1/ADDCODE_LOAD and FMT_MTD.1.1/ADDCODE_ACT. The Additional Code activation is
enforced by the cryptographic function FCS_COP.1/ADDCODE_SHA.

7.3.1.13 OT.Secure_AC_Activation

The security objective OT.Secure_AC_Activation i Secur e activati on addrestebthe Addi t
activation of the Additional Code.

The Manufacturer is also able to detect any modification of the transmitted logical Additional Code data by
means of the Symmetric Authentication mechanism. The SFR FIA_UAU.6/ADD_CODE,
FDP_UCT.1/ADD_CODE and FDP_UIT.1/ADD_CODE requires the protection of the received data by means
of secure messaging implemented by the cryptographic functions according to FCS_CKM.1/LSK_DIV, and
FCS_COP.1/ADDCODE_DEC and FCS_COP.1/ ADDCODE_MAC for the ENC_MAC_Mode. The LSK used
as a seed for DIV_LSK cannot be read by anyone in accordance to FMT_MTD.1/LSK_READ. FCS_CKM.4

) ) ) sanae
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enforces the destruction of Secure Messaging session keys. FCS_CKM.4 also enforces the destruction of the
LSK once the TOE is in Step 6.

The Manufacturer is the only one who can load and activate Additional Codes according to SFR
FMT_MTD.1.1/ADDCODE_LOAD and FMT_MTD.1.1/ADDCODE_LOAD. The Additional Code activation is
enforced by the cryptographic function FCS_COP.1/ADDCODE_SHA.

7.3.1.14 OT.TOE_Identification

The security objective OT.TOE_Identification i Secur e i dent i f iaddessithe storagd oftheh e T OE
I C Identification Data wuni quel yvolatig emembory. Thisiwil ge ensared MR T D6 s
TSF according to SFR FAU_SAS.1.

SFR FDP_ACF.1/ID and FDP_ACC.1/ID define rules to read and write TOE_ID and CPLC which allow the
TOE identification.

The authentication of the terminal as Manufacturer is performed by TSF according to SFR FIA_UAU.4 and
FIA_UAU.5/MP. The Manufacturer can be authenticated by using the symmetric authentication mechanism
(FCS_COP.1/GP_AUTH) with the Pre-personalization key. FIA_UAU.6/MP describes the re-authentication. In
case of failed authentication attempts FIA_AFL.1/MP enforces additional waiting time prolonging the
necessary amount of time for facilitating a brute force attack. The SFR FTP_ITC.1/MP allows the Manufacturer
to communicate with the OS.

7.3.2 Dependency Rationale
7.3.2.1 Overview

The Table 19 shows the dependencies between the SFR of the TOE.

SFR Dependencies Support of the Dependencies

FAU SAS.1 No dependencies n.a.

FCS_COP.1/BAC_ENC and
FCS_COP.1/BAC_MAC

FCS_CKM.1/BAC

FCS_CKM.4
[FCS_CKM.2 or FCS_COP.1/GP_ENC and
FCS_COP.1], FCS_COP.1/GP_MAC
FCS_CKM.1/MSK_DIV
FCS_CKM.4 FCS_CKM.4

FCS_COP.1/GP_ENC and
FCS_COP.1/GP_MAC

FCS_CKM.1/GP
FCS_CKM.4
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SFR Dependencies Support of the Dependencies

FCS_COP.1/ ADDCODE_DEC and
FCS_COP.1/ ADDCODE_MAC

FCS_CKM.1/LSK_DIV

FCS_CKM.4

FCS_COP.1/CA_ENC and
FCS_COP.1/CA_MAC

FCS_CKM.1/CA

FCS_CKM.4

FCS_COP.1/CA_ENC and
FCS_COP.1/CA_MAC and

FCS_COP.1/SIG_GEN

FCS_CKM.1/KEY_GEN

FCS_CKM.4
FDP_ITC.1, or FCS_CKM.1/BAC and
FCS CKM.4 FDP ITC.2, or FCS_CKMl/MSK_D|V and
See §7.3.2.2.1
FCS_COP.1/BAC_SHA
FCS_CKM.4

FCS_CKM.1/BAC

FCS_COP.1/BAC_ENC
FCS_CKM.4

FCS_CKM.1/BAC

FCS_COP.1/AUTH

FCS_CKM.4
[FDP_ITC.1, or
FDP ITC.2. or FCS_CKM.1/BAC
FCS_COP.1/BAC_MAC FCS_CKM.1],
FCS_CKM.4 FCS_CKM.4
See §7.3.2.21
FCS_COP.1/MSK_SHA
FCS_CKM.4

FCS_CKM.1/GP

FCS_COP.1/GP_ENC
FCS_CKM.4

FCS_CKM.1/GP

FCS_COP.1/GP_AUTH
FCS_CKM.4

) ) ) w011
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SFR

Dependencies

Support of the Dependencies

FCS_COP.1/GP_MAC

FCS_COP.1/GP_SDT_DEC

FCS_COP.1/ADDCODE_DEC

FCS_COP.1/ADDCODE_MAC

FCS_COP.1/ADDCODE_MAC

FCS_COP.1/CA_SHA

FCS_COP.1/CA_ENC

FCS_COP.1/CA_MAC

FCS_COP.1/SIG_GEN

FCS_CKM.1/GP

FCS_CKM.4

FCS_CKM.1/GP

FCS_CKM.4

FCS_CKM.1/LSK_DIV

FCS_CKM.4

FCS_CKM.1/LSK_DIV

FCS_CKM.4

FCS_CKM.1/LSK_DIV

FCS_CKM.4

See §7.3.2.2.1

FCS_CKM.4

FDP_ITC.1/MP
FCS_CKM.1/KEY_GEN

FCS_CKM.4

FDP_ITC.1/MP
FCS_CKM.1/KEY_GEN

FCS_CKM.4

FDP_ITC.1/MP
FCS_CKM.1/KEY_GEN

FCS_CKM.4
FCS RND.1 No dependencies n.a.
EIA IJID.l No dependencies n.a.
F,A_UAU_l FIA_UID.1 FIA_UID.1
FIA_UAU.4 No dependencies n.a.
FIA:UAU.S/BAC
FIA UAU.5/MP No dependencies n.a.
FIA_UAU.5/CA

FIA_UAU.6/BAC

Security Target
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SFR Dependencies Support of the Dependencies
FIA UAU.6/MP No dependencies n.a.

FIA_ UAU.6/ADD CODE

FIA UAU.6/CA

FIA_AFL.1/BAC FIA_UAU.1 FIA_UAU.1

FIA AFL.1/MP

FIA APL.1/CA No dependencies n.a.

FIA APL.1/AA No dependencies n.a.

FDP_ACC.1/BAC

FDP_ACF.1/BAC

FDP_UIT.1/ADD_CODE

FDP ACC.1/MP FDP_ACF.1 FDP_ACF.1/MP
FDP_ACC.1/ID FDP_ACF.1/ID
FDP_ACC.1/BAC
FDP_ACF.1/BAC
See §7.3.2.2.2
FDP_ACC.1, FDP_ACC.1/MP
FDP_ACF.1/MP
FMT_MSA.3 See §7.3.2.2.3
FDP_ACC.1/ID
FDP_ACF.1/ID
See §7.3.2.2.3
See §7.3.2.2.4
FDP_UCT.1/BAC
[FTP_ITC.1, or FDP_ACC.1/BAC
FTP_TRP.1], FTP_ITC.1/MP
FDP_UCT.1/MP
[FDP_IFC.1, or FDP_ACC.1/MP
FDP_ACC.1] FTP_ITC.1/MP
FDP_UCT.1/ADD_CODE
FDP_ACC.1/MP
See §7.3.2.24
FDP_UIT.1/BAC
[FTP_ITC.1, or FDP_ACC.1/BAC
FTP_TRP.1], FTP_ITC.1/MP
FDP_UIT.1/MP
[FDP_IFC.1, or FDP_ACC.1/MP
FDP_ACC.1] FTP_ITC.1/MP

FDP_ACC.1/MP

Security Target
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SFR Dependencies Support of the Dependencies
See §7.3.2.2.4
FDP_UIT.1/CA
FDP_ACC.1/BAC
[FDP_ACC.1, or FDP_ACC.1/MP
FDP_IFC.1]
FDP_ITC.1/MP
FMT_MSA.3 See §7.3.2.25
FMT_MOF.1/PROT FMT_SMF.1 FMT_SMF.1
FMT_MOF.1/GP
- FMT_SMR.1 FMT_SMR.1
EMT SME.1 No dependencies n.a.
EMT SMR.1 FIA_UID.1 FIA_UID.1
FMT_LIM.1 FMT_LIM.2 FMT_LIM.2
EMT LIM.2 FMT_LIM.1 FMT_LIM.1
FMT_MTD.1/INI_ENA
FMT_MTD.1/INI_DIS
FMT_MTD.1/KEY_WRITE
FMT_MTD.1/KEY_READ
FMT_MTD.1/MP_KEY_WRITE
FMT_MTD.1/MP_KEY_READ
FMT_MTD.1/CAPK FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1/CAPK_READ
FMT_MTD.1/AA_KEY_WRITE
FMT _MTD.1/AA KEY READ FMT_SMR.1 FMT_SMR.1
FMT_MTD.1/LCS_PREP
FMT_MTD.1/LCS_PERS
FMT_MTD.1/LSK_READ
FMT_MTD.1.1/ADDCODE_LOAD
FMT_MTD.1.1/ADDCODE_ACT
FMT_MTD.1.1/AA_KEY_GEN
FMT_MTD.1.1/CA _KEY_GEN
FPT_EMS.1 No dependencies n.a.
FPT_FLS.1 No dependencies n.a.
EPT TST.1 No dependencies n.a.
EPT PHP.3 No dependencies n.a.
ETP ITC.1/MP No dependencies n.a.

Table 19 - Dependencies between the SFR for the TOE

7.3.2.2 Rationale for the exclusion of dependencies

7.3.2.21 FCS_COP.1/BAC_SHA, FCS_COP.1/MSK_SHA, FCS_COP.1/CA_SHA
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The hash algorithm required by FCS_COP.1/BAC_SHA, FCS_COP.1/MP_SHA and
FCS_COP.1/CA_SHA SM_TDES does not need any key material. Therefore neither a key generation
(FCS_CKM.1) nor an import (FDP_ITC.1/2) is necessary.

7.3.2.2.2 FDP_ACF.1/BAC

The access control TSF according to FDP_ACF.1/BAC uses security attributes which are defined during the
personalization and are fixed over the whole life time of the TOE. No management of these security attribute
(i.e. SFR FMT_MSA.1 and FMT_MSA.3) is necessary here.

7.3.2.2.3 FDP_ACF.1/MP and FDP_ACF.1/ID

The access control TSF according to FDP_ACF.1/MP and FDP_ACF.1/ID uses security attributes which are
fixed during the development of the OS and are fixed over the whole life time of the TOE. No management of
these security attribute (i.e. SFR FMT_MSA.1 and FMT_MSA.3) is necessary here

7.3.2.2.4 FDP_UCT.1/BAC and FDP_UIT.1/BAC

The SFR FDP_UCT.1/BAC and FDP_UIT.1/BAC require the use secure messaging between the MRTD and
the BIS. There is no need for SFR FTP_ITC.1, e.g. to require this communication channel to be logically distinct
from other communication channels since there is only one channel. Since the TOE does not provide a direct
human interface a trusted path as required by FTP_TRP.1 is not applicable here.

7.3.2.25 FDP_ITC.1/MP

The SFR FDP_ITC.1/MP requires the verification of security attributes when Manufacturer and Personalization
Agent imports user data. There is no need for FMT_MSA.3, e.g. to initialize these security attributes, as they
are fixed during the development of the OS.

) ) ) tout
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8 TOE SUMMARY SPECIFICATION

8.1 TOE summary specification
8.1.1 Overview

The TOE provides the following Security Functions (TSF):

TSF Acronym Descr. Step

516 |7
Access Control in Reading F.ACR §8.1.2 V| V]|V
Access Control in Writing F.ACW §8.1.3 vV |V |V
Active Authentication F.AA §8.1.4 vV |U |V
Basic Access Control F.BAC §8.1.5 u |U |V
Chip Authentication F.CA §8.1.6 vV |U |V
MRTD Personalization F.PERS §8.1.7 u |V |U
Physical Protection F.PHY §8.1.8 vV |V |V
MRTD Pre-personalization F.PREP §8.1.9 vV |U |U
Safe State Management F.SS §8.1.10 vV |V |V
Secure Messaging F.SM §8.1.11 vV |V |V
Self Tests F.STST §8.1.12 vV |V |V

Table 20 - TSF of the TOE
8.1.2 Access Control in Reading

This function controls access to read functions and enforces the security policy for data retrieval. Prior to any
data retrieval, it authenticates the actor trying to access the data, and checks the access conditions are fulfilled
as well as the life cycle state. It ensures that at any time, the following keys are never readable:

- MSK,
- Pre-personalization Agent keys,
- Personalization Agent keys,
- BAC keys,
- AA private key,
- CA private key,
- LSK
It controls access to the CPLC data as follow:

- Itensures the CPLC data can be read during the personalization phase,
- Itensures it cannot be readable without authentication at the end of the personalization step.

It controls access to the TOE_ID as follow:

- Itensures the TOE_ID data can be read during the manufacturing and personalization phases,
- It ensures it cannot be readable without authentication in operational use phase.

Regarding the file structure:
In the Operational Use phase:

- The terminal can read user data, the Document Security Object, EF.COM only after BAC
authentication and through a valid secure channel.

In the Manufacturing and Personalization phases:

) ) ) w0511
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- The Manufacturer and the Personalization Agent can read all the data stored in the TOE after it is
authenticated by the TOE (using its authentication keys).

It ensures as well that no other part of the memory can be accessed at anytime

8.1.3 Access Control in Writing
This function controls access to write functions (in EEPROM) and enforces the security policy for data writing.
Prior to any data update, it authenticates the actor, and checks the access conditions are fulfilled as well as
the life cycle state.
It also ensures the CPLC data cannot be written anymore once the TOE is in Operational Use phase.
Regarding the file structure:
In the Operational Use phase:
It is not possible to create any files (system or data files). Furthermore, it is not possible to update any files
(system or data files), except for CVCA which can be
verified.

In the Manufacturing and Personalization phases:

The Manufacturing and Personalization Agent can create and write through a valid secure channel all the data
files it needs after it is authenticated by the TOE (using its authentication keys).

8.1.4 Active Authentication

This TSF provides the Active Authentication as described in [ICAO_9303]. It also provides management of this
function in phase 5.

8.1.5 Basic Access Control

This TSF provides the Basic Access Control, authentication and session keys generation to be used by F.SM,
as described in [ICAO_9303].

8.1.6  Chip Authentication

This TSF provides the Chip Authentication, authentication and session keys generation to be used by F.SM,
as described in [TR_03110]. It also provides management of this function in phase 5.

8.1.7 MRTD Personalization

This security functionality ensures that the TOE, when delivered to the Personalization Agent, provides and
requires authentication for data exchange. This authentication is based on a Triple DES authentication
mechanism. This function allows to:

Manage symmetric authentication using Personalization Agent keys,
Compute session keys to be used by F.SM,

Load user data,

Create (Import or Generate on card) Chip Authentication key pair,
Create (Import or Generate on card)Active Authentication key pair,
Set Personalization Agent CPLC Data,

Set TOE life cycle in Operational Use phase.

) ) ) w011
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8.1.8  Physical Protection

This Security Function protects the TOE against physical attacks, so that the integrity and confidentiality of the
TOE is ensured, including keys, user data, CPLC data, configuration data and TOE life cycle. It detects physical
tampering, responds automatically, and also controls the emanations sent out by the TOE.

8.1.9 MRTD Pre-personalization

This security functionality ensures that the TOE, when delivered to the Manufacturer, provides and requires
an authentication mechanism for data exchange. This authentication is based on Triple DES symmetric
authentication mechanism. This function allows to:

Diversify the MSK,

Manage symmetric authentication using Pre-personalization Agent keys,
Compute session keys to be used by F.SM,

Load and activate Additional Code,

Load data,

Create the MRTD application,

Load Personalization Agent keys,

Load the Pre-personalization Agent CPLC Data,

Set TOE life cycle in Personalization phase.

= =4 =4 4 -4 -4 -4 -4 -4

This security function ensures the destruction of the MSK, once ISK is loaded. This security function ensures
the destruction of the ISK, once Personalization Agent keys are loaded.

8.1.10 Safe State Management
This security functionality ensures that the TOE gets back to a secure state when:

9 an integrity error is detected by F.STST described in § 8.1.12,
9 atearing occurs (during a copy of data in EEPROM).

This security functionality ensures that if such a case occurs, the TOE is either switched in the state "kill card"
or becomes mute.

8.1.11 Secure Messaging

This security functionality ensures the confidentiality, authenticity and integrity of the communication between
the TOE and the interface device. In the operational phase, after a successful Authentication Procedure (i.e.
BAC or CA), a secure channel is established. This security functionality also provides a Secure Messaging
(SCPO02) for the Pre-personalization and Personalization phases. The protocols can be configured to protect
the exchanges integrity and/or confidentiality. If an error occurs in the secure messaging layer, the session
keys are destroyed.

8.1.12 Self Tests
The TOE performs self-tests to verify the integrity of the TSF data:
T At Reset,

1 Before using the TSF data,
91 Before using Chip Authentication Private Key and Active Authentication Private Key.
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8.2

SFR and TSF

TSF

SFR

FAU_SAS.1

FCS_CKM.1/BAC

FCS_CKM.1/MSK_DIV

FCS_CKM.1/GP

FCS_CKM.1/LSK_DIV

FCS_CKM.1/CA

FCS_CKM.1/KEY_GEN

FCS_CKM.4

FCS_COP.1/BAC_SHA

FCS_COP.1/BAC_ENC

FCS_COP.1/AUTH

FCS_COP.1/BAC_MAC

FCS_COP.1/MSK_SHA

FCS_COP.1/GP_ENC

FCS_COP.1/GP_AUTH

FCS_COP.1/GP_MAC

FCS_COP.1/GP_SDT_DEC

FCS_COP.1.1/ADDCODE_DEC

FCS_COP.1.1/ADDCODE_MAC

FCS_COP.1.1/ADDCODE_SHA

FCS_COP.1/CA_SHA

FCS_COP.1/CA_ENC

FCS_COP.1/CA_MAC

FCS_COP.1/SIG_GEN

FCS_RND.1

FIA_UID.1

FIA_UAU.1

FIA_UAU.4

FIA_UAU.5/BAC

FIA_UAU.5/MP

FIA_UAU.5/CA

clclclcl < <lclclclclclcclcclcclclclclclclcl clclcl clcl clc clEACR

CCCC<<CCCCCCCCCCCCCCCCCCCCCCCCCF_ACW

Clc CclCccClo |||l clclcloclclcclclcc cclc CEAA

CC<<CC<CCCCCCCCCCCCCCC<CCCCCC<CF_BAC

Clg el <|lclccelclclclcloeaclccaclclcl<|lcccc CEcA

clcl < <lclcl<|clclclclcclc <lclclclccl<|c c <|<|cl cl < clcl clEPERS

clclclclclclclclclclclclclclclc clclclclclclclclc clc clcl cl <|EpHy

ClCcCcCcclcclcelclclccleclcelclcclceloclclclcclclccc c <|Ess

< o< <l oo <<l <l <cla <<l c c ClEsv

<| <l <l <l << <<l << << <<l << <<l << << << el EsTST
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1S1S'H

NS4

SS'H

d3dd’d

AHdA

Sd3d'd

vO'd

ovad

vv'd

MOV'4

dOoVv'd

TSF

SFR

FIA_UAU.6/BAC

FIA_UAU.6/MP

FIA_UAU.6/ADD_CODE

FIA_UAU.6/CA

FIA_AFL.1/BAC

FIA_AFL.1/MP

FIA_API.1/CA

FIA_API.1/AA

FDP_ACC.1/BAC

FDP_ACC.1/MP

FDP_ACC.1/ID

FDP_ACF.1/BAC

FDP_ACF.1/MP

FDP_ACF.1/ID

FDP_UCT.1/BAC

FDP_UCT.1/MP

FDP_UCT.1/ADD_CODE

FDP_UCT.1/CA

FDP_UIT.1/BAC

FDP_UIT.1/MP

FDP_UIT.1/ADD_CODE

FDP_UIT.1/CA

FDP_ITC.1/MP

FMT_MOF.1/PROT

FMT_MOF.1/GP

FMT_SMF.1

FMT_SMR.1

FMT_LIM.1

FMT_LIM.2

FMT_MTD.1/INI_ENA

FMT_MTD.1/INI_DIS

FMT_MTD.1/KEY_WRITE

FMT_MTD.1/KEY_READ
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TSF

SFR
FMT_MTD.1/MP_KEY_WRITE
FMT_MTD.1/MP_KEY_READ
FMT_MTD.1/CAPK
FMT_MTD.1/CAPK_READ
FMT_MTD.1/AA_KEY_WRITE
FMT_MTD.1/AA_KEY_READ
FMT_MTD.1/LCS_PREP
FMT_MTD.1/LCS_PERS
FMT_MTD.1/LSK_READ
FMT_MTD.1/ADDCODE_LOAD
FMT_MTD.1/ADDCODE_ACT
FMT_MTD.1/AA_KEY_GEN
FMT_MTD.1/CA_KEY_GEN
FPT_EMS.1

FPT_FLS.1

FPT_TST.1

FPT_PHP.3

FTP_ITC.1/MP

Cl o <lclc < << <)< << << < <EACR
clclclc <l << << << << << < EACW
clCclCclCc|l<|lCclclclclc|lc|lc|c|lc|c|c c|c E.AA
clCclclcl<|lclclclclclc|lc|c|lc|c|c c|c E.BAC
clCclCcCc <l clclcclclclc|lc|lc|c|c| c|c F.CA

| Cl < <<l clclaclgacac <l c gl cc F.PERS
cl < | K| CclCclCcclclclclc|lc|c| c| c| c F.PHY
<l < < << <l < cc c c C <|FEFPREP
cl <l Ccl K| cCclCclclclc|lc|lc|lc|c|lc|c|c c|c E.SS

clclclcl<lclclclclclcl clclclcl clcl clesm
<l c| <|c|l<lclclclclclclcc clc clclclEesTsT

Table 21- SFR and TSF
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9 GLOSSARY AND ACRONYMS

9.1 Glossary

Term

Definition

Active Authentication

Security mechanism defined in [ICAO_9303]Jopt i on by whi ch i
chip proves and the inspection system verifies the identity and authenticity of the
MRTD®G s chip as part of a genui ne N
Organization.

Audit records

Write-only-once non-volatile memory area of the MRTDs chip to store the
Initialization Data and Pre-personalization Data.

(BAC)

Authenticity Ability to confirm the MRTD and its
created by the issuing State or Organization.
Basic Access Control | Security mechanism defined in [ICAO_9303]by whi ch means t

proves and the inspection system protects their communication by means of
secure messaging with Document Basic Access Keys (see there).

Basic Inspection | An inspection system which implements the terminals part of the Basic Access

System (BIS) Control Mechanism and authenticates itself to the MRTD®G6 s c hi
Document Basic Access Keys derived from the printed MRZ data for reading the
logical MRTD.

Biographical data | The personalized details of the MRTD holder of the document appearing as text
(biodata) in the visual and machine readable zones on the biographical data page of a
passport book or on a travel card or visa. [ICAO_9303]

Biometric reference | Data stored for biometric authent i cati on of the MRTD
data as (i) digital portrait and (ii) optional biometric reference data.

Counterfeit

An unauthorized copy or reproduction of a genuine security document made by
whatever means. [ICAO_9303]

Country Signing CA
Certificate (Ccsca)

Self-signed certificate of the Country Signing CA Public Key (KPuCSCA) issued
by CSCA stored in the inspection system.

Document Basic
Access Keys

Pair of symmetric (two-key) Triple-DES keys used for secure messaging with
encryption (key KENC) and message authentication (key KMAC) of data
transmitted between the MRTDDO[E AR B30F. It
is drawn from the printed MRZ of the passport book to authenticate an entity able
to read the printed MRZ of the passport book.

Document
Object (SOD)

Security

A RFC3369 CMS Signed Data Structure, signed by the Document Signer (DS).
Carries the hash values of the LDS D
It may carry the Document Signer Certificate (CDS). [ICAO_9303]

Eavesdropper

A threat agent with Enhanced-Basic attack potential reading the communication
bet ween the MRTD6s chip and the i ns|
MRTD6s. chip

Enrolment

The process of collecting biometric samples from a person and the subsequent
preparation and storage of biometric reference templates representing that
per sonds|ICAA 8303]i t vy.

Extended
Control (EAC)

Access

Security mechanism identified in [ICAO_9303]by whi ch means t
(i) verifies the authentication of the inspection systems authorized to read the

optional biometric reference data, (ii) controls the access to the optional biometric

reference data and (iii) protects the confidentiality and integrity of the optional

biometric reference data during their transmission to the inspection system by

secure messaging. The Personalization Agent may use the same mechanism to

authenticate themselves with Personalization Agent Private Key and to get write

and read access to the logical MRTD and TSF data.

Extended
System (EIS)

Inspection

A role of a terminal as part of an inspection system which is in addition to Basic
Inspection System authorized by the issuing State or Organization to read the
optional biometric reference data and supports the terminals part of the Extended
Access Control Authentication Mechanism.
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Term

Definition

Forgery

Fraudulent alteration of any part of the genuine document, e.g. changes to the
biographical data or the portrait. [I[CAO 9303]

Global Interoperability

The capability of inspection systems (either manual or automated) in different
States throughout the world to exchange data, to process data received from
systems in other States, and to utilize that data in inspection operations in their
respective States. Global interoperability is a major objective of the standardized
specifications for placement of both eye-readable and machine readable data in
all MRTDs. [ICAO_9303]

IC Dedicated Support
Software

That part of the IC Dedicated Software (refer to above) which provides functions
after TOE Delivery. The usage of parts of the IC Dedicated Software might be
restricted to certain phases.

IC  Dedicated
Software

Test

That part of the IC Dedicated Software (refer to above) which is used to test the
TOE before TOE Delivery but which does not provide any functionality thereafter.

IC Identification Data

The IC manufacturer writes a unique IC identifier to the chip to control the IC as
MRTD material during the IC manufacturing and the delivery process to the
MRTD manufacturer (i.e MRTD packaging responsible).

Impostor

A person who applies for and obtains a document by assuming a false name and
identity, or a person who alters his or her physical appearance to represent
himself or hers e | f as another person for t h
document. [ICAO_9303]

Improperly  document
person

A person who travels, or attempts to travel with: (a) an expired travel document
or an invalid visa; (b) a counterfeit, forged or altered travel document or visa; (c)
someone el sebs travel document or vi
required. [ICAO_9303]

Initialisation

Process of writing Initialisation Data (see below) to the TOE (cf. 2.2.3.2.2).

Initialization Data

Any data defined by the TOE Manufacturer and injected into the non-volatile
memory by the Integrated Circuits manufacturer (Phase 2). These data are for
instance used for traceability and f o r I C identificatio
identification data).

Inspection

The act of a State examining an MRTD presented to it by a traveler (the MRTD
holder) and verifying its authenticity. [[ICAO_9303]

Inspection System (1S)

A technical system used by the border control officer of the receiving State (i)
examining an MRTD presented by the traveler and verifying its authenticity and
(i) verifying the traveler as MRTD holder.

Integrated Circuit (IC)

Electronic component(s) designed to perform processing and/or memory
functions. The MRTD®&s chip is a inte

Integrity

Ability to confirm the MRTD and it sot
been altered from that created by the issuing State or Organization

Issuing Organization

Organization authorized to issue an official travel document (e.g. the United
Nations Organization, issuer of the Laissez-passer). [ICAO 9303]

Issuing State

The Country issuing the MRTD. [ICAO_9303]

Logical Data Structure
(LDS)

The collection of groupings of Data Elements stored in the optional capacity
expansion technology [ICAO_9303]. The capacity expansion technology used is
the MRTDé6és chip.

Logical MRTD

Data of the MRTD holder stored according to the Logical Data Structure
[ICAO_9303] as specified by ICAO on the contactless integrated circuit. It
presents contactless readable data including (but not limited to)

(1) personal data of the MRTD holder,

(2) the digital Machine Readable Zone Data (digital MRZ data, EF.DG1),

(3) the digitized portraits (EF.DG2),

(4) the biometric reference data of finger(s) (EF.DG3) or iris image(s) (EF.DG4)
or both and

(5) the other data according to LDS (EF.DG5 to EF.DG16).

(6) EF.COM and EF.SOD
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Term

Definition

Logical travel document

Data stored according to the Logical Data Structure as specified by ICAQ in the
contactless integrated circuit including (but not limited to)

(1) data contained in the machine-readable zone (mandatory),

(2) digitized photographic image (mandatory) and

(3) fingerprint image(s) and/or iris image(s) (optional).

Machine Readable
Travel Document
(MRTD)

Official document issued by a State or Organization which is used by the holder
for international travel (e.g. passport, visa, official document of identity) and which
contains mandatory visual (eye readable) data and a separate mandatory data
summary, intended for global use, reflecting essential data elements capable of
being machine read. [ICAO 9303]

Machine Readable Visa
(MRV)

A visa or, where appropriate, an entry clearance (hereinafter collectively referred
to as visas) conforming to the specifications contained herein, formulated to
improve facilitation and enhance security for the visa holder. Contains mandatory
visual (eye readable) data and a separate mandatory data summary capable of
being machine read. The MRV is normally a label which is attached to a visa page
in a passport. [ICAO_9303]

Machine Readable

Zone (MRZ)

Fixed dimensional area located on the front of the MRTD or MRP Data Page or,
in the case of the TD1, the back of the MRTD, containing mandatory and optional
data for machine reading using OCR methods. [ICAO 9303]

Machine-verifiable
biometrics feature

A unique physical personal identification feature (e.g. an iris pattern, fingerprint
or facial characteristics) stored on a travel document in a form that can be read
and verified by machine. [ICAO _9303]

MRTD application

Non-executable data defining the functionality of the operating system on the IC
as the MRTD&s chip. I't includes

- the file structure implementing the LDS [ICAO_9303],

- the definition of the User Data, but does not include the User Data itself (i.e.
content of EF.DG1 to EF.DG14, EF.DG 16, EF.COM and EF.SOD) and

- the TSF Data including the definition the authentication data but except the
authentication data itself.

MRTD Basic Access

Mutual authentication protocol followed by secure messaging between the

reference data

Control inspection system and the MRTDO6s chip
and access condition to data stored

MRTD holder The rightful holder of the MRTD for whom the issuing State or Organization
personalized the MRTD.

MRTD6s Chi p A contactless integrated circuit chip complying with ISO/IEC 14443 and
programmed according to the Logical Data Structure as specified by ICAOT,
[ICAOT], p. 14.

MRTD®6 s Software embedded in a MRTD®&ds <chip

Embedded Software Designer . The MRTDO6s chip Embedded S
embedded into the MRTDG6s chkycp. in Pha

Optional biometric |[ Dat a stored for biometric authentica

as (i) encoded finger image(s) (EF.DG3) or (ii) encoded iris image(s) (EF.DG4)
or (iii) both. Note that the European commission decided to use only finger print
and not to use iris images as optional biometric reference data.

Passive authentication

(i) verification of the digital signature of the Document Security Object and (ii)
comparing the hash values of the read LDS data fields with the hash values
contained in the Document Security Object.

Personalization

The process by which the portrait, signature and biographical data are applied to
the document. This may also include the optional biometric data collected during
the AENr o2h828,tStep §).c f .

Personalization Agent

The agent acting on the behalf of the issuing State or Organization to personalize
the MRTD for the holder by (i) establishing the identity the holder for the
biographic data in the MRTD, (ii) enrolling the biometric reference data of the
MRTD holder i.e. the portrait, the encoded finger image(s) or (ii) the encoded iris
image(s) and (iii) writing these data on the physical and logical MRTD for the
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Term Definition
Personalization Agent | TSF data used for authentication proof and verification of the Personalization
Authentication Agent.
Information

Personalization Agent
Key

Symmetric cryptographic authentication key used (i) by the Personalization Agent
to prove their identity and get acce
chip to verify the authentication attempt of a terminal as Personalization Agent
according to the SFR FIA_UAU.4/BAC, FIA_UAU.5/BAC and FIA_UAU.6/BAC.

Physical travel

document

Travel document in form of paper, plastic and chip using secure printing to
present data including (but not limited to)

(1) biographical data,

(2) data of the machine-readable zone,

(3) photographic image and

(4) other data.

Pre-Personalisation

Process of writing Pre-Personalisation Data (see below) to the TOE including the
creation of the MRTD Application ((cf. 2.2.3.2.3, Step 5)

Pre-personalization
Data

Any data that is injected into the non-volatile memory of the TOE by the MRTD
Manufacturer (i.e IC manufacturer) (Phase 2) for traceability of non-personalized
MRTD6s and/ or to secure shipment and3
It contains (but is not limited to) the Active Authentication Key Pair and the
Personalization Agent Key Pair.

System (PIS)

Pre-personalized MRTD6s chip equipped with an unique i
MRTDG6s c¢ hi p| Authentication Key Pair of the chip.
Primary Inspection | An inspection system that contains a terminal for the contactless communication

with the MRTDOS not i

Access Control Mechanism.

chip and does

random identifier

Random identifier used to establish a communication to the TOE in Phase 3 and
4 preventing the unique identification of the MRTD and thus patrticipates in the
prevention of traceability.

Receiving State

The Country to which the Traveler is applying for entry. [ICAO 9303]

reference data

Data enrolled for a known identity and used by the verifier to check the verification
data provided by an entity to prove this identity in an authentication attempt.

secondary image

A repeat image of the holderoés portr
whatever means. [[CAO_9303]

Secure messaging in
encrypted mode

Secure messaging using encryption and message authentication code according
to ISO/IEC 7816-4

Skimming

Imitation of the inspection system to read the logical MRTD or parts of it via the
contactless communication channel of the TOE without knowledge of the printed
MRZ data.

Travel document

A passport or other official document of identity issued by a State or Organization,
which may be used by the rightful holder for international travel. [ICAO 9303]

Traveler Person presenting the MRTD to the inspection system and claiming the identity
of the MRTD holder.
TSF data Data created by and for the TOE, that might affect the operation of the TOE

([CC_1)).

Unpersonalized MRTD

The MRTD that contains the MRTD Chip holding only Initialization Data and Pre-
personalization Data as delivered to the Personalisation Agent from the
Manufacturer.

User data Data created by and for the user, that does not affect the operation of the TSF
([CC_1)).
Verification The process of comparing a submitted biometric sample against the biometric

reference template of a single enrolee whose identity is being claimed, to
determine whether it matches the enr

Verification data

Data provided by an entity in an authentication attempt to prove their identity to
the verifier. The verifier checks whether the verification data match the reference
data known for the claimed identity.

Security Target

114 11¢€



{()) 1IDEMIA

9.2 Acronyms

Acronym Term
BIS Basic Inspection System
CC Common Criteria
EF Elementary File
GIS General Inspection System
ICCSN Integrated Circuit Card Serial Number
ISK Issuer Secret Key
MF Master File
MSK Manufacturer Secret Key
n.a. Not applicable
OSP Organizational Security Policy
PT Personalization Terminal
SAR Security Assurance Requirements
SFR Security Functional Requirement
TOE Target Of Evaluation
TSF TOE Security Functions
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